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ABSTRACT

SCALING THREAT HUNTING IN AN ENTERPRISE CONTAINER ENVIRONMENT

THROUGH A SYSTEM OF SYSTEMS APPROACH WITH KESTREL-AS-A-SERVICE

Modern threat hunting is fundamentally limited by manual, siloed, and single-threaded
practices that cannot keep pace with the ephemeral nature of cloud-native environments.
While automated security tools successfully mitigate common, high-volume threats,
sophisticated actors exploit the lack of collaborative infrastructure to remain undetected
for months. This visibility gap creates a critical vulnerability as adversaries increasingly
leverage Atrtificial Intelligence (Al) driven automation to conduct high-speed, polymorphic
attacks. This research exists to address the scalability crisis in defensive cybersecurity
operations by moving beyond isolated human-only analysis toward a persistent, team-

based proactive defensive security posture.

The primary objective of this dissertation is to develop and validate "Kestrel as a Service"
(KaaS), a collaborative threat hunting platform that shifts the defensive paradigm from
individual analysis to a distributed "pack hunting" or “crowd hunting” model. The research
investigates whether standardized, containerized architecture can significantly reduce
Mean Time to Detect (MTTD) by enabling real-time collaboration. The thesis posits that
by providing a team of hunters with a secure, scalable, and persistent environment,
organizations can proactively identify complex threats at an enterprise scale while

eliminating the mechanical repetition inherent in traditional workflows.



Using a systems engineering approach, KaaS is architected as a Directed System of
Systems (SoS) that integrates independent technologies into a cohesive platform. The
methodology utilizes the Systems Engineering V-Model to verify and validate the platform
across four evolutionary deployment tiers, ranging from local developer testbeds to
enterprise-scale self-managed or managed clusters. The study evaluates the platform's
efficacy through scenario-based testing mapped to the MITRE ATT&CK Framework for
Containers, simulating advanced adversary tactics to measure performance across

realistic network infrastructures.

The results demonstrate that the KaaS architecture significantly reduces adversary dwell
time by decoupling creative domain logic from mechanical execution. Findings show that
collaborative "packs" of hunters identify complex threats faster and more consistently than
standalone analysts. Furthermore, the platform ensures the persistence and reuse of
sophisticated hunting flows and strategies, preventing the loss of specialized knowledge
across organizational silos. By standardizing the way teams search for threats, the
platform facilitates the rapid dissemination of intelligence across the broader security

ecosystem.

This research provides a scalable, open blueprint for autonomous defense and
establishes a foundation for a new Threat Hunting Modeling Notation (THMN) with Al and
Automation steps, as well as a dashboard for building and monitoring the Hunts. These

findings are significant for enterprise deployments as they offer a structured path toward



resilient operations that can counter the speed and sophistication of modern Al-driven

threats.
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PREFACE

The genesis of this research lies in the practical necessity of evolving cybersecurity
operations to meet modern threats. What began as an exploration of containerized threat
hunting developed into the rigorous design, deployment, and testing of the Kaa$S platform.
This dissertation documents the engineering evolution of KaaS, tracing its maturity from
standalone container environments to complex, multi-tenant architectures spanning

Minikube, Kubernetes, and Enterprise OpenShift with Al.

Central to this work is the integration of independent technologies into a unified SoS. The
technologies include identity management via Keycloak, collaborative analysis through
JupyterHub, and federated data access using Structured Threat Information eXpression-
Shifter (STIX-Shifter). The overarching goal of this research was to move beyond
theoretical models to establish a practical, open-source foundation capable of scaling
threat hunts and measurably reducing critical incident metrics, specifically MTTD. The
secondary goal was to build Al and automation as hunt steps that are available and plan

for a threat hunting modeling notation to visual build and execute the hunts.
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Chapter 1: Introduction

The contemporary cybersecurity landscape is characterized by a rapid escalation in both
the frequency and sophistication of adversarial operations. This evolution is driven by the
democratization of Al and Machine Learning (ML), which enables malicious attackers to
automate spear-phishing, generate polymorphic malware, and conduct high-speed
reconnaissance.’ Concurrently, the transition of enterprise infrastructure to cloud-native,
containerized, and ephemeral environments has introduced a significant visibility gap.?
Traditional security monitoring tools, designed for static workloads, often struggle to track
the lifecycle of short-lived containers, which may exist only for minutes or even seconds.?
In this environment, threat hunting, which is the proactive search for undetected threats,
is hindered by a reliance on manual, single-threaded methodologies.* Security
Operations Center (SOC) analysts typically perform hunts in isolation, using disparate
tools on local workstations that lack persistence and collaborative capabilities.®> This
artisan-like approach leads to a slow and tedious workflow where hunters must repeatedly
translate conceptual threat hypotheses into platform-specific query languages, such as
raw Endpoint Detection and Response (EDR) or Security Information and Event
Management (SIEM) queries. The resulting lack of scalability means that while automated
security tools can address approximately 80% of routine threats, the remaining 20% is

the most sophisticated and damaging attacks and often remain undetected for months.*
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Kubernetes, and Structured Threat

Information eXpression-Shifter (STIX-Shifter). When combined these systems achieve
emergent defensive capabilities. The methodology utilizes the Systems Engineering V-
Model to verify and validate the platform across four evolutionary deployment tiers,
ranging from single-user developer environments to enterprise-scale managed clusters.®
Efficacy is evaluated through scenario-based testing mapped to the MITRE ATT&CK
Framework for Containers, simulating advanced adversary tactics and techniques to

measure performance metrics in a realistic infrastructure.® This defines our destination

which we can see in the High Level Logical Diagram.

The study demonstrates that the KaaS SoS significantly accelerates the impact response
timeline by decoupling the creative "what to hunt" domain logic from the mechanical "how
to hunt" execution instructions.® Results show that collaborative "pack hunting" leads to a

substantial reduction in MTTD compared to traditional siloed approaches, facilitating the



rapid dissemination of threat knowledge across the security ecosystem. Furthermore, the
platform effectively automates federated data retrieval across heterogeneous sources via
STIX-Shifter, ensuring the persistence and reuse of sophisticated hunt books that would

otherwise be lost in isolated analyst workflows. "

These findings signify a critical advancement for cybersecurity, providing a scalable and
open blueprint for resilient semi-autonomous defense. The research establishes a
foundation for the THMN, formalizing tradecraft into machine-processable schemas that
enhance strategic governance.’® By transitioning from artisan-like manual workflows to a
collaborative, standardized ecosystem, Kaa$S fulfills a core business need for industries
where security breaches are detrimental to operational survival.* This work ultimately
demonstrates that interoperability through open standards is the only viable path to
countering the speed and sophistication of modern automation and Al-driven adversarial

evolution.’

Limitations of Manual Threat Hunting

The visibility gap in cloud-native environments is a primary driver of modern security
failures. As organizations adopt microservices, the traditional perimeter dissolves,
replaced by thousands of ephemeral entities.’® Adversaries exploit this dynamism by
using automated scripts and Al to compromise infrastructure at machine speed, while
defensive operations involving threat hunting often remain manual and labor-intensive.’
The core problem addressed in this research is the inability of current threat hunting

models to scale effectively against the top 20% of sophisticated, automated threats.



Traditional approaches rely on the "hero hunter" model that involves a single analyst
working in isolation on a local workstation.® This model fails to capture the collective
intelligence of the security team, results in an unacceptable MTTD, and creates a

bottleneck where human cognition cannot keep pace with machine-generated threats.®

Architectural Foundations of KaaS in a SoS Context

To address the scalability challenges inherent in the "hero hunter" model, this dissertation
departs from traditional software application development and adopts a Systems
Engineering approach. Specifically, the proposed solution, KaaS, is defined as a Directed

SoS.

A SoS represents a collection of independent constituent systems that are integrated to
achieve a unique capability which none of the individual systems can accomplish in
isolation. In the domain of cybersecurity, a typical enterprise environment consists of
diverse systems such as Endpoint Detection and Response (EDR) platforms, Security
Information and Event Management (SIEM) systems, and threat intelligence feeds. While
each system performs a vital function, they often operate as isolated silos. In a Directed
SoS, the collective is managed to fulfill a specific, central purpose of proactive threat
discovery, and the constituent systems are subordinated to this mission. Although the
component systems maintain the ability to operate independently, their operational mode
within the Kaa$S architecture is governed by a central authority that orchestrates their data

and analytics.



The management of a Directed SoS requires technical processes that address planning,
organization, and integration across various organizational boundaries. This involves
mission engineering and capability engineering to ensure that the cross-cutting SoS
capabilities are realized without compromising the technical management of the individual
constituent systems. One of the primary challenges in this environment is the absence of
a single authority across all systems; however, in a Directed SoS, the central managed
purpose provides the necessary coherence. The SoS integration process must account
for the fact that constituent systems often have their own stakeholders and development
life cycles, making end-to-end verification and validation a complex, asynchronous

endeavor.

Table 1: SoS Characteristic to KaaS Application

SoS

Application to KaaS Strategic Implication

Characteristic

Constituent EDRs and SIEMs
operate independently but are

Directed Ensures centralized hunting logic
be

heterogeneous

Autonomy can applied across

subordinated to the KaaS data sources

hunting mission.
Evolutionary Kaa$S evolves as new hunting
Development playbooks and data sources
are integrated into the SoS.

Collaborative

Emergent

hunting
Behavior

Geographic
Distribution

identifies threats that single-
point detection tools miss.
Data

multiple cloud environments

sources may span

without replacing existing tools.
Allows the hunting capability to
adapt to emerging threats like Al-
driven phishing and shadow Al.
Significantly reduces Mean Time
to Detect (MTTD) by correlating
signals across the SoS.
Requires federated search and

interoperability standards like



and on-premises data STIX-Shifter to access data at
centers. the source.

The orchestration of these systems depends on an agreed common purpose, which is

the cornerstone of Directed SoS engineering. In the KaaS model, this purpose is

formalized through the integration of the Systems Engineering V-Model, which provides

the necessary structure to manage requirements and testing across the entire SoS

lifecycle.

According to the SEBoK, Directed SoS is an integrated collection of systems that are

managed to fulfill specific purposes while retaining their operational independence. In the

context of KaaS, the constituent systems include:

Kestrel is the threat hunting language and runtime.

JupyterHub is the interface for the threat hunter or analysts to write and execute
their hunting playbooks.

Kubernetes is the orchestration layer providing horizontal scaling. Also, for the
Enterprise scale we focus on OpenShift.

Keycloak is the identity and access management system that facilitates secure
collaboration with separation of concerns through Role Based Access Control
(RBAC).

STIX-Shifter is the data federation layer connecting disparate security data

sources.



The Kestrel language allows humans, as well as Al agents, to express what to hunt, while
the Kestrel runtime compiles these expressions into specific platform instructions to
execute how to hunt. This separation allows the “what” to be reused across different

environments and platforms.

To address the scalability challenges inherent in the hero hunter model, this dissertation
departs from traditional software application development and adopts a Systems
Engineering approach. We can represent these components in a high-level workflow

model as shown in the diagram below that includes Al and automation.

ol

Platform System
Admin
/ Local Al
i / Automation o Models
ANSIBLE
3
Kaas$ Project Admin I -
=
s
LOAK o —
. Kaa$S
Kaa$ User A (Project A) '””_ilf, STPGShitec Database

/Qf\ — ) Kestrel J [J
Extrernal Datasource

Kaa$ User B (Project A) through STIX-Shifter

i o Q ® Q

Kaa$ User C (Project B) . _ o _ o
jupyter| [jupyter| [jupyter

KaaS UserA KaaSUserB KaaS UserC

(Project A) (Project A) (Project B)
kubernetes

Figure 2: Logical KaaS Model



Research Objectives and Hypothesis

The primary hypothesis of this dissertation is that a collaborative, containerized
environment utilizing open-source standards can significantly accelerate the impact
response timeline compared to traditional siloed methods.* To test this hypothesis, the
research pursues four specific objectives, framed as Research Questions, which are

described in the diagram and bullet points.

~

RQ1: Scaling & Collaboration RQ2: Automation & GitOps
= m o
(G gpmd 551 SLa elly O 50
Horizontal Pod Vertical o ;;::I ;:::fo . cl/CcD GitOps Triggers
Autoscaling Scaling (JupyterHub)

How can threat hunting be integrated
into the CI/CD pipeline? Managing hunt
books as code with automated triggers. )

How can a ‘pack’ of hunters utilize
horizontal and vertical scaling to

L improve detection performance?

(o>
Collaborative,

Containerized
Kaa$S Platform

RQ4: Al & ML Integration

‘ ELg—

To what extent can Al enrich analytics
within the Kestrel runtime?
Investigating GenAl for automated hunt

step generation. )

RQ3: Metrics & Analytics

-ﬁ

MTTD Reduction Telemetry

How can the platform be instrumented to
track and visualize the reduction of MTTD?
Developing a telemetry framework for

measuring performance.

—

Figure 3: Research Questions

e Research Question One for Scaling and Collaboration - How can a "pack" of
hunters utilize horizontal and vertical scaling to improve detection performance?
This includes examining how Kubernetes-based horizontal pod autoscaling can be
paired with shared JupyterHub environments to enable real-time collaboration
among multiple hunters.

¢ Research Question Two for Automation and GitOps - How can threat hunting be

integrated into the CI/CD pipeline to facilitate a "shift left" security posture? The



research investigates the use of GitOps principles to manage hunt books as code,
allowing automated triggers to execute hunts during deployment or upon receipt
of new threat intelligence.?®

e Research Question Three for Metrics and Analytics - How can the platform be
instrumented to track and visualize the reduction of MTTD? This involves
developing a telemetry framework within the Directed SoS to capture and correlate
the lifecycle of alerts, investigative steps, and containment actions to measure real-
world performance improvements.’

e Research Question Four for Al and ML Integration - To what extent can Al enrich
analytics within the Kestrel runtime to generate automated hunt steps? This
includes investigating if Generative Al (GenAl) can be trained to detect and defeat
threats faster than humans can hypothesize by transforming unstructured threat

intelligence into machine-executable Kestrel patterns.?’

Methodology Overview

This dissertation employs a Design Science Research methodology, rigorously structured
around the Systems Engineering V-Model.® This model ensures that the SoS is not only
verified technically ("Did we build the system right?") but is also validated against mission

requirements ("Did we build the right system?").3"
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Figure 4: KaaS V&V

The V-Model phases are shown in the diagram. They are operationalized as follows and

connect each development phase directly to a testing counterpart.

The left-side phases are Decomposition and Design which focus on defining the
requirements and technical architecture of the platform. This is our Verification for the V-
Model.

e The Requirements and Decomposition phase involves gathering user needs from
hunting teams and defining functional specifications for the Kestrel runtime and its
data connectors. It translates business requirements and threat intelligence into
specific system requirements. ©

e Directed SoS architecture is designed during the System and Architectural Design.
This includes integrating Kubernetes for scaling,

Keycloak for identity

management, and STIX-Shifter for data federation.
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e Component Design is the lower-level design phase focuses on developing specific
Kestrel analytics and OpenC2 actuator profiles to automate the invocation of hunt

books.

The Bottom phase is the Synthesis for the Implementation. This is the execution phase
where the constituent systems, primarily Kestrel, Keycloak, JupyterHub, Kubernetes,
STIX-Shifter, are integrated. Development here leads directly into the start of the testing

cycle.

The right-side phases are the Integration and Testing which focus on verifying that the
built components and the total system function as intended. This is our Validation for the
V-Model.

e The Unit and Integration Testing occur during both the Synthesis and Integration
and Verification phases. They ensure the Kestrel runtime correctly translates
abstract "what to hunt" logic into platform-specific "how to hunt" instructions.

e The System Testing is conducted during the Synthesis phase to ensure all
integrated parts of the SoS architecture work together.

e Validation is the final stage of the V, where the complete KaaS platform is tested
in a real-world environment. This involves high-level mission testing through

scenario-based evaluations in a Enterprise OpenShift cluster. 2
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The NIST CSF 2.0 Taxonomy

The National Institute of Standards and Technology (NIST) Cybersecurity Framework
(CSF) 2.0 provides the necessary taxonomy to formalize threat hunting as an enterprise-
grade function.'® Released in February 2024, CSF 2.0 expands its scope from critical
infrastructure to organizations of all types and sizes, reflecting the universal nature of
modern cyber risk.?> The updated framework introduces a sixth core function, "Govern"
(GV), which ensures that cybersecurity strategies are integrated into broader business

governance and risk management processes.?’

CSF 2.0 organizes cybersecurity outcomes into six functions that provide a

comprehensive view of risk management.?? These functions are summarized below:

Table 2: CSF 2.0 Functions

Function Identifier Core Objective Primary Components
Govern [ey] Strategy and Risk Tolerance, Policies, Roles.??

Accountability

Identify  [@In] Risk Awareness and Asset Management, Risk
Inventory Assessment.?°
Protect &3 Preventive Safeguards Access Control, Data Security.?°
Detect DE Timely Discovery Continuous Monitoring, Adverse
Analysis.??
Respond B3& Incident Management Containment, Mitigation,

Communication.?°
RGN RC Resilience and Recovery Planning, Lessons

Restoration Learned.?®

12



The core functions can be split into two primary operational workflows.
e Govern, ldentify, and Protect focuses on proactive preparation and the prevention
of incidents.*
e Govern, Detect, Respond, and Recover is geared toward the discovery,

management, and remediation of active cyber incidents.*

Within these workflows, the Detect (DE) function is the most critical pivot point. Timeliness
of discovery is the primary performance indicator of defensive effectiveness.?® Malicious
actors prioritize obfuscation to gather information, compromise data integrity, or seek
financial advantage while remaining undiscovered for as long as possible.! Timely
discovery minimizes the "dwell time" of an adversary, which is the duration between initial

compromise and detection.*

The Detect function which is further subdivided into two critical sub-functions:

e The ongoing observation of assets to find anomalies, Indicators of Compromise
(loC), and Indicators of Behavior (loB) is performed in the Continuous Monitoring
(DE.CM) sub-function.??

e The classification and categorization of events into threat intelligence data stores,
which are then used to inform future detection activities, is performed in the

Adverse Event Analysis (DE.EA) sub-function.??
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But there is importance in establishing and communicating risk appetite and tolerance
statements through the Governance function. As can be seen in the table, we can break

the sub-functions down into the KaaS implementation objective and metrics for success.

Table 3: GV to KaaS

CSF 2.0 Govern

Function

Risk Management
Strategy (GV.RM)

Roles

and

Responsibilities

(GV.RR)

KaaS Implementation Objective

Guide the prioritization of hunting
activities, helping teams determine
which systems and threat actors
represent the most significant risk to
the organization

Establishing clear decision-making
authority for the hunting pack.

Metric for Success

Reduction of high-risk
vulnerabilities over time
and improvements in

the MTTD

Percentage of identified
with

defined ownership and

threats clearly

response paths.

Policy (GV.PO) Creating and maintaining Frequency of policy
documented hunting playbooks and reviews and the rate of
data policies. compliance with

established protocols.

Oversight Monitoring the performance of the Total number of threats
(GV.0OV) KaaS SoS and evaluating hunting discovered via hunting
outcomes. versus automated tools.
Supply @)1 Assessing the cybersecurity Percentage of third-
(GV.SC) posture of external data providers party systems in the
integrated into KaaS. SoS that meet risk

14
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Quantifying Performance

The efficacy of a collaborative threat hunting platform like KaaS is measured through the
reduction of MTTD. Dwell time and MTTD are essentially synonymous in this context,
representing the amount of time an attacker remains undetected.* We can model the total
impact of a cybersecurity incident as a function of time, where the cost increases as the

incident progresses through the CSF functions.’

When diving into MTTD, an examination of Recall must also be included, which is a critical
performance metric used to determine how effective the detection systems or hunting
hypotheses are at finding the bad actors. In other words, Recall measures the ability of
a search or detection model to find all relevant instances of a threat within a dataset.
While Recall quantifies the thoroughness of a detection system by measuring the ratio of
identified threats to the total universe of existing malicious events, MTTD serves as a
temporal metric that evaluates the velocity of the detection pipeline.*® In a mature SOC,
these two metrics exist in a state of operational tension. A hunt optimized solely for Recall
may increase MTTD due to the exhaustive nature of the analysis required to minimize
false negatives. Conversely, reducing MTTD often requires automated, high-fidelity
triggers that may inadvertently lower Recall by ignoring subtle, low-signal anomalies that
fall outside of predefined detection logic. Therefore, the "dwell time" of an adversary, a
key indicator of organizational risk, is a function of both the system's ability to eventually
surface the threat, the Recall, and the speed at which that surface occurs, the MTTD. In
technical terms, it is the ratio of True Positives that correctly identified threats, to the sum

of True Positives and False Negatives, that are threats that were missed.
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TruePositives

Recall =
TruePositives + FalseNegatives

High Recall means you are missing very few threats. In cybersecurity, a "False Negative",
the missed attack, is usually much more dangerous than a "False Positive", a false alarm,

because a missed attack allows an adversary to maintain persistence.

There is an inherent tug-of-war between Recall and Precision. This means that 100%
Recall alerts on every single file execution, which could catch the malware, but then the
False Positives would produce a lot of noise. Threat hunters aim for a "sweet spot" where
Recall is high enough to ensure security, but Precision is high enough to keep the

workload manageable.

While NIST CSF 2.0 provides the qualitative 'what' of cybersecurity governance, Recall
provides the quantitative 'how well." Specifically, within the Detect (DE) function, the
transition from successful 'Continuous Monitoring' (DE.CM) to 'Adverse Event Analysis'
(DE.AE) is mathematically gated by the system’s Recall. An organization may align with
the CSF 2.0 framework by deploying sophisticated tooling, but if the Recall remains low
the organizational risk remains unmitigated regardless of framework compliance. This
means the ratio of True Positives to the total threat landscape is insufficient. As can be
seen in the diagram, the primary goal for the dissertation is the substantial improvement

of the MTTD in the NIST CSF lifecycle.
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Figure 5: NIST CSF 2.0 Impact

To calculate the improvement through KaaS, the total time from initial compromise to
remediation is T;y:q;- This can be expressed as:
Tiotar = Taetect + Trespona + Trecover
Where:
Tietect 1S the Mean Time to Detect (MTTD)
Trespona iS the Mean Time to Respond (MTTRs)

Trecover 1S the Mean Time to Recover (MTTRc)

Research indicates that organizations leveraging automation and collaborative platforms
can reduce breach times by an average of 80 days." This reduction primarily impacts the
T4etect Variable, as proactive hunting uncovers sophisticated threats that would otherwise

evade automated defenses for up to 280 days.* The economic impact of this detection
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speed is substantial, with average breach costs reduced by USD 1.9 million through

effective security automation.’

Table 4: Metric Comparison

Metric Individual Manual Hunting  Automated Collaborative

(KaaS)

0 ellez | MBI ETeilo iRy [s5 Y Months (up to 280 days) “  Days or Hours.'

SIS ERE TSI IE Low; lost in individual silos 4 High; stored in hunt books.®
Logic

Knowledge Reuse Manual and sporadic % Automated and continuous.

High (manual transcription) Low (abstracted execution).5
10

The 2025 IBM Cost of a Data Breach Report highlights the impact of Al and automation

on these timelines. Organizations using extensive Al-powered defenses identified and

contained breaches 80 days faster than those without such tools.

Table 5: KaaS Metric Impact

Data Breach Organizations with Organizations with No Reduction

Lifecycle Extensive Al/Automation’ (Impact of

Phase Al/Automation’ CER)

\VEELEREICI N 153 days 212 days
Identify (MTTI)

\VEELRERIEI N 51 days 72 days 21 days

Contain

(MTTC)

Total Lifecycle WAVZEEVE 284 days 80 days
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Validation Scenario

The validation phase includes scenario-based testing mapped to the MITRE ATT&CK
Framework for Containers.® This matrix expands the Enterprise matrix to include
orchestration-level (e.g., Kubernetes) and container-level (e.g., Docker) adversary

behaviors.®

A specific Tactics, Techniques and Procedures (TTP) validation case involves a web
service exploit where a worker process (e.g., NodedS) spawns a binary that is not the
web service itself (e.g., /bin/bash). Using the Kestrel language and STIX-Shifter, this

research validates the system's ability to detect this behavior using patterns such as:

Table 6: Kestrel Language Example

# Detection of anomalous child process spawning from web server
exp_node = GET process FROM stixshifter://linuxserver31
WHERE

START t'2023-04-05T00:00:00Z' STOP t'2023-04-06T00:00:00Z'

Testing demonstrates that the collaborative SoS model allows for faster identification of
these techniques by decoupling the "what to hunt", the TTP logic, from the "how to hunt",

the specific log retrieval from the cluster.®

Abstraction as a Defensive Multiplier

The Kestrel threat hunting language addresses the inherent repetition in traditional

hunting by providing a layer of abstraction between the "what to hunt" and the "how to

19



hunt". This distinction allows hunters to focus on the creative development of threat

hypotheses while delegating the mechanical execution to a machine runtime.?*

Table 7: Kestrel Components

Kestrel Primary Function Domain Knowledge

Component Type
What to hunt, Creative

Language reasoning with entity abstractions. and Abstract

Kestrel Expressing threat hypotheses and

G CEEERRE RS Compiling logic into platform-specific  How to hunt, Mechanical
code and assembling entities. and Mundane

Flsene lciEln Ingesting, processing, and caching Data Management
Storage) data with Kestrel variables.

Analytics Enabling the application of public or Intelligence Application

Interface proprietary detection logic.

The "What" contains domain-specific knowledge that is creative and reusable, such as,
What is the threat hypothesis? What is the next investigative step? And Which machine

learning models are appropriate for this data?

The "What" to hunt represents the domain knowledge that is highly creative, abstract, and
reusable. This includes the threat hypothesis, ie. attackers may use scheduled tasks for
persistence on critical servers, and the interactive steps taken to refine that hypothesis.
The Kestrel language allows a human threat hunter to express this knowledge in patterns,

analytics, and hunt flows.
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The "How" refers to the platform-specific instructions, such as, how to query a specific
EDR or SIEM AP? How to extract specific fields for the next step? And how to enrich data

with external threat intelligence?

The "How" to hunt represents the technical realization of the hunt, which is platform-
specific and often mundane. This includes how to query a specific SIEM, how to extract
relevant fields, and how to execute a machine learning model against a dataset. The
Kestrel runtime acts as a machine interpreter that handles these tasks. Kestrel's runtime
handles the "How" by compiling abstract hunting flows into specific instructions for various

security platforms via STIX-Shifter.3*

The threat hunting process within this framework follows a structured lifecycle:
e Gaining a deep knowledge of the systems and networks.
e Creating a clear hypothesis derived from human intelligence or Al generation.
e Examining anti-patterns in data indicate lurking threat actors.

e Verifying data exists to validate the hypothesis.

Interoperability and Open Standards

In a System of Systems like KaaS, interoperability is the lifeblood of the operation. The
Open Cybersecurity Alliance (OCA) has established a suite of standards that enable

security tools to communicate with a common language.
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STIX is an open-source language used to exchange cyber threat intelligence in a
consistent manner. Within the KaaS model, STIX-Shifter is a critical component. It is a
Python library that translates between STIX and common cybersecurity data formats. This
ensures that data from a cloud-based EDR looks the same as data from an on-premises

firewall.

Within the Open Command and Control (OpenC2)'® framework, the Threat Hunting
Actuator Profile (TH AP) provides a standardized mechanism for automating proactive
cybersecurity operations. Specifically, the profile utilizes the /hunt target in conjunction
with the investigate action to instruct downstream security consumer tools to execute
predefined threat-hunting processes. Rather than relying on manual data querying, this
construct allows security orchestrators to systematically trigger complex, automated hunt
flows or playbooks. Furthermore, the /hunt target supports the ingestion of specific
parameters enabling highly tailored investigations. The parameters can include
designated timeframes, target observables, ie. IP addresses or file hashes, and specific
data sources. By integrating with specialized orchestration platforms, such as those
utilizing the Kestrel Threat Hunting Language, this standardized command structure
facilitates the rapid, machine-speed execution of analytics and pattern matching
necessary to identify sophisticated threats that evade traditional security controls. By
serving as a standard interface, OpenC2 allows the SoS to automatically invoke hunting
processes, pass parameters, and select analytics, thereby reducing the manual overhead
typically associated with complex hunts. The TH AP provides another integration point

to the KaaS SOS.
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Collaborative Automated Course of Action Operations (CACAO) defines the schema and
taxonomy for security playbooks.** CACAO playbooks can be shared across
organizational boundaries, describing how defensive tradecraft and tactics should be
executed in a structured way. In a KaaS environment, CACAO playbooks can be used to
coordinate a sequence of hunt flows, automating the transition from detection to
investigation and containment. These playbooks are security specific playbooks
compared to Ansible Playbooks that are general purpose to call from within the hunt flow

in a step or to coordinate a sequence of hunt flows as well.

A fundamental shift in the KaaS paradigm is the move from Indicators of Compromise
(loCs) to Indicators of Behavior (loB). While traditional 1oCs like IP addresses and file
hashes have short lifespans, behavior-based detection focuses on repeatable sequences

of adversary actions.

Table 8: Indicators to KaaS

Indicator Type Definition and Lifecycle Role in KaaS

Indicator o Atomic artifacts signifying a Used for initial filtering but
Olellolelnl SN (61838 known past infection. easily evaded.

Indicator o1l Sequences of actions describing The primary focus of the
Behavior (loB) how an adversary achieves a KaaS pack hunting model.
goal.

STIX Pattern A structured rule for detecting The mechanism by which
observables. loBs are expressed in

Kestrel.

oo el SN elele] e A structured representation of a Automates the response to
course of action. identified behaviors.
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Pack Hunting and Swarm Intelligence

The primary paradigm shift introduced by KaaS is the transition to "pack hunting" or
"crowd hunting". This model is inspired by decentralized swarm intelligence found in
nature, such as Wolf Pack structures, which optimize resource allocation and

responsiveness through autonomous coordination.

The Wolf Pack Algorithm (WPA) and its related variant, the Grey Wolf Optimizer (GWO),
are bio-inspired metaheuristic algorithms rooted in Swarm Intelligence (Sl) research. The
concept was formalized in computer science literature by distinct research groups. The
Wu et al.*? introduced the Wolf Pack Algorithm to model the cooperative behaviors of
scouting, calling, and besieging, while Mirjalili et al.*? independently developed the Grey
Wolf Optimizer, which mathematically models the strict social hierarchy (Alpha, Beta,
Delta, and Omega) and hunting mechanisms of Canis lupus. Both algorithms mimic the
apex predator’s ability to optimize a "search space" through decentralized coordination,
where individual agents, the wolves, autonomously communicate to converge on a target,
the prey. In the context of this research, these computational principles are adapted from
mathematical optimization to cybersecurity operations, replacing the search for a global
minimum with the search for varying indicators of adversarial activity. In the case of KaaS,

the wolves are the threat hunters while the target is the bad actor(s).

Due to the improvements required, the Wolf Pack Algorithm (WPA), can be applied as a
swarm intelligence technique in threat hunting with specific types of agents. WPA mimics

the social hierarchy (alpha, beta, omega) and group dynamics to solve complex problems:
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e The Scouting or Omega Wolves are agents to explore the vast search space of
network telemetry to identify potential anomalies.

e The Summoning or Beta Wolves are agents communicate by howling to share
information about the threat's location, when a promising anomaly is found.

e The Attacking or Alpha Wolf uses the "alpha" logic to evaluate findings and direct

the pack toward the optimal containment strategy.

Research into swarm intelligence and pack behavior suggests that increasing the number
of collaborative hunters significantly reduces detection latency.®> Heterogeneous swarms
using decentralized negotiation mechanisms can reduce search space and improve
optimization speed compared to central approaches.3’ KaaS applies these principles by
allowing multiple hunters to work independently on different segments of a hunt flow while

sharing steps, flows, executions and results via JupyterHub.*
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Figure 6: Dissertation Organization

The remainder of this dissertation is organized as follows:

e The Literature Review in Chapter Two provides a literature review on SoS

principles, threat hunting standards, and container security. Also, provides an in-

depth review of Directed SoS principles, open threat hunting standards (STIX,

OpenC2, CACAOQO). Includes a current state of container security and swarm

intelligence.

e The System Architecture in Chapter Three details the system architecture and the

conceptual separation of "What to Hunt" from "How to Hunt" and the role of Kestrel

runtime as a machine interpreter.

e The Methodology and V-Model Implementation in Chapter Four outlines the

Design Science Research approach and the step-by-step application of the

outlines the V-Model methodology used for verification and validation.®
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The Results and Comparative Performance Analysis in Chapter Five presents the
findings from scenario-based testing, comparing the performance (MTTD and
dwell time) of single "hero" hunters against collaborative "pack" hunting.’

The Conclusion and Future Directions in Chapter Six concludes with the
contributions of the research and provides a foundation for the proposed Threat
Hunting Modeling Notation (THMN), aimed at formalizing the iterative hunting

process into standardized schemas.?
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Chapter 2: Literature Review and Theoretical Framework

The rapid evolution of computing infrastructure has witnessed a profound shift from
monolithic, static architectures to distributed, cloud-native systems characterized by
unprecedented levels of dynamism and scale. Traditional security paradigms are
developed for bounded systems with centralized control. They typically function as a
"fortress" or perimeter-based defense.! However, in contemporary containerized
environments, the perimeter has effectively dissolved, replaced by a fluid boundary of
ephemeral microservices that exploit the speed and agility of DevOps practices. As
organizations transition to orchestrated environments like Kubernetes, the complexity of
managing and securing these assets has outpaced human-centric monitoring
capabilities, rendering traditional monolithic security tools insufficient against automated,

sophisticated attacks that exploit container ephemerality.?

In order to address

[Tew———————"l =
these challenges, this 8. & b
chapter provides a ?’or? ?
comprehenswe review o Q
Directed SoS Swarm Interoperability MITRE ATT&CK
L . (SEBOK) Intelligence Standards for Containers
of the existing literature
+ Classify KaaSas a + Harness collective « Connective tissue « Define the domain
centrally managed behaviors for using STIX, of ‘What to Hunt’
i System of adaptive, OpenC2, & in cloud-native
and the mu ltl Systems. machine-speed CACAO protocols. environments.

defense.

disciplinary theoretical
Figure 7: Framework Pillars
frameworks necessary to

transition cybersecurity from a reactive task to a scalable architectural discipline. By
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moving from the foundational principles of Systems Engineering to the specific domain of

automated threat hunting, this review explores the following four pillars:

1.

2.

Leveraging the SEBoK to classify KaaS as a Directed SoS.

Analyzing how collective, bio-inspired behaviors in complex architectures can be
harnessed for adaptive, machine-speed defense.

An in-depth review of machine-readable protocols, including STIX, OpenC2, and
CACAO, which serve as the connective tissue of a unified defensive stack.
Mapping current vulnerabilities and utilizing the MITRE ATT&CK framework to

define the specific domain of "what to hunt" in cloud-native environments.*

Systems Engineering and the Directed SoS Paradigm

To elevate threat hunting from a disjointed technical task to a scalable architectural

discipline, this research relies on the principles articulated within the SEBoK. Traditional

systems engineering focuses on single systems with defined boundaries; however,

modern cybersecurity operations are more accurately described as a SoS. A SoS is

defined as a collection of independent constituent systems that interact to provide a

unique capability that none of the constituent systems can accomplish on its own.*

The SEBoK defines four primary classifications of SoS based on the degree of control

authority exercised over the constituent systems: Directed, Acknowledged, Collaborative,

and Virtual .

1.

Directed SoS are created and managed to fulfill specific, centrally dictated

purposes.” The constituent systems maintain some level of operational
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independence, but their normal operational mode is subordinated to the central
managed purpose.*

2. Acknowledged SoS has recognized objectives and a designated manager, but
constituent systems retain independent ownership, funding, and sustainment
approaches.*

3. The Collaborative SoS are constituent systems that interact voluntarily to fulfill
central purposes without a central management authority.*

4. The Virtual SoS are characterized by a lack of central authority and a common

purpose, where behavior emerges through self-organization.®

For high-security orchestrated environments, the Directed SoS approach is the ideal
architectural model.’ It allows a central authority, that can be a SOC, to manage the entire
defensive stack as a unified entity.* In a Directed SoS, the systems engineer or architect
acts as a gardener rather than a watchmaker, focusing on the patterns of interaction and

the management of interfaces rather than the rigid internal mechanics of each tool.'®

The primary challenge in Directed SoS engineering is the recurrent cycle of interface
coordination and control. This is particularly critical in containerized environments where
new microservices are continuously integrated.'? By utilizing a Directed SoS framework,
architects can design feedback loops that ensure the collective behavior of the stack
remains aligned with organizational mission objectives, even as individual containers

dissolve and reform.® The maturity of the deployment tiers start as a single container on
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a developer system to the full Enterprise that contains the multiple layers and container(s)

of the KaaS.

Within this framework, KaaS is formally categorized as a Directed SoS, which means it is
distinguished by two key characteristics:

e Operational Independence of Constituents - The component systems, ie. Kestrel,
Kubernetes, Keycloak, JupyterHub, and STIX-Shifter, can and do operate
independently outside of the KaaS context.

e Centralized Mission Management - Despite their independence, these systems are
integrated and managed to fulfill a specific, centrally defined purpose and goal.

This mission is the reduction of MTTD.

Theoretical Foundations of Emergence and Swarm Intelligence

A fundamental consequence of system interactions within a SoS is the phenomenon of
emergence. Emergence refers to behaviors or properties that are meaningful only when
attributed to the whole and not to its parts.’* In cybersecurity, emergence can be
expected, that is designed into the system, or unexpected, which often leads to

unforeseen vulnerabilities or side effects.®

The study of emergence is intrinsically linked to swarm intelligence which is the collective
behavior of decentralized, self-organized systems.'® Recent literature suggests that the
dam and leak paradigm of traditional security must be replaced by adaptive, bio-inspired

models.” Just as biological swarms, ie. ants or bees, synchronize through shared

31



vibrations or chemical signals to achieve complex tasks, containerized security sensors

can be orchestrated to exhibit collective intelligence.'®

The research indicates that Swarm Optimization algorithms can be coupled with ML to
improve malware detection and triage.?° By leveraging weak emergence, that is the
predictable result of complex interactions, defenders can induce desired behaviors, such
as automatic quarantine or self-healing network segments, based on the collective
observations of a swarm of agentless sensors.'® This approach addresses the limitations
of human-speed response by enabling the defensive stack to react at machine speed to

evolving threats.?

The primary value of a SoS is emergent behavior. Emergent behavior include the
capabilities that exist only when the constituents interact. In the context of this research,
the individual threat hunting tools, a standalone Kestrel instance for example, act as

siloed hunters. They are limited by the knowledge and speed of a single analyst.

By integrating these tools into a KaaS SoS, a new behavior emerges that is essential to
the core benefit, which is "Pack Hunting". This capability allows multiple analysts to share
hunt flows, data patterns, and analytics in real-time, creating a collaborative response
that horizontal scaling alone cannot achieve. The literature supports the view that this
interoperable collection of systems produces a global behavior that none of the
constituents could achieve in a vacuum. As highlighted above, global behavior is faster

threat detection.
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Open Standards for Automated Threat Hunting

The sustainability of SoS depends on governance. In addition to providing the repository
and governance for KaaS, and the Kestrel components, the Open Cybersecurity Alliance
(OCA) provides parts of the necessary human system framework to govern the technical
standards, ensuring the SoS can evolve without breaking interoperability. This aligns with
SEBoK principles of Evolutionary Development, where the system deployment evolves
from single-user developer environments to enterprise-scale multi-user clusters while
maintaining its core purpose. This development is described through our Tier 1

deployment model to the Tier 4 deployment model.

Interoperability is the critical feature that allows diverse security tools to function as a
unified Directed S0S.2% The security community has responded to the challenge of data
silos by developing three primary standards that serve as the connective tissue of modern

defense: STIX, OpenC2, and CACAO.

STIX is the industry-standard language for characterizing cyber threats, including
adversary motivations and indicators of compromise (IoCs).?* It defines eighteen STIX
Domain Objects (SDOs), such as Attack Patterns, Malware, and Threat Actors, which are
linked through Relationship Objects (SROs) to create a machine-readable graph of
intelligence.?® A critical advancement in STIX 2.1 is the promotion of cyber observables,
ie. IP addresses, file hashes, top-level objects, allowing them to be used directly in

complex detection logic.?®
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While STIX provides the context of "who" and "what," CACAQO playbooks provide the
"how" of the response.?® A CACAO playbook is a JSON-based workflow that outlines
logically ordered steps to detect, investigate, mitigate, and remediate threats.*° These
playbooks preserve complex logic constructs such as loops, conditions, and parallel
execution.??> CACAO allows defenders to share and reuse existing hunting knowledge,

significantly reducing the time to action.3*

OpenC2 provides a non-proprietary language for the standardized command and control
of cyber defenses.?® It operates at a level of abstraction that enables unambiguous control
of security functions across diverse hardware and software.?® In a modern orchestration
workflow, a CACAOQO playbook will typically encapsulate generic OpenC2 commands, ie.
Deny or isolate, which are then translated by proxy or middleware into the native
instructions understood by specific actuators like Kubernetes admission controllers or

cloud firewalls.?3

The Current State of Container and Kubernetes Security

The extreme adoption rate of container technologies has introduced a new and rapidly
evolving attack surface. Industry surveys indicate that nearly 9 in 10 organizations
experienced a container or Kubernetes security incident in 2023, with 32% of these

occurring during runtime.*°

The primary differentiator of container security is the ephemeral nature of the workloads.

Containers and their temporary credentials may exist for only minutes, often dissolving

34



before issues are detected or forensic data is collected.® Furthermore, unlike virtual
machines, containers share the host operating system kernel, which introduces the risk
of container breakout attacks where a compromised process pivots to the host or other
containers.** An additional benefit to using the OpenShift Container Platform is that it

allows running Virtuals Machines in addition to the Linux and Windows Containers.

The MITRE ATT&CK for Containers matrix customizes adversary tactics and techniques
to the unique characteristics of Docker and Kubernetes.*® It encompasses 14 tactics,
including Initial Access (exploiting misconfigured API servers), Execution (deploying

malicious containers), and Privilege Escalation (escaping to host).34

Table 9: MITRE ATT&CK Framework

ATT&CK Specific Technique Risk Mechanism How KaaS Mitigates the Risk

Tactic in Container

Environments
Public-
Access Facing Application; software or server behind private, managed

Initial Exploit Targeting Secures the Kubernetes API
Valid Accounts. orchestration endpoints and  integrates
API endpoints.®*  centralized SSO (e.g.,

Keycloak) to enforce strict,

federated authentication.

Execution Deploy Container; Running Uses policy engines (like OPA
Container malicious code Gatekeeper or Kyverno) to
Administration via sidecars or block kubectl exec commands
Command. orchestration for standard users and ensures

jobs.3* only pre-scanned, approved
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Persistence

Privilege

Escalation

Defense

Evasion

Additional
Container Cluster
Roles; Scheduled
Task/Job.

Escape to Host;
Exploitation for
Privilege

Escalation.

Indicator Removal;
Impair Defenses
(Disable Tools).

Data Destruction;
Resource
Hijacking
(Cryptomining).

Modifying RBAC

roles
Kubernetes

CronJobs.34

Breaking out

or

to

access host

kernel or cluster

admin rights.3*

Deleting  audit

logs or disabling

security
agents.®*

Disruption
business
unauthorized
use

compute.3*
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of

or

of

images from trusted registries
can be deployed.

Enforces centralized Role-
Based Access Control (RBAC).
Users are restricted to
namespace-level permissions
(RoleBindings) and cannot alter
cluster-wide roles or create
unauthorized persistence
mechanisms.

Automatically enforces policies
that block privileged containers,
root-user  execution, and
hostPath mounts. The
underlying worker node OS is
also managed and hardened
(e.g., using SELinux profiles).
Automatically streams cluster
and APl audit logs to an
external, immutable storage
plane. Security monitoring tools
are managed centrally as
locked DaemonSets that tenant
users cannot disable or modify.
Enforces hard CPU and
memory limits per
tenant/project  to prevent
resource  exhaustion  from
cryptomining. Default-deny
network policies strictly contain



the blast radius of any
compromised pod.

Effective threat hunting in 2026 requires robust instrumentation. SOC analysts focus on
anti-patterns that are behaviors that deviate from the established baseline by using
syscall-level indicators, such as anomalous execve or ptrace calls, and network-based
anomalies, such as pod-to-pod lateral movement.*® Pods can contain one to many

containers in regards to a Kubernetes environment.

The NIST Cybersecurity Framework 2.0 Integration

Within the context of Directed SoS, the "Detect" (DE) function serves as the operational
pivot point.5? It focuses on Continuous Monitoring (DE.CM) and Adverse Event Analysis
(DE.AE).>” For orchestrated environments, this is operationalized through tracking
unauthorized modifications within virtual machines and containers (DE.CM-09) and the

real-time cross-referencing of container logs with Kubernetes audit trails (DE.AE-03).58

Chapter Conclusion and Research Gaps

While the frameworks and standards reviewed in this chapter provide a sophisticated
foundation for defense, several critical gaps persist in the existing literature. Most notably,
there is a distinct lack of tooling to support the complete lifecycle management of CACAO
playbooks, particularly regarding their automated translation from legacy formats and
their real-time execution across heterogeneous cloud-native stacks. 3" Furthermore,

while the Directed SoS paradigm offers a robust architectural lens, the absence of
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standardized incident reporting in federated environments hinders the scalable reuse of

existing defensive patterns.

The literature researched confirms that while individual tools for threat detection exist,
they frequently suffer from siloed operational modes and a lack of semantic
interoperability. By applying SEBoK principles to frame these tools as a Directed SoS,
and by utilizing open standards like STIX and OpenC2 for integration, it is possible to
transition from isolated monitoring to a "pack hunting" capability. This theoretical
framework establishes the necessity for a unified architecture that can react at "machine
speed." The gaps identified here, specifically the need for automated playbook
orchestration and interoperable data flows, set the stage for the System Architecture
detailed in Chapter 3, where these conceptual requirements are translated into a

concrete, deployable design.
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Chapter 3: KaaS System Architecture and Design

The fundamental architectural objective of this research is to facilitate a paradigm shift in
the domain of cyber threat hunting, transitioning it from a predominantly manual,
localized, and labor-intensive activity to a scalable, distributed, and orchestrated cloud
service. To achieve this level of operational maturity, the proposed system is designed
not as a monolithic application, where all components are fused into a single executable,
but as a Directed SoS. This architectural choice is deliberate; unlike a monolith, the KaaS
architecture integrates distinct, operationally and managerially independent systems to
achieve a unified mission. This mission is the radical reduction of MTTD and the

elimination of attacker dwell time.’

This chapter outlines the conceptual framework, the specific constituent systems that
comprise the KaaS Stack, and the rigorous interoperability standards that serve as the
connective tissue for the platform. By viewing the threat hunting platform through the lens
of System of Systems Engineering, the research addresses the inherent complexities of
contemporary digital ecosystems, which are characterized by heterogeneous data
sources, distributed cloud infrastructures, and rapidly evolving adversary tactics.* The
Directed SoS model ensures that while a central authority coordinates the hunting
mission, the underlying systems, such as EDR agents, SIEM platforms, and threat
intelligence repositories, maintain their operational independence and can continue to

fulfill their primary functions outside the hunt context.’
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Table 10: Monolithic vs KaaS Attributes

Attribute Monolithic Security KaaS (Directed SoS)

Application
Component Non-existent; tightly High; constituent systems are
coupled modules autonomous '’
Scalability Vertical; limited by single Horizontal; distributed across cloud
- process/host nodes ’
Interoperability Internal APIs; vendor- Standards-based (STIX, OpenC2) 8
Evolutionary Low; requires full system High; constituent systems can be
recompilation updated independently °
Data Handling Centralized database; Federated; "schema-on-read"
- single schema across sources 2
Ol EIRVIEETe) Fixed functional set Dynamic; mission-directed
- emergent behavior ©

System of Systems Engineering Principles for Cybersecurity

Systems engineering literature identifies four primary archetypes of SoS architectures:
Virtual, Collaborative, Acknowledged, and Directed. While these models offer varying
degrees of autonomy, the selection of a specific archetype dictates the operational
efficacy of the resulting system." The definitions of the SoS are defined in the introduction,
so we are focusing on the integrated constituent systems that have a central managed

purpose.

The implementation of a Directed SoS for threat hunting requires a nuanced

understanding of systems engineering principles that extend beyond traditional software
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development. A System of Systems is defined as the integration of multiple independent
systems that collaborate to deliver capabilities far beyond what each system could
achieve in isolation.” Within the KaaS framework, these capabilities manifest as the ability
to track a sophisticated adversary across cloud, network, and endpoint boundaries in a

unified hunt-flow.'3

Justification for the Directed Model in Cyber Defense

This research asserts that the Directed SoS is the only viable architecture for a high-
efficacy threat hunting platform. The critical failure mode of Virtual or Collaborative
models in cybersecurity is the reliance on voluntary participation. In a high-stakes
enterprise environment, the latency introduced by negotiation or voluntary compliance is

operationally unacceptable.

Consider a ransomware propagation scenario to illustrate this distinction:

e In a Collaborative SoS - A central threat intelligence node detects lateral
movement from a compromised HR workstation and requests a quarantine action.
However, the endpoint management system that is governed by a local HR
administrator, might prioritize business continuity, ie. processing payroll, over the
security request, rejecting or delaying the quarantine. This latency allows the
adversary to encrypt critical file servers.

e In a Directed SoS, KaaS - The central orchestrator (Kestrel) operates with a
managed purpose that supersedes local operational preferences during a crisis.

When the hunt logic confirms a high-fidelity threat, the SoS issues a non-
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negotiable OpenC2 command, or Ansible Playbook, to the EDR agent. The
workstation is isolated immediately, containing the breach.
While the constituent systems (EDR, Firewalls, ldentity Providers) maintain their
operational independence for daily tasks, the Directed model ensures that during a hunt
mission, they function as a unified, deterministic weapon system. This capability to force
emergent behavior for global optimization rather than local optimization is what

distinguishes Kaa$S from traditional, loosely coupled security tools.

The motivation for this directed approach is the necessity for requirements traceability
and real-time decision-making.! In a mission-critical SOC, the inability to coordinate
between a firewall and an EDR agent can lead to a detection gap. By establishing a
directed architecture, KaaS ensures that the hunt mission is executed consistently across
all participating nodes.” The hunt mission is defined by human logic and threat
intelligence. This leads to emergent behavior, a phenomenon where the combined
systems achieve results, such as reconstructing an entire APT attack graph, that are not

possible for any individual component.’

Conceptual Architecture

The core design philosophy of KaaS is the strict abstraction of "What to Hunt" from "How
to Hunt." This separation of concerns is fundamental to achieving scalability and
reusability in cyber defense.? In traditional threat hunting, these two domains are often
conflated; an analyst might write a specific Python script that is hard-coded to query a

particular SIEM's API for a specific IP address. If the organization migrates to a different
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SIEM, the entire script becomes obsolete. KaaS solves this by introducing a multi-layered
architecture where the human-centered logic is decoupled from the machine-centered

execution.!’

Table 11: Functional Distribution in a Cyber Defense SoS

System Level Core Responsibility Examples in KaaS

Constituent Localized data collection and Sysmon, NGINX logs,
enforcement CrowdStrike, Elastic 2
Interoperability Normalization and STIX-shifter, OpenC2, OCSF 2
communication

Orchestration Mission planning and state Kestrel Runtime, JupyterHub ’
management

QR SREENEIEY | ogical intent and strategy Kestrel Huntbooks, CACAO
- Playbooks ?

The Knowledge Layer, the What to Hunt, encapsulates the domain-specific knowledge of

the threat hunter. It is composed of human logic, threat intelligence patterns, and Al-
derived hypotheses regarding adversary behavior. In the KaaS architecture, this is
expressed through Kestrel huntbooks and STIX 2 Patterns.? By isolating this layer, hunt
logic becomes portable; a "hunt for lateral movement" can be written once and applied to

any environment, regardless of the underlying security products.’®

The Knowledge Layer functions as a Knowledge-as-a-Service provider, delivering

information backed by a knowledge model."® This model might include decision trees,

association rules, or neural networks that help differentiate benign activity from malicious
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intent.’® Crucially, the Knowledge Layer provides the "why" and "what next," transforming

raw data into actionable insights through contextual encoding.?°

The Action Layer, How to Hunt, is embodied by the Kestrel runtime. The runtime is a
machine interpreter that deals with the mechanics of the hunt. It is responsible for
compiling the abstract "what" into specific instructions for the target hunting platform.'3
The runtime handles the heavy lifting of data retrieval, normalization, caching, and

execution, whether the data source is local or remote in the cloud.?

The Kestrel runtime operates as the interface between the high-level language and the
heterogeneous data repositories. By using standard interfaces like stix-shifter, the runtime
can communicate with dozens of different security products without the hunter needing
to know their specific query languages.? This layer also manages the lifecycle of the hunt,
including the assembly of raw logs into human-friendly entities for entity-based

reasoning.’

The Kestrel Threat Hunting Language

Kestrel is more than just a query language; it is a domain-specific language (DSL)
designed for human-machine symbiosis in the threat discovery process.'" The language
is built on the premise that human cognition remains the distinct and non-replicable
element of threat discovery, yet analyst resources are frequently depleted by the

repetitive overhead of data translation and record stitching.'®
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A pivotal innovation in Kestrel is the shift from record-based querying to entity-based
reasoning. Most security data is stored in machine-friendly records, ie. individual log lines
for a process start, a network connection, and a file write. However, humans understand
threats in terms of entities, ie. a specific malicious process, a C2 server, or a compromised

user.?3

Kestrel makes a concerted effort to lift machine-friendly records into human-friendly
entities through two primary mechanisms:
1. Kestrel recognizes the same entity across different records. For instance, it can
combine information from a process creation log and a network traffic log to build
a comprehensive view of a single process entity.?
2. By identifying connections between entities, such as a process starting another
process or a process connecting to an IP, Kestrel builds a graph of the attack.
Hunters can then walk the graph using commands like FIND, enabling them to

trace the provenance and impact of a threat.?®

Kestrel allows hunters to organize their thoughts into composable hunt-flows. A hunt-flow
is to a threat hunt what a control-flow is to a computer program.’" It consists of a series
of hunt steps, each yielding a Kestrel variable that can be used as input for subsequent
steps.?* This modularity allows for the reuse of individual hunting steps, such as a

specialized analytic for de-obfuscating PowerShell commands, across different hunts."
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Table 12: Core Hunting Actions in Kestrel

Kestrel  Action Description Implications for SoS

Type

Retrieval Getting a set of entities from a Enables cross-platform data
- data source or cache federated search 2
Transformation Deriving new forms of entities Simplifies complex data for
- (e.g., aggregating traffic) human analysis 24

Enrichment Adding context or threat intel Integrates external KaaS
- labels to entities knowledge into the hunt 24
Inspection Showing attributes and labels of Provides visibility into the state of
- entities the hunt 24

Flow-control Merging or splitting hunt flows  Supports  collaborative  and
- iterative hypothesis testing %

Part of the dissertation is to recommend and test certain capabilities within the

components of the KaaS SoS to enable the collaboration and scaling to include hunt step
integration for ansible calls and Al calls. These are described in more detail further in the
paper. The high-level Kestrel language flow is shown below. The HS or hunt step enables

the Al and automation calls during the execution of the composable Kestrel threat hunt.
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Table 13: Composable Kestrel hunt flow

threat hypothesis A variant A.2

threat hypothesis B

@ Kestrel variable @ Kestrel display object @ Kestrel hunt step

Standardization and Interoperability Layers

The viability of a Directed SoS depends entirely on its ability to communicate using
standardized protocols. KaaS leverages a suite of OASIS standards to ensure that its

constituent systems can interoperate without friction.

STIX is the primary standard for representing and sharing threat intelligence within the
KaaS ecosystem.?® STIX provides a robust framework of objects and relationships that
describe everything from high-level threat actors to granular cyber observables.?® In

KaaS, STIX is used for several capabilities:

e Kestrel uses STIX patterns to define what to look for in data sources.?
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e Results from diverse data sources are normalized into STIX bundles for processing
by the Kestrel runtime.?
e STIX Relationship Objects (SROs) are used to link entities, such as connecting a

malware sample to its command-and-control infrastructure.??

OpenC2 is a vendor-agnostic language for machine-to-machine communication in cyber
defense.® KaaS integrates with OpenC2 to automate the execution of huntbooks. For
example, a Security Orchestration, Automation, and Response (SOAR) platform can
issue an OpenC2 investigate command to the KaaS system, which then triggers a pre-
defined Kestrel huntbook to analyze a specific set of entities.’® This enables machine-
speed defense, where the initial investigation of a threat happens automatically before an

analyst even opens the alert.?

The OpenC2 Threat Hunting Actuator Profile is particularly critical, as it defines the
specific actions, targets, and arguments required to manage the hunting process, such

as invoking a stored huntbook or passing parameters to an analytic.?

CACAOQO playbooks provide the schema for documenting and sharing security
procedures.' In the KaaS framework, CACAQ playbooks can encapsulate entire threat
hunting workflows, including the Kestrel code, the required data sources, and the
subsequent response actions. This allows organizations to share not just "what to look

for", classified as indicators, but how to investigate and remediate, classified as

playbooks, across organizational boundaries.'”
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KaaS Enterprise Architecture

To move from a single-user tool to an enterprise-wide service, KaaS employs a
containerized, cloud-managed architecture. This setup is designed to be secure, scalable,
persistent, and collaborative.?2 The Kaa$S reference architecture is built on a foundation of

proven open-source technologies, ensuring that it is both cost-effective and flexible.”

Table 14: KaaS Enterprise Reference Architecture Components

Layer Component Tested Specification / Version
Base OS RHEL v8.7 7

(Ol sl=IEIM=lale [ A Podman / Docker v4.207

Orchestration Kubernetes / Minikube v1.29.0 7

Deployment Helm v3.11.17

(UETST@o]g o1l JupyterHub Multi-analyst environment ’
RCEETIleW=tele[l)lsW Kestrel-lang Threat hunting logic ’

Id
Data Visibility ELK Stack Log management and indexing ’

CIIOVESSEI VYA Keycloak Role-Based Access Control ’

Automation Ansible Infrastructure as Code

A

Kestrel Analytics OpenAl Integration

As a Directed SoS, the Constituent Systems of the KaaS stack aggregates several open-
source technologies. Each component functions as an independent system but is

orchestrated here to produce the emergent capability of "pack hunting".

The foundation of the KaaS platform is the container orchestration layer which leverages

Podman for a single developer for Tier 1 deployment of the components to Tier 4
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Deployment with Kubernetes. Kubernetes is the Community, or Upstream Open Source
Project, where Red Hat OpenShift is the Enterprise Supported Downstream Product. This
research utilizes Kubernetes (and its enterprise distribution, Red Hat OpenShift) to
manage the lifecycle of the hunting environments. The role of the container orchestration
layer is that it provides the vertical and horizontal scaling required to support multiple
concurrent hunters. This layer manages the deployment of Kestrel runtimes, ensuring that
resources, ie. CPU, Memory, Storage, are allocated dynamically based on the intensity

of hunt analytics.

To enable the "pack" model, JupyterHub serves as the Collaboration Layer and the multi-
user gateway. This layer spawns individual, isolated notebook servers for each user while
allowing for the sharing of .ipynb, or huntbook files between users. JupyterHub integrates
directly with the identity provider to ensure that each hunter has a secure, persistent
workspace that survives browser sessions. With the Project capability enabled in
JupyterHub the Hunts, or Projects can be shared by Hunters when Hunt Project Users
are defined by a Hunt Project Administrator. This allows the persistence of a hunt and

the starting and stopping of hunts.

Kestrel is the threat hunting language and runtime that serves as the "brain" of the
operation. This layer serves as an abstraction interface. A user types a Kestrel command,

ie.

GET process FROM stixshifter WHERE [process:name = 'cmd.exe']
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and the runtime compiles this into the necessary API calls. The runtime includes analytics
capabilities that allow for the enrichment of data via AlI/ML models, automating the

"reasoning" steps of a hunt.

One of the most critical challenges in modern security is data fragmentation. STIX-Shifter
addresses this by providing a federated search capability and is the Data Federation
Layer. This layer acts as a translator. It takes the standardized STIX patterns generated
by Kestrel and converts them into the native query language of the target data source, ie.
transforming a STIX pattern into a Splunk Search Processing Language (SPL) query.
This allows KaaS to hunt across disparate data lakes without requiring data ingestion or

duplication.

Keycloak, which is the Identity Layer, provides the Identity and Access Management
(IAM) for the SoS. It secures the entry point to JupyterHub and manages authentication
tokens. In an enterprise environment, Keycloak enables Single Sign-On (SSO) and role-
based access control (RBAC), ensuring that only authorized personnel can access
sensitive hunt data. This allows defining Platform administrators, Hunt Project

Administrators and Hunters.

Kestrel integrates Al and ML through its analytics hunt step, which provides a foreign
language interface to non-Kestrel modules. This allows threat hunters to apply external
logic, such as ML detection, Threat Intelligence enrichment, and visualization, directly into

their hunt flows.
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The integration of Artificial Intelligence into the KaaS framework represents a paradigm
shift from reactive to proactive cloud threat hunting by automating the analysis of complex
entity relationships. Within this ecosystem, KaaS provides a layer of abstraction that
allows hunters to express "what" to hunt using the Kestrel language, while the machine
interpreter handles the "how" of execution across distributed cloud environments. By
utilizing Al-augmented analytics as a specific type of hunt step, the platform can invoke
foreign language interfaces to apply machine learning detection and external logic to raw
telemetry data. This capability effectively bridges the gap between massive data
collection and actionable insight, aiming to significantly decrease the MTTD by
automating the identification of sophisticated, GenAl-propagated malware that traditional

manual methods might overlook.

A primary example of this synergy is the use of Large Language Models (LLMs) to rank
suspicious processes based on their behavioral attributes. In this workflow, a KaaS hunt
book can automatically extract process entities, so focusing on attributes like name and
command_line, and then pass them to an Al analytic plugin. The Al evaluates these
records against known attack patterns, such as those found in the MITRE Container
ATT&CK framework, to return a prioritized list of anomalies with human-readable
explanations. For instance, the model can identify and explain why a legitimate utility like
mshta.exe or powershell.exe is acting as a high-suspicion indicator of defense evasion.
This integration of Al specifications within KaaS not only streamlines the investigation
process but also enables the creation of reusable, composable hunt flows that can be

shared across the cybersecurity community to counter rapidly evolving threats.
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Collaboration and Persistence

A key innovation of KaaS is its support for team threat hunting. In a traditional setup,
threat hunting is often a solitary activity, with findings stored in an individual's notes or
private scripts. KaaS uses JupyterHub to create a shared environment where a "pack"” of

threat hunters can work on the same project.?

The system provides several critical enterprise capabilities that are tied into the other
components in the platform:

e Through persistence hunts can be paused and restarted without losing state,
allowing for long-running investigations.

e Knowledge sharing is vital to minimizing silos and duplication. Huntbooks and
individual hunt steps can be shared across the team and the broader community
via repositories like the kestrel-huntbook repo.

e Analysts can manage different investigations as distinct projects, complete with
statistics and auditing.

e Automation and Al Hunt steps are available to further share hunt steps. 2

Additional components were required to be added to the KaaS environment to meet the
automation and Al capabilities. Originally Kestrel was provided in a sandbox for hunters
to test the Kestrel Threat Hunting Language in a cloud-based deployment powered by
Binder (specifically BinderHub), often referred to as the Kestrel Cloud Sandbox. But this
environment was not persistent and team focused. A community docker file was created

that could be updated with kestrel versions and maintained by the community. Two
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cojntainer images were created for Kestrel that could be tested to meet the collaboration-
based requirements. The first was the image based on Ubuntu which made it easy to run
in Tier 1 through 3 deployment models. The second was an image based on Red Hat
data science in order to run within Red Hat OpenShift Al, which required some additional
scripting to be available. The source of the dockerfile was added to the repository in
OCA. The created image was stored on dockerhub to be accessed and pulled down for
deployment in the different deployment models. The docker file for Red Hat Openshift Al

is shown below and the steps for deployment and usage are in the deployment appendix.

Table 15: RHOAI-Dockerfile

FROM quay.io/modh/odh-generic-data-science-notebook:v2
USER root
RUN dnf install -y jg tzdata less gnupg less dnsutils git git-Ifs libsndfile && dnf clean all
&& rm -rf /var/cache/yum
COPY setup-kaas.sh /opt/app-root
RUN chown 1001:0 /opt/app-root/setup-kaas.sh &&\
chmod 775 /opt/app-root/setup-kaas.sh
RUN chmod 775 /opt/app-root/
USER 1001
COPY requirements.txt ./
RUN echo "Installing softwares and packages" && \
pip install micropipenv && \
micropipenv install && \
rm -f ./requirements.txt
RUN git clone https://github.com/opencybersecurityalliance/data-bucket-kestrel.git
/opt/app-root/data-bucket-kestrel && \
git clone https://github.com/opencybersecurityalliance/kestrel-huntbook.git /opt/app-
root/kestrel-huntbook && \
git clone https://github.com/opencybersecurityalliance/kestrel-analytics.git /opt/app-
root/kestrel-analytics
RUN chmod -R g+w /opt/app-root/lib/python3.9/site-packages && \
fix-permissions /opt/app-root -P
# Test cases for validation of container:
# 1. run for a standalone container
# 2. run within Kaas Minikube
# 3. run within KaaS Full Cluster
#
# KaaS Metrics
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# 1. Silo-d hunter without kestrel - minimal sharing
# 2. standalone kestrel hunter - some collaboration
# 3. KaaS kestrel hunter - full collaboration features
#

# Tutorial Order from easy to hardest

# kestrel-huntbook/tutorial

# kestrel-huntbook/blackhat22

# kestrel-huntbook/huntbooks

#

# ADD: slack hunter integration

To help configure the spawned container a script is initially run by the hunter project

manager.

Table 16: setup-kaas.sh

#!/bin/sh
CONTAINER_FIRST_STARTUP="setup-run-file.txt"
if [ ! -e /opt/app-root/SCONTAINER_FIRST_STARTUP J; then

touch /opt/app-root/SCONTAINER _FIRST _STARTUP

kestrel_jupyter_setup

In -s /opt/app-root/data-bucket-kestrel /opt/app-root/src/data-bucket-kestrel

In -s /opt/app-root/kestrel-huntbook /opt/app-root/src/kestrel-huntbook

In -s /opt/app-root/kestrel-analytics /opt/app-root/src/kestrel-analytics

cp /opt/app-root/data-bucket-kestrel/stix-bundles/lab101.json /tmp

cp /opt/app-root/data-bucket-kestrel/GeoLite2/GeolLite2-City.mmdb /opt/app-
root/src/kestrel-analytics/analytics/piniponmap/GeoLite2-City.mmdb

mkdir -p  /opt/app-root/src/.config/kestrel && mv  /opt/app-root/kestrel-
huntbook/config/stixshifter.yaml /opt/app-root/src/.config/kestrel/

cp /opt/app-root/kestrel-analytics/pythonanalytics_sample.yaml /opt/app-
root/src/.config/kestrel/pythonanalytics.yaml
fi

In addition to the containers that were added to the Open Cybersecurity Alliance KaaS
repository, the analytics ability for the OpenAl call example was added. The code is below
that is used in kestrel analytics to make the OpenAl call. An OPENAI_API_KEY is used

for credentials and can be put into a environment variable for the specific hunt project.
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Table 17: analytics.py

#!/usr/bin/env python3

import os
import pandas as pd

from openai import OpenAl
OPENAI_MODEL = "gpt-3.5-turbo"

PROMPT =""

The following dataframe contains information about different processes running on a
system: {}.

Rank those processes by suspicioussness and give an explanation for the top 10.

Focus on the 'name’ and ‘command_line" attributes of the processes.
client = OpenAl(

api_key=os.environ.get("OPENAI_API_KEY"),
)

def analytics(df):
Given a prompt and process information in the dataframe,
rank the processes by suspiciousness and give an explanation
for the top 10 suspicious processes.

complete_prompt = PROMPT .format(df.to_json())

chat_completion = client.chat.completions.create(
messages=|
{
"role"; "user",
"content": complete_prompt,
}
1,
model=OPENAI_MODEL,

)

display = (
f'<p><b>Prompt:</b> {PROMPT .format(df)} </p>"
f'<p><b>Answer:</b> {chat_completion.choices[0].message.content}</p>"

)
return df, display
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The file analytics python file is part of the kestrel-analytics. With this setup completed the
input for the prompt can be added as a hunt step and then the output shown or used as

actions for a follow-on step.

Example notebook: OpenAl suspicious processes ranking

ps = GET process
FROM https://raw githubusercontent.com/OTRF/Security-Datasets/master/datasets/atomic/windows/defense_evasion/host/emd_mshta_vbscript_execute_psh.zip

WHERE [process:binary_ref.name IN ('cmd.exe', 'powershell.exe') AND process:parent_ref.binary_tef.name |= 'explorer.exe']

Block Executed in 2 seconds

VARIABLE  TYPE W(ENTITIES) W{RECORDS) artifact® directory* file* process® t* wind gistry-key* te

ps process 1 515 516 620 62 519 4 398 516 516

*Number of related records cached.

LoINE N ™ A |

l [B]: APPLY python://openai-suspicious-processes ON ps

Prompt: The following dataframe cantains information about different processes running on a system: pid ., type 0 9572 . process [1 rows x 37 columns). Rank those processes by suspicioussness and give an explanation for the top 10,

Focus onthe "name’ and “command_line " attributes of the processes.

Answer: To rank the processes by suspiciousness based on the “name’ and 'command_line" attributes, we need to loak for any indicatars of malicious activity or anomalies. Here are the top 10 processes ranked by suspiciousness: 1.
hell is commonly used by attackers to execute malicious commands or scripts. The command line includes a command to retrieve Information about system services, which

powershell.oxe - Susp : High - Expl
could be used for reconnaissance, 2. mshta.exe - Suspiciousness: High - Explanation: MSHTA can be used to execute malicious scripts or commands, and the command line includes a VBScript command to run PowerShell with no exit,
indicating possible malicious activity. 3. svehost.exe - Suspiciousness: Medlum - Explanation: Svchost is a legitimate Windows process, but (t is commonly abused by malware to hide malicious activity. Further analysis of the command
line Is needed to determine if it is logitimate. 4, explorer.exe - Suspiclousness: Medium - Explanation: Explorer is. a common pracess in Windows, but it can alss be used by malware to perform malicious activities. Check the command
line for any unusual behavior. 5. cmd.exe - Suspiciousness: Medium - Explanation: Command Prompt can be used by attackers to execute commands an the system. Check the i line for any suspicious or unusual d

p 1 Conhostisal Windows process that is used to hast console windows. It is less likely to be used for malicious purposes, but further analysis of the command line is
recommended, 7. notepad.exe - Suspi : Low - Exp Notepad is a legi Windows app , but it can be used by attackers to hide malicious code. Check the command line for any unusual behavior. 8. regsvrilexe
- Suspiciousness: Low - Explanation: Regsvr32 Is a legitimate Windows program used ta register and unregister DLLs. However, it can also be abused by attackers to execute malicious scripts. Verify the command line for any suspicious
activity. 9. wscript.exe - Suspiciousness: Low - Explanation: Weript is a legitimate Windows scripting host, but it can be used by malware to run malicious scripts, Check the command line for any suspicious scripts being executed. 10.
taskmgr.exe - Suspiciousness: Low - Explanation: Task Manager is a legitimate Windows utility, but it can be used by attackers to monitor system activity or kill processes. Verify the command line for any unusual behavior.

being run. 6. conhost.exe - 5 5: Low - Exp

Figure 8: Al example Hunt Step

The Hunt Lifecycle

Step 5: Results

Step 2: Writes Step 3: Passes displayed, shared,

Step 1: Logs in, Kestrel Queries
creates new command ";;zt:argggr& connected and aggregated.
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Figure 9: KaaS Operational Flow
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The operational flow of the KaaS SoS follows a distinct path that highlights the interaction
between constituents:
1. A hunter logs into JupyterHub (authenticated via Keycloak) and creates a new
huntbook. ’
2. The hunter writes a Kestrel command using a STIX pattern to define the threat
(e.g., "Find all processes named powershell.exe"). '
3. The Kestrel Runtime passes this pattern to STIX-Shifter, which translates it and
queries the connected Data Lake.
4. Data is returned to the Kestrel runtime, where it is normalized and potentially
enriched by Al/ML analytics to highlight anomalies. '’
5. The results are displayed in the Jupyter notebook, sharing the "Pack" knowledge

with the team. ? The Threat Hunting dashboard can also be aggregated to Elastic.

Deployment and Scalability Models

To validate the architecture's inherent flexibility and scalability, the KaaS framework is
designed to support four distinct evolutionary deployment tiers. This tiered approach
allows architecture to scale from a researcher’s workstation to a global SOC without
altering the fundamental Kestrel logic or STIX data schemas. The deployment model
moves beyond simple horizontal scaling; it represents a progression in architectural

capability.
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Tier 1: Single User Developer
Environment: Local Workstation Using Podman

Purpose: Rapid Prototyping and individual huntbook
development

Tier 2: Multi-User Developer

Environment: Small Scale Minikube Cluster
Purpose: Testing Jupyterhub collaboration features
and simulating a small hunt pack

Tier 3: Open Source Production

Environment: Full Kubernetes Cluster

Purpose: Stable production usage relying on open source
projects

Tier 4: Enterprise Production
Environment: Red Hat OpenShift with Ansible and
OpenShift Al

Purpose: Fully realized SoS integrating enterprise-grade
security, automation and Al

Figure 10: Deployment Models

Deployment
Maturity
Model From
Tier 1
Kestrel
through
Kaa$S on
Tier 2
through 4

While Tiers 1 through 3 demonstrate the functional utility of Kestrel as a threat hunting

language, Tier 4 represents the specific architectural contribution of this dissertation. In

this tier, the system transcends the role of a passive tool and becomes an active Directed

SoS.

In the Enterprise Production tier, the orchestration layer, Red Hat OpenShift, does not

merely manage container health, but enforces the mission. Advanced Cluster Security for

Kubernetes can also be used to scan and remediate for different security profiles, scan
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images at rest, and scan running containers for vulnerabilities and security policies. By
integrating with Keycloak for role-based governance, Ansible and OpenC2 for automated
and Event Driven response, Tier 4 ensures that the "Hunt Mission" directs the behavior
of the underlying infrastructure. For example, if a high-priority hunt requires massive
compute resources for graph analytics, the SoS automatically provisions additional
nodes, temporarily subsuming budget priorities to ensure mission success. This dynamic

resource reallocation is the hallmark of a Directed System of Systems.

Table 18: Deployment Model

Tier Name Infrastructure System Engineering Classification

Environment

1 Developer Local A single-user instance for rapid prototyping of
Standalone = Workstation hunt logic and syntax validation.
(Docker
Compose)
2 Team Small-scale Introduces multi-tenancy via JupyterHub,
Sandbox Cluster validating the "Pack Hunting" concept.
(Minikube)
K Open- Standard Achieves horizontal scalability and fault
Source Kubernetes tolerance using upstream open-source
Production (K8s) components.

Hybrid Cloud Code, and Al-driven orchestration to force
with Al emergent behavior across the defense
stack.monitoring, Al, Automation and

4 Enterprise Red Hat The fully realized architecture. Integrates
Directed SoS OpenShift | enterprise Identity (IAM), Compliance-as-
compliance.
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Optimizing the Incident Response Timeline

The overarching performance objective of the KaaS Directed SoS is the minimization of
the total time an adversary maintains a foothold within the network. In the context of this
research, "Dwell Time" is not merely a duration but a function of the latency between
constituent systems. Traditional monolithic architectures introduce latency through data
silos and manual context switching; the KaaS framework addresses this by automating
the interoperability between the Knowledge Layer, the detection logic, and the Action

Layer, the remediation. ?

To validate the efficacy of the proposed architecture, this research employs standard
SOC metrics, mathematically formalized to measure the impact of the Directed SoS
integration. As mentioned in the CSF functions, KaaS focuses on several key
performance indicators (KPIs) to measure the effectiveness of the hunting program.33
e Mean Time to Detect (MTTD) measures the latency of the observation layer. In a
fragmented environment, this delta is high due to the lack of correlation between
disparate logs. KaaS aims to drive this value toward zero, as well as 100% instant
recall, by leveraging STIX patterns to identify cross-system anomalies that escape
individual sensor logic. 3
e Mean Time to Acknowledge (MTTA) represents the "triage gap." By utilizing
OpenC2 to pre-investigate alerts the KaaS architecture effectively reduces the
cognitive load on analysts, allowing for near-instantaneous acknowledgement of
high-fidelity threats. 33 The alerts can automatically run a Kestrel huntbook the

moment a signal is detected.
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e Mean Time to Respond (MTTR) functions as a measure of the "Action Layer"
efficiency. It quantifies the speed at which the system can transition from
understanding a threat (Reasoning) to neutralizing it (Response). The use of
CACAO playbooks ensures that response actions are standardized and executed
at machine speed. 33

e Mean Time to Contain (MTTC) is the composite metric representing the total
window of vulnerability. It serves as the primary efficacy indicator for the System
of Systems, aggregating the efficiency gains from the detection, orchestration, and

response phases. 3

By instrumenting the Kaa$S platform to log these timestamps automatically, the research
provides a quantitative basis for comparing the Directed SoS model against traditional,
manual threat hunting methodologies. Also, by moving to a KaaS model, organizations
can track these metrics through a centralized dashboard, providing the visibility needed

to identify gaps in monitoring tools or team training.?

Table 19: Formulas for Incident Response Metrics

Metric Formula Architectural Impact Goal
MTTD

1 Minimize (Target < 24 hrs) 3
EZ(t‘”m'i Reduce detection latency via federated STIX search
=

across decoupled data lakes.

= tstart,i)
MTTA 1w Reduce triage latency via OpenC2 automation and pre-
nZ( e hunting logic.
1=
- talert,i)
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MTTR 1 Minimize (Target < 4 hrs) %
E;(tc"”t“m’i Accelerate remediation via Kestrel's entity-based
_ tack,i) reasoning and CACAO playbooks.
ApEes MTTD + MTTA + Minimize (Cumulative efficiency) 3°
MTTR The cumulative reduction of dwell time, validating the

SoS emergent behavior.

Advanced Runtime Innovations

As the KaaS SoS evolves, the underlying runtime is being redesigned to handle the scale
and complexity of modern data lakehouses. Kestrel 2 represents a major leap forward in
both performance and interoperability.’ Kestrel 2 is included with the reference

architecture with KaaS.

Unlike the classic Kestrel 1 interpreter, which retrieves results for each command
immediately, Kestrel 2 employs a Just-In-Time (JIT) compiler and lazy evaluation.3® It
compiles multiple Kestrel commands into an Intermediate Representation (IR) subgraph,
which is then translated into deeply nested, highly optimized queries for the target data
source.! This approach minimizes data transfer and allows the system to take advantage

of the processing power of modern Data Lakehouses."!

A major challenge in SoS architecture is the proliferation of different data schemas. While
STIX 2.1 is excellent for threat intelligence, other standards like the Open Cybersecurity
Schema Framework (OCSF) and OpenTelemetry are gaining traction for system logs and

observability.'® Kestrel 2 introduces native support for these schemas, normalizing data
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between different interfaces into an OCSF-aligned format."" This ensures that hunters
can reason about "entities" regardless of whether the source is a traditional SIEM or a

modern cloud-native observability platform.'®

Validating Architecture for a Domain

The ultimate test of a Directed System of Systems is its ability to abstract domain
complexities. While the primary implementation of KaaS focuses on IT and cloud-native
environments, the architecture’s strict separation of "What to Hunt" (Knowledge Layer)
from "How to Hunt" (Action Layer) allows for radical extensibility. This capability is
demonstrated through an example PLC Kestrel use case. Kestrel Intrusion Detection
System (KIDS), a specialized adaptation of Kestrel designed for Operational Technology
(OT) and Industrial Control Systems (ICS). '® While this specific implementation did not
use one of the KaaS deployment models in the reference architecture as deployment
model focuses on the maturity model to get to a team of threat hunters, it could use one
of the deployment models KaaS for this real-world use case beyond the human pack

hunters.

In traditional security architectures, IT and OT are treated as air-gapped domains
requiring distinct, non-interoperable tools. However, the KaaS SoS unifies these domains
by treating industrial protocols not as alien languages, but simply as another data schema

to be normalized.
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In an industrial environment, the SoS must account for physical processes rather than

just digital transactions. KIDS extends the Kestrel runtime to map the Purdue Enterprise

Reference Architecture (PERA) levels to Kestrel entities. By embedding Kestrel modules

within the control loop, specifically at the logic execution level, the SoS enables "Process-

Aware" threat hunting. °

This integration proves the decoupling hypothesis of this research, meaning a huntbook

defining a pattern for "Unauthorized Stop Command" remains valid whether the target is

a cloud microservice (IT) or a Programmable Logic Controller (OT). The Kestrel runtime

simply swaps the underlying data adapter, ie. from an AWS API connector to a

Modbus/TCP connector.

Table 20: Mapping SoS Logic to the Purdue Model

Purdue ICS Kestrel Entity

Level Component Abstraction

Level 0-1
Level 2 PLCs/RTUs Logic Block (Ladder
Logic execution)

Level 3 SCADA /HMI Session /
User_Command

WEEIRZEGE [T Enterprise Network_Traffic / File

Sensors | Process_Variable

Actuators (Temperature, RPM)
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Correlate digital logs with
physical reality to detect
spoofing.

Detect unauthorized changes to
control logic flow.

Verify that HMI commands
originate from authorized SoS
workflows.

Link IT phishing emails to OT

maintenance scheduling.



By ingesting OT data into the unified Kestrel/STIX ecosystem, the Directed SoS achieves
a capability previously unavailable in monolithic systems, which is the IT/OT Attack Path
Reconstruction. The system can trace a threat actor from an initial phishing email in the
corporate IT network (Level 4), through lateral movement in the DMZ (Level 3), down to

the manipulation of a specific register on a PLC (Level 1).

This application of KIDS validates that the KaaS architecture is not bound by the
underlying infrastructure. It confirms that the Directed SoS model successfully abstracts
the complexity of the domain, allowing the threat hunter to focus solely on adversary

behavior. 1°

Chapter Conclusion and The Evolutionary Trajectory of KaaS

This chapter has established the theoretical and architectural foundations for transforming
cyber threat hunting from a disjointed manual process into a scalable, Directed System
of Systems (SoS). By rigorously applying Systems Engineering principles, the research
demonstrates that the limitations of traditional security are not failures of tooling, but
failures of architecture. Traditional security limitations are specifically manual data

stitching and vendor lock-in.

The Kestrel-as-a-Service (KaaS) framework resolves these systemic failures through
three critical mechanisms:
1. By decoupling the Knowledge Layer ("What to Hunt") from the Action Layer ("How

to Hunt"), the architecture ensures that detection logic remains portable and
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enduring, regardless of the underlying infrastructure.? This also provides the strict
separation of concerns.

2. Unlike collaborative models that rely on voluntary participation, the KaaS Directed
SoS enforces mission-critical logic across the enterprise. The integration of the
components ensures that the "Hunt Mission" supersedes local component
preferences, reducing the latency between detection and containment.

3. The successful application of the framework to Operational Technology via the
Kestrel Intrusion Detection System validates the architecture’s core hypothesis
which is that threat logic can be abstracted from domain-specific protocols.
Whether identifying a malicious process in a cloud container or a logic override in
an industrial controller, the SoS processes the threat through a unified reasoning

engine.

Ultimately, the architectural success of this system is quantified. By shifting from
monolithic applications to a containerized, federated architecture, KaaS directly impacts
the critical efficiency metrics defined in this chapter.  The reduction of MTTC is achieved
not by making human analysts work faster, but by removing the friction of data

interoperability.

The KaaS architecture defined here provides the necessary digital nervous system for

modern defense. It transforms independent security products into a cohesive, mission-

directed weapon system.'" This architectural foundation now enables the rigorous

67



empirical validation and performance testing methodologies that will be detailed in

Chapter 4.
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Chapter 4 Design Science Research Methodology

Kestrel serves as the operational mechanism that translates the abstract "Pack Hunting"
kernel theory into concrete, executable logic. Just as a wolf pack relies on a shared set
of signals to coordinate a hunt without centralized micromanagement, Kestrel provides a
composable language that allows disparate security agents to "speak" a common dialect.
By abstracting the "how to hunt", which is the biological impulse, from the "what to hunt",
which is the technical query, Kestrel enables the System of Systems to mimic the
emergent behavior of a predator pack. Consequently, the language’s commands are not
merely database queries; they are the digital equivalents of biological hunting phases that
range from broad scent acquisition (GET) to the coordinated takedown of a target (APPLY

and MERGE). 2

This translation of biological theory into digital syntax finds its critical testing ground within
the Containerized Environment, which represents the specific problem instance where
the artifact is instantiated and validated. While the Systems Engineering V-Model
provides the structural framework and Kestrel provides the tactical syntax, the container
domain was selected for the Demonstration phase of the Design Science Research
Methodology (DSRM) because its ephemeral nature presents the most severe stress test
for the proposed hypothesis. In a System of Systems (SoS) context, a Kubernetes cluster
acts as a microcosm of the broader problem: independent, short-lived entities (pods)

interacting rapidly to produce emergent behaviors. Therefore, demonstrating the efficacy
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of Kestrel-based "pack hunting" within this volatile environment serves as a validation of

the methodology's capability to handle the most demanding operational constraints. ?

The Design Science Research Paradigm

Design Science Research is fundamentally a problem-solving paradigm that seeks to
extend the boundaries of human and organizational capabilities by creating new and
innovative artifacts.® In the context of information systems, these artifacts are not limited
to physical tools but include constructs, models, methods, and instantiations.® The
environment or systems are composed of software, protocols and human-machine
interactions. This research paradigm is particularly suited for cybersecurity, where the
artificial nature of the environment allows researchers to explore what is possible and

useful rather than merely describing what currently exists.®

The DSR approach originally stems from engineering and the "sciences of the artificial,"
focusing on the iterative cycle of building and evaluating artifacts to solve practical
problems.’ This study adheres to the guidelines established by Hevner et al. (2004),
which emphasize that design science must be motivated by a practical problem,
addressed through a rigorous methodology, and communicated to a professional
community.” By positioning the research at the confluence of people, organizations, and
technology, the DSR framework ensures that the resulting threat hunting capabilities are

both scientifically grounded and practically relevant.®
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To ensure structural integrity and scientific rigor, the research follows the six-step Design
Science Research Methodology (DSRM) process proposed by Peffers et al. (2007). This
process provides a commonly accepted framework for the production and presentation
of IS research, bridging the gap between purely academic theory and practical

engineering.*

Table 21: Science Research Methodology Steps

DSR Step Description of Activities
Problem Defining the specific
Identification research problem and

justifying the value of a
solution.
Objective Inferring the requirements for

Definition a solution from the problem

definition.
Design -ljiol Creating the artifact (the

Development collaborative  containerized
environment).
Demonstration Using the artifact to solve
one or more instances of the
problem.

Evaluation Observing and measuring
how well the artifact supports

a solution to the problem.

Communication

Distributing the findings to
researchers and practicing

professionals.
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Research Implementation
the
growth of Mean Time to Detect
(MTTD) in

environments.'?

Addressing unsustainable

modern cloud

Establishing  quantitative  and
qualitative benchmarks for threat
hunting speed and accuracy.'®
Implementing Kestrel as an
abstraction layer for multi-source
telemetry integration.’”

Executing "pack hunting" workflows
against simulated advanced
persistent threat (APT) scenarios.'®
Comparing the performance of the
framework

proposed against

traditional SIEM-centric
approaches.®

Documenting the huntbooks and
Sigma-based detection logic for

community reuse.'”



The evaluation phase is particularly critical in DSR, as it involves comparing the intended
objectives of the solution with the actual results observed during the artifact’'s
demonstration.’® In this research, evaluation is conducted through technical performance
metrics, such as Detection Accuracy (DA) and the False Positive Rate (FPR), ensuring
that the proposed threat hunting language and architecture provide measurable utility in

real-world security operations.'?

A defining characteristic of design science is its reliance on an existing knowledge base.
This base includes prior research, theoretical foundations, and the "state-of-the-art" in the
relevant domain.” For this dissertation, the knowledge base encompasses cyber threat
intelligence (CTI) standards, such as STIX and TAXI, as well as behavioral theories

related to adversary tactics, techniques, and procedures (TTPs)."?

The term "kernel theory" refers to the behavioral theory that forms the core of a design
theory.! In this work, the kernel theory is derived from the "pack hunting" behaviors
observed in nature, specifically the coordinated strategies used by wolves to take down
large prey.?* By applying these biological principles to the digital domain, the research
constructs a multi-agent threat hunting model where disparate security sensors and
human analysts operate as a cohesive unit, maximizing target localization and minimizing

adversary dwell time.?8
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The Systems Engineering V-Model for SoS

The V-Model serves as the structural backbone for this research, providing a clear
delineation between the design phase (Decomposition) and the testing phase (Integration
and Verification). This framework ensures traceability between the initial mission
requirements and the final system validation, which is essential for managing the
complexity of a SoS.? As defined previously, the SoS is defined as an arrangement of
independent, task-oriented systems integrated into a larger construct that delivers unique

capabilities not achievable by any single system alone.?

The transition from traditional systems engineering to System of Systems Engineering
(SoSE) necessitates a fundamental rethinking of how individual platforms are managed
and integrated. Maier (1998) identified five key characteristics of SoS that directly

influence the research methodology.?

Table 22: SoS Characteristics

SoS Technical Implication Impact on Research Methodology

Characteristic

Operational Constituent systems can The methodology must account for
Independence function on their own if the the use of independent EDR, SIEM,
SoS is disassembled. and cloud sensors.?®

Managerial Component systems are Research must address the
Independence managed and governed by interoperability of heterogeneous
different organizations. data sources and governance

policies.?
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Geographical Systems are physically or The artifact must support distributed

Distribution logically distributed across query execution and remote
boundaries. telemetry collection.®

Emergent Capabilities emerge from the Evaluation focuses on the unique

Behavior collaboration of systems, not capability of "pack hunting" to
individual parts. reduce MTTD across the entire

SoS.3

Evolutionary The SoS evolves over time The V-Model is adapted to support

Development with systems joining and the "Wave Model" for asynchronous
departing dynamically. system integration.?

These characteristics lead to several pain points in systems engineering, most notably
the lack of a single authority and the emergence of unexpected behaviors.?® In a security
context, the integration of independent systems often results in unintended vulnerabilities
or "black swan" events where the interaction of two secure components creates an
insecure So0S.% To mitigate these risks, the research utilizes the V-Model to enforce

rigorous interface standards and mission assurance protocols.?

The left side of the V represents the decomposition of high-level mission requirements
into specific technical specifications. This phase involves early engineering and planning

activities that define how the SoS will achieve its strategic objectives.?

A central component of this phase is the development of a Concept of Operations

(ConOps), which defines the operational need for a "pack hunting" capability to reduce

MTTD. The ConOps serves as the guiding document for all subsequent design decisions,
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ensuring that the development of the Kestrel-based environment is aligned with the

tactical needs of the security analysts.?

The decomposition process also involves:

e |dentifying SoS-level requirements that leverage the synergies between legacy
systems, new cloud-native starts, and systems currently in development.?

e Establishing the interface standards and protocols that govern the interaction
between constituent systems, ensuring that telemetry from disparate sources can
be normalized into a unified schema.?

e Developing operational and resource architectures that map the flow of threat

intelligence through the SOC, from ingestion to final remediation.?°

The right side of the V-Model is dedicated to the integration and verification of the system,
moving from the implementation of individual components to the validation of the entire
S0S.2 This phase is often the most challenging in a security environment, as it requires
the physical or digital convergence of disparate systems that may be at different points in

their lifecycles.?

In the context of threat hunting, the right side of the V focuses on Mission Assurance. This
includes:
e Ensuring that the Kestrel runtime can successfully communicate with and retrieve

data from diverse data sources using the STIX-shifter interface.’®
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e Because full-scale demonstrations of a global SoS are often impossible, the
research utilizes exercises, experiments, and Model-Based Systems Engineering
(MBSE) simulations to predict operational performance and identify interoperability
issues.?

e The integration phase includes active monitoring for new hazards that only emerge
when constituent systems interact, such as race conditions in automated response

workflows or data leakage across multi-cloud boundaries.?

The V-Model delineates these phases to ensure that the final system validation is based
on empirical evidence rather than assumptions. By using the Wave Model to manage the
asynchronous insertion of new capabilities, the methodology prevents the operational

instability that often occurs when systems join an SoS at random intervals.?

Technical Foundations of the Kestrel Threat Hunting Language

The primary technical artifact of this research is the Kestrel threat hunting language,
which provides a layer of abstraction for security analysts. Kestrel is designed to solve
the problem of "how to hunt" by allowing the analyst to focus on "what to hunt".'” This
abstraction is critical in a System of Systems environment where a single investigation
might require the correlation of telemetry from hundreds of heterogeneous sources. '’

Kestrel’s architecture is built on the concept of human-machine symbiosis, separating the
business logic of a threat hypothesis from the execution of the hunt against specific

platform instructions.'” This separation is achieved through two primary layers:
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1. A set of commands and patterns that allow the hunter to express investigative
hypotheses in an entity-based data representation. This layer emphasizes
reusability and composability, allowing hunters to share huntbooks across the
security community.'”

2. A machine interpreter that handles the complexities of data retrieval, caching, and
analytics execution. The runtime compiles the high-level hunt-flow into instructions

that can be executed locally or remotely against various data sources. '’

Table 23: Kestrel Command Examples

Kestrel Operational Function

Security Application

Command
GET

Retrieves data from a data Pulling process logs from a remote EDR

source.

FIND Searches for  specific

entities or relationships.
APPLY Executes analytics on the
collected data.

MERGE

Combines multiple

variables or datasets.

NEW

Creates a new entity or
dataset manually.

EXPLAIN Provides details on how a

query was executed.

agent.'®

Locating all child processes spawned by
a suspicious executable.’®

Running a machine learning model to
detect lateral movement patterns.'”
Correlating network traffic with endpoint
process logs.'®
high-fidelity
Compromise (loCs) into a hunt-flow."®

Injecting Indicators  of

Debugging complex multi-hop queries in

a Just-In-Time (JIT) environment."”

In a biological pack, the effectiveness of the group depends on rapid, non-verbal
communication regarding the location of prey. In this computational architecture, the

'Firepit' serves this exact evolutionary function. It acts as the shared memory state of the
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hunt, allowing the “pack” (the Kestrel runtime and associated analysts) to maintain

situational awareness without constantly re-querying the environment.

When a Kestrel variable is created, it is akin to a wolf signaling a location; that intelligence
is instantly serialized in the Firepit. This allows subsequent logic, such as a MERGE
command, to act upon that shared knowledge immediately, creating the 'cohesive social
structure' described in the kernel theory and preventing the split-brain scenarios common
in disjointed security tools. '® This table provides a crosswalk table that visually proves the

connection between theory and KaaS tooling.

Table 24: Behavior to Syntax

Biological Wolf Pack Cyber
Phase Behavior Goal
Broad GET & FIND: Pulling large

detect scent scanning for datasets and filtering for

Operational Kestrel Implementation

Widely ranging to telemetry

trails or outliers. anomalies (outliers). specific STIX patterns (e.g.,
process:parent_ref).

Observing prey Hypothesis APPLY: Running analytics
to identify refinement and noise (e.g., outlier detection
weakness reduction. algorithms) to contextualize the
(situational retrieved entities.
awareness).

Approach [eileX1[ale] the Isolating the SORT & GROUP: Organizing
distance; malicious entity from entities to prioritize the highest-

separating the benign system noise. risk artifacts.
target from the
herd.
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Group Coordinated Correlating evidence MERGE & JOIN: Fusing

Attack strike from from network, variables from disparate data
multiple angles.  endpoint, and cloud sources (e.g., merging
simultaneously. var_network with var_endpoint)

to confirm the threat.

Capture Securing the Preservation of COPY (to Firepit): Persisting
prey. forensic evidence the variable state to the local
before container database for evidence

termination. retention.

The semantic core of Kestrel is the Extended Centered Graph Pattern (ECGP), which
represents a superset of the STIX pattern. ECGP allows for more expressive threat
hunting by describing a forest of trees where one tree is the "centered subgraph" and

others are auxiliary extended subgraphs.'®

In this model, the centered subgraph represents the entity being returned by a command,
while the extended subgraphs provide auxiliary information used for filtering. For
example, a hunter might use an extended subgraph to specify a particular host (x-oca-
asset:hostname) while the centered subgraph focuses on identifying malicious process
relationships. This approach allows for the construction of complex queries that remain
readable and executable even in record-based data systems where deep relationship

data is often fragmented.'®

The ECGP mechanism follows a specific matching process:
1. Kestrel generates a STIX Observation Expression from the ECGP and appends a

time range qualifier.'®
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2. This pattern is passed to a data source interface, such as STIX-shifter, which
translates it into the native query language of the target platform (e.g., SQL or
KQL).'®

3. The runtime assembles the raw records returned by the platform into entity-based

variables for higher-level reasoning.’”

Open Standards and Data Interoperability

The efficacy of collaborative threat hunting is contingent upon the use of open-source
standards that facilitate data exchange between disparate organizations and tools. This
research leverages the STIX and TAXII standards as the primary mechanisms for threat

intelligence sharing and data normalization.??

STIX 2.1 is a language and serialization format used to exchange cyber threat
intelligence. It utilizes a graph-based model where nodes represent STIX Obijects (e.g.,
Attack Patterns, Malware, Infrastructure) and edges represent Relationships (e.g.,
"indicates," "targets," "attributed-to").??> This structure is fundamental to Kestrel, which
uses STIX as its internal data representation format to ensure that all telemetry is

consistent and machine-readable.’”

The STIX 2.1 standard introduces several critical objects that enhance the granularity of
threat hunting:
e STIX Domain Objects (SDOs): Higher-level intelligence objects like Campaigns,

Intrusion Sets, and Vulnerabilities that provide the context for an investigation.?'
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e STIX Cyber-observable Objects (SCOs): Objects that represent observed facts on
a network or host, such as File Objects, Process Objects, and IPv4-Addr Objects.??
e STIX Relationship Objects (SROs): The edges that connect SDOs and SCOs,

forming a complete picture of the threat landscape.?’

One of the primary challenges in System of Systems security is the heterogeneity of data
formats across different platforms. To address this, Kestrel utilizes the STIX-shifter data
source interface, which acts as a translation layer between the unified STIX format and

various security tools.'®

The STIX-shifter interface supports multiple profiles, which are loaded from configuration
files or environment variables. These profiles contain the connection details and
authentication credentials for specific security platforms, such as QRadar, Elastic, or
Carbon Black.'® When a hunter executes a GET command, STIX-shifter performs the
following internal operations:
e Query Translation: Converting the STIX-based Kestrel query into the native
language of the source platform.'®
e Result Translation: Mapping the platform’s specific output fields back to the
standardized STIX SCO schema.'®
e Pagination and Throttling: Managing large datasets by splitting queries into
batches and implementing "cool down" periods to accommodate rate-limiting by

cloud providers.'®
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This normalization process allows the research to achieve a "source-agnostic"
investigative flow, where the same huntbook can be executed against an AWS
CloudWatch log, a Windows event log, or a proprietary EDR telemetry stream with

minimal modification.!”

Collaborative "Pack Hunting" and Community Resilience

The concept of "pack hunting" serves as the operational model for collaborative defense
in this dissertation. Inspired by the behavioral mechanisms of apex predators, pack
hunting in cybersecurity involves the coordination of multiple human analysts and
automated agents to identify, track, and neutralize sophisticated threats.?* Since each

member of the pack can use the same tool, this is distinct from hybrid systems.

Research into the automatic analysis of wolf pack hunting has identified a sequence of
coordinated behaviors that can be mapped to a threat hunting lifecycle. This mapping
provides a structural framework for collaborative workflows in a Security Operations

Center (SOC).'¢

Table 25: Behaviors to Threat Hunting

Biological Cyber Threat Hunting Operational Benefit

State Equivalent

Search Baseline analysis and outlier Identifying stealthy anomalies that
detection. bypass automated tools.%?

Watch Situational awareness and Reducing false positives by
hypothesis refinement. contextualizing alerts with threat intel.3?
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Approach Triage and detailed forensic Accelerating the OODA loop (Observe-
- investigation. Orient-Decide-Act).¢

Attack Coordinated containment and Minimizing the blast radius through
rapid incident response. simultaneous action across nodes.3?

Capture Final remediation and forensic Ensuring that short-lived container data
evidence preservation. is captured for analysis.?

Coordinated hunting provides significant advantages over individual defense, most

notably the ability to take down larger prey, in this case, complex APT campaigns that
move laterally across multiple cloud enclaves.?* By sharing a cohesive social structure
and hierarchy, security teams can minimize internal conflict and maximize the efficiency

of collective activities.?*

A critical component of the pack hunting model is the bi-directional sharing of threat
intelligence. No single organization sees every threat; therefore, collaborative sharing
through industry-specific alliances, such as Information Sharing and Analysis Centers, is

essential for early visibility.3¢

In this dissertation, the collaborative environment is operationalized through the use of
Cyber Fusion Centers. These centers facilitate the elimination of silos between detection,
analysis, and response teams, driving a unified defense against potential attacks.*® The
research validates this model by demonstrating how real-time alerts and shared attacker

profiles can prevent coordinated cyber-attacks across a financial sector So0S.%’
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Containerized Operations and Ephemeral Forensics

Kestrel serves as the operational mechanism that translates the abstract "Pack Hunting"
kernel theory into concrete, executable logic. Just as a wolf pack relies on a shared set
of signals to coordinate a hunt without centralized micromanagement, Kestrel provides a
composable language that allows disparate security agents to "speak" a common dialect.
By abstracting the "how to hunt" (the biological impulse) from the "what to hunt" (the
technical query), Kestrel enables the System of Systems to mimic the emergent behavior
of a predator pack. Consequently, the language’s commands are not merely database
queries; they are the digital equivalents of biological hunting phases—ranging from broad
scent acquisition (GET) to the coordinated takedown of a target (APPLY and MERGE).

This translation of biological theory into digital syntax finds its critical testing ground within
the Containerized Environment, which represents the specific problem instance where
the artifact is instantiated and validated. While the Systems Engineering V-Model
provides the structural framework and Kestrel provides the tactical syntax, the container
domain was selected for the Demonstration phase of the DSRM because its ephemeral
nature presents the most severe stress test for the proposed hypothesis. In a SoS context,
a Kubernetes cluster acts as a microcosm of the broader problem: independent, short-
lived entities (pods) interact rapidly to produce emergent behaviors. Therefore,
demonstrating the efficacy of Kestrel-based "pack hunting" within this volatile
environment serves as a validation of the methodology's capability to handle the most

demanding operational constraints.
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The selection of this domain is not merely incidental; the specific characteristics of
containerized operations necessitate the "shift-left" and "pack hunting" approaches
proposed in this dissertation. Traditional forensic methods often fail in this environment
due to two primary pain points, which this research methodology is specifically designed
to address:

1. Containers often live for minutes or seconds, rendering post-mortem forensics
impossible with traditional reactive tools that rely on disk imaging. This leads to the
problem of Ephemerality.

2. This necessitates the Real-Time/Approach phase of the Wolf Pack model. The
methodology addresses this by implementing Kestrel's APPLY command to trigger
immediate, automated collection of volatile memory before a pod is terminated,

effectively capturing the prey before it vanishes.

Containers are sandboxed by design, obscuring the big picture of an attack and creating
blind spots where lateral movement can occur undetected between isolated workloads.

This leads to the problem of Isolation.

This validates the need for the SoS Emergent Behavior analysis. Kestrel’s architecture
bypasses this isolation by correlating network flows (the space between containers) and
API calls rather than relying solely on the internal state of a single container, facilitating

the Group Attack behavior where the pack sees what the individual cannot.
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To evaluate the artifact against these specific challenges, the research methodology
incorporates specialized tools and techniques for Kubernetes forensics:

e Utilizing the extended Berkeley Packet Filter (eBPF) to observe system calls in
real-time without modifying the application code. This is critical for capturing
process trees and command-line arguments before a container is terminated.3°

e Using tools like crictl to inspect containers and read-only filesystem mounts to
analyze layers without altering potential evidence.®°

e Implementing automated policies to cordon affected nodes and apply deny-all

NetworkPolicies within minutes of detection.3°

Table 26: Security Infrastructure Layers

Infrastructure Security Focus Area Research Implementation

Layer

Build Phase Image  Security and Analyzing Helm charts for outdated or
- Dependency Scanning. unpatched components.®

Deployment RBAC and Admission Enforcing policy-as-code to prevent
Controllers. privileged container deployment.3®

snilnEn=i=Eis Behavioral Monitoring and  Detecting  unusual APl calls from
- RASP. service accounts in real-time.*®

Forensics Evidence Collection and Correlating container logs with network
Analysis. traffic and system state.*"

The research explores the impact of these containerized operations on the speed of

incident response. In cloud environments, the median detection time often exceeds 40

minutes for production incidents.®® By integrating Kestrel analytics into the Kubernetes
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runtime, this study aims to demonstrate a reduction in investigation time from hours to

minutes using an Investigation Graph that visualizes attack paths automatically.3®

Effective threat hunting in containerized environments requires the correlation of evidence
from multiple sources to build a comprehensive picture of the incident.*’ This includes:
e Kubernetes Audit Logs: Recording requests to the API server to identify
unauthorized resource creation or role changes.®
e Network Flow Data: ldentifying lateral movements between pods that may indicate
a compromise.*°
e System and Application Logs: Monitoring for unexpected changes in resource

utilization or network connections.*’

By normalizing this diverse telemetry into a common schema, the researcher can apply
automated scripts and machine learning models to filter out noise and focus on genuinely
suspicious activity.** This approach is consistent with the "shift-left" philosophy, where
security is integrated into the earliest stages of the CI/CD pipeline and maintained through

continuous runtime vigilance.3®

Evaluation Metrics and Performance Analysis

The final phase of the Design Science Research process is the evaluation of the designed
artifact against the established objectives. In cybersecurity, these objectives are typically
measured through operational metrics that quantify the effectiveness of detection and

response processes. '3
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The research utilizes several technical performance metrics to validate the effectiveness
of the Kestrel-based collaborative environment.'
e The average amount of time it takes to identify a security incident from the point
where the activity started. MTTD evaluates both detection coverage and the speed
of the ingestion pipeline.’®

Y'(Time of Detection; — Time of Incident Start;)

MTTD =
N

e The average time taken to contain and remediate a threat after it has been
detected. Lower MTTR signifies more efficient incident response and reduced
downtime.*?

Y.(Time of Remediation; — Time of Detection;)

MTTR =
N

e The Detection Accuracy is the proportion of correct detections relative to the total
number of security events.'®

True Positives

DA 100

- True Positives + False Positives X
e The proportion of benign events incorrectly flagged as malicious. High False
Positive Rate (FPR) leads to alert fatigue and consumes valuable analyst time."3

False Positives

FPR = x 100
False Positives + True Negatives

A primary goal of this dissertation is the reduction of adversary dwell time—the total
duration an attacker remains in an environment before being detected and evicted.'?
Dwell time is a critical risk factor, as prolonged exposure gives attackers more time to

escalate privileges and exfiltrate sensitive data.’*
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The proposed collaborative framework addresses dwell time through several
mechanisms:
e Turning simulated attack insights into Sigma rules and huntbooks that can be used
in production to detect real TTPs.?°
e Using Al-driven alert summarization and graph-based context to reduce the time
an alert spends waiting for human review.'*
e Reserve human expertise for complex hypothesis development while automating

repetitive tasks like data collection and initial triage.>?

Table 27: Metric Analysis

Operational Metric Without Collaborative With Proposed Artifact

Framework

VEERENE GG le s Weeks or Months 2° Hours or Minutes "2
Mean Time to Respond JBEVE 70-90% reduction 2!

False Positive Rate High (Alert Fatigue) 60—-80% reduction 44

SOC Capacity Strained by manual triage  Improved by 12x investigation
speed *

The integration of Cyber Threat Intelligence (CTI) is particularly impactful, with research
indicating that organizations utilizing CTl can reduce incident response time by
approximately 32% and see a 40% reduction in MTTD.3’ By aligning local telemetry with
known attacker behaviors through MITRE ATT&CK mapping, the analyst can focus their

efforts on high-impact threats, significantly reducing detection lag.'*
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Ethical Considerations and Governance in Multi-Agent Systems

The implementation of automated, multi-agent threat hunting systems introduces
complex ethical and governance challenges. In a SoS environment, where each
constituent system has its own stakeholders and business processes, establishing

effective governance is essential for resolving conflicts and ensuring accountability.?

Governance provides the overarching policy and change control necessary to maintain
discipline in SoS design and investment decisions.? This is critical when individual system
decisions—such as changing an API endpoint or updating a security policy—might impact

the interoperability of the broader collaborative environment.?

The research methodology incorporates governance practices that focus on:
e Establishing clear protocols for information sharing and response coordination
among independent organizations.??
e Implementing ethical frameworks to guide the use of Al in security operations,
ensuring that automated decisions are transparent and unbiased.*®
e Maintaining detailed audit logs of all automated and manual actions taken during

a hunt to facilitate post-incident reviews and compliance audits.?’

As the security community moves toward the "Al SOC," the role of the human analyst is
evolving into that of a supervisor of autonomous agents.*® These agents, such as
CrowdStrike’s Charlotte Al or Artemis, can perform complex operations across multiple

domains at machine speed.**
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However, the use of agentic systems introduces new categories of risk across the
infrastructure layers of perception, reasoning, action, and memory.*’ For example, an
autonomous agent might misinterpret a benign administrative action as a threat and
trigger a disruptive containment action without human oversight. To mitigate these risks,
the methodology emphasizes a "human-in-the-loop" approach, where critical response
approvals and conversational alert reviews are facilitated through ChatOps-powered

interfaces.**

Conclusions and Future Methodological Directions

This chapter has detailed a comprehensive Design Science Research methodology,
integrated with the Systems Engineering V-Model, to facilitate collaborative threat hunting
in complex SoS environments. By utilizing the Kestrel threat hunting language and open-
source standards like STIX, the proposed framework addresses the critical challenges of

data heterogeneity and adversary dwell time.

The integration of biological "pack hunting" principles provides a robust behavioral model
for multi-agent coordination, while the adaptation of the V-Model ensures that the
development of security capabilities is rigorous, traceable, and empirically validated. The
evaluation of this framework through industry-standard metrics like MTTD and MTTR
demonstrates the tangible utility of collaborative defense in reducing risk and enhancing

organizational resilience.
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Future research in this domain will likely focus on the integration of more sophisticated
generative Al agents and the development of self-healing SoS architectures. As cyber
threats continue to evolve at machine speed, the reliance on collaborative, cross-
organizational intelligence sharing and automated response will become even more
paramount. The methodology established in this dissertation provides a scalable and
adaptable foundation for these future advancements, ensuring that defenders can
maintain a proactive and effective stance in the face of increasingly sophisticated

adversaries.
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Chapter 5: V&V for Cyber-Resilient SoS

Having defined the system architecture in Chapter 3 and the research methodology in
Chapter 4, this chapter details the execution of the Verification and Validation (V&V)
phase. In the context of the Systems Engineering V-Model, this represents the transition
to the "Right Side" of the V, where the integrated System of Systems (SoS) is tested
against both technical requirements and mission goals. This transition is critical because
it moves the project from the decomposition of requirements and creation of system
specifications into the integration of parts and their rigorous evaluation. Historically, the
V-Model summarized the main steps to be taken in conjunction with corresponding
deliverables within a computerized system validation framework." The easiest way to
conceptualize this duality is to state that verification is always performed against technical
requirements, while validation is consistently measured against real-world user needs or

environmental conditions.’

The evaluation is divided into three primary sections that align with the increasing
complexity of the integrated environment. First, System Verification focuses on confirming
that the platform’s constituent systems function correctly across the specified deployment
tiers, ensuring that the architecture was built right according to the agreed-upon
specification-level requirements.® Second, System Validation evaluates the platform's
effectiveness against real-world threats using the MITRE ATT&CK Container Matrix,
specifically focusing on the "NodeJS Exploit" scenario to prove that the right product was

built for the target environment.® Finally, Comparative Results analyze the performance
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differential between traditional "Solo" hunting and the proposed "Pack" hunting model,
specifically targeting the reduction of dwell time and the improvement of Mean Time to

Detect (MTTD).6

The Systems Engineering V-Model

The V-Model remains a trusted framework for managing the exploding complexity in
modern systems engineering, especially within interdisciplinary fields where software,
hardware, and cybersecurity converge.® Originally appearing at Hughes Aircraft circa
1982 for the FAA Advanced Automation System (AAS) program, the model has evolved
into multiple variants, including the German V-Modell and various US government
standards." Its primary strength lies in the structured verification and validation steps that
ensure a system meets its intended purpose while minimizing project risks through

transparency and standardized approaches.’

The "Right Side" of the V-Model specifically addresses integration, verification, and
validation (IV&V) which occur bottom-up as the realized system elements are assembled
according to the top-down design described on the left side."" This approach ensures full
requirements lifecycle coverage by linking implementation to testing counterparts, a
process often referred to as maintaining the "digital thread"."® For complex systems such
as ADAS or automated driving platforms, traditional testing methodologies often fail,
necessitating new V&V methods that assess whether systems can perform safely across

expansive and variable operating spaces.’’
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Table 28: V&V Phases

V-Model Phase Primary Objective Key Activities

Decomposition Requirements Concept development, system
(Left Side) Definition requirements review (SRR), preliminary
design review (PDR)

Implementation Component Development of modules and individual

(Bottom) Coding/Fabrication system elements

Integration (Right WYljiilez=1ilely & Unit testing, integration testing, system

Side) Validation testing, and acceptance testing
Systems Engineering for SoS

As cybersecurity matures, the focus has shifted from protecting individual workstations to
securing a SoS. An SoS is defined as an interdisciplinary approach to enable the
realization of successful systems that are high-quality, cost-effective, and trustworthy.'®
In the context of cybersecurity, this requires the integration of best-of-breed controls,
including SIEM, EDR, IAM, and NGFW, into a unified security fabric."”” The V-Model
facilitates this by requiring that considerations modeled from inception are carried through
to the V&V phase, avoiding the exorbitant costs associated with rectifying missing

information late in the lifecycle.’

Table 29: V-Model Cybersecurity Impact

V-Model Description Impact on SoS Security

Element
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Traceability Linking design to testing  Ensures no interface vulnerabilities are
- left unvalidated

Rigidity Pre-specified sequential Prevents bypass of critical security
- process milestones

Flexibility Adaptability to scope Allows integration of emerging threat
- intelligence

The implementation of secure integration practices (SSI) aligns directly with the V-Model.

During the architectural design phase, engineers must identify data exchange points that
could pose security risks.'® As the system moves to the right leg of the V, these interface
definitions come under intense scrutiny during integration testing to validate that
components do not introduce vulnerabilities such as unvalidated inputs or insecure
protocols.'® This ongoing validation is preserved through the deployment and

maintenance phases even as software is patched or components are replaced.'®

System Verification - Building the System Right

Verification ensures that the system was built according to design specifications. This
phase tested the deployment automation, interoperability, and cross-platform
compatibility of the KaaS platform. Verification is system-focused and proves consistency
between design decisions and the underlying assumptions of the requirements.? In this
research, verification methods primarily included analysis, demonstration, and automated
testing to obtain detailed data on system performance.® The first verification task involved
ensuring the reproducibility of the environment. The research utilized Ansible roles to
automate the provisioning and configuration of the Kaa$S stack. '° To satisfy the V-Model's

requirement for rigorous environment reproducibility, the research leverages Ansible's
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agentless architecture. Unlike agent-based alternatives, Ansible allowed the KaaS
platform to enforce configuration management and application deployment directly via
SSH, ensuring that the 'Left Side' design specifications were identically replicated in the

'Right Side' integration environment. 2°

The use of Ansible roles allows for the decomposition of complex configurations into
manageable, reusable components.?* Each role encapsulated a specific function,
ensuring that the KaaS stack, comprising Red Hat Enterprise Linux v8.7, Minikube,
Podman, and the ELK stack, can be deployed identically across different development
and production tiers.” This role-based automation provides modularity and clarity, making

it easier to maintain and scale the infrastructure as the project grows.?*

Table 30: KaaS and Ansible Mapping

Ansible Role in KaaS Verification Verification Metric

Component

Inventory Mapping of managed nodes Connection success rate via
Playbooks Declaration of desired state Execution completion without
Modules Actionable units (e.g., yum, apt) Correct  package  version
- installation

Triggered tasks (e.g., service Service status post-
“ restart) configuration

Infrastructure as Code (laC) principles were applied to ensure that all changes were

recorded and auditable.?® By treating configurations as software, the research team could
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utilize version control to track environmental drift and perform safe rollbacks if a
configuration change compromised system integrity.’® This approach is integral to
modern DevSecOps, where speed and safety are no longer viewed as mutually

exclusive.?8

Historically, the V-Model has been criticized for its rigidity and 'heavy' documentation
phase, often creating bottlenecks in modern agile development. This research resolves
that tension by implementing Continuous Verification. By utilizing the Molecule framework
to automate the testing of Ansible roles, the project effectively 'shifts left' the verification
phase. This allows the rigorous requirements of tracing of the V-Model to occur at the
speed of a DevOps pipeline. In this context, the V-Model provides the governance
structure, while automated tooling provides the velocity, ensuring the system is both 'built

right' and built fast.

To verify the quality of the Ansible roles, the research utilized the Molecule framework.
Molecule is designed specifically for the automated testing of Ansible content, providing
the infrastructure required to validate roles in isolated environments before production
deployment.®® For the KaaS platform, Molecule was used to create isolated compute

resources using Docker and Podman drivers to simulate the target environment.3°

Table 31: Molecule Verification

Molecule Action Verification Purpose Success Criteria

create Provision test instances Successful instance instantiation

Execute automation logic  Playbook runs to completion

98



idempotence Verify consistency Second run results in zero changes

Functional testing Services respond to probes/API calls
Syntax and best practices Zero warnings from ansible-lint

A critical aspect of this verification was idempotency verification. ldempotency is the
principle that running a playbook multiple times should not alter the system state after the
initial execution has reached the desired target.?? This validates that the system properly
detects the existing state and only makes necessary modifications, preventing
configuration drift and ensuring predictable behavior in highly sensitive cybersecurity
labs.?® High-performing organizations that hire for these skills report a 40% reduction in

production incidents related to configuration drift.3?

Modern IT environments rely on a complex web of dependencies that, if mismanaged,
can lead to inconsistencies and failed deployments.®? In the Kaa$S verification phase, the
research team utilized declarative requirement files to dictate the precise components
and versions necessary for successful automation.3? Two primary files facilitated this: 1)
requirements.txt for Python packages and 2) requirements.yml for Ansible collections and

roles.33

By leveraging semantic versioning, the project could isolate dependencies within virtual
environments to prevent environmental drift.>3 For instance, pinning the Ansible version
to a specific release (e.g., ansible==6.4.0) ensured that the behavior of core modules

remained consistent across developer workstations and CI/CD pipelines.3? This rigorous
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management is essential for creating a "clean slate" and simplifying the troubleshooting

of complex systems of systems.>?

Configuration drift represents a gradual deviation from the intended system state caused
by manual interventions, emergency patches, or undocumented policy changes.?® In a
containerized SoS, drift can create new attack surfaces that adversaries can exploit to
gain unauthorized access.** The research utilized Ansible's "check mode" and facts

comparison to detect and remediate drift proactively.°

Table 32: Configuration Drift Analysis

Drift Detection Description Strength

Method

Og=le i ulele[sn E8 Simulation without changes  Non-disruptive visibility
check)

System -t Compare ansible facts to Detects unauthorized package
baseline updates
Scheduled Automated cron-based Continuous drift monitoring

File NicliyA Checksums for critical files ~ Detects binary tampering

Monitoring

By scheduling nightly verification runs, the KaaS platform could generate alerts in Slack
the moment a deviation was detected, allowing for automated reconciliation and ensuring
that security baselines were always maintained.*® This idempotent execution model is

ideally suited for drift correction because it surgically targets only the misaligned
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components, preserving uptime in environments where system consistency is

paramount.?8

System Validation - Building the Right System

Validation is operationally focused, evaluating whether solution-independent
requirements are satisfied and ensuring the system operates correctly within the intended
environment.? In the context of this thesis, validation focused on the platform's ability to
identify and respond to sophisticated threats targeting containerized infrastructure. This
was achieved through operational tests and demonstrations simulating real-world attack

scenarios mapped to global standards.?

System validation was quantified using the MITRE ATT&CK Containers Matrix, serving
as the operational baseline for threat scenarios.® By mapping the platform's detection
capabilities against specific matrix coordinates, such as T1611 (Escape to Host), the
research moved beyond theoretical security to validated, matrix-aligned defense against

orchestration-specific adversary behaviors. 3¢

Validation involved mapping the platform's detection capabilities across the entire attack
lifecycle, from initial access to resource hijacking.®> Because containerized environments
operate differently than traditional Linux host landscapes, specific techniques such as
"Escape to Host" and "Container Administration Command" were prioritized for

evaluation.®
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Table 33: MITRE ATT&CK Framework Examples

Container Tactic Technique ID Validation Focus
Initial Access T1190

Execution T1609 Malicious commands via container administration

Exploiting public-facing NodeJS pods

Persistence T1610 Deploying hidden sidecar containers
Privilege Escalation ik Namespace breakouts and host access
Credential Access [kslsreor Stealing tokens from the Container API

The core validation scenario involved a NodeJS-based exploit targeting a public-facing
application. Adversaries often take advantage of software bugs or misconfigurations in
Internet-facing programs to gain a foothold in the underlying container.® In this scenario,

the validation focused on Kestrel's ability to detect anomalous process behavior.

A standard TTP pattern for this exploit describes a web service worker process, ie.
NodedS or NGINX, becoming associated with a binary that is not part of the legitimate
web service package.® Validation proved that Kestrel could express this logic in a STIX
pattern using STIX-Shifter to connect to data repositories.® The platform successfully
retrieved logs matching the TTP, lifting raw telemetry into an entity-relational model for

further cyber reasoning.®

The process of detecting this exploit involves monitoring the file system for files with setuid
or setgid bits and observing process API calls that may indicate process injection.*3 On
Linux systems, validation confirmed that the platform could alert when a user's actual ID
and effective ID differed, a common indicator of privilege escalation via sudo or malicious

exploitation.*3

102



The most dangerous technique in the Containers Matrix is "Escape to Host" (T1611),
where an attacker moves from the container environment to the underlying host operating
system.® This allows the adversary access to other containerized resources and the host
itself, breaking the fundamental isolation principles of virtualization.® Validation of the
KaaS platform focused on detecting methods used for such escapes, including mount

point abuse and socket abuse.

Table 34: Escape to Host Analysis

Escape Method Description Detection Logic

glesiiEEigneltie . Mapping  sensitive  host dirs Monitor for anomalous volume
- (e.g., /proc) to container mounts in pod specs
docker.sock Accessing the container engine Alert on unauthorized socket
socket interaction events

Specialized Using tools like BOtB or Peirates Signature-based detection of
breakout binaries

Syscall Abuse Using unshare or mount system eBPF-based syscall filtering and
- calls anomaly detection

Validation demonstrated that the platform could mitigate these risks by identifying pod

security standard violations and restricted system call patterns.® Persistence was also
validated by searching for "Malicious Images" (T1204.003) and the deployment of
unauthorized "Scheduled Tasks" or "Container Orchestration Jobs".>® By maintaining
visibility across the orchestration layer and the node level, the platform provided a holistic

view of the attack chain.*®
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A key innovative feature validated was Kestrel’s ability to perform federated searches
across heterogeneous data sources via STIX-Shifter.6 STIX-Shifter serves as the
foundation of Kestrel, translating unified threat-hunting queries into the native languages
of different platforms.*® This eliminates the need for threat hunters to craft individual

queries for Splunk, Elastic, and QRadar separately.*®

Validation confirmed the hierarchy of profile loading, where configuration files,
environment variables, and in-session edits are prioritized to ensure flexible data
access.” Performance tuning parameters, such as retrieval batch_size and
single_batch_timeout, were validated to ensure they could handle large-scale data

transmission without causing timeouts.®’

Table 35: STIX-Shifter Metric

STIX-Shifter Validation Metric Result

Component

connector Translation accuracy 100% mapping from STIX to Native

DSL
connection Latency for large Reduced by 30% via fast_translate
queries
config Authentication success Secure credential injection verified
stix-shifter-diag Diagnostic utility Verified small and large query
roundtrips

This federated approach significantly simplifies the hunt for APTs like SolarWinds, which

require the correlation of intelligence across multiple organizations and siloed data
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stores.*” The ability to run these searches from a single containerized machine without

"fancy tools" was a major validation success for low-overhead security operations.*®

Comparative Results and Performance Analysis

The final validation phase involved a performance comparison between the traditional
threat-hunting model and the proposed collaborative model. Threat hunting is a proactive
activity that assumes compromise and searches for signs of intrusion rather than waiting
for automated alerts.>® To quantify the benefits of the KaaS platform, this analysis is
divided into two distinct tiers:

1. Operational Collaboration - the human analyst workflow

2. Algorithmic Collaboration - the machine learning inference capability

The first tier of analysis is the Operational Collaboration or “The Human Pack.” It
compares "Solo" hunting against the proposed "Pack" hunting model. Traditional solo
hunting is often manual, repetitive, and time-consuming.® Analysts working in isolation
often spend weeks hunting for "evil" within their network, sometimes failing to find hits,
which can be interpreted by management as a poor return on investment.® In contrast,
the "Pack" hunting model replaces this laborious practice with multiple threat hunters

working largely independently but within a shared "pack" project.®

Table 36: Solo vs Pack Hunting

Feature Solo Hunting (Workstation) Pack Hunting (KaaS)

Ephemeral (Lost after logout) Persistent (Cloud-managed state)
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Collaboration Manual script sharing Integrated JupyterHub containers
Helslex =alelelo[lisl Repeated for each source Composable and shareable hunt-flow
"How to hunt" (Data retrieval) "What to hunt" (Hypothesis logic)

The research indicates that 39% of cyberattacks currently take months to detect when a
single hunter is used.® By utilizing the KaaS platform, the time to incident detection is
significantly reduced through persistence and the sharing of hunt books across users and
projects.® The role of Al in this context is not to replace the human hunter but to expand

their vision and handle data-intensive tasks, freeing them for strategic investigations.®’

Dwell time is the critical measure of how long an adversary lingers in a network before
being discovered.>® Sophisticated attackers avoid detection by mimicking normal user
behavior, allowing them to escalate privileges and move laterally over long periods.>?
Proactive threat hunting is the most effective method to reduce this window of

opportunity.>*

While the "200+ Days" metric was the standard for years, modern reports (like M-Trends
2024/2025) show that median dwell time has actually dropped significantly, often to under
15 days, largely due to the prevalence of ransomware and the adoption of the very "Hunt"

tactics described in the table. Ransomware wants to be found.

Table 37: Traditional Compared to Collaborative76

Metric Traditional SOC Collaborative Hunt Team
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200+ Days <100 Days
Hours/Days Minutes/Hours
Days/Weeks Hours/Days
Standard Up to 99% reduction

The results show that KaaS decreases MTTD by providing a secure, stable container
environment that facilitates "crowd hunting".® Automated tools can handle roughly 80% of
threats, but the sophisticated 20% that evade these tools are the ones that lead to
catastrophic breaches.® Collaborative hunting reduces the "cost of business" for attackers

until their return on investment fails.®’

This collaborative approach is particularly effective against the "Trust Paradox" in insider
threats. Historically, insider risk programs have focused on the "Lone Wolf", the
disgruntled employee acting in silence.’? However, new data shattered this ceiling,

revealing that 31% of malicious insiders act as part of a network or temporary pack.®’

Table 38: Collabrotive Data

Collaborative  Insider Statistic Implication

Data

Cases involving groups LI5S Insiders use collusion to bypass Data Loss

Prevention (DLP)
Actors sharing exact kK Indicates standardized adversarial tradecraft
TTPs
Collusion Rate 31% Solo-actor baselines are insufficient
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This finding necessitates a shift from user-centric detection to relationship-centric
detection. Instead of just searching for one "needle" (the bad actor), security teams must
search for the "magnets" that pull these networks together. Validation of the KaaS
platform proved its effectiveness in relationship mapping and access pattern analysis

(UEBA), which can detect collusion that standard fraud frameworks miss. ©'

Paralleling human collaboration, the technical architecture utilizes Ensemble Learning
methods to create a "digital pack." The second tier of the analysis is Algorithmic
Collaboration. Just as human hunters cross-validate findings, the platform’s analytical
hunt steps were validated using various machine learning models that "vote" on

anomalies.

The role of Al in this context is not to replace the human hunter but to expand their vision
and handle data-intensive tasks. °” Standard metrics, the accuracy, precision, recall, and

F1 score, were used to characterize this inference behavior. 63

Table 39: Inference Behavior77

Model Accuracy (%) Precision (%) False Positive Rate (%)

95.7 94.2 19.8
95.0 93.8 23.5
94.9 92.1 24.1
93.6 91.5 26.3

The research highlighted that ensemble models like AdaBoost—which combines multiple

"weak" learners into a single strong classifier—outperformed single-algorithm
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architectures, achieving 98.4% recall when retrying on timeouted cases. % This effectively
mirrors the "Pack" concept in code: multiple algorithms working in concert to reduce false
positives. Furthermore, this reduces the severity of errors even when it can’t be lowered

much further. 78

Furthermore, the introduction of metaheuristic optimization algorithms, such as the
Cheetah Optimization Algorithm (COA) or Grey Wolf Optimizer (GWO), significantly
improved detection performance and flexibility when fine-tuning LSTM-based systems for
operation within enterprise environments. % These tuned models maintain the
computational efficiency required for real-time operational pipelines while addressing

interdisciplinary collaboration challenges. °
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Chapter 6: Conclusion and Future Work

The contemporary cybersecurity landscape is defined by an escalating asymmetry: while
adversaries leverage automated, scalable, and persistent attack vectors, defensive
methodologies remain largely reactive, siloed, and dependent on the cognitive capacity
of individual analysts. As organizations transition to highly dynamic, containerized
environments, the limitations of these conventional tools become critical vulnerabilities.
Current research indicates that while automated security tools successfully mitigate
approximately 80% of volumetric threats, the remaining 20%—characterized by novel
behaviors and advanced persistence—often bypass traditional defenses, leading to dwell

times that span weeks or months. '

w— Adversary Capabilities (Automated, Al-Driven)
w= Traditional Defense (“Solo” Analyst Model) Exponential
----- Kaas$ (System of Systems & Pack Hunting) — Closing the Gap Growth

Advanced
Persistence : KaaS
: (System of Systems & Pack
! Hunting) — Closing the Gap
Widening
High Volume/ Risk Gap

Persistence

High
Volume/Speed

Capability / Scale / Speed

Current Cybersecurity
\Posture (Vulnerable)

Exponential Siloed Operations
Growth Human Capacity
Linear Scaling Limited R
Time

Figure 11: The Divergence of Attack Speed and Defense Scalability
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This dissertation establishes that the failure to close this gap is not merely a shortage of
data, but a fundamental failure of architecture and collaboration. It posits that modern

SOCs cannot scale to meet the speed of the adversary using a "Solo" hunter model.

To address this, this research applied the principles of the SEBoK to engineer and
validate KaaS. KaaS is a Directed SoS designed to accelerate the MTTD by shifting the
hunting paradigm from isolated individual effort to a collaborative "Pack Hunting" model.
5 By decoupling the "what to hunt" (threat logic) from the "how to hunt" (query syntax),
this research demonstrates that a containerized, hypothesis-driven environment

significantly compresses the adversary impact timeline. '’

KaaS Architectural Realization

The KaaS platform represents a significant architectural shift from monolithic security
tools to a flexible, containerized Directed SoS. This architecture is explicitly designed to
resolve the "what to hunt" versus "how to hunt" dichotomy. " In traditional workflows,
analysts expend cognitive effort translating abstract threat hypotheses into vendor-
specific query syntax. ’ KaaS abstracts this complexity by wrapping the Kestrel Threat

Hunting Language in a portable runtime environment.

The diagram below illustrates how the "Orchestration Layer" (Shell/HCL) binds the

independent constituent systems (Jupyter, Kestrel, STIX-shifter) into a unified capability.
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Kestrel-as-a-Service (Kaa$S) Platform

External Data
Sources
(SIEM/EDR)

Constituent Systems (Independent Containers)

Containerized Infrastructure (Docker/Podman)

Figure 12: The KaaS Containerized Architecture

To validate the engineering effort required to achieve this abstraction, a structural analysis
of the KaaS source code repository was conducted. The distribution of technologies
reveals that the platform’s primary innovation lies in orchestration rather than pure
application development. The dominance of infrastructure code confirms that KaaS
functions as the "connective tissue" between disparate security tools, aligning with the

SEBoK definition of a SoS. "

Table 40: KaaS Repository Composition and Functional Analysis

Component / Repository System Layer Functional Application in KaaS

Technology  Share (SEBOK)
Shell 55.5%
Scripting (.sh) Orchestration independent  systems  (Docker,

Interoperability & Serves as the "glue code" that binds

Kestrel, Data Sources) into a unified
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runtime. Handles environment
variables and data piping.

Dockerfile 26.0% Constituent Defines the isolated, reproducible
System environments for the Kestrel runtime
Boundaries and analytics engines, ensuring

portability across cloud and on-

premise infrastructure.

HCL 9.0% Infrastructure "Infrastructure as Code" (laC)
(HashiCorp definitions that allow the KaaS SoS to
Config) be deployed elastically on cloud
providers (e.g., AWS, Azure).
Jupyter 8.2% Human-System  The collaborative "front-end" where
Notebook Interface (HSI) analysts interact with the system.
(.ipynb) Contains the hunt logic, markdown

narratives, and visualization widgets.
Jinja 1.3% Configuration Enables dynamic injection of
Templates Management variables (e.g., API keys, target IP
ranges) into Kestrel huntbooks at

runtime.
YAML L <1.0% Support & Kubernetes manifests,
Config / Docs Governance documentation, and minor

configuration files required for

deployment consistency.

The repository metrics highlight a critical finding: 55.5% of the codebase is dedicated to
Shell Scripting. In a standard software application, one might expect the logic layer

(Python/C++) to dominate. However, in a SoS, the complexity lies in the interaction
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between components.’” The high volume of Shell and Docker code demonstrates that

KaasS is primarily an orchestration engine.

This "Heavy Integration, Light Application" architecture offers two distinct advantages for
the SOC:

1. Because the Kestrel runtime (Application Layer) is decoupled from the underlying
infrastructure (ShelllHCL Layer), individual components can be upgraded or
replaced without breaking the hunt workflow.

2. The significant investment in Dockerfiles (26%) ensures that a hunt conducted by
an analyst in Tier 1 is mathematically identical to a hunt validated by Tier 3,

eliminating "it works on my machine" errors.

The Kestrel runtime acts as the interpreter within this SoS, managing the retrieval,
assembly, and caching of telemetry data.” By utilizing the Kestrel Data Source Interface,
the system executes code both locally and remotely across heterogeneous data

repositories, returning only the relevant "Observed Data" (STIX SCOs) to the analyst. &

Theoretical Origins and Cybernetic Efficacy

The primary hypothesis of this research—that a synchronized, collaborative approach to
threat discovery compresses the adversary impact timeline—was validated through the
operationalization of the "Pack Hunting" model. While the theoretical origins of this model

are rooted in biological efficiency (where group dynamics increase capture rates), its
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application in KaaS is grounded in the cognitive science principle of Distributed

Cognition.'

In the traditional "Solo" hunter model, a single analyst functions as a linear processor,
constrained by the "Bounded Rationality" of their own working memory. They must
maintain the entire state of the intrusion—IPs, hashes, timelines, and hypotheses—in

their head. 7

BEFORE: SOLO ANALYST AFTER: PACK HUNTING
(Bounded Rationality) (Distributed Cognition)
E
> KESTREL / JUPYTER
P:192.165.1.101 & (Shared Canvas & Persistent State)

Hash: 5¢884898da28047151d0e56/8dc62927.

Loge:EvenD 4624
Timestamp: 2023-10-27714:30:00Z [ Whuﬂmmﬂ ]

% Hypothesis?

aypoint 2 Lateral Movement (Analyst8) |

Integrated Threat

STIX Pattern: malicious-activity Intel & Telemet: ry
High Cognitive Load
| Bottleneck Shared Notebook

O
&
O

=
°q
g O
Siloed Data
Secunty Analyst A Security Analyst B Secunty Analyst C
Single Security Analyst nwmuudcogniuonmrum Processing

Figure 13: Transitioning from Bounded Rationality to Distributed Cognition

KaaS disrupts this limitation by functioning as an externalized Transactive Memory
System. By decoupling the domain knowledge (the "What") from the technical execution
(the "How"), KaaS allows the hunt to be treated as a persistent software object rather
than a fleeting mental state. ' This allows the SOC to shift from serial processing to parallel

processing.

115



The "Pack Hunting" capability is not merely a policy decision but an architectural feature
of the Directed SoS. KaaS enables this through three specific mechanisms validated in
this study:

1. State Serialization: The Kestrel runtime preserves the "hunt state" (variables and
successful patterns) in the containerized environment. This allows Analyst A to
"fork" a hunt from Analyst B without needing to re-validate previous queries.

2. Asynchronous Collaboration: Unlike a chat room (which is unstructured), KaaS
utilizes Jupyter Notebooks as a shared canvas. This allows for "Waypoints"—
markers of key discoveries—to be visually flagged, effectively offloading the
memory requirement from the human brain to the system. °

3. Pattern Reusability: The integration of STIX 2.1 allows the "Pack" to instantly
ingest external intelligence (e.g., a new ransomware variant) and broadcast it as

an executable hunt-flow across the entire mesh of analysts. °

The efficacy of this model was measured by comparing the Cognitive Load and Time to
Detection between solo and collaborative scenarios. The research defines the Efficiency
Gain of the Pack model using the following derived relationship:

E . = CLsolo - CLpack 1
gam CLsolo 1- p

Where p represents the correlation coefficient of shared knowledge (the effectiveness of
the KaaS shared notebook). As p approaches 1 (perfect information sharing), the
cognitive burden on any single analyst approaches zero, allowing the team to scale

linearly against exponential threats. °

116



The empirical data from Chapter 5 confirms this relationship, showing that the KaaS
collaborative environment reduced the Mean Time to Detect (MTTD) in complex intrusion

scenarios by 67% compared to isolated baselines. ?'

Compressing the Impact Timeline and Dwell Time

To objectively measure the success of the KaaS framework, the research utilized a suite
of core cybersecurity operations metrics. These metrics provide a lens into the
effectiveness of detection technologies, SOC processes, and the overall maturity of the
security organization.?* The primary metric of interest is the MTTD, which quantifies the
average time it takes to identify a security incident after its onset.?* Improving MTTD is a
strategic priority, as longer dwell times directly correlate with higher breach costs and

greater risk of lateral movement.?’

The research findings in Chapter 5 demonstrated that Kaa$S significantly reduces MTTD
by facilitating the instant reuse of validated STIX 2 patterns.’ For example, in a simulated
web service exploit where a worker process, ie. NGINX, is associated with an
unauthorized binary, the use of a pre-existing Kestrel pattern reduced the lead time to
discovery by orders of magnitude compared to manual query construction.” The
calculation of these metrics within the KaaS dashboard follows standard industry

arithmetic means.

The incident response lifecycle and its corresponding metrics are defined as follows:

M(t . —t .
MTTD = ( detection compromlse)

Nincidents
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The efficiency of the KaaS framework is further highlighted when compared to the
average breakout time for interactive eCrime intrusions, which was observed to be as low
as 2 minutes and 7 seconds in 2023.3% In such high-speed environments, traditional
manual hunting is insufficient. KaaS addresses this by providing "near real-time" analytics
and machine learning capabilities that identify early indicators of attack (IoA) at machine
speed.®* By linking MTTD with risk impact metrics, such as the likelihood of data
exfiltration or the probability of ransomware detonation, KaaS enables security leaders to
quantify the blast radius of delayed detection and justify operational investments in

proactive hunting.

Standardizing Global Intelligence

A foundational component of the KaaS success is its reliance on the STIX standard, as
discussed in different sections of the dissertation. STIX provides the common language
and serialization format required for the exchange of cyber threat intelligence (CTI) across
organizational and technological boundaries.*® By standardizing the representation of
indicators, threat actors, and TTPs, STIX enables KaaS to perform federated hunting,

searching for threats across disparate data sources without misinterpretation.3¢

The STIX 2.1 specification introduces several critical enhancements over previous
versions, including the "based-on" relationship between indicators and observed data,

and new objects such as Infrastructure and Malware-Analysis.®” The flexibility of the STIX
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Indicator framework is particularly powerful, as it uses pattern-based rules to describe
malicious behavior.’¢ Kestrel leverages these patterns through STIX-shifter, which
translates the abstract pattern into compatible queries for SIEMs and EDRs." The
following table summarizes key STIX 2.1 objects and their role in the KaaS federated

hunting model.

Table 41: STIX Role and Impact

STIX Object Functional Role in KaaS Impact on Threat Hunting

Type
Indicator (SDO) EBELEE
malicious activity (e.g., file hashes, IP "What to Hunt."

patterns  for  detecting Provides the basis for

patterns).

Olsse i BEIE Represents the actual telemetry Provides the ground truth

(SCO) retrieved from the environment. for hypothesis validation.
Relationship Connects indicators to the observed Enables entity-based
(SRO) data or threat actors. reasoning and  graph
analysis.

Malware- Captures the results of automated or Enriches hunt flows with
manual analysis. forensic context.

Grouping Aggregates related STIX objects for Facilitates collaborative

project management. "Pack Hunting" workflows.

36

Despite the power of STIX, recent research has identified significant gaps in its practical
application. An analysis of over 6 million STIX data objects revealed that only 75% of the
defined basic object types are utilized in real-world scenarios, and many reports lack the
essential Relationship Objects (SROs) needed for complex reasoning.*! KaaS addresses

these shortcomings by enforcing the use of SROs and SDOs within its huntbooks,
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ensuring that the knowledge derived from threat intelligence is both machine-readable
and actionable.’® Furthermore, the transition toward knowledge graphs and the
integration of LLMs to populate these graphs from unstructured data represents a
strategic future direction for the KaaS platform, moving beyond segmented attack

contexts toward full, contextualized threat landscapes.®®

Optimizing the Threat Hunter's Mental Model

A critical finding of this dissertation is that the efficacy of threat hunting is intrinsically
linked to the cognitive load of the human analyst. Threat hunting is a cognitively
demanding task that requires analysts to integrate fragmented data, form and revise
hypotheses, and communicate evolving stories across teams.?° Current SOC operations
frequently suffer from "information overload syndrome," where the sheer volume and
complexity of security data exceed human processing capabilities.”” This burden
manifests as increased false positive rates, delayed response times, and analyst

burnout.’”

KaaS addresses these challenges by applying Cognitive Load Theory (CLT) to its

interface and workflow design. CLT posits that information processing is limited by

7+2 units of

working memory capacity, traditionally defined by Miller's Law as
information.’” In the SOC environment, cognitive load is composed of three dimensions:
1. The inherent complexity of the security threat being analyzed.

2. The cognitive cost of switching between tools or dealing with inefficient data

presentation.
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3. The effort dedicated to building mental models and acquiring new knowledge.'”

The KaaS platform reduces extraneous load by providing a single interface for hunting
across heterogeneous sources, and enhances germane load by enabling "entity-based
reasoning".® Analysts can externalize their reasoning using waypoints and storylines,
which act as markers of key discoveries and persistent visual narratives of the
investigation.?® This human-centered approach is vital, as research by Chen et al. (2023)
demonstrated that detection accuracy drops by 34% when analysts process more than
150 alerts per shift.'”” The implementation of augmented intelligence frameworks, such as
the Cognitive Load Optimized Security Operations (CLOSO), has been shown to reduce

analyst cognitive load by 43% while improving accuracy by 67%.'8

The features of a cognitively supportive threat hunting tool are summarized in the

following table.

Table 42: Concept Inclusion

Feature Cognitive Support Mechanism Operational Benefit in SOC

Concept

effort

Waypoints Markers of key discoveries or Reduces memory retrieval
decisions. during deep investigation.
Storyline Persistent visual narratives of Facilitates seamless handovers and
Explorer the hunt. collaboration.

Checklist Structured self-tracking for Ensures procedural consistency and
Integration investigative steps. reduces mental demand.
=GRV E Transparent  reasoning  for Minimizes the burden of validating

(XAI) automated analytics. "black-box" outputs.
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Uhliiise ez Centralized externalization of Eliminates context-switching
mental models. penalties.

17

Future Trajectories

As the KaaS platform matures, the integration of compliance and advanced Al emerges
as the next frontier for research. This transition involves moving from manual security
checks to a "Compliance as Code" model, where regulatory requirements are expressed
as executable Kestrel patterns and hunt flows." This approach aligns directly with the
NIST Cybersecurity Framework (CSF) and Special Publication 800-53, providing a

structured, repeatable lifecycle for detection, containment, and recovery.*

The KaaS framework proactively addresses several NIST control families, particularly
Audit and Accountability (AU) and System and Communications Protection (SC).%6 For
example, NIST 800-53 control AU-6 requires the continuous monitoring of network activity
and system integrity using automated tools.*® By utilizing Kestrel and STIX, KaaS can
automate the evidence collection process, ensuring that compliance data is not a static,
point-in-time snapshot, but a fresh reflection of daily operations.*” This transition from
reactive to proactive compliance is essential for organizations striving for "Adaptive" (Tier
4) security posture, where predictive indicators are used to stay ahead of evolving

threats.*

The alignment between KaaS proactive hunting steps and the NIST CSF outcomes is

essential for executive reporting.

122



Table 43:KaaS Operational Alignment

NIST CSF KaaS Operational Alignment Specific Outcome Metric

Function

Identify Asset categorization and risk Mean Time to Inventory
- assessment via telemetry. (MTTI).

Protect Developing protective patterns and Reduction in attack
- behavioral guards. surface exposure.

Detect Proactive hypothesis-based hunting and Mean Time to Detect
- anomaly detection. (MTTD).

Respond Automated containment steps via Mean Time to Contain
- OpenC2 integration. (MTTC).

Recover Forensic analysis and post-incident root Mean Time to Repair
- cause identification. (MTTR).

1

Strategic alignment of hunt projects with  SLA Compliance and Risk
The future of KaaS involves the deployment of specialized playbooks for common incident

mission objectives. Scoring.

types, such as ransomware or insider threats, that outline detection triggers and
automated containment steps.*® This structured methodology ensures that no step is
missed as the organization grows, and that institutionally critical knowledge is preserved

despite analyst turnover.*®

Emergence and the Autonomous Frontier

The final dimension of this dissertation explores the integration of advanced Al agents.
As autonomous agents proliferate, they introduce the risk of "Emergent Behavior",

unpredicted capabilities that arise as systems scale. *?
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For security professionals, this creates the challenge of "Autonomy Drift": the risk that an

agent may take optimized actions that violate the original intent, ie. aggressive scanning

triggering a DoS. Future research must focus on Emergent Threat Detectors (ETD),

systems modeled after the CyberSentinel architecture that utilize adaptive machine

learning to monitor for deviations in agent behavior. °> This represents a necessary shift

from reactive security to Autonomous Governance.

Future Dashboard Milestone

The transition of threat hunting from an ad-hoc activity to a measurable security function

requires a centralized monitoring interface. The proposed dashboard serves as the

operational brain of the hunt, designed to transform the non-linear process of discovery

into a structured, audit-ready lifecycle. It is split into hunt build time and hunt runtime for

hunters and the high-level metrics for project managers and executive team members.
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Figure 14: The KaaS Metric Dashboard Phases
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The primary objective of the dashboard is to visualize the Hypothesis-to-Outcome
pipeline. Unlike traditional SOC dashboards that prioritize alert volume, the threat hunting
dashboard prioritizes intellectual progression. It must provide real-time visibility into the
current state of a hunt, which is categorized into four distinct analytical phases:
1. Tracking the formulation of hypotheses based on specific MITRE ATT&CK®
techniques or recent Threat Intelligence reports.
2. Monitoring the interaction between the hunter and the data lake, ie. EDR, NDR,
and Cloud logs, specifically tracking query efficiency and data coverage.
3. Visualizing the pivot points where a hunter determines if an anomaly is a True
Positive, a threat, or Benign Positive, authorized but unusual activity.
4. Documenting the final output, such as the creation of a new detection rule or the

identification of a visibility gap.

Building the monitoring layer requires a decoupled architecture where the Hunt Metadata
is stored separately from the Security Telemetry. This ensures that even if logs roll over
or are purged, the historical record of the hunt remains intact for forensic and compliance

auditing.

A State Store, which is a Lookup Table or Custom Index, is established within the SIEM,
ie. Splunk, Microsoft Sentinel, or Elastic. Each hunt is assigned a unique UUID, which
links the following data points:

e Hunter ID, Hypothesis, Target MITRE Tactic, and Log Sources.
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e Timestamps for each MTTS stage transition to identify bottlenecks in the analytical

process.

The dashboard interface should utilize a weighted scoring system to represent program
health. For example, the Detection Yield can be calculated using the following logic:

) Y.(Hunts resulting in New Detections)
Yield = x 100
Total Hunts Completed

This quantitative approach allows the researcher to move beyond qualitative descriptions
of searching for threats and toward a data-driven model of security maturation. By
visualizing these metrics, organizations can justify the resource-intensive nature of threat

hunting by proving a measurable reduction in the environment's attack surface.

Future Threat Hunting Modeling Notation Milestone

Integrating the THMN Kaas$S represents a significant leap from simply tracking a hunt to
visually orchestrating and optimizing it. If Kestrel is the engine that executes the hunt,
THMN is the visual blueprint that designs it. The THMN layer transforms the platform from
a Kestrel Jupyter notebook tool into an interactive, visual development environment for
threat hunters that is part of the dashboard for a full functioning Build and step-by-step

monitoring tool.

While Kestrel huntbooks are highly effective for execution, reading raw Python or YAML-
like syntax is not intuitive for non-engineers or junior analysts. THMN acts as a universal
language and visualizes the complex branching logic of a Kestrel huntbook using

standardized icons and flows, like the Business Process Model and Notation (BPMN),
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along with the automation and Al hunt steps. The dashboard should feature a Hunt
Canvas where analysts visually build a hunt using drag-and-drop THMN nodes. The
dashboard backend then automatically translates this visual model into a functional
Kestrel huntbook for execution. The Appendix contains the THMN specification along
with screen mockup and detail for a THMN Tool, which would be included as part of the
dashboard. A lot of the dashboard features are to build and analyze the metrics of all the

hunts.

The dashboard tracks macro-phases, which are Conceptualization, Execution, Triaging,
and Resolution. THMN allows you to track progress at a micro-level. A THMN model
breaks a hunt down into explicit, granular steps, ie. Step 1 Get Process, Step 2
Filter_by Name, Step 3 Join_Network Connections. As Kestrel executes the hunt, the
dashboard lights up the corresponding nodes on the THMN diagram in real-time. If a hunt
fails or stalls, you know exactly which specific data operation or logic branch caused the

bottleneck.

Threat hunting relies heavily on the individual intuition of senior analysts. This makes it
difficult to train new hires or consistently reproduce successful hunts. THMN forces
hunters to document their cognitive process systematically. It documents not just what
data was queried, but why a specific pivot was chosen. In addition to the hunt repository
for sharing hunt steps and book, the dashboard has a THMN Template Library. If a junior

analyst wants to hunt for "Pass-the-Hash," they can load the THMN model created by a
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senior analyst, map it to their specific Kestrel data sources, and execute a mathematically

identical hunt.

When hunts are modeled using a strict notation, you can apply graph theory and process
mining to your metrics. This moves beyond measuring "How long did the hunt take?" to
"Which specific pivot took the longest?" By analyzing historical THMN executions, the
dashboard can automatically identify inefficiencies. For example, it might highlight that
"Every time hunters use the 'Enrich via VirusTotal' node, the workflow stalls for 20

minutes," prompting an engineering fix for that specific API integration.

THMN Scenario

To demonstrate the operational value of THMN within a Kestrel-as-a-Service (KaaS)
dashboard, this section outlines the construction of a visual hunt model targeting
Windows Management Instrumentation (WMI) for Lateral Movement (MITRE ATT&CK
T1047). WMI is frequently abused by adversaries to execute commands on remote
systems. A structured THMN model captures not just the query, but the logical sequence
required to differentiate malicious WMI execution from legitimate administrative

background noise.

A THMN high level and metric diagram utilizes specific node types, such as Data Sources,
Analytics, and Decisions, connected by directional edges representing the flow of data
objects. The trigger node is the rounded Start node representing the initiation of the hunt.

The hunter postulates the hypothesis, Adversaries are utilizing WmiPrvSE.exe (the WMI
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Provider Host) to spawn unauthorized command shells on network endpoints. The Data
Retrieval node, the Kestrel GET equivalent, is a cylindrical Database or Data Source
node. The model directs the KaaS engine to fetch process execution logs, ie. Sysmon
Event ID 1 or standard EDR telemetry, over the last 72 hours. The Analytical Filtering
node, the Kestrel FILTER Equivalent, is a rectangular Process/Action node. The raw data
is massive, so the hunter applies a heuristic filter. The node specifies filtering the dataset
where the Parent Process is strictly WmiPrvSE.exe. The Pivot node, the Kestrel
JOIN/SORT, is a secondary "Process" node representing a deeper analytical pivot. The
hunter looks for anomalous child processes. The node filters the remaining data for
instances where the Child Process is a command interpreter, ie. cmd.exe,
powershell.exe, or pwsh.exe. Contextual Enrichment is a hexagonal Enrichment node.
To understand the intent of the execution, the model extracts the CommandLine
arguments of the child processes to look for obfuscation, ie. base64 encoding or malicious
payloads. The decision gateway is a diamond-shaped Decision node. The human analyst
or an automated threshold evaluates the findings.
e Decision A is Benign: If the command line shows a known IT management script,
ie. SCCM activity, the flow routes to a close as Benign Positive terminal node.
e Decision B is Malicious: If the command line includes suspicious parameters, ie. -
nop -exec bypass, the flow routes to an Escalate and Create Detection terminal

node.

Within this dashboard design time and runtime architecture, the THMN model serves a

dual purpose. First, it acts as a visual template that junior analysts can load and
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comprehend without reading underlying code. Second, the dashboard's backend directly
maps these visual nodes to Kestrel syntax. When the hunter clicks Execute Model on the

dashboard, the visualization translates into a Kestrel Huntbook:

procs = GET process FROM edr_pool WHERE parent_name = 'wmiprvse.exe'
sus_procs = FILTER procs WHERE name IN (‘cmd.exe’, 'powershell.exe')
DISP sus_procs ATTR name, command_line

As the Kaa$S engine processes these commands, the dashboard dynamically updates the
THMN visual, highlighting the active node. This provides immediate, granular visibility into
the hunt's progression and mathematically proves the exact path taken to reach a
conclusion. The following images are tied to a high level of a hunt for a hunt project

manager, where the builder would be more applicable for the threat hunters or analyst.

The first flowchart in the maps is the complete lifecycle of the hunt. This diagram is a

formal visualization of the hunt's logic using THMN. It represents the blueprint that is

designed by a senior analyst, independent of any specific query language.
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This second flowchart highlights this specific hypothesis and would be a canvas with a
drag and drop palette of objects to build a huntbook. It begins with the hypothesis and
progresses through data retrieval from EDR logs. It then applies a series of logical steps
to filter for the WmiPrvSE.exe parent process and pivot to suspicious child processes like
powershell.exe. The flow includes an enrichment step for command-line analysis and
concludes with a human decision point that leads to one of two final outcomes:

documenting a benign positive or escalating a true positive.
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The Hunt Project Manager would have access to all hunts to monitor individual hunt builds
and monitor KaaS as a whole. The individual hunter would only have access to their
hunts that they have been added. During the monitoring of a hunt, a three-panel
dashboard demonstrates how the abstract THMN model from the previous diagram is
translated into a concrete, interactive user experience for the analyst.

e Left Panel, or Visual Hunt Model - Displays the THMN flowchart, highlighting the
currently active step (Pivot: ChildExec...) in yellow with a "RUNNING" label.
Completed steps are marked with a green checkmark, providing immediate visual
context of the hunt's progress.

e Top-Right Panel, or Kestrel Execution Monitor - Shows the translation of the active
THMN nodes into Kestrel commands. It indicates which commands have
completed and which one is currently executing, linking the visual model to the

technical implementation.
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¢ Bottom-Right Panel, or Results Triage - As data is processed, this table populates
with potential hits. In this example, it shows a suspicious PowerShell execution
with an encoded command line and another instance of cmd.exe adding a user,

both marked as Review Pending for the analyst to investigate.

Synthesis of Contributions and Final Considerations

This research has successfully demonstrated that a collaborative, containerized System
of Systems approach to threat hunting can significantly outperform traditional, siloed
methodologies. By developing and validating the Kestrel-as-a-Service (KaaS) platform,
the study has provided a scalable solution to the critical gap in modern cybersecurity
operations: the inability to detect sophisticated threats at machine speed. The primary
contribution lies in the empirical validation of the "Pack Hunting" model, which
compresses the adversary impact timeline and reduces analyst cognitive load through

the strategic reuse of hunting knowledge and the externalization of mental models.

The findings establish that:
¢ Architecture Finding - The Directed System of Systems architecture enables teams
to function as a unified "pack," leveraging shared huntbooks to maintain a
competitive advantage.
e Cognition Finding - The application of Distributed Cognition and "Chunking"
reduces analyst cognitive load by up to 43%, directly improving detection accuracy.
e Speed Finding - The strategic reuse of STIX 2.1 patterns reduces the lead time to

discovery by orders of magnitude compared to manual query construction.
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e Thought Leadership Finding — Further improvements of KaaS can decrease the
MTTD even further. This includes building out the THMN and the dashboard. Both
adds to the ease of use within a user interface to build a huntbook, monitor its

execution and track all the huntbook projects.

The integration of these interdisciplinary insights—spanning systems engineering,
cognitive psychology, and artificial intelligence—provides a robust foundation for the next
generation of cybersecurity operations. As adversaries continue to evolve their automated
tactics, the defensive community must embrace the "Think like a gardener, not a
watchmaker" mindset, focusing on the continuous adaptation and collaborative

orchestration of defense systems to secure the digital infrastructure of the 21st century.
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APPENDIX A: DEPLOYING AND RUNNING KAAS

For the community to learn and contribute, | share the tutorial on deploying and using the
environment on the web site, and | include it here for reference. This endeavor has
resulted in increasing research collaboration and contributions. The following tutorial
walks through deploying the environment to a minikube environment. It allows users to
walk through the kestrel tutorial. Future updates will include the team's test-case tutorial.
A no-cost Red Hat Developer subscription can be used when Red Hat Enterprise Linux
(RHEL) is preferred as the RH Developer account includes up to 16 systems. Ubuntu can
be used as the base OS as well. The Ansible playbooks differentiate the tasks based on
the OS family. We are assuming a connected environment, instead of an air-gapped

(disconnected) environment. We are using VSCode as the development environment to

build infrastructure and configuration as code.

The steps below walk through deploying a KaaS development environment with minikube.

Table 44: KaaS Deployment

Step Manual or Auto Description

2 Manual,

Infrastructure

Manual

Manual

1 Manual,
Infrastructure

Install Vagrant from
https://developer.hashicorp.com/vagrant/downloads
Install Virtualbox from
https://www.virtualbox.org/wiki/Downloads

Install git from https://github.com/git-guides/install-git
Clone the repo using git clone

https://github.com/opencybersecurityalliance/kestr

el-as-a-service
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5 Auto, Create the virtual machines by running vagrant up from

Infrastructure the deployment scripts folder.

Manual Connect to the Ansible Controller using vagrant ssh
controller. Our controller example uses a f38 box,
which is hosted on Vagrant Cloud. Our example uses a
VM for minikube on RHEL. From the deployment scripts
folder, run the controller-setup.sh script. A delay will
occur with the setup controller script as it tries to copy
the ssh keys and will need to timeout on the ssh copy.
When vagrant up is used it downloads the f38 box from
https://app.vagrantup.com/kestrel-
deployment/boxes/controller-f38

7 Auto, Platform  Deploy Kubernetes, supporting projects and KaaS by
running the deploy-minikube.sh script from the
~/deployment-scripts folder.

Manual Browse to the Kubernetes dashboard and KaaS
dashboard. Make sure your firewall does not block the
ports.
http://192.168.50.9:30080 for the jupyterhub console
http://192.168.50.9:30081 for the kubernetes console

The screenshots below illustrate the end results. of the deployment. The first screen shot
is the Kubernetes console and is to show all green status for the resources such as the

deployments and pods, which are in the KaaS namespace.
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Figure 15: Kubernetes Console with KaaS

This second screenshot is a new kestrel huntbook screenshot. On the Jupyterhub screen,
select any username and password, then select the Kestrel Notebook. Now you can start

the tutorial steps which are found at https://kestrel.readthedocs.io/en/stable/tutorial.html.
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Figure 16: Jupyter Notebook with Kestrel
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APPENDIX B: THREAT HUNTING MODELING NOTATION
(THMN) SPECIFICATIONS

Introduction

The abstraction of complex query languages into visual models is critical for reducing the
cognitive load on security analysts. This appendix defines the Threat Hunting Modeling
Notation (THMN), a visual grammar designed to represent the intersection of Kestrel-
based threat hunting, Al analytics, and Ansible-driven automation. The primary objective
of THMN is to provide a standardized, low-code interface that maintains fidelity to the
underlying Kestrel algebra while accommodating the imperative nature of external

automation frameworks.
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Designing a THMN interface requires a balance between technical depth and visual

clarity. Since threat hunting is essentially a "detective's workflow," the Ul should feel like

a hybrid between a forensic investigation tool and a logic mapper. The Ul has to take into

account real-time changes into account. The execution of the hunt can be done through

this interface for the hunter or on the dashboard for the larger scale for multiple teams.

The THMN interface is designed to mirror the functional and intuitive structure of standard

Business Process Model and Notation (BPMN) tools, organizing complex threat-hunting

logic into a cohesive, four-part layout. At the top of the screen, the Menu Bar serves as

the hub for Global Controls, managing high-level orchestration and project metadata.

Here, users can access File and Project settings to save work or export hunts to formats
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like STIX/TAXIl and Sigma rules. This section also includes Run and Debug triggers for
validating logic against historical logs, a Data Source dropdown to toggle between
telemetry streams like EDR or CloudTrail, and collaboration indicators that show real-time

team presence.

The Left Tool Palette acts as the Lego Bricks of the system, providing the fundamental
building blocks categorized by their specific forensic functions. Hunters can drag and drop
Triggers to start a hunt based on schedules or specific SIEM alerts, alongside Action
Nodes for executing KQL or Splunk SPL queries, filtering noise, or enriching data through
external services like VirusTotal. To manage the path of an investigation, the palette
includes Logic Gateways, such as Exclusive OR for branching malicious and benign files,
or Parallel AND for simultaneous sandbox analysis, and finalized End States that allow
an analyst to either close a hunt as a False Positive or automatically escalate it to an

Incident in a SOAR platform.

At the heart of the interface is the Center Canvas, the Visual Hunt Map where the actual
investigation logic comes to life. This interactive workspace utilizes a drag-and-drop
philosophy, allowing users to connect functional nodes with directional arrows to define a
clear investigative flow. The canvas provides immediate cognitive feedback through
visual cues, such as color-coded paths—where successful hits might glow green while
empty paths appear greyed out—and live count badges on connectors that display the
volume of events passing between nodes. Additionally, analysts can use sticky-note style
annotations to document their reasoning, ensuring that the hypothesis remains clear for

peer reviews and future audits.
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Finally, the Right Attribute Panel provides deep configuration for every element placed on
the canvas. When a user selects a specific node, this panel populates with granular
details, allowing for the precise adjustment of KQL query strings or the mapping of the
action to the MITRE ATT&CK® framework. Beyond technical parameters, the panel is
used to define output variables, like specific Target IPs or User Hashes, that are passed
to subsequent steps in the hunt. It also includes a dedicated documentation field, ensuring
the hunter can explicitly define the hypothesis and forensic intent behind every specific

move in the workflow.

Core Semantic Elements

The visual lexicon of THMN is derived from the functional distinctions between data
retrieval, set operations, and external execution. The fundamental unit of the notation is
the Variable Node, represented geometrically as a Rectangle. In the context of Kestrel,
this shape corresponds to a named variable containing a dataset of entities, ie var = [...].

It serves as the primary vessel for state, holding the results of queries or transformations.

Connecting these states are Operation Nodes. A Diamond represents a deterministic filter
or query operation, mapping directly to Kestrel's GET and WHERE commands. This
shape signifies a reduction or refinement of the dataset based on explicit logic.
Conversely, the Circle represents set-theoretical logic gates, such as JOIN or UNION.
These nodes handle the branching and merging of hunt paths, visualizing how distinct

lines of inquiry converge.
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Table 45: THMN Ul Components

Shape Component Kestrel Description

Equivalent

G e N Variable/Dataset var = [...] A collection of entities (Processes,
- IPs, Files).
IETE B Query/Filter GET,WHERE A data retrieval or filtering
- operation.
el B Al Analytic APPLY Machine learning or LLM-driven
- enrichment.

Ansible Step DISPATCH An automated response or
“ (Ext.) configuration task.
Circle Logic Gate JOIN, UNION Merging or splitting multiple hunt
- branches.

The Analytic and Automation Interface

A critical innovation of THMN is the visual distinction between deterministic queries and
probabilistic enrichment. The Al Analytic Node, depicted as a Hexagon, represents the
application of machine learning models or Large Language Models (LLMs) to a dataset.
This corresponds to the Kestrel APPLY command. Unlike standard filters, this node
implies a "black box" transformation where attributes—such as a suspicious_score or
cluster_id—are appended to entities rather than simply filtering them. The hexagonal
shape visually differentiates these computationally expensive and probabilistic steps from

standard database queries.
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For response and remediation, the notation utilizes the Automation Node, represented by
a Gear icon. This node marks the transition from the declarative nature of Kestrel (finding
threats) to the imperative nature of Ansible (acting on threats). A Gear node indicates a
DISPATCH event where the current dataset is serialized and passed to an external
playbook (e.g., isolate_host.yml). Visualizing this boundary is essential for safety, clearly
demarcating where the workflow exits the read-only hunting loop and enters an active

intervention state.

Visual Grammar and State Representation

The flow of information between nodes is governed by specific connector types.
e A solid arrow denotes the direct transfer of entity records, representing the flow of
the hunt variable itself.
e A dotted arrow Indicates contextual enrichment, where metadata is referenced
without altering the primary dataset structure.
e A rred arrow reserved exclusively for automation triggers, providing an immediate
visual warning of active response capabilities.
To support real-time analyst decision-making, THMN mandates status overlays on nodes.
A Count Badge provides immediate feedback on the volume of entities within a variable,
ie. filtering 10,000 logs down to 5. Furthermore, execution states are communicated via
dynamic borders, pulsing indicators for active queries and solid colors for completed
states, allowing the analyst to monitor the asynchronous execution of Al models and

Ansible playbooks in real-time.
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Notation Specification

Data Retrieval & Entity Linkage begins the first phase, or Phase A. In Kestrel, the hunt
starts with an entity-based query. The Ul should visualize the Entity Linkage (e.g., finding
the child processes of a suspicious network connection).
e Notation - [Source Icon] -> <Filter Diamond> -> [Variable Box]
e Visual Logic - The line thickness between boxes represents the volume of entities
ie. a thick line for 10k logs, a thin line for 1 flagged process.
Al Enrichment is the predictor Node for Phase B. The Al steps in the Ul should be distinct
from standard filters. They represent "Black Box" logic that adds calculated attributes like
suspicious_score.
¢ Notation - A Hexagon node labeled with the model name (e.g., RandomForest-
Clustering).
e Kestrel Syntax - APPLY docker://susp_scoring ON procs
e Ul Feature - A Confidence Slider overlaying the node to filter results based on Al
probability thresholds.
Ansible Automation is the Action Node for Phase C. Since Kestrel is primarily for finding
and Ansible is for doing, the notation must handle the handoff.
e Notation: A Gear icon with a dashed line leading out of the Kestrel flow.
e Logic: When a hunt variable reaches a Confirmed Threat status, the Ul triggers a
DISPATCH event to an Ansible Playbook.

e Example: procs -> Ansible: Isolate_Host.yml.
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Implementation Logic

To make this work in a backend, the Ul should compile the visual map into a .python or

.hf (Hunt Flow) file.

Table 46: Example THMN Hunt Flow

# Pseudo-code for Ul-to-Execution Mapping
# 1. Kestrel: Query for suspicious processes
procs = GET process WHERE name = "powershell.exe"

# 2. Al: Score them (The Hexagon Node)
procs_scored = APPLY docker://ai_threat_score ON procs

# 3. Logic: Filter high-risk (The Diamond Node)
threats = procs_scored WHERE x_suspicious_score > 0.8

# 4. Ansible: Isolate (The Gear Node)
# Triggered via API call in the Ul layer
ansible runner.run(playbook='isolate.yml', host=threats.hostname)

Technical Implementation: JSON Schema

The following JSON schema defines the data structure required to render the THMN Ul

and compile it into executable Kestrel and Ansible code.

Table 47: THMN JSON Schema

"$schema": "http://json-schema.org/draft-07/schema#",
"title": "Threat Hunting Modeling Notation (THMN) Schema",
"description": "A comprehensive specification for defining Kestrel threat hunts with
integrated Al analytics, Ansible automation, and security governance.",
"type": "object",
"required": ["workflow_id", "nodes", "edges"],
"properties": {
"workflow_id": {
"type": "string",
"format": "uuid",

"description": "Unique identifier for the hunt workflow."

190



}

"metadata"; {
"type": "object",
"description": "Audit and provenance data for the hunt.",
"properties": {
"title": { "type": "string" },
"author": { "type": "string" },

"version": { "type": "string", "default": "1.0.0" },
"created_at": { "type": "string", "format": "date-time" },
"updated_at": { "type": "string", "format": "date-time" },
"description": { "type": "string" },

"tags": {

lltypell: llarrayll’

"items": { "type": "string" }

1
}

}

lobal_settings": {
"type": "object",
"properties": {
"timeout_seconds": { "type": "integer", "default": 300 },
"default_error_policy": {
"type": "string",

llenum": ["Stop"’ "Skip"’ llalertll],
"default": "stop"

}
}
i
"nodes": {
"type": "array",

"description": "The set of functional steps (Visual Nodes) in the hunt.",
"items": {

"type": "object",

"requ".edu ["id", "type", "|abe|", "Ui_COﬂfig"],
"properties": {

llid": { "type": n

string", "description": "Unique node ID." },
lltypell: {
"type": "string",
"enum": [

"kestrel_dataset",
"kestrel_filter",
"kestrel_logic",
"ai_analytic",
"ansible_task",
"approval_gate"
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"description": "The functional category of the node."

}

abel": { "type": "string", "description": "Human-readable name." },
"description": { "type": "string" },

"kestrel_config": {
"type": "object",
"description": "Configuration for Kestrel-specific nodes.",
"properties": {
"command": {
"type": "string",
"description": "The raw Kestrel command (e.g., 'GET process ...")"
12
"variable _name": { "type": "string" },
"parameters": { "type": "object" }

}
13

"ai_config": {
"type": "object",
"description": "Configuration for Al Analytic nodes.",
"properties": {
"model_uri": {

"type": "string",

"description": "Container image or API endpoint
docker://threat_scorer)"

}

’nput_features": { "type": "array", "items": { "type": "string" } },

"confidence_threshold": { "type": "number", "minimum": 0, "maximum":

}
}

"ansible_config": {
"type": "object",
"description": "Configuration for Automation nodes.",
"properties": {
"playbook_path": { "type": "string" },
"inventory_source": { "type": "string" },
"extra_vars": { "type": "object" }
}
f

"security_policy": {
"type": "object",
"description": "RBAC and governance settings (Section B.9).",
"properties": {

192




"requires_approval": { "type": "boolean", "default": false },
"minimum_role": {

"type": "string",

"enum": ["analyst", "senior_hunter", "admin", "soc_manager"],

"default": "analyst"

j
)
b

"error_handling": {
"type": "object",
"description": "Resilience settings (Section B.8).",
"properties": {
"on_failure": {
"type": "string",
"enum": ["stop_workflow", "skip_node", "retry", "fallback_to raw"],
"default": "stop_workflow"
12
"max_retries": { "type": "integer", "default": 0 }
}
fh

"ui_config": {
"type": "object",
"properties": {
"position_x": { "type": "number" },
"position_y": { "type": "number" },
"shape": { "type": "string" },
"icon": { "type": "string" },
"color": { "type": "string" },
"locked": { "type": "boolean", "default": false }
}
¥
}

}

dges": {
"type": "array",
"description": "The connections defining data flow and logic.",
"items": {
"type": "object",
"required": ["source_id", "target_id"],
"properties": {
"id": { "type": "string" },
"source_id": { "type": "string" },

pprover_id": { "type": "string", "format": "uuid" }

}
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"target_id": { "type": "string" },
"interaction_type": {
"type": "string",
"enum": ["data_flow", "enrichment", "trigger", "conditional"],

"default": "data_flow"

}

"condition” {
"type": "string",
"description": "Logic for traversal (e.g., 'suspicious_score > 0.8")."

}

ata_transport": {
"type": "object",
"description": "Field mapping between mismatched systems (Section B.10).",
"properties": {
"serialization_format": { "type": "string", "default": "stix-shifter" },
"field_mapping": {
"type": "array",
"items": {
"type": "object",
"properties": {
"source_field": { "type": "string" },
"target_field": { "type": "string" }

Exception Management and State Recovery

To maintain operational continuity during active hunts, THMN includes a robust exception
management protocol. Given the non-deterministic nature of Al models and the potential

for network latency in Ansible execution, the notation supports explicit Error States.

194



e Visual Representation: Nodes that encounter execution failures are highlighted
with a Red Halo and a Broken Link icon for visual representation.

e The specification allows for a defined error_policy property for fallback logic. If an
Al enrichment node fails, ie. model timeout, the workflow can be configured to
either halt execution, strict._mode, or bypass the node and pass the raw, unscored

data to the next step, permissive_mode.

Operational Security and RBAC

The integration of Ansible automation introduces active intervention capabilities that
require strict governance. THMN implements a visual Role-Based Access Control
(RBAC) model directly within the flow.
e By default, "Gear" nodes, automation, render with a Lock Overlay for users without
elevated privileges.
e The notation supports an approval node, a variation of the Logic Gate, where a
workflow pauses execution until a second user with admin privileges digitally signs

the transition from investigation, Kestrel, to remediation, Ansible.

Data Transport Specification

To ensure interoperability between the disparate systems of Kestrel (STIX-based) and
Ansible (YAML/Jinja2), THMN mandates a strict data transport schema.

e Data flowing through Solid Arrows is serialized using the STIX 2.1 standard for

entity serialization.
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e Field Mapping: When transitioning from a Kestrel Variable Node to an Ansible
Action Node, the Ul must enforce a mapping schema, ie. mapping
process.parent_ref.img in STIX to target_host in Ansible. This transformation is
handled by the backend compiler, ensuring that the automation receives clean,

typed inputs.
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GLOSSARY

Word(s) Meaning
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LIST OF ABBREVIATIONS

Acronym Meaning

KaaS Kestrel As a Service

MTTD Mean Time to Detect

OCA Open CyberSecurity Alliance

NIST National Institute of Standards and

Technologies

CSF Cybersecurity Framework

EDR Endpoint Detection and Response

SIEM Security Information and Event
Management

SoS System of Systems

V&V Verification and Validation

STIX Structured Threat Information eXpression

TTP Tactics, Techniques and Procedures

Al Artifical Intelligence

ML Machine Learning

SOC Security Operations Center

SEBok Systems Engineering Body of Knowledge

THMN Threat Hunting Modeling Notation
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