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ABSTRACT

FORMAL VERIFICATION OF SOURCE-TO-SOURCE TRANSFORMATIONS
FOR HIGH-LEVEL SYNTHESIS

Hardware processors are designed using a complex optimization flow, starting from a high-level
description of the functionalities to be implemented. This description is then progressively lowered to
concrete hardware: Register-Transfer Level (RTL) functional behavior, timing between operations, and
eventually actual logic gates are produced. High-level synthesis (HLS) can greatly facilitate the description
of complex hardware implementations, by raising the level of abstraction up to a classical imperative
language such as C/C++, usually augmented with vendor-specific pragmas and APIs. HLS automatically
compiles a large class of C/C++ programs to highly optimized RTL. Despite productivity improvements,
attaining high performance for the final design remains a challenge, and higher-level tools like source-
to-source compilers have been developed to generate programs targeting HLS toolchains. These tools
may generate highly complex HLS-ready C/C++ code, reducing the programming effort and enabling
critical optimizations. However, whether these HLS-friendly programs are produced by a human or a tool,
validating their correctness or exposing bugs otherwise remains a fundamental challenge.

In this work we target the problem of efficiently checking the semantic equivalence between two
programs written in C/C++ as a means to ensuring the correctness of the description provided to the HLS
toolchain, by proving an optimized code version fully preserves the semantics of the unoptimized one. We
introduce a novel formal verification approach that combines concrete and abstract interpretation with a
hybrid symbolic analysis. Notably, our approach is mostly agnostic to how control-flow, data storage, and
dataflow are implemented in the two programs. It can prove equivalence under complex bufferization and
loop/syntax transformations, for a rich class of programs with statically interpretable control-flow. We
present our techniques and their complete end-to-end implementation, demonstrating how our system
can verify the correctness of highly complex programs generated by source-to-source compilers for HLS,

and detect bugs that may elude co-simulation.
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Chapter 1
Introduction

Whether to improve performance over a general-purpose CPU or to decrease energy consumption,
the use of specialized hardware accelerators is becoming increasingly common [62]. These accelerators
range from programmable accelerators, like GPUs and TPUs, that execute instructions, to application-
specific accelerators whose behavior is controlled by their hardware implementation like FPGAs and
ASICs. Building specialized hardware accelerators requires designing a description of the logic gates
and their connections that implements the desired behavior of the accelerator, commonly specified in a
hardware description language (HDL). To simplify the process of designing these accelerators, high-level
synthesis (HLS) was introduced to compile a specification in a high-level language, usually C or C++, to
an HDL description [57].

HLS has seen increasing adoption since its introduction as a means to decrease the development
time required to implement hardware accelerators [25, 26, 51]. However, just as with producing high-
performance executables for CPUs, producing high-performance hardware designs requires performing
optimizing transformations on the input code. Some optimizations are performed by the HLS compiler,
but to achieve maximum performance, designers apply transformations on the C/C++ source code before
using HLS [58]. Source-level optimizations can be performed by source-to-source compilers like AutoSA
[84], HeteroCL [49] or Merlin [90], performed manually by the designer, or even a combination of the two.

These transformations can either be the relatively simple addition of HLS-specific directives that
specify how a construct in the source code (e.g. a loop or function) should be translated to hardware, or an
extremely complex restructuring of the code that changes data type and layout, control flow and function
structure, and I/O handling [49]. To maximize the performance of the design, these transformations also
need to expose and exploit concurrency in the input code. Typically, designers start from a relatively
simple input C/C++ specification and apply a sequence of transformations to produce one or many
optimized versions of the code. This complex sequence of transformations can result in incorrect code,
which leads to bugs that can only manifest after HLS, or even after the entire compilation process in the

hardware itself, making these bugs difficult and time-consuming to find and fix.



For example, in many domains like machine learning, a commonly-used high-performance architec-
ture is a systolic array [84], which is composed of many processing elements that perform computations in
parallel and pass data between each other, as opposed to each element having random access to memory.
To transform typical sequential array-based C/C++ code into C/C++ for HLS that uses a systolic array
architecture, developers or compilers have to rewrite the input code to extract the operations that can
be performed in parallel, as processing elements, and implement the data connections between elements.
Incorrectly implementing these rewrites can result in incorrectly changing the results produced for certain
inputs if the behavior of any processing element is incorrect, as well as concurrency bugs like deadlock or
data races if the communication scheme is incorrect. Verifying the correctness of these extensive rewrites
is crucial to avoid bugs in the resulting accelerator, but existing solutions like simulation [43] lack the
ability to ensure the correctness of these transformations: they either only cover a small set of inputs or
only support a small set of programs.

The aim of this work is to formally verify the correctness of source-to-source transformations
performed on code for HLS by proving the semantic equivalence between the input source code and the
output source code after optimizing transformations. We aim to verify that the two programs will, for
the same inputs, produce the same outputs. This approach is independent of the specific HLS toolchain
used, since it checks the equivalence of programs at the C/C++ level before HLS. We support complex
transformations used for HLS, including loop transformations, local buffer insertion, and coarse-grained
dataflow parallelism using FIFOs for communication and synchronization.

To accomplish this, we restrict the class of programs we consider to those which have statically-
interpretable control flow: programs whose control flow can be computed at compile time, i.e. programs
where every branch condition is independent of the input data. This restriction is common to impose on
programs used to specify hardware accelerators: spatial architectures like systolic arrays have fixed sizes,
and many other applications commonly targeted to accelerators such as video processing, convolutional
neural networks, and large language models typically have static control flow. With this restriction, our
system can concretely interpret the control flow of each program to build a symbolic representation of the
expression that computes each output variable in terms of the input variables. The contributions of this
work are as follows [65]:

« We present an end-to-end, fully implemented system to prove the equivalence between a pair of

programs for HLS in the C/C++ language, under meaningful and practical restrictions.



« We combine partial concrete evaluation of specific program parts with a symbolic analysis to make the
system robust to a rich set of code transformations, including key optimizations for HLS, such as loop
transformations, bufferization, data layout changes, blocking/non-blocking FIFO communications, etc.

+ We extend our hybrid concrete/symbolic interpreter to support the concurrency model commonly used
in the design of hardware accelerators — coarse-grained dataflow with communication and synchro-
nization handled by blocking fifos — and have the ability to check programs for possible race conditions
and deadlock.

« We support, through user-specified rewrite rules and normalization for associativity and commutativity,
the verification of transformations that change the order and number of operations performed in the
program.

« We provide an extensive experimental evaluation that demonstrates the ability of our system to verify
the correctness of large designs that involve major code restructuring, such as systolic arrays produced
by the AutoSA compiler [84], an accelerator for the inference of a full BERT layer, and numerous
numerical kernels optimized for HLS with HeteroCL [49].

This thesis covers the design, implementation, and evaluation of our hybrid concrete/symbolic
interpretation and verification system as discussed above, and is organized as follows:

In Chapter 2, we discuss the typical hardware design flow and how HLS is used. We also survey
several existing approaches for verifying the correctness of source-to-source transformations, and why
their limitations prevent them from supporting the programs we target.

Chapter 3 contains a high-level overview of how our system works: a brief description of the
programs we target, as well as a small example of how our system builds — during interpretation —
the symbolic data structure that we use to check program equivalence, the computation directed acyclic
graph (CDAG).

In Chapter 4, we provide the details of how the interpretation system works for sequential programs,
including how the abstract syntax tree of the input program is traversed. This chapter contains a definition
of the class of programs supported by our system: statically-interpretable control flow (SICF) programs.

In Chapter 5, we provide a formal definition of the CDAG, the symbolic representation of computa-
tions we use to check that output variables are equivalent for any value of the inputs to the program. We

also discuss the complexity of this representation and how its worst-case complexity can be avoided.



In Chapter 6, we explain how CDAGs for different programs are compared after interpretation to
either prove equivalence or conclude that the equivalence result is unknown. This also includes a post-
interpretation normalization of CDAGs to support properties like associativity and commutativity of some
operators and user-supplied rewrite rules.

In Chapter 7, we describe how our system supports interpretation of concurrent programs, the
concurrency API we expose to users, and the details of how our system can detect data races and deadlocks
to ensure the correctness of parallelizing transformations.

Chapter 8 provides an experimental evaluation of our approach: we evaluate our system’s coverage
and performance on a set of realistic benchmarks for hardware accelerators, including systolic arrays [84],
inference of a layer of BERT, a large language model [28], and all PolyBench [64] kernels optimized using
the HeteroCL compiler [49].

We conclude in Chapter 9 with a summary of the thesis and directions for future improvements to

coverage and extensions to different languages and models.



Chapter 2
Background

We now present background on hardware design, including with HLS, and how to verify designs.

2.1 Hardware Design Flow

The flow to design hardware involves many steps. Figure 1 outlines the key steps of this flow. The
input to this flow is a Register Transfer Level (RTL) specification. RTL models the design as registers
and synchronous operations on those registers. RTL describes data movement in terms of signals and
registers, as opposed to C which describes the logical operations to be executed.

The next step, logic synthesis, then takes RTL and produces logic gates implementing the operations.
Existing tools for logic synthesis include commercial tools like AMD’s Vivado [5], Synopsys Design
Compiler [79], Cadence Genus [17], and open-source tools like Yosys [88]. After synthesis, the place and
route stage the logic gate description and maps it to a physical location on a board and connects operations
with wires. Synthesis and place and route can take hours to days for large designs, and possibly not even

complete in some cases; for example, if the target board is too small to fit all the logic.

esign closure \
VHDL-2008, SV: m

50k lines RTL HW
Sim. P&R System Debug
Test Bench N
(driver level)

Figure 1: Major steps in the hardware design flow, adapted from [91].

VHDL, Verilog:
100k lines

An advantage of writing designs in RTL is that experienced designers have more fine-grained control
over each and every operation implemented, and their schedule. A downside is the difficulty to implement
transformations of the operations performed and their schedule. For example, even for codes that imple-
ment the same functionality, in C it takes 1 line and in RTL 20, as seen in Listing 1 that implements c =

a + b extracted from [69].



1  module add (

2 input [31:0] a,
3 input [31:0] b,
4 output [31:0] c,
5 output c_vld,

6 input ap_ce,

7 input ap rst,

8 input ap_clk

9

10 reg [31:0] c d;

11 reg c vld d;

12 assign ¢ = c_d;

13 assign c vld = c vld d;

14 always @(posedge ap clk) begin
15 if (ap_rst == 1'bl) begin
16 c d <= 32'b0;

17 c vld d <= 1'b0;

18 end else begin

19 cd<= (a+b) & {32{ap_ce}};
20 c vld d <= ap ce;

Listing 1: A Verilog module that adds two 32-bit integers, a and b, and stores the output in c.

To produce high-performance designs, transformations that modify the storage and schedule (e.g.
concurrency) of operations need to be performed. These transformations can involve global changes to
the RTL program structure; for example, when implementing operation schedule transformations like
loop tiling. Due to these transformations’ complexity, their implementation can be error-prone. These
errors would ideally be easier to track if they were implemented in a higher-level language, where they

would require fewer lines changed in the program.

2.2 High-Level Synthesis

Instead of writing complex, signal-based RTL code as in Listing 1, High-Level Synthesis (HLS) enables
users to use a high-level language such as C or C++ as input. HLS became mature enough to generate
high-performance designs in the last decade, and is becoming adopted to generate high-performance
accelerators especially on FPGAs. The success of AutoESL [26, 94], which was acquired by Xilinx to
become the Vivado/Vitis high-level synthesis tool, helped democratize HLS in the hardware design flow.
The HLS compiler converts C/C++ into optimized RTL, becoming a front-end for the hardware design

flow and alleviating the need for the developer to manually write RTL code. Many HLS compilers exist,



including commercial solutions like Vitis HLS [6], Catapult [75], and the Intel HLS Compiler [40] as well
as open-source compilers like LegUp [18] that all take C or C++ as input. Listing 2 is an example of a C

function that multiplies a matrix and a vector that an HLS compiler could take as input.

1 void matvec 128(float* restrict A, float* restrict x, float* restrict y) {
2 for (int i = 0; i < 128; ++i) {

3 y[i]l = 0;

4 for (int j = 0; j < 128; ++j)

5 yl[i] += A[i * 128 + j] * x[]jl;

6 }

7}

Listing 2: A function that multiplies a matrix A and vector x written in C.

In practice, the input to the HLS compiler is a restricted subset of C/C++. HLS tools provide guidelines
for how specific syntactic constructs will be synthesized, and directives (pragmas) to let the user indicate
how constructs should be implemented in hardware. These pragmas can specify key parameters of the
final hardware design (replication of units, concurrency, etc.). However, just specifying pragmas is usually
not enough for the HLS compiler to produce a high-performance design; changes to the program besides
pragmas are also necessary. For example, loop transformations, such as loop tiling or fusion, are necessary
to change the schedule of operations and expose concurrency, but these transformations are typically not
applied by the HLS compiler. Transforming a program in C or C++ is faster and easier than performing
those same transformations on RTL code, but the HLS compiler can still take several hours or even days
to compile a single design into RTL [66, 76].

When creating a hardware design for an algorithm description in C, the HLS tool has a lot of freedom
to decide the data layout and operation schedule for the program. This design space is immense, and the
tool may lack the ability to pick a good design [67, 70], resorting to design-space exploration instead [66,
76]. Performance goals also vary by design and user; a design optimizing for latency may look different
from a design optimizing for resource usage (area), which may also look different from a design optimizing
for power consumption. The tradeoff between these different aspects is something most users want control
over, to generate the best possible hardware for their specific use case.

Listing 3 shows a simple transformation of Listing 2, a C specification of a matrix-vector multipli-

cation function, but now modified for Vitis HLS. It illustrates some basic program transformations that



need to be implemented before HLS. The modified version now uses blocking FIFOs to communicate
data, instead of memory buffers. HLS-specific directives (pragmas) to specify the hardware architecture
are also inserted. This specific example uses the Vitis HLS directives and API, but other HLS tools have
similar constructs.

One transformation applied in Listing 3 is hardware loop unrolling, a transformation where all
iterations of the loop are replicated in hardware such that they execute in parallel, reducing latency but
consuming more resources. The #pragma HLS unroll on line 16 of Listing 3 specifies that the enclosing
j loop should be unrolled. Note that the j loop is a reduction loop: Vitis HLS can parallelize reductions
[7]. pragma HLS pipeline on line 13 means the containing loop should be pipelined: each iteration of the
loop starts immediately after the previous iteration, even if said iteration has not completed yet. Hardware
resources and dependence between iterations actually control when iterations start executing. Finally, in
the body of the top-level function matvec, the #pragma HLS dataflow on line 29 creates a dataflow region.
The FIFO arguments to each function call under the pragma indicate the producer-consumer relationship
between tasks: in this example, the call to data_in produces data sent through FIFO A and FIFO_ x that is
then consumed by matvec_core. More information on the various other pragmas can be found in [7].

Often program transformations performed in practice result in even more complex code than in
Listing 3. These transformations can either be done manually by designers or by source-to-source
compilers designed for creating input to HLS. This makes bugs difficult to find; a bug introduced in a
transformation of the source code might only be caught once the design has been compiled all the way

to hardware.

2.3 Verification of Correctness of Transformations

As shown in Section 2.2, creating a hardware design involves many transformations to achieve
high performance, even at the C level. The breadth and complexity of these transformations can make it
easier for bugs to go unnoticed during development. These bugs can be costly, especially when designing
hardware: if bugs are found after the hardware has been manufactured, producing fixed hardware can
cost hundreds of thousands to millions of dollars [35]. To reduce the likelihood of bugs, designers spend
a significant amount of development time and cost on verifying a design is correct according to its

specification [35].



1 typedef hls::stream<float> FIFO t;

2

3  void data in(FIFO t& FIFO A, FIFO t& FIFO x, float* A, float* x) {
4 for (int i = 0; i < 128; ++1i)

5 FIFO x.write(x[i]);

6 for (int ij = 0; ij < 128 * 128; ++1ij)

7 FIFO A.write(A[ij]);

g8 }

9

10 void matvec core(FIFO_t& FIFO A, FIFO t& FIFO x, float* x buff, float* y) {
11 for (int i = 0; i < 128; ++i)

12 x _buff[i] = FIFO x.read();

13 for (int i = 0; 1 < 128; ++1i) {

14 #pragma HLS pipeline

15 float y temp = 0;

16 for (int j = 0; j < 128; ++j) {

17 #pragma HLS unroll

18 y temp += FIFO A.read() * x buff[j];

19 }
20 y[i] =y temp;
21 }
22}
23
24 void matvec 128(float* restrict A, float* restrict x, float* restrict y) {
25 FIFO t FIFO A, FIFO x;
26 float x buff[128];
27  #pragma HLS dataflow
28 data in(FIFO A, FIFO x, A, X);
29 matvec core(FIFO A, FIFO x, x buff, y);
30}

Listing 3: A function that performs multiplication of matrix A and vector x, written in C++

using Vitis HLS directives and FIFOs.

2.3.1 Possible Approaches to Verification

Many approaches for software and hardware verification are used to ensure that designs are correct.
These techniques vary in terms of coverage, time to complete, and applicability.

Testing and Simulation. The easiest and most common way to verify a design’s functionality is
through testing and simulation: verifying the correct output is produced for a single set of inputs. Testing
increases confidence in a design, but can miss important corner cases that expose bugs. For example,
Listing 2 is passing this test against a program doing no operations if one tests with x and A filled with

Zeroes.



In the context of hardware and HLS, co-simulation is often used to verify the correctness of designs;
this involves executing the C specification and translated RTL in tandem and verifying that they produce
the same output [43]. We further illustrate the limits of this approach in Section 8.5, where we display
subtle bugs that can elude co-simulation.

Test generation techniques used in software testing can also be used in co-simulation [43]. However,
all testing-based approaches lack the ability to guarantee the correctness of the design under test — even
advanced test generation techniques can miss corner cases.

Symbolic Execution. To alleviate the issue of producing valid inputs that exercise the full code
structure, another approach is to use a symbolic execution engine to interpret a program. It can explore all
possible control-flow paths, irrespective of any input provided. Once a path to some error state is found,
possibly by solving constraints on possible paths using a Satisfiability Modulo Theories (SMT) solver [14],
the execution engine can also find inputs that satisfy path constraints and generate a new test [11]. KLEE
[2, 16] is a popular symbolic execution engine that uses heuristics to explore paths, potentially exposing
bugs. Instead of using heuristics, tools such as CUTE [72] and DART [36] use a concrete execution path
from a single test to guide path exploration. In either case, since the number of control flow paths in a
program can be intractably large or even infinite, these methods may fail to conclude.

UC-KLEE [68] is an extension of KLEE [2, 16]. It also uses a form of interpretation, to build a set
of feasible execution paths for a program, discovering invariants and proving equivalence of complex
programs, including pointer-based data structures. Complex techniques have been built to discover
equivalence between programs including to verify processors, e.g., [10, 47]. Preliminary extensions for
floating point support have also been developed [55], however they do not scale to the problem sizes nor
program complexity we target.

For example, using UC-KLEE for proving a simple 3-line matrix-multiply kernel (mm) equivalent to
itself takes for N=16 (matrices of 16x16) 0.6s, 7s for N=32, 1min20s for N=64, 3m15s for N=80 and fails for
N=96 with 0 completed path. We then inserted a trivial bug in one of the mm functions: write 0 to the last
cell of the output matrix at the end of the transformed function. For buggy cases, if we let it attempt to
explore all paths (default mode), despite a single path being found eventually, it does not finish after 60
minutes when we for any problem sizes > 4, taking already 22s for N=4. Stopping at the first error leads
to time more comparable to the equivalent case eventually. When using symbolic floats, which requires

testing with KLEE-Float [55], it takes about 5s for N=2 to prove equivalence, 4min for N=4, and was killed
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without an answer after 60min for all larger cases. Note that making the problem size also symbolic with
KLEE does not work (timeout 60min) on our tests as soon as the test involves multiple dependent calls to
gemm, or the data type is float, whichever version of KLEE is used.

In contrast, as shown in Chapter 8, the system we build handles both int and float (and double, etc.)
symbolic variables, with and without bugs, N=4 in 0.02s, N=32 in 1s, N=64 in 8s, N=128 in 70s, etc. To
illustrate further the scaling of our approach, we note the complete verification of an optimized BERT
accelerator written for HLS with 12 attention heads, an input feature dimension of 768, and a hidden
dimension of 3072 in the feed-forward network takes less than 30 minutes as shown in Section 8.2.

Verifying Parallelizing Transformations. The detection of concurrency bugs and equivalence between
two implementations are often split into two different problems. Detecting bugs in OpenMP programs
has been effectively implemented [38], and various static analyses have also been proposed, e.g. [19, 92].
However none verifies at the same time the compliance of the parallelized program with the semantics
of the original unoptimized program.

The problem of determining the absence of races or deadlocks in parallel programs has been studied
from multiple angles ranging from static analyses e.g. [15, 19, 78, 92], dynamic analyses [8, 20] including
intercepting the OpenMP runtime [38], symbolic analyses [65, 71, 74], as well as using Coq-formalized
proofs [23].

Program Equivalence. Another way to verify the correctness of programs is by proving two programs
necessarily have the same semantics. Program equivalence is not decidable in general [27], but is decidable
for important classes of programs. For example, PolyCheck is a system to prove equivalence of an
affine program and its transformed variant via dynamic analysis [13] and supports “arbitrary” iteration
reordering transformations. It is however fundamentally limited by the need to find a mapping between
statements in both programs, preventing it from supporting statement transformations, as well as data/
storage transformations.

ISA is a tool to prove equivalence between a pair of affine programs [1, 83]. It supports parametric
loop bounds and proves equivalence between a pair of restricted affine programs. However, it remains
highly limited in transformation coverage [13], preventing its deployment for complex HLS optimizations.

In general, numerous approaches to prove the equivalence of expressions, in restricted contexts,
have been developed such as [45, 73]. However, they are typically limited in applicability; that is, the

space of program transformations supported. Equality saturation [86, 87] has also been deployed to prove

11



equivalence. It has reached a level of performance allowing impactful transformations to be modeled [80,
86, 87, 93]; however, these techniques are far from covering the rewrites necessary to model the class
of transformations we target. In addition, the computational complexity of such approaches prevents
manipulating complex programs with a rich transformation coverage.

Finally, deep learning methods have also been proposed to handle equivalence under a rewrite rule
system, but the approach only handles programs of a few hundred nodes, without loops [48].

Translation Validation. Other approaches to check the correctness of a program transformation
include translation validation [59]. Alive2 provides bounded translation for LLVM [56], and excels at
catching a wide class of intricate bugs related e.g. to incorrect instructions emitted. However, it cannot
catch all bugs: simply removing the exit condition of a loop without altering the rest of the program
can fail to be captured as a bug. Other approaches for translation validation tend to restrict the scope
of programs and optimizations supported, yet deliver significant bug detection capability, including for
MLIR, e.g. [12, 85]. TV has also been deployed for specialized languages like Halide [22], and for HLS
[21, 44].

Certified Compilers. Another approach to guarantee the correctness of transformations is to prove
that the compiler itself is always correct. The first verified C compiler is CompCert [54]. It was extended for
some forms of concurrent C programs [39, 95]. Vericert [39] is the first formally verified HLS framework
based on CompCert. These methods are limited both in the types of transformations they support and the

fact that only transformations performed by the compiler can be verified.

2.3.2 Specialization for Improved Scalability

The downsides of existing verification methods, as summarized above, prevent them from verifying
the correctness of the complex HLS-based hardware designs we target in this work. Instead, to achieve
relevant coverage for practical high-performance designs, we aim to be mostly agnostic to how state-
ments and storage are implemented (unlike PolyCheck and ISA) while also verifying realistically-sized
accelerators (unlike symbolic execution methods). We accomplish this by restricting the class of programs
we support to programs which have Statically-Interpretable Control Flow (SICF), explored further in
Section 4.5. We observe, for example, that all affine programs with constant loop bounds (e.g. N=128) fit
in the SICF class. This includes dense linear algebra computations, as typically occurring in inference

of large language models, an arguably critical class to support nowadays. There is a need for fast and

12



accurate wverification of correctness of the optimized programs produced for inference of large models,
which is exacerbated by the plethora of techniques and research tools developed to generate high-perfor-
mance inference implementations. Based on these observations, we conclude the merits in exploring a
specialized approach that would complement techniques such as UC-KLEE: a technique restricted to a
class of programs but offering order(s) of magnitude acceleration for the verification process. Intuitively,
we target programs which have a single execution path, alleviating the need for any SMT-based approach
or mitigation strategies for paths explosion. We define our coverage more formally in Section 4.5.

SICF programs have a single path through their control flow, so the verifier does not need to maintain
many different states nor their complex path constraints as in symbolic execution techniques, while still
proving equivalence for all values of variables not involved in control flow. In particular, KLEE implements
a different symbolic interpretation approach; ours is specialized for equivalence of programs with a single
concretely interpretable CFG path and concretely interpretable array subscripts, in order to trade-off
generality for speed. We limit coverage to fixed problem sizes (which are highly relevant in HLS-based
designs), but can operate at order(s) of magnitude faster speed than KLEE due to our linear complexity for
CDAGs construction and equivalence checking. This significantly widens the class of programs supported
for equivalence checking in feasible time.

We aim to develop a framework that is (a) mostly independent from how the program is implemented
(schedule, storage, syntax); (b) scalable to realistic problem sizes (scales linearly with the number of
operations executed in the program); (c) independent from how the program is produced (compiler,
research tool, human-written). This enables the deployment of highly optimized programs produced by

experimental tools in a safer fashion, proving their correctness at the source level.
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Chapter 3
Verification by Hybrid Concrete-Symbolic
Interpretation

We now outline our approach to proving the equivalence between two programs, which is designed
with the following considerations.

We target optimized loop-based functions, with the objective of being mostly independent from
the syntax used to implement these functions, and reasoning instead on the semantics of the program
computations. The class of program we support, which includes for example affine programs [53],
encompasses a broad range of applications such as linear algebra, image processing, data mining, machine
learning, physics simulation, and more [64], as well as modern deep learning inference computations [49,
61]. Our coverage extends far beyond programs that are syntactically analyzable as polyhedral programs:
in Chapter 4, we define for the first time a novel class called Statically Interpretable Control-Flow (SICF)
programs, which we handle in time and space linear with respect to the number of operations executed
in the programs.

As our approach is mostly agnostic to the syntax used, that is, how the program has been written,
we cover a wide variety of program transformations that are typically implemented for high-performance
HLS designs — arbitrary loop transformations, arbitrary statement transformations, and arbitrary storage
and data transfer approaches: for example, scalarization, local and multi-buffering, and data transfer using
FIFOs. To the best of our knowledge, this is the richest set of code transformations supported in a single
automated program equivalence tool.

Finally we target a practical system capable of formally proving equivalence, subject to a meaningful
set of restrictions, while maintaining high throughput for proof computation — our verification system
offers roughly the performance of code simulation, processing at approximately 0.5 million statements
per second, utilizing just a single CPU core.

We immediately set a number of restrictions on the class of programs we support for our system to be
able to prove their equivalence. First, we do not prove equivalence between arbitrary pairs of programs: we
specifically reason only on a pair of programs Py, Pg such that Pg is meant to replace P, in a larger program.

That is, these two programs are necessarily called with the exact same environment [27], for every possible
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execution. Second, as we require the control-flow to be statically interpretable, a looser condition than for
static analyses where the control-flow must be statically analyzable (e.g., using polyhedral structures [31-
34]), we typically require the problem sizes to be known at compile-time. We do not support parametric
loop nest analysis, which is a requirement that also arises when performing co-simulation or testing, and

which can be partially alleviated by proving equivalence once for each element in a set of problem sizes.

3.1 Overview of the Approach

With these objectives and restrictions in mind, we now introduce the key principles of our approach,
each developed later in this manuscript. We illustrate the concepts to prove equivalent the pair of simple
programs shown in Listing 4. For clarity we use explicitly the AMD Vitis HLS semantics for FIFOs and
dataflow region declaration, but our approach is not specific to any HLS toolchain in particular.

As shown later, we cover a complex range of code and data transformations; however, this example
already illustrates changing I/O, storage, statements, and loops in the program. We are not aware of any
tool that can currently prove the equivalence between these programs within a single framework. For
example, both ISA [83], based on static analysis, and PolyCheck, based on a more general dynamic analysis
[13] would fail to prove equivalence: statements cannot be matched between the two programs as they
differ in storage. To prove that P, is equivalent to Py for the calling context considered (which provides
the problem sizes here), our approach operates as follows:

« We aim to build a symbolic canonical representation of the computation that is performed to produce the
value of each memory cell that is live-in/live-out for the program. In the case of well-defined functions
without side effects, the class we support, this set of cells is captured in the function arguments. This
representation shall be independent of which statement(s) were used to produce the computation, as
well as any temporary storage implemented. This is presented in Chapter 5.

« We prove equivalence by computing whether this canonical representation is identical between both
programs, for every live-in/live-out memory cell. This is presented in Chapter 6.

« To be robust to “any” implementation of the program and its control-flow, we rely on a partial concrete
interpretation for the program, which will concretely evaluate control-flow expressions and simplify
them when possible. When an expression cannot be concretely evaluated, it is automatically promoted

to symbolic representation, during interpretation. If the interpreter reaches the end of the program
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control flow, then and only then we can prove the programs equivalent if their per-cell computation

representations are fully identical. This is presented in Chapter 4.

1 // Program PA, the original program:

2 void matvec(float* restrict A, float* restrict x, float* restrict y, int N) {

3 for (int i = 0; i < N; ++1i) {

4 y[i]l = 0;

5 for (int j = 0; j < N; ++j)

6 y[i] += A[i * N + j1 * x[j1; } }

7

8 // Program PB, a replacement for program PA:

9 typedef hls::stream<float> fifo t;

10  void data in(fifo t& fifo A, fifo t& fifo x,

11 float* A, float* x, int N) {

12 for (int i = 0; 1 < N; ++1i)

13 fifo x.write(x[1]);

14 for (int ij = 0; ij < N * N; ++1ij)

15 fifo A.write(A[ij]); }

16 void matvec core(fifo t& fifo A, fifo t& fifo x, float* x buff, float* y, int N)
{

17 for (int i = 0; 1 < N; ++i) x buff[i] = fifo x.read();

18 for (int i = 0; i < N; ++i) {

19 float y temp = 0; int j;

20 for (j =0; j +2<N; j+=2) {

21 y temp += fifo A.read() * x buff[j];

22 y temp += fifo A.read() * x buff[j+1]; 1}

23 for (; j < N; j++)

24 y temp += fifo A.read() * x buff[j];

25 y[i] =y temp; } }

26

27 void matvec(float* restrict A, float* restrict x, float* restrict y, int N) {
28 #pragma HLS dataflow // Ignored for sequential verif.

29 fifo t fifo A, fifo x;

30 float x buff[100];

31 data in(fifo A, fifo x, A, x, N);

32 matvec core(fifo A, fifo_x, x_buff, y, N); }
33

34 // Caller:
35 int main() {

36 float *x, *y, *A; // data not needed for verification
37 matvec(A, x, y, 100); // calling context

38}

39

Listing 4: Illustrating example: dense matrix-vector product.
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« We prove equivalence when using FIFOs of a given depth, non-blocking and blocking, both sequentially
and with coarse-grain dataflow-style concurrent execution of functions that write/read the FIFOs, as in

programs generated by AutoSA [84]. This is presented in Chapter 7.

3.2 CDAG Representation

We build a representation of the computation producing a value stored in memory cell (e.g., y[0])
in the form of a graph, specifically a computation directed acyclic graph (CDAG) [30, 60]. We formally
define CDAGs in Section 5.1. Figure 2 shows an excerpt of CDAGs built for program Pg. Every variable
in the program which can be concretely evaluated is, such as (1 * N) + j, are replaced by their result
during interpretation, giving values 0, 1, ... which are used to identify the memory cells being addressed.
When an expression cannot be computed, for example because it uses a live-in, unknown value such as
A[0] or x[0], the expression is automatically promoted to a symbolic representation: its CDAG. At every
assignment the current CDAG is stored, so that it can be used as replacement for the next use of the

variable. The process is repeated for every iteration of j, and one CDAG per y[i] is eventually created.

Statements from Py after
simplification of
int. expressions:

(B1)y_temp = 0;

(B2)y_temp = y_temp + fifo A.read() * x buff[0];
(B3)y_temp = y temp + fifo A.read() * x buff[l];
(B4) y[0] = y_temp;

Figure 2: When interpreting a statement, first, every variable referenced is replaced by its
content from the interpreter memory, if any. Integer sub-expressions are then simplified with
concrete evaluation, and the result is stored in memory: B1 assigns 0 to y_temp. Then the first
j loop is interpreted, storing 0 for j, testing 2 < 2, transferring control to the next j loop. It
tests @ < 2 and moves to interpreting its body. For B2, in the RHS, y_temp is replaced by its
current value, 0, fifo_A.read() is replaced by its first written element, the symbolic (live-in)
value A[0], as well as x[0] for x_buff[0]. As these values are symbolic, the entire expression
is symbolic, stored as a CDAG for y temp. When B3 is interpreted, we replace y temp with its
CDAG from memory, creating a new CDAG, now stored for y_temp. Once loop j terminates,

B4 assigns the CDAG of y_temp to the live-out y[0].
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When interpreting Py sequentially, we emulate the FIFO API by implementing fifo.read() and
fifo.write() via a simple array fifo[] and its start/end positions in C, which is processed by the
interpreter. We discuss in Chapter 7 the details of verifying FIFOs, sequentially or in dataflow-style mode.

Note this construction process is agnostic to how storage and computations are implemented:
creating scalars and different loop nests simply leads here to building the same CDAG that is eventually
stored in y[i] for both P4 and Pg.

If and only if the control-flow interpreter has reached the end of the program control, we have
built CDAGs for every live-in/live-out memory cell touched by the program. We can then compute their
equivalence by checking, cell by cell, whether the CDAGs are isomorphic. If so, we have proven the
programs are equivalent. We can catch errors in the loop nests, handling of FIFOs (e.g. incomplete data,
deadlocks, etc.), in how statements are scheduled with relation to dependencies, etc. Here we prove Py
and Pg equivalent for N = 100 (and any A, x) in 0.4s.

Usually, transformations should not alter the number and relative order of dependent operations for
the isomorphism check to be successful. However as discussed in Chapter 6, our post-normalization of
the CDAG enables the support of transformations exploiting associativity/commutativity of operations,
as well as some changes in the set of operations computed, if a set of semantics-preserving rewrite rules

is provided.
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Chapter 4
AST-based Hybrid Interpreter

We now present our concrete interpreter to automatically build CDAGs for programs. We have
implemented support for a large subset of the C/C++ language, within the PAST [3, 63] library. PAST is
a generic, language-independent Abstract Syntax Tree library, equipped with a parser from C to PAST,

built using flex/bison ANSI C grammars by Lee and Degener [4].

4.1 Architecture of the Interpreter

The interpreter operates on a PAST tree representing an input, compilable program. Contrary to a
full C interpreter, it does not require a complete program to be provided: it supports any code region,
and functions with their definitions provided. Any value which is not computable during interpretation will
be considered symbolic, allowing the interpreter to proceed even without the concrete data the program
operates on. The interpreter comprises the following components:

+ A parser from a partial C/C++ code fragment to the PAST AST. During parsing, no analysis is done: it
is a simple encoding of the program as an AST.

« An AST traversal mechanism that implements all control-flow operations of the program, including
function calls, variable declarations, etc. This is presented in Section 4.2.

« A memory storage system, to store concrete and symbolic values for every variable accessed during
interpretation, including temporary/local variables. We implement a dynamically allocated sparse
tensor approach to this end, which is presented in Section 4.3.

« A concrete expression evaluator, used to evaluate and simplify expressions typically used for control-
flow and array subscript expressions. This evaluator must implement the same exact concrete semantics
as the target hardware for which programs are proved equivalent: identical overflow behavior, support
of different bitwidths, etc. This is presented in Section 4.4.

« A CDAG building system, which manipulates symbolic expressions building them by partial evaluation,

presented in Chapter 5.
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4.2 AST Traversal for Interpretation

Our interpreter traverses the program AST following C/C++ execution conventions. It terminates
when there are no more instructions to interpret; that is, it has reached the end of the control-flow of the
region analyzed. We support most classical C constructs: for, while, do-while, if, switch, return, and
break, as well as function definitions and function calls. When a function is called, its definition must be
available in the region analyzed, and control is simply transferred to this function. We support pass-by-
value and pass-by-reference for function calls. We require that all functions’ arguments are restrict to
ensure no aliasing, as we do not perform any aliasing analysis and assume different named arguments
point to different memory regions.

We currently support variable declarations, and a very limited form of pointer arithmetic and type
casting. However, this is only a limitation of our current implementation, since supporting those in full

does not pose any particular technical challenges.

4.3 Interpreter Memory

The interpreter maintains a memory state for the program. Every variable (or memory cell for
arrays) accessed during the program has associated storage, where we store (a) whether the variable is
(currently) symbolic or concrete; (b) the concrete value or the symbolic CDAG representing the expression
to compute that variable; (c) whether the variable is live-in or not (that is, it is being read before being
written); and (d) statistics useful for subsequent program optimizations, such as the number of reads/
writes to the variable. To control memory storage size, especially in the case of manipulating arrays, we
implement a dynamically allocated sparse tensor for the memory. As we support C99 multidimensional
arrays, whose size is not necessarily known at compile-time, when an array is sparsely accessed (e.g., the
only element touched during execution is A[42] [51]), storing its dense representation 0-42 x 0-51 would

consume unnecessary memory.

4.4 Concrete Expression Evaluation

Equipped with a traversal mechanism and memory for the interpreter, we can now evaluate a
program. A fundamental aspect of our system to be able to prove equivalence is the availability of a concrete

expression evaluator that implements exactly the same concrete semantics as the target hardware. Indeed,
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in a nutshell, our interpreter will replace expressions like j = 0; j++; print(j); with print(1);.
This simplification is what makes our system robust to any implementation of the control-flow, and is
fundamental for its execution time, but it requires a verified implementation of the concrete evaluator.
This expression evaluator shall carefully implement the exact same behavior as the target architecture,
for example as described in documentation of the HLS framework being used. Issues of overflow, handling
of various bitwidths, type promotion, etc. must be exactly implemented as they would behave on the
target hardware for our system to conclude a proof of equivalence. Otherwise, different behavior may be
observed when running on the concrete target hardware.

In this work, we implemented the concrete semantics of the C language for integer expressions,
supporting all available unary and binary operators, including bitfield manipulation. Our PAST-based
integer expression evaluator is implemented using about 300 lines of C, making its manual verification
accessible. We are, however, dependent on the compiler and test machine to correctly execute this

program; using certified compilers such as CompCert [54] may be desired for increased confidence.

4.5 Overview Algorithm for SICF Interpretation

Algorithm 1 below outlines our approach to hybrid concrete/symbolic interpretation. Our imple-
mentation behaves identically, but is optimized for speed and minimizes the work done for each statement
by reusing prior computations whenever possible and caching per-statement analysis.

We remark on the complementary nature of approaches such as KLEE [68], which computes a set of
possible execution paths to support “symbolic” control-flow by interpreting LLVM bytecode, but is mostly
limited to integer symbolic variables; or Alive2 [56] which can expose fine bugs in LLVM programs. We
target coverage of the “converse” case: supporting equivalence of symbolic expressions, especially for
floating-point operations or any well-defined type for symbolic variables, but requiring that the control-
flow can be completely computed by concrete interpretation at compile-time. Combining both approaches
is the subject of future work. This leads to the following definition of the class of program we support:

Definition 1 (Statically-Interpretable Control-Flow program): Given a compilable (set of) function(s),
possibly without some of the input data it operates on: this program is SICF if there is enough input

data provided such that all branches can be exactly evaluated and taken at compile-time by concrete

21



interpretation (control-flow can be computed), and every distinct memory cell accessed can be uniquely

mapped to a finite-size array (dataflow can be computed, and the program terminates)

Algorithm 1: interpret_program

Input: Program AST P, using C semantics

Output: Set of CDAGs for each memory cell after interpreting P

1 process_statement (S, stmt):

2 | stmt’ = evaluate_and simplify concrete expressions(stmt)

3 | if stmt’ contains a symbolic expression used in branch or array subscript
4

error

3]

if stmt’ is an assignment to write location w

6 if s’ contains symbolic expressions

7 let CDAG = build_CDAG_from_rhs(stmt’)
8 S = store_symbolic_cdag (S, w, CDAG)

9 else

10 S = store_concrete_value(S,w, CDAG)

11 return S

12 interpret _program(P):

13 | let S = @ // program state

14 | let stmt = get_first statement_in CFG(P)
15 | while stmt do

16 S = process_statement (S, stmt)

17 stmt = get_next statement in CFG(A)
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Chapter 5
Building CDAGs by Symbolic Analysis

We now present our approach to CDAG construction, by means of program interpretation. CDAGs
are constructed for every expression result assigned to any variable in the program which contains one
or more symbolic elements, including local variables. However, as detailed in Chapter 6, we limit the
set of variables considered for equivalence checking to the live-in/live-out values of the program. This

restriction serves as a sufficient condition for our purposes.

5.1 Formal Definition

A CDAG can capture an expression that computes a single value [30].

Definition 2 (CDAG): A CDAG is a directed acyclic graph such that every leaf node vj; is a value
(symbolic or concrete) and every other vertex vc; represents an n-ary computation producing a single
value, a function of the children of v¢;. An edge v; — vc; exists iff the value produced by any vertex v is
used in the computation vc;.

CDAGs are a well-known representation of computations, which have been used e.g. in proving I/O
lower bounds for programs [30]. Intuitively, they can be built from a set of ordered instructions, where
the operands are named. That is, it is possible to first build an execution trace for the program, and
manipulate it to rebuild the same CDAGs as we implement in this work. However, by finely integrating
their construction with program interpretation, we can easily track operands and their value, and reason
distinctively between concrete and symbolic values. CDAGs have a fundamental property: they are

agnostic to storage, and only represent a computation, not how it is implemented, as illustrated in Figure 2.

5.2 Procedure for CDAG Construction

We aim to build a CDAG for a variable incrementally, by interpreting expressions in the order they
would be executed by the program. We first clone the AST of the original expression in the program, e.g.
(y[il + A[i*N+j]1 * x[j]), and progressively rewrite it.

« We traverse the AST of the expression in postfix, and, for every operation which has only concrete

value(s) as operands, we invoke the concrete expression evaluator and replace the associated subtree
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with this concrete value. When a concrete variable is referenced in an expression, it is first replaced by
its current concrete value from the interpreter memory.

+ We then re-traverse this modified AST in postfix, now with integer computations simplified, e.g. the
tree is now (y[0] + A[0] * x[0]). For every variable left referenced in the AST, we replace it with
its known current CDAG, if any. Otherwise, we create a symbolic node modeling this value, e.g. A[0]
and x[0].

During this process, every symbolic variable being referenced has been replaced with the expression
which computes its value. By design, the resulting tree can only refer to symbolic values (typically live-in
data) and numerical constants. More specifically, we have:

Theorem 1 (CDAGs after termination): Given a function f with non-aliasing input arguments,
without any side effects and using only local variables which are dead after the function exits. If the inter-
preter succeeds in reaching the end of the function control-flow, then necessarily the CDAGs computed
for its arguments will contain as leaves only constants and symbols of the arguments themselves, or be
compositions of the CDAGs already computed for the arguments prior to executing the function.

The proof relies on the function being side-effect free, as all local variables have a liveness limited
to the function scope and therefore cannot generate new symbols used in CDAGs after the function exit.

CDAGs can only contain symbols reachable via the function arguments prior to its execution.

5.3 Complexity Considerations

CDAGs, built as described above by repetitive replacement of variables referenced by their known
CDAG, so far have the fundamental property of being agnostic to how the computation is implemented,
including if using local storage. However, this comes at an important complexity cost: for a program that
executes N operations, its CDAG will have at least O(N) nodes. Taking for example matrix multiplication,
it has O(N*) FMA operations, so the CDAG will therefore have at least O(N*®) nodes to represent these
operations.

There exists also a degenerate case that can make CDAGs grow exponentially, for example when a
variable is used at multiple places in the same expression, itself being in a reduction-style computation:

s += 5 + s + s being repeated under a loop, leads to a final CDAG of O(3N) size in theory.
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In our implementation we address this problem by ensuring the space complexity remains roughly
O(N) even in this case, using pointers and caching (shallow copies) to represent identical subtrees [81].

Finally, the complexity of our implementation for CDAG construction, both in time and space, is
typically O(N) for a program executing N operations for sequential verification. This aspect is funda-

mental to the performance of verification, as shown in Chapter 8.
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Chapter 6
Equivalence Checking

We now describe equivalence checking for sequential programs, and report possible bugs to the
user and their location otherwise. Concurrency checking is presented in later Chapter 7. Intuitively the
process amounts to checking full isomorphism of the CDAGs produced by P4 and Pg for the same memory
cell, for all memory locations that are live-in and live-out for the programs — that is, memory locations
reachable outside the function(s) checked for equivalence. We also support a variety of rewrite-rule based
normalizations to increase equivalence coverage, including support of transformations altering the order

and count of operations.

6.1 Theoretical Foundation

By construction, our system can prove the equivalence of a pair of programs, under the hypothesis
that all global arrays and function arguments do not alias. We require the ability to match data that is live-
in (that is, read first before being written) and live-out (that is, alive after the program region terminates)
between P4 and Pg: this is easily achieved by encapsulating the regions to analyze in a single entry
function with well-defined arguments.

Theorem 2 (Equivalence of Programs): Suppose two programs are such that the interpreter termi-
nates by reaching the end of their control-flow without error. They are semantically equivalent if, for
every memory cell that is live-in/live-out to the programs, the CDAGs produced by each program for that
cell are semantically equivalent.

The proof requires that Pg replaces P4 in a larger program, ensuring the same execution context
necessarily for both. It requires that the integer expression evaluator implements exactly the concrete
semantics of the target hardware, making code replacement via partial concrete evaluation in the program
necessarily equivalent to the code before evaluation. As the interpreter can only terminate if exclusively
concrete values are used in the control-flow and array subscripts, no other execution path than the one
interpreted can exist for the given input programs. CDAGs are built by successive equivalent replace-
ments; if the process terminates, they correspond exactly to the full computation to be performed on every

memory cell. This can only be a function of live-in data, per Theorem 1, and is therefore independent of
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any temporary data. If CDAGs are identical for the same memory cell for both programs, then they must
produce the same output value for this cell; two programs are equivalent if this is true for every live-in/
out memory cell.

However, our framework does not prove non-equivalence in general. For example the absence of
a rewrite rule in the system to show that pow(x,2) is equivalent to (x * x) would prevent proving
these two expressions equivalent. While our proof of equivalence holds for any superset of the semantics
considered, exposing differences in CDAGs after normalization only indicates the programs may not be
equivalent under a subset of the semantics.

Corollary 3 (Non-Equivalence of Programs): Given two programs such that the interpreter either
fails to terminate, or such that their CDAGs are not shown to be semantically equivalent, then these two
programs may be semantically equivalent.

To compute the isomorphism of CDAGs, we simply perform, for each CDAG, a merged prefix and
postfix collection of its nodes to form a vector of size 2n for a CDAG of n nodes, and check the strict

structural equality of the two vectors obtained.

6.2 CDAG Normalization

Our system can natively detect equivalence when the count and order of operations performed to
produce a CDAG is identical for both P4 and Pg. For example, (A[i*N+j] * x[j]) is not equivalent to
(x[j1 * A[1i*N+j]1): the CDAGs are not identical. To handle a wider class of equivalences, we augment
the system with the capability to normalize CDAGs, which is applied if checking their isomorphism
originally fails.

Specifically, the user can declare a set of semantics-preserving rewrite rules to be applied to the
CDAGs. For example, to support detecting equivalence between the CDAGs (a + b + 0) and (a + b), the
user may specify a rewrite rule +(0, a) — a. Our normalization system simply applies these rules greedily
to modify the CDAGs until no more change can be achieved. This ensures completeness if and only if the
user-provided rewrite rule set is terminating, where every possible sequence of rule applications is finite,
and confluent, where every sequence of rule applications eventually computes the same result [9].

In contrast, techniques like equality saturation [80, 87] may be able to saturate the representation

and be complete even for non-terminating and non-confluent sets of rewrite rules, but at a very high
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computational cost — especially when associativity and commutativity are needed — that is impractical
for trees of thousands or millions of nodes as we manipulate.

Associativity and commutativity of operations are handled separately: if the user specifies that an
operation like addition or multiplication is associative and commutative (AC), we simply flatten AC
operators (i.e. convert binary operators into n-ary operators: +(a, +(b, ¢)) is rewritten into +(a, b, ¢)) and
lexicographically sort their children [29]. This leads to a canonical CDAG representation under associa-
tivity and commutativity. This representation can also be rewritten modulo AC using user-specified

rewrite rules, but only under restrictions on rules involving AC operators as in [29].
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Chapter 7
Verification of Concurrent Programs

While our approach to sequential verification can ensure that two sequential programs are correct,
concurrency is important to support as well, since many hardware accelerators exploit concurrency
to maximize performance. A common strategy for exposing concurrency using HLS is to partition the
program into processing elements that execute independently, and that use blocking FIFOs for commu-
nication and synchronization. In the Vitis programs our implementation supports, this corresponds to
#pragma HLS dataflow regions which contain function calls that execute concurrently and have a pro-
ducer/consumer relationship using FIFOs. The transformations used to implement this concurrency can
introduce bugs like data races and deadlock. We extend the sequential interpreter to support concurrency

and reason about programs’ concurrent behavior to catch these bugs.

7.1 Interpreting Concurrent Programs

To verify the correctness of concurrent programs using our system, we first need to be able
to interpret them. We equip our sequential interpreter with two important features. First, support for
concurrent tasks, which can be scheduled for interpretation akin to a multiprogramming approach in
operating systems, switching between concurrent regions ready to execute. Second, the ability to interrupt
and resume a particular task, at any point. This is necessary, for example, if the task the interpreter is
currently interpreting tries to read an element from an empty FIFO.

To represent concurrency in the C programs we interpret, we augment the interpreter with a
concurrent API. This API enables spawning concurrent tasks, and uses operations on semaphores to
synchronize these tasks. The functions in the concurrent API are listed below:

e spawn(block): spawns a new concurrent task that executes the instructions in block.

« semaphore_init(semaphore_id, val):initializes a semaphore with id semaphore_id to the value val.

« semaphore_set(semaphore_id, val): sets semaphore with id semaphore_id to value val.

« semaphore_wait(semaphore_id, val): blocking wait on semaphore with id semaphore_id; if the
semaphore does not equal val, the current task is interrupted and cannot resume interpretation until

semaphore_set is used to set the semaphore to val.
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7.2 Verifying Programs That Use FIFOs

We now present our approach to verifying the insertion of FIFOs to communicate data between
functions, and the associated program restructuring, is correct. We distinguish two cases: a sequential
verification approach, where we assume FIFOs are of infinite depth; and a concurrent, dataflow-style
verification approach, where we assume FIFOs are of a finite depth, and functions manipulating FIFOs
appear in a dataflow-style region such that they execute concurrently, being activated until waiting for

data based on FIFO readiness and use.

7.2.1 Modeling FIFOs Using Semaphores

To translate a program that uses blocking FIFOs to a program that uses the interpreter’s semaphore
API, we use a translation that amounts to the #defines in Listing 5. Our translation adds two global arrays:
fifo semaphores, an array of semaphores initialized to READY TO WRITE, and fifo buffers, which holds
the contents of each FIFO. We model blocking FIFOs that have a maximum depth of 1 by guarding reads

and writes to the FIFO buffer using blocking waits on the unique semaphore associated with the FIFO.

#define fifo write(fifoid, val):
semaphore wait(fifo semaphores[fifoid], READY TO WRITE)
fifo buffers[fifoid] = val
semaphore set(fifo semaphores[fifoid], READY TO READ)

#define fifo read(fifo, val):
semaphore wait(fifo semaphores[fifoid], READY TO READ)
val = fifo buffers[fifoid]
semaphore set(fifo_semaphores[fifoid], READY _TO WRITE)

O© 00 N O U1 B W N =

Listing 5: Implementation of a blocking FIFO of maximum depth 1 using semaphores

7.2.2 Sequential Verification of FIFO-based Programs

To verify the correctness of program restructuring for concurrency without incurring the overhead
of concurrent interpretation, we can sequentially interpret a program that uses FIFOs. We rely on the
assumption that functions producing data appear prior to functions consuming that data in sequential
execution order, a realistic assumption e.g. in the AMD Vitis toolchain for hils: : stream FIFOs. We assume

here FIFOs with infinite size, hence non-blocking writes.
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We substitute the API calls in the program for reading/writing FIFOs with our own emulating read/
write implementation, replacing them using (a) a self-growing array of same type as the FIFO, and a
start/end position pointer; and (b) for every write we write the element to this array at the first available
position end, then increasing it — for reads, we do the converse with start. This simple approach is not
able to catch concurrency bugs such as deadlocks or data races, in contrast to our concurrent dataflow-
style verification below. However, it still allows our system to catch bugs in program restructuring and
how the FIFO is used, while maintaining our target complexity of O(N) time and space for N statements

interpreted in the program.

7.3 Concurrent Verification Approach

As in the sequential verification approach, we aim to interpret two programs and compare the CDAGs
produced for each output memory location. However, concurrent programs have the issue of operation
scheduling: for any concurrent program, there can be multiple schedules for operations that can execute
in parallel that may even compute different results. Rather than interpreting every possible interleaving
of statements in the program which can be intractable, we want to reason about all schedules while
interpreting only one. Our system also needs to be agnostic to the specific implementation of operations
during HLS. Rather than reasoning about the latency of operations, which can vary based on the HLS
approach used, we assume that every pair of statements can happen in parallel unless they are ordered
by explicit point-to-point synchronization using blocking FIFOs.

Maintaining, either explicitly or implicitly, a model of which operations and variable accesses can
occur at the same time is necessary to correctly interpret these concurrent programs. To model which
variable accesses can happen concurrently, we use the well-studied happens-before relation [52]. We
define this relation as a partial order on dynamic statement instances executed by the interpreter (i.e. a
statement in the body of a loop that executes N times will have N instances rather than 1), as below:

Definition 3 (Happens-before relation): For statement instances stmt; and stmt, that are interpreted
in a program, stmt; happens before stmt, — denoted stmt; > stmt, — if and only if stmt; must complete
before stmt, starts for every possible valid schedule of statements in the program.

We use the following criteria to dynamically build the happens-before relation during interpretation:
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« Within a task, statements execute sequentially: for statement instances stmt; and stmt, that belong to
the same task, if stmt; is interpreted before stmt,, then stmt; > stmt,.

+ The spawn of a task must happen before the task begins: for a statement instance stmtg that spawns a
task t, and stmt;, the first statement of ¢, stmt; > stmt;.

« A semaphore wait on a value v has to happen after the semaphore is set to v: for a statement instance
stmt,, that contains a wait on semaphore S and value v, and stmt;, the most recent set of S to v if one
exists (discussed in more detail in Section 7.3.1), stmt,, > stmt,.

« The happens-before relation is transitive: if stmt, > stmt}, and stmt}, > stmt,, then stmt, > stmt,.

To ensure that only interpreting a single schedule is sufficient to reason about equivalence over all
schedules, the interpreter needs to check that the program is deterministic [42]. That is, whichever the
actual valid concurrent schedule interpreted, all shared memory variables will necessarily hold the same
value at program exit.

Therefore, to accomplish this in our model, it is sufficient to ensure the absence of data races; that is,
the ordering of accesses to shared variables is the same for any valid schedule and no two tasks can write
at the same time (without synchronization) to the same shared location. Without this possibility, the final
value of shared variables cannot be different as a function of the specific schedule interpreted.

We define these possible parallel accesses as read/write conflicts below:

Definition 4 (Read/write conflict): Given two statement instances stmt; and stmt, that access the
same shared memory location, if stmt, ¥* stmt,, stmt, % stmtq, and one of the accesses is a write, then there
exists a read/write conflict between stmt; and stmt,.

To make sure concurrent programs we interpret do not contain read/write conflicts (and thus possibly
nondeterminism), we keep track of which statement instances access which variable. If two statement
instances that access the same variable are not ordered by the happens-before relation, the interpreter
reports an error and aborts interpretation.

Semaphores are a special case: they are shared variables whose reads and writes are used to build
the happens-before relation. Often, reads and writes (waits and sets) to the same semaphore do not
have explicit synchronization between them, since these accesses are used to add synchronization to the
program. We need extra machinery to reason about their behavior, as discussed in Section 7.3.1.

Another issue that can occur in concurrent programs is deadlock, which is detected using a simple

approach: if the interpreter has one or more currently executing tasks (i.e., not completed by reaching
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the end of their control-flow) that cannot make further progress because of a blocking operation, then we
report a deadlock:

Definition 5 (Deadlock): Suppose that fi, ..., f,, is a set of concurrently executing tasks. If there
exists f; in a blocking state which depends on semaphore S and no other f; can update S, either because
the interpreter completed its execution or because it does not modify S, then the program deadlocks under

a possible concurrent schedule.

7.3.1 Building Happens-Before with Semaphores

While interpreting a concurrent program, we only need to store one value for each non-semaphore
variable. When the interpreter reaches a write to these variables, we have the guarantee that either 1) this
write happens after all other writes and thus should set the value of the variable for subsequent accesses,
or 2) this write happens concurrently with at least one other write, and the interpreter will catch a read/
write conflict and abort. Interpretation will only compute one value for this variable regardless of the
order in which statements in the program are interpreted.

We lack this guarantee for semaphores: semaphore waits and sets can occur in parallel, so if
semaphores were handled like other variables, it would be possible for the interpreter to compute different
values for a semaphore depending on the schedule of operations. This could also result in a different
schedule and final result altogether, since semaphores are used to create the schedule for operations via
the happens-before relation.

To know which value a semaphore has during interpretation, we first require that all semaphore_set
statements that set the same semaphore are ordered by the happens-before relation, and that all argu-
ments to semaphore_set are concrete. Given a semaphore_wait statement stmt,, that waits on semaphore
S to be value v, the most recent semaphore_set is defined as the semaphore set statement stmt that sets
S to v such that stmt,, ¥ stmt, and there does not exist another semaphore set stmt} where stmt, > stmt],
and stmt,, ¥ stmt;. When interpreting a semaphore_wait stmt,,, we find the most recent semaphore_set
statement stmt; and add stmt; > stmt,, to the happens-before relation. If there does not exist a most recent
semaphore_set, this is a blocking wait: the interpreter interrupts the task and switches to another until
an appropriate semaphore_set is interpreted.

To avoid explicitly traversing the happens-before relation as a graph to retrieve the most recent

sempahore set, we can simply maintain an array, for each semaphore, that stores a tuple of each
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semaphore_set’s statement instance and value. Since the sets for any given semaphore are totally
ordered, the most recent set can be found by iterating over the array from the beginning until a statement
stmt¢ such that stmt,, ¥ stmt, is found. In our implementation, the function restore_semaphore_values
finds and assigns the appropriate value to all semaphores that have been initialized: this function is used

in Algorithm 3.

7.3.2 Concurrent Interpretation Algorithm

To perform checks for read/write conflicts and handle semaphore waits during interpretation, we
need to represent the happens-before relation. However, this relation is transitive and defined over
statement instances, so explicitly representing it as a graph would be inefficient in both time and space.
We allow approximation for performance and represent, at worst, a subset of the happens-before relation.
This approach may result in false read/write conflicts, but will never miss read/write conflicts: any two
statements that are unordered in the happens-before relation will also be unordered in any subset of
the relation.

We first need to add several features to the interpreter to keep track of variable accesses. Each
statement instance is assigned an ID, which is an integer value that monotonically increases in the order
statement instances are executed by the interpreter. In addition, two arrays are associated with each
memory location in the interpreter: read data and write data. These arrays have an element for each
concurrent task, and every time the variable is read or written, the associated array at the index for the
current task is set to the current statement instance ID.

The main data structure used to check for read/write conflicts is the happens-before matrix H, a 2D
array whose size in both dimensions is the maximum number of concurrent tasks in the program. H[t; ][]
represents the greatest statement ID for statements executed by task ¢, such that subsequent statements
executed by task t; happen after all statements with an ID less than this value. For statements stmt; and
stmt, that belong to tasks t; and t, and have IDs ID; and ID, respectively, the edge stmt, > stmt; can be
added by setting H|[t;|[t,] = ID,. Read/write conflicts can then be checked using Algorithm 2.

Now that we have a way to check for read/write conflicts, we can interpret concurrent programs. Al-
gorithm 3 shows an overview of our concurrent interpretation algorithm, which includes our concurrent

scheduler, adding and checking happens-before information as discussed above, and catching deadlocks.
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Algorithm 2: conflict_exists

Input: Happens-before matrix H, set of new variable accesses A’
Output: true if a possible data race exists between old and new accesses, false
otherwise

1 conflict exists(H,A’)

2 | for each accessa’ € A’:

3 let ¢ = index of task that performed a’
4 let v = variable accessed by a’
5 let C = {get _write data(v)}
if @’ is a write:
7 C =Cu{get read data(v)}
8 for each array d € C:
9 for each task index t € d:
10 ift =1t
11 continue
12 if H[t'][t] = null_stmt_id or d[t] > H[t'][t]:
13 return true

14 return false

The outer loop starting on line 7 represents the concurrent scheduler: while there is a task available
to interpret, the scheduler picks one with get_next_task, executes a statement, and continues. In practice,
the interpreter only needs to switch tasks if the current task cannot continue, so get next task will
return the same task until it either finishes or blocks. Our scheduler is fair; that is, if a task is currently
blocked on a semaphore_wait, the scheduler will move to other tasks to avoid an infinite loop. A task that
is currently blocked will still need to be checked, however, and can be a result of the get next task call
on line 8.

Lines 14-26 handle semaphore waits and task spawns, both of which add happens-before informa-
tion we need to store in H. On interpreting a semaphore wait on a value, the interpreter either needs
to interrupt the current task if the semaphore has not been set to the value or find the most recent
semaphore_set to that value as defined in Section 7.3.1.

After handling task scheduling and semaphore operations, the statement is processed in the same
way as for sequential interpretation: process_statement in Algorithm 3 is the same as defined in
Algorithm 1. In our implementation, the happens-before edge on line 29 is implicitly captured by the

interpreter’s monotonically increasing statement instance IDs.
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Finally, if the loop on line 7 has completed and there remains any tasks that have not completed

— that is, reached the end of their control flow — then it is impossible for any task to make progress,

Algorithm 3: interpret_concurrent_program

Input: Program AST P

Output: Set of CDAGs for each memory cell after interpreting P
1 interpret_concurrent program(P):
2 |letS=@ //program state
3 | let H=@ //happens-before relation

4 | let A=@ //setof variable accesses

5 | t=new task at first statement(P)
6 | letT ={t}

7 | while there exists a task € T in ready state:

8 lett = get_next_task(T)

9 let stmt = get_next_statement(P,t)

10 let A’ = get_variable_accesses(stmt)
11 if conflict exists(H,A’):

12 error: data race

13 A=AUA

14 S = restore_semaphore_values(t)

15 if stmt = semaphore wait(sem, val)

16 if semaphore sem = val:

17 let stmt’ = get_most_recent_set(sem)
18 H = HuU (stmt’ > stmt)

19 else

20 set blocking state(t)

21 continue

22 else if stmt = spawn(block):

23 lett’ = new task at block(block)

24 T=Tut

25 let stmt’ = peek_next_statement(P,t’)
26 H = H U (stmt > stmt”)

27 S = process_statement (S, stmt)

28 let stmt’ = peek_next_statement(P,t)

29 H = H U (stmt > stmt’)

30 | if there exists a task not at the end of its control flow
31 error: deadlock

32 | return S
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and the interpreter reports a deadlock on line 32. If this is not the case, then all tasks have completed

interpretation and the final result (set of CDAGs) computed by the program is stored in S, which can then

be checked for equivalence with another program, either sequential or concurrent.

7.4 Example and Discussion

Our approach provides a conservative analysis of read-write conflict and deadlocks: if there exists a

possible schedule under which these occur, we report so. We illustrate with a simple example in Listing 6.
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// shared
float x;
fifo t f;

void foo(int a) {

a += 1;
x +=1;
f.write(42);

void bar(int a) {
a *= 3;
f.read();
X *= 3;
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// shared
float x;
fifo t f;

void foo(int a) {
a += 1;
X += 1;
semaphore wait(f, READY WRITE);
buffer_f = 42;
semaphore set(f, READY READ);

void bar(int a) {

a *= 3;
semaphore wait(f, READY READ);
buffer f;
semaphore set(f, READY WRITE);
X *= 3;

}

Listing 6: Concurrent interpretation example: foo and bar execute concurrently. The program

on the left uses FIFO operations, and the program on the right is a translation of that program

to our semaphore APIL.

Suppose we execute foo and bar concurrently. To ensure that reads and writes to the shared variable

x do not execute at the same time, under any possible schedule, inserting a blocking FIFO write/read is

sufficient to synchronize them. The semaphore set on line 10 happens before semaphore wait on line

15, so transitively the write to x on line 7 happens before the write to x on line 18: no read/write conflicts

are detected during interpretation. The final CDAG computed for x during interpretation of this program

would be ((x + 1) * 3).
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But suppose the f.write and f.read are absent. We assume zero latency for operations: neither
access to x happens before the other, so the interpreter would report a possible data race on x. However
when synthesizing this program with a particular HLS toolchain, operations have non-zero latencies, and
accesses to x may happen at different cycles even without the blocking FIFO. It is enough to have a latency
of 1 cycle for + and 10 for * (assuming data accesses are achieved in 1 cycle) for this program to execute
foo before accesses to x in bar are executed, leading to a deterministic execution.

Now suppose only f.write is absent. Interpreting foo runs to completion, however bar is actively
waiting (blocking read) on f. As it cannot further change state, we report a deadlock as per Definition 5.

Our approach is a conservative analysis for concurrency correctness, which can incur false negatives:
we may report conflicts that could be addressed by actual timing in the final design. We never generate
false positives: if we report the absence of deadlocks and read/write conflicts, then under any possible

valid concurrent schedule or HLS approach, the programs cannot have conflicts.
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Chapter 8
Experimental Results

All experiments are performed on Intel Alder Lake Core 19 12900K, with 128GB of RAM, 30MB cache
and running at 5.2GHz single-core frequency. All verification experiments use a single CPU core. We use
AMD Vitis HLS v2022.1 to simulate and synthesize designs. Numerous HLS files for realistic accelerators
were provided by Prof. Zhiru Zhang’s team at Cornell for our evaluation: we report verification results

on these files.

8.1 Verifying A Systolic Array Compiler

Systolic array compilers generate high-performance systolic designs from high-level functional
descriptions [24, 50, 77, 84]. However, formally verifying the generated designs remains a challenge due to
the complex transformations during compilation and the dataflow parallel nature of systolic architectures.
Our colleagues at Cornell generated systolic arrays of different sizes for matrix multiply kernels with
AutoSA [84], and we verify the generated HLS program against the input high-level functional description
in C, which is a 5-line matrix-multiply kernel. Table 1 lists the verification results. On the left, we present
sequential-only verification, and when considering fixed-depth FIFOs using coarse-grain dataflow on the
right. The number of Lines of Code (LoC) in the input program, number of statements interpreted (Stmts),
number of nodes in the final CDAGs for the live-in/out variables checked for equivalence (Nodes), time to
complete interpretation of this file, and maximal memory used during the process. We note the significant
time and memory cost of performing deadlock/race detection for any valid concurrent schedule; the
number of concurrent Tasks and number of FIFOs is displayed.

Note that table 1 reports the performance of verifying concurrent programs using a simpler and
more limited support for concurrency than presented in Chapter 7: instead it follows the approached
published [65]. Chapter 7 presents a generalization of concurrent program verification that supports
hierarchical parallelism.

The time to interpret the original 5-line matrix-multiply kernel, and verify the equivalence of CDAGs,

is negligible here. It amounts to 2.5s for 64x64, less than 1s for all others. We have also manually inserted
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bugs in the code, to validate that our tool can successfully catch them. No bugs were found in the codes

produced by AutoSA.
Array Size LoCs #Tasks | #FIFOs #Stmts | #Nodes Time Mem.
2x2 1.1k - - 1.7k 44 0.01s 4MB
22 31 3.3k 44 0.01s 5MB
4x4 1.6k - - 7.5k 304 0.01s 5MB
56 91 17k 304 0.02s 7.5MB
8x8 3.5k - - 41k 2.2k 0.05s 11MB
172 307 109k 2.2k 0.11s 21MB
16x16 10.5k - - 268k 17k 0.32s 46MB
596 1k 787k 17k 1.05s 132MB
32x32 37.6k - - 1.9M 134k 2.76s 447MB
2.2k 4k 6.2M 134k 27.9s 1.6GB
64x64 144.6k - - 14M 1.06M 24.1s 5.9GB
8.5k 16k 54M 1.06M l6m 34GB

Table 1: AutoSA Systolic array verification results. For each array size, the top row is sequen-

tial-only verification, bottom row uses blocking FIFOs.

8.2 Verifying Customizations in HeteroCL

HeteroCL is a domain-specific compiler with decoupled customizations for hardware accelerator
designs [37, 49, 89].

PolyBench/HCL: The team at Cornell implemented and customized the PolyBench polyhedral
benchmark suite [64] with HeteroCL, and we verify the customized kernels. PolyBench consists of 30
kernels covering data mining, linear algebra kernels and solvers, and stencil kernels. We customize the
kernels with optimizations listed in Table 2.

We choose the medium kernel sizes for verification to demonstrate real-world problem sizes. The
number of statements of the medium-size benchmarks ranges from 239K (jacobi 1d) to 1.6 billion
(floyd_warshall), the median number of statements is 22M (heat_3d). Verification time ranges from 1.1
second to 2.1 hours, with a median run time of 192s. The memory footprint ranges from 0.1 MB to 172
GB, with a median memory footprint of 3.5 GB.

BERT: Transformer on FPGA Accelerator: Transformers deliver state-of-the-art performance for

various tasks in NLP and vision [82]. The building block of transformer models is matrix-multiplication,
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Optimization Description

reorder Loop reordering

tile Loop tiling

stream Use FIFO streaming between two HLS kernels
line/window buffer Insert reuse buffers to cache rows/columns of input matrix
write buffer Insert write buffers to cache partial results

double buffer Create ping-pong buffers and alternating read/write logic
unify Unify multiple functions for resource sharing

layout Transform memory layout

Table 2: HLS optimizations considered in evaluation.
which provides abundant opportunities for hardware acceleration [46]. Our colleagues at Cornell built an
FPGA accelerator for the BERT-base model [28] with 12 attention heads, an input feature dimension of
768, and a hidden dimension of 3072 in the feed-forward network. The BERT accelerator is implemented
with HeteroCL, and customized with optimizations listed in Table 2. We deploy the accelerator on an
AMD U280 FPGA with three Super-Logic Regions (SLRs). To meet the timing requirement at the routing
stage, our colleagues added an additional customization to establish new function boundaries to group
kernels and assign them to each SLR. The BERT accelerator verification executes 1.37B statements and

checks 693M CDAG nodes, taking 27 minutes, and has a memory footprint of 56.9 GB.

8.3 Verifying Intel HLS Examples

Since we verify transformations before HLS, our verification method is not limited to any specific
HLS tools or vendors. We verify the example HLS designs from Intel HLS [41] against their C reference
program in the testbench. The Intel HLS sample designs consist of five kernels: counter, image downsam-
ple, interpolation and decimation filters, Gram-Schmidt QR factorization, and YUV-to-RGB color space
conversion. The customizations of the HLS kernels include loop reordering, unrolling, and customized
storage implementation. For example, the interpolation and decimation filter kernels use a temporary
partial delay line to break loop-carried dependency. We verify all five cases in under 2 minutes. The
example with the largest problem size is QR factorization, which takes 63.6 seconds to verify, and has a

memory footprint of 1.4GB.
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8.4 Verifying Compositions of Optimizations

Some optimizations do not change the program semantics alone, but may cause bugs when composed
with other optimizations. Some optimizations only preserve semantics when composed with others.
Our colleagues at Cornell implemented many transformations, both buggy and correct, to evaluate our
system’s ability to verify the correctness of compositions of transformations.

Our colleagues selected two representative kernels to apply specifications of HLS optimizations:
two-conv for two back-to-back 2D convolution kernels, binary-conv for a binary convolution kernel
on 4D input tensors. The input size of the two-conv kernel is 8x8, and both convolution kernels are 3
x3. The binary-conv input size is (N,C,H,W) = (1,3,8,8) and the convolution kernel dimension is
(OC,IC,K,K) = (2,3,3,3). Table 3 shows the verification results on optimizations, including the number

of CDAG nodes and running time. We discuss each specification with cases listed in the table.

Kernel Case | Optimizations Bug Detect | #Node Run
time (s)
two-conv T.1 | line buffer no bug PASS 10.9K 0.03
T.2 | stream access pattern violation v 10.9K 0.02
T.3 | line buffer + stream no bug PASS 10.9K 0.04
binary- B.1 | reorder (nchw — nhwc) no bug PASS 16K 0.2
conv B.2 | line buffer + window buffer no bug PASS 16K 0.2
B.3 | line buffer + window buffer loop order dependency v 16K 0.2
+ reorder violation
B.4 | layout (nchw — nhwc) difference in input memory v 16K 0.2
layout

Table 3: Results of verifying HLS optimization specifications — PASS indicates the optimized
HLS program is bug-free, and the optimized program is verified to be semantically equivalent
to the original program. v/ indicates the optimized HLS program is not semantically equivalent

to the original program, and our tool correctly reports the semantic differences.

FIFO stream and line buffers. The original two-conv program has an array to store the intermediate
result. The second convolution kernel reads the intermediate array in a sliding window. Case T.1 adds a
line buffer to the second convolution kernel to increase data reuse and serialize the data access. Case T.2

simply replaces the intermediate array with a streaming FIFO. Without a line buffer in the second kernel
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to serialize its data access, this optimization causes an access pattern violation. Case T.3 implements the
correct composition of both optimizations.

Loop reorder and reuse buffers. Some HLS optimizations make certain assumptions about the program,
and further optimizations that break the assumptions can cause bugs. For example, reuse buffer insertion
assumes a certain loop order to load correct data. In case B.1, we verify that loop reordering from channel-
first (NCHW) to channel-last (NHWC) does not change program semantics. In case B.2, our colleagues
first inserted a reuse buffer at height (H) loop to create a line buffer, then inserted another reuse buffer at
width (W) loop to create a window buffer, and we verify that inserting reuse buffers does not cause bugs
either. However, when reordering was applied after reuse buffer insertion, the output channel (C) loop is
moved inside the width (W) loop, causing line buffer load repeated input rows. As shown in Table 3 case
B.3, our tool detects this issue caused by optimization dependency violation.

Layout transformations. Our colleagues transformed the memory layout of the input multi-
dimensional array from channel-first (NCHW) to channel-last (NHWC) in case B.4. Memory layout
transformation benefits access locality, but changes the program semantics. Our tool correctly reports the

difference in case B.4.

8.5 Detecting Simulation Mismatches

C simulation can miss critical issues such as over-bound array access, which leads to hard-to-debug
issues and may only be discovered during RTL co-simulation. This case study demonstrates how our
tool efficiently finds memory partition bugs that C simulation does not uncover. Listing 7 shows such an
example: applying array partitioning on a loop kernel with over-bound array access.

Since C/C++ stores arrays in contiguous memory, the over-bound array access A[i][3] overflows to
the next row A[i+1][0]. Such an over-bound access does not happen in the synthesized RTL design. Our
tool symbolically evaluates the array index expression. For array partitioning, it creates separate arrays
for each subarray, and treats the original array as a live-in variable. Therefore, it captures the discrepancy
in array indices before and after the array partitioning.

Our tool takes 0.05s to verify and raise the semantic difference, C simulation takes 21s, while RTL co-
simulation takes 1 minute. it uncovers subtle bugs that C simulation does not raise, while offering faster

debugging and shorter turnaround time.
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int A[4][3], B[31[31, C[3][31;
#pragma array partition var=A dim=1 complete
for (int i = 0; i < 3; i++) {
for (int j = 0; j < 3; j++) {
Cli][j] = ©;
for (int k = 0; k < 3; k++) {
CIil[j] += A[il[k+1] * BLKI[jl;

0 N O U W N

Listing 7: Partitioning array with over-bound access.

8.6 Verification Time and Scalability

We typically verify functions such as GEMM at a rate of about 0.5 million statements per second,
amounting to about 0.8MFlop/s, for problem sizes of 500> and less. The process of proving 2 CDAGs
equivalent is typically a negligible factor in the total time, and time is dominated by the number of
instructions to interpret. Limits are dominated by memory usage: the CDAGs grow in space consumption
linearly with the number of operations, with O(500M) FLOPs in reductions using 50GB. Future work
includes run-time compression of CDAGs for increased scalability.

Note however as illustrated in Section 8.1, for concurrent verification there are significantly more
instructions to execute due to the check-semaphore/update-semaphore operations that need to be
executed, and more importantly, significantly larger space being consumed due to the bookkeeping of

memory snapshots when tasks change status. 64x64 shows limits in memory usage.
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Chapter 9
Conclusion

Proving the equivalence between two different implementations of the same program provides a
verification of correctness of the optimizations for HLS implemented by either humans or tools. Focusing
on source-to-source transformations for HLS and imposing sensible restrictions on the programs sup-
ported, we have developed a framework that can prove that the result of applying numerous fundamental
optimizations, such as data buffering, FIFO-based communications and arbitrary loop transformations,
preserves the exact semantics of the original program [65].

Our framework can also verify the correctness of advanced transformations, such as those imple-
mented by an automatic systolic array generator. However, this comes at the cost of restricting the class
of programs supported to statically-interpretable control-flow programs, which typically requires known
problem sizes at verification time.

While we have provided the foundation for efficient hybrid concrete-symbolic interpretation for
equivalence verification, we are currently researching numerous extensions. First, we target further
extending the class of programs supported: from just SICF programs to allowing more than one execution
path in the program. Supporting even a limited class of conditionals in an input program could signifi-
cantly increase the coverage of our approach. However, to avoid the problem of an exploding number of
paths to explore common to SMT-based approaches, we must restrict the types of paths modeled.

Second, we aim to improve the space complexity of the CDAGs built by the interpreter, which is
currently linear in the number of operations executed. This complexity limits scaling to around a billion
operations using about 100GB of memory. To extend this limit, we will investigate compressing CDAGs
by exploiting regular patterns that occur in loop-based code.

Third, we plan to investigate verifying transformations for applications beyond those targeting HLS.
Support for some OpenMP pragmas has already been added [81], and we plan to additionally support

OpenMP tasks and other representations such as the Multi-Level IR (MLIR) [53] developed in LLVM.
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