OVERVIEW OF SUPERVISORY CONTROL AND DATA ACQUISITION
(SCADA)
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ABSTRACT

The term “SCADA” encompasses many combinations and variations of remote
monitoring and control. SCADA systems are now successfully operating in
irrigation districts throughout the western U.S. An emphasis on good planning,
with the use of high quality equipment and expertise, will help guarantee a
successful project.

INTRODUCTION

SCADA systems in irrigation projects have been in existence for several decades.
However, the vast majority of functional SCADA systems in irrigation districts —
which probably now number at least 150 in the western U.S. — have been installed
within the last 10 years. This paper will present a few of the factors that should
be considered when contemplating installing a SCADA system. Other papers in
the conference will provide specific details about hardware, software, and
applications.

Why SCADA?

The real questions are “Why not SCADA”, or “What form of SCADA is best at
this time for my irrigation district”? Each district will have individual
justifications for SCADA, but there are probably three major reasons why so
many districts are investing in SCADA:

1. Irrigation must retire “art” and shift to an industrial control process, in
which real-time information is constantly used to make appropriate
decisions. Reducing “art” from the process fulfills the need and desire to:

a. Reduce diversions, to maintain in-stream flows in the rivers.
b. Provide more flexibility in water delivery to farmers.

Reduce pumping costs.

Conserve water and sell the conservable water.

Remove the mystery of operation details, so that new employees

can be easily trained, and so that managers can establish clear and

measurable performance guidelines for canal/pipeline operators.
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2 SCADA and Related Technologies

2. There is often a need for automation that requires computers
(Programmable Logic Computers, or PLCs) at remote locations. Because
it is the nature of computers, electronics, sensors, and software programs
to have occasional problems, it is prudent to remotely monitor their
performance at such sites.

3. Some districts have key trouble spots where water levels historically get
too high, or flow rates get too low or high. SCADA provides a means to
remotely monitor those sites in real-time — eliminating tremendous labor
distractions, vehicle mileage, dust, etc.

SCADA CHARACTERISTICS

In this conference, you will be exposed to a variety of “SCADA systems”. Some
systems will be quite elaborate and involve automation, and others will simply be
able to transmit data from remote locations. However, all SCADA systems have
the following components, at a minimum:

1. A sensor

Some type of on-site (a.k.a. “local”) apparatus that creates an electrical

signal that can be transmitted

A local power supply to power the sensor and transmission unit

4. Some type of communication system, such as hard wire, radio,

satellite, phone, etc.

A receiving unit on the other end of the communications

6. Some mechanism to display the information — which may be a simple
alarm bell, computer screen, message on a pager, etc.
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The minimum components listed above would be capable of “remote monitoring”
— which is one-way communication only. However, many systems also include
some type of control capability — which requires two-way communication.

A very simplified depiction of SCADA elements with two-way communication is
seen in Figure 1.
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Figure 1. Conceptual elements of an irrigation district SCADA system that
involves control.



SCADA Overview

Many people use the term “SCADA” to denote the collection and transmission of
data, plus an automation process. An automation process may or may not require
SCADA, so I prefer to separate the two. Not all of ITRC’s SCADA projects
involve automation, and not all of our automation projects involve SCADA. That
said, all of our automation projects that use programmable logic controllers
(PLCs) also incorporate SCADA for remote monitoring, alarms, and the ability to
change target values.

Table 1 is one attempt to categorize various types of SCADA systems.

Table 1. Variations between and within SCADA systems.

Frequency of Sensor

Frequency of Data

Case Basic Function Monitoring Transmission to Office
1. Alarm for high/low Continuous Only if alarm condition exists.
Monitor values
Alarm for specific As often as
2 . once/second, as . . .
. values such as height, Only if alarm condition exists.
Monitor . seldom as once/15
position, temperature .
min.
Remote monitoring of
specific values such as | As often as For river basins — often a few
Monitor height, position, once/second, and as times/day. For irrigation
temperature. No seldom as once/day. districts — often once/minute.
alarming.
4 Once/day remote monitoring
. Cases (2) + (3) 1/sec — 1/day can be over-ridden by an
Monitor . .
alarm exception at any time.
5 1/30 sec — 1/30 minutes.
. Case (4) plus remote . .
Monitor . Slower than 1/minute is
manual control of an 1/sec — 1/15 min
plus outdated and cumbersome for
actuator
manual operators.
6 Case (.5) plus remote l/s.ec —1/15 min. 1/30 sec — 1/30 minutes.
. changing of target With modern . .
Monitor . Slower than 1/minute is
values for local, automation, 1/sec or
plus . . outdated and cumbersome for
. independent more frequent is
Automation ) operators.
automation common.
7 1/sec — 1/15 min. 1/30 sec — 1/30 minutes.
Monitor Case (6) plus feed- With modern Slower than 1/minute will
lus forward between local | automation, 1/sec or often not work with feed-
PIus | controllers more frequent is forward. This is rarely found
Automation . L L, N
common. in an irrigation district.
1/sec — 1/15 min.
*
8 Case (4) plus With modern 1/sec — 1/15 min. This is
Monitor centralized . . ..
. automation, 1/sec or rarely found in an irrigation
plus computation of . .
. more frequent is district.
Automation | gate/pump movements

common.

* - Denotes forms of automation with few examples of sustained success in irrigation districts.

It is common for an irrigation district SCADA system to contain a combination of
the cases in Table 1. For example, a district may have several PLC-automated
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sites, plus some sites where PLCs are used with remote manual operation, plus a
variety of sites that only need monitoring and perhaps alarms.

Overview of Building a SCADA System with Local Automation (Case 6)

An abbreviated flow chart for the process of building a SCADA system for Case 6
(of Table 1) can be seen in Figure 2. Within each of the action blocks are
numerous steps. Within the box labeled “Perform Specific Field Tests”, for
example, ITRC has several pages of procedures. Likewise, for checking the
wiring and calibration of the field PLCs alone we have 12 pages of flow charts.

Selection of
Control/Monitoring Strategy

—————— Surveying Data

Determine locations for control; Hprdware selection
for gate or pump; sensitivity anal)iis_is;
ications

development of performance spec
“«-~-" - - - - - = - Select communications mode(s).
- Local
> - To office

Y - To operators in the field
Build Canal Model in Simulation Model < - To others

¢ Conduct

radio tests l

| Algorithm Selection |
i Decide upon
- Information needed at base station

Characterize the Canal Pools - Frequency of information updates
- Archiving

l - HMI Screen displays

Tuning of the Control Algorithm in : ?tl?rms

the Simulation Model :
————— —>|Specify PLC, sensors, SCADA|— - — — — —»
I
-- - —-—"—-—- - — — -
Characterize the Hardware for Controllability (cable
movement versus vertical gate movement; pump
speed vs. flow rate; etc.)
l — "
Develop PLC-language (Ladder, IsaGRAF, _ -

etc.) program for insertion into PLC _ -
! - '

Develop Tag and Register Lists for [~ - Program the HMI Install all

the HMI communications.

' !

Work with Customer and Integrator on HMI, .
PLC, Sensors, Sensor Calibration, etc. .Use the SCAD.A “?“‘a“y only
in remote monitoring mode.

I !

Perform Specific Field Tests and . .
Verify the Adequacy of the Control. [~ — — — — — — — — » Use SCADA for field de-bugging of

\ automation.

Occasional troubleshooting and
modifications for several months after the
system is commissioned.

Figure 2. Outline for the Process of Design and Implementation of a Case 6
SCADA System.
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Components versus Systems

Figure 2 is meant to illustrate that successful implementation of a SCADA
system, especially one involving automation, is much more complicated than
simply selecting a PLC and some sensors. SCADA systems are composed of
components that have hopefully been selected and connected to work as a
seamless system to satisfy specific objectives.

The components must be carefully selected so that everything “matches”. For
example,

1. A very good sensor might output a voltage signal, but that might be
completely incompatible with a requirement that the signal be transmitted
over a 3000 cable.

2. A specific brand of water level sensor may be excellent, but if a 10 psi
sensor is selected when only a 1 psi sensor is needed, the resolution of the
signal will only be 10% of what is possible.

3. 8-bit sensors connected to 16-bit computer input boards cannot give 16-bit
resolution, or visa-versa.

4. If a control algorithm requires an average of 60 readings/minute, a PLC
that is only capable of obtaining 60 readings in the last 10 seconds of the
minute will provide different control capabilities than one that can obtain
one reading each second during the 60-second period.

5. The power provided to a PLC must be capable of powering all the sensors,
radio(s), PLC, heater, etc. in all weather conditions.

6. Sensors with proprietary software and communications won’t easily fold
into a complete system that can be updated and added to.

The examples above show that there are “matching” or “compatibility”
requirements in two categories:

1. The hardware must be able to physically link together and communicate.
This is the job of the “integrator”.

2. The hardware must be compatible with the control/monitoring objectives.
This is the job of an irrigation automation control specialist, who must
provide specifications to the “integrator”. Control specialists from the
chemical, electrical, transportation, etc. industries have not been able to
successfully apply their control logic to canal systems.

Without getting into detail, it is important to note that discussing a sensor for a
SCADA system is similar to discussing tire selection for a truck. The sensor (tire)
doesn’t make up the entire system, but the system won’t function properly
without the correct sensor (tire). Furthermore, discussing the price of a sensor or
PLC and thinking that this price is a major part of the SCADA system cost is



6 SCADA and Related Technologies

similar to treating the tire costs as a major part of a truck purchase — this is clearly
the wrong approach.

Another analogy is the cost of “free” software. If your time is free, you have a lot
of patience and time on your hands, you won’t need updates in the future, and
your needs are extremely specific and match the software, then the “free”
software may be cheaper than a good commercial software package. However,
one must look at the complete system — not special deals on individual
components. The emphasis with SCADA systems, in my opinion, is QUALITY,
QUALITY, QUALITY — in specifiers, integrators, software, and hardware. Even
in systems with the best-quality components, problems arise. The right SCADA
team can sort out those problems if there is a willingness to work together and an
understanding of the system in its entirety.

So You Are Considering a SCADA System — Expanding on the Thoughts
Above

There are numerous very successful SCADA systems. Irrigation districts that
have successfully implemented them typically quickly expand them and wonder
how they survived without them. But there are also many problem cases. Classic
problems are:

1. Cost overruns

2. Failure to achieve performance expectations

3. Failure to reduce operating costs in order to meet payback expectations
4. The thing just doesn’t work right

Secondary problems include:

Scheduling errors
Interfacing problems
Incompatible equipment
Lack of acceptance
Adverse publicity

SNk W=

In my experience, the problems have arisen because of one or all of the following:

1. Districts are looking for a “silver bullet” that will cure problems quickly
and with little effort.

2. People focus on a few components rather than understanding that they

need to consider a system.

There is no clear plan for the present and future.

4. Districts decide to use the “local electrician” because he/she is a nice
person and dependable, instead of hiring an experienced integrator with
ample successful experience in irrigation district application.

(98]
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5. Districts (or local government agencies) invent their own sensors,

hardware, and software.

Districts start too big, too fast.

7. Not everyone accepts the fact that problems will occur, and that there must
be qualified people to diagnose problems, service equipment and software,
and stick with the problems until they are solved. This takes an on-going
budget.

@

As with any process, there are logical steps to follow in designing and
implementing a SCADA system. These include:

Master planning

Precise specifications

Vendor qualification

Vendor selection

Adequate training and documentation
User tools for future changes

Spares and warranties

Continuous and near-exhaustive testing
Realistic schedules

LRI R W=

The process can take a long time before any actual installation begins. If the
planning is done properly, the installation can be accomplished in a few months.
If the wrong people and planning are involved, the installation may never be
completed satisfactorily.

Master Plan: A master plan identifies the need for automation, the degree of
automation required, what other features are desired, and the budget and cost
justification. This represents the guideline for all the work, so it is necessary to
carefully understand which options are desired and why. The plan must also
consider the impact on operation, instrumentation, training, installation, interfaces
to other utilities (such as electric utilities), public relations, manpower
requirements, future expansion, and expected life of the new system.

Start with the simple considerations. How much will you do yourself and how
much will be contracted out to consultants or vendors? It may well be cost
effective to contract out much of this effort because of the high cost of retaining
in-house experts in planning, considering options, reading the literature, writing
the specifications, training, installing, and programming beyond the normal
operating requirements. However, at the minimum, there will need to be someone
in a project management position to monitor all this effort and ensure that the
system is on time and within the budget.

Integrator: The component selection, matching, installation, and troubleshooting
are so complicated that most successful SCADA projects have utilized an
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“integrator” that assumes responsibility for the complete package. The integrator
generally understands communications, sensors, human-machine interfaces
(HMI), actuators, etc. and can make certain that everything physically moves,
measures properly, and communicates. It is extremely important to understand
that when SCADA is used in a canal automation scheme, the SCADA integrator
will rarely, if ever, understand canal hydraulics, simulation techniques, and
control algorithms and algorithm tuning. These are separate functions that require
an additional expert.

Integrator selection is a very important step since most products and services,
which may appear to have similar functions, can be quite different in use and
flexibility. Most large jobs today require that integrators be “pre-qualified”. Pre-
qualification ensures that the vendor can do the job technically, has a track record
of delivering on time, has the financial backing to support the job even after it is
delivered, and has the in-house project managers to accomplish necessary
integration and subcontracting. During this stage, it is worthwhile to discuss the
potential integrators with previous customers, who are usually ready to praise
their vendor or relate their horror story. Consultants can also be used during the
integrator qualification process, since the consultant usually provides the initial
specifications that the integrator will bill on. Obviously, the consultant must also
have excellent experience and expertise (not necessarily the same things).

HMI: The Human-Machine Interface (HMI) is important. How easy is the system
to operate? Are control and monitoring screens straightforward and is
information easily accessible? For example, an alarm condition that is missed
because it is mixed in with many nuisance alarms is as bad as one that is missed
by the instrumentation. Color is a very important component, especially on
schematic displays, since different colors can be allocated special meanings easily
recognized by the operator at a glance (e.g. blue means open, green means closed,
red means alarm). Further, operator acceptance of the new environment and the
ease of control can make the difference between project success and failure.

Reliability: Reliability is a measure of the system’s ability to minimize downtime
by avoiding failure, or at least to keep operating in a degraded mode by using
special software and hardware such as an uninterruptible power supply (UPS) and
a redundant master computer. The tradeoff includes weighing the extra cost of
the additional equipment against the value of this function and the likelihood of
an outright failure. No machine will run forever and eventually you will have to
shut down your master at least for occasional checkups and preventive
maintenance — managers should be prepared to live with these tradeoffs or buy
reliability up front. ITRC has decided that for control variables in automated
systems, it is essential to have a high level of redundancy in sensors, power
supplies, and A/D converters. Yes, this costs extra and may reduce the number of
sites that can be automated, but it ensures a better chance of success.
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Maintenance: Maintainability is the ease with which fixes or changes can be
made to your system. In the case of hardware, consider what you can fix yourself,
what spares you may need, and how accessible the vendor is for factory returns
and for minor upgrade contracts. Modularity helps maintenance. Placing sensors
so that they can be removed for cleaning/inspections, and be replaced in exactly
the same location without new calibration, is important.

Price and Schedule: After all other criteria have been considered, how much does
it cost and how long does it take to deliver it? Some options may be considerably
more expensive than the alternatives, so you must consider an associated cost for
every choice you make. Dual masters are more expensive than a single master,
but you must bear in mind the associated cost of not having the reliability of
redundant machines. If the cost given by your chosen vendor is more than the
cost of not having a SCADA system, be prepared to live without it. The same is
true of most other features. Any reputable vendor can supply any requirement,
given enough time and money.

Therefore, you should itemize your specifications and bids from potential vendors
to identify the dollar and schedule impact of each of your chosen criteria. Be sure
to leave some flexibility for vendor-recommended alternatives. There may be a
better, cheaper way to do what you want done. Every vendor has a “baseline”
product that includes a readily available set of easily integrated alternatives that
have been proven and tested. That means that one vendor can put together the
lowest bid for one set of criteria, while another will bid lowest on a slightly
different set. To ensure yourself of the best performance for the best schedule and
price, remain open-minded in your choice of options in the original bid
specification. Consider each vendor’s most cost-effective set of alternatives.

SUMMARY

The potential for new and expanded SCADA systems in their many combinations
and variations of remote monitoring and control exists for irrigation districts
throughout the western US. However, in order for districts to fully utilize that
potential, attention must be paid to all of the details — which, in many cases, can
“make or break” a system. An emphasis on good planning, with the use of high
quality equipment and expertise, will help guarantee a successful project.
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