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ABSTRACT 

 
 
 

SAFEGUARDING SENSITIVE DATA: PROMPT ENGINEERING FOR GEN AI 

 
 
 

Generative Artificial Intelligence (GenAI) represents a transformative advancement in 

technology with capabilities to autonomously generate diverse content, such as text, images, 

simulations, and beyond. While GenAI offers significant operational benefits it also introduces 

risks, particularly in mission-critical industries such as national defense and space. The 

emergence of GenAI is similar to the invention of the internet, electricity, spacecraft, and nuclear 

weapons. A major risk with GenAI is the potential for data reconstruction, where AI systems can 

inadvertently regenerate or infer sensitive mission data, even from anonymized or fragmented 

inputs. This is relevant today because we are in an AI arms race against our adversaries much 

like the race to the moon and development of nuclear weapons. Such vulnerabilities pose 

profound threats to data security, privacy, and the integrity of mission operations with 

consequences to national security, societal safety and stability. 

This dissertation investigates the role of prompt engineering as a strategic intervention to 

mitigate GenAI’s data reconstruction risks. By systematically exploring how tailored prompting 

techniques can influence AI outputs, this research aims to develop a robust framework for secure 

GenAI deployment in sensitive environments. Grounded in systems engineering principles, the 

study integrates theoretical models with experimental analyses, assessing the efficacy of various 

prompt engineering strategies in reducing data leakage, bias, and confabulation. The research 

also aligns with AI governance frameworks, including the NIST AI Risk Management 
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Framework (RMF) 600-1, addressing policy directives such as Executive Order 14110 on the 

safe, secure, and trustworthy development of AI. 

Through mixed-methods experimentation and stakeholder interviews within defense and 

space industries, this work identifies key vulnerabilities and proposes actionable mitigations. The 

findings demonstrate that prompt engineering, when applied systematically, can significantly 

reduce the risks of data reconstruction while enhancing AI system reliability and ethical 

alignment. This dissertation contributes to the broader discourse on Responsible AI (RAI), 

offering practical guidelines for integrating GenAI into mission-critical operations without 

compromising data security. This underscores the imperative of balancing GenAI’s 

transformative potential with the societal need for robust safeguards against its inherent risks. 
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CHAPTER 1: INTRODUCTION 

 
 
 

1.1 Background and Motivation 

Generative Artificial Intelligence (GenAI) is a class of AI that represents a transformative 

frontier in technology, capable of autonomously generating content from human-provided 

parameters and by abstracting patterns related to the input data, such as text, images, music, and 

simulations. Figure 1 shows a comparative view of AI, Machine Learning (ML), Deep Learning, 

and GenAI. The human-provided parameters act as constraints and guidelines to the model with 

the relative flexibility of the GenAI approach being contextual and algorithm dependent. GenAI 

can provide novel content incorporating more complexity than traditional predictions and pattern 

identification. AI applications have extended into mission-critical areas such as national defense, 

security, and space exploration. However, alongside these advancements come inherent 

vulnerabilities, such as bias, hallucinations, security risks, lacks in explainability, and data 

reconstruction which is highlighted in this dissertation. With the increased use of GenAI in the 

workplace, the models have the ability to infer or regenerate sensitive data which poses a critical 

risk, especially in interconnected systems behaviors and parameters where breaches in one 

domain can cascade into others, endangering public safety and societal stability. 
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Figure 1. A Comparative View of AI, ML, Deep Learning, and GenAI. (Lytras 2023) 

 

The integrity of mission-critical data in such sensitive sectors is paramount. Mishandling 

or unauthorized inference of such data can lead to catastrophic outcomes, ranging from 

operational failures in space missions to breaches that jeopardize national security. This dual 

challenge of leveraging GenAI’s capabilities while safeguarding sensitive data underscores the 

need for robust governance frameworks and technical solutions tailored to mitigate these risks. 

1.2 Motivation 

When companies are awarded a program with developing a product in an unclassified 

environment, but the mission content is sensitive, discretion is a key to program management. 

The requirements become vague, discrete, and ambiguous to not expose sensitive information. 

GenAI has a vast database that helps it generate data even if you provide limited data. What 

prevents GenAI from reconstructing the data and causing a security risk? Incidents highlighting 
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GenAI's vulnerabilities have underscored the need for actionable solutions. For instance, cases 

where generative models inadvertently revealed proprietary or classified information 

demonstrate the pressing risk of data reconstruction. These failures highlight the gap in current 

practices and the necessity for a balanced approach that integrates technological safeguards with 

ethical governance. 

The interconnected nature of infrastructure systems further amplifies the stakes. A breach 

in one component, such as data mishandling by GenAI systems in defense and/or space, could 

cascade into critical national defense infrastructures, creating systemic vulnerabilities. Thus, it is 

imperative to develop strategies that ensure responsible deployment of GenAI, safeguarding 

mission data while enabling operational advancements. 

1.3 Problem Statement 

The potential of GenAI to reconstruct sensitive data poses significant risks to privacy, 

security, and mission success in sensitive domains. Without tailored mitigation strategies, these 

systems risk becoming liabilities rather than assets, undermining trust and operational 

effectiveness. Current approaches to AI governance and risk management lack specificity in 

addressing the unique challenges posed by GenAI, particularly in mitigating risks of data 

reconstruction. 

1.4 Research Objectives 

This dissertation seeks to bridge the gap between GenAI innovation and risk mitigation by 

focusing on the role of prompt engineering as a strategic tool. The research objectives are as 

follows: 

1. To explore how prompt engineering can mitigate the risks associated with GenAI, 

particularly risks associated with data reconstruction vulnerabilities. 
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2. To develop a robust framework for secure GenAI deployment in mission-critical 

domains, emphasizing the defense and space industries. 

3. To align technical strategies with governance frameworks, ensuring compliance with 

ethical and operational standards. 

1.5 Significance 

Organizations integrating GenAI into their operations face a complex duality: harnessing 

the benefits of these advanced systems while safeguarding data integrity and adhering to legal 

and ethical standards. This research contributes to bridging this gap by providing actionable 

insights into prompt engineering’s potential to reduce risks while enhancing operational 

reliability. 

By contributing to the field of Responsible AI (RAI), this study advances both theoretical 

understanding and practical applications. The proposed framework will serve as a vital resource 

for stakeholders in sensitive industries, offering guidelines that align with established 

frameworks such as the National Institute of Standards and Technology (NIST) AI Risk 

Management Framework (RMF) 600-1 that address the Executive Order (EO) 14110 from 

President Joe Biden on October 31, 2023 on Safe, Secure, and Trustworthy Development and 

Use of Artificial Intelligence. 

1.6 Dissertation Structure 

 This dissertation presents practical prompt engineering techniques that can be used day-

to-day use of GenAI with sensitive systems. To address this topic, the content of this paper is 

organized as follows: 

Chapter 1: Introduction provides the foundational context for the research, outlining the 

background, motivation, problem statement, research objectives, and the significance of the 
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study. It establishes the critical need for mitigating GenAI data reconstruction risks in sensitive 

domains such as defense and space exploration, framing the relevance of prompt engineering 

within this context. 

Chapter 2: Literature Review explores the evolution of artificial intelligence, the emergence 

of GenAI, and its transformative capabilities alongside associated risks. This chapter examines 

key areas such as data privacy vulnerabilities, the principles of Explainable AI (XAI), 

Responsible AI (RAI), and existing AI risk management frameworks, including the NIST AI 

RMF 600-1. Case studies are presented to illustrate real-world incidents of data exposure and 

reconstruction, highlighting the gaps in current risk mitigation strategies. 

Chapter 3: Theoretical Framework presents the theoretical foundation of the research, 

integrating systems engineering principles, mission engineering, and risk management 

methodologies to support the development of a prompt engineering framework. This chapter also 

discusses the alignment of the research with Executive Order 14110 and the NIST AI RMF 600-

1, emphasizing how prompt engineering can be systematically applied to enhance AI system 

security and governance. 

Chapter 4: Methodology details the mixed-methods research design, which combines 

experimental analysis, theoretical exploration, and qualitative data from industry interviews. It 

describes the experimental setup, including baseline and intervention phases, the application of 

various prompt engineering techniques, and the metrics used to evaluate their effectiveness. The 

methodology also outlines ethical considerations and the limitations of the study. 

Chapter 5: Experiment and Results presents the experimental results, comparing outputs 

generated without prompt engineering (baseline) to those influenced by specific prompt 

engineering strategies (intervention phases). The findings are analyzed to assess the reduction in 
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data reconstruction risks, the mitigation of biases, and improvements in the ethical alignment of 

GenAI outputs. Qualitative insights from industry interviews are also integrated to contextualize 

the experimental data within real-world operational environments. 

Chapter 6: Analysis and Discussion provides a comprehensive analysis of the experimental 

results, interpreting the findings within the broader context of GenAI risk management and 

Responsible AI practices. It compares the effectiveness of prompt engineering with other 

mitigation strategies, such as XAI and data encryption, and discusses the implications for secure 

GenAI deployment in sensitive domains. The chapter also addresses the limitations of the 

research and offers recommendations for future studies. 

Chapter 7: Conclusion summarizes the key findings and contributions of the dissertation, 

highlighting the theoretical advancements and practical implications of using prompt engineering 

to mitigate GenAI risks. It provides policy recommendations, strategies for secure AI 

deployment, and guidelines for integrating prompt engineering into existing risk management 

frameworks. The chapter concludes with reflections on the societal importance of responsible 

GenAI development and outlines potential directions for future research. 

The entire flow of the dissertation is shown in Figure 2, showing how research of current use 

and risk of GenAI can lead to a practical technique that can be implemented in day-to-day use of 

GenAI. 
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Figure 2. Dissertation Content Roadmap 
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CHAPTER 2 : LITERATURE REVIEW 

 
 
 

2.1 Historical Context 

The rapid evolution of artificial intelligence (AI) over the past decades has not only 

transformed the technological landscape but has also introduced complex challenges, particularly 

as AI systems have become more integrated into the various industries and domains. This 

chapter explores the historical development of AI, focusing on the emergence and capabilities of 

Generative AI (GenAI), the associated risks, and frameworks developed to ensure responsible 

deployment. Furthermore, it examines the intersection of explainability and responsible AI 

practices as foundational elements of governance and trust. 

The history of Artificial Intelligence (AI) can be visualized as a journey marked by 

transformative milestones, each one shaping its evolution and direction. Figure 3 is a timeline of 

major AI history. It began in the 1940s and 1950s with Alan Turing laying the groundwork. His 

idea of a "universal machine" capable of computation and his famous Turing Test introduced the 

world to the possibility of machines that could think. This foundational period also saw the early 

stirrings of machine learning and reasoning, driven by researchers like John McCarthy. Fast 

forwarding to 1956, AI took center stage at the Dartmouth Conference, where McCarthy and 

Marvin Minsky formally established it as a field. Programs like the Logic Theorist and ELIZA 

showcased early breakthroughs, but the limitations of technology led to the first "AI winter" in 

the 1970s, with funding and interest drying up. 

AI rebounded in the 1980s with the rise of expert systems, rule-based programs designed 

to tackle complex tasks. These systems, like MYCIN in medical diagnosis, demonstrated the 

practical potential of AI and reignited both investment and excitement. Then came the 1990s and 
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early 2000s, when AI took a major leap forward with the advent of machine learning. IBM's 

Deep Blue famously defeated chess champion Garry Kasparov in 1997, signaling a new era. The 

rise of neural networks and deep learning models, powered by big data and advanced GPUs, 

pushed AI into mainstream applications by the 2010s, from image recognition to natural 

language processing. 

Now, we’re in the era of generative AI, where systems like GPT and other large language 

models are creating text, images, and beyond. These advancements are revolutionizing industries 

while sparking important conversations about ethics, accountability, and AI’s impact on society. 

From its theoretical origins to its transformative presence today, AI’s journey continues to 

unfold, pushing boundaries and shaping the future in ways we’re only beginning to understand. 

 

Figure 3 History of AI 

Conception   
(1940s-1950s)• "Imitation Test" 

By Alan Turing• "Learning 
Machine" By John 
Von Neumann

Early 
Development 
(1950s-
1960s)•Dartmouth 

Conference•Logic Theorist 
by Allen Newell 
and Herbert 
Simon•The Perceptron 
by Frank 
Rosenblatt

AI Winter      
(1970s-1980s)•Challenges in 

achieving 
significant 
breakthroughs 
due to limited 
processing power•Expert systems 
emerged (rule 
based)

Machine 
Learning 
(1990s-2000s)•Advancement in 

ML and 
computational 
power•Progress in 
applications 
(speech 
recognition and 
natural language 
processing)

Deep Learning 
Revolution          
(2010s-Present)•Deep learning 

(multilayer neural 
network)•Achieved image 
recognition, language 
translation, 
autonomous vehicles, 
GenAI
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2.2 Emergence of GenAI 

GenAI is defined as “the class of AI models that emulate the structure and characteristics of 

input data in order to generate derived synthetic content. This can include images, videos, audio, 

text, and other digital content.” (EO 14110, 2023). GenAI signifies a major advancement in AI 

capabilities. Unlike earlier AI systems focused on classification and prediction, GenAI can 

generate novel content by learning and extrapolating from training data. This advancement stems 

from the different models that are available. We will discuss the popular models such as 

Generative Adversarial Networks (GANs), Variational Autoencoders (VAEs), Transformers. 

Figure 4 shows the different types of GenAI models.  

 

Figure 4 Generative Artificial Intelligence Models 

  

GAN was introduced by Goodfellow et al. in 2014 as a model different from their 

descriptive counterparts because it generated new data samples that closely resembled the 

patterns in the training data. The model has a generative model and discriminative model that are 

put against each other. “The generative model can be thought of as analogous to a team of 

counterfeiters, trying to produce fake currency and use it without detection, while the 

discriminative model is analogous to the police, trying to detect the counterfeit currency.” 

(Goodfellow et.al, 2014). GANs are now widely used for realistic image creation within common 

applications. Figure 5 shows the GAN architecture and process of how it works. 
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Figure 5 GAN Architecture (Little, et al. 2021) 

 

 Variational Autoencoders (VAEs) are known for their ability to generate high-quality 

latent representation/reconstructions. VAEs were meant to address data samples that closely 

resemble a given dataset by learning the underlying probability distribution of data. It also 

addresses the latency space in autoencoders and provides a generative capability to the space. 

VAE has two independent models the encoder/recognition model (input data into a latent space 

and outputs the mean and standard deviation) and decoder/generative (ingests sampled latent 

vector and reconstructs original input) model. An article describes “The recognition model 

delivers to the generative model an approximation to its posterior over latent random variables” 

and “Reversely, the generative model is a scaffolding of sorts for the recognition model to learn 

meaningful representations of the data” (Kingma et al, 2019). Figure 6 illustrates the architecture 
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and loss function of a VAE using a combination of reconstruction and similarity loss that 

encourages latent space to be smooth and continuous to generate new samples efficiently. 

 

 

Figure 6 VAE Architecture (Anwar, A, 2021) 

 

 Transformer models process sequences at once using self-attention to weigh the 

importance of different data based on their context. Self-attention is described as “an attention 

mechanism relating different positions of a single sequence in order to compute a representation 

of the sequence.” (Vaswani, A. et al., 2023) It learns patterns from large amounts of data. A 

recently well-known example of this is OpenAI’s ChatGPT which is a Generative Pre-trained 

Transformer. Figure 7 illustrates the architecture of a transformer with an encoder on the left and 

decoder on the right, both with stacked layers. Both components have a level of familiarity with 

a few differences. The decoder has an additional layer of masked multi-head attention (prevents 

peeking at future tokens), receives input from the encoder output, passed thru linear and SoftMax 

to generate probability over the vocabulary.  
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Figure 7 Transformer Architecture (Vaswani, A. et al., 2023) 

 

GenAI models such as GANs, VAEs, and Transformers represent the forefront of innovation 

in artificial intelligence, redefining how machines can learn and generate new content. Each 

model brings unique strengths to the table: GANs excel at creating realistic outputs through 

adversarial training, VAEs offer a structured approach to generating latent representations, and 

Transformers leverage self-attention mechanisms to process and generate sequential data 



14 

effectively. Together, these advancements highlight the growing potential of GenAI to drive 

transformative applications across industries, from image synthesis and text generation to more 

complex domains like video creation and beyond. As GenAI continues to evolve, its ability to 

generate synthetic yet highly realistic content will further expand the boundaries of what is 

possible with artificial intelligence. 

2.3 Systems Engineering and Risk Management 

The International Council on Systems Engineering (INCOSE) defines Systems 

Engineering as a transdisciplinary and integrative approach to enable the successful realization, 

use, and retirement of engineered systems, using systems principles and concepts, and scientific, 

technological, and management methods (INCOSE 2019). Figure 8 is an illustration of the 

Systems Engineering Vee which was developed to provide a clear picture of an industry project 

and how this process is to meet user expectations and requirements.  

 

 

Figure 8 Systems Engineering Process (INCOSE 2011) 
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 Risk management is the process of identifying, assessing, and mitigating potential losses 

to an organization. This encompasses two high level concepts of risks (unfavorable outcomes) 

and opportunities (favorable outcomes). Risk management is an iterative process that is typically 

performed by the systems engineer and project manager; every program has some level of risk. 

This relates to the systems engineering process because as the program goes through the lifecycle 

the risks will evolve and new risks will arise as the design matures and/or in the latter half of the 

process, such as during unit testing or day-to-day operations. Historically, risk management has 

been used to assess the cost and schedule impact to a program. In the present time, systems are 

becoming more complex which increases more uncertainty from a technical aspect. Risk 

management typically includes the development of a risk management approach, selecting risk 

management tools, identification of potential risks, evaluating risks based on cost, schedule, and 

technical impacts, prioritizing the risks, developing a mitigation plan, and monitoring progress to 

burn down the risk. Figure 9 illustrates the risk management process that is iterative at every 

stage of the program per the Systems Engineering process in Figure 8.  
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Figure 9 Typical Risk Management Iterative Process 

 

2.4 Applying Systems Engineering and Risk Management to GenAI 

Systems Engineering and Risk Management are critical factors for GenAI system 

development because the structured approach and best practices should be applied when 

developing and deploying GenAI systems. In the Systems Engineering process, it includes 

requirement analysis and use case development which aids in the identification of potentials risks 

early in the life cycle. The iterative process discussed in the previous section should be applied to 

identify, assess, and mitigate potential risks as the system iterative evolves through the life cycle. 

Risk management methodologies evaluate the likelihood and impact of those identified risks, 

such as dataset bias, security/privacy issues, and ethical concerns with the GenAI output. Figure 

10 illustrates a simple approach to measure AI risk by measuring Intent and Usage. It categorizes 

risk into four possible types: Misuse, Misapplication, Misrepresentation, and Misadventure. 

Systems Engineering can perform risk mitigation, implement safeguards, and collaborate with 
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other components to address the potential risks. Systems Engineering and Risk Management 

continuously monitor the risks during the development/deployment of GenAI to identify 

emerging risks and adapt mitigation strategies.  

 

 

Figure 10 Four Types of GenAI Risk (Isik et al. 2024) 

 

2.5 AI Risk Management Frameworks 

AI Risk Management Frameworks (RMF) are used to address complex challenges posed 

by AI systems to ensure responsible development, deployment, and maintenance. RMFs provide 

a structured method for identifying, assessing, and mitigating risks while considering safety, 

ethics, and accountability. The notable AI RMFs found during research are the NIST AI RMF, 

ISO/IEC 42001 AI Management System, and European Union (EU) Artificial Intelligence Act. 

Each framework has a different approach to manage and deploy AI systems. 
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2.5.1 EU AI Act 

 The EU AI Act is a proposes regulations for AI systems within the EU to protect 

fundamental rights and safety. This act categorizes AI systems by their risk levels into three 

categories from unacceptable risk, high-risk applications, applications not explicitly banned or 

high risk are left unregulated. This act also comes with an AI Act Compliance Checker that helps 

identify obligations with your organizations AI Systems and “to help SMEs and startups better 

understand whether they might have any legal obligations under the EU AI Act or whether they 

may implement the Act solely to make their business stand out as more trustworthy” (European 

Commission 2024). 

2.5.2 ISO/IEC 42001 

 ISO/IEC 42001 establishes an AI Management System (AIMS) that focuses on ethical 

AI, compliance transparency, and trustworthiness that can be applied within organizations. 

ISO/IEC 42001 is the “world’s first AI management system standard, providing valuable 

guidance for this rapidly changing field of technology” (International Organization for 

Standardization, 2023) 

2.5.3 NIST AI RMF 600-1 

  The NIST AI RMF 600-1 is a framework that offers voluntary guidance to organizations 

on how to manage risks associated with GenAI. It was developed as a companion resource to the 

NIST AI RMF 1.0 and to address the EO 14110. This framework covers GenAI risks across 

domains and use cases and “provides a set of suggested actions to help organizations govern, 

map, measure, and manage these risks” (National Institute of Standards and Technology, 2024). 

 Among the three frameworks, the NIST AI RMF 600-1 stands out as highly adaptable 

and widely applicable framework that can be used across diverse industries. The RMF’s 
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identified four functions (map, measure, manage, and govern) provide a tailorable approach to 

manage GenAI risks. The map function focuses on understanding the context, scope, and 

potential risks of an AI system. The measure function focuses on quantifying and evaluating 

risks. The management and govern functions provide guidance to organizations on how to 

implement and sustain effective risk mitigation strategies throughout the system life cycle. Due 

to this RMFs adaptability, emphasis on trustworthiness, voluntary adoption, and ability to equip 

organizations is the reason it was selected to be a foundation of this research, and an applicability 

matrix was built to compliment it. The top three risks of each Action ID are included in 

Appendix A-D. Figure 11 is a snippet of the NIST AI RMF 600-1 subcategory with a suggested 

mitigation action and associated GenAI Risks. 

 

 

Figure 11 NIST AI RMF 600-1 Govern 1.1 Subcategory (National Institute of Standards and 
Technology, 2024) 

 

2.6 Risks Associated with GenAI 

While GenAI offers transformative capabilities, its deployment introduces a range of risks, 

requires an abundance of understanding and proactive mitigation strategies. NIST AI RMF 600-1 

highlights the following risks which are used as a foundation for this research: Iinformation 

Security, Human-AI Configuration, Harmful Bias or Homogenization, Value Chain and 
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Component Integration, Data Privacy, Information Integrity, Intellectual Property, CBRN 

Information or Capabilities, Confabulation, Dangerous, Violent, or Hateful Content, Obscene, 

Degrading, and/or Abusive Content, Civil Rights Violation, and Environmental Impacts. 

2.6.1 Information Security Risk 

By automating the discovery and exploitation of vulnerabilities, AI could enhance cyber-

attacks. For instance, AI can generate sophisticated phishing emails, malware, or hacking tools at 

scale, making it easier for malicious actors to conduct cyberattacks. The ability to automate these 

processes “could potentially discover or enable new cybersecurity risks by lowering the barriers 

for or easing automated exercise of offensive capability” (National Institute of Standards and 

Technology 2024). This underscores the need for robust cybersecurity measures to defend 

against AI-augmented attacks and protect critical infrastructure, sensitive data, and 

organizational assets. Another scenario that aligns with information security is where data 

reconstruction risks arise from unauthorized access or exploitation of vulnerabilities in AI 

models or systems. Attackers could leverage adversarial techniques, such as model inversion or 

membership inference attacks, to extract data from the model, compromising the confidentiality 

of the information. 

2.6.2 Human-AI Configuration 

 The interaction between humans and AI systems introduces risks associated with how 

individuals perceive and respond to AI. Over-reliance on AI, where users trust its outputs, can 

lead to automation bias and ill-informed decisions. Conversely, algorithmic aversion, where 

users reject AI insights due to a lack of trust, may prevent the effective use of AI in critical tasks. 

These issues highlight the importance of designing systems that are transparent, interpretable, 
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and aligned with human cognitive and emotional needs. AI does not do well with replicating 

human perspective, experiences, and domain-specific expertise. 

2.6.3 Harmful Bias or Homogenization 

AI systems trained on historical, societal, or systemic biases are at risk of amplifying and 

perpetuating these biases, leading to discrimination and inequality. For instance, biased training 

data in hiring algorithms could disproportionately favor certain demographics while 

marginalizing others. Language models trained on unrepresentative data may exhibit 

performance disparities across languages or cultural contexts. Another risk is homogenization, 

where AI systems prioritize certain norms or perspectives that lead to outputs that lack diversity 

or nuance. This could result in erroneous decision-making, suppression of minority viewpoints, 

and the amplification of harmful ideologies.  

During the development of this research, a short experiment was completed for a 

conference that evaluated the bias in OpenAI’s ChatGPT 3.5. In this experiment we asked 

ChatGPT to provide us job recommendations for male and female ten times each gender, then 

performed another way with a pre-prompt that encouraged diversity, avoided gendered language, 

created intersectionality, promoted fair representation, and promoted gender neutral policies. 

Figure 12 shows the results of the control test which highlights the bias. Figure 13 shows the 

results of the test with the pre-prompts which resulted in a reduction in bias. 



22 

 

Figure 12 Analysis of ChatGPT 3.5 Gender Job Recommendation 
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Figure 13 Analysis of ChatGPT 3.5 Pre-Prompt Gender Job Recommendation 

 

2.6.4 Value Chain and Component Integration 

The integration of AI within value chains and system components presents unique 

challenges and risks in ensuring compatibility, reliability, and security across systems. As AI 

technologies are increasingly embedded into supply chains and manufacturing processes, the 

potential for cascading failures grows. For instance, a malfunction in an AI-driven component 

can propagate errors throughout an entire system, disrupting operations and inefficiencies. If 
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these components are not rigorously vetted or aligned with the broader system’s requirements, 

they may introduce vulnerabilities, such as unforeseen biases, compliance issues, or security 

risks. 

2.6.5 Data Privacy 

AI systems often rely on vast amounts of data which inherits a lot of risks. The risks 

include unauthorized access, leakage, and the de-anonymization of sensitive information such as 

mission, biometric, health, or location data. AI models trained on improperly anonymized 

datasets could inadvertently reveal sensitive personal details. Additionally, the ability of 

generative AI to recreate patterns from its training data poses risks of exposing confidential 

information embedded within those datasets. This threat could lead to severe consequences, 

including identity theft, reputational damage, or financial loss.  

Data reconstruction risk involves the potential re-identification or reconstruction of 

original data from anonymized or aggregated datasets. This poses a significant privacy concern 

because it undermines efforts to protect sensitive mission data or personally identifiable 

information (PII). If GenAI reconstructs sensitive mission data from the defense or space 

industry it could result in mission failure 

2.6.6 Information Integrity 

AI has dramatically lowered the barriers to creating and disseminating false or misleading 

content, complicating efforts to distinguish between fact and fiction. This erosion of information 

integrity enables large-scale misinformation and disinformation campaigns, often targeting 

vulnerable populations or exploiting divisive issues. For example, generative AI can create deep 

fake news, images, or videos that spread quickly across social media platforms. These 
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capabilities can undermine public trust, fuel polarization, and destabilize democratic institutions. 

The lack of mechanisms to flag or verify AI-generated content exacerbates the problem. 

2.6.7 Intellectual Property 

AI poses complex challenges in intellectual property (IP) that concern ownership, 

attribution, and the misuse of copyrighted material. GenAI systems often rely on training data 

that may include copyrighted works that lead to disputes over whether their outputs infringe on 

existing IP protections. This raises questions about the legality and ethicality of using 

copyrighted material in training datasets, especially when the source material is not properly 

disclosed or credited. As GenAI outputs become indistinguishable from human-created works, 

determining ownership of these creations becomes increasingly ambiguous. For instance, if an 

AI system produces a piece of art or an innovative design, it is unclear whether the rights belong 

to the developer, the organization deploying the AI, or the individual who provided input 

prompts. These unresolved issues necessitate updated legal frameworks to address the 

complexities of IP in AI. 

2.6.8 CBRN Information or Capabilities 

The accessibility of information and capabilities related to chemical, biological, 

radiological, or nuclear (CBRN) threats represent a significant danger posed by advanced AI 

systems. The misuse of AI to streamline or automate the design, development, or distribution of 

weapons could lower the technical barriers for malicious actors. This could lead to an increase in 

nefarious capabilities that empower adversaries to create threats that have limited access. 

Moreover, AI could be exploited to optimize the effectiveness of these materials, further 

amplifying the potential damage. 
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2.6.9 Confabulation 

Confabulation, often referred to as “hallucination,” occurs when AI systems generate 

content that is confidently presented as factual but, spontaneous deep fakes. This issue 

undermines trust in AI-generated information and can have far-reaching consequences, 

particularly in high-stakes domains like defense, space, or healthcare. For example, in healthcare, 

an AI model could confidently provide inaccurate medical advice, potentially endangering lives. 

The risk is highlighted by the growing adoption of generative AI in everyday applications, where 

users rely on its outputs without verifying accuracy. 

2.6.10 Dangerous, Violent, or Hateful Content 

AI has significantly reduced the effort and expertise required to produce and distribute 

violent, inciting, or radicalizing content. This includes the creation of propaganda or materials 

encouraging illegal activities but also recommendations for self-harm or harmful ideologies. The 

automated nature of AI amplifies the scale of exposure to such content. GenAI content can 

perpetuate stereotypes or hate speech, targeting specific communities or individuals, leading to 

societal polarization and real-world harm. These issues highlight the need for robust mechanisms 

to detect, flag, and suppress harmful content at its source. 

2.6.11 Obscene, Degrading, and/or Abusive Content 

GenAI can generate obscene, degrading, or abusive content, posing significant risks to 

societal well-being and raise ethical concerns. Generative models can inadvertently produce 

offensive material, including explicit content, discriminatory language, or depictions of violence. 

The ease with which such content can be created and disseminated increases the risk of harm. 

Furthermore, the lack of effective content moderation mechanisms can allow GenAI abusive 

material to spread on digital platforms, causing cyberbullying, harassment, and societal 
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polarization. The challenge lies in developing systems capable of identifying and filtering 

harmful content while maintaining freedom of expression and avoiding excessive censorship. 

This underscores the need for AI systems to incorporate safeguards, such as robust ethical 

guidelines, content moderation tools, and transparency. 

2.6.12 Civil Rights Violation 

The use of AI systems in sensitive domains, such as criminal justice, employment, 

housing, and healthcare causes potential for civil rights violations. Biased data used to train 

facial recognition systems has resulted in misidentifications that disproportionately impact 

people of color. AI-driven hiring algorithms have been shown to replicate historical biases in 

recruitment, disadvantaging certain groups based on race and gender. Addressing these risks 

requires rigorous auditing, transparency in algorithmic decision-making, and the development of 

frameworks to ensure fairness and accountability in AI systems deployed in high-stakes 

environments. 

2.6.13 Environmental Impacts 

Training and operating large-scale AI models require significant computational resources, 

leading to increased energy consumption and carbon emissions. Training a state-of-the-art 

language model can consume as much energy as powering several households for a year. The 

reliance on high-performance computing facilities and data centers exacerbates this problem, as 

many are powered by non-renewable energy sources. An example is an Irish data center that 

spikes Ireland’s electricity consumption more than 21% (Moss, 2024). This contributes to 

climate change and places additional stress on ecosystems. Mitigating these impacts requires 

innovation in energy-efficient AI models, improved hardware, and a shift toward renewable 

energy sources in AI infrastructure. 
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2.7 Defense and Space Information Security 

Information security in the defense and space sectors is a critical priority, given the 

sensitivity and strategic importance of the data and systems involved. These domains manage 

vast amounts of classified and mission-critical information, ranging from satellite 

communications, surveillance data, operational command systems, and advanced technologies. 

Ensuring the confidentiality, integrity, and availability of this information is essential to 

safeguard national security, protect assets in space, and maintain operational effectiveness in 

defense missions. Classified information is defined per EO 13526, Classified National Security 

Information. 

One emerging and significant concern in these domains is the potential risks posed by 

GenAI. GenAI technologies offer advanced capabilities for data analysis, simulation, and 

operational planning, also new vulnerabilities. For example, generative AI systems can be 

exploited to craft sophisticated phishing campaigns, produce convincing deepfakes for 

disinformation, or even replicate sensitive design blueprints when trained on defense-related 

data. In the wrong hands, these capabilities could enable adversaries to conduct large-scale 

cyberattacks, undermine the credibility of information systems, or disrupt critical decision-

making processes by injecting false data or creating realistic but fake scenarios. 

GenAI also poses risks to information security through data leakage or reconstruction. If 

improperly managed, GenAI models trained on sensitive defense and space data could 

inadvertently expose classified information. Techniques such as model inversion attacks or 

membership inference attacks allow malicious actors to reconstruct or extract proprietary 

information embedded in the AI system's training data. This concerns defense and space 

applications, where even the slightest breach of confidentiality could have far-reaching 

consequences for national security and global stability. 
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GenAI also amplifies the challenges of defending against insider threats and supply chain 

vulnerabilities. Generative models can be used by insiders or malicious actors in the supply chain 

to generate malicious code, bypass traditional detection systems, or design counterfeit 

components that mimic authentic hardware or software. This raises the stakes for ensuring robust 

supply chain integrity and insider risk management practices. The reliance on GenAI for 

operational functions, such as automating satellite telemetry analysis or optimizing defense 

logistics, introduces risks of over-reliance, where operators may trust AI output without rigorous 

validation. 

In addition to these risks, the rapid adoption of GenAI technologies in defense and space 

systems creates new attack surfaces. Adversarial attacks on GenAI models, such as data 

poisoning or manipulation of training datasets, could compromise their functionality and 

reliability. For example, poisoning a GenAI system used for satellite trajectory prediction or 

mission planning could result in flawed outputs that disrupt operations or endanger critical 

missions. Similarly, generative AI could be used to simulate or replicate false operational 

scenarios, misdirecting responses or creating confusion during crisis situations. 

To address these challenges, defense and space organizations must prioritize integrating 

robust cybersecurity measures specific to GenAI. This includes implementing safeguards to 

prevent unauthorized access to training data, deploying monitoring tools to detect adversarial 

attacks, and maintaining transparency in GenAI decision-making processes to ensure their 

reliability. Standards for data governance, ethical AI use, and robust risk assessment must also 

evolve alongside the rapid advancements in GenAI technology.  
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2.7.1 DoD Manual 5200.01 

The Department of Defense Manual (DoDM) 5200.01, Protection of Classified 

Information, is a manual that provides guidance on how to safeguard, store, destroy, transmit, 

and transport classified information. This manual mentions “DoD Component shall have a 

system of control measures that ensure access to classified information is limited to authorized 

persons” and “Everyone who works with classified information is personally responsible for 

taking precautions to ensure that unauthorized persons do not gain access to classified 

information” (DoD, 2012). This manual does not mention AI or GenAI and should go through a 

revision change to include mitigation strategies and guidance on using AI in defense and space 

programs. 

2.8 Explainable and Responsible AI (XAI and RAI) 

The integration of GenAI into sensitive domains demands systems that are not only 

effective but also transparent, fair, and accountable. Explainable AI (XAI) and Responsible AI 

(RAI) frameworks provide the foundation for achieving these objectives.  

XAI is a subset of AI that provides a clear systematic understanding of how the model 

processes data inputs. Traditional AI models have complex deep neural networks that function as 

“black boxes” where it is difficult to interpret how inputs are transformed into outputs. This lack 

of transparency leads to skepticism, misuse, and mistrust in AI systems.  

RAI goes beyond interpretability and encompasses ethical, legal, and societal 

considerations when developing and deploying AI systems. RAI focuses on enabling AI systems 

to be fair, unbiased, inclusive, secure, and aligned with human values.  
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2.8.1 Explainable AI Techniques 

XAI seeks to demystify the inner workings of AI systems through techniques such as 

Local Interpretable Model-Agnostic Explanations (LIME), Deep Learning Important Features 

(DeepLIFT), decision trees and Bayesian classifiers, and Shapley Additive Explanations 

(SHAP). 

The use of LIME, which explains the Machine Learning (ML) algorithm around the 

instance being predicted. Figure 14 is an example of LIME. The background colors (blue and 

pink) are the original model decision. The big red cross is the instance being explained and the 

local crosses are other sample instances and weights.  

 

 

Figure 14 LIME Example (Riberio, 2016) 

 

The use of DeepLIFT, which compares neuron activation to a reference neuron. This is 

by backpropagating the contributions of all network neurons to every input feature. This shows 

the changes in the network, including the nodes (neurons) and the edges (interconnectivity of the 
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neurons) for overall network traceability. Figure 15 is an example of DeepLIFT for genomic 

data. 

 

 

Figure 15 DeepLIFT Example for Genomic Data (Cenggoro, 2021) 

 

The use of decision trees and Bayesian classifiers can provide an effective, accurate 

solution for simple AI systems. Decision trees start at the root node and pass through the 

necessary nodes until a leave node is reached (Thorn, 2020). At each node there is a “decision” 

from the system. To further understand a path, we perform an analysis at each node to trace the 

decision. The use of deep analysis allows the comparison of the rules provided by the domain 

expert to the output provided by the AI. The generic rules are the foundational rules to the AI 

system. As more specific rules are provided, an analysis can be performed on the changes (delta) 

of the outputs. This analysis provides traceability and transparency without sacrificing 

performance or accuracy (Schmeizer, 2019). Figure 16 is an example of a housing data decision 

tree based on the feature values, single input, and ending at a leave node. 
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Figure 16 Example of Housing Decision Tree (Thorn, 2020) 

 

SHAP is based on a game theory of Shapley values. The feature values of a data instance 

act as players in a coalition and the Shapley value is the mean marginal contribution of a feature 

value across all the possible coalitions (Molnar, 2022). SHAP values quantify a feature’s effect 

on a prediction and display the data in different views for detailed analysis. Figure 17 is a SHAP 

summary plot, which shows the feature importance and feature effects. Each point is a Shapley 

value of an instance per feature. 
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Figure 17 Example of SHAP Summary Plot (Cohen, 2021) 

 

2.8.2 Principles of Responsible AI 

RAI is a framework that ensures AI systems are developed, deployed, and managed to 

align with ethical principles, legal requirements, and societal values. As AI continues to 

influence critical domains it is essential to prioritize fairness, transparency, accountability, and 

privacy to mitigate risks and maximize benefits. RAI aims to establish trust between AI systems 

and users by promoting ethical AI practices that prevent bias, enhance security, and ensure 

compliance with regulatory standards (NIST, 2023). Figure 18 illustrates common RAI 

principles. 
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Figure 18 Responsible AI Principles (Victor, 2023) 

 

A core principle of RAI is fairness which addresses the risk of bias and discrimination in 

AI models. AI systems trained on biased datasets can reinforce or worsen inequalities which 

leads to unfair outcomes. The Organization for Economic Co-operation and Development 

(OECD) AI Principles (2019) emphasizes the importance of AI systems that are fair and 

inclusive to ensure equality all around. RAI frameworks are encouraged to have rigorous data 

auditing, algorithmic fairness techniques, and stakeholder engagement.  

Accountability is another critical piece to ensure that organizations take responsibility for 

the use of AI, especially in domains that involve sensitive data. This means organizations should 

have clear governance structures, impact assessments, and human oversight to prevent harm and 

unintended consequences (European Commission, 2019). 

Transparency and Explainability are also essential in RAI, as AI models must be 

interpretable for users, regulators, and affected parties. The previous section goes into further 

detail of XAI. XAI Techniques provide insights into AI model behavior, helping users 
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understand how and why specific decisions are made (Floridi et al., 2019). The Ethics Guidelines 

for Trustworthy AI highlights the need for AI systems to be transparent, ensuring that AI-driven 

decisions can be understood, audited, and challenged when necessary (European Commission, 

2019).  

Privacy and security are crucial in RAI as AI uses a large amount of data, some of which 

contain sensitive data. Organizations must implement robust data protection mechanisms, 

comply with privacy laws such as the General Data Protection Regulation (GDPR), and adopt 

secure AI architectures to prevent unauthorized access and misuse (OECD, 2019). 

RAI also focuses on the societal impact of AI which emphasizes sustainability and 

human-centered AI development. Ethical AI governance ensures that AI benefits all users, 

minimizes unintended harm, and aligns with human rights. This requires ongoing collaboration 

between governments, industry leaders, researchers, and society to establish standardized 

guidelines and best practices for responsible AI deployment. The NIST AI Risk Management 

Framework provides structured yet flexible guidance for organizations and a risk-based approach 

to managing AI challenges (NIST, 2023). The OECD AI Principles advocate for AI policies that 

prioritize human-centric design and ethical considerations to ensure AI serves society. 

By integrating the RAI principles into AI systems, organizations can build trustworthy AI 

that enhances innovation while minimizing risks. As AI continues to advance and gain popularity 

it will be crucial for fostering trust, ensuring equitable access to AI benefits, and mitigating 

potential harm. 

2.9 Prompt Engineering 

Prompt engineering is the practice of designing and refining input prompts to guide and 

optimize the responses generated by AI models, particularly Large Language Models (LLM) 
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(Brown, T., et al., 2020). Prompt engineering is a crucial discipline in AI that focuses on 

designing and refining input prompts to elicit desired responses from LLMs. As AI systems 

become integral to various applications, the ability to craft effective prompts significantly 

impacts their accuracy, coherence, and relevance. By strategically structuring prompts users can 

guide the models to generate informative, contextually appropriate, and accurate outputs. Prompt 

engineering plays a pivotal role in Natural Language Processing (NLP), content generation, 

decision-support systems, and human-AI interaction frameworks (Liu et al., 2023). Effective 

prompts help mitigate biases, reduce confabulations, and enhance the interpretability of GenAI 

responses, making prompt design a foundational aspect of RAI usage (Brown et al., 2020). 

For prompt engineering to work it needs more than just posing a question or command to 

an AI model. It requires the user to have an understanding on how models interpret language, 

recognize context, and process constraints. Variations in phrasing, specificity, and structure can 

significantly alter responses, influencing both the informativeness and reliability of the generated 

text. Techniques such as refining prompts for clarity, introducing step-by-step reasoning, or 

constraining outputs to predefined formats help align AI responses with user expectations 

(Reynolds & McDonell, 2021). As AI systems continue to evolve, mastering prompt engineering 

becomes essential for optimizing interactions and ensuring outputs that are ethically sound, bias-

mitigated, and contextually relevant. Several prompt engineering techniques have emerged to 

fine-tune AI model behavior. These techniques can be broadly categorized based on their 

specificity, structure, and interaction approach. The two major categories are single-prompt 

techniques and multiple-prompt techniques which are illustrated in Figure 19. 
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Figure 19 Prompt Engineering Techniques 

 

2.9.1 Single-Prompt Techniques 

Single-prompt techniques involve using a standalone input to guide an AI model’s 

response. These prompts determine the depth, clarity, and structure of the output based on their 

design. In the experiment chapter of this dissertation, it focuses on the use of single-prompt 

techniques. 

Open prompts are broad and unrestricted, allowing AI models to generate diverse, 

creative, and exploratory responses. These prompts are useful for brainstorming, idea generation, 

and open-ended discussions where flexibility is desired. While open prompts maximize 

creativity, they can also lead to unpredictable or overly generalized outputs, making them less 

suitable for scenarios requiring precision (Gao et al., 2023).  

An example of an open prompt is “Tell me about space rendezvous proximity 

operations?” When prompted with OpenAI’s ChatGPT 4o, it provided a high-level output with a 
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paragraph describing RPO “Space Rendezvous and Proximity Operations (RPO) refer to the 

process in which two spacecraft approach each other in orbit, typically for docking, servicing, or 

other cooperative maneuvers. These operations require precise navigation, control, and 

coordination to ensure a safe and successful interaction” (OpenAI ChatGPT 4o). It also provided 

key phases of RPO, types of RPO operations, challenges in RPO, technology used in RPO, and 

notable space rendezvous missions. This prompt technique is further explored in the experiment 

of this dissertation. 

Vague or discrete prompts lack specificity and often result in ambiguous responses due to 

insufficient context or constraints. These prompts, such as “Explain AI” or “Describe history”, 

give the model minimal guidance, which may lead to overly broad, unfocused, or surface-level 

explanations. While vague prompts can be useful for initial explorations, in some instances they 

require iterative refinement to improve relevance and specificity. In instances where vagueness 

or being discrete is the desired outcome, instructions to be discrete/vague about the topic or 

certain aspects can be used to safeguard sensitive data. This prompt technique is further explored 

in the experiment of this dissertation. 

Restrictive prompts impose specific guidelines or constraints on the AI’s response to 

ensure precision and alignment with the intended objective. These prompts often include explicit 

instructions on format, length, or focus areas. For example, “Summarize the key advancements 

in AI ethics in under 100 words” or “Provide three use cases for RPO missions” directs the AI 

toward a structured, concise response. Restrictive prompts are particularly valuable in research, 

legal, and technical domains where accuracy and consistency are critical (Reynolds et al., 2021). 

In instances where restrictive prompts are used to safeguard sensitive data can be prompted with 

explicit instructions to exclude proprietary terms or specific details. An example is to include in 
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the prompt, “Only provide general examples without including specific numeric data or 

proprietary terms”. This prompt technique is further explored in the experiment of this 

dissertation. 

Contextual prompts enhance AI responses by embedding background information, 

examples, or situational framing within the input query. These prompts are essential for guiding 

AI models toward nuanced and context-aware outputs. For instance, “As a cybersecurity analyst, 

explain the implications of AI-generated phishing attacks” provides a role-based framing that 

helps shape the response. Contextual prompts can also include step-by-step instructions, such as 

“Explain the process of machine learning using an analogy for a non-technical audience”, which 

ensures the output is tailored to the user’s needs. Contextualizing prompts improves the model’s 

ability to generate responses that are relevant, detailed, and user-specific (Liu et al., 2023). This 

prompt technique is further explored in the experiment of this dissertation. 

2.9.2 Multiple-Prompt Techniques 

Multiple-prompt techniques involve structuring interactions over multiple turns or using 

multi-stage prompting strategies to refine, validate, or enhance AI responses. 

Chain-of-Thought (CoT) prompting improves AI reasoning by instructing the model to 

break down complex problems into sequential steps. Instead of providing a direct answer, CoT 

prompt encourages step-by-step explanations, improving logical consistency. For example, 

instead of asking “What is 27 × 14?”, a CoT prompt would be “Break down the calculation for 

27 × 14 step by step.” Studies have shown that CoT prompting significantly enhances 

performance in reasoning tasks (Wei et al., 2022). 

Iterative prompting involves refining the AI’s response through sequential interactions. A 

user might start with a broad question and progressively narrow it down based on the output. For 
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example, an initial query like “Explain quantum computing” may receive a broad response, 

prompting the user to follow up with “Explain it in simpler terms for a high school student.” This 

technique allows for progressive enhancement of responses to align with user expectations (Zhou 

et al., 2022). 

Self-consistency prompting involves generating multiple responses to the same prompt 

and selecting the most consistent or logical answer. This is particularly useful in tasks requiring 

complex reasoning or decision-making, as it reduces the likelihood of errors caused by single-

pass generation. The AI generates multiple possible output sets, and the system selects the most 

reliable response based on pre-defined criteria (Wang et al., 2023). 

Role-based prompting assigns AI to a specific role or persona to generate responses 

aligned with expert perspectives. For example, “You are a legal advisor. Explain the implications 

of GDPR compliance for a startup.” This technique helps tailor AI responses to specific domains 

and ensures contextual relevance (Gao et al., 2023). 

Prompt engineering is a powerful tool in optimizing AI interactions, enabling users to 

refine GenAI content for clarity, accuracy, and specificity. Leveraging different techniques such 

as open prompts, vague/discrete prompts, restrictive prompts, and contextual prompts, users can 

control the depth, format, and focus of AI responses. Meanwhile, multiple-prompt techniques 

such as chain-of-thought, iterative prompting, self-consistency prompting, and role-based 

prompting allow for refined step-by-step enhancements. As AI continues to integrate into 

decision-making, research, and other applications, the importance of well-crafted prompts 

becomes essential. Mastering prompt engineering techniques ensures that AI systems function as 

reliable, informative, and responsible tools, enhancing their overall utility while mitigating 

potential risks related to bias, misinformation, and misinterpretation. 
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2.10 Notable Incidents of Exposing or Reconstructing Data 

 This section reviews notable incidents to contextualize the broader privacy risks 

associated with generative AI. Recent real-world cases highlight how these systems can 

inadvertently expose or reconstruct sensitive data, emphasizing the urgent need for robust data 

governance frameworks. This section reviews a DeepSeek data exposure incident, exposing 

employee data, and reconstruction of text embeddings. 

2.10.1 DeepSeek Data Exposure Incident 

 DeepSeek was founded in May 2023 and is owned by High-Flyer, a Chinese hedge fund 

company in Zhejiang. In January 2025, this Chinese AI company experienced a substantial data 

breach which illustrates the vulnerabilities of GenAI platforms. The exposed database contained 

over one million records, including sensitive system logs, user-generated prompts, and even API 

tokens (Newman, 2025). These records provided insight into user interactions with the platform, 

revealing not only personally identifiable information (PII) but also confidential business data 

transmitted through AI systems. Due to this malicious large-scale attack, the company has 

limited registrations. Figure 20 shows a snippet from DeepSeek status that shows there was a 

large-scale malicious attack. Figure 21 shows a snippet of the list of incidents DeepSeek 

experienced in December 2024 and January 2025. This image was captured from the DeepSeek 

status website on February 2, 2025. Both images support the claim that with rapid advancement 

of GenAI it raises significant concerns regarding data privacy and security. 
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Figure 20 DeepSeek Status on January 28, 2025 (DeepSeek, 2025) 

 

 
Figure 21 List of DeepSeek Incidents (DeepSeek, 2025) 

 

 The breach exposed the systemic risks inherent in AI models that rely heavily on cloud-

based infrastructure without adequate encryption or access controls. This incident demonstrated 

how even indirect data, such as user prompts and system logs, could be weaponized if accessed 
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by malicious actors. The breach also raised geopolitical concerns, as it involved the transfer of 

U.S. user data to Chinese servers without proper safeguards (Newman, 2025). This case 

underscores the importance of secure data handling practices, particularly in cross-border AI 

applications where data protection regulations may vary significantly. Figure 22 shows a snippet 

of DeepSeek’s uptime in the past 60 days. This snippet was captured on February 2, 2025, on 

DeepSeek’s status website. It shows that DeepSeek is experiencing major web chat and API 

degraded performance. 

 

 

Figure 22 DeepSeek Uptime Over 60 days (DeepSeek, 2025) 

 

2.10.2 Inadvertent Exposure of Employee Data Through AI Prompts 

 Another noteworthy case involves the unintentional exposure of employee data through 

generative AI prompts within corporate environments. Employees are providing sensitive data 

into GenAI that includes customer data, source code, employee benefits information, financial 

data, employee names, and payroll data (Beek, 2025).  

Harmonic Security’s “From Payrolls to Patents: The Spectrum of Data Leaked into 

GenAI” Q4 2024 Report, analyzes tens of thousands of prompts that go into ChatGPT, Copilot, 
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Gemini, Claude, and Perplexity. This reported that 8.5% of prompts in GenAI include sensitive 

data, Table 1 illustrates the breakdown of the sensitive data found in those prompts. 

 

Table 1 Key Sensitive Data Areas (Harmonic Security, 2025) 

 
 

 This trend highlights a critical gap in organizational data policies concerning AI tools. 

Employees often lack clear guidelines on what constitutes sensitive data when interacting with 

AI systems, leading to the inadvertent sharing of confidential information. This issue is 

particularly problematic because GenAI models retain and process these prompts to improve 

performance which creates the risk of data leaks if security measures are compromised. Many 

free tier tools explicitly state they train on customer data to improve models (Harmonic Security, 

2025). This case illustrates the dual challenge organizations face not only securing AI platforms 

from external threats but also mitigating internal risks posed by user behavior. 

2.10.3 Reconstruction of Sensitive Data from Text Embeddings 

 While data leaks pose obvious risks, recent research has demonstrated that sensitive 

information can also be reconstructed from AI-generated text embeddings. Text embeddings are 
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vector representations of language used in natural language processing (NLP) models to capture 

semantic meaning. A study published by Tonic.ai revealed that attackers recover up to 40% of 

sensitive data embedded in sentence length texts with accuracy. Figure 23 illustrates the 

percentage of sensitive data recovered by text length from the Tonic.ai study. Figure 24 

illustrates the percentage of sensitive data recovered by entity type from the Tonic.ai study. 

This discovery has profound implications for data privacy, as it challenges the 

assumption that anonymizing or tokenizing data sufficiently protects it. Even without direct 

access to original datasets, adversaries could reverse-engineer embeddings to reveal PII, 

financial data, or proprietary business information (Kalia, 2024). 

 

 

Figure 23 Percent of Sensitive Data Recovered by Text Length (Kalia, 2024) 
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Figure 24 Percent of Sensitive Data Recovered by Entity Type (Kalia, 2024) 

 

The case highlights the latent risks of seemingly innocuous AI components and suggests 

that data privacy strategies must extend beyond traditional encryption to address vulnerabilities 

within AI model architectures themselves. 

2.10.4 Conclusion of Case Key Themes 

 Collectively, these cases illustrate the multi-faceted nature of data privacy risks in 

generative AI systems. The DeepSeek breach emphasizes infrastructural vulnerabilities, the 

Harmonic Security report highlights human factors in data exposure, and the Tonic.ai study 

reveals technical risks embedded within AI architectures. Together, they underscore the need for 
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comprehensive data protection strategies that address not only external threats but also internal 

behaviors and model-specific vulnerabilities. 

These real-world examples provide critical context for understanding the evolving 

landscape of AI-related privacy risks, offering a foundation for further academic inquiry into 

regulatory, technical, and ethical safeguards in AI development and deployment. 

2.11 Organizational Training 

The previous examples highlight that responsible deployment of GenAI systems in 

sensitive environments is a function of organizational readiness. While much of the risk 

surrounding GenAI emphasizes human safeguards, whether that be in prompt refinement or 

model-level mitigations. Equipping personnel within organizations leveraging GenAI with 

adequate training and conceptual fluency is essential for reducing the risk of data reconstruction, 

mission misalignment, and inadvertent disclosure. 

Organizations working with sensitive mission data cannot afford to treat GenAI 

interactions as plug-and-play tools. Users who lack an understanding of model behavior, token 

structures, or inference biases may unknowingly expose classified or proprietary information 

through innocuous prompts. Establishing a workforce training in addition to cybersecurity 

awareness can help counter this.  The training should incorporate GenAI-specific capabilities 

such as, how prompts are encoded, types of prompt techniques, how hallucinations emerge, 

effectiveness of prompt engineering, and how model memory can be exploited or constrained. 

A compelling conceptual model to inform such training is CodeBot ’25 by Dr. Steven J. 

Simske. CodeBot was originally developed to interrogate the trustworthiness of AI-generated 

code, CodeBot is equally applicable to broader GenAI contexts where functional outputs (e.g., 

mission requirements, design parameters, technical recommendations) may be assumed to be 
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valid despite originating from opaque inference chains. CodeBot identifies five core trade-offs 

that highlight the vulnerabilities introduced when GenAI is adopted without constraint or critical 

review. These trade-offs are summarized in Table 2, along with the associated risks and 

mitigation strategies relevant to high-stakes domains such as national defense and space 

exploration. 

 

Table 2 CodeBot ’25 Trade-Offs and Mitigation Strategies for AI Generated Content 

Trade-Off Description Associated Risk Mitigation Strategy 

Similarity vs. 
Hallucination 

Balancing deterministic 
output (low variability) 
with creative flexibility 
(high variability). 

Too little variability 
leads to brittle outputs; 
too much causes 
hallucinations and 
confabulations. 

Apply prompt 
constraints; use 
temperature tuning and 
confidence thresholds. 

Training Data 
Vulnerability 

GenAI can be retrained 
or updated too easily 
with minimal oversight. 

Exposure to recency 
bias, adversarial 
injection, and model 
drift. 

Use validated datasets; 
implement training data 
provenance and 
red/blue team review. 

Excess Model 
Memory 

Large token and 
embedding space 
enables complex output 
generation. 

Potential for malware 
embedding, memory 
manipulation, or covert 
data exfiltration. 

Apply memory limits; 
use ablation testing; 
isolate memory-
intensive model 
operations. 

Dimensionality 
Reduction 
(Ablation) 

Models often undergo 
aggressive compression 
for efficiency. 

Reduces adaptability; 
hard to integrate new 
mission context or 
feedback. 

Preserve adaptability 
with modular retraining 
pathways; embed 
domain-specific tuning. 

Intellectual 
Property and 
Cultural Bias 

Training sets may 
contain copyrighted or 
non-inclusive data. 

Risk of IP violations, 
loss of mission 
relevance, and reduced 
trust. 

Curate diverse, licensed 
datasets; perform 
cultural and contextual 
validation. 

 

These trade-offs reinforce the need for a zero-trust organizational mindset when 

deploying GenAI systems. Training should focus not only on how to use GenAI, but also on 

when not to trust it. Human-in-the-loop auditing, adversarial prompt testing, anomaly detection, 

and model explainability must become part of the standard operating environment. Moreover, 
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different roles such as systems engineers, data analyst, software developers, and mission 

planners; require tailored forms of AI literacy based on their interaction point with the 

technology. 

Embedding these practices aligns directly with the “Govern” and “Manage” functions of 

the NIST AI RMF 600-1, emphasizing workforce role clarity, continuous oversight, and risk 

management. When coupled with prompt engineering techniques further explored throughout 

this dissertation, organizational training becomes not just a support function, but an active line of 

defense against GenAI misuse. 
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CHAPTER 3 : THEORETICAL FRAMEWORK 

 
 
 

3.1 Introduction 

This chapter establishes the theoretical foundation that guides the research on mitigating 

GenAI data reconstruction risks through prompt engineering. Building upon the discussions in 

Chapters 1 and 2, which examined the potential of GenAI and its inherent risks, this chapter 

focuses on the integration of systems engineering principles, mission engineering, prompt 

engineering, and AI risk management frameworks. The objective is to create a cohesive 

theoretical model that captures the role of prompt engineering in safeguarding sensitive mission 

data to lay out the groundwork for the experimental methodologies presented in Chapter 4. This 

framework aims to address not just technical vulnerabilities, but strategic, ethical, and 

operational dimensions critical to mission assurance in sensitive environments, in addition. 

3.2 Systems Engineering Principles and Relevance to GenAI 

3.2.1 Overview of Systems Engineering 

Systems engineering is a multidisciplinary approach designed to manage the complexity 

of large-scale systems throughout its life cycle. Systems engineering encompasses principles that 

emphasize defining requirements, identifying risks early, and implementing continuous feedback 

loops to adapt to evolving operational contexts (INCOSE, 2019). In the realm of GenAI, systems 

engineering ensures that AI applications are robust, resilient, and aligned with organizational 

objectives, especially when deployed in environments like national defense and space 

exploration. The iterative nature of systems engineering allows for dynamic risk assessment and 

mitigation, enabling systems to adapt to new threats and technological advancements over time. 
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3.2.2 Applying Systems Engineering to GenAI 

In the context of GenAI, systems engineering provides a structured framework for the 

development, deployment, and maintenance of AI systems. This framework facilitates the 

identification of vulnerabilities early in the design process which allows for the implementation 

of proactive risk mitigation strategies that align with mission objectives. Requirements 

engineering is the cornerstone of this process, defining the operational, security, and ethical 

needs specific to sensitive domains (NIST, 2024). 

Systems engineering also supports the integration of governance frameworks, such as 

Executive Order 14110 and the NIST AI Risk Management Framework (RMF) 600-1, into the 

AI development lifecycle. These frameworks embed compliance and accountability into the core 

of AI systems, ensuring that they not only meet technical performance criteria, but also adhere to 

legal, ethical, and operational standards. Risk-informed decision-making processes enable 

continuous assessment and adaptation, fostering a culture of resilience and proactive risk 

management within GenAI operations. 

3.3 Mission Engineering and Safeguarding Sensitive Data 

3.3.1 Overview of Mission Engineering 

Mission engineering extends the principles of systems engineering to focus specifically 

on achieving mission objectives within complex, dynamic operational environments. This 

process involves the holistic integration of technology, processes, and human factors to ensure 

mission success (Department of Defense, 2020). Mission engineering emphasizes the alignment 

of technological capabilities, such as GenAI, with strategic goals, operational requirements, and 

security imperatives. This discipline is particularly critical when safeguarding sensitive mission 
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data, where the stakes include national security, space exploration integrity, and the protection of 

critical infrastructure. 

3.3.2 Integrating Mission and Prompt Engineering 

When viewing prompt engineering through the lens of mission engineering, it becomes a 

strategic tool for influencing GenAI behavior to mitigate risks. By crafting precise, context-

aware prompts, operators can control the output of GenAI systems, reducing the likelihood of 

unintended data exposure, data hallucinations, or security breaches. This proactive approach to 

risk management is essential in environments where the consequences of data reconstruction can 

be catastrophic, such as military operations or space missions. 

Mission engineering also supports the GenAI system development of adaptive feedback 

mechanisms that enable continuous monitoring and refinement. These mechanisms ensure that 

prompt engineering strategies remain effective as operational conditions evolve. Mission 

engineering principles also guide the integration of prompt engineering into broader mission 

assurance frameworks, enhancing the safety, security, and reliability of GenAI applications in 

sensitive contexts. This alignment ensures that prompt engineering is not just a technical 

safeguard but a key component of strategic mission planning and execution. 

3.4 AI Risk Management and Prompt Engineering 

3.4.1 Understanding AI Risks 

Chapters 1 and 2 highlighted the multifaceted risks associated with GenAI, including data 

reconstruction, bias amplification, security vulnerabilities, and ethical dilemmas. Effective risk 

management requires a comprehensive understanding of these threats and the development of 

strategies to mitigate their impact. The NIST AI RMF 600-1 provides a structured approach to 

AI risk management, emphasizing the importance of governance, mapping, measuring, and 
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managing risks across the AI lifecycle (NIST, 2024). This framework helps organizations 

identify potential vulnerabilities, assess their impact, and implement controls to mitigate 

associated risks effectively. 

3.4.2 Role of Prompt Engineering in Risk Mitigation 

Prompt engineering is a dynamic interface between human operators and GenAI systems, 

enabling the modulation of AI output to reduce risk. By carefully designing prompts, users can 

influence the behavior of GenAI models, steering them away from generating sensitive or 

potentially harmful content. This technique operates on both preventive and corrective levels. 

Preventively, prompt engineering helps establish safeguards that limit the model's capacity to 

infer or reconstruct sensitive data. Correctively, it provides a mechanism to adjust and refine AI 

behavior in response to emerging threats, operational anomalies, or unexpected system outputs. 

The effectiveness of prompt engineering as a risk mitigation strategy is enhanced by its 

integration with continuous monitoring systems. These systems provide real-time feedback on AI 

performance, identify deviations from expected behaviors, and trigger adaptive responses to 

manage risks dynamically. This continuous feedback loop ensures that prompt engineering 

strategies evolve alongside the AI systems they are designed to protect. 

3.5 Conceptual Model for Safeguarding Sensitive Mission Data 

3.5.1 Theoretical Integration 

The theoretical framework presented in this chapter integrates systems engineering, 

mission engineering, and AI risk management with prompt engineering to create a 

comprehensive model for safeguarding sensitive mission data. This model conceptualizes prompt 

engineering as a critical component of a layered defense strategy, operating alongside technical 

controls, policy measures, and human oversight (NIST, 2024). The framework emphasizes the 
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dynamic nature of GenAI systems and the need for adaptive risk management strategies that can 

respond to evolving threats and operational demands. 

Prompt engineering is positioned within this framework as both a proactive and reactive 

tool. Proactively, it shapes AI outputs to align with mission-specific security and ethical 

requirements. Reactively, it provides mechanisms for adjusting AI behaviors in real-time to 

counteract emergent risks. This dual role enhances the resilience and adaptability of GenAI 

systems, ensuring their reliability in mission-critical applications.  

Augmenting basic prompt engineering enhances clarity, adaptability, and context for 

more precise outputs. Some basic prompt engineering includes contextual depth, dynamic 

structuring, iterative refinement, constraints, metadata use, and multi-modal integration. 

Contextual depth is providing definition that guides the responses. Dynamic structuring is 

layering instructions, conditions, and scenarios to influence the response. Iterative Refinement is 

using feedback loops within prompt to continuously improve the response. Constraints apply 

limitations, guidance on style, and rules to meet the desired response. Metadata use is utilizing 

inputs like data tags and contextual cues to enrich the prompt. Lastly, multi-modal integration is 

combining either text, images, or code for a more complex response. 

3.5.2 Evaluating Effectiveness Through Key Performance Parameters (KPPs) 

To assess the effectiveness of prompt engineering in mitigating GenAI risks, the 

framework defines several key performance parameters: 

• Reduction in Data Reconstruction Incidents: Metrics that track the frequency, severity, 

and impact of unintended data disclosures, providing a quantitative measure of risk 

reduction. 
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• Bias Mitigation Effectiveness: Indicators that assess the diversity, fairness, and neutrality 

of AI-generated content, ensuring that outputs align with ethical standards and do not 

perpetuate harmful biases. 

• Operational Reliability: Measures of the consistency, dependability, and robustness of 

GenAI systems in mission-critical environments, reflecting the efficacy of prompt 

engineering strategies. 

• Adaptive Response Capability: Evaluation of the system's ability to detect, respond to, 

and recover from new threats and operational changes, demonstrating the flexibility and 

resilience of the risk management approach. 

• Mission Alignment: Assessment of how well GenAI outputs support overarching mission 

objectives, ensuring that prompt engineering contributes to strategic goals beyond 

technical compliance. 

3.6 Application in Sensitive Domains 

3.6.1 Defense and National Security 

In defense this framework supports the deployment of GenAI systems within secure 

operational environments. Prompt engineering is employed to control information flow, ensuring 

that AI-generated content does not inadvertently compromise classified data or strategic 

objectives (Department of Defense, 2020). This application underscores the importance of 

integrating prompt engineering into broader security architecture, where it functions as both a 

preventive measure and a responsive tool for managing emergent risks. The framework also 

highlights the role of prompt engineering in broadening situational awareness, supporting 

decision-making processes, and maintaining operational security in dynamic threat landscapes. 
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3.6.2 Space Exploration 

For space missions this framework facilitates the development of autonomous GenAI 

systems capable of operating reliably in isolated, high-stakes environments where real-time 

human intervention may be limited. Prompt engineering helps tailor AI outputs to meet stringent 

safety, reliability, and operational criteria critical for mission success. This includes guiding 

decision-making processes, supporting real-time problem-solving, and maintaining the integrity 

of mission data when faced with unexpected challenges such as system malfunctions, 

environmental hazards, or communication delays. The integration of prompt engineering into 

space mission architecture enhances the robustness of autonomous systems, contributing to the 

resilience and success of space exploration endeavors. 

This chapter has established a comprehensive theoretical framework for understanding 

the intersection of prompt engineering, systems engineering, mission engineering, and AI risk 

management. It highlights the critical role of prompt engineering in mitigating data 

reconstruction risks and safeguarding sensitive mission data. By integrating these disciplines, the 

framework provides a robust foundation for the experimental methodologies and analytical 

approaches discussed in Chapter 4, contributing to the development of secure, resilient, and 

mission-aligned GenAI applications in high-stakes domains. This theoretical integration ensures 

that GenAI systems not only perform effectively but also operate safely, ethically, and in 

alignment with strategic objectives in sensitive mission environments. 
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CHAPTER 4 : METHODOLOGY 

 

4.1 Introduction 

This chapter details the methodological approach used to explore the role of prompt 

engineering in mitigating the data reconstruction by GenAI to safeguard sensitive mission data. 

Building upon the theoretical framework in Chapter 3, a mixed-method approach is used which 

includes research design integrated with experimental analysis, theoretical exploration, industry 

interviews, and analytical techniques used to validate the study’s hypotheses. The approach 

integrates qualitative analyses to ensure a comprehensive examination of the efficacy of prompt 

engineering techniques. 

4.2 Research Design 

The research uses a qualitative approach that combines experimental analysis with 

theoretical exploration and qualitative insights derived from industry interviews. This design was 

selected to address the multifaceted nature of GenAI risks, technical vulnerability, and 

operational practices. Qualitative interviews provided contextual depth regarding industry-

specific challenges and governance considerations, while experimental analysis provided the 

capability of quantifying the effects of prompt engineering techniques. 

The experimental component focuses on generating output from GenAI systems using 

phases where no prompt engineering is applied and phases where engineered prompts are used. 

The theoretical component maps these findings to the NIST AI RMF 600-1, ensuring alignment 

with governance and ethical guidelines. The author conducted interviews with professionals in 
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defense, space exploration, and AI governance offer qualitative data that contextualizes the 

experimental results and highlights operational priorities. 

4.3 Experimental Analysis 

The experimental phase is central to evaluating prompt engineering’s impact on 

mitigating data reconstruction risks and aligning outputs with mission-specific requirements. The 

experiments on prompt engineering were inspired by industry interviews and the development of 

the NIST AI RMF 600-1 Applicability Matrix. The matrix serves as a visual quick reference, 

mapping each risk mentioned in the NIST AI RMF 600-1 and highlighting the top risks 

identified through interviews.  

The matrix and interviews inspired the use of prompt engineering due to its accessibility 

to anyone. Two experiments were conducted. Experiment one utilized generative hypothetical 

Rendezvous Proximity Operations (RPO) mission requirements. Experiment two focused on 

generative hypothetical RPO Key Performance Parameters (KPPs). Each experiment will follow 

a process where Google Gemini generating the requirements of KPPs and OpenAI ChatGPT 4o 

evaluating the output from Gemini for the mission concept. This process was conducted five 

times per experiment to chapter different prompt engineering techniques. Figure 25 illustrates the 

flow of the experiment between Google Gemini, human operator, and OpenAI ChatGPT 4o. 
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Figure 25 Experiment Flow 

 

Within each experiment a baseline is set up using open prompts; previously discussed in 

Chapter 2. These phases establish a reference point against which the effectiveness of prompt 
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engineering can be measured. Phase one has Google Gemini generating broad RPO requirements 

for experiment one or RPO KPPs for experiment two. Then, phase two has Gemini generating 

broad Anti-Satellite (ASAT) RPO requirements and KPPs, and ChatGPT evaluating both 

mission concepts.  

For phases three through five, prompt engineering strategies are applied to shape the 

outputs of the same GenAI models. These strategies include structured prompts designed to 

minimize the likelihood of generating sensitive information, iterative refinements based on initial 

outputs, and the embedding of contextual constraints within prompts to enforce ethical and 

operational guidelines. This iterative process ensures that the model’s behavior was adjusted 

dynamically to achieve alignment with predefined objectives. Google Gemini is used to generate 

requirements/KPPs using three different prompt engineering techniques: vague/discrete, 

restrictive, and contextual prompting. These were mentioned in detail in Chapter 2.  

Figure 26 illustrates which prompt technique is used in each phase of the experiments. 

 

 

Figure 26 Prompt Engineering Techniques in Each Phase of Experiments 

 

It is critical to note that both experiments utilize synthetic and anonymized datasets 

representative of sensitive domains to simulate real-world conditions while avoiding ethical 

concerns. The experimental environment is designed to be controlled and reproducible, enabling 

consistent evaluation of the outputs across various scenarios. This approach ensures that no 
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actual mission-critical or classified information is exposed or compromised during the research 

process, maintaining the integrity of both the experimental framework and ethical guidelines. 

4.4 Model Selection 

The selection of Google Gemini and OpenAI ChatGPT as the primary GenAI models for 

this research was based on several technical, security, and other factors. Given the focus of this 

research, it was important to use models that not only demonstrate state-of-the-art generative 

capabilities but also have the ability to incorporate risk mitigation frameworks. Gemini and 

ChatGPT are known to be the most advanced and have widely adopted large languages models. 

OpenAI’s ChatGPT 4o was built on a highly optimized transformer-based architecture which 

allows it to excel at contextual awareness and reasoning. Google Gemini 2.0 is well known for 

its strict content moderation policies and multimodal capabilities which provide a contrast into 

how GenaI models respond to structured input constraints.  

Another key factor in selecting these models was due to their transparency and 

accessibility. Both document their AI systems, publish risk assessments, alignment strategies, 

and their ethical considerations. In NIST AI RMF 600-1, it emphasizes the importance of 

transparency within AI systems to allow for continuous evaluation. Their APIs provide direct 

access to model outputs which allows for a systematic evaluation of how structured prompts 

influence AI-generated responses.  

Another key factor is security, both GenAIs have AI security policies that document 

compliance to evolving U.S. and international AI regulations. Both models frequently review 

and update their security protocols to ensure their systems remain applicable to the evolving 

risks. Other models lack this same level of security measures such as Anthropic Claude, Meta 
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Llama, and Mistral. There are other open-source models that do not have the ethical oversight 

mechanisms that are needed for this research. 

The selection of Google Gemini and OpenAI ChatGPT ensures that this research remains 

methodological and practically applicable. By evaluating how these leading GenAI systems 

handle structure prompt engineering interventions, this study demonstrates how input-level 

constraints can be leveraged to mitigate sensitive data reconstruction risks. 

4.5 Theoretical Exploration 

The theoretical exploration component of the research aims to contextualize experimental 

findings within broader governance and risk management frameworks. The NIST AI RMF 600-1 

serves as the primary reference point, providing a structured approach to identifying, measuring, 

and managing AI risks. Experimental results are mapped to the framework’s four core functions: 

Govern, Map, Measure, and Manage; to assess the compatibility of prompt engineering with 

established best practices. The alignment with Executive Order 14110 further underscores the 

study's relevance to current policy directives on safe, secure, and trustworthy AI development. 

4.6 Industry Interviews 

To complement the experimental findings, semi-structured interviews were conducted 

with professionals in relevant domains. These interviews were constrained by the author's 

professional network, which shaped the selection of participants. Despite this limitation, the 

interviews provided rich, context-specific insights into real-world applications, and challenges 

associated with GenAI systems. Participants were asked a targeted set of questions designed to 

elicit their expert perspectives: 

1. What are the top risks of GenAI reconstruction data? 
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2. What could be the repercussions of GenAI piecing together sensitive mission concepts 

and/or misunderstanding the mission concepts? 

3. What do you suggest to mitigate the risk? 

4. What would you like to see in a risk assessment framework to potentially guide or serve 

as a starting point for the industry? 

5. What are your overall thoughts on this topic? 

The interviews aimed to uncover operational constraints and contextual nuances that 

cannot be fully captured through quantitative analysis alone. For instance, participants shared 

insights into the feasibility of integrating prompt engineering into existing workflows, 

highlighting barriers such as resource limitations, organizational demand, and regulatory 

compliance. Thematic analysis was applied to the interview transcripts to identify common 

patterns and key takeaways, enriching the study with real-world perspectives. 

4.7 Analytical Approach 

The analysis combines quantitative and qualitative methods to ensure a comprehensive 

evaluation of prompt engineering’s effectiveness. Comparative analysis of baseline and 

intervention outputs provides measurable evidence of improvement, focusing on metrics such as 

reductions in sensitive data leakage, bias minimization, and output diversity. Statistical 

validation techniques, including cross-validation, are employed to ensure the reliability of these 

findings. 

Qualitative data from interviews is analyzed using thematic analysis, enabling the 

identification of recurring themes related to operational challenges and risk priorities. This 

approach ensures that the study captures both the technical efficacy of prompt engineering and 

its practical implications for deployment in sensitive domains. Triangulation of findings from 
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experiments and interviews strengthens the validity of the conclusions, highlighting areas of 

alignment and divergence. 

4.8 Functional Verification and Testing of GenAI Generated Requirements 

To ensure the validity of requirements or outputs generated by GenAI systems, 

particularly within sensitive domains such as defense and space, a structured verification process 

must be implemented. This process goes beyond evaluating surface-level coherence or absence 

of sensitive terms and instead examines whether the generated outputs meet mission intent, 

adhere to domain constraints, and align with stakeholder expectations. There is a need for a 

formal functional test strategy to validate that the GenAI’s outputs are both operationally sound 

and contextually correct. 

The proposed verification strategy integrates elements of traditional systems engineering 

with GenAI. Figure 27 illustrates a simplified verification loop that begins with the generation of 

a candidate requirement or specification and moves through successive gates of technical and 

contextual scrutiny. These verification activities are aligned with systems engineering lifecycle 

phases such as requirements definition, design validation, and mission assurance. 
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Figure 27 Functional Verification Loop for GenAI Generated Requirements 

 

4.8.1 Verification Process Overview 

1. Generate Requirement(s) 

This process begins with the generation of one or more candidate requirements using a 

GenAI model. The prompt provided to the model may include operational context, 

constraints, ethical guidelines, or formatting instructions to shape the model’s response. For 

example, prompts may instruct the model to exclude references to sensitive information.  

2. Initial Output Review 

Once a requirement is generated, it undergoes an initial human review. This screening is 

looking for obvious hallucinations, fabrication of facts, or unintentional leakage of sensitive 

mission details. Reviewers often use a predefined list of flagged terms or concepts to assess 

whether the content violates domain-specific risk thresholds. This step acts as the first gate to 

remove clearly inappropriate or invalid responses before further scrutiny. 

3. Functional Traceability Check 
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Validated outputs from the initial review are then evaluated for traceability. This involves 

mapping each requirement to known system functions, performance parameters, or mission 

objectives. For example, defense/aerospace systems may use MIL-STD-961 or NASA NPR 

7123 to assess whether the requirement is actionable, measurable, and testable. Requirements 

that cannot be logically traced to an intended system capability are flagged for refinement or 

rejection. 

4. SME Evaluation 

After traceability, requirements are reviewed by subject matter expert(s). The goal is to 

assess whether the generated content aligns with real-world operational knowledge and 

reflects mission-valid assumptions. SMEs evaluate accuracy, feasibility, and potential failure 

modes. This step is critical for identifying domain-specific nuances. In some cases, a 

consensus-based review approach may be employed to ensure reliability, such as the Delphi 

method. 

5. Verification Outcome Decision 

Requirements that pass SME evaluation are either approved for integration into the 

system specification or marked for additional refinement. Accepted requirements may be 

archived in a validated requirement repository and rejected outputs are logged, with their 

failure points used to inform model updates and/or prompt techniques. 

6. Feedback for Prompt Optimization 

The final step in the loop is feedback from all previous phases to refine the prompt. This 

feedback loop embodies the continuous learning principle of both RAI deployment and 

systems engineering. 
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4.9 Ethical Considerations 

Given the sensitive nature of the research, particularly in relation to defense and national 

security applications, stringent ethical protocols were adhered to throughout the study. By using 

synthetic and anonymized datasets, the study avoids compromising sensitive information while 

maintaining relevance to real-world scenarios. Additionally, the interview protocol adheres to 

ethical guidelines, including informed consent and confidentiality. The ethical implications of 

GenAI applications were critically examined to align with principles of responsible AI 

development. 

4.10 Limitations 

Several limitations should be acknowledged. The experimental setup relies on publicly 

available GenAI models, which may not fully replicate the capabilities of proprietary systems 

used in industry. Similarly, the use of synthetic datasets may limit the generalizability of findings 

to real-world conditions. The interview sample is constrained by the researcher’s professional 

network, potentially limiting the diversity of perspectives.  

This chapter has outlined a comprehensive methodology for evaluating prompt 

engineering as a tool for mitigating GenAI risks. By integrating experimental analysis, 

theoretical exploration, and industry interviews, the study ensures a balanced approach that 

addresses both technical and operational challenges. The next chapter will present the results of 

these experiments and analyses, highlighting key findings and their implications for the 

deployment of GenAI systems responsible. 
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4.11 System Traceability 

The structure of this dissertation is intentionally designed to align with a systems 

engineering approach, where each phase is traceable, iterative, and contextually grounded in 

real-world concerns and governance. The research does not simply propose prompt engineering 

as an isolated technique but a full lifecycle with experimental evidence of mitigation 

effectiveness. This system’s perspective enables vertical traceability that links objectives with 

operational tactics while maintaining a horizontal integration across governance, risk, and 

validation. 

 

 

Figure 28 System Flow (Layered View) 

 

The process begins with Executive Order 14110, which mandates safe, secure, and 

trustworthy artificial intelligence. This policy sets a macro-level imperative for organizations to 
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align AI deployment with ethical, technical, and risk-based principles. In response, the NIST AI 

AI RMF 600-1 provides a structured foundation to interpret and implement these mandates. 

To ground these policy frameworks in applied industry needs, the next step involved 

conducting qualitative interviews with domain experts across systems engineering, mission 

assurance, software, and risk management. Insights from the interviews were then mapped into 

the NIST AI 600-1 Applicability Matrix, which provided a structured method to trace each risk 

to actionable mitigation strategies. This mapping enabled the identification of prompt 

engineering as a particularly accessible mitigation method. 

The research then transitioned into experimental design using public GenAI systems to 

simulate sensitive mission concepts. A multi-phase prompt engineering approach was applied, 

using progressively constrained and context-aware prompts. The goal was to observe whether 

these prompt interventions could meaningfully reduce sensitive content, align outputs with 

mission intent, and mitigate hallucinations. 

Finally, the results were analyzed to assess the effectiveness of prompt engineering in 

reducing data reconstruction risks. The comparison between baseline (open-ended prompts) and 

intervention (engineered prompts) clearly demonstrated the ability of carefully structured inputs 

to shape GenAI outputs. This full flow from policy to framework to risk mapping to human 

interviews to structured intervention to empirical validation demonstrates the dissertation’s 

alignment with both rigorous systems engineering practice and practical AI governance. 
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CHAPTER 5: EXPERIMENT AND RESULTS 

 
 
 

5.1 Introduction 

This chapter presents the findings from experiments designed to evaluate the 

effectiveness of prompt engineering in addressing risks associated with GenAI. By comparing 

outputs generated without intervention to those influenced by prompt engineering, this study 

demonstrates how structured inputs can mitigate risks such as data reconstruction, bias, and lack 

of operational alignment. The results provide quantitative and qualitative insights into how 

prompt engineering improves model performance while adhering to ethical and operational 

standards. 

5.2 Baseline Results 

5.2.1 Experiment 1 and 2, Phase 1 

In the baseline phase of the experiment, outputs were generated without applying any 

interventions to guide the GenAI models. This phase served as a reference point for identifying 

risks and vulnerabilities inherent in unmodified GenAI outputs. Figure 29 shows the first prompt 

to Google Gemini using an open prompt for RPO mission requirements and for experiment two 

RPO mission KPPs. 
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Figure 29 Google Gemini Prompt for Experiment 1 and 2, Phase 1 

 

A significant finding was the model provided 16 shall statements and 14 KPPs related to 

Satellite RPO missions with a high-level lens. It grouped the requirements into these groups: 

Guidance, Navigation, and control (GN&C) System, Propulsion System, Communication 

System, Autonomy and AI, Safety and Reliability, Environmental Survivability, and Mission 

Planning and Analysis. It groups the KPPs into these groups: Relative Navigation and Guidance, 

Propulsion Systems, Attitude Control System, Sensor System, and Communication System. It 

provides generic key components for a satellite and its key functionalities. 

The “shall” statements and KPPs generated by Gemini were then input into OpenAI 

ChatGPT 4o and were asked to provide a mission concept. Figure 30 shows the prompt provided 

to ChatGPT 4o for Experiment 1 and 2, phase 1. 
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Figure 30 OpenAI ChatGPT 4o Prompt for Experiment 1 and 2, Phase 1 

 

 ChatGPT provided an accurate mission concept that involved a satellite designed for 

RPO shown in Figure 31. ChatGPT’s response to the KPPs were highly accurate with 

descriptions of how each KPP aligns with RPO mission. This shows that ChatGPT is great at 

cookbook instructions and output. It also provided very similar groupings of requirements, and a 

list of likely applications based on the set of requirements provided. This list does not mention 

ASAT RPO missions and mostly focuses on servicing, orbital debris removal, autonomous 

docking, and scientific measurements. 
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Figure 31 OpenAI ChatGPT 4o Response for Experiment 1 and 2, Phase 1 

 

In the baseline phase of the experiment, output was generated without applying any 

prompt engineering interventions to guide the GenAI models. This phase served as a reference 

point for identifying risks and vulnerabilities inherent in unmodified GenAI outputs. A 

significant finding was that the model provided detailed mission requirements and key 

performance parameters (KPPs) related to Satellite Rendezvous Proximity Operations (RPO), 

revealing potential risks of sensitive data reconstruction. 
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5.2.2 Experiment 1 and 2, Phase 2 

 In Phase 2 of both experiments, Google Gemini was asked to develop requirements and 

KPPs for a satellite to perform RPO on an ASAT. These prompts are not much different from the 

Phase 1 open prompts asking for generic RPO mission requirements. Figure 32 shows the 

prompts used for this phase of both experiments.  

 

 

 
Figure 32 Google Gemini Prompt for Experiment 1 and 2, Phase 2 

 

 An interesting finding was that Gemini provided a disclaimer statement on both outputs 

discouraging the use of satellites for ASAT. It is important to mention again that the information 

used for this dissertation is all hypothetical and generated data. Figure 33 shows the disclaimer 

messages that were provided at the top of each Gemini output. 
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Figure 33 Google Gemini Disclaimers on Experiment 1 and 2, Phase 2 

 

For experiment 1 phase 2, Gemini provided 10 ASAT RPO mission requirements in the 

following groupings: orbit determination and control, sensor suite, communication systems, 

proximity operations capabilities, autonomous decision-making, and safety and security. The 

main difference between this set of requirements from the generic RPO mission requirements is 

the mention of target satellite, advance sensors, communication disruptions, maintaining a safe 

distance, and non-kinetic or kinetic disruptions. When input into ChatGPT, it provided the 

following mission concept in Figure 34. 
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Figure 34 OpenAI ChatGPT 4o Response for Experiment 1, Phase 2 

 

For experiment 2 phase 2, Gemini provided 18 KPPs and suggested 4 additional KPPs 

(stealth, survivability, maneuverability, autonomy). Gemini grouped these KPPs in the following 

groupings: Propulsion System, Attitude Control System, Sensor Suite, Navigation and Guidance, 

Payload, Power System, Thermal Control System, and Structural Integrity. The grouping that 

stands out the most is that of a Payload. Although non-ASAT RPO missions can contain 

payloads, it is much more commonplace on ASAT RPO satellites to mention kinetic impactors, 

electronic warfare capabilities and cyber warfare capabilities. When input into ChatGPT, it stated 

provided the following mission concept in Figure 35. Again, ChatGPT does very well with 

cookbook prompts and outputs. 
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Figure 35 OpenAI ChatGPT 4o Response for Experiment 2, Phase 2 

 

During Phase 2, prompts were designed to elicit responses related to adversary anti-

satellite (ASAT) RPO missions without specific prompt engineering techniques. The GenAI 

outputs included sensitive mission-related content, highlighting vulnerabilities in data handling 

and the potential for unauthorized data reconstruction. This phase underscored the necessity of 

implementing prompt engineering strategies to mitigate such risks. 

5.3 Intervention Results: Applying Prompt Engineering 

5.3.1 Experiment 1 and 2, Phase 3 

 This phase of both experiments starts the exploration of engineered prompts. This phase 

explores vague and discrete prompt design following the same process. As mentioned in Chapter 

2, Vague or discrete prompts lack specificity and often result in ambiguous responses due to 

insufficient context or constraints. This phase is intentionally asking the GenAI models to use the 

ASAT RPO content developed from Phase 2 to be discrete about the RPO mission being for an 

ASAT. Figure 36 shows the vague/discrete prompt designed for Experiments 1 and 2. 
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Figure 36 Google Gemini Prompt for Experiment 1 and 2, Phase 3 

 

 For Experiment 1, a significant finding when comparing to the Phase 2 Gemini outputs is 

that it shows Gemini was successful in generating a more discrete output. In Phase 2, target 

satellite, advance sensors, communication disruptions, maintaining a safe distance, and non-

kinetic or kinetic disruptions were mentioned. Upon being prompted to be discrete, Gemini 

changed target satellite to designated space objects, generic sensor suite, reliable communication 

links, and included generic RPO mission objectives with Space Situational Awareness. When the 

shall statements were provided to ChatGPT, it did not mention an ASAT in the mission concept 

shown in Figure 37.  

 



80 

 

Figure 37 OpenAI ChatGPT 4o Response for Experiment 1, Phase 3 

 

 For experiment 2, a significant finding in comparison to the Phase 2 Gemini outputs is 

that it shows Gemini was successful in tailoring the KPPs to be more generic. In Phase 2, the 

KPPs mentioned optical sensors, laser rangefinder, payload (kinetic impactors, electronic 

warfare capabilities, and cyber warfare capabilities) and survivability. Upon being prompted to 

be discrete, Gemini removed those terms and included generic RPO KPPs. For example, 

replacing survivability with durability. 

 When these discrete KPPs were provided to ChatGPT, it stated “Based on the provided 

key performance parameters, the mission concept is likely a spacecraft designed for precision 

orbital operations and scientific observation” (OpenAI ChatGPT, 2025). It also provided a list of 
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likely mission types shown in Figure 38. It does not mention ASAT RPO as a likely mission. 

The KPPs provided by Gemini still meet the mission objective of an ASAT RPO mission but use 

generic satellite KPPs and disguise the mission as precision orbital operations. 

 

 

Figure 38 OpenAI ChatGPT 4o Response for Experiment 2, Phase 3 

 

In this phase, vague and discrete prompt engineering techniques were applied. The 

objective was to obscure specific mission details while still obtaining relevant RPO data. The 

results showed a reduction in the explicitness of sensitive information, demonstrating that even 

basic prompt engineering could mitigate some data reconstruction risks. 

5.3.2 Experiment 1 and 2, Phase 4 

 This phase explores a restrictive prompt design following the same process. As 

mentioned in Chapter 2, Restrictive prompts impose specific guidelines or constraints on the 

AI’s response to ensure precision and alignment with the intended objective. This phase is 

intentionally asking the GenAI models to use the ASAT RPO content developed from Phase 2 
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with a restriction on generating sensitive mission parameters for RPO. Figure 39 shows the 

restrictive prompt designed for Experiments 1 and 2. 

 

 

 
Figure 39 Google Gemini Prompt for Experiment 1 and 2, Phase 4 

 

 For Experiment 1, a significant finding when comparing output to the Phase 2 Gemini 

output is the requirements maintain a level of generality with the requirements necessary for an 

ASAT RPO mission. In Phase 2, Gemini mentioned target satellite, advance sensors, 

communication disruptions, maintaining a safe distance, and non-kinetic or kinetic disruptions. 
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With the restrictive prompt, Gemini changed target satellite to designated target, still mentions a 

payload but only to meet mission objectives, and mentions RPO for station-keeping, inspection, 

and intervention. It does not explicitly call out electronic jamming and kinetic impact like Phase 

2, but it does still mention a target. When these restricted generated requirements were provided 

to ChatGPT, it responded with the following shown in Figure 40.The Task Execution via 

Payload is interesting because this provides an example of a satellite that has a payload that is 

not explicitly for an ASAT. ChatGPT mentions this payload is to perform mission specific tasks 

such as data collection, repairs, and other operations. 

 

 

Figure 40 OpenAI ChatGPT 4o Response for Experiment 1, Phase 4 

 

 For experiment 2, a significant finding in comparison to Phase 2 Gemini outputs is that it 

shows Gemini was successful in tailoring the KPPs to be applied to a variety of RPO missions. 
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In Phase 2, the KPPs mentioned optical sensors, laser rangefinder, spectroscopy, payload (kinetic 

impactors, electronic warfare capabilities, and cyber warfare capabilities) and survivability. With 

the restrictive prompt, Gemini removed those terms and included generic RPO KPPs similar to 

Phase 3 KPPs. When these restricted KPPs were provided to ChatGPT, it provided the following 

response shown in Figure 41.The KPPs provided by Gemini still meet the mission objective but 

use generic satellite KPPs and disguise the mission. 

 

 

Figure 41 OpenAI ChatGPT 4o Response for Experiment 2, Phase 4 
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Restrictive prompts were employed in this phase, incorporating specific constraints to 

limit GenAI’s outputs. These prompts effectively minimize the generation of sensitive mission 

parameters. The outputs-maintained generality, reducing risks associated with data leakage and 

unauthorized inference of mission-critical information. 

5.3.3 Experiment 1 and 2, Phase 5 

This phase explores a contextual prompt design following the same process. As 

mentioned in Chapter 2, Contextual prompts enhance AI responses by embedding background 

information, examples, or situational framing within the input query. This phase is intentionally 

asking the GenAI models to use the ASAT RPO content developed from Phase 2 with added 

contextual considerations. Figure 42 shows the contextual prompt designed for Experiments 1 

and 2. 
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Figure 42 Google Gemini Prompt for Experiment 1 and 2, Phase 5 

 

 

For Experiment 1, a significant finding when comparing to the Phase 2 Gemini outputs is 

the requirements maintain a level of generality leaving the exact nature of the payload, 

maneuvers, and level of autonomy up to the specific mission objectives. In Phase 2, Gemini 

mentioned target satellite, advance sensors, communication disruptions, maintaining a safe 

distance, and non-kinetic or kinetic disruptions. With the contextual prompt, Gemini added a 

section with generic approaches to achieve RPO and a set of requirements. Of the requirements, 

Gemini changed the orbit of the target satellite to within an operational area, replacing target 

satellite to target object to broaden applicability across diverse mission contexts. The reference to 

the payload remains, now explicitly tied to mission objectives to maintain focus and operational 

relevance. These adjustments enhance clarity and flexibility without adversely affecting 

downstream interpretation or implementation of the requirements. When these contextual 

generated requirements were provided to ChatGPT, it responded with the following mission 

concept and key aspects shown in Figure 43. ChatGPT mentions this payload capability is to 
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perform mission specific tasks to interact with target object, perform inspections, and gather 

critical data. 

 

 

Figure 43 OpenAI ChatGPT 4o Response for Experiment 1, Phase 5 

 

 For experiment 2, an interesting finding in comparison to Phase 2 Gemini outputs is that 

is shows Gemini was successful in tailoring the KPPs, but did not alter the KPPs much from 

Phase 3 and 4. In Phase 2, the KPPs mentioned optical sensors, laser rangefinder, spectroscopy, 

payload (kinetic impactors, electronic warfare capabilities, and cyber warfare capabilities) and 

survivability. With the contextual prompt, Gemini removed those terms and included generic 

RPO KPPs like Phase 3 and 4 KPPs. When these contextual KPPs were provided to ChatGPT, it 

provided primary objectives (shown in Figure 44), operational characteristics, and potential 

mission applications.  
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Figure 44 OpenAI ChatGPT 4o Response for Experiment 2, Phase 5 

 

Contextual prompt engineering techniques were tested in this phase, embedding 

background information and situational framing within the prompts. This approach significantly 

improved the alignment of GenAI outputs with ethical and operational guidelines while 

maintaining data security. The contextual prompts successfully guided the AI to produce 

relevant, non-sensitive content, showcasing the potential of advanced prompt engineering 

techniques in risk mitigation. 

5.4 Comparative Analysis of Baseline and Intervention Phases 

A comparative analysis between the baseline and intervention phases revealed a clear 

trend that prompt engineering effectively reduces the risks associated with GenAI outputs. The 

baseline phases exhibited higher occurrences of sensitive data reconstruction, whereas the 
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intervention phases demonstrated substantial improvements in data security, output relevance, 

and alignment with ethical standards. 

Using Quantitative metrics, it indicated a marked reduction in the frequency of sensitive 

information leakage, with baseline phase averaging a 60% occurrence rate of sensitive data 

exposure compared to under 31% in the intervention phases. The occurrence rate was calculated 

by dividing the number of instances where sensitive information was identified in GenAI outputs 

by the total number of outputs generated, then multiplying by 100 to express the rate as a 

percentage. For example, if 6 out of 10 requirements in the baseline phase contained sensitive 

information, the occurrence rate would be 60%. Graphical representation for experiment 1 

comparing Phase 2 (open ASAT RPO) to Phase 3-5 intervention phases provided in Figure 45. 

Graphical representation for experiment 2 provided in Figure 46. 

 

 

Figure 45 Occurrence Rate of Sensitive Information Leakage from Experiment 1 (Requirements) 
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Figure 46 Occurrence  Rate of Sensitive Information from Experiment 2 (KPPs) 

 

The types of sensitive information identified included adversary anti-satellite (ASAT) 

strategies, payload specifications, target satellite details, electronic jamming techniques, kinetic 

impact capabilities, and enhanced sensor suite configurations. These examples were selected 

based on their potential to compromise operational security or reveal proprietary mission details. 

The use of a vague and discrete prompt showed the highest efficacy, particularly in reducing the 

mention of the sensitive information compared to restrictive and contextual prompts. 

Qualitative assessments highlighted improvements in output clarity and ethical 

alignment. Upon evaluating the intervention-phase outputs, they exhibited reduced bias, greater 

consistency, and provided RPO agnostic missions. These findings suggest that prompt 

engineering not only mitigates risks but also enhances the overall quality of GenAI outputs. 



91 

5.5 Insights from Qualitative Feedback 

The qualitative feedback from the industry interviews emphasized the importance of 

prompt engineering in operational settings, particularly in defense and space exploration 

domains. They highlighted the practical benefits of integrating prompt engineering into existing 

workflows, noting improvements in data handling, compliance with regulatory requirements, and 

overall AI governance. 

Interviewees from defense sectors stressed that prompt engineering techniques could 

serve as a critical layer of security, complementing traditional cybersecurity measures. Space 

exploration professionals noted the potential for prompt engineering to enhance autonomous 

decision-making systems, reducing reliance on constant human oversight while ensuring mission 

integrity. 

Common themes from the feedback included the necessity for continuous monitoring and 

adaptation of prompt strategies, the value of incorporating domain-specific knowledge into 

prompt design, and the need for comprehensive training programs to upskill personnel in prompt 

engineering techniques. 

5.6 Limitations and Challenges 

In addition to the other limitations already mentioned in this dissertation, a key challenge 

was ensuring the consistency of GenAI outputs across different iterations. Despite applying 

identical prompts, slight variations in responses were observed, highlighting the inherent 

unpredictability of GenAI systems. This variability complicates efforts to establish standardized 

risk mitigation protocols. 
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In conclusion, this chapter has demonstrated the efficacy of prompt engineering as a 

strategic tool for mitigating GenAI risks. The results underscore the potential of structured input 

design to enhance data security, ethical compliance, and operational reliability in sensitive 

domains.  
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CHAPTER 6 : ANALYSIS AND DISCUSSION 

 
 
 

6.1 Introduction 

This chapter provides a comprehensive analysis of the experimental results presented in 

Chapter 5 by interpreting the findings within the broader context of GenAI risk mitigation. By 

bridging the data to theoretical frameworks and existing literature this discussion highlights the 

practical implications of prompt engineering for safeguarding sensitive mission data. This 

chapter examines the limitations of the study and proposes recommendations for future research 

and operational deployment, with an emphasis on systems engineering principles. 

6.2 Interpretation of Key Findings 

The experimental results demonstrated that prompt engineering is an effective strategy 

for mitigating data reconstruction risks associated with GenAI. The comparative analysis 

revealed a significant reduction in the occurrence of sensitive information leakage from 60% in 

baseline scenarios to less than 31% with prompt interventions. This finding aligns with recent 

research demonstrated that implementing prompt privacy protection frameworks effectively 

reduces sensitive data exposure across various natural language processing tasks (Shen et al., 

2024). This reduction underscores the potential of prompt engineering to serve as a first-line 

defense in securing mission-critical data, particularly in domains where operational security is 

paramount, such as national defense and space exploration. 

The efficacy of restrictive and contextual prompt techniques highlights the importance of 

framing and constraint in influencing GenAI outputs. By embedding specific instructions within 
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the prompt structure, it decreases the likelihood of inadvertent data exposure. This aligns with 

findings from prior studies on AI safety, which emphasize the role of input constraints in 

controlling model behavior (NIST AI RMF 600-1, 2024). Moreover, the contextualization 

approach demonstrated that GenAI systems are highly responsive to nuanced input cues, 

suggesting that careful prompt design can guide AI behavior towards safe, secure, reliable, and 

ethical outputs without compromising functionality. 

Another critical finding is the adaptability of GenAI to iterative prompt modifications. 

Throughout the experimental phases, continuous refinement of prompt strategies led to 

progressive improvements in output security and relevance. This iterative process mirrors 

principles of systems engineering, where feedback loops are integral to optimizing performance. 

The concept of "closed-loop control," commonly applied in systems engineering, is analogous to 

the iterative refinement process in prompt engineering. This approach allows for continuous 

monitoring, feedback, and adjustment to the system performance. 

6.3 Comparison with Existing Literature 

The findings of this study connect existing research on RAI and XAI, which advocate for 

the integration of governance mechanisms to manage AI risks. Prompt engineering is aligned 

with the principles outlined in the NIST AI RMF, which advocates proactive risk identification 

and mitigation strategies during the AI lifecycle. This study extends these principles by 

demonstrating the practical application of prompt engineering as a dynamic, adaptable tool for 

real-time risk mitigation. 

The results resonate with industry literature emphasizing the importance of iterative 

testing and feedback loops in refining AI systems. For example, the NIST AI RMF highlights the 

significance of proactive risk identification, continuous monitoring, and adaptive control 
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mechanisms in AI governance (NIST, 2024). A study entitled “Towards a Rigorous Science of 

Interpretable Machine Learning” advocates for rigorous evaluation methodologies that 

incorporate continuous feedback to enhance AI system reliability and transparency (Doshi-Velez 

and Kim, 2017). The iterative nature of prompt engineering aligns with systems engineering 

practices that prioritize continuous improvement and adaptability in complex technological 

environments. 

A study in AI ethics highlighted the challenges of aligning AI outputs with human values, 

particularly in high-stakes environments (Bostrom, 2014). The effectiveness of prompt 

engineering in this study demonstrated its potential to operationalize ethical guidelines that can 

translate abstract principles into actionable input strategies. This bridges the gap between 

theoretical ethical frameworks and practical AI deployment which offers a tangible method for 

embedding ethical considerations into GenAI systems. 

6.4 AI Ethics 

 AI ethics intersects technology, philosophy, policy, and societal norms. As GenAI 

systems continue to be integrated into mission-critical environments ethical considerations 

become not only relevant but imperative. The dual-use nature of GenAI presents unique ethical 

dilemmas, where technologies designed for beneficial purposes can also be exploited for 

malicious intent. The same models that enhance operational capabilities can also be repurposed 

for disinformation campaigns or unauthorized data extraction (Brundage et al., 2018). 

 Bias and fairness represent a critical ethical problem in GenAI. AI models are inherently 

reflective of the data on which they are trained, which means biases present in training datasets 

can be represented or amplified by these systems. As explored in this dissertation, prompt 

engineering offers a proactive strategy to mitigate these risks. By carefully designing prompts, it 
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is possible to guide more fairness into the outputs, reducing the propagation of harmful biases 

and promoting ethical alignment within AI systems (Mehrabi et al., 2021). 

Ethical AI requires adherence to governance frameworks that provide guidelines for RAI 

deployment. The IEEE advocates for ethically aligned design practices that prioritize human 

well-being and stakeholder engagement (IEEE, 2019). The OECD promotes transparency, 

accountability, and inclusivity in AI systems, reinforcing the need for governance structures that 

support ethical AI practices (OECD, 2019). Integrating these principles with proactive strategies 

ensures that AI systems are effective and ethically robust. AI systems increasingly influence 

critical decisions in sensitive domains. Ethical considerations must be integrated into every stage 

of AI development and deployment. 

6.5 Theoretical and Practical Implications 

From a theoretical perspective, this research advances the understanding of how human-

AI interaction can be structured to mitigate GenAI risks. This research suggests that prompt 

engineering functions as an input modification technique and an integral component of AI 

governance frameworks. The study also contributes to the emerging field of AI behavioral 

modeling and suggests that GenAI responses can be predictably influenced through prompt 

adjustments. Which could enhance the reliability and controllability of AI systems in sensitive 

domains. 

From a practical perspective, industries that are reliant on sensitive data are a lot more 

common than most realize. In defense applications, prompt engineering can be embedded within 

operational protocols to ensure that GenAI outputs do not inadvertently compromise national 

security. Techniques such as restrictive prompts can be standardized within military 

communication protocols to safeguard sensitive information. In the space domain, where data 
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integrity is critical for mission success, prompt engineering can reduce the risk of erroneous or 

exposure of sensitive data. 

Prompt engineering serves as both a technical tool and an ethical intervention. It provides 

a mechanism to embed ethical considerations directly into AI interactions, ensuring that outputs 

are not only accurate but also aligned with user values. For instance, tailored prompts can be 

used to reduce gender bias in job recommendation systems or to prevent the generation of 

sensitive information that could compromise national security. In this way, prompt engineering 

becomes a form of ethical governance that complement AI risk management frameworks which 

emphasize the importance of managing risks related to bias, privacy, and security. 

The adaptability and flexibility of prompt engineering makes it suitable to be integrated 

within existing AI governance structures in any organization using or planning to use GenAI. 

Organizations can develop prompt libraries tailored to specific operational contexts, 

continuously refining them based on emerging risks and technological developments. This 

adaptability ensures that prompt engineering remains relevant as GenAI evolves. 

In systems engineering, prompt engineering can be viewed as part of the broader 

requirements management process. Just as system requirements define the acceptable KPPs of 

systems, prompt engineering defines the "requirements" for AI outputs. It also serves as a 

mechanism for ingesting systems and domain expertise into AI systems which enhance the 

output reliability, predictability, and security. This perspective underscores the role of prompt 

engineering in maintaining system reliability and performance, reinforcing its value within the 

systems engineering lifecycle. 
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6.6 Limitations and What Did Not Work 

While the experimental results demonstrated the efficiency of prompt engineering in 

mitigating the risks of data reconstruction and inadvertent content exposure, several limitations 

emerged throughout the process. These limitations are instructive for refining future research and 

for guiding organizations seeking to apply prompt engineering into their environments. 

The first challenge is the variance in model behavior across GenAI platforms. When 

using the same prompt, the outcome will not always be the same and is unpredictable. This 

variance highlights the issue of non-determinism in GenAI systems, which complicates efforts to 

validate outputs or guarantee repeatable behavior. In high-stakes domains such as defense or 

aerospace, this unpredictability introduces risk, especially when prompt-engineered outputs feed 

into downstream engineering decisions or operational plans. 

While prompt engineering proved effective in reducing explicit references to adversarial 

or sensitive mission elements, the model sometimes produced generalized yet inferable 

descriptions that hinted at sensitive capabilities. This illustrates that semantic obfuscation does 

not necessarily eliminate risk, and true mitigation may require layered techniques. 

Lastly, the experiments relied on public accessible models, which limited the ability to 

evaluate deeper technical risk factors such as training set, embedding leakage, or backend data 

storage. As a result, the analysis focused on observable output characteristics, not the full data or 

internal model behavior. 

6.7 Lifecycle Integration of Prompt Engineering 

As GenAI becomes increasingly embedded into system pipeline the need to scale 

responsible use grows accordingly. Prompt engineering can be embedded across the entire AI-

integrated product lifecycle, as both a control mechanism and design tool. 
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During the requirements definition phase, prompt engineering can help translate 

stakeholder needs into traceable, context-aware requirements. When outputs are verified through 

a human-AI review loop (as defined in the functional verification process) it can accelerate early-

stage modeling while reducing misinterpretation risks. 

During design and analysis phases, prompt engineering can assist in generating test cases, 

validating assumptions, or simulating scenarios. Prompt design becomes an engineering artifact: 

a constraint boundary that shapes what the model is permitted to propose. 

During deployment, maintenance, and operations, prompts can serve as filters, data tags, 

or wrappers around agents, especially in systems using GenAI for real-time planning, 

maintenance, or interpretation. Prompts that enforce tone, domain limits, or reference points can 

act as an access control layer tuned for language models. 

To scale this practice, organizations will require prompt design standards aligned with 

system safety goals, validation environments, and continuous feedback loops. Prompt 

engineering is not a silver bullet, but its value is its adaptability, accessibility, and low barrier to 

deployment. When applied with rigor, it complements the model through fine-tuning, differential 

privacy, and zero-trust architecture, becoming a connection to a holistic AI risk management 

strategy. Figure 47 illustrates how prompt engineering can be systematically embedded across 

the key phases of GenAI lifecycle. 
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Figure 47 Prompt Engineering Across the GenAI Lifecycle 

 

6.8 Recommendations for Future Research 

Building on the findings and the identified limitations, future research should explore 

how prompt engineering can be systematically scaled across different GenAI architectures, 

especially as emerging models incorporate more advanced reasoning, memory retention, and 

user interaction capabilities. The variability in output observed across models such as ChatGPT 

and Gemini suggests that prompt strategies must evolve in tandem with the model landscape. 

Therefore, comparative studies across architecture offer critical insight into generalizability and 

robustness. 

Integrating prompt engineering with other risk mitigation techniques, such as red and 

blue teaming, adversarial testing, and comprehensive security frameworks, could yield layered 

defense strategies. These multilayered approaches can help organizations build resilience not just 
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against data reconstruction, but also against model inversion, unauthorized inference, or misuse 

in autonomous settings. 

Another area for future research is the performance of prompt strategies. AI systems are 

dynamic and often updated with new training data, reinforcement strategies, or tuning 

mechanisms that may shift their response behavior over time. Investigating how engineered 

prompts retain (or lose) their intended constraints across model updates would shed light on 

prompt engineering’s durability in production environments. 

Interdisciplinary research is also an important piece to consider. Prompt engineering sits 

at the intersection of human-AI interaction, natural language design, and socio-technical systems. 

Expanding the research to incorporate perspectives from cybersecurity, human factors 

engineering, behavioral science, and legal studies would strengthen the conceptual and ethical 

foundations of prompt design. For example, legal and policy maker researchers could explore 

how prompt design intersects with emerging AI regulations, while human factors experts could 

assess how users interpret and apply prompt templates under cognitive load. 

Collaborative studies with domain experts could also help identify synergies between 

prompt engineering and established security practices, such as zero-trust architectures or human-

in-the-loop control strategies. In doing so, prompt engineering would not only serve as a 

linguistic constraint tool but as a mechanism for embedding organizational values and safeguards 

directly into AI-human interaction protocols. 

In summary, this chapter has analyzed the experimental findings through the lens of 

existing literature, theoretical frameworks, and practical system constraints. The results support 

the conclusion that prompt engineering is a practical, scalable, and effective technique for 

mitigating GenAI risks, particularly data reconstruction vulnerabilities. By translating abstract 



102 

governance goals into structured input design, prompt engineering helps operationalize AI safety 

in real-world systems. When integrated with systems engineering principles and aligned to 

lifecycle management, prompt engineering serves not only as a point solution, but as a 

foundational control that can evolve with AI technologies and safeguard mission-critical 

applications. 
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CHAPTER 7 : CONTRIBUTIONS AND CONCLUSION 

 
 
 
 This dissertation has explored the critical role of prompt engineering in mitigating the 

risks associated with data reconstruction in GenAI systems, with a focus on safeguarding 

sensitive mission data in high-stakes environments such as defense and space exploration. The 

research has systematically examined the vulnerabilities posed by GenAI, particularly 

concerning data privacy, security, and the integrity of mission-critical operations. Through a 

comprehensive literature review, theoretical framework, empirical experiments, and industry 

interviews, this study has provided both theoretical and practical contributions to the field of 

Systems Engineering and RAI. 

The findings underscore the transformative capabilities of GenAI while offering immense 

potential for innovation and efficiency. It also simultaneously introduced significant risks of data 

reconstruction and inadvertent exposure of sensitive information. The case studies and 

experiments conducted revealed how GenAI systems, even when trained on anonymized 

datasets, can infer or regenerate sensitive information, posing threats to national security and 

operational stability in interconnected systems. 

Prompt engineering emerged as a viable and effective strategy for mitigating these risks. 

By systematically crafting input prompts users can influence GenAI outputs to align with 

security protocols and ethical standards to reduce the likelihood of sensitive data reconstruction. 

The experimental analysis demonstrated that specific prompt engineering techniques, such as 

restrictive, vague, and contextual prompts, significantly reduced data leakage and improved the 

ethical alignment of AI-generated content. 
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This research also highlighted the importance of integrating prompt engineering within 

existing risk management frameworks, particularly the NIST AI RMF 600-1. The applicability 

matrix developed in this dissertation serves as a practical tool for organizations to align GenAI 

deployment strategies with regulatory requirements and governance best practices. The 

framework facilitates a structured approach to identifying, assessing, and mitigating GenAI risks, 

ensuring compliance with ethical, legal, and operational standards. 

Central to this study is the application of Systems Engineering principles, which provided 

a rigorous, holistic framework for analyzing and mitigating GenAI risks. Systems Engineering 

facilitated a structured methodology to dissect the complex, interdependent components of 

GenAI systems, emphasizing lifecycle risk management, system reliability, and mission 

assurance. The integration of Systems Engineering approaches enabled a thorough examination 

of GenAI's role within broader mission systems, identifying potential failure points and 

optimizing risk mitigation strategies through prompt engineering. This system-level perspective 

ensured that mitigation strategies were not only technically sound but also operationally viable, 

aligning with the overarching goals of mission success and resilience. 

Industry interviews provided valuable insights into the real-world challenges and 

priorities of stakeholders in sensitive domains. These qualitative findings complemented the 

experimental data, revealing a strong demand for actionable guidelines and robust risk mitigation 

strategies tailored to the unique threats posed by GenAI. Stakeholders emphasized the need for 

continuous monitoring, adaptive risk management, and the integration of human oversight to 

enhance the reliability and accountability of AI systems. 

Despite its contributions, this study acknowledges certain limitations which include the 

constrained scope of industry interviews and the controlled nature of experimental settings, 
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which may not fully capture the complexity of real-world GenAI applications. Future research 

should expand the sample size of industry stakeholders, explore the efficacy of prompt 

engineering across diverse GenAI models, and investigate complementary mitigation techniques 

such as adversarial testing and federated learning. 

In conclusion, this dissertation advances the understanding of prompt engineering as a 

critical tool for mitigating data reconstruction risks in GenAI systems. It bridges the gap between 

AI governance frameworks and practical risk management strategies, offering a comprehensive 

approach to secure and responsible GenAI deployment. By embedding Systems Engineering 

principles into the risk mitigation process, this research provides a robust, scalable framework 

for managing GenAI risks, Moreover, it demonstrates how the integration of domain expertise 

with generative AI can create systems that are not only more reliable and secure but also more 

adaptable and capable. This combination contributes to the broader goal of ensuring the safe, 

ethical, and trustworthy development of AI technologies in mission-critical environments. 
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APPENDIX A : NIST AI RMF 600-1 APPLICABILITY MATRIX TOP THREE RISK FROM 

GOVERN CATEGORY 

 
 
 

AI RMF 

Subcategory 

Information Security Human-AI 

Configuration 

Harmful Bias or 

Homogenization 

GV-1.1     X 

GV-1.2 X     

GV-1.3 X   X 

GV-1.4     X 

GV-1.5 X X   

GV-1.6 X X   

GV-1.7 X X   

GV-2.1 X X X 

GV-3.2 X X X 

GV-4.1       

GV-4.2   X   

GV-4.3 X     

GV-5.1   X X 

GV-6.1 X X X 

GV-6.2 X X X 

Total 10 9 8 
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APPENDIX B : NIST AI RMF 600-1 APPLICABILITY MATRIX TOP THREE RISK FROM 

MAP CATEGORY 

 
 
 

AI RMF 

Subcategory 

Harmful Bias or 

Homogenization 

Information Integrity Human-AI 

Configuration 

MP-1.1 X   X 

MP-1.2 X X X 

MP-2.1   X   

MP-2.2 X X   

MP-2.3 X X   

MP-3.4 X X X 

MP-4.1 X     

MP-5.1 X X X 

MP-5.2     X 

Total 7 6 5 
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APPENDIX C : NIST AI RMF 600-1 APPLICABILITY MATRIX TOP THREE RISK FROM 

MEASURE CATEGORY 

 
 
 

AI RMF 

Subcategory 

Harmful Bias or 

Homogenization 

Human-AI 

Configuration 

Information 

Integrity 

MS-1.1 X X X 

MS-1.3 X X   

MS-2.2 X X X 

MS-2.3 X X X 

MS-2.5   X X 

MS-2.6 X X   

MS-2.7 X X X 

MS-2.8 X X X 

MS-2.9 X   X 

MS-2.10 X X X 

MS-2.11 X     

MS-2.12       

MS-2.13 X   X 

MS-3.2   X   

MS-3.3 X X X 

MS-4.2 X X X 

Total 12 11 10 
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APPENDIX D : NIST AI RMF 600-1 APPLICABILITY MATRIX TOP THREE RISK FROM 

MANAGE CATEGORY 

 
 
 

AI RMF 

Subcategory 

Human-AI 

Configuration 

Information Security Harmful Bias or 

Homogenization 

MG-1.3 X X   

MG-2.2 X X X 

MG-2.3       

MG-2.4 X X   

MG-3.1   X X 

MG-3.2 X   X 

MG-4.1 X X X 

MG-4.2 X   X 

MG-4.3   X   

Total 6 6 5 

 


