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ABSTRACT

TOWARDS CYBERSECURITY COUNTERMEASURES FOR SAE J1708/1587

NETWORK PROTOCOL IN HEAVY-DUTY VEHICLES

Heavy vehicles are crucial to a functioning economy and society since they are responsible

for delivering people and goods across the country. These systems rely on various forms of

in-vehicle communication between electronic control units (ECU) for reliable operation. In

recent years, numerous vulnerabilities inherent to unauthenticated in-vehicle communication

have been identified in academia, industry, sponsored events, and real-world attacks. Current

defensive cybersecurity research is primarily aimed at securing the controller area network

(CAN) and other conventional systems. However, little to no defensive research has been

conducted on legacy systems, and only recently have state-of-the-art attacks been identified

in public disclosures or discussed in published works. Despite the age of the technology, the

associated vulnerabilities from legacy networks are likely to persist for many years due to

long equipment service life, cost-reluctance from fleets, and powerline bridge standardiza-

tion. If system-wide security is desired by the industry, proportional research in this field is

warranted.

In this thesis, I examine the application of simple signature-based and anomaly-based

intrusion detection on legacy serial data communication between ECUs in heavy-duty (HD)

applications defined in SAE J1708 and J1587 building on previously published work. This is

accomplished through the design and development of a prototype network gateway tailored

to the requirements defined within the two protocols. Additionally, this thesis contributes

the embedded software utility developed for the prototype gateway for open use and validates

its functionality through robust unit testing. Ultimately, the intrusion detection system is

deployed, tested, and evaluated on a retrofitted dual air brake system simulator (DABSS)
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managed by Dr. Jeremy Daily at the Powerhouse Energy Institute. An assessment of the

effectiveness of the mitigation against four attack scenarios followed by recommendations for

improvements and future work are provided in the final chapters.
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Chapter 1

Introduction

1.1 Motivation

What does the future of heavy vehicles look like? To answer this question, researchers

and industry stakeholders assess existing problems and needs, explore the application of new

technologies, generate conceptual solutions, and subsequently design, build and test their

ideas in hopes that their solution is satisfactory in addressing the original need. Among

these is the need to protect these systems from unintentional information disclosure, theft,

disruption, or damage.

As heavy vehicles continually improve and gain complexity with each innovation, it be-

comes increasingly difficult to assess the system’s security posture and defend against misuse.

But why is this important?

Semi-trucks are a component of “critical infrastructure” – a term that the government

uses to describe essential assets for a functioning society and economy. They transport

goods across the country, equipment for businesses, and resources that help power cities

keeping many aspects of day-to-day life convenient. While a single encompassing attack

on heavy vehicles is not a present danger, the risk of incidents involving small fleets or

individuals is a concern among industry professionals—the threat? A cyber-attack facilitated

by vulnerabilities inherent to exposed onboard and wireless network communication.

For reasons discussed in the subsequent section, heavy vehicles are particularly at risk

because of publicly available standards, the inherent trust of in-vehicle electronic control units

(ECU), and an expanding attack surface from innovations in the field. Many vulnerabilities

have already been exposed and are well understood. For example, one team of researchers

used empirical experiments to demonstrate that ECUs on the controller area network (CAN)

were susceptible to targeted denial-of-service (DOS) attacks if access to the network was
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obtained [2]. Such an attack would have profound consequences on vehicle dynamics during

operation, the worst of which could be fatal to the driver or the public.

Conversely, mitigations and defense concepts are also actively under investigation. For

example, a team of researchers at the University of Michigan have developed a clock-based

intrusion detection system (IDS) called CIDS to aid in fingerprinting compromised modules

on CAN [3]. More recently, research aimed at practical and deployable mitigations that ac-

count for compatibility constraints imposed by legacy CAN and message protocol definitions

(i.e., SAE J1939) has gained traction [4]. Yet, despite the wealth of publications available,

suggested mitigation concepts for modules connected by legacy networks (i.e., SAE J1708,

J1587) are rarely mentioned or thoroughly discussed in published defense research.

In a 2018 publication by the National Highway Traffic Safety Administration (NHTSA),

the authors found no security discussions or information regarding J1708/1587 network se-

curity disclosed by representative industry partners that were suitable to include in their

national report on heavy-duty (HD) cybersecurity [5]. This lack of research is the case even

when the mitigation concepts explored in the mainstream concerning J1939 networks could

be extended or adapted to legacy protocols.

Though the NHTSA did not conclude on a specific cause, stakeholders may view the

vulnerabilities associated with J1708/1587 networks as less probable or impactful. Some

may also point out the infrequent amount of time trailers are actually in service. By some

estimates, trailers are detached from trucks up to 75% of the time [6]. Technical concerns

also exist around the implementation details and busload overhead on a relatively slower

network.

Despite these valid objections, the risks of a cyberattack intrinsic to existing legacy

networks are likely to persist due to long equipment service life, cost-reluctance from fleets,

and powerline bridge standardization. Thus, as long as system-wide security in HD vehicles

is sought, J1708/1587 network security will remain a worthwhile research segment.
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Given the lack of research, this thesis aims to contribute to the body of knowledge regard-

ing J1708/1587 network security by exploring the application of simple intrusion detection.

This is accomplished by applying concepts proposed by conventional in-vehicle defense re-

search and implementing this on custom electronic hardware. The design and development

of a J1708/1587 gateway are described in the subsequent chapters. Additionally, this thesis

contributes a software utility developed for the gateway for other interested researchers to

apply on low-cost embedded platforms in future investigations. Finally, various unit tests

were performed to verify the gateway hardware and software against any logical or functional

inconsistency, culminating in integrated tests on a retrofitted heavy vehicle simulator.

Ultimately, the intrusion detection system is deployed, tested, and evaluated on the

simulator, and an assessment of the mitigation concept is conducted. Finally, in light of

conclusions drawn in the last chapter, recommendations for improvements and future work

are provided. Altogether, this defense concept builds upon previously published work by the

author and researchers at Colorado State University (CSU) for applications in the J1708/1587

domain. The ultimate goal of this work is to generate the tools and the preliminary research

for future investigations of deployable network defenses for serial communication defined by

SAE J1708/1587.

1.2 Background

1.2.1 Vehicle Classification and Architecture

Before a discussion of relevant work can continue, it is essential to clarify what a heavy-

duty vehicle is and how it fundamentally differs from other vehicle types. Although many

organizations have generated classification systems, the Federal Highway Administration

(FHWA) provides a set of 13 categories that serve as the basis for most other classification

systems in the United States [7]. A visual representation of the first ten classes is provided

in Figure 1.1 courtesy of the FHWA [8].
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Figure 1.1: Common vehicle types for each FHWA class

For the sake of discussion, it is often easier to compare vehicles based on their gross

vehicle weight rating (GVWR). As shown in Table 1.1, weight-based categorization consists

of classes 1 through 8. These classes are further grouped into light-duty (LD), medium-duty

(MD), and heavy-duty categories. Despite some overlap with large box trucks, the HD class

is distinguished by the inclusion of triple-axle vehicles with single trailers (class 8).

Table 1.1: FHWA Vehicle Classifications, Gross Vehicle Weight Rating (GVWR) Ranges and Re-
spective Categories

Class GVWR Range GVWR Category
Class 1 - 2 ≤ 10,000 lbs. Light-Duty Vehicles
Class 3 - 6 10,001 – 26,000 lbs. Medium-Duty Vehicles
Class 7 - 8 26,000+ lbs. Heavy-Duty Vehicles

Regardless of the classification, practically all modern vehicles contain numerous em-

bedded computing systems known as ECUs that control various subsystems and report

information on a shared network. The most critical ECUs control steering, braking, power-

train, and other subsystems impacting vehicle dynamics. ECUs are also crucial for indicating

when maintenance is needed, reporting diagnostic information, and performing safety-critical

functions in response to external events.
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Generally speaking, sensors aboard the vehicle provide real-time signals to their respective

ECUs. Once these signals are processed, the ECU decides to perform some action (i.e.,

actuating a motor, providing voltage to a signal light, or reporting information to another

ECU). Collectively, these ECUs exchange information on a shared bus resembling the generic

form shown in Figure 1.2.

Figure 1.2: A generic vehicle network

ECUs are also found on box trailers (and the like) to control brake lamps and any

electronic air braking systems (ABS). Multiple cables are used to intermittently link the

primary air supply and battery power from the truck to the trailer as shown in Figures 1.3b

through d. The glad-hand connectors in blue and red are used to connect the supply and

secondary air. The J560 connector in green provides system power. SAE J560 defines the

physical connecting harness to extend power and signals across the system [9]. In most HD

applications in the US, this power line also carries serial data between the tractor and any

trailers equipped with bridging hardware. The pin definitions for this cable are provided in

Figure 1.3a.

1.2.2 CAN and SAE J1939

Networking protocols, often published in larger documents called standards, establish

the governing rules for communication between ECUs. Although many standards exist for

MD/HD vehicles across market regions, the two most relevant standards for operation in

North America are CAN (defined in ISO 11898) and SAE J1939.

SAE J1939 was created by the Society of Automotive Engineers (SAE) and is a collection

of documents based on the ISO/OSI protocol stack that defines modern in-vehicle commu-
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Figure 1.3: (a) Pin definitions for J560 connections, (b) Auxiliary linkages between truck and trailer
(truck-side). The glad-hand connectors in blue and red are used to connect the primary air supply.
The J560 connector in green provides system power. (c) The interior pins of a J560 socket. (d) A
J560 cable plug.

nication for HD applications. Table 1.2 summarizes the relationship between the documents

and the model. In sum, SAE J1939 specifies requirements ranging from how the modules

should be physically connected (physical layer) to how an application should process and

interpret messages. In theory, messages are “packaged” down the protocol stack from one

module and are “unpacked” as they travel up the stack on another device to be interpreted

and handled by its application.

Specifically, the SAE J1939 physical layer and message structure are adopted from ISO

11898 by the International Standards Organization (ISO). In the CAN 2.0b specification,

messages consist of a 29-bit header called the CAN-ID and a maximum payload of 8-bytes.

In J1939, the CAN-ID contains the source address, parameter group number, and priority.
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Table 1.2: The SAE J1939 relationship to the ISO/OSI model.

OSI Reference Model Vehicle Standards
J1939/71

Application
J1939/73

Presentation -
Session -

Transport J1939/21
Network J1939/31

J1939/21
Data Link

ISO 11898
J1939/11
J1939/13
J1939/14
J1939/15

Physical

ISO 11898

A summary of notable features between the two protocols is provided in Table 1.3 to avoid

needless descriptions of the many documents and semantics that make up the standards.

1.2.3 SAE J1708 and J1587

Historically, SAE J1939 was not the first diagnostic protocol with widespread use in HD

applications. SAE J1708 and SAE J1587 (hereafter collectively referred to as J1708/1587)

have existed since 1986 and retain use today. However, today it is mainly used to facilitate

communication between controllers on a trailer and to bridge communication between the

tractor and trailer networks. Table 1.5 summarizes the relationship between the documents

and the ISO/OSI model.

Network Parameters

Unlike its successor, the J1708/1587 protocol is slow by current standards and is phys-

ically composed of a twisted pair of 18 gauge wires up to 40 meters in length. Like CAN,

messages are broadcast by the transmitter to every connected device on the bus. ECUs on

J1708 are responsible for bus-synchronization, bus access verification, error handling, and
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Table 1.3: SAE J1939 Feature Summary

Feature Description
Network Speed 250 or 500 kbit/s

Network Topology Multi-client serial bus connected via 18-guage twisted
wire pair (1 twist/inch) with 120Ω terminating resistors.
Based on CAN protocol.

Message Format 29-bit extended identifier and 8-byte data payload. Re-
fer to Table 1.4 for the extended ID format.

Address Claiming Most addresses are pre-assigned to an ECU depend-
ing on its function by SAE 1939. However, an address
claiming procedure has also been defined for ECUs with
multiple or proprietary functions.

Transmission All messages sent by an ECU are visible to every node
on the network. It is left to the receiving ECU to de-
termine if a message should be handled or ignored.

Transport Protocol A specific PGN is assigned for transmitting payloads
larger than 8-bytes. The payload is segmented by the
transmitter and reassembled by the receiving ECU.

Table 1.4: SAE J1939 29-bit CAN ID Format

Priority Reserved Data Page PDU Format PDU Specific Source Address
3 bits 1 bit 1 bit 8 bits 8 bits 8 bits

other network stabilizing features since it is undefined in the protocol. Table 1.6 summarizes

the notable features of SAE J1708/1587.

Protocol

As shown in Figure 1.4a, a J1708 message consists of a series of 10-bit units called

characters which contain a start bit, a single byte of information transmitted least significant

bit (LSB) first, and a stop bit. A pause in communication lasting at least the time of a single

character denotes the end of a single message.

Messages that appear on the bus contain a header known as the message identifier (MID),

data characters, and a checksum character (CHK) totaling no more than 21-characters al-
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Table 1.5: The SAE J1708/1587 relationship to the ISO/OSI model.

OSI Reference Model Vehicle Standards
Application
Presentation

J1587

Session -
Transport -
Network -

J1587
Data Link

J1708
J1708

Physical
J2497

Figure 1.4: J1708/1587 Message Format: (a) Character format, (b) Single parameter J1708 message
format, (c) Multi-parameter J1708 message format.

together, as shown in Table 1.7. The MID is always the first character of a message, and

its value ranges from 0 to 255. It denotes which ECU transmitted the message. MIDs are

allocated to different transmitter categories in SAE J1708 and J1587. For example, MIDs 0

to 7 are reserved for engine messages.

The data characters can contain one or more parameters related to the transmitting

system. The current engine speed or oil temperature are examples of common parameters.

A parameter is packaged in the structure shown in Figure 1.4b. The first character of every

parameter is the parameter identifier (PID) which can range from a value of 0 to 255. The

actual encoded data follows the PID and can span multiple characters. Although most PIDs
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Table 1.6: SAE J1708/1587 Feature Summary

Feature Description
Network Speed 9600 bit/s

Network Topology Multi-client RS485 serial bus connected via 18-gauge
twisted wire pair (1 twist/inch) up to 130 feet.

Message Format 1-byte Message Identifier (MID), 19-byte (max) data
payload, and 1-byte Checksum (CHK).

Address Claiming Nearly all MIDs are pre-assigned to an ECU depending
on its function. A dynamic address claim exists only
for trailer gateway devices.

Transmission All messages sent by an ECU are visible to every node
on the network. It is left to the receiving ECU to de-
termine if a message should be handled or ignored.

Transport Protocol Connection management PID 197 (0xC5) and its sub-
commands are used for segmenting payloads exceeding
21 bytes. Segments are reassembled by the recipient.

Table 1.7: J1587 Message Content

MID Data Characters Checksum
1 byte 19 bytes (max) 1 byte

are used to transmit specific data, others facilitate network functionality such as parameter

requests, transport protocol, data link escape, and page extension. All PIDs are assigned

and defined at length in SAE J1587 [10]. As shown in Figure 1.4c, multiple parameters

can be packed in a single message so long as it does not extend the message length beyond

21-characters.

As an example, suppose the message in Figure 1.5 is captured from a J1708 bus. Using

the definitions provided in J1587, the first byte indicates the message came from a brake

controller. The message also contains four parameters which are reported in various encoded

formats. The actual values for these parameters are tabulated in the figure below the message.

The final byte shows the checksum value.
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Figure 1.5: Example J1708/1587 Message Decode

1.2.4 SAE J2497

As noted previously, the physical harness connecting vehicle power between the tractor

and trailers is also the de-facto means of bidirectional serial communications for systems

in the United States. SAE J2497 defines the messaging protocol for Power Line Commu-

nications (PLC) for commercial vehicles [11]. In particular, it provides the hardware and

software interface requirements, system protocol, messaging format and encoding, signal

characteristics, and message definitions for PLC.

Although the underlying messaging protocol is based mainly on SAE J1708/1587, the

messages are physically transmitted using radio frequency (RF) “chirps” instead of a differ-

ential voltage to represent each bit. The presence or absence of an encoded chirp determines

the logical state of the line at any given time. Furthermore, a single message consists of a

preamble followed by a data body. The compositions of these sections are summarized in

Figure 1.6a, but further definitions are available in the standard. The frequency waveform

for the first “INIT” bit is also provided in Figure 1.6b.

1.2.5 Issue 1: A Publicly Available Standard

The advent of onboard diagnostics (OBD) in the United States is attributable primar-

ily to mandates from the California Air Resources Board (CARB) and the Environmental

Protection Agency (EPA) regarding engine emission controls during the mid-90s. In the
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Figure 1.6: (a) J2497 PLC Message Format. (b) SUPERIORΘ2 Frequency Waveform (PLC
“Chirp”)

first place, CARB and the EPA were established to protect and preserve public safety and

the environment through legislation. Legislated OBD was intended to support this goal by

requiring specific technologies and features in all road vehicles and non-road mobile machin-

ery so that emissions-related malfunctions could be reliably identified and reported by law

enforcement and other regulatory stakeholders [12] [13].

Over time, these early diagnostic technologies matured into robust in-vehicle communi-

cation systems as they were applied in other use cases. Ultimately, this led to the devel-

opment of modern standards such as CAN and SAE J1939. These standards are now used

industry-wide and have helped businesses minimize expenses and maximize maintainability

and quality across the vehicle life span. The adoption of public standards is particularly true

for HD vehicles, where proprietary network solutions are less common relative to smaller

vehicle classes.

Although standardization of network communication has resulted in numerous benefits

overall, it has also unintentionally made HD vehicles comparatively more susceptible to
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cyber-attacks. For example, in an observation from the NHTSA, vehicles that utilize the

J1939 protocol, which is a publicly available standard, reduce the reverse engineering ef-

fort needed to design vehicle attacks [5]. In contrast, reverse engineering proprietary CAN

messages on a passenger automobile is a labor-intensive process.

This availability has allowed researchers to perform a variety of exploits specific to HD

vehicles. For example, one can spoof the exact message concerning engine RPM, adjust this

parameter, and observe how it affects vehicle behavior [14]. Alternatively, the standards can

be used to identify specific messages related to seed-key exchanges between a diagnostic tool

and ECU [15]. Others have even reverse-engineered proprietary CAN messages without the

use of such standards [16]. Finally, the widespread use of public standards also enables a

single vulnerability to potentially scale across vehicles produced by different OEMs of various

makes and models [5].

These issues extend to J1708/1587 networks because its governing documents are also

public. As in the previous case, an attacker with access to the documents can use the MID

and PID definitions to decode standardized messages and infer the information in proprietary

ones. Worse, J1708/1587 messages have a narrower range of definitions, theoretically making

attacks easier to craft and more deterministic.

Although regulations from CARB and the EPA have a profound influence on why these

standards remain publicly available, customer requirements and horizontal integration within

HD vehicle development have also encouraged this to a minor extent. Specifically, there is a

need for flexibility and interoperability among disparate developers within the supply chain.

Unlike passenger and LD vehicle markets, customers of HD vehicles often have the option

to configure subsystems to their desired specifications. Both J1708/1587 and J1939 provide

the needed flexibility for various supplier components to be integrated reliably by providing

generalized message formats available to different stakeholders.
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1.2.6 Issue 2: Inherent Trust

Security issues within the protocol also bear repercussions across the network architecture.

As noted earlier, control units within the tractor are connected by multiple buses. As shown

in Figure 1.7, a typical MD/HD network architecture can have multiple CAN channels, a

J1708 bus, and battery power carrying J2497 traffic that connects to a primary diagnostic

port. This diagnostic port is defined in SAE J1939 and is typically located under the steering

column. A pin-out is provided in Figure 1.8.

Figure 1.7: A typical MD/HD network architecture

According to research conducted by the NHTSA, basically all MD/HD trucks implement

the architecture shown in Figure 1.7. In the network implementations discussed thus far, all

messages are received by all the connected nodes. By definition, headers in these messaging

schemes are functionally linked to an ECU handling a specific vehicle subsystem. For exam-

ple, a message with a global source address 11 (0x0B) in J1939 conveys a message that is
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Figure 1.8: 9-pin diagnostic connector diagram

assumed to come from the primary brake system controller [17]. Similarly, MID 137 (0x89)

identifies the trailer brake controller on a J1708/1587 or J2497 network [10].

The protocols assume that ECUs will only transmit messages using their pre-defined

identifiers, which means all the connected devices trust all messages. Historically, this has

been accepted because of the air-gapped nature of vehicle systems, and this design has

enabled the reliable messaging needed to improve system safety and performance. However,

since individual modules do not contain strong authentication mechanisms, this increases

the impact and success rate of any malicious messages sent to the vehicle through a rogue

device or compromised ECU.

1.2.7 Issue 3: Increasing Connectivity and Complexity

Although J1708/1587 and the following standards have provided the basis for MD/HD in-

vehicle communication, other forms of connectivity are used pervasively. Telematics devices,

for example, provide onboard services via GPS and cellular and are used extensively for

fleet support and management. It is also not uncommon to uncover short-range wireless

communication such as Bluetooth and Wi-fi used by third-party devices for similar services.

As fleet management technology matures and longer-term advancements in transportation

technology continue, the associated vulnerabilities are likely to grow more complex as well.

Emerging trends in semi-trailer development also suggest a landscape with more con-

nectivity. In a recent report, a leading trailer OEM remarked that the number of ECUs
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on trailers would increase in response to forward-looking fleets seeking advantages in the

market [6]. In addition, fleets are increasingly interested in trailers with centralized CAN-

based architectures, like those in Europe, instead of the current PLC architecture coupled

with third-party wireless technologies. Altogether, technical advancements to the tractor

and trailer will expand the attack surface and complicate future in-vehicle defense strategies.

However, the emergence of new technology does not necessarily mean older technologies

will be immediately replaced. Instead, existing behavior within the industry suggests that

new technology is likely to be used in addition to rather than in place of older technolo-

gies—increasing network fragmentation.

As a past report notes, “a fragmented ownership structure in the truck and trailer land-

scape discourages early adoption of new connectivity technology” [6]. With estimates of

1.2 million active trucking companies (fleets) in the market, each with its preferred OEMs,

trailer technology, and connectivity systems, the prospect of rapid change within the market

is doubtful.

On a cost basis alone, fleets are understandably reluctant to make cumbersome hardware

changes since this requires pausing revenue-generating operations. Moreover, coordinating

such changes would also be daunting, given the nomadic nature of trailers during their

extensive lifespan.

Within information-sharing communities, fleet managers and carriers have consistently

expressed reluctance to revisions within the existing J560 standard, given that there are

millions of trucks and trailers currently in operation with this hardware [6]. For these stake-

holders, maximizing equipment utilization is a high priority. Given the impediments to

changes in hardware, developers in this space will be expected to design with legacy compat-

ibility in mind. Consequently, the application of J1708/1587 could persist further into the

future. Therefore, security research on J1708/1587 networks will continue to be warranted.
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1.3 Objectives

Given the issues regarding network security discussed in the preceding section, the pri-

mary objective is to contribute to HD vehicle systems research in hopes that it will progress

the state-of-the-art and improve the overall safety of the public and its critical infrastruc-

ture. Additionally, this thesis is written in hopes that it will consolidate information re-

garding trailer network cybersecurity for outside reference. With this in mind, the following

objectives have been defined:

• The first technical objective is to design and develop a single multi-purpose embedded

system that can interface with a trailer network via the diagnostic gateway or direct

wire tap.

• The second technical objective is designing and developing an open-source software li-

brary for a low-cost embedded platform. This software should provide essential script-

ing utilities such as capturing, interpreting, and transmitting messages on a J1708/1587

bus.

• The third objective is functional hardware and software validation in a practical ex-

periment.

• As previously noted, published mitigation strategies already exist in both academic

and industry discourse for SAE J1939. Consequently, another objective is to identify

and design a mitigation scheme that enhances J1708/1587 network integrity.

• The last objective is to evaluate the proposed mitigation concept in a practical exper-

iment.

1.4 Approach

As emphasized within the systems engineering program, the soundness of a development

approach has an immense effect on the success of a project. Accordingly, a suitable system
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concept and development framework was sought with aspects resembling a traditional V-

model. Since cybersecurity is a crucial aspect of the thesis objectives, variations of the

traditional V-model were researched. SAE J3061 contains guidance on vehicle cybersecurity

principles and development processes based on existing practices observed in commercial,

government, and engineering settings [18].

Figure 1.9: Overall cybersecurity framework adapted from SAE J3061 informing the project ap-
proach

SAE J3061 also describes a cybersecurity framework that consists of a“conceptual phase”,

a “systems-level product development” phase, and a “production and operation” phase. Por-

tions of the framework, such as the production and operation phases, management activities,
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and others, were deemed beyond this project’s scope. However, even after tailoring, much of

the framework was still adopted in the approach.

1.5 Contributions

In light of the objectives and having followed a structured approach, the principal con-

tributions of this thesis are:

• The circuit design and documentation of a multi-purpose J1708/1587 network gateway.

• An open-source software library for the Teensy 4.0 development board that provides

essential utilities for reading, processing, and transmitting J1708/1587-based messages.

This library also contains utilities for configuring the J1708/1587 network gateway and

provides example scripts used in testing and experiments.

• Hardware upgrades to the dual air brake system simulator (DABSS) maintained by

the SystemsCyber research group at CSU.

• A distributed intrusion detection system concept based on the J1708/1587 network

gateway.

1.6 Overview

This thesis is divided into 7 chapters:

• Chapter 1 establishes the motivation for this project and provides the necessary back-

ground on vehicle classification and network protocols SAE J1939 and SAE J1708/1587.

HD vehicle cybersecurity issues stem from open standardization, inherent trust between

connected devices, and increasing complexity. Chapter 1 also presented the objectives

of the work, the rationale behind the project approach, and a list of technical contri-

butions.
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• Chapter 2 will define the project scope and examine the underlying threats to heavy

vehicle systems discussed in the literature, with particular consideration paid to vul-

nerabilities stemming from the trailer. Subsequently, an underlying research need is

identified based on the most elevated threats. Next, a set of cybersecurity goals are de-

fined, and an experimental concept is devised to achieve the goal. Finally, the necessary

tasks and features for the concept to work are translated into high-level requirements.

• Chapter 3 will discuss the preliminary stages of system development, including selecting

a vehicle test platform and retrofitting efforts.

• Chapter 4 discusses the hardware of the J1708/1587 prototype gateway. This includes

the specification of hardware requirements, as well as integration, testing, and verifi-

cation activities.

• Chapter 5 discusses the software design of the J1708 library. This includes the specifi-

cation of software requirements and descriptions of the software architecture, functional

programming, integrated unit testing, integration, and verification activities.

• Chapter 6 discusses integrating the distributed intrusion detection system on DABSS,

verification testing, the threat model, validation test procedures, and the system test

results. A cybersecurity assessment of the efficacy of the system concept is presented

in the final section.

• Chapter 7 includes thoughtful conclusions in light of the original objectives, identifies

project limitations, and provides a parting statement regarding future work.
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Chapter 2

Concept Phase

2.1 Feature Definition

This activity aims to limit the scope to specific portions of the vehicle for subsequent

analysis. As noted in Chapter 1, a trailer network consists of a 12- or 24-volt battery and

ground lines that run the length of the body. A 7-pin cable connects this network segment

for other ECUs on the truck to communicate on J2497. In addition, a J1708/1587 network

may also exist within the truck. Thus, the J2497 PLC harness, any J1708/1587 harnesses,

and any connected ECUs to either network are included in the feature definition.

Network bridges (i.e., J560 cables) and their associated physical interfaces at the truck

tailbox, trailer nosebox, and trailer tailboxes are also included. We will also apply the

cybersecurity analysis to other conventional interfaces, such as the primary diagnostic port

and other non-conventional ports that expose the PLC harness, such as 12-volt accessory

outlets within the cabin. Given the threats yet to be discussed, we only assume trust around

a single gateway connected between a node (i.e., ECU, port, or outlet) and the primary

network backbone.

2.2 Threat Analysis and Risk Assessment (TARA)

The goal of a Threat Analysis and Risk Assessment (TARA) is to identify threats and

assess any risk and residual risk of the identified threats in a procedural manner [18]. When

completed, the critical threats are identified so that we can apply the most valuable controls.

Although there are many conventional analysis approaches, such as EVITA and HEAV-

ENS, a cybersecurity literature review is conducted in place of a formal TARA [19] [20].

Since incremental differences exist between attack vectors explored on passenger automo-

biles and those on other vehicle classes, only a summary of work outside the HD space will
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be presented. This review will focus on threats and mitigations relevant to commercial vehi-

cles and their associated network protocols (i.e., J1939, J1708, J2497). Following the study,

a summary of threats and mitigations will be discussed.

2.2.1 Literature Review

The following examinations are loosely organized by topic for the reader. The initial

review covers notable work in the passenger vehicle domain. Subsequent reviews cover recent

threats specific to heavy vehicle trailers, then transition to network defense technologies and

experimental mitigations deployed on heavy vehicles.

Notable work in the Passenger Vehicle Domain

Preceding investigations on HD vehicle network cybersecurity, several prominent demon-

strations of vehicle vulnerabilities had existed for passenger cars. Most notably, practical

experiments have been conducted on an unnamed sedan [21], a Toyota Prius and Ford Escape

in 2014 [16], and a Jeep Grand Cherokee in 2015 [22]. In addition, more sophisticated attacks

were developed in 2011 and 2015 by some of the same research teams. In both instances, the

authors focused on remote attack vectors, and findings showed a consistent lack of security

controls and safeguards in wireless vehicle features ranging from RF to Wifi.

After these demonstrations, more attention and investment have been given to mitiga-

tions, training, enhanced security development processes, information sharing and analysis

centers (ISAC), and other security-related activities. These changes have informed the HD

industry, spawning organizations and events such as the Automotive Information Sharing and

Analysis Center (AutoISAC), the National Motor Freight Carrier Association (NMFTA), and

the CyberTruck Challenge.
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Burakova et al. – Truck Hacking: An Experimental Analysis of the SAE J1939 Standard

[14]

In a 2016 paper by researchers at the University of Michigan, the authors presented the

first experimental demonstration of implementable attacks on heavy vehicles. Unlike their

contemporaries in the consumer space, their experiments focused on exploiting messages

present in J1939 through direct access instead of backdoor exploits or wireless software

vulnerabilities. However, as was concluded for OBD-II, the paper showed physical access to

an HD diagnostic port by an attacker significantly threatened safety-critical systems.

The authors conducted their experiments on a 2006 class-8 semi-tractor, and limited

experiments were conducted on a 2001 school bus. The researchers used replay attacks and

logged communication between the vehicle and diagnostic tools to identify safety-critical

messages that caused physical reactions. These messages were isolated and studied until

specific SPNs were identified that correlated to the responses.

Seven PGNs and three safety-critical PGNs were identified. The latter three could control

RPM and disable engine braking during operation in specific cases. Further research is

proposed in the penultimate section, including a desire to investigate truck trailers.

Mukherjee et al. – Practical DoS Attacks on Embedded Networks in Commercial Vehicles

[23]

In a joint effort by researchers from Colorado State University and the University of

Tulsa, the first scholarly work aimed explicitly at exploiting the semantics of the J1939

protocol specification was published in 2016. After introducing the underlying technology

and protocols, the authors present their threat model. Their work assumes an attacker with

direct access to the CAN bus and an ability to inject arbitrary messages. Finally, the authors

performed testing on a network of three ECUs and two Beagle Bone Blacks equipped with

CAN hardware and Linux CAN utilities.

Three attacks were presented. The first is a request overload attack in which a node

overwhelms a specific ECU on the network with a high volume of messages such that it can
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no longer perform regular activities. In the second, an attacker sends spoofed RTS messages

with a modified payload size count to an ECU requesting information. These messages

can induce improper memory allocation when correctly timed, leading to a buffer overflow.

Subsequently, this causes the ECU to crash. In the final attack, a malicious node attempts

to block communication between two ECUs by preemptively connecting to one ECU with

a spoofed source address in an RTS message. Without a proper end-of-message (EOM)

acknowledgment, the logical connection remains consumed so long as the attacker maintains

it with periodic clear-to-send (CTS) transmissions.

A key implication of this work is the ability to deny access to an arbitrary number of

specific ECUs. Additionally, J1708/1587 provides similar mechanisms which have yet to be

formally examined in academic publications.

NMFTA – Power Line Truck Hacking: 2TOOLS4PLC4TRUCKS [24] [25]

In a presentation at DEF CON ‘28 in 2020, researchers Ben Gardiner of the NMFTA and

Chris Poor of Assured Information Security (AIS) discussed their team’s work on hacking

J2497 (aka PLC4TRUCKS). After summarizing key features of the protocol, they highlighted

traditional tools used to interface with PLC and their technical limitations.

In place of a conventional tool, the“Truck Duck Beagle Bone Cape”developed in previous

work was retrofitted with new hardware, tested, and validated on a live PLC harness. The

presenters wrote new code to provide new PLC networking utilities from the command

line. Adapters for wired communication between the Truck Duck and trailer were created

by retrofitting commercially available J560 cables. Together, these efforts resulted in “gr-

2497” [26], a tool for reading and decoding PLC frames, and “plc4trucksduck” [27] which

enables PLC writing.

During their testing, they identified significant radio electrical noise emanating from the

trailer harness, and after further testing and investigation, they achieved the first reported

wireless read of J2497 traffic. Given the impact of remote reading, a formal disclosure was

delivered to the US Cybersecurity and Infrastructure Security Agency (CISA).
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NMFTA – Disclosure of Confirmed Remote Write to J2497 aka PLC4TRUCKS [28]

In a public letter from Ben Gardiner, the senior cybersecurity researcher at the NMFTA, a

new attack on J2497 was formally disclosed. In partnership with AIS, their research indicates

that J2497 receivers are susceptible to remote writing of J2497 messages up to 12 feet. Thus,

practically all ABS equipment from the top three suppliers is now affected for tractors and

trailers.

The impact of this short-range vulnerability is severe. As expected of the underlying

protocol, trailer ABS equipment listens and responds to any perceived commands without

any authentication. Thus, air brake actuation is feasible. The NMFTA has already forced

solenoid valve tests, “roll-call”, and LAMP ON controls to activate on actual equipment in

numerous lab tests at various distances.

Gardiner provided suggested mitigations in a subsequent report discussed later in this

review. Additionally, major US authorities were notified, including the US FBI Cyber Divi-

sion and the CISA under the DHS. Technical descriptions regarding how he and his partners

crafted these attacks were not fully disclosed; though, the equipment needed to exploit this

vulnerability (SDR, signal conditioning, linear power amplification, and balun wire antenna)

is estimated at around $300.

USDC and NIST – Guidelines on Firewalls and Firewall Policy [29]

The National Institute of Standards and Technology (MIST) is a physical sciences labo-

ratory and a non-regulatory agency of the United States Department of Commerce (USDC).

Its mission is to advance American innovation in various fields, and cybersecurity is among

them. In cybersecurity, NIST develops standards, guidelines, best practices, and other re-

sources that support the needs of US industries.

In a 2009 report, the authors Karen Scarfone and Paul Hoffman provided an organized

overview of firewall technologies and how they work and evaluated standard firewall and

network architectures. The authors also present firewall policies (i.e., IP address-based,
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application-based, user id-based), planning, and implementation approaches. At the end of

each chapter, a summary of recommendations is provided.

Although firewalls and firewall policy have existed for a long time, their application on

HD networks is a topic of interest within the field. The report has several notable recom-

mendations pertinent to the ongoing research task. For example, the authors recommend

defaulting firewall policies to block all inbound and outbound traffic, with exceptions made

for desired traffic. They also promote more nuance packet inspection when possible. Ro-

bust firewalls can better contextualize abnormal behaviors by inspecting both the traffic’s

source and destination and the content. Thus, there is evidence that we could apply the

same procedures to legacy HD networks. For example, although not all messages contain

destination addresses in J1708/1587, discussion in Section 1.2.3 showed that a J1708/1587

messages MIDs function similarly to CAN-ID source addresses.

The authors also recommend maintaining a consistent methodology when planning and

implementing a firewall. One such method, the “five steps”, includes: plan, configure, test,

deploy, and manage steps.

NXP – NXP Stinger Module [30]

The “Secure TJA115x CAN Transceiver Family” by NXP Semiconductors was one of the

first chip-level security solutions for securing CAN communication. It is a drop-in replace-

ment for a standard CAN transceiver; the IC typically integrated into devices that interface

with CAN. The company markets this product as part of a cryptography-free distributed

intrusion detection system.

In addition to its primary interfacing functions, the TJA115x contains firewall features

on both the transmit and receive lines, message tampering protections, and a leaky bucket

procedure to enforce message rates on the transmit line. Security is achieved by blocking

any host ECU messages not contained on a configurable allow-list and transmitting error

frames on behalf of the ECU when any black-listed message appears on the receiving line. In
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addition, a leaky bucket procedure caps the host ECU message rate to prevent a bus flood

attack from a compromised node.

NXP argues that this is a viable solution in a defense-in-depth (DiD) strategy and avoids

many technical drawbacks of a cryptography-based solution compliant with AUTOSAR SHE

specifications.

USDC, NIST – Guide to Intrusion Detection and Prevention Systems (IDPS) [31]

In a 2007 NIST publication, authors Karen Scarfone and Peter Mell provide practical

guidance on intrusion detection systems (IDS) and intrusion prevention systems (IPS) tech-

nologies. The authors define intrusion detection as “the process of monitoring the events

occurring on a computer system or network and analyzing them for signs of possible inci-

dents.” An incident is the occurrence of a violation of computer security policies, acceptable

use, or standard security practices. Throughout several sections, the authors provide an

overview of the different types of these technologies and provide recommendations intended

to assist with “designing, implementing, configuring, securing, monitoring, and maintaining

intrusion detection and prevention systems (IDPS).”

Section 2, in particular, covers the fundamentals of IDPS. IDS is“software that automates

the intrusion detection process.” IPS is IDS software that also attempts to stop possible

incidents from proceeding. The primary use of IDPS is to identify and or protect against

potential incidents. However, IDPS can also help identify security policy problems, document

existing threats, and deter actors from violating the security policy.

Functionally, IDPS often record information related to observed events, notify security

administrators of important observed events, and can produce event summary reports. Pre-

ventative capabilities can often include stopping the attack itself (i.e., by terminating ongoing

connections with an identified attacker or by blocking all access to a particular resource.)

However, some systems can also change the security environment or change an attack’s con-

tent to reduce its impact. The authors also identify three common methodologies IDPSs use
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to provide accurate detection. These include signature-based, anomaly-based, and stateful

detection methods.

The authors categorize these systems into four technological groups: network-based, wire-

less, network behavior analysis (NBA), and host-based. Network-based IDPS monitors the

network traffic for particular devices and analyzes messaging activity to identify abnormal

activity. This is particularly relevant to HD networks where a widely adhered messaging

protocol such as J1708 and J1587 could provide the framework for messaging enforcement

policy.

However, the authors also point out the limitations of each approach. For example,

network-based IDPS require regular tuning and customization to accommodate changes in

network activity. Network-based IDPS may also be unable to perform deep analysis un-

der high traffic conditions. A crucial takeaway from the publication notes that a single

methodology is likely insufficient if thorough network security is desired. As the authors put

it, the combination of multiple types of IDPS and technologies are likely “to achieve more

comprehensive and accurate detection and prevention of malicious activity.”

Daily et. al. – Securing Heavy Vehicle Diagnostics [32]

In a technical demonstration paper titled “Demo: Securing Heavy Vehicle Diagnostics,”

researchers Dr. Jeremy Daily, Benjamin Ettlinger, and David Nnaji of CSU showed how

a secure channel could thwart a compromised vehicle diagnostic adapter (VDA), VDA PC

driver, or middle-person attack established between a legitimate VDA and the diagnostic

port.

The authors facilitated the mitigation concept using a secure diagnostic application on

the PC and a secure gateway on the vehicle network. First, an initial routine involving

Diffie-Hellman (ECDH) protocol over CAN takes place to encipher session keys. Then, with

the session keys created and an additional initialization vector, an AES-128 cipher in CBC

mode is set up to secure communication between the application and the gateway.
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The authors discuss the design and functionality of the secure gateway in a separate

published paper presented at AutoSec 2021.

P. Murvay and B. Groza – J1939 Protocol Shortcomings and PKI-based Countermeasure

[33]

In “Security Shortcomings and Countermeasures for the SAE J1939 Commercial Vehicle

Bus Protocol,” the authors Bogdan Groza and Pal-Stefan Murvay examine the protocol-

level security shortcoming of J1939, discuss countermeasures based on enhancements to the

protocol based on public-key infrastructure (PKI), and evaluate the impact of implementing

their countermeasure to network communication and reliability.

The authors note that the CAN bus is used extensively across vehicle classes and that

many practical attacks have already been demonstrated primarily on passenger automobiles.

Given the architectural similarities between vehicle classes, the authors expand upon previous

research by using CANoe simulations to explore how they could adjust these attacks for

J1939. They also discuss attacks that are unique to the protocol.

Given a rogue or compromised node on the network with the ability to craft an arbitrary

J1939 CAN message, the authors demonstrated how they could disrupt a genuine J1939

address claim procedure. Modified messages could also be used to perform a Distributed

Denial of Service (DDoS) attack or node-to-node connection blocking. They also discussed

how the transport protocol could be interrupted and how to exclude a node from a working

set.

Since a lack of authentication is at the root of these issues, the authors present a security

mechanism based on public-key infrastructure (PKI) comprised of an initialization and run-

time routine. Data exchanges occur between a security designated ECU and a standard ECU

bearing an OEM-certified public key. The authors also presented a modified but marginally

less secure version of the two routines for non-OEM-certified ECUs.

A messaging scheme based on CAN and CAN-FD was designed to facilitate the security

concept. Then the defense concept was baseline tested and validated against different attacks
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in CANoe. In the concluding statements, the authors note that the concept may require some

design trade-offs to implement the cryptographic functionality on less performant controllers,

but that high-end and future controllers should be able to handle the overhead.

Daily et. al. – Secure Gateway and CAN Conditioner [34]

In“Securing CAN Traffic on J1939 Networks,” the authors present a distributed intrusion

detection system that leverages network firewalls and PKI-based authentication to identify

malicious behavior on a J1939 network. This concept is implemented using a device called the

“CAN-conditioner,” which is placed between each ECU and the shared network. A similar

device called the “secure gateway” is placed between the diagnostic port and the shared

CAN bus and has the added function of initializing the authentication routine. The security

protocol consists of two phases: an initial secure key exchange process and a run-time CMAC

calculation process.

A hardware security module (HSM) was integrated into each device to perform rapid

cryptographic operations required in the secure messaging scheme. The HSM helped reduce

the computation cost associated with PKI-based messaging and provided a root of trust for

security services. The authors also introduced custom J1939 PGNs to update data security

statuses and exchange security information.

Because each device was equipped with two isolated CAN transceivers, SA-based access

controls and message transmission rules could be configured and applied to control outbound

and inbound traffic rates. Therefore, the devices also acted as network firewalls.

These devices were integrated and tested on three modules and the diagnostic port of a

Class 6 Kenworth box truck. Although some underlying assumptions concerning the key-

distribution system exist, the authors observed promising preliminary results such as network

resilience to middle-person attacks, rogue nodes, and DDoS from a compromised node in their

practical experimentation. Overall, the defense attempts to identify all falsely injected CAN

packets.
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Kim et. al. – ShadowAuth [4]

In the introduction to “ShadowAuth: Backward Compatible Automatic CAN Authenti-

cation for Legacy ECUs,” the authors address the ongoing challenge of designing practical

and deployable authentication schemes for communication between ECUs on CAN. Although

many mitigation strategies exist in past research, the authors note that prior proposals have

not satisfied the necessary compatibility and real-time constraints at one time.

In response to this problem, the authors propose ShadowAuth, a new authentication sys-

tem called which offers backward-compatible authentication without redefining CAN packet

definitions or acquiring ECU source code. ShadowAuth was also designed to minimize

any latency effects on real-time communication during vehicle operation that is often at-

tributable to message authentication. Furthermore, the authors contribute an automatic and

architecture-agnostic method to implant authentication functions on existing ECU firmware

via binary code injection. Their evaluations also indicate that the system mitigates well-

known vulnerabilities of CAN and bus-off attacks within 60ms with 100% accuracy.

After providing an introduction of their work and sufficient background on in-vehicle

systems and past research, the authors describe their research objectives in discussions of

their threat model and system design. The implementation details of ShadowAuth are as

follows.

Given the ECU firmware binary, ShadowAuth identifies CAN transmission functions using

static and binary analyses. Using a combination of binary code injection techniques discussed

in prior work, the existing ECU firmware and HMAC generation code are implanted in each

identified CAN transmission function. An authenticator node is added to the CAN bus

(implementation details are flexible here) by adding the relevant code to an existing ECU

or gateway or by adding a new node to the bus. Once all the nodes are retrofitted with the

proper authentication code, each “operational packet” sent on the bus is authenticated by

an “authentication packet.” These authentication packets are designed in such a way so that

it does not conflict with existing CAN packet or protocol definitions but also communicate
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relevant per-packet security information with high integrity. Authentication on the bus

succeeds when the authenticator finds the correct match between an op-packet and an auth-

packet. Otherwise, authentication fails before the worst-case period of 60ms. ShadowAuth

follows an “accept-first-authenticate-later” policy which is intended to minimize the effects

on real-time vehicle operation.

The authors performed their binary injection experiments using a set of three ARM-

based open-source ECU firmware on three different hardware platforms. The ShadowAuth

performance tests were conducted using J1939 CAN traffic replays from a 2015 Kenworth

and the CyberTruck research truck [35]. Incidentally, this data was collected during my trip

from CSU to Detroit, MI. Their findings showed that ShadowAuth detects packet injection

and bus-off attacks while maintaining compatibility without conflict with the J1939 protocol.

Their results also showed that CAN transmission functions are detected with 100% accu-

racy without ground truth. Given that a single auth-message corresponds to each op-packet,

the authors also evaluated the impacts on network busload. In their simulations, 43% of

auth-packets were sent without delay; meaning the bus was available at the time of trans-

mission. In the worst case, the patched controller sent packets in 14.0ms, acceptably below

the 60ms theoretical value. Furthermore, the addition of HMAC generation code incurred a

negligible 4µs execution time increase and a 212KB code-size increase. In cases where flash

memory is scarce, the authors proposed modifications to the hashing algorithm to reduce

the code size.

NMFTA – Mitigations Options to J2497 Attacks

In a report released by the NMFTA in March 2022, the authors presented protection

methods and sets of combined methods as practical solutions to a recently exposed vulnera-

bility in J2497 (PLC4TRUCKS) (referred to as “Radio-frequency Induced Remote Write”).

Specifically, nine protections and seven solutions are discussed in detail to provide various

levels of protection against the risk.
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Many of the outlined protections propose physically shielding the hardware to suppress

most of the noisy RF given off by the power lines. However, given the novel nature of the

attack, IDS and IPS mitigations were not explored.

2.2.2 Review Findings

Wired Threats

The simplest threat model is an attacker with physical access to the network. A typical

argument against this model is that an adversary could already impair the vehicle by re-

moving bolts, slashing tires, or cutting brake lines. However, as Burkaova et al. point out,

these arguments tend to overlook more nuanced aspects of a wired attack, such as sustained

access and minimal evidence [14].

The literature review revealed several wired attack vectors relevant to HD systems.

Diagnostic Tools. Under normal circumstances, the diagnostic port is an important in-

terface for servicing and testing the vehicle. First issued in 1999, SAE J1939-13 has specified

the requirements for diagnostic connectors used for all off-board J1939 communication for

HD vehicles [36]. In addition, the legislated use of the diagnostic port by the EPA has been

around since 2009 for regulating emissions from new and in-use on-highway vehicles and

engines.

Manufacturers and regulators have used diagnostic tools to help identify faults in trucks

for decades. These tools are linked to a PC running trusted test software and a standardized

API on one end and the diagnostic port on the other. However, a compromised device

could mount an attack on various networks depending on the built-in hardware. These

compromises were explored in [32], though not specifically regarding J1708/1587.

Rogue Node. The diagnostic port has also emerged as the conventional entry point

for general research or compromise. Any device could be left plugged in to extend remote

access, flash malicious firmware, extract firmware, or slyly log continuous information. Even

non-malicious research activity could produce unexpectedly damaging results.
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According to the NHTSA, many passenger vehicle OEMs are investigating (or have al-

ready implemented) firewalls, gateways, and segmented architectures to isolate access from

a node at the diagnostic port [5]. In addition, heavy-duty vehicle OEMs are adopting these

strategies as well.

The exposed bridge in a tractor-trailer configuration is also a viable attack vector in light

of new investigations from the NMFTA [24]. Although this idea is not new [14], these hacks

have been mostly overlooked in practice.

Third-Party “Dongles”. Insurance agencies have used third-party dongles in passenger

vehicles for prorating premiums based on good driving patterns. Analogous devices exist in

the HD space. Others satisfy niche needs for fleets and vehicle operators (i.e., telematics,

logging, driver assistance). However, since these devices are often beyond the control of the

OEMs, they pose a higher risk compared to typical VDAs because of dubious vendors on the

market.

Standards. Attacks on the CAN network range from the obvious to the precise. Closer to

the precise side, protocol-based (data-link layer) DoS were discussed in the literature review

by Mukherjee et al. [23]. These types of attacks can be used to target specific ECUs.

Unlike the proprietary messages in passenger vehicles, open standards allow adversaries

to log data and evaluate it later. They can craft an attack based on the information gathered

and deploy it after completion. Other functionality enabled by the standard could also be

exploited, including reading and writing from ECM memory and reverse engineering UDS

seed/key exchanges. There is also a need for publications on attack procedures that exploit

SAE J1708/1587 message semantics.

Infotainment. Multimedia interfaces like USB ports, CD drives, SD card slots, and

auxiliary audio jacks are integrated into infotainment cluster modules in all classes of vehicles.

Portions of these modules connect to a low-speed CAN bus and have been exploited in past

research [22].
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Power Line and 12V Outlets. 12V accessory outlets are often available in various lo-

cations within the cabin. This outlet is supplied by battery power and could serve as a

potential entry point for any device with custom PLC hardware. The battery line could also

be accessed via the diagnostic port. Direct J2497 attacks were recently demonstrated on

trucks [28] but could more likely occur on large shared transit vehicles where exposed power

outlets are available.

Body Builder Interfaces. A unique feature of MD/HD vehicles is vehicle bodybuilding,

in which custom equipment is fabricated and installed onto a base chassis. Cement mixers,

electric service trucks, transit vans, tow trucks, and harvesters are examples of heavy vehicles

with custom bodies. These trucks can have unique interfaces to various networks that could

increase the attack surface in unique ways.

Wireless Threats

Though more difficult to achieve in practice, remote access to the network offers an

attacker more surreptitious and scalable control. As noted in the literature review, there

have been many successful remote attacks on passenger vehicles. The NHTSA has compiled

a list of similar short- and long-range wireless attack vectors in the HD space as well [5].

Only wireless threats relevant to the feature definition have been examined for brevity.

Fleet Management Systems. Many MD/HD fleets deploy management systems (FMS)

to improve cost, operations, and asset tracking and management. Many FMS services offer

hardware and software solutions that integrate with the semi truck-trailer that may rely on

telematics, GPS, CAN, and other forms of networked communication. The use of FMS is also

expected to grow, given the requirements for hours of service in the FMCSA ELD mandate

of 2017 [37]. In addition, weak security at various points in the FMS software architecture

could be exploited to gain remote access to the vehicle networks.

Trailer RF Noise. RF-induced read and write to PLC is a newly disclosed zero-day

vulnerability that affects communication on J2497 [24] [25] [28]. This happens because

the long contiguous wires used for PLC communication act as radiating elements. This
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effect is amplified as higher voltages are applied to the lines. PLC transmitters are also

allowed to be “noisy” to ensure transmissions propagate across the length of the vehicles

when multiple trailers are combined. Complicating the issue is the fact that the underlying

messaging protocol on J2497 is essentially J1708/1587 with a different physical layer. The

implication of this threat is severe. An attacker can circumvent the challenges associated

with compromising an ECU or connected device and simply broadcast arbitrary messages to

the vehicle bus from a confirmed range of up to 12 feet.

2.2.3 Impact

A heavy vehicle is often considered a cyber-physical system, meaning it is a computer

system where mechanisms that act within the physical world are controlled or monitored

by computer algorithms. Thus, a mounted attack on a vehicle network in operation would

pose an immense risk to the proper functioning of safety-critical systems related to steering,

braking, and power generation.

Although automatic and semi-automatic steering systems are available on advanced pas-

senger cars, the same technology has only been implemented in limited prototype develop-

ments on heavy vehicles. Based on stakeholder interviews, the NHTSA found that cyber-

physical control of heavy-vehicle steering is not prevalent [5].

Automatic braking, however, is commonplace across all vehicle classes. Heavy trucks use

pneumatic air-braking systems with wheel-end modulators, unlike passenger vehicles with

motor-based hydraulics with wheel-end valves. Heavy trucks have three braking systems:

service, parking, and emergency. Thus, an attack on the brakes through the vehicle network

would necessarily differ from that on a passenger automobile.

The aim of a network-based brake attack would likely be to engage the emergency service

brakes fully during operation or partially disengage the brakes at any given time. Although

the latter case has not been studied, Burakova et al. encumbered engine-braking through
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spoofing on the vehicle network during active driving [14]. In addition, the NMFTA has also

shown that trailer brakes can be engaged via spoofed PLC when the vehicle is idle [24].

Potential attack scenarios also exist for powertrain systems. These include unintended

acceleration, disallowance of engine downshifting, and unintended increase in engine speed

(RPM). Although minimal demonstrations of powertrain vulnerabilities exist across vehicle

classes, Burakova et al. achieved limited control of engine RPM causing direct acceleration

in experimental work on a class 8 truck [14].

2.2.4 Mitigation

Many research papers presenting new vulnerabilities and attacks in commercial and con-

sumer spaces have also suggested mitigation methods. The NHTSA has provided six cate-

gories to organize these methods shown in Table 2.1.

Table 2.1: Mitigation Categories

Category
Secure Architectures
Secure Applications
– Gateways and Firewalls
– Intrusion Detection and Protection Systems
– Secure Diagnostics Authentication Schemes
Secure Development Processes
Secure Hardware
– Embedded Hardware Security Modules
– Secure Boot and Trusted Platform Modules
Safety and Plausibility Checks

Although each method plays a critical role in an overall cybersecurity strategy, secure

applications and security hardware warrant additional exploration in the context of this

thesis.
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Gateways and Firewalls

A gateway is networking hardware or software that allows data to flow from one network

to another. For example, gateways could link two different CAN networks in a vehicle. A

gateway can also translate a message from one protocol to another if intended to connect two

networks using different protocols. It can also function as a firewall. A firewall is security

hardware or software that blocks messages on either network path based on predetermined

rules. A gateway or bridge ECU typically functions as a firewall since they are rarely separate

devices.

As noted by [29], gateways and firewalls have extensive use in IP security and have a

critical role in future mitigation strategies for vehicle networks. Nearly all of the explored

mitigations in the literature review used them.

Intrusion Detection and Protection Systems (IDS/IPS)

An intrusion detection system is security hardware or software that monitors network

traffic and flags activity that violates protocol or appears abnormal. An intrusion protection

system takes additional measures to eliminate the source of the violation, minimize network

disruptions, and protect any information in response to abnormal behavior. The application

of both security systems for future vehicle networking is the topic of ongoing discussion

within academia and industry, as examined in the literature review.

Secure Diagnostics Authentication Schemes

Although official standards do not exist for secure diagnostic authentication, there are

recommended practices for OEMs working on their implementations. Most notably, AU-

TOSAR SecOC (SecOC) [38] supplies resource-efficient and practicable requirements for

payload authentication, but tailored techniques are also likely to exist. In most cases, these

approaches rely on cryptographic functions and key management. When applied to vehicle

communication such as CAN, OEMs tailor these techniques to comply with payload size,

bandwidth, and latency requirements. Additionally, these schemes require thoughtful con-
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sideration concerning key-management and distribution strategy, potentially over the use-life

of the device. This last effort can be prohibitively costly and complex.

Still, the application of secure diagnostics authentication schemes for future vehicle net-

working is the topic of ongoing discussion within academia and industry, as shown in the

literature review. These schemes mostly derive from challenges during the early internet and

have been proven effective for hardening network security.

Embedded Hardware Security Modules

An HSM is essential in any security scheme involving public-key infrastructure. Among

other things, an embedded HSM provides secure cryptographic key storage and can perform

cryptographic functions such as encryption, decryption, random number generation, signing,

and verification. Even during cryptographic operations, a certified HSM does not reveal any

information about the secrets it contains. Security is made possible by segmented memory

regions and carefully designed hardware operations. Furthermore, these designs significantly

accelerate cryptographic operations compared to software implementations.

Discussions of HSM use in ECUs as a part of securing diagnostics is a topic of con-

sensus within academia, as shown in the literature review. However, the heavy-duty ECU

development lags behind passenger automobile development in this regard [5].

2.2.5 Risk Assessment

With an understanding of J1708/1587 and PLC network entry points, we now explore

the associated risks. We begin by listing probable attack objectives in the order of increasing

impact in Table 2.2.

Table 2.2 also lists possible methods for an attacker to reach these goals assuming the

attacker has network access. These methods were observed in the research discussed in the

literature review. Although all the methodologies exist on J1939, the semantic differences

for the same J1708/1587 are assumed to be negligible. An attack tree is shown in Figure

2.1 to understand the relationship between the attack goals and methods. Given the various
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Table 2.2: Attack Goals and Methods

Attack Goals Attack Method(s)
Network surveillance Exploit vehicle network entry point

Message spoofing
Data exfiltration

Message logging
Message spoofing
Message fuzzingUnintended vehicle actuation
Message replay
Malformed RTS
False address claim
Connection exhaustion

Denial of service (DoS) (Specific ECU)

Request overloading
Request message flooding
Random message floodingDistributed denial of service (DDoS)
Repeated DoS

impacts of the items in Table 2.2, only the last three items were designated as attack goals

in the attack graph. The attack tree consists of six objects:

Assets (AA): These are persistent capabilities leveraged for more sophisticated attacks.

Methods (AM): Particular procedure for accomplishing part of an attack objective or

goal.

Objectives (AO): A necessary milestone within the attack goal.

Goals (AG): Typically, a fully realized compromise from the viewpoint of the system

designer and an ultimate desired result of the attacker.

AND Gates: Indicate that all the connected items are needed to achieve the parent

item. Designated by a diamond.

OR Gates: Indicate that any connected item can achieve the parent item. Designated

by a vertical bar.

There are various unexplored items within the attack tree, including the preceding ac-

tivities required for AA1-AA4 and cases where only read or write capabilities exist but not
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Figure 2.1: Threat Analysis Attack Graph
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together. However, the attack tree presented is assumed to reflect the worst-case scenario in

attacks of this nature.

2.3 Cybersecurity Goals and Concept

2.3.1 Goals

Although many attack methods exist on the attack tree, many rely on spoofing messages

with a header that matches the controller of interest. In the case of J1939, this implies

modifying the SA of the message. For J1708/1587 protocols, this will be the MID. AG1

and AG2 both rely on these methods in some form. Thus, any proposed mitigation should

reliably differentiate between a legitimate message from an ECU and a spoofed one.

Identification of abnormal transmission rates, as in the case of message flooding, would

also help improve the mitigation strategy. In this paper, flooding refers to sending a large

number of messages directly to an ECU or network at a high rate. This rate can often

approach the theoretical bus maximums. AG3 relies on this type of method.

An important nuance that is not apparent in the attack graph is where the attack origi-

nates. AA1 and AA4 are rogue nodes that join the network. AA3 and AA2 are compromised

nodes that are integrated and assumed to be trustworthy. In the case of a flooding attack

mounted by a rogue node, the identification procedure is essentially the same as identifying a

spoofing attack since a legitimate node will observe the intrusion. However, a flooding attack

mounted by a compromised node could appear to the rest of the network as legitimate high

traffic. Thus, it is also necessary to differentiate between normal and abnormal transmission

rates on a compromised node or limit it entirely.

Given these needs, the following eight cybersecurity goals were identified:

[CG1] Prevent DoS attacks via message spoofing from a rogue node

[CG2] Identify DoS attacks via message spoofing from a rogue node

[CG3] Prevent DDoS attacks via flooding from a rogue node
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[CG4] Identify DDoS attacks via flooding from a rogue node

[CG5] Prevent DoS attacks via message spoofing from a compromised node

[CG6] Identify DoS attacks via message spoofing from a compromised node

[CG7] Prevent DDoS attacks via flooding from a compromised node

[CG8] Identify DDoS attacks via flooding from a compromised node

2.3.2 Concept

Although securing in-vehicle communication is an ongoing challenge, past research pre-

sented in the literature review provides suitable options for accomplishing our cybersecurity

goals.

One viable approach is to authenticate each message using public-key cryptography. If

every ECU transmits a message with a unique signature for verification by its intended

recipient, then message spoofing becomes immensely more challenging and identifiable. Fur-

thermore, flooding attacks become more identifiable since numerous faulty messages would

occur over a small period of time from an unauthenticated attacker.

Although standard practices exist for implementing strong PKI on embedded systems,

this security architecture incurs some notable drawbacks. A report by NXP summarizes

the challenges of implementing the state of the art cryptographic solutions concisely as

follows [30]:

• Requires competent key management

• Requires a freshness value procedure at startup for replay protection

• May delay the readiness of authentication if a grace period is implemented

• Introduces transmission latency message authentication code (MAC) is calculated
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• Increases the network busload to transport the additional parameters (i.e., MAC and

freshness value)

• Consumes more processing cycles in the sender and receiver applications

• May increase the sender application complexity. (i.e., Queued messages may be inval-

idated or deprioritized when new freshness values are calculated.)

Attacks to J1708/1587 and PLC are still novel, and the impacts of implementing PKI on

these protocols in practical demonstrations do not yet exist. Still, it can be assumed that the

drawbacks would be similar. However, some exceptions may exist since the aforementioned

drawbacks were only discussed for CAN-based communication with payload maximums of

8-bytes. Murvay and Groza showed that incorporating alternative busses with larger payload

maximums could offset some disadvantages [33]. This is an important finding, considering

J1708 allows up to 18-bytes in the payload after the MID, the obligatory PID, and checksum

characters are taken into account. Therefore, the design of such a mitigation strategy will

be an exciting focus in future work.

The addition of strategically placed gateways and firewalls can also identify and mitigate

flooding or spoofing attacks from compromised nodes. These concepts have been explored

practically by [30] and [34] for CAN networks and could effectively extend to J1708/1587.

Given the promising application of this strategy, the concept is summarized as follows:

1. A trusted gateway node is incorporated between each ECU or standard access point

on the network. The device associated with each gateway is called the “host.” (12-volt

outlets in the cab, tailboxes, and noseboxes could also theoretically incorporate this

hardware, though this is not explored seriously).

2. Like the NXP“Stinger” concept [30], each gateway functions as a firewall for its host by

applying an access control list on its transmit and receive lines. If an outbound message

from the host contains a MID that is not on the allowlist, it is blocked. Similarly, any
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inbound message on the gateway blocklist is stopped before reaching the host. The

allow list and blocklist can be adjusted as needed so that normal communication is

maintained.

3. If messages are received that impersonate a gateway host, it will notify all other gate-

ways that a spoofing attempt was made. If a compromised node attempts to spoof

messages, the gateway will block it and note the incident. If enough incidents occur

in either case, all gateways will be notified to potentially block messages using the

suspicious MID.

4. To mitigate the risk of a flooding attack, message transmission rates should be mon-

itored. If a flooding attack on the transmit path or receive path is identified, the

network is notified, and all messages are blocked until the next system reset.

This concept has many advantages when compared to PKI-based methodologies. In sum,

the concept avoids nearly all the drawbacks associated with cryptography, is less complex,

easier to prototype on J1708/1587, and potentially easier to manage and configure. Addi-

tionally, the concept is simple enough to be integrated into a larger cyber-defense strategy.

However, one drawback is that the approach relies on established trust in all the gateways.

If a single gateway is compromised, an adversary could masquerade as the gateway host and

progress towards their attack goal. One way to combat this is to implement a trust anchor

and additional cryptographic defense. Though compelling, subsequent analysis will assume

that the gateway is trusted. Therefore, a gateway compromise is beyond the scope of the

paper.

Furthermore, this system does not fulfill all of the desired cyber security goals. Although

it may be possible to detect network abnormalities from a rogue or compromised node at

any time, preventing them from happening is only possible if we assume the attack is only

mounted from a known access point or established controller. However, remote attack vectors

such as the RF-induce write to J2497 show that this is not always the case. In the case of

45



an RF-induced flooding attack, malicious messages could be identified and blocked by each

gateway, but messages would persist on the public network. Worse, the attacker could force

all gateways to block the MID of a legitimate node.

However, one could argue that confirming an attack has occurred is sufficient to war-

rant additional human interventions. Furthermore, identification of an attack could be the

first step in subsequent mitigation efforts. Regardless, a deep analysis of prevention efforts

concerning this specific case is resigned to future work.

There is also the complication of differentiating legitimate high busloads and message

flooding. For example, legitimate high network activity often occurs during firmware updates

or the generation of crash reports when large files are divided into numerous segments to

transmit on the vehicle network. In SAE J1708, this activity may be triggered using the data-

link escape PID 254 (0xFE) followed by a proprietary PID and the connection management

PID 197 (0xC5) defined in the J1587 transport protocol [10]. It’s also possible that numerous

valid multi-parameter requests happen to take place in a small time window.

Many DoS attacks are detected by counting events during specified periods of time and

alerting when threshold values are exceeded. However, indiscriminate flagging of flooding

activity based solely on high busload activity would lead to false positives in the cases

outlined above. Thus, more nuanced approaches are warranted that take into account more

of the networking context. One approach from NIST suggests using “stateful inspection,”

which improves upon message filtering by tracking the state of ongoing connections. This

means that time, destination addresses, and connection state information, when applicable,

are used with the MID to determine if a violation has been detected.

For example, a data transfer between two ECUs using PID 197 has three states: con-

nection establishment (Control Command 1, RTS), connection usage (Control Command 2,

CTS, and PID 198), and termination (Control Command 3 and 4, EOM/Abort) [10]. Thus, a

legitimate connection should theoretically only occur between the two devices and end within

a reasonable time. If an attacker attempts to flood a network with repeated requests for long
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connections with multiple devices, a stateful rule set could detect an abnormal amount of

ongoing connections and abort them. A similar strategy could use a timeout value to abort

lengthy connections.

For the sake of simplicity, the application of stateful anomaly detection is deferred to

future work. In the current work, a predetermined occurrence count of continuous high

busload activity combined with message rate limiting mechanisms should be sufficient for

demonstrating the feasibility of the mitigation concept.

2.4 Functional Requirements

Before defining the functional cybersecurity requirements, the definition of flooding shall

be defined as exceeding a pre-configured message transmission rate for a continuous fixed

period. The rate and period definitions are defined at the discretion of the system designer.

Outbound messages are those sent by the host. Inbound messages are those that are received

by the gateway from the shared network. Given the cyber goals, concept, and definition, the

following functional cybersecurity requirements in regards to detection are defined as follows:

[CR1] The combined system shall identify message spoofing of a specific MID on the

shared J1708/1587 network.

[CR2] Each system shall identify message spoofing attempts from its host.

[CR3] The combined system shall identify message flooding attempts from a specific

MID on the shared J1708/1587 network.

[CR4] Each system shall identify outbound message flooding attempts from its host.

The following functional cybersecurity requirements for the concept in regards to miti-

gation are as defined follows:

[CR5] Each system shall block inbound messages from an identified rogue MID on the

shared J1708/1587 network.
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[CR6] Each system shall block all outbound message spoofing attempts from its host.

[CR7] The system shall block inbound messages from any MID that has attempted to

flood the shared J1708/1587 network.

[CR8] Each system shall block outbound message flooding attempts from its host.

These requirements are revisited in Chapter 7.
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Chapter 3

System Development

This chapter describes selecting an HD vehicle platform for deploying and testing the

cybersecurity concept. First, the system goals are identified, and a system-level concept is

defined. Then, with the desired qualities identified, the system requirements are drafted,

followed by the early stages of system design.

3.1 System Concept

Ideally, we deploy the prototype mitigation concept on a real heavy-duty vehicle network

for testing and evaluation. However, this is not practical since the proposed system would

require significant retrofitting. Since this level of effort is beyond the project’s scope, there is

a need for a suitable analog with only the necessary elements for satisfying the cybersecurity

requirements. A harness, power, a few ECUs, sensors, and actuation systems encompass

most of these elements. Furthermore, given the low complexity of the analog, any faults

originating from the integration procedures are also more identifiable. Thus, the first system

goal is defined as follows:

SG1: Select a vehicle simulation system for security concept integration and testing.

The system concept involves four unique components: an ECU, a gateway, a rogue node,

and a compromised node. The SystemsCyber research group possesses many suitable ECUs

for the first component.

Although many devices could serve as a programmable gateway (i.e., the BeagleBone

Black with HD/TC, TruckDuck), the design of a custom embedded device is achievable

with the author’s previous project experience. With this flexibility, the device could also be

programmed to execute all the necessary functions required by the gateway, rogue node, and

compromised node. An alternative way to develop a compromised node is to reflash an ECU
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with modified firmware. However, this is prohibitively complex. Thus, the second system

goal is defined as follows:

SG2: Develop a general-purpose device with programmable hardware, J1708/1587

network interfaces, that can perform the gateway, attacker, and observer functions.

With SG1 and SG2 defined, the remaining goals follow naturally:

SG3: Retrofit the vehicle simulation system for testing the mitigation concept

SG4: Integrate the mitigation concept into the vehicle simulation system

SG5: Test the integrated mitigation concept and evaluate it against the cybersecurity

requirements

3.2 System Requirements

The following requirements were defined using the system goals and concept:

[SR1] The simulation system shall contain representative sensors, actuators, harnesses,

and ECUs of a semi-truck and trailer with a J1708/1587 network.

[SR2] The system shall maintain functionality for extended periods of operation.

[SR3] The system shall provide interfaces for the integration of the network security

concept.

[SR4] The network security concept shall be tested and validated on the simulation

system.

3.3 System Design

The SystemsCyber research group possesses a tractor and trailer dual air-brake sys-

tem simulator (DABSS) built by the Service Training Academy of Daimler Trucks NA [39].
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DABSS includes a fully functional air supply system (except for the compressor), primary

and secondary air brake systems, and a parking brake system. The system also contains air

pressure gauges, connection fittings, glad-hands, functioning slack adjusters, and a Wabco

trailer ECU. The panoramic photo in Figure 3.1 shows the simulator before any retrofitting

and the location of the major mechanical components. The air system schematic for a 4S/4M

tractor system is also provided in Figure A.1 of Appendix A.

Figure 3.1: Dual Air Brake System Simulator (DABSS) with Component Labels

Despite all the stock functionality, DABSS does not satisfy SR1. Figure 3.2 shows the

system configuration as received, and Figure A.2 shows the target baseline configuration.

Given these differences, the system was retrofitted with additional components using avail-

able resources and documentation described in the following paragraphs.

Tractor ABS Controller and Integration. Although DABSS contains the air systems

for a tractor-trailer combination, it only came with a trailer ABS controller. Two suitable

tractor ABS controllers were located: a Bendix Premium Cab Model EC60 controller and

a Meritor Wabco controller. In terms of functionality, both the Bendix and Wabco offer

4S/4M ABS, ATC, ABV, and retarder connections. However, only a license to the Wabco
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Figure 3.2: “As Received” DABSS Configuration

Toolbox software could be obtained. Aside from the air dryer, all the remaining components

are Wabco branded as well. Ultimately, the Wabco module was selected because of the ease

of integration and compatibility with the existing DABSS hardware. A photo of the module

is provided in Figure 3.3.

Figure 3.3: (a) WABCO Tractor ABS Module (b) ABS Module Fixed to Mounting Bracket
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After locating the maintenance manual for the controller, the power, pressure modulator

valve (PMV), and ABV connections were identified [40]. A copy of the wiring schematic is

provided in Appendix A.3. Using an official Wabco cable catalog, the bayonet cables for

connecting the valves and ABV were identified online. However, available wiring materials

were used to create custom connections to these components instead. Data and power were

provided using a custom harness.

Power. A 12V battery, fuse box, and switch were used to provide the appropriate energy

to the electrical harnesses. A custom battery box was also built and mounted at the bottom

of the board.

Harness and Mounts. Custom component mounts (i.e., Figure 3.3b and 3.4b) were

designed in CAD software and fabricated using a water-jet cutter and forming equipment

available at the Powerhouse Energy Campus. The mechanical drawings for these parts are

provided in Appendices A.6 to A.9. A wiring harness was also fabricated to connect the

mounted components. The supporting harness diagram is provided in Appendix A.5.

Trailer ABS Controller Integration. A Wabco power cable was acquired from a local

supplier to break out the input power and PLC connections from the trailer ABS. A custom

cable was made to bridge the mounted J560 socket and power cable using the pin-out provided

by the maintenance manual shown in Figure 3.5 [1]. A standard J560 cable and a commercial

J560 PLC adapter were used to bridge the trailer ECU and forward PLC data to the J1708

bus. With this connection, all data between the two controllers could be observed.

The trailer ABS controller already came equipped with a connector to the trailer modula-

tor valve. Two ports for wheel speed sensors were also available on the controller. Although

the lab possesses an experimental tone-ring generator, these were not populated during ex-

perimentation.

Air Fitting. A single hose coupling was added to the inlet of the DABSS air supply as

shown in Figure 3.4a. The facility compressor helped supply air at a controlled operating

pressure of 80 psi for testing.
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Figure 3.4: (a) DABSS Air Inlet Coupling, (b) J560 Socket and Mounting Bracket

Figure 3.5: Wabco Power Cable Wiring Diagram [1]

Diagnostic Software, Logging, and Troubleshooting. When the system was powered on,

live network traffic was initially observed using a DG DPA5 and the DG Diagnostic software

application. A Wabco Toolbox license was later acquired through Dr. Daily. By using

proprietary messages, this software displayed more specific static and dynamic information

from the tractor and trailer controllers. The software was also used to identify faults, write

static information to the controllers, and test the PMVs when the system was pressurized.

Table 3.1 shows the baseline faults observed after the system was retrofitted, pressurized,

and connected only to the PMVs and ABV. The faults occurred because the tractor and

trailer ECUs were not connected to wheel speed sensors or brake lamps. Despite the faults,
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a baseline log of J1708 and J1939 traffic from each controller was acquired using the logging

utility in DG Diagnostics. Because of the cumbersome formatting of the log files produced by

the software, this data was recaptured with a completed gateway in a more suitable format

later in the project.

Table 3.1: DABSS Baseline Faults

Fault # Description Status SID FMI Count
1 Right Rear Sensor - Open ACTIVE 4 5 1
2 Left Rear Sensor - Open ACTIVE 3 5 1
3 Left Rear Sensor - Open ACTIVE 1 5 1
4 Right Front Sensor - Open ACTIVE 2 5 1
1 Sensor YE1 open circuit ACTIVE 4 5 1

Analysis of each unit in isolation revealed the message identifiers claimed by the two

controllers (before any address claiming procedures), the DG diagnostic application, and the

Wabco Toolbox application (via the DPA5). These are provided in Table 3.2.

Table 3.2: DABSS Baseline Message Identifier Table

Component MID (DEC) MID (HEX)
Tractor ECU 136 0x88
Trailer ECU 137 0x89
Trailer ECU (PLC) 10 0x0A
DG Diagnostics Application 136 0xAC
Wabco Toolbox Application 136 0xAC

Support Documentation. Table 3.3 shows an ordered list and description of all the

supporting documentation that was located during DABSS retrofitting. These documents

are provided in the thesis repository since they are difficult to acquire online. Table 3.3

also provides the list of components that were acquired or identified during the development

effort. A schematic for connecting the two controllers to DABSS was created in Altium and

is provided in Appendix A.4.
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Table 3.3: DABSS Retrofitting Components and Documentation

Part Part Number Acquired
Nexiq Universal J560 PLC Adapter MPS604020 ✓

Phillips Trailer Connector Cord Socket 16-725 ✓

J560 Cable - ✓

DG DPA5 Dual CAN Protocol Adapter Kit DPA5-KIT ✓

DG Diagnostics Software - ✓

Meritor Wabco Toolbox Software 820023-12M ✓

Wabco Trailer ABS Module 446-108-201-0 ✓

Wabco Tractor ABS Module 446-004-603-0 ✓

Bendix EC-60 Module 486-107-104 ✓

Air Dryer Harness Plug 109-869-N -
8m PMV Bayonet 3-Wire Cable 449-514-080-0 -
8m PMV Bayonet 2-Wire Cable 449-415-080-0 -
Wabco Trailer ECU Power Cable 449-326-010-0 ✓

1/4” Air Hose Coupling 1077T18 ✓

Bendix Air Dryer Service Manual - ✓

Bendix EC60 Service Manual - ✓

Wabco Tractor ABS Service Manual - ✓

Wabco Trailer ABS Service Manual - ✓

Wabco Cable Catalog - ✓

DABSS ABS Retrofit Wiring Schematic - ✓

Wabco Tractor ABS Mounting Bracket - ✓

Diagnostic Connector Mounting Brackets - ✓

J560 Adapter Mounting Bracket - ✓

J560 Socket Plug Mounting Bracket - ✓

12V Battery and Box - ✓

Custom Wiring Harnesses - ✓

Fuse box, Fuses, Switch, and Voltmeter - ✓

3.4 Requirements Verification

Figure 3.7 shows the DABSS configuration after retrofitting. Although this does not

meet the target configuration in Appendix A.2, the addition of the tractor controller, valves,

power, air, and realistic J1939, J1708, and J2497 data is considered satisfactory for SR1.

Furthermore, logging activities were conducted that indicate the system is operational for

extended periods of time. Thus, SR2 is also satisfied. A photograph of the completed

electrical system on the back of DABSS is shown in Figure 3.6. Completion of SR4 is

covered in Chapter 6.
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Figure 3.6: DABSS Completed Electrical System

Figure 3.7: “Retrofitted” DABSS Configuration
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Chapter 4

Hardware Design, Integration, and Testing

SAE J3061 describes various activities during hardware-level development that do not

necessarily apply to the current work. For example, the authors recommend assessing the

existing hardware-level vulnerabilities on the vehicle that could expose controller firmware,

re-flash utilities, memory, communications networks, and wireless access points. Although

some of this analysis was conducted in the previous threat analysis section, it is important to

restate that much of these risks fall outside the scope of the current work and cybersecurity

goals.

The authors highlight useful mitigation options as well. For example, HSMs and other

forms of trusted hardware are usually necessary for performing any cryptographic processing

on a real-time system. Although the use of this technology is also observed in novel network

defense strategies proposed by [41], [34], and [32], it falls outside the scope of the current

hardware design because the system concept does not require cryptography in the first place.

To reiterate, the proposed security concept is modeled after the secure CAN transceiver by

NXP, which theoretically extends core ECU functionality and could conceivably be integrated

as a chip on the ECU itself.

Vulnerability and penetration testing also help determine if the hardware has been secured

against creative exploitation. However, the proposed concept serves only as mitigation at

the network protocol level and is not intended as a complete security implementation with

vigorous hardware-specific detail.

Given these exclusions, a discussion of the hardware goals, requirements, design, im-

plementation, and verification testing remains. These details are provided in the following

sections.
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4.1 Hardware Concept and Goals

The proposed hardware concept emulates the Ethernet router-gateway found in a typical

home. The public network is connected to one port of the device, and the local host is

connected to another separate port. The gateway program inspects incoming messages on

both lines and forwards them depending on specific rules. Since a programmable gateway

node is needed to apply the cybersecurity concept on DABSS, the hardware should resemble

the illustration in Figure 4.1. From the illustration, it is clear that at least two J1708

hardware connections are needed to link the host ECU and the shared bus. Since the

necessary hardware to enable these operations significantly overlap, the first hardware goal

is merely a derivative of SG2 discussed in chapter three.

Figure 4.1: Simple Gateway Model

HWG1: Design a physical hardware prototype with the necessary J1708 data bus

circuits to perform gateway, rogue node, compromised node, and observatory commu-

nication.

Of course, a simple network connection is insufficient without signal processing and out-

put.

HWG2: Select a computing platform that enables the necessary computation, sig-

nal processing, and output to perform gateway, rogue node, compromised node, and

observatory operations.

SG4 also informs the hardware goals because the device will ultimately be physically

connected to controllers on DABSS. Since the ECUs and valves on DABSS operate on 12-

volts, the prototype should be 12V compatible as well.
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HWG3: The prototype must be compatible with 12V electrical systems.

SG4 also implies that the hardware design should enable integration to the DABBS

network harness.

HWG4: The prototype should provide physical points-of-access to network peripherals

for DABSS integration.

4.2 Hardware Requirements

The following requirements were defined using the hardware goals and concept:

[HR1] The device shall apply best practices for serial data bus electrical circuits defined

in SAE J1708 Section 4.

[HR2] The device shall physically isolate multiple J1708/1576 data bus connections.

[HR3] The device shall provide physical connectors to access J1708/1587 network pe-

ripherals.

[HR4] The device shall include configurable GPIO and UART capabilities.

[HR5] The device shall be programmable with a standard programming language and

IDE.

[HR6] The prototype shall be compatible with 12V electrical systems.

[HR7] The device shall maintain continuous functionality during extended operation.

[HR8] The device shall enable the reading of data available on a standard J1708 vehicle

network.

[HR9] The device shall enable data transmission on a standard J1708 vehicle network.
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4.3 Design and Implementation

The first goal within the hardware design phase was the selection of a micro-computing

platform. Since GPIO and UART pins were the only rigid hardware requirements, the

selection criteria were mostly unconstrained. On the microcontroller side, many feature-rich

MCUs were available that could have satisfied these requirements. These include the ESP32

family, the STM32 family, the RP2040, and some open-source Arduino and Teensy families

of microcontrollers, among other less popular platforms.

Larger micro-computing systems with configurable GPIO pins were also available such

as the Raspberry Pi 4 and the BeagleBone Black. In the latter case, two PCB shields have

already been made for hacking truck networks by research teams at the University of Tulsa

and Colorado State University, respectively [42] [43]. Additional hardware modifications

to the TruckDuck to enable J1708 serial-data processing are also available [26]. However,

these devices have many unneeded components and features to accomplish the goals of the

system. Furthermore, the cape and the microcomputer itself are relatively expensive when

compared to more minimal designs. Since they are not available for purchase, they also

require additional hand assembly and software configuration.

Given the many remaining options, additional criteria were applied to narrow the selection

process. This is provided in Table B.1 and Table B.2. Ultimately, the Teensy 4.0 board, the

latest iteration of the platform, was selected because it is more capable than many of the

latest Arduino boards. It also provided a relatively easy programming environment through

the Arduino IDE. Plenty of hardware libraries, examples, and vehicle-related projects exist

on the Teensy platform to draw inspiration from as well. The Teensy 4.0 also has CAN

peripherals that could be used in future work.

Although the Teensy 4.0 provides up to seven hardware serial connections, none of them

alone allows the device to communicate on a J1708-based serial bus. Instead, SAE J1708

provides a circuit schematic for a serial data bus node with passive termination.
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Figure 4.2: Standard J1708 Circuit

This circuit, shown in Fig 4.2, uses standard RS-485 transceivers, a pull-up resistor, a

pull-down resistor, and some additional passive components for EMI suppression; though,

these latter parts were removed after testing. The transmit and receive lines were connected

to the matching pins on the Teensy. Instead of inverting the transmit signal in software, a

simple NOT gate IC was added to the circuit. Since the device is expected to service both

the host and the network, a duplicate J1708 circuit was added.

Conveniently, the Teensy 4.0 can take a 5.5V maximum input, and the A-lines of the

J1708 circuits need to be pulled to 5V. Since a 12V DC supply voltage is expected, a step-

down circuit was also added to the hardware design. The voltage regulation circuit was

adapted from previous work [34]. It consists of a switching DC-DC regulator and some

additional capacitors for smoothing the input power when the device is powered on and off.

Five programmable LED indicators were also added to assist with debugging during

software design, troubleshooting during integration, and external monitoring during testing.

External connections to the J1708 ports and input power were provided with male and female

2-position screw-jack connector terminals.
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A complete circuit diagram is provided in Figure B.1. Components were selected that

could be easily integrated on a single breadboard. A bill of materials is provided in Table

B.2.

4.4 Hardware Verification and Validation

The components from the BOM were acquired and integrated on a single breadboard. Us-

ing the circuit schematic as a reference, continuity was exhaustively verified by probing each

connecting wire with a digital multimeter. To begin validation, the hardware requirements

were translated into the series of test procedures listed in Table B.3.

Each test item was conducted in the same environment, which consisted of the device

under test (DUT), an external 12V power supply, a custom J1708/1587 data cable, and two

ECUs (Bendix EC60 and Caterpillar C15 ECM). Only one controller was connected at any

given time. Additionally, a digital logic analyzer was fastened to the RX, TX, J1708 A, and

J1708 B lines to observe all messages in transit.

In most cases, a simple script was written and flashed to the device via USB before the

test. Then the device was placed in the test environment and powered. The outputs were

observed from the serial monitor and the logic analyzer software. Subsequently, each test

result was analyzed and given a pass (complete) or fail. Robust software development began

once all the test items were passed. All test scripts and testing artifacts are available in full

in the thesis repository. However, a summary of a few important functional unit tests is

provided in the following paragraphs.

4.4.1 J1708 Circuit Functional Tests

The Teensy 4.0 has up to seven UART ports that can be configured for J1708/1587

monitoring. Throughout the project, Serial lines 3 and 4 were defined as the shared and

host networks, respectively. The program provided in Listing 4.1 was written in the C/C++

Arduino programming language to read data from serial port 3.
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1 #include "J1708.h"

2 J1708 j1708_3;

3 void setup() {

4 Serial.begin (115200);

5 j1708_3.ShowRxData=true;

6 j1708_3.ShowTime=true;

7 j1708_3.ShowPort=true;

8 j1708_3.ShowChecksum=true;

9 j1708_3.ShowLength=true;

10 j1708_3.ShowErrors=true;

11 j1708_3.RxLEDOn=true;

12 j1708_3.begin (3);

13 }

14 void loop() {

15 j1708_3.J1708Update ();

16 }

Listing 4.1: J1708 Read Test Script

In sum, a port object called j1708_3 is instantiated and configured to print in the format

desired. Then the object is bound to the Teensy serial hardware at the end of the setup()

function. In the main loop() function, J1708Update() is called repeatedly to processes any

incoming bytes and split them into messages after each idle time. Then, each message is

printed to the serial monitor in the format specified in setup().

When the device was connected to the unit test environment with the Bendix EC60, the

output in Figure 4.3a was observed. This message log was saved and compared against logs

recorded in a previous session by a DG DPA5 vehicle diagnostic adapter. As shown in Figure

4.3b, the same messages that appeared in the test log also appeared in the VDA log and in

the live application. These messages were further verified using the “Asynchronous Data”

analyzer function in Logic 2. As shown in Figure 4.3c, the signal confirmed that messages

were received and promptly processed in the correct order. It was also discovered in the
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analog capture that the bare minimal read procedure was able to ignore transients on the

bus that could result in false reads.

Figure 4.3: Hardware Test Result: Simple J1708 Read from Bendix EC60

A similar script was written to test if messages could be sent on the same bus. The

program snippet provided in Listing 4.2 shows the looping portion of the script that transmits

random messages once per second on serial port 3 using a constant MID, senderMID.

1 void loop() {

2 j1708_3.J1708Update ();

3 if (msgTimer >= interval) {

4 int messageLength = random (1,20);

5 uint8_t message[messageLength ];

6 message [0]= senderMID;

7 for (int i=1; i<messageLength; i++) {

8 message[i] = random (0 ,255);

9 }

10 j1708_3.J1708Send(message ,messageLength ,8);

11 msgTimer = 0;

12 }
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13 }

Listing 4.2: J1708 Transmit Test Script

As before, a port object called j1708_3 was instantiated, configured, and bound in the

setup function. In the loop, a pre-defined timer triggered a message transmission once per

interval using the J1708Send() function.

When the device was connected to the unit test environment with only the DPA5, the

output in Figure 4.4a was observed. This message log was saved and compared against logs

recorded in the same session by the diagnostic adapter. As shown in Figure 4.4b, all the

same messages that appeared in the test log also appeared in the VDA log. These messages

were further verified using the “Asynchronous Data” analyzer function in Logic 2. As shown

in Figure 4.4c, the signal confirmed that messages were transmitted once per second with

the constant MID (0x77) and random data.

Figure 4.4: Hardware Test Result: Simple J1708 Message Transmit
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The same two tests were carried out on host port four by modifying the begin() method

in both instances. An additional test where the component ID was requested from the Bendix

module also elicited a valid response.

4.4.2 Prolonged Operation

Figure 4.5: Hardware Test Result: Extended Operation Test

To estimate hardware reliability, an extended operation test was written for the prototype.

A simple message was sent once per 500ms and added to a total transmit count. This message

was echoed back on the receiving line and tallied with a separate counter. This script was

left to run for several hours. Figure 4.5 shows reported statistics from such a test after 7

hours. If we calculate the number of expected messages, n as,
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t

α
= n

where t is the elapsed time, α is the time between message transmissions, observe that

the prototype sent and received 54,654 messages as expected without error. Thus, it is

reasonable to accept that the prototype satisfies HR7 as designed.

4.4.3 Voltage Regulation Tests

The voltage regulator circuit was designed to ensure smooth power downs when the

gateway is disconnected from 12-volts and minimize voltage spikes when it is powered. Ad-

ditionally, 0.1 µF capacitors are placed near each IC as simple surge protection. To verify

this had the desired smoothing effect, the device was placed in isolation, and an analog trace

was recorded at the 5V output of the voltage regulator, 3.3V output of the Teensy, and the

A and B lines of the J1708 bus.

Figure 4.6: Hardware Test Result: Voltage Surge Protection
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The capture, shown in Figure 4.6a, shows an analog trace of the device without any

protection when it received the 5V output from a bare voltage regulator. An alarming 6V+,

10V+, and 10V+ spike occurred across the device’s 5V output, 3.3V, and J1708 B lines,

respectively, when it was initially connected. A rapid 350 ms voltage drop occurred when it

was disconnected. Conversely, Figure 4.6b showed that the time taken for the line to drop

below 1V was extended by over 5s when additional capacitors were added. These measures

also cut the maximum voltage spike to 5.6V. This test was critical for avoiding a design that

could damage the Teensy hardware. Furthermore, this testing helped ensure that HR6 was

satisfied.

4.5 Summary

An electrical design that satisfied hardware requirements HR1 - HR6 was translated into

a circuit schematic and implemented on a single breadboard prototype. This prototype

was verified against the schematic for any inconsistency. The prototype was also validated

through repeated tests using a bench-top test environment and customized run-time pro-

grams flashed to the device. Post-analysis of the hardware test results indicated that the

prototype satisfied HR7 - HR9, thus completing all the hardware requirements.
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Chapter 5

Software Design, Integration, and Testing

This chapter describes the software development process as it was shown in the “V”

model in Figure 1.9. Ultimately, the bulk functionality of the gateway was implemented on

its embedded software. Thus, many core design and test activities are described in detail.

It is worth noting that some cybersecurity-related activities described in SAE J3061 were

skipped. For example, the document provides software architecture analysis guidelines for

minimizing the exposure of sensitive data in transit within the device. Although these

considerations are important, the resulting requirements would have been overly stringent

for a simple gateway prototype. In similar instances where recommendations exceed the

project’s scope, we apply discretion and dismiss these tasks accordingly.

5.1 Software Level Planning

5.1.1 Software Concept

Although the gateway can be modeled as having any number of potential ports, in the

simplest case, there are only two: a port for the host and a port for the public-facing network.

Returning to Figure 4.1, we consider the abstract model for a single host. In this model,

data input on either side is inspected and processed by the gateway as it is received. If a

response is warranted, the gateway outputs any necessary information to the appropriate

channel. The receiving, processing, and transmitting tasks can be carefully divided into

separate functions and collected in a single library.

Using the library utilities, more nuanced behavior can be designed and written into a

run-time script. For example, when the hardware is intended to function as a gateway, a

gateway script and the library can be compiled and flashed to the device. Alternatively,

if rogue behavior is desired, a different script where the same hardware attempts to spoof
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messages can be flashed to the device. Thus, combining the library and script should allow

us to achieve the system and cyber goals.

Additionally, suppose the gateways were programmed with a simple command and con-

figuration API. In that case, the user could also write external scripts to automate specific

tasks, log information, monitor network statistics, or control behaviors. These scripts would

be especially useful during verification and validation testing. For example, a simple test

conducted through serial commands using a Python script would eliminate the need to re-

flash the hardware with a custom run-time script each time new behavior was desired. This

should also reduce the test time and some of the human oversight.

5.1.2 Development Tools

Out of the many software development options for the Teensy 4.0, the Arduino IDE and

Teensyduino were chosen to quickly compile and flash sketches to the device. The Arduino

C/C++ language also supports functional modularity, abstraction, and determinism, which

are good characteristics in any embedded programming language. Python and Jupyter Note-

books were used to interact with the gateway serial API and perform many of the unit and

integration tests.

5.2 Software Requirements

Before listing the requirements, there are a few definitions that need more context and

clarification. A blocklist is defined as a set of discrete MIDs that have been previously

determined to be associated with malicious activity. An allowlist is defined as the inverse set

of discrete MIDs (i.e., those that have not been previously determined to be associated with

malicious activity). The union of these sets is the set of all 256 possible MIDs. In software,

these are both implemented together as a boolean-array ACL. The subsequent requirements

have been topically grouped on behalf of the reader.
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Network Related Requirements

In light of the relevant standards, the following software requirements are defined regard-

ing network activity:

[SWR1] The software shall apply best practices for serial data bus network access

defined in SAE J1708 Section 5. This includes methods for message delimiting, bus

synchronization, access, and contention.

[SWR2] The software shall count the following network error(s) at each port: transmit

collision and general transmit error (i.e., disconnected).

[SWR3] The software shall apply best practices for serial data bus messaging protocol

defined in SAE J1708 Section 6. This includes restrictions on message format and

length.

[SWR4] The software shall count the following messaging error(s) at each port: invalid

checksum, invalid message length.

[SWR5] The software shall provide transport protocol functionality defined in SAE

J1587 Appendix B. This protocol shall be used to segment and reassemble any data

payload that causes a message to exceed the maximum length when transferred over

the J1708/1587 network.

General Functional Requirements

Given the software concept, the following software requirements are defined regarding

general functionality:

[SWR6] The software shall provide an API for accessing device information, network

and messaging statistics, sending messages, and applying gateway configurations.

[SWR7] The software shall provide a configurable access control list for each network

port.
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[SWR8] The software shall provide the following configurable security parameters:

maximum busload, maximum busload occurrence count, and host MID.

Security Related Requirements

In light of the security goals and concept, the following software requirements are defined

regarding J1708 network security:

[SWR9] The software shall provide an external indication that a security anomaly has

been detected (i.e., LED indication).

[SWR10] The software shall not forward any message with a MID on a network port

blocklist.

[SWR11] The software shall count each instance a message MID matches the current

configured MID of its host on a network port.

[SWR12] The software shall notify the network with the designated alert message each

instance a message MID matches the current configured MID of its host on a network

port.

[SWR13] The software shall notify the network with the designated alert message each

instance a rogue node is identified.

[SWR14] The software shall count each instance a “Message Spoof” alert message is

received for a specific MID.

[SWR15] The software shall add the MID of a rogue node to the network port blocklist

if it receives an “Imposter Node” security alert message.

Additional requirements concerning message flooding threats are defined as follows:

[SWR16] The software shall continuously monitor the message busload on each network

port.
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[SWR17] The software shall count each instance the network busload exceeds the

maximum configured busload.

[SWR18] The software shall notify the network with the designated alert message when

a continuous high busload is detected and attributable to a specific MID.

[SWR19] The software shall notify the network with the designated alert message when

a continuous high busload is detected and attributable to the current configured MID

of its host on a network port.

[SWR20] The software shall add the MID of a compromised node to the network port

blocklist if it receives an “Abnormal Message Rate” security alert message.

[SWR21] The software shall add the MID of a compromised host to the network port

blocklist if it receives a “Compromised Host” security alert message.

[SWR22] The software shall count each unique instance an imposter or compromised

node is identified.

5.3 Software Architecture

The software architecture centers around a J1708 class which represents a single J1708

data port. The class exposes attributes and methods that allow the user to configure routing

behavior, message processing, security policy, and other controls before and after compilation.

The class UML diagram in Figure 5.1 is condensed for brevity but shows many of the

important attributes and methods. Visibility is denoted with a “+” for public and “-” for

private. Relationships are shown with specialized arrows. The diagram also provides the

attribute and method return types after each name.

In most sketches, a host and network object is instantiated to represent each connection.

This is illustrated by the two instances J1708_Host and J1708_Network. The begin()

method binds the object to a specified serial port and two digital output pins. Two objects
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Figure 5.1: J1708 Class Diagram.

can be linked together by passing a reference from one to the other with the link() method.

When a J1708 object is linked, it forwards messages received on its connected serial port to

the processing routine of the linked object. Vice-versa, performing the same procedure with

the other object creates a logical two-way linkage.

Only a handful of attributes are available for manipulation outside the class. Some

notable examples include error counts, print settings, and the access control list. However,

commands can be sent to Serial1 during run-time to make changes on the fly. This class,

along with some string parsing utilities, is packaged in a single header file that serves as the

library.
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With an understanding of the classes themselves, we can now broadly define the software

architecture. We begin using the specific case previously illustrated in Figure 4.1. The

component diagram in Figure 5.2 shows how two J1708 objects could be configured to

create a gateway between an ECU and the shared J1708/1587 network. First, two objects

must be instantiated, bound to their respective hardware serial ports, and logically linked

together. Once completed, each object should have three primary input signals and three

output signals. In the diagram, signal types are denoted with different arrowheads. A

signal with two arrowheads indicates that it flows abstractly in both directions. However, no

specific message structure or format is implied by these signal types alone. Instead, specific

colors are used to illustrate where distinct formats occur.

Figure 5.2: Gateway Software Architecture Component Diagram
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To better understand how J1708/1587 messages flow through the program, suppose mes-

sage bytes are received at Serial3 from the network in Figure 5.2. These bytes get collected

and assembled by the network J1708 object in the order they appear until an idle time (Ti )

is observed. Once a complete message is assembled, it is checked for errors and compared to

the security policy.

Ideally, J1708/1587 messages are passed throughout the program using a common data

structure like that shown in Figure 5.3. The struct contains all the necessary metadata

associated with the message as it is passed through different processes.

Figure 5.3: j1708 message t Class Diagram

In cases where errors or security violations are identified, the message can be flagged for

subsequent processes to either handle (i.e., increase the error counts, notify the network) or

ignore. This helps prevent a section of software from failing due to malformed or corrupted

input. Theoretically, this should also reduce the time spent in the main loop if a faulty

message is caught early during processing. In the current architecture, ten total errors are

logged. Table 5.1 provides the type, description, and numbering convention of each.

SAE J3061 recommends preserving and protecting these error counts and messages to

aid in forensic analysis of intrusion attempts. The Teensy 4.0 has 1080 bytes of emulated

EEPROM for saving the error counts periodically. However, this is largely insufficient for

saving more than a few dozen anomalous messages. Therefore, only error counts can be

stored. Currently, protecting the EEPROM from tampering is considered well outside the
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Table 5.1: Table of Software Error Types

No. Type Description
ERR1 Message Checksum Error
ERR2 Software Receive Buffer Overflow
ERR3 Software Transmit Buffer Overflow
ERR4 Network Transmit Collision Error
ERR5 Network General Transmit Error
ERR6 Network High Busload Warning
ERR7 Security Spoofed Message Warning
ERR8 Security Rogue Node Detected
ERR9 Security Abnormal Message Rate Detected
ERR10 Security Compromised Node Detected

scope of the project. In future work, messages could be stored with an SD card or other

external storage.

If the message is free of any errors, it can be passed to various processing units and

handled based on the current user settings. This includes printing to the serial monitor,

turning on LED indicators, and forwarding to any connected J1708 links. Forwarded J1708

messages do not go through additional checks and are sent when the line at the reference

becomes available. In the current example, this is Serial4.

If we abstract the internal components further, we obtain a general object that can

be easily applied to other use cases in future work. Furthermore, this should allow every

hardware serial port on the Teesny to be connected to a J1708 bus and logically combined

or monitored in any way, as illustrated in Figure 5.4

Similarly, data sent by a USB communications port or the Arduino IDE serial monitor is

collected by an interrupt service routine (ISR) and assembled into an Arduino String upon

reception of a termination character. Relevant commands are passed to the appropriate

J1708 object, where it is handled by the command processing method J1708Settings().
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Figure 5.4: J1708 Object Multiple Instances

5.4 Unit Design, Test, and Verification

5.4.1 J1708 Object Setup

Three methods were created to initialize a J1708 object and create logical connections

between ports: begin(), link(), and unlink(). When passed a port number, begin()

initializes the default LED indicators and binds to the serial port specified at the default

baud rate of 9600 bits per second. The port number is saved as a private attribute.

link() takes a J1708 object memory address as a parameter and saves it as a reference. It

also updates the link status of the object to true. By default, it will forward all unblocked

messages. The unlink() method does the opposite and will delete the previously saved

memory address.

These functions were tested in isolation using a dummy class object and a hardware loop-

back. During testing, a serial connection was successfully started within the object. Storage

of an object reference was also successfully executed and subsequently freed using unlink()

to prevent memory leaks.
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5.4.2 Configuration and Test Controls

A serial command interface was designed to help facilitate the configuration of the gate-

way. Additionally, this API helped support testing efforts throughout all development and

testing phases.

In sum, commands are entered via the USB serial connection from the Arduino serial

monitor or by another program connected to the port. The gateway delimits messages by

noting the reception of a newline character. In the run-time script, this message is pre-

processed and passed to a specific J1708 object using the J1708Settings() public method

where the API is partially implemented. When a J1708 object parses the command, it will

perform an action using one of its built-in utilities or simply update a specific attribute

(RxLEDOn, selfMID, showLength etc.).

Since serial parsing had already been tested to ignore malformed or extreme input during

hardware testing, the remaining unit tests revolved around ensuring the commands were

properly segmented, indexed, interpreted, and compared. Thus, when a new command was

implemented, all standard options and values were individually tested before continued use.

Figure 5.5 shows the properly handled output from the help option of the j1708config

command and a list of available subcommands and options.

5.4.3 Receive J1708

Reading and writing messages to the network are two fundamental functions of the gate-

way. Repeated calls to J1708Rx() check the bus for available characters and collect them

in a buffer in the order they are received. Appendix B.3 shows a logical flowchart of the

function. The routine keeps track of the total byte count for bus load estimation and raises

a flag as a message is received to prevent preemptive message transmissions. A message is

delimited after an idle line on the receiving wire is observed for 12-bit times. The checksum

counter (ERR1) is incremented when any message with a bad checksum is identified. Under

normal network conditions, when the gateway is not transmitting, this can occur if two con-
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Figure 5.5: J1708 Prototype Gateway Serial API

trollers attempt to access the bus at the same time. The message length is returned after

each successfully received message. During run-time, this value is used to read the bytes

from the receive buffer.

The previous testing during hardware validation confirmed the program’s ability to read

and delimit messages. To confirm ERR1-detection, two identical devices were connected to

the same J1708 bus. One device was programmed to alternately send a message with a faulty

checksum and a message with a correct checksum each second. The other device listened

and reported to the serial monitor. The signal capture in Figure 5.6a confirmed the presence

of valid and invalid messages on the bus. The result in Figure 5.6b showed that ERR1 and

non-ERR1 messages were reported as expected.
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Figure 5.6: ERR1 Unit Test Result: (a) Digital signal capture of a J1708 message with bad
checksum (top) and the same message with a proper checksum (bottom). (b) Reported messages
and errors from the prototype gateway.

Figure 5.7: ERR2 Unit Test Result: (a) Digital signal capture of a 22-byte J1708 message. (b)
Reported messages and errors from the prototype gateway.

Under normal circumstances, the gateway can receive a message longer than 21-bytes

and report it on the bus assuming its length is below the received message buffer size, and

it has a valid checksum. By default, this buffer size is set to 21. An ERR2 counter is

incremented if the receive buffer ever fills up. To test ERR2 handling, the receive buffer size
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was reduced to 21-bytes. Using the same hardware setup as before, a 22-byte message with

a valid checksum was rapidly transmitted to the bus defying network protocol. Meanwhile,

a valid 21-byte message was also transmitted rapidly to the bus. As shown in Figure 5.7,

unit testing confirmed that ERR2 instances were properly reported and handled and did not

affect the reporting of other network activity.

5.4.4 Schedule and Transmit J1708

Messages are scheduled with J1708Send() and transmitted with the J1708Tx() meth-

ods. J1708Send() takes a data array (excluding the checksum) under 21-bytes, the message

length, and priority as parameters. When called, it adds the input to a circular buffer and

updates the transmit queue counter. When the receiving line is not busy, J1708Update()

will check the queue for a pending message and wait for the required bus access period (Ta)

before calling J1708Tx() to transmit the message. This transmission delay period is imple-

mented in another part of the source code and is calculated with the message priority (P),

the idle time (Ti ), and a single bit time (Tb) using Equations 5.1 and 5.2. If at any point

the transmit queue buffer is full, an ERR3 flag is raised and reported on Serial1. Early

experiments showed that a default queue size of 32 messages was more than sufficient for

delivering messages at the maximum transmission rates.

Ta = Ti + (2Tb)P (5.1)

Ti = 10∗Tb (5.2)

Equation 5.3 defines a single bit time where β represents the network baud rate.

Tb =

1

β
=

1

9600
= 104.16̄ ms (5.3)

Appendix B.4 shows the J1708Tx() logical flowchart. Before transmitting a message, the

function sends only the MID and checks if another controller attempted to access the bus.
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If the device receives the same MID within an inter-character time (defined in the standard

as 2Tb), it will calculate and append the payload checksum and then deliver the rest of the

message characters [44]. If the device encounters a different MID, a collision has occurred.

The program will drop the message, increment the ERR4 counter and report it on Serial1.

If no MID is received, then an ERR5 counter is incremented to indicate a potential bad

connection. A busy flag is raised during transmission to prevent other procedures from

interrupting. The function raises another flag to indicate that the next message it will see is

an echo.

Past testing during hardware validation confirmed the program’s ability to write bytes to

the bus. To verify ERR3 detection, two tests were conducted in which the device attempted

to queue a message with J1708Send() once per second. In the first test, a sufficiently sized

message queue was defined using the standard transmit delay time. The result in Figure

5.8a showed a message transmission occurred at the expected rate. In the second test,

the maximum message queue was temporarily reduced to two messages, and the transmit

delay time was increased to 2 seconds. The result in Figure 5.8b indicated a message count

reduction compared to the previous test over the same period of time. ERR3 occurrences

were reported as expected.

Figure 5.8: ERR3 Unit Test Results: (a) Normal message queuing, transmission, and de-queuing.
(b) Message queuing, queue overflow, and ERR3.
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To confirm ERR4 detection, two identical devices were connected to the same J1708

bus. One device was programmed to send messages at a high message rate, while the other

attempted to send messages at a nominal rate to induce artificial collisions. Bus traffic signals

were recorded using the Saleae logic analyzer. As shown in Figure 5.9, a small 150µs inter-

character delay occurred between the MID and the rest of the payload when a message was

sent by the gateway. This likely occurred because of the small calculation that is performed to

detect collisions after every MID is sent. However, this delay is considered within the 208µs

delay allowed within the standard. Consequently, when a collision eventually occurred, it

was successfully caught and reported on Serial1 by the offending node as both an ERR4

and ERR1. Both devices also reported the same expected number of ERR4s when strict

message timings were applied in subsequent tests. Independent observations made with

analog captures confirmed the occurrence of each reported collision in the most successful

tests.

Figure 5.9: Induced Inter-Character Bit Time Delay

To verify ERR5 detection, the transmit line was disconnected from the bus, and a message

was queued with J1708Send() via the Serial1 API. Every attempt resulted in an ERR5 as

expected.
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5.4.5 Security Alerts and Reporting

The software requirements state that the gateway shall send a security alert message if it

detects anomalous bus activity. This could be achieved with the existing semantics for fault

notification defined in SAE J1587 shown in Table 5.2. For instance, PID 194 (0xC2), known

as the “Transmitter System Diagnostic Code and Occurrence Count Table,” is used by any

transmitting device to notify other components on the bus of the diagnostic condition on the

transmitting ECU. This message contains the MID, a list of diagnostic codes and occurrence

counts, and the PID or subsystem identification number (SID). A single diagnostic code byte

contains a fault-mode identifier (FMI) which describes the type of failure detected among

a list of mostly pre-defined methods. Together, this information can be used by service

personnel to determine which subsystem is failing and how it is failing.

Table 5.2: SAE J1587 PID 194 Definition

{x , C2, n, a, b, c}

x, message identifier (MID)
C2, DTC and OC table (PID)
n, payload bytes
a, SID or PID of the diagnostic code
b, diagnostic code character
c , occurrence count

In the event message spoofing or flooding is detected, MID 163 (0xC2), “Vehicle Secu-

rity”, could be used in conjunction with PID 194 to deliver a periodic security notification.

However, there are a few challenges. First, the existing definition for PID 194 provides a

maximum occurrence count of 255. If a threshold value is used to confirm the presence of

a rogue node and that value is set to a larger value, then the recipient will need to use

PID 195 (0xC3), “Diagnostic Data Request,” to obtain the latest counts. A subsequent mes-

sage will also have to be sent using PID (0xC4), “Diagnostic Data/Count Clear Response.”

However, pre-existing manufacturer definitions could exist for the response that does not
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provide sufficient information for detection decisions. There is also the complication that all

the gateways would have to transmit the notification using the same identifier, MID 163.

Finally, the overhead of transmitting multiple diagnostic code messages is undesirable since

there is no means of identifying the offending MID in a single message under the existing

scheme.

Accordingly, a unique PID is proposed to capture relevant security information for these

specific cases. Within the SAE J1587 specification, PID 255 (0xFF) is reserved for any“Page

Extension”purposes. This parameter allows additional PIDs to be defined outside the initial

255. Certain ranges of PIDs follow a given pattern. For example, the first 128 PIDS on

all pages are reserved for parameters requiring only 1-byte of data. PIDs 128-191 (64 total)

are reserved for 2-byte parameters, and PIDs 192-255 (62 total) are set aside for multi-byte

parameters.

Given the minimal payload requirements for a security notification (1 message) and the

established patterns for parameter definitions within the standard, PID 762 (0xFFFFFA)

has been selected as the parameter identifier to notify gateways of security occurrences.

A formal definition is provided in Appendix B.5. With this definition in place, individual

gateways can share updated information about the security status of their respective hosts

and support distributed intrusion detection on the shared bus.

5.4.6 Message Firewall

A public access control list is created within each J1708 class when it is instantiated.

As indicated in Figure 5.1, this is implemented as a boolean array. By default, the gateway

claims MID 120 (0x78) from the unassigned J1708 identifier range when it is powered. It is

the only blocked identifier on its ACL.

After a complete message is received, a run-time procedure first checks if the message MID

is blocked using the ACL. If the MID is not blocked and another J1708 object is linked, the

message will be forwarded and passed along to the rest of the program. Conversely, if a MID
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is blocked and a J1708 object is linked, the message will not be forwarded. If the message

MID matches selfMID (which should be configured to that of its host), an ERR7 counter,

indicating a spoofed message, is incremented, and a “Message Spoof Alert” is transmitted on

the originating bus.

Gateways that receive the message spoof alert forward the metadata to their handling

procedure which synchronizes the ERR7 occurrence count for that MID. If successive ERR7s

exceed a pre-configured threshold within the legitimate host gateway, an “Imposter Node

Alert”message with the MID of the offending node is also broadcast to the bus. Consequently,

the ECU or node associated with the MID is considered rogue, and all recipients of the alert

will add the MID to their blocklist.

After an imposter node alert is sent, subsequent message spoofing is no longer reported

with the message spoof alert. Rather, an imposter node alert is sent every 10 seconds.

The ERR7 counter was tested using two prototypes that functioned as a gateway and

rogue node. The rogue node was programmed to send a message periodically with the MID

of the gateway and was connected to the “shared” bus of the gateway node. The next test

log shown in Figure 5.10b was translated into the sequence diagram for clarity. The results

showed that the trusted gateway caught the first instance of message spoofing and reported

the incident with the appropriate network security notification type. The gateway reported

subsequent incidents as expected. The ERR7 counter also reflected these incidents in the

tallied network statistics on both devices.

The data capture and translated sequence diagram in Figure 5.11 showed the trusted

gateway elevated to the imposter node alert once the ERR7 count rose above the configured

maximum of 256 occurrences. The trusted gateway continued to send periodic imposter

alerts as expected at a fixed rate.

An analog capture and the recorded message logs showed the absence of message traffic

on the“host-side”bus of the trusted gateway. This verified that none of the spoofed messages

were forwarded to the host at any point during the test.
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Figure 5.10: ERR7 Unit Test Results: (a) Message spoof reporting sequence diagram. (b) A portion
of the test log from the gateway.

Figure 5.11: ERR8 Unit Test 1 Results: (a) Rogue node identification sequence diagram. (b)
Imposter alert portion of the test log from the gateway.

The test was repeated with the addition of a second gateway. This passive node was

configured with a MID 0x0C and message forwarding to its host network. The sequence

diagram and bus capture in Figure 5.12 showed that rogue messages were received at the

“shared”port (SP3) and forwarded to the“host”port (SP4) until the passive gateway received

an imposter alert message containing the address of the spoofed address 0x0A. The device

and network statistics puled from the device after the test also confirmed that the ACL,

ERR7, and ERR8 counts were updated correctly across all three devices.
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Figure 5.12: ERR8 Unit Test 2 Results: (a) Sequence diagram of message forwarding and subse-
quent blocking by a gateway observer upon alert reception. (b) A portion of the unit test log.

5.4.7 Bus Load Monitoring and Message Rate Enforcement

The amount of network traffic at any given time is measured to help identify message

flooding attempts. This continuous tracking is accomplished by counting the total received

bytes within a single second and comparing that to the theoretical maximum, Bmax . To

obtain this maximum, we can use Equation 5.4 where β is the network baud rate, Nmax is

the maximum message size permitted by the protocol, Nc is the number of bits in a single

character, and Ω is the message overhead.

Bmax =

⌊

β

Nmax ∗Nc +Ω

⌋

∗Nmax (5.4)

Section 6 of the J1708 protocol states that no message shall exceed 21 characters. A

single character in J1708 is 10 bits long (1 start, 8 data, and 1 stop bit). By definition, the

highest priority messages incur the lowest overhead. Therefore, inferring from 5.4 and 5.1,

we obtain the value for Bmax on a J1708 bus as follows:

Bmax =

⌊

9600

(21∗10)+ (10+2)

⌋

∗21 = 903 bytes
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Although more bytes could be sent when violations to the established protocol are con-

sidered, we assume that anomalies can be detected for any activity within the 903-byte

maximum.

When the run-time routine is called during loop(), the total number of bytes received

within the calculation period, denoted as Btot al , are used to derive the latest busload mea-

surement using Equation 5.5.

γi =

Btot al

Bmax

(5.5)

A dependable measure of γi is crucial for detecting abnormal network activity such as

message flooding. Consequently, the first unit tests were designed to tune the traffic sampling

rates to maximize responsiveness under various traffic patterns. Early testing indicated a

1-second sampling rate provided an acceptable balance of responsiveness to changing bus

activity and accuracy to actual bus loads measured with an analog probe. Lower sample

rates (<0.75s) were often too responsive and caused saw-toothing measurements about the

average busload value. Low sampling rates were also more prone to aliasing when various

periodic messages were tested.

A second test using two nodes was designed to gauge the γi -sampling accuracy of the

prototype software. One device was programmed to send 100 periodic 21-byte messages for

increasing periods approaching 1.25ms (12Tb). The digital signal capture shown in Figure

5.13 confirmed the actual message periods during steady state was approximately 1.45ms at

its highest. The receiver device reported these messages and its calculated γi each period.

The plotted test results in Figure 5.14 showed that γi was measured slightly higher on

average compared to conservative theoretical loads calculated for each message period. It also

showed that the error increased as message rates increased. However, the trade-off between

responsiveness and accuracy was considered sufficient for these errors to be acceptable. The

valleys observed between period increases were caused by programmed 0.5s pauses between

message rate changes during testing.
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Figure 5.13: Message Time Delay During High Busload Test

Figure 5.14: Busload Functional Test Result: Theoretical and Measured Busload vs Time

If the measured busload exceeds a configured maximum value at a network port, then an

ERR6 is raised and the gateway will begin tracking the relative share of busload attributable
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to each MID. This share of busload is denoted as µi and is periodically calculated using

Equation 5.6. Specifically, µi is obtained by summing the message bytes attributable to each

MID within the calculation period, BM I D , and dividing the fractional total by the current

overall total, Btot al .

µi =

∑

BM I D

Btot al

(5.6)

Two unit tests were written in Python and coordinated through the serial API to verify

the accuracy of the software implementation. These tests used an identical procedure to

those used to verify the busload measurements. In the first test, a single node sent 21-

byte messages using MID 0x0A. The recipient calculated γi and the µi and reported these

values through the API during each calculation period. When the γi and the scaled MID

share, γi ∗µi , were plotted against time as shown in Figure 5.15, these values overlapped as

expected.

Figure 5.15: Real-Time Busload Share Calculation Tests: (a) One Node - MID 0x0A (100%) (b)
Two Nodes - MID 0x0B (66%) and MID 0x0D (33%)
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In the second test, the sender sent a combination of two 21-byte messages with a constant

proportion over time. When γi and the two scaled µi values were plotted against time in

Figure 5.15, the results showed a steady 2/1 proportion of total busload contributed by MID

0x0B messages and 0x0D messages, respectively.

If a configured number of consecutive ERR6s occur and the share of network activity for

any MID exceeds a threshold, an ERR9 is triggered, and the MID is blocked. NC E6 and µmax

represent these values respectively and are both configurable through the gateway API. By

design, NC E6 is sampled every 0.5s. The first occurrence of an ERR9 initiates an “Abnormal

Message Rate Alert,” which eventually causes all gateways to permanently block the MID.

Alternatively, if a port has been configured as a “host port,” an ERR 10 is triggered instead.

The occurrence of an ERR10 also causes the “Compromised Host Alert” to be sent on a

non-host port.

To test this functionality, a closed loop experiment was conducted using three devices on

the same bus controlled through the serial API. One device, programmed with MID 0x0B,

sent messages at a high rate. Another device, configured with MID 0x0C, sent messages at

a low transmission rate. A third device, configured with MID 0x0A, was given the follow-

ing configuration set: {γmax : 0.2, µmax : 0.8, NC E6:4}. The first two thresholds appear as

horizontal lines on Figure 5.16 when plotted.

After 21s of network activity, an “Abnormal Message Rate Alert” was successfully trans-

mitted by the receiver when the network conditions were met. The vertical line on the plot

indicates the time the alert was received by the controller. Each node on the bus interpreted

this ERR9 and incremented its security error count appropriately. Subsequent incoming

messages were blocked by the software ports that received the notification.

The “shared” and “host” port busload measurements were also captured and plotted.

Observation of the results showed a drop in resource consumption on the host bus after

messages from 0x0B were blocked at the shared port. Thus, the only remaining busload

came from MID 0x0C during the last 10s of the test.
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Figure 5.16: ERR9 Unit Test Results: Shared and host port busload versus time as seen by the
receiver with MID 0x0A. Threshold values are plotted as horizontal lines. Alert message reception is
denoted with a vertical line. Proportional bus consumption for MID 0x0B and 0x0C plotted against
time. The prototype gateway had the following configuration: {γmax : 0.2, µmax : 0.8, NC E6:4}

A similar test was conducted for ERR10 verification and was successful. Observations

showed the appropriate message was broadcast to the shared port only when a forwarding

enabled, host-designated port was linked to another port.

5.4.8 Message Processing and Handling

J1708Listen() combines all the previously described functional units into a single rou-

tine. It is intended to be called regularly by loop() or by any of the SerialEvent interrupt

functions of the corresponding Teensy 4 serial ports [45]. The flowchart in Appendix B.6

shows the general procedure that occurs each time it is called. In sum, the routine checks if

a message is actively being received on the bus. If so, it will prioritize this activity until the

message is complete. Subsequently, the message is inspected for standard errors and security

violations. All messages, errors, and violations are displayed on Serial1 according to the

active display configuration.
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When the routine is not actively receiving a message, the latest received message is parsed

and marked for further handling if it is relevant using J1708Parse(). For example, if an

RTS message is received, J1708Parse() will identify, PID 197 (0xC5) and the RTS command

byte (0x01) and return a reference to the CTS handler. Immediately after, J1708Listen()

uses this reference to call the appropriate handler. In the current example, this would be

CTSHandler(). A single message is also transmitted from the global dispatch queue if any

are available. If not, J1708Listen() completes. Any subsequent messages are processed

and sent on the next call.

J1708Update() is a wrapper function that enhances programming flexibility when writing

scripts for other use cases. The programmer can use this function to perform specific parts

of J1708Listen() or to run a custom routine altogether. This helps reduce unnecessary

computation at the programmer’s discretion.

The primary concern among these functions is how the additional processing will affect

message forwarding rates. It is assumed that given enough messages to process, messages

may be dropped in transit to the host. Thus, a metric test was conducted to understand

these limitations under high network activity. These tests are described in Section 5.5.

5.4.9 Leaky Bucket Mechanism

The queuing functionality of J1708Send() was identified as a means of limiting the

bandwidth and burstiness of traffic flow from an arbitrary port in a manner resembling a

leaky bucket. Given a suitable configuration by the policy designer, this control feature is

intended as a first defense against flooding from a compromised host.

To implement these controls, a penalty parameter was defined and combined with the

existing message processing. During normal operation, the transmit queue is filled and

emptied asynchronously. If at any time the transmit queue is filled, and another transmission

is attempted with J1708Send(), the incoming message is dropped, and a transmit penalty

count, nP , is incremented. Subsequent occurrences will continue to increase the penalty
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count until the default maximum is reached. At transmission time, the penalty count and

a time constant, TP , are multiplied together and added to the bus access time as shown in

Equation 5.7. Each successful transmission decrements the penalty count by one.

T
′

a = Ti + (2Tb)P +nP TP (5.7)

A simple experiment involving a series of controlled tests was conducted to quantify the

effects of the leaky bucket controls. The test setup involved one device that served as a host

and one that served as a standard gateway connected by a data bus. Messages from the

host device were forwarded by the host port of the gateway to the shared port. Prior to

each test, a leaky bucket size was applied to the shared port of the gateway. The maximum

penalty count and penalty time were held constant across all tests at nP = 3 and TP = 1s,

respectively. During each test, messages were transmitted by the host at a fixed rate using

a constant MID and random data for a total duration of 30 seconds.

A log of all traffic on the shared bus and host bus was recorded. Each device port also

collected post-test statistics, including all error counts. Sixteen tests spanning four message

rates and four leaky bucket sizes were conducted across four experiments.

The grouped bar plot in Figure 5.17a compares the average shared busload for four leaky

bucket sizes recovered from the logs at the end of each test. One bar cluster is plotted for

each message rate. Colors and positions are consistent within each cluster. For example, we

observe that when the host transmits random messages once every 0.05s, the average shared

busload is roughly 20% across all leaky bucket sizes.

The grouped bar plot in Figure 5.17b compares the total ERR3 occurrences on the shared

port for four leaky bucket sizes across all experimentation. Again, one bar cluster is plotted

for each message rate, and the colors and positions are consistent within each cluster. For

example, at a message rate of 0.05s, we observe no ERR3s indicating that the gateway

forwarded all host messages. We can conclude that this message rate (and lower message

rates) correlate to the average busloads observed in the first bar plot.
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Figure 5.17: Leaky Bucket Unit Test Results: The average shared busload (a) and the total ERR3
count (b) for four leaky bucket sizes across four host message transmission periods.

At the highest message rate tested, the results show the ERR3 count increased for bucket

sizes two and below. Given the relatively high penalty value, this blocked nearly all messages

from being forwarded and effectively reduced the average busload to zero. Larger bucket sizes

allowed traffic to pass through normally, resulting in approximately 80% average busload on

the shared bus.

Later studies revealed that reduced penalty times also reduced the number of dropped

messages at smaller bucket sizes. This also increased the average busload on the shared

bus. Together, these results show that the application of the leaky-bucket procedure to

the appropriate port increased the availability of the bus and penalized transmit violations

proportional to the level of network abuse in cases where message transmission rates were

below 0.03 seconds. These results also provided metrics that were used as the starting

rationale for tuning the transmit queue size based on host busload profiles.

5.4.10 J1587 Transport Protocol Utility

A J1587 transport protocol utility is also available for sending data payloads greater

than 19-bytes (excluding the MID and checksum) in the run-time script or through the

serial API. The J1708Transport() method takes the message bytes, byte count, source,

98



and destination MIDs as input and will send the appropriate RTS message to a specific

ECU. Subsequent transport messaging procedures are automatically handled using PID 198

(0xC6), “connection mode data transfer” (CDP). These messages are observable from the

serial port display. A J1708 object can only support one ongoing connection at a time, and

connections lasting over 10 seconds are automatically aborted with the “Abort” connection

management control command. Although the maximum allowable payload can be sent with

the utility, payloads are capped at 256-bytes to preserve dynamic memory. Each gateway

is equipped with an RTS handler, a CDP handler, and a CTS routine that perform the

necessary processes for receiving transported data on behalf of the configured host MID.

However, this functionality is only available when enabled to prevent the gateway from

intercepting normal communication to its host.

Three tests were conducted to verify the functionality of the J1587 transport utility. In

the first test, two gateway devices were connected to the same bus. One device had gateway

processing enabled. The other device was given a 30-byte data payload to transport through

the serial API. Figure 5.18a shows the recorded communication between the two devices

using a default segment size of 15-bytes. This test was repeated successfully with various

segmentation sizes and payloads.

Figure 5.18: J1587 Transport Protocol Utility: Unit Test 1 Results
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Another test was conducted to determine if prolonged connections were reliably aborted

by the originating station after a given time. Again two devices were connected to the same

bus. However, no response was given after the first CTS message from the receiver. The

recorded communication in Figure 5.19 shows the connection was aborted by the originating

node after 10 seconds of idle connection use.

Figure 5.19: J1587 Transport Protocol Utility: Unit Test 2 Results

Figure 5.20: J1587 Transport Protocol Utility: Unit Test 3 Results

A final test was conducted to ensure an ongoing transport session could not be interrupted

pre-maturely unless one node disconnected with the “Abort”message. A clean disconnection
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should immediately allow a new connection to be made without waiting for the old connection

to timeout. In the test setup, three nodes were connected to the same bus, and the session

timeout for all nodes was increased to 20s. The recorded session in Figure 5.20 showed a RTS

message was delivered to receiver 0x0B from originator 0x0A. After 10s of idle connection

use, the session was aborted by the originating station. Despite previous attempts to send

an RTS message, a new RTS was immediately successful from a second originating station

with MID 0x0C after the abort message was delivered by station 0x0A.

With the success of all three tests, other unique edge cases and details within each

transport handler were explored with smaller-scale testing.

5.5 Integrated Software Testing and Validation

After all the implemented features had been unit tested, the combined software was

commissioned on the prototype hardware and subjected to network experiments. One such

experiment aimed to identify specific combinations of gateway settings that could reduce

message capture rates in one direction. Serial printing, message forwarding, and gateway

specific processing were three settings of particular concern. These three tasks were known

to consume more processing cycles on the Teensy 4.0 than any other process in the source

code. Subsequently, all eight possible combinations of these settings were organized into a

formal 23 factorial design that was coordinated using an automated Python script and the

gateway serial API.

The experimental setup consisted of two prototype gateways connected to a single J1708

bus. The receiver gateway was subjected to sustained bursts of 500 21-byte messages from

the other device at message rates approaching the theoretical maximums permitted by the

protocol. Each setting combination was deployed as a single test. The receiver system

statistics and message logs were gathered from each device after each test for later study.

The three factors are designated A, F, and P (i.e., print all, forward messages, gateway

processing) based on the command options shown in Figure 5.5. The total dropped messages
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in each test, η, was used as the response variable. The experiment was replicated twice with

a randomized run-order for a total of 16 observations. The raw data is provided in Appendix

B.4. Plus and minus signs are used to indicate the different levels.

Although the results were positive, an underwhelming average of 0 dropped messages

were recorded across all the observations. Thus, subsequent analysis of the response variable

was suspended. Observations captured with the Saleae also showed a worse case message

forwarding delay of 1.4ms. Given the results from both these tests, the gateway was deemed

fit for system integration.

5.6 Summary

This section covered the software design, integration, and testing activities during the

development of the prototype J1708/J1587 gateway. Having followed a structured approach

with iterative unit testing, the software requirements outlined in section 5.2 were satisfied.

A tabulated summary of relevant unit tests and their related requirements are provided

in Appendix B.5. All test artifacts, including analog captures, test logs, modified gateway

firmware, and Python scripts, are available in the“software”directory of the thesis repository.

The next chapter will discuss the integration of the completed prototype into DABSS and

system testing.
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Chapter 6

System Test and Evaluation

This chapter discusses the integration of the prototype gateway and the DABSS electronic

subsystem. This chapter also presents the working threat model and the application of the

network defense against four attack scenarios in fulfillment of SR4. The results are compiled

after each test and evaluated in the final section.

6.1 Feature Integration and Testing

To begin the integration process, a baseline J1708 data log of the system without any se-

curity enhancements was captured using the logging features of a gateway prototype. These

logs were consistent with those captured by the diagnostic tool during the retrofitting activ-

ities discussed in Chapter 3. Given the careful preparation of the DABSS electrical harness,

the integration of the prototype was relatively straightforward.

First, custom Molex connectors were prepared to replace the loop-back connections be-

tween the shared J1708 bus and each network host. Next, a screw terminal adapter corre-

sponding to the gateway channel and 12V power was added to the other end of the cable.

Finally, each device was temporarily mounted to the board and linked to its corresponding

connection points as shown in Figure 6.1.

Having mounted and integrated the gateways, a simple pass-through script was flashed

to the prototypes with a non-restrictive security configuration. This configuration also al-

lowed the system to be power-cycled without reconfiguring the devices each time. A second

traffic capture from the shared bus indicated no conflicts or changes in the traffic patterns

compared to the baseline. Additionally, no differences were observed in the controls and

reports generated by Wabco Toolbox.

Finally, an analysis of the network traffic was conducted to determine suitable security

settings for each gateway. The plot in Figure 6.2 was generated as part of this work. The
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Figure 6.1: Back-side photo of the DABSS with the prototype J1708 gateways at each ABS con-
troller and the diagnostic port.

plot in blue shows the total busload over time during different phases of communication

between the three applications. Notably, the maximum busload observed at any time was

roughly 30% on the shared bus. The other three plots show the share of the total busload

contributed by each application over time. The maximum observed contribution by any

application was roughly 18.6%, which accounted for roughly 64% of network traffic at that

instance (γi=0.29).

Using these observations, the maximum busload threshold, γmax , was set to 35%. The

maximum contribution value, µmax , was set to 60%. The traffic pattern was used to deter-

mine the leaky bucket parameters. Ultimately, the baseline security configurations shown in

Tables 6.1 and 6.2 were selected after additional tuning of the network parameters.

These configurations were respectively flashed to each gateway and subjected to prolonged

operation. Aside from stabilizing the MID claim procedure between the two ABS controllers,

no meaningful conflicts or faults were observed. Therefore, having achieved desirable network

stability with the added security hardware, the system was deemed fit for validation testing.
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Figure 6.2: DABSS Composite Traffic Profile

Table 6.1: Gateway Host Port Security Configuration

Component Diagnostic Port Tractor ABS Trailer ABS

Host Port Serial 4 Serial 4 Serial 4

Host Port Allow List 0xAC 0x88 0x89

Host Port Self MID 0xAC 0x88 0x89

Host Gateway Processing FALSE FALSE FALSE

Host Max Busload Threshold 0.35 0.35 0.35

Host Max MID Share 0.60 0.60 0.60

Host ERR7 Max Occurrence 65000 65000 65000

Host Rx Forwarding TRUE TRUE TRUE

Host Tx Queue Size 32 32 32

Table 6.2: Gateway Shared Port Security Configuration

Component Diagnostic Port Tractor ABS Trailer ABS

Shared Port Serial 3 Serial 3 Serial 3

Shared Port Allow List {0x89,0x88} {0x89,0xAC} {0x88,0xAC}

Shared Port Self MID 0xAC 0x88 0x89

Shared Gateway Processing FALSE FALSE FALSE

Shared Max Busload Threshold 0.35 0.35 0.35

Shared Max MID Share 0.60 0.60 0.60

Shared ERR7 Max Occurrence 5 5 5

Shared Rx Forwarding TRUE TRUE TRUE

Shared Tx Queue Size 1 2 2
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6.2 Threat Model

Drawing from the analysis and discussion in Chapter 2, two specific adversaries are de-

fined: a rogue node and a compromised node. A rogue node is defined as any device capable

of transmitting arbitrary J1587 messages onto the J1708 bus that is not an inherent compo-

nent of the vehicle system. This definition is intentionally vague to include both wired and

wireless attack vectors. This can also be considered an attack mounted on the receive path

of the gateway.

A compromised node is defined as any inherently trusted device that has been exploited

or manipulated for physical access to the J1708 bus, including ECUs and standard devices

connected to the diagnostic port. In contrast to a rogue node, messages from a compromised

node are sent using the hardware equipped on the device. They can be generalized as an

attack mounted on the transmit path of the diagnostic gateway.

Based on these adversaries and the discussion in Chapter 2, we select two types of attacks

carried out by each of the adversaries for a total of 4 unique attack scenarios: message spoof-

ing by a rogue node, message flooding by a rogue node, message spoofing by a compromised

node, and message flooding by a compromised node. These scenarios are tabulated in Table

6.3 and described in the following subsections.

Table 6.3: Attack Scenarios for Validation Testing

Designation Adversary Attack Type
A Rogue Node Message Spoofing
B Rogue Node Message Flooding
C Compromised Node Message Spoofing
D Compromised Node Message Flooding

6.2.1 Rogue Node: Message Spoofing

In this attack scenario, a rogue device controlled by the adversary injects fabricated

messages on a J1708 bus to impersonate an ECU. The objective of this attack can vary, but
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some form of vehicle manipulation or denial of service is typically expected, as explored in

Section 2.2.5. This attack is illustrated in Figure 6.3.

A less targeted form of message spoofing is message fuzzing. This technique is often used

in software development tests and involves injecting random data on the bus to uncover any

unexpected behavior.

Figure 6.3: Rogue Node Attack Configuration

Two custom Python scripts, Rogue-Fuzz.ipynb and Rogue-Spoof.ipynb, were written

to control a rogue node during validation testing using commands in the serial API. The

rogue node sends messages with random data at a fixed rate in the first program. Attack

parameters given at the start of the program control the duration of the attack, the inter-

message period, and whether or not to use a constant MID or a random MID for each

message.

In the second script, the rogue node attempts to initialize a diagnostic session with

the tractor ECU by impersonating the Wabco diagnostic software with MID 172 (0xAC).

Subsequent messages are intended to cause pressure buildups on the DABSS’s relay valves.

Specific control of these valves was discovered by analyzing diagnostic messages sent by the

Wabco Toolbox software during verification testing. This test was selected partially because

these pressure buildups are easy to hear when an attack is successful.
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6.2.2 Rogue Node: Message Flooding

In this attack scenario, a rogue device controlled by the adversary fabricates and injects

messages on a J1708 bus at a high rate to overwhelm a controller so that it cannot examine

permitted network traffic. The objective of this attack can vary, but denial of service is

typically expected. This attack is illustrated in Figure 6.3.

A custom Python script, Rogue-Flood.ipynb, was written to carry out different forms

of this attack using a rogue node controlled through the serial API. The attack parameters

are identical to those in Rogue-Fuzz.ipynb.

6.2.3 Compromised Node: Message Spoofing

In this attack scenario, a rogue device controlled by the adversary fabricates and injects

messages with a forged MID and data on a J1708 bus. As before, the objective of this attack

can vary, but some form of vehicle manipulation or denial of service is typically expected.

This attack is illustrated in Figure 6.4. Compromised-Fuzz.ipynb was written to control a

compromised node during validation testing through the serial API. The attack parameters

are identical to those in Rogue-Fuzz.ipynb.

Figure 6.4: Compromised Node Attack Configuration

6.2.4 Compromised Node: Message Flooding

In this attack scenario, a compromised device with a full range of transmitting capabilities

fabricates and injects messages on a J1708 bus at a high rate in an attempt to overwhelm
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other controllers on the bus. Figure 6.4 is used to illustrate this configuration. Compromised-

Flood.ipynb, was written to control a compromised node during validation testing through

the serial API. All attack scripts used during validation testing are available in the thesis

repository.

6.3 Security Concept Validation Testing

6.3.1 Rogue Node: Setup, Procedure, and Results

A gateway device designated as the attack node was connected to the DABSS J1708 bus

in a manner consistent with Figure 6.3. In addition, it was given the basic configuration

shown in Table 6.4 so that it did not interact with the bus outside of transmitting spoofed

messages. All traffic logs generated during testing are available in the thesis repository.

Table 6.4: Attacker Node Port Configuration

Parameter Host Port Shared Port
Hardware Serial Port Serial 4 Serial 3
Port Allow List ALL ALL
Port Self MID 0x78 0x78
Gateway Processing FALSE FALSE
Max Busload Threshold 2.00 2.00
Max MID Share 2.00 2.00
ERR7 Max Occurrence 65000 65000
Rx Forwarding FALSE FALSE
Tx Queue Size 32 32

Message Fuzzing

Rogue-Fuzz.ipynb was used to send random messages with a random MID every 0.2s

for 30 seconds on the bus. This attack consistently caused the diagnostic software to crash

after a few seconds in the unprotected state. To mitigate the effects of network abuse, the

DABSS gateways were configured with the baseline protection provided in Tables 6.1 and

6.2.

109



After a system reset, fuzzing was resumed. All of the shared network traffic was captured

by the test script. Host traffic logs from each of the gateways were also recovered after testing

was completed. The results showed that none of the fuzzed messages reached any of the host

controllers. In the singular instance that a falsified message used a MID protected by one of

the host gateways on the bus, the violation was immediately reported with a message spoof

alert.

Message Spoofing

Rogue-Spoof.ipynb was used to send spoofed diagnostic messages. This attack caused

artificial pressure buildups at each of the six DABSS valves in the unprotected state. To

mitigate the effects of network abuse, the DABSS gateways were configured with the baseline

protection given in Tables 6.1 and 6.2.

After a system reset, the spoofing attack was conducted once more. All of the shared

and host network traffic was captured and preserved. Post-analysis of these records showed

that the diagnostic port gateway issued an imposter node alert after five spoofed message

violations. This alert caused all other gateways to block subsequent messages with the

diagnostic port MID. Analysis of the host logs confirmed the last message received by all

other hosts was the imposter alert. No clicks occurred from any of the valves while the attack

was active.

Message Flooding

In this experiment, three variations of message flooding were studied. The DABSS gate-

ways were configured with the same baseline protection provided in Tables 6.1 and 6.2 across

all tests. Unlike in previous experiments, the maximum busload, γmax , and the maximum

allowable resource consumption by any host, µmax , were expected to define the test outcome.

All of the shared and host network traffic was captured and preserved during the experiment.

Rogue-Flood.ipynb was used in the first test to inject random payloads from an engine

controller using MID 1 (0x01) every 0.05s for 30 seconds on the bus. These parameters
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were known from previous experiments to raise network traffic relatively close to the maxi-

mum security thresholds. Thus, it was helpful to assess the gateway’s susceptibility to false

positives.

The results showed two separate periods lasting roughly 1s where γi measured above the

threshold. The ERR6 counters from the shared ports on each network host also denote these

occurrences. However, the default maximum sustained duration for a flooding attack to be

identified with a security notification is 2s. Since the shared traffic records did not show

a security notification and all the devices reported zero ERR9s, the gateways successfully

maintained a true-negative status. Inspection of the host logs also showed that none of

the injected messages on the shared bus made it to the host, which is consistent with the

configured access control policy.

In a second test, Rogue-Flood.ipynb was used to inject random payloads from an engine

controller using MID 1 (0x01) every 0.01s for 30 seconds on the bus. Messages from the script

caused the busload to increase above 82% approximately 1s after the attack. Over 90% of this

activity was attributable to MID 1. Post analysis of these records showed that an abnormal

message rate was reported using PID 762 by the tractor gateway 3s into the attack. Although

the access policy prevented this data from reaching the hosts anyway, analysis of the attacker

access control list showed that MID 1 was blocked by the end of the test. Thus, the gateways

successfully detected a true positive.

In the final test, Rogue-Flood.ipynb was used to inject random payloads from a random

MID every 0.01s for 30 seconds on the bus. Messages from this script caused the busload to

increase above 82% approximately 1s after the start of the attack. No more than 11% of this

activity was attributable to a specific MID. Since this did not violate the security policy, no

abnormal message rate notifications were delivered by any host gateways. The traffic records

also showed multiple instances where this attack triggered a spoofed message notification.

Ultimately, enough spoofed messages were delivered such that three different imposter alert

messages were delivered by each of the hosts. This caused all the hosts to be blocked on
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the shared bus. Again, the records showed that none of the injected messages with blocked

MIDs on the shared bus were forwarded to any hosts.

6.3.2 Compromised Node: Setup, Procedure, and Results

A gateway device designated as the attack node was connected to the transmit path of

the DABSS diagnostic port in a manner consistent with Figure 6.4. In addition, it was given

the basic configuration shown in Table 6.4 so that it did not interact with the bus outside of

injecting attack messages. All traffic logs generated during testing are available in the thesis

repository.

Message Spoofing

Compromised-Fuzz.ipynb was used to send random messages with a random MID every

0.25s for 30 seconds on the bus. To mitigate the effects of network abuse, the DABSS

gateways were configured with the baseline protection provided in Tables 6.1 and 6.2. All

of the shared network traffic was captured by the test script. Host traffic logs from each of

the gateways were also recovered after testing was completed. The results showed that the

diagnostic port gateway forwarded only messages with MID 172 (0xAC) to the shared bus.

The diagnostic port gateway blocked all other messages since they had MIDs that appeared

on the transmit path ACL. Given the nominal message rates and the short duration of the

attack, the gateway reported no security errors.

Message Flooding

Compromised-Flood.ipynb was used to send random messages with MID 172 (0xAC)

every 0.01s for 30 seconds on the bus. These attack parameters were selected to violate

the host busload usage policy, causing an ERR10. Consistent with the previous testing, the

DABSS gateways were configured with the baseline protections provided in Tables 6.1 and

6.2, and all traffic logs were preserved for later study.
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The results showed a complete true-positive response to the attack. As expected, the

shared bus traffic log revealed that the diagnostic gateway successfully reported the incident

with a compromised host alert. Subsequent notifications were delivered only periodically

as designed. The post-test results also showed that the two other gateways blocked MID

172 (0xAC) after receiving this notification and incremented their respective ERR8 counts.

Out of 3000 total message attempts, 212 ERR3s were counted by the diagnostic gateway,

indicating the leaky bucket was active and functioning before the notification occurred.

6.4 Final Cybersecurity Assessment

6.4.1 Determining Gateway Parameters

The gateway security parameters can be grouped into three categories of various critical

functions: access control, leaky bucket, and busload consumption. Parameters concerning

access control were relatively straightforward to define, assuming one-to-one matching of a

finite set of host MIDs.

However, defining parameters in the latter two categories such that false positives across

the system were reduced was a cumbersome and time-consuming process. Even after ob-

taining traffic profiles from each host and the shared bus, it was often unclear what thresh-

old would maximize detection accuracy without iterative experimentation. Moreover, after

settling on a suitable configuration, additional post-testing is warranted to determine false-

positive sensitivity over long periods and account for various edge cases where high busloads

are expected. As a result, only a fraction of suitable configurations were explored.

Furthermore, past research shows that a static configuration is susceptible to errors if

traffic patterns change. Although this may not be the case with unchanged ECU firmware,

it could be the case for traffic at the diagnostic port. Despite these challenges, the composite

security configurations provided in Tables 6.1 and 6.2 performed as expected in the four

attack scenarios and improved attack detection overall.
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6.4.2 Defense Effectiveness

Under the given assumptions, the current security concepts are primarily effective against

attacks on the receive side of the gateway. Across all the rogue node tests, the system detected

all instances of message spoofing and reported it. In cases where a message was received

that was not permitted by the access policy, the message was dropped before reaching the

host controller.

However, some gateways passed spoofed messages to their hosts until the maximum

ERR7 threshold was reached. Under the current defense, an attacker can send messages

up to this threshold before being stopped. Thus, the designer must determine a balance

concerning the sensitivity of the system to policy violations and the number of messages

afforded to the attacker. This threshold is difficult to ascertain because of the unknown

nature of sophisticated J1708-based network attacks.

High message rates on the receive path caused by flooding attacks from a single MID

are also detected, assuming suitable busload thresholds have been defined. Once identified,

messages from the MID mounting the attack are blocked. However, this defense was less

effective when multiple MIDs were used. In this case, any undefended MIDs will be passed

to the host. This issue does not exist if all MIDs are defended or blocked across the system.

However, the current defense cannot stop the offender from continuing the attack even after

detection.

Assuming a non-host MID is used, the current security concept is highly effective against

spoofing attacks on the transmit path of the gateway. In all cases where a compromised host

attempted to send a message with a MID that was not initially assigned to it, the gateway

blocked the transmission. However, the current defense could not stop injected messages

when the assigned MID was used. The combination of the leaky-bucket mechanism and a

suitable host busload policy effectively detected and prevented flooding from a compromised

node on the DABSS.
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6.4.3 Real World Practicability

In its current form, the defense has some notable strengths that lend themselves to real-

world use. Namely, it can prevent message spoofing and identify flooding without the techni-

cal challenges associated with other cryptographic-based strategies. These challenges include

key management, busload increases, and message processing complexity. These benefits were

identified and discussed in Chapter 2. Additionally, the configuration of the gateways may

be comparatively easier to deal with compared to managing keys across hosts in a PKI-based

proposed by state-of-the-art defense research.

The current strategy does not account for the possibility of multiple MIDs claimed by

a single host. Presently, the gateway can protect only one MID in the deployed software

design. Although multi-MID defense was beyond the test assumptions, this feature can be

implemented in future work without complications to the existing strategy. This feature

would also allow the security policy designer to defend (instead of block) MIDs known to

never exist on the bus.

Leaky bucket procedures may also conflict with real-time transmission requirements.

However, most modern trucks are assumed to utilize very little of the available bandwidth

on a J1708 bus while in service. In such cases, the limitations associated with leaky buckets

applied to the host transmitter might be mitigated with some additional tuning of the defense

parameters.

There are also challenges associated with the defense effectiveness and“configurability,”as

discussed in the preceding subsections. Overall, the defense may lack the determinism needed

under stringent security requirements. Additionally, the current strategy assumes a gateway

supports all transmitting nodes, and all MIDs are either defended or blocked across the

system. If external challenges exist such that these requirements cannot be satisfied, the lack

of protection may undermine the entire defense. In other words, the current implementation

is highly dependent on the broad deployment of the gateways across multiple hosts.
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Chapter 7

Conclusion

The following sections summarize the results from system testing, highlight the limita-

tions that had the most significant potential impact on the quality of the research findings,

and provide recommendations for future work.

7.1 Thesis Review

Throughout six chapters, this thesis provided background discussion on SAE J1708/1587,

conceptualized a security concept, discussed the preparation of a vehicle network simulator,

and described the design and development of a prototype network gateway. The defense

concept was tested against four attack scenarios in the penultimate chapter. In light of the

original objectives, the following conclusions are drawn from the test results:

1. Message spoofing on the gateway receive path was successfully identified by the defense

system.

2. Only spoofing attempts with non-host MIDs were identified by the defense system.

3. The system successfully identified busload consumption from a specific application that

exceeded pre-configured thresholds on the receive and transmit paths of the defense

system.

4. Spoofed messages that appeared on the block list of both the transmit and receive

paths were successfully blocked by each host protected by the defense system.

5. The system successfully blocked messages from a specific application that exceeded

pre-configured busload consumption thresholds on the receive and transmit paths of

the defense system.

However, there were some shortcomings,
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1. Spoofed messages are permitted by the system on the receive path until a pre-defined

threshold is reached.

2. Falsely injected messages on the transmit path using a MID of the host were permitted.

3. System testing in Chapter 6 revealed that parameter tuning is a cumbersome, time-

consuming, and at times imprecise process. Furthermore, any defense configuration

will be tailored specifically to anticipated attack scenarios and may not be adequate

for defending against novel or dynamic attacks.

4. The application of the security concept in its current form does not account for de-

ployment challenges in the real world.

To my knowledge, this is the first exploration of J1708/1587 intrusion detection in aca-

demic research. The following list recaps the other thesis contributions:

1. A J1708 library for the Teensy 4.0 embedded platform.

2. Circuit design of a J1708 gateway.

3. Retrofits to vehicle simulator at CSU.

4. A working J1708 network defense concept.

Furthermore, the gateway software was bundled into a separate repository and published

for open use on Github under the name “J1708 T4” [46].

7.2 Limitations

As noted in Chapter 1, prior research on J1708 network security is limited. This the-

sis only explored a defense concept attuned to the simplest cases of message spoofing and

continuous message flooding at fixed rates. Related work on automotive CAN has revealed

that more intelligent abuse of modern protocol semantics can achieve equivalent negative
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outcomes with fewer messages. Given the similarities between J1939 and J1708, it is appro-

priate to assume these exist in J1708 as well.

Despite the importance of exploring sophisticated attacks, an analysis of the basic at-

tack scenarios provides general observations of network behavior in real-time. Given the

unexplored nature of J1708 networks, the current findings should assist with more nuanced

studies in the future. Furthermore, the present work provided the basis for developing es-

sential J1708 network inspection tools. These tools should minimize the groundwork effort

in future studies.

In-vehicle testing of the gateways could have provided observations that better resemble

those in a real-world HD environment. However, this thesis conducted tests on an HD vehicle

network simulator in place of an actual truck. This compromise was beneficial for several

reasons: (1) Given the intrusive and costly nature of retrofitting ECUs on a real truck, a

vehicle simulator was chosen to save resources. (2) Changes to the system could be performed

quickly. (3) The defense is still in the early stages of development. However, these activities

may be incorporated in later work should the project mature through technical improvements

to the gateway and future development of the defense.

7.3 Future Work

Working on this project uncovered additional research questions that did not fall within

the original scope of the work. Furthermore, technical limitations were exposed after de-

velopment that could be resolved with future improvements to the gateway hardware and

software.

General Research. An investigation of J1708/1587 protocol-specific attacks is warranted.

Namely, this includes exploring protocol-based DoS attacks, the effects of J1708/1587 attacks

on other network behavior, and parameter spoofing. Work conducted by Mukherjee et al. is

recommended as a starting reference for the scope of work [23].
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Discussion in Chapter 2 identified the following areas of future research tasks: (1)

Apply and investigate the impacts of implementing cryptography-based authentication on

J1708/1587. (2) Apply and investigate stateful anomaly detection (i.e., state-based packet

inspection) to a J1708 IDS.

DABSS Improvements. Ideally, future research on the DABSS J1708 bus will be con-

ducted in a fault-free environment. At present, wheel speed generators and sensors are all

that is needed to accomplish this. Additionally, the system needs lamps and an electrical

connection to the air dryer.

Technical Gateway Improvements. The addition of an HSM to the hardware design is

desired to support future studies using cryptographic defenses. The following features and

changes are recommended for future iterations of the gateway software: (1) Multiple enforced

MIDs from a single port; (2) Improve architecture and data processing using metadata in

j1708_message_t data structure; (3) Save gateway configuration to EEPROM. (4) Refactor

the leaky-bucket design such that arbitrary message rates can be regulated.
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Appendix A

Dual Air Brake Simulation System

Figure A.1: DABSS Schematic
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Figure A.2: “Target” Configuration for DABSS Retrofit
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Figure A.3: WABCO Wiring Schematic
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Figure A.4: DABSS ABS Retrofit Cabling Schematic
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Figure A.5: DABSS Electrical Harness Diagram
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Figure A.6: Mechanical Drawing: Tractor ABS Controller Mounting Bracket
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Figure A.7: Mechanical Drawing: J560 Adapter Mounting Bracket
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Figure A.8: Mechanical Drawing: J560 Socket Mounting Bracket
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Figure A.9: Mechanical Drawing: Diagnostic Connector Mounting Bracket
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Appendix B

Prototype Gateway

Table B.1: Hardware Processing Options

Table B.2: Hardware Selection Criteria and Scores
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Figure B.1: Gateway Prototype Wiring Schematic
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Figure B.2: Gateway Prototype Bill of Materials
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Table B.3: Hardware Validation Tests

Component Test Name Status Notes

J1708 Circuit 1 Rx Idle Line ✓ Power on the device via 12V and read a steady
0V on the B line with a probe.

J1708 Circuit 1 Tx Idle Line ✓ Power on the device via 12V and read a steady
5-4.5V on the A line with a probe

J1708 Circuit 1 Receive Data ✓ Received data bytes from a Bendix EC60 and
CAT C15.

J1708 Circuit 1 Transmit Data ✓ Send a valid J1708 message on the Tx Line. Ob-
serve message in-transit on A and B lines with
digital logic analyzer.

J1708 Circuit 1 Transmit Request Data ✓ Confirm a valid transmission by requesting PID
243 from a module. Response should show up.

J1708 Circuit 2 Rx Idle Line ✓ Refer to ”J1708 Circuit 1” Test

J1708 Circuit 2 Tx Idle Line ✓ Refer to ”J1708 Circuit 1” Test

J1708 Circuit 2 Receive Data ✓ Refer to ”J1708 Circuit 1” Test

J1708 Circuit 2 Transmit Data ✓ Refer to ”J1708 Circuit 1” Test

J1708 Circuit 2 Transmit Request Data ✓ Refer to ”J1708 Circuit 1” Test

Teensy 4.0 Serial Port Output ✓ Print a message to the serial port

Teensy 4.0 Serial Command Reading ✓ Send a message on the serial port. Observe com-
mand is processed and reported back.

Teensy 4.0, LED Indicators LED Power Cycle ✓ Turn on and off LEDs 1-5 using GPIO.

Circuit Protection Abrupt Discharge ✓ Observe rapid discharge

Circuit Protection Abrupt High Power ✓ Observe voltage spike

Voltage Reg./Protection Smooth Power Off ✓ Read steady 4-5V output with multimeter from
the power circuit when device is connected to
12V input.

Voltage Reg./Protection 5V Output ✓ Read steady 5V output with multimeter from
the power circuit when device is connected to
12V input.

All circuits Prolonged operation ✓ Send a message every minute. Should observe
1440+ sent TX and RX message counts after 24
hour period and no errors.
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Figure B.3: J1708 Object Receive Message Flowchart
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Figure B.4: J1708 Object Transmit Message Flowchart

Table B.4: Integrated Software 23 Factorial Test Results

Run No. A F P η

1 + - - 0
2 + + - 0
3 - + - 0
4 + + + 0
5 - - - 0
6 - - + 0
7 - + + 0
8 + - + 0
9 + - - 0
10 + + + 0
11 + + - 0
12 - + - 0
13 - - + 0
14 - - - 0
15 - + + 0
16 + - + 0
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Figure B.5: PID 762 - Network Security Notification Definition
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Figure B.6: J1708 Message Processing and Handling Flowchart
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Table B.5: Software Unit Tests

Category Unit(s) Related SWR Status
J1708 Object Setup begin() - ✓

J1708 Object Setup link() - ✓

J1708 Object Setup unlink() - ✓

Configuration and Test Controls J1708Settings(), Command parsing 6,8 ✓

Configuration and Test Controls J1708Settings(), send command 1,3,6 ✓

Configuration and Test Controls J1708Settings(), config command 6,7,8 ✓

Configuration and Test Controls SerialEvent() 6 ✓

Configuration and Test Controls getValue() 6 ✓

Configuration and Test Controls stringtoHex() 6 ✓

Configuration and Test Controls hex2int() 6 ✓

Receive J1708 J1708RX() Normal 1 ✓

Receive J1708 J1708RX() ERR1 1,4 ✓

Receive J1708 J1708RX() ERR2 1,4 ✓

Schedule and Transmit J1708 J1708Send() 1,3 ✓

Schedule and Transmit J1708 J1708Tx() Normal 1,3 ✓

Schedule and Transmit J1708 J1708Send() ERR3 - ✓

Schedule and Transmit J1708 J1708Tx() ERR4 1,2,3 ✓

Schedule and Transmit J1708 J1708Tx() ERR5 1,2 ✓

Message Firewall checkACL() 7,10 ✓

Message Firewall resetACL() 7 ✓

Message Firewall updateACL() 7 ✓

Message Firewall checkACL() ERR7 11,12 ✓

Message Processing and Handling Parse() ERR7 14 ✓

Message Firewall checkACL() ERR8 13 ✓

Message Processing and Handling Parse() ERR8 15 ✓

Bus Load Monitoring /Message Rate Enforcement J1708RX() Byte Counter 16 ✓

Bus Load Monitoring /Message Rate Enforcement UpdateNetworkStatistics(), Baud Calculation 16 ✓

Bus Load Monitoring /Message Rate Enforcement J1708CheckNetwork() ERR6 17 ✓

Bus Load Monitoring /Message Rate Enforcement UpdateNetworkStatistics(), MID% Calculation 18,19 ✓

Bus Load Monitoring /Message Rate Enforcement J1708CheckNetwork() ERR9 18,19,22 ✓

Bus Load Monitoring /Message Rate Enforcement J1708CheckNetwork() ERR9 Reporting 18 ✓

Message Processing and Handling Parse() ERR9 20 ✓

Bus Load Monitoring /Message Rate Enforcement J1708CheckNetwork() ERR10 19,22 ✓

Bus Load Monitoring /Message Rate Enforcement J1708CheckNetwork() ERR10 Reporting 19 ✓

Message Processing and Handling Parse() ERR10 21,22 ✓

J1587 Transport Protocol Utility J1708Transport(), RTS 3,5 ✓

J1587 Transport Protocol Utility J1708Parse(), Transport Message Parsing 3,5 ✓

J1587 Transport Protocol Utility CTS Handler() 3,5 ✓

J1587 Transport Protocol Utility RTS Handler() 3,5 ✓

J1587 Transport Protocol Utility CDP Handler() 3,5 ✓

J1587 Transport Protocol Utility EOM Handler() 3,5 ✓

J1587 Transport Protocol Utility Abort Handler() 3,5 ✓

J1587 Transport Protocol Utility J1708CheckNetwork() Connection Status 3,5 ✓

J1587 Transport Protocol Utility J1708CheckNetwork() Connection Abort 3,5 ✓

Message Processing and Handling J1708Listen() Transport Segment Tx Queue 3,5 ✓

Message Processing and Handling J1708Listen() Serial output 6,7,8 ✓

Message Processing and Handling J1708Listen() Security LED 9 ✓

Message Firewall J1708Listen() Message Forwarding 7,10 ✓
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