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ABSTRACT

EXPOSING DATA REMANENCE IN SANITIZED NOR FLASH:
CHARACTERIZATION AND COUNTERMEASURES

The rapid advancement of digital technology has led to the frequent decommissioning of elec-
tronic devices, many of which retain sensitive data in their non-volatile memory. NOR flash mem-
ory, widely used as a non-volatile storage medium in Internet of Things (IoT) devices, often stores
proprietary firmware as well as sensitive user data collected by these systems. Although standard
sanitization procedures are typically applied before disposing of such devices, residual data may
persist in the storage medium, posing a significant risk of data leakage. In this work, we present a
novel investigation into data remanence and recovery techniques in sanitized NOR flash memory
chips. Our findings show that data can be partially or fully recovered from NOR flash arrays that
have undergone an all-zero sanitization process. Given the widespread adoption of NOR flash in
IoT devices, these results raise serious concerns regarding sensitive data leakage and the security

of firmware updates in such systems.
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Chapter 1

Introduction

This chapter highlights two main motivations driving this research: the widespread use of
NOR flash technology and the potential risks of data breaches linked to obsolete electronic devices
that utilize NOR flash as a storage medium. Additionally, this chapter presents a comprehensive
overview of embedded flash memory and introduces the two predominant types of flash technolo-
gies available in the market: NAND flash and NOR flash. We examine the fundamental archi-
tectural and functional differences between NAND and NOR flash, establishing the rationale for
focusing this thesis on NOR flash memory. Finally, the chapter concludes with a structured outline

of the thesis organization and scope, emphasizing its primary contributions.

1.1 Motivation

Flash memory is widely used in contemporary embedded systems for program and data storage,
with NOR flash being a preferred choice for code storage due to its fast access times, support for
random access, and superior reliability compared to NAND flash memory.

NAND flash dominates the market with a valuation of USD 65.1 billion in 2024 [1], due to the
increasing demand of high-performance storage solutions in consumer electronics, and advance-
ments in 3D NAND technology. In 2024, smartphones and tablets led the NAND flash market
with a 31.4% share, driven by the demand for high-capacity storage in devices supporting high-
resolution media, Al apps, and 5G-enabled real-time processing.

However, the recent growth of the Internet of Things (IoT) and automotive systems has in-
creased the demand for NOR due to its fast random-access read speeds in demanding execute-in-
place applications, high reliability, and functionality at extreme temperatures. It’s been a staple in
applications where code storage is crucial, such as in automotive, cloud compute, and industrial
systems, as well as in applications that might undergo multiple updates, such as over-the-air (OTA)

transmission, due to its high write endurance.



The NOR flash memory segment has a market size of $2.9 billion in 2024 and is expected to
reach $3.82 billion by 2030 with a compound annual growth rate (CAGR) of 6.01% [2,3]. This
growth is expected to accelerate with the introduction of Macronix’s new 3D NOR technology
[4-6], which offers a single-chip 4Gb solution at lower costs, addressing the scaling limitations
of traditional 2D NOR flash that stalled around the 40 nm node. By leveraging this architecture,
end-system solution providers are able to reduce their need for multiple storage devices, such as
eMMC and/or NAND. Moreover, 3D NOR flash offers shorter latency, thereby improving boot
performance, which is an essential feature for applications that need near-instantaneous access to

stored data.
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Figure 1.1: NOR flash market share based on end-user application

Figure 1.1 shows the market share of NOR flash in the year 2024 based on different end user
applications such as consumer electronics, automotive, communication, industrial and others.
The increasing popularity and widespread adoption of NOR flash in modern embedded sys-

tems, particularly in control critical real time applications such as those found in the Internet



of Things (IoT) and automotive devices, highlights the importance of studying the security vul-
nerabilities associated with NOR flash memory. As these devices reach end-of-life, the risk of
unauthorized data access from residual data in NOR flash memory becomes a significant concern.

The emerging popularity of NOR flash is the primary motivation for choosing NOR flash for

the research presented in this thesis.

1.2 Non-Volatile Memories: NOR vs NAND

Memory devices are essential components of all electronic systems and constitute a signifi-
cant share of the semiconductor market. Almost every electronic system requires some data to
be retained even after power loss. This includes program code for microcontrollers, parameters
for digital signal processors, and various system and user data such as security codes and con-
figuration settings. Due to their wide applicability, non-volatile memories are widely used across
industries including industrial, consumer, automotive, telecommunications, and computing periph-
erals. Thus, non-volatile memory forms an integral part of data storage in modern digital architec-
tures. Even personal computers, which rely on magnetic hard drives for mass storage and RAM for
working memory, use solid-state non-volatile memories for critical functions such as system boot.
These memories come in a wide range of capacities and can be embedded directly into processor
chips, enabling the development of complex system-on-chip (SoC) designs like smart cards. Be-
fore the introduction of flash memory, electrically programmable non-volatile memories consisted
mainly of EPROMs and EEPROMs; EPROMs offered high density but required ultraviolet light
for erasure and were primarily used during development or in low-volume production. Flash mem-
ories, offering electrical erase capabilities traditionally limited to costly EEPROMs, provide this
functionality at costs and densities comparable to EPROMs. Consequently, flash memories have
captured a significant portion of the market previously held by earlier memory types and expanded
the scope of non-volatile memory applications. This expansion is closely tied to the rise of portable
personal devices such as PDAs and mobile phones, which cannot use magnetic disks due to size

and power constraints. Therefore, beyond the standard requirements for storing firmware and sys-



tem parameters, there is a growing demand for mass storage of operating systems, applications,
and user data to be met by semiconductor memories [7].

Flash memories are non-volatile memories which are widely used for storing firmware, con-
figuration data, and user-defined settings in embedded systems. These memories operate using
two fundamental mechanisms: programming and erase. Programming involves writing a logic ‘0’
by injecting charge into the storage element of a memory cell, while erasure restores the logic
‘1’ by removing this charge. A key architectural characteristic of flash memory is the asymmetry
between these operations—programming can target individual cells selectively, whereas erasure
must be performed on entire sectors or blocks. This constraint influences memory array design,
allowing compact and cost-efficient layouts. Depending on how memory cells are organized and
connected, flash technologies are categorized as NAND or NOR flash, each with distinct charac-
teristics that influence their suitability for specific embedded applications [8]. These differences

are examined in the following section.

1.2.1 NOR Flash Technology

NOR flash is the mainstream technology for applications that require code and parameter stor-
age, particularly in embedded systems where fast and random memory access is essential. It was
first introduced in the late 1980s as a replacement of EPROM (Erasable Programmable Read Only
Memory) technology [9], which initially required external programming tools and bulk erase pro-
cesses. By the mid-1990s, the second generation of NOR Flash was developed, incorporating
important advancements such as on-chip charge pumps for single-supply operations, sector-based
erasure, and embedded erase algorithms that improved in-system reprogramming efficiency. The
rapid expansion of mobile phone technology contributed to the evolution of a third generation,
which was designed to optimize low power consumption, flexible voltage management, high-
speed read operations, and read-while-write functionality [10]. These innovations have enabled
the seamless integration of both code and data storage within a single chip. Presently, NOR Flash

supports a wide variety of specifications concerning density, voltage, interface width, and memory



architecture, establishing it as a versatile and reliable solution for numerous embedded applica-
tions. Therefore, NOR flash is the mainstream technology for applications that require code and
parameter storage, particularly in embedded systems where fast and random memory access is
essential.

The "NOR" flash name originates from the array configuration of its memory cells, which
resembles the structure of a NOR logic gate. In this architecture, cells are organized in a grid
of rows and columns. Cells that share a common control gate are connected along a horizontal
line known as the wordline (WL), while those that share a common drain electrode, where one
contact is shared between two adjacent cells, form a vertical connection called the bitline (BL).
The source electrode, in contrast, is typically shared across all cells in the array, establishing a

uniform grounding scheme [11].

 Bit line

* Word line

Source

Figure 1.2: NOR Flash array equivalent circuit [11]

This structural organization is illustrated in Figure 1.2. In other words, each cell in NOR flash
memory is connected in parallel to the bitline and shares a common source, which allows individ-
ual cells to be directly accessed by selecting specific wordlines and bitlines. This configuration

enables true random access in NOR flash memory. As a result, individual cells can be addressed



independently, making NOR memory well suited for applications that require fast and frequent
random reads, such as code execution. Additionally, the direct access to the memory cell makes
this architecture ideal for high speed and noise immunity. Recent developments in NOR flash
technology have made it highly suitable for multilevel storage, enabling higher memory densi-
ties at lower costs. High-density NOR flash devices capable of storing two bits per cell are now
commercially available, offering 30—40% cost savings compared to traditional single-bit-per-cell
alternatives at the same technology node. Moreover, the compatibility of NOR flash with advanced
logic processes has made it a preferred choice for embedded memory in System-on-Chip (SoC)

designs [8].

1.2.2 NAND Flash Technology

NAND flash technology is a leading choice for nonvolatile storage of high-volume data. Since
its introduction in 1987 [12], the technology has undergone continuous scaling, enabling significant
improvements in storage density and cost efficiency. Today, NAND flash offers terabyte-level
capacities, making it the dominant form of flash memory for a wide range of applications [13-15].
Though NAND flash offers only serial access, its higher storage density and lower cost compared

to NOR flash make it a dominant technology for data storage applications and memory cards.
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Figure 1.3: NAND Flash array equivalent circuit [7]



In NAND flash memory, multiple cells (typically 16 or 32) are connected in series between the
bitline and ground, as shown in Figure 1.3. This configuration improves storage density compared
to NOR flash, which requires more routing resources, but comes at the cost of speed. Data must be
read through several intermediate cells, resulting in longer access times in the microsecond range,
which is significantly slower than the nanosecond-scale access times of NOR flash. This serial
access structure limits NAND flash to sequential operations and makes it unsuitable for random-
access applications. Additionally, the read-through mechanism increases sensitivity to noise and
data patterns, making multi-level cell implementation more challenging. As a result, most NAND

flash products still operate in single-bit-per-cell mode.

1.2.3 NOR vs. NAND Architectures

A comparison of NOR and NAND flash based on its key characteristics is given in Table 1.1.
Output size indicates how many bits can be transferred to the output at once, read and write size
refer to how many bits can be read or programmed at a time and read access time is the time

required to complete a read operation before data is available at the output [8].

Table 1.1: Comparison of NOR and NAND flash memory characteristics

NOR NAND
Memory size <512 Mbit 1-8 Gbit
Sector size ~1 Mbit ~1 Mbit
Output size Byte/Word/32-bits Byte/Word
Read size 8—16 Words 2 KBytes
Write size 8—16 Words 2 KBytes
Read access time <80 ns 20 us
Program time 9 ps/Word 400 ps/Page
Erase time 1 s/Sector 1 ms/Sector

These differences significantly influence their applications, with NOR flash being a mainstream
technology for suitable for fast code execution and random access, while NAND flash offers higher

storage density and lower cost per bit [7, 8, 16].



1.3 Embedded Flash Memory

In this section, we define embedded flash memory and explain its role in embedded system
design for modern applications. An embedded system is defined as "a computer system with a
dedicated function within a larger mechanical or electrical system, often with real-time comput-
ing constraints, embedded as part of a complete device often including hardware and mechanical
parts" [17]. They achieve superior cost and performance efficiency by utilizing minimal hardware
resources, typically through one-chip microcontroller units (MCUs). These systems are now ubiq-
uitous, appearing in consumer electronics, automobiles, medical devices, and industrial control
systems. As technology advances, embedded systems are becoming more important for creating
smart and connected devices such as those in the Internet of Things or IoT. The factors of core
technology that support these advancements are security, safety, communication, signal sensing
and processing, and low power to be embedded in real-time edge computing schemes under large-
scale system designs [17]. Among the foundational elements of embedded systems, embedded
memory is one of the most critical technologies, as it directly influences the overall cost, perfor-
mance, and power efficiency of a system. Embedded memory refers to memory that is integrated
within the chip and does not have an externally exposed interface. This design enables compact
and power-efficient architectures, tailored for specific applications requiring real-time performance
and minimal hardware overhead.

Embedded flash memory (eFlash) offers a combination of programmability, non-volatility, and
on-chip integration, making it particularly well-suited for embedded system design. These prop-
erties contribute to supply-chain flexibility, improved power management, and compact system
architectures. eFlash has been instrumental in advancing embedded applications such as automo-
tive engine control and smart-card technologies, where its ability to support reprogrammable and
secure code and data storage has been critical [8, 17-19].

Embedded flash-memory technology originally inherited much from stand-alone flash-memory
devices such as NOR flash memory. It has diverged from mainstream stand-alone technologies

such as NAND flash due to embedded-specific requirements, leading to the development of a



distinct technological path [18]. Standardization of specifications and dedicated innovations have
enabled eFlash to support a wide range of applications with optimized performance, reliability,
and cost. Since the 1990s, eFlash has driven rapid market growth by offering a high cost-to-value
advantage. Its adoption in microcontroller units (MCUSs) has enabled widespread integration into
embedded applications, including automotive and smart-card systems, due to its compactness, low

power consumption, and high reliability.

MCU
4 -
Flash- EE-
CPU RAM ROM = PROM

3 3 | 3
Common Bus
t 1 t external memory
DRAM

Peripheral Peripheral Interface
Module Module Module SSD, HDD

(digital) (ADC, DAC) (CAN,USB)
\ : l / CD,DVD,HDD,SSD

Figure 1.4: Non-volatile memory in MCU architecture [17]

Flash-based MCUs have become a cornerstone of modern embedded systems, owing to their
ability to integrate program code and data storage within a single chip. This one-chip configuration,
which utilizes embedded flash (eFlash) memory, offers a compact and efficient alternative to tradi-
tional designs that rely on external EEPROM for data retention. As illustrated in Figure 1.4, typical
flash-MCU architectures integrate code and data ROM within on-chip flash memory, resulting in
a standard and efficient configuration for small embedded systems. This architectural unification
has facilitated the development of applications requiring multi-time programmability, particularly
in real-time control scenarios, while simultaneously offering cost benefits. Consequently, flash-

based MCUs have become the preferred solution across a wide range of high-volume markets.



Among these, automotive control systems and smart card technologies have emerged as key seg-
ments, significantly contributing to the overall growth and importance of flash-MCU solutions in
the embedded systems landscape [18].

Integrating embedded flash memory into MCU products has significantly transformed embed-
ded system design and supply chains. Unlike mask ROM-based MCUs that require lengthy de-
velopment cycles due to fixed programming, flash-MCUs enable shorter turn-around times by
allowing software to be programmed after system assembly, thus supporting parallel hardware and
software development. This flexibility also simplifies production and inventory management, as
a single hardware platform can be customized through firmware updates at later stages. More-
over, flash-MCUs facilitate hardware-software separation and co-design, enabling advanced fea-
tures such as software-controlled power management for energy-efficient operation. However, this
shift has also introduced challenges, as increasingly complex system requirements have extended
software development timelines, marking a paradigm shift towards a more sophisticated, software-
centric embedded design approaches.

In summary, eFlash has become an essential component in modern embedded systems, offer-
ing a compact, energy-efficient, and reprogrammable storage solution. Its widespread adoption
in applications such as automotive control and secure identification systems highlights its impor-
tance in environments demanding reliability and performance. As embedded devices continue to
evolve, the challenges associated with managing the data stored in their non-volatile memory also
increase. This thesis builds on that context by focusing on NOR flash memory and examining
its data retention behavior in obsolete embedded systems, with the aim of uncovering potential

security vulnerabilities due to remanent data.

1.4 Thesis Outline

The thesis work presented here focuses on data recovery from a sanitized charge trap based
NOR flash. The previous sections of this chapter described the history, applications, and signif-

icance of embedded flash memory in the modern world, highlighting its evolution into a critical

10



technology that underpins the flexibility, performance, and efficiency of today’s embedded sys-
tems. This section presents an overview of the research conducted in this thesis, outlining its
objectives, scope, and key contributions.

The Chapter 2 the fundamentals of NOR flash is discussed, which includes the different types
of NOR flash memory based on the memory cell structure and number of transistors used. We
use NOR flash memory of two different cell structures to validate our results. However, the pri-
mary evaluations are performed on a MirrorBit™ flash and its principles are explained. The flash
memory operations such as read, program and erase are covered in details with reference to the
underlying device physics. Moreover, distinctions in these mechanisms with respect to each type
of memory cells are illustrated with the help of figures.

The experimental setup, including hardware and firmware development, is elaborated in Chap-
ter 3. This chapter outlines the part numbers and features of the various devices used in the ex-
perimental procedures, along with detailed descriptions of the interfacing techniques employed to
control and verify flash memory operations. Additionally, timing information extracted from these
devices is characterized and compared against datasheet specifications to validate performance
and gain deeper insights into their endurance and architectural behavior. These analyses form the
foundation for the key contributions presented in this thesis.

The key contributions of this thesis are presented in Chapter 4 and Chapter 5. Chapter 4 fo-
cuses on reverse engineering the sector layout of MirrorBit™ NOR flash to uncover structural and
architectural details that are not explicitly documented in datasheets or publicly available sources.
Additionally, Chapter 5 presents an in-depth investigation into data remanence in sanitized NOR
flash memory. This work demonstrates that sensitive information, such as proprietary firmware
and user data, can be partially or fully recovered even after standard sanitization procedures are
applied. These findings highlight critical vulnerabilities in existing data removal practices and
propose countermeasures to enhance the reliability and security of NOR flash-based storage, par-

ticularly in IoT devices where data confidentiality is paramount.
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Chapter 6 concludes the thesis by summarizing the key findings and contributions, and of-
fers recommendations for potential improvements and expansion of this work in the field of flash

memory security.
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Chapter 2
Background on NOR Flash

In this chapter, the structure and operational principles of NOR flash memory are reviewed.
The NOR flash memory cells are reviewed in terms of their cell structures, operational principles,

and key characteristics, with a focus on performance and reliability aspects.

2.1 Flash memory cell

A flash memory cell is basically a floating gate MOS transistor, in which the gate is electrically
isolated and fully enclosed by insulating materials, as seen from Figure 2.2a. The floating gate
stores charge and is capacitively controlled by a separate control gate. This structure allows the
threshold voltage of the transistor to be modulated based on the charge present in the floating gate,
enabling data storage. The insulating layer between the floating gate and the channel, commonly
referred to as the tunnel oxide, typically measures around 9 to 10 nanometers and facilitates Fowler
Nordheim electron tunneling during programming and erasure. Above the floating gate, the inter-
poly dielectric separating it from the control gate is composed of a triple layer of oxide, nitride, and
oxide, with an effective thickness of 15 to 20 nanometers. This oxide nitride oxide stack improves
the quality of the tunnel oxide by avoiding the need for high temperature oxidation on poly-silicon,
which can degrade the underlying thin oxide. If both dielectric layers behave ideally, the energy
band diagram of the cell reveals that the floating gate serves as a potential well, with the tunnel and
oxide nitride oxide layers acting as barriers. The cell represents a logical one when the floating
gate is neutral or positively charged, and a logical zero when electrons are stored in the floating
gate.

Figure 2.1 shows the broad classification of NOR flash memory. The flash memory cells are
categorized into two types in terms of structure of the storage: floating-gate structures (FG) and

charge-trapping structures (CT) [11,17,20]. The flash cells are further classified based on the
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Figure 2.1: Classification of NOR Flash

number of transistors in a cell. This research is based on the highlighted category of NOR flash -

NROM®/MirrorBit™.

2.1.1 Floating-Gate (FG) Flash Technology

An FG type flash is further classified into three categories based on the number of transistors
as shown in Figure 2.2. The 1 transistor floating gate (1 Tr FG) cell [19] is a simple NOR-type
cell designed for high density applications, where a stacked-gate transistor functions both as a
selection gate and for data storage. In contrast, the 1.5 transistor floating gate (1.5 Tr FG) cell [21],
also known as the split-gate FG cell [22], and the 2 transistor floating gate (2 Tr FG) cell [23]
consist of two transistors connected in series, with one transistor acting as the selector and the
other serving as the data storage element [24]. Although these cells occupy a larger area compared
to the 1 Tr FG cell, they offer superior performance and lower power consumption [19, 25].

Figure 2.3 illustrates the read operation mechanism in NOR flash memory, using a conventional
single transistor (1 Tr) floating gate (FG) cell as an example. The figure depicts the current-
voltage (IV) characteristics and channel formation behavior under programmed and erased states,
which correspond to distinct charge storage conditions. During a read operation, data is accessed
by applying an appropriate voltage to the control gate (CG). In the programmed state, excess
electrons are trapped in the FG, raising the threshold voltage (V};,) and inhibiting the formation
of a conductive channel between the source and drain. Alternatively, the FG contains few or no

electrons in the erased state, resulting in a lower V};, that permits channel formation and allows
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current to flow, corresponding to the ON state. The sense amplifier then registers this condition as
a logical *1’. This contrast in electrical behavior underlies the binary data representation scheme

employed in NOR flash memory.

Channel Hot Electron Injection
(CHE)

~20V

TGate
ov oV

Source o o‘ o ‘o o T)ram

y n

Fowler-Nordheim Tunneling
(FN)

~7.5V

Source T

~1.5V

Gate
O oFGo
h

~0.3V

T Drain

n

Source Side Injection
(SsI)

Figure 2.4: Programming mechanisms for FG-type cells

Programming and erasure in flash memory cells involve the transfer of electrons into or out of
the floating gate through insulating dielectric layers. The physical mechanisms governing these
operations vary depending on the cell architecture and the electrical conditions applied. The major

electron injection mechanisms used in flash memory are summarized in Figure 2.4:

* Channel Hot Electron (CHE) injection [26,27] occurs when high voltages are applied to the
control gate and source. This creates a strong lateral electric field near the source region,
which accelerates electrons toward the drain. A simultaneous vertical electric field facili-
tates the injection of these energetic electrons into the floating gate. Although CHE injection
supports fast programming, it typically requires relatively high program current. This pro-
gramming mechanism is used in NROM® or MirrorBit™, which we termed as 0.5 Tr cell,

1Tr FG type cells and 2Tr CT type cells (pMOS) [17,28].

* Fowler Nordheim (FN) tunneling [29] is based on quantum mechanical tunneling of elec-

trons through a thin oxide layer. A strong vertical electric field, induced by a high control
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gate voltage, enables electrons to tunnel from the substrate into the floating gate. Compared
to CHE injection, this method consumes significantly less current but demands a higher
voltage and longer programming time. A 2Tr FG type cell and a 1Tr CT type cell (SONOS)

utilizes this mechanism for programming [17].

* Source Side Injection (SSI) [30,31] is employed primarily in split gate or 1.5 transistor cells.
In this technique, a high source voltage combined with a moderate control gate voltage
generates strong electric fields in the region between the floating gate and the control gate.
This results in efficient generation of hot electrons that are then injected into the floating
gate. SSI achieves lower program current while maintaining programming efficiency. This
mechanism is used by the 1.5Tr cells in both FG and CT type flash, namely SuperFlash™
[32,33] and SG-MONOS [34] respectively.

~-20V ~-7V ~12V

Gate Gate TGate
oV oV 5V Open ov - Open

‘Tjrain SourceT o F)rain Source T o FGCD, CcG T Drain

N - ST 0] [

Channel FN Electron Ejection | | Source FN Electron Ejection | | Poly-Poly FN Electron Ejecton

Figure 2.5: Erase mechanisms for FG-type cells

In flash memory technologies, the erase operation is executed either by ejection of electrons
from the floating gate or the injection of holes into the floating gate to neutralize stored electrons.
However, hole injection is generally avoided in floating gate based cells due to the risk of creating

defects in the insulating layer. These defects can severely degrade data retention performance. In
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contrast, charge trap based cells, which exhibit greater resilience to dielectric damage, often utilize
hole injection for erase operations, as will be discussed later in this section.
Figure 2.5 summarizes the primary Fowler Nordheim based electron ejection mechanisms used

in floating gate memory cells:

* Channel Fowler Nordheim Electron Ejection: In this method, a negative high voltage is
applied to the control gate and/or a positive high voltage is applied to the p-type well. These
voltages create a strong electric field across the tunnel oxide, allowing electrons to tunnel
from the floating gate to the channel [35]. Although this mechanism requires only a small
erase current, it demands high voltages. Additionally, the memory array’s well regions must
be segmented and biased independently to support the positive high voltage, which increases

the area overhead. This erase mechanism is adopted by 1Tr and 2Tr FG type cells [19,23].

* Source Fowler Nordheim Electron Ejection: By applying a positive high voltage to the
source line, electrons can be ejected from the floating gate to the source through Fowler
Nordheim tunneling. However, this requires a deep source junction to suppress leakage

current, which in turn limits the scalability of the memory cell [17].

* Poly to poly Fowler Nordheim Electron Ejection: In this mechanism, electrons are ejected
from the floating gate polysilicon layer to the control gate polysilicon layer. This is achieved
by applying a positive high voltage to the control gate. The electric field enhancement effect,
often achieved by a needle-shaped structure at the corner of the floating gate, helps reduce
the required erase voltage. An advantage of this method is that it eliminates the need for a
negative voltage during the erase operation. The 1.5Tr FG type cell utilizes this mechanism

for erase operation [21,32].

2.1.2 Charge-Trapping (CT) Flash Technology

Charge trap memory cells represent an alternative embedded flash memory structure alongside

conventional floating gate cells. These cells use thin silicon nitride films or silicon nanodots as
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the storage medium and offer significant advantages in terms of reliability and compatibility with
standard logic Complementary Metal-Oxide-Semiconductor (CMOS) processes. Figure 2.6 shows
the structure of a CT cell.

In floating gate memory cells, charges are stored uniformly within the conductive floating gate.
Though this structural uniformity is efficient for charge modulation, presents a critical vulnerability
since the presence of a single conductive defect in the surrounding oxide can result in the complete
loss of stored charge. However, charge trap memory cells store electrons in localized trap sites
within the silicon nitride film or at the interface between the nitride and oxide layers. As these
trap sites are spatially separated, a defect typically leads to only partial charge loss, preserving the
integrity of the remaining data. This distributed charge storage mechanism grants charge trap cells
inherently greater reliability than their floating gate counterparts.

Furthermore, charge trap cells benefit from a significantly reduced vertical profile due to their
thin film structure. This enables them to be fabricated at the same gate height as standard logic
transistors, even in advanced technology nodes. As a result, charge trap cells exhibit superior
scalability and better integration potential with logic CMOS technologies, making them highly
suitable for use in modern embedded systems.

In CT type cells memory cells, a nitride film or nano-crystals are used for data storage instead
of a poly-silicon floating gate. They are also categorized into four types according to the number

of transistors, as described in Table 2.1. The program operation mechanism of CT-type cells is
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Table 2.1: Variations of charge-trapping type NOR flash memory

Cell Structure Program Erase Advantage

0.5 Tr cell (NROM) [28] CHE BTBT Two bits per cell, high density
1 Tr cell (SONOS) [36] FN FN High density

1.5 Tr cell (SG-MONOS) [34] SSI BTBT Fast program, Low power read
2 Tr cell (pMOS) [37] CHE FN Low power P/E

almost the same as that for FG-type cells. However, there is a significant difference in the erase
operation between both FG and CT type cells. Erased FG-type cells store no or fewer electrons in
the floating gate, whereas erased CT-type cells store holes in the charge pockets in nitride layer, as

will be explained in detail later in this section.
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Figure 2.7: Mismatch of CT-type cell charge at the channel-drain p-n junction (a) Charge trapping type
flash cell (b) distribution of electrons formed at the channel during program operation for a fresh and cycled
conditions, and holes generated at the drain side p-n junction during erase operation [38,39]

The program-operation mechanism in charge trap (CT) type memory cells generally resembles
that of floating gate (FG) type cells, employing either Fowler—Nordheim (FN) tunneling or Chan-
nel Hot-Electron (CHE) injection. However, an important difference arises from the nature of the

charge storage medium. Because, the charge-trap layer in CT-type cells is an insulator (typically
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silicon nitride), while the floating gate in FG-type cells is a conductor. Therefore, the injected elec-
trons are localized near the injection site in CT-type cells, rather than being uniformly distributed
as in FG-type cells [39]. When programming is performed using channel FN injection, electrons
are trapped across the full channel area. Conversely, with CHE injection, trapping occurs predom-
inantly near the source where the electric field is strongest, and not near the drain where the field
is weak. This spatial dependence of charge trapping also applies to hole injection during erase
operations. Therefore, the mismatch in the spatial distribution of electrons and holes, as shown in
Figure 2.7, must be carefully considered in the design and operation of CT-type memory cells to
ensure reliable data storage and retrieval [17,28,40].

Unlike the programming mechanism, erase mechanism in CT type memory cells differs sig-
nificantly from that in FG type cells. This is primarily due to insulator property of the charge trap
storage medium. CT type memory cells utilize hole injection for erase operations, owing to their

robustness against insulator defects. Two main mechanisms are employed for erase operation:

* Channel Electron Ejection and Hole Injection: A negative bias at the control gate or a
positive bias at the substrate induces electron ejection and subsequent hole injection across
the channel. Although the erase current is low, relatively high voltages are required. Initially,
trapped electrons are removed from the trap layer, followed by hole injection from the p-
well. This results in a threshold voltage (Vt) lower than the neutral Vt due to trapped holes.
Electron ejection occurs through Fowler—Nordheim (FN) tunneling either from the trap layer
to the conduction band or from the silicon nitride (SiN) trap sites to the substrate. Hole
injection occurs via direct tunneling, facilitated by the ultra-thin ( 2nm) bottom oxide in

CT-type cells, in contrast to the thicker ( 9nm) oxide in FG-type cells.

* Band-to-Band Tunneling (BTBT) Hot-Hole Injection: A high positive voltage at the
source and a negative voltage at the metal gate generate hole-electron pairs through band
to band tunneling [41]. This mechanism allows faster erase operations at lower voltages,
but with increased current per cell. Hole injection is localized near the source junction,

and to address this limited distribution, CHE injection or SSI programming is often used

21



in conjunction with BTBT. The 0.5 Tr CT cell NROM®/MirrorBit™ and 1.5 Tr CT cell

SuperFlash™ adopt this mechanism for erase [17,28].

2.2 MirrorBit™ Technology

The Spansion MirrorBit™ device (originally developed as Saifun NROM) [42,43] is a unique
charge-trap-based non-volatile memory technology that utilizes two separate, physical, and nar-
rowly localized charge storage regions situated near each of the two junction edges of the cell.
These localized charge pockets leverage the insulating properties of the charge-trap layer to enable
independent bit storage within a single cell. Therefore, a MirrorBit™ cell offers higher density,
as it can store two bits per cell. Due to its virtual-ground architecture, MirrorBit™ technology is
relatively immune to gate-to-drain shorts and single-bit charge loss or gain, which are commonly
found in floating-gate (FG) NOR flash technologies [44]. Therefore, this technology is ideal for
the the code flash segment and meets the highest reliability requirements in the flash memory
market, making it well suited for applications such as the automotive industry. In addition, the
non-conductive nature of its storage material enables reliable operation in high-radiation environ-

ments.

2.2.1 Cell Structure
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Figure 2.8: (a) Charge trapping type flash cell with ONO stack storage medium (b) Localized charge traps
in MirrorBit™ cell
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The cell structure of the MirrorBit™ device is provided in Figure 2.8. The storage medium
consists of a silicon-nitride layer sandwiched between two silicon dioxide layers called the oxide-
nitride-oxide stack (ONO) [45], as can be seen in Figure 2.8a. in other words, the memory cell
structure can be described as an N-channel MOS transistor with dielectric ONO stack as gate
insulator. The typical equivalent oxide thickness ranges from 15 to 20 nm, with the box oxide
thickness between 3.5 and 7 nm, the nitride layer measuring 3 to 6 nm, and the tunnel oxide
thickness varying from 8 to 12 nm. The polygate serves as the word line, while the buried n*

diffusion acts as the bit line [46].

2.2.2 Operations

The device utilizes Channel Hot Electron Injection (CHE) for programming and Band to Band
Tunneling Hot Hole Injection [41] for erase.Both injections produce narrow trapped charge regions
in the nitride above junction edge. The read operation is performed by sensing the bit located at

source side, hiding the opposite bit at drain side and vice versa.
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Figure 2.9: (a) Programming mechanism - CHE (b) Erase mechanism - BTBT Hot Hole Injection
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To program the localized charge pocket above the drain side junction edge, a high positive
voltage is applied at the gate terminal and a medium positive voltage is applied at the drain side as
shown in Figure 2.9a. The positive voltage at drain forms a channel due to the horizontal electric
field and high positive voltage at gate forms a vertical electrical field. The electrons from the
channel accelerates towards drain due to horizontal field and gets injected to the charge pocket
due to the vertical field, producing narrow trapped charge regions in the nitride above junction
edge. Thus the drain side is programmed and the source side can be programmed alternatively. To
erase the device, band-to-band tunneling (BTBT) hot hole injection is employed, as illustrated in
Figure Figure 2.9b. A positive voltage is applied to the terminal to be erased (e.g., the drain), while
a high negative voltage is applied to the gate. This creates conditions for holes to be injected from
the n*-doped drain into the localized charge pocket, where they recombine with stored electrons
and neutralize the charge, thereby achieving the erase operation.

Two conditions are necessary to read a bit without interference from the adjacent bit. First,
the charge distribution must be sufficiently narrow, and second, the drain-to-source voltage, Vpg,
must be sufficiently high during the read operation. These conditions enable high sensitivity to the
charge trapped near the source side, where the source voltage Vg is 0 V, effectively concealing the
trapped charge near the drain, where the voltage V), ranges from 1.3 to 1.7 V. Although the trapped
charge near the drain creates a high local threshold voltage, V7, in that region, the elevated drain
voltage reduces this barrier, allowing for accurate reading. This operation can be reversed to read

the charge near the drain side.

2.3 Conclusion
In this chapter, we presented an overview of two categories of flash memory based on cell
structure, floating-gate (FG) memory cells and charge-trap (CT) memory cells. Each type is further

classified according to the number of transistors per cell. This thesis employs FG 1Tr cells, the

1.5Tr FG cell known as SuperFlash™, and the 0.5Tr CT cell referred to as NROM®/MirrorBit™
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for experimental evaluation. The programming and erase mechanisms of each flash memory type

are thoroughly analyzed, and their structural distinctions are also discussed in detail.
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Chapter 3

Experimental Setup and Characterization

This chapter elaborates on the experimental framework for interfacing NOR flash memory with
a computer, including the implementation and evaluation of flash memory operations such as read,
write, and erase, as well as memory characterization. The parallel NOR flash memory chipsets
shown in Table 3.1 are interfaced with Arduino Due to perform different relevant operations for
the project. Different memory cell technologies and structures are chosen for a comprehensive
evaluation of the NOR flash reliability and performance. Each device supports parallel interfacing
with the host system, complies with the Joint Electron Device Engineering Council (JEDEC) stan-
dards, Common Flash Interface (CFI) specification, and includes at least eight sectors (blocks for

SST39VF1601C) of size 64 KB or 32 Kwords.

Table 3.1: Details of the NOR flash memory devices used in the experimental evaluation

Part Number Manufacturer Cell Structure Technology
S29GL064S70TFI040 Infineon Charge Trap MirrorBit™
SST39VF1601C Microchip Floating Gate SuperFlash®
MX29GL640EBTI Macronix Floating Gate Conventional
M29F800FT Micron Floating Gate Conventional

The S29GL064S70TFI040 [47] device is the primary platform for most experimental evalu-
ations. It is fabricated using Spansion’s proprietary 65-nm MirrorBit" process technology [48].
This flash memory part number was arbitrarily chosen initially, and the remaining devices were
subsequently chosen to match key characteristics such as matching sector size, varied process
technologies, consistent TSOP-48 packaging, and adherence to a common command interface
standard.

The hardware framework developed to support custom firmware implementation and ensure

reliable flash memory operation is discussed in the next section. The subsequent sections present
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the firmware architecture that enables flash memory access, data analysis, and system-level de-
bugging. This is followed by a detailed validation of flash memory operations, which forms the
foundation for the experimental evaluations conducted in this work. The chapter concludes with
a comprehensive analysis of timing characteristics, including measurements of sector erase and
word program durations, as well as the impact of data patterns and iteration count on operation

latency.

3.1 Hardware Setup

NOR Flash

-

Figure 3.1: Overview of the experimental setup for interfacing the NOR flash memory

The hardware setup consists of the components shown in Figure 3.1. This is the overall setup
for interfacing NOR flash memory with a computer. The flash chips are mounted on a TSOP-48
to Dual Inline Package (DIP) socket adapter, which maps the pins in the chip to the corresponding
inputs on an Arduino Due board. The Arduino is connected to a host computer via USB, and flash
operations such as read, write, and erase are executed using custom firmware developed with the
Arduino programming environment. Additionally, a logic analyzer is connected to the setup to
capture the digital control signals to and from the flash chip for debugging and timing verification.

A wired setup for establishing connections between hardware components is useful during the
initial stages for validating pin mappings and verifying functional operation. However, such a
setup is inherently cluttered, especially due to the parallel interfacing which involves wired con-
nections to and from the 48 pin leads, as shown in the actual hardware setup picture in Figure 3.2.
Moreover, the wired setup is prone to electrical noise and signal instability. Additionally, it is diffi-

cult to transport this setup since any physical disturbances can lead to intermittent disconnections.
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Figure 3.2: Wired setup for NOR flash interfacing

Over time, increased contact resistance may further degrade the signal integrity, resulting in erratic
behavior. To ensure accurate and consistent evaluation, a more reliable and robust solution was
necessary. Therefore, a custom Printed Circuit Board (PCB) was designed to provide a stable and

durable hardware interface.

3.1.1 Custom PCB Design

A Printed Circuit Board (PCB) is a laminated sandwich structure of conductive copper and in-
sulating substrate materials [49]. The copper layers are etched with specific patterns to form traces
and planes that enable electrical interconnections between various components. This configuration
serves the function of traditional wiring but in a more compact, reliable, and manufacturable form.
Components are typically soldered onto designated copper pads on the board, establishing both
mechanical support and electrical connectivity.

The custom printed circuit board (PCB) was designed using the PCB Design Software Autodesk

Eagle. Figure 3.3 shows the steps involved in the PCB design process and are summarized below:
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Figure 3.3: Steps involved in the PCB design process

* Schematic Design: It involves adding the electronic components, connecting the components

and adding labels and values to them.

* Board Layout: Placing and arranging the components in the physical representation of the

board, adding routing traces and ground plane.

* Verification: Electrical Rule Check (ERC) and Design Rule Check (DRC)

e Fabrication: Generate Gerber files to be sent to a manufacturer for PCB fabrication

The first step in designing a PCB is creating a schematic of the required board. A schematic
is a diagram that shows the electronic components and their connections in the circuit [50]. The
schematic design of the custom board for NOR flash memory is included in Figure 3.4. It includes
the electronic components Arduino Due, DIP48 to TSOP48 socket, and a 5-pin male connector for
the control pin monitoring. The pin headers from the TSOP-48 have to be mapped to the Arduino
board GPIO headers according to the defined functionality, along with the 3.3V power and GND
signals. An additional pin headers are provided to probe the control pins in the flash memory such
as Chip Enable (CE#), Write Enable (WE#), OutputEnable (OE#), and Ready / Busy (RY/BY#) to
enable debugging using a Logic Analyzer.

A board layout is a physical representation of the PCB, showing the placement of components
and the routing of traces [50]. The components are arranged the way it is required on the physical

board. The traces are routed following the guidelines to minimize interferences and guaranteeing
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Figure 3.4: Schematic design for the NOR flash memory and Arduino interfacing board

Figure 3.5: Layout design for the NOR flash memory and Arduino interfacing board
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signal integrity, as shown in Figure 3.5. Here, the traces are routed in the top and bottom layer
which can be seen as red and blue traces respectively.

When designing the PCB, it is important to follow design rules and constraints to ensure that
the board will function correctly and is manufacturable [S0]. Some common design rules and

constraints include:

* Minimum trace width and spacing

Minimum drill size and spacing

Minimum clearance between components and traces

e Maximum number of layers

To validate if the board design meets these rules and constraints, the AutoDesk Eagle software of-
fers Electrical Rule Check (ERC) and Design Rule Check (DRC) tools. The manufacturer website
provides a set of design rules depending on the number of layers n the board, which can be im-
ported to the software. The PCB designed for this project is a two layer board, and is manufactured
through PCBWay. Therefore, the DRC test for a 2 layer board specified by this manufacturer was
imported.

Once both the ERC and DRC tests are completed without any errors, the Gerber files can be
generated for fabrication of the board. Gerber files are the industry standard for PCB manufactur-
ing and contain all the necessary information to fabricate the board [50]. These files are provided
to the manufacturer for PCB fabrication.

Finally, the Arduino Due development board, the DIP48 to TSOP48 socket adapter, and the re-
quired pin headers were carefully assembled and soldered onto the fabricated PCB. This step marks
the completion of the hardware integration phase, enabling direct interfacing between the micro-
controller and the NOR flash memory device through the custom-designed PCB. The soldered
components establish reliable electrical connections and ensure mechanical stability necessary for

consistent operation during experiments.
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Figure 3.6: The actual Printed Circuit board (PCB) designed and assembled for NOR flash interfacing
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Figure 3.6 presents the actual assembled PCB setup, which was used for conducting the ex-
perimental evaluations and validating the methodologies and findings presented in this thesis. The
layout was designed to minimize signal integrity issues and to support accurate, repeatable testing

of flash memory behavior under various conditions.

3.2 Firmware Design

Firmware is a class of software that provides low-level control for a device’s specific hardware.
It is typically embedded directly into hardware components and operates as a bridge between
hardware and higher-level software, managing functions like device initialization, hardware ab-
straction, and communication protocols [51]. The firmware design is a vital part of the project,
enabling communication between the development platform and the flash memory. It facilitates
access and control of flash operations such as erase, program, and read. Firmware development is
implemented using the Arduino development environment for hardware control, while Python is
used separately for data analysis, and visualization.

The control signal status, timing requirements, and address-data sequences to the command
register required for executing various operations are obtained from the datasheet of each flash
memory devices [47,52-54].

The correct logic levels on the control signals determine the device bus operations. The differ-

ent control pins in the flash memory device are as follows:

e Chip Enable (CE#): This pin has to be driven low for all the operations. A logic 0’ on this

pin selects the chip for its operations.

* Write Enable (WE#): To write to the device bus, this pin has to be driven low. A low on
this pin enables writing into the flash memory which includes program and erase operation.
During this time the flash memory doesn’t output any data. Therefore, this pin has to kept at

logic ’1” during read operation.
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* Output Enable (OE#): A logic ’0’ on this pin enables reading from the device bus. Hence,
this pin has to be driven low for reading data from the device. This pin must have a logic

high during program and erase operations.

» Ready / Busy# (RY/BY#): This is a status monitoring pin because the logic level on this pin
indicates whether the device is actively erase / programming or not. Unlike other control
pins, this is an output signal from the device. A logic low on this pin indicates the device is

busy and logic high means the device ready for next operation.

* Hardware Reset (RESET#): A logic low on this pin resets the flash device and it terminates
all ongoing operations. Therefore, it has to be kept at high impedance state for normal
operations. This pin is used for implementing hard reset of the device, which is significant

for the partial erase and partial program implementation, discussed later in this chapter.

Table 3.2: Logic levels required on the control signals to perform device bus operations - read, write and
erase

Operation CE# WE# OE# RESET#
Read LOW HIGH LOW HIGH
Program LOW LOW HIGH HIGH
Erase LOW LOW HIGH HIGH

A summary of the control pin logic levels for different flash memory operations is provided in
Table 3.2. All control pins are active low.

The CE# pin must be driven low first, followed by either WE# or OE# depending on the op-
eration. The RY/BY# pin goes down during an ongoing programming or erase operation and the
device doesn’t respond to any commands other than reset or program/erase suspend at this time.
Therefore, a valid command can be sent only after waiting till the RY/BY# pin goes high.

The address bits (Amax - AQ) are populated with a valid address prior to enabling the chip.
The address gets latched at the falling edge of the CE# pin. This is followed by writing the valid

data on the data pins (DQ15 - DQO) if it is a write operation. In case of read operation, the data
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appears in the data line at this stage. The CE#, WE# and OE# are driven back to logic high after
the operation is completed.

Apart from the control pin configurations, the type of operation to be performed is dependent
on a sequence of values on the address and data lines. These sequences are discussed next in this

chapter.

3.2.1 Device Identification

The device provides identification codes which are unique to that particular class of devices
on sending a certain sequence of commands to the command register. This predefined codes are
useful for validating the memory interfacing and also to identify the type of device that is being

interfaced.

Write
Address: 0x555, Data: OxAA
Address: Ox2AA, Data: 0x55
Address: 0x555, Data: 0x90

Read
Address: OxXXX, Data: Manufacturer ID in HEX

Read
Address: 0xXX1, Data: Device ID in HEX, cycle 1
Address: OxXXE, Data: Device ID in HEX, cycle 2
Address: OxXXF, Data: Device ID in HEX, cycle 3

Figure 3.7: Command sequences required to read the manufacturer and device ID from the flash device
devices
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The work flow provided in Figure 3.7 shows the command sequences required to read the
manufacturer and device ID from the flash device devices. The devices S29GL064S70TFI040 and
MX29GL640EBTI give device ID in 3 cycles, while the remaining provides in a single cycle. The
flowchart represents the device ID output in 3 cycles.

The datasheet of each device specifies the Manufacturer and Device ID for them. If the values
read from the device matches with those specified in the respective datasheet, the interfacing is
validated. In Figure 3.8, the output obtained for each devices are shown, which validates the flash

acCcCess.

3.2.2 Program and Erase Operations

The NOR flash memory supports word-level programming within a sector. Programming a
single word typically involves a four-cycle command sequence. The first two cycles consist of
unlock write commands, followed by a program setup command in the third cycle. The final cycle
specifies the target address and the data to be programmed. Sector programming is achieved by
iteratively performing the word program operation across the entire sector, which comprises 32 K
words.

The erase operation in NOR flash memory is supported only at a sector and chip level. Word
or page level granularity is not available for erase operations. This is because the erase operation
is done by applying a high voltage at the gate to remove charge from the floating gate / charge trap,
as discussed in Chapter 2.

A complete sector erase operation takes an average of 250 ms in S29GL064S70TFI1040 device,
whereas it takes only 17 ms in SST39VF1601C. The erase duration can be found either from the
firmware or by capturing the logic analyser timing information during erase. Similarly, the word
program time for S29GL064S70TF1040 is an average of 200 s, whereas for SST39VF1601C it is
as low as 5 ps. This variation is due to the difference in the memory cell structure of these two
devices. S29GL064S70TFI040 is fabricated using Spansion’s proprietary MirrorBit"" technology,

which stores two bits per cell by using charge-trap architecture, whereas SST39VF1601C employs
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NOR FLash Interfacing has started

Manufacturer ID: 1

Device ID:
227E 2210 2200

NOR FLash Interfacing ends

Microchip SST39VF1601C NOR FLash Interfacing has started.........
Manufacturer ID: BF
Device ID: 234F

SST39VF1601C NOR FLash Interfacing ends

(b)

Macronix MX2S5GL640ET NOR FLash Interfacing has started
Manufacturer ID: C2
Device ID:

P 2210 2200

Macronix MX29GL640ET NOR FlLash Interfacing ends

MICRON M29FB800FT NOR FLash Interfacing has started

Manufacturer ID: 1
Device ID: 22Dé&
MICRON M29FB800FT NOR FLash Interfacing ends

(d)

Figure 3.8: The Manufacturer ID and Device ID read in HEX format from different flash memory de-
vices to validate interfacing (a) Infineon S29GL064S70TFI040 (b) Microchip SST39VF1601C (c) Macronix
MX29GL640EBTI (d) Micron M29FS800FT

37



Microchip’s SuperFlash® technology based on a split-gate cell design for enhanced endurance and

performance.

3.2.3 Partial Program and Partial Erase

The premature termination of an erase and program operation is referred to as a partial erase
and partial program, respectively. The termination is done by triggering a hardware reset, which
is done by writing a logic LOW to the RESET# pin. All operations are terminated at this time
and the device resets. Partial erase is an important step involved in the data recovery performed in

Chapter 5.

RES|

999l 8ggug

[EETEp* Timing: Time {100.000 ps (10.00... )

. /100,000 5= (10.00
¥ Timing: Average 100.000 ps (10.00... )

Figure 3.9: The actual captured timing information of partial erase implementation

The timing information shown in Figure 3.9 is a record of the partial erase performed on the
NOR flash device. Here, the RY/BY# goes down after the rising edge of CE# and WE#, indicating
an active erase operation. After a delay of 100 u s, the RESET# pin is driven LOW, which termi-
nates the ongoing erase operation and resets the device, leaving all control pins in high-impedance
state. The delay after which hardware reset is activated is called the partial program time tpp or

partial erase time tpe.
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Implementation and a detailed analysis of both the partial program and the partial erase were
carried out on the Infineon S29GL064S70TFI040 device. A fresh sector in a new device was chosen

for analysis. The partial erase and partial program experiments are explored in detail in Chapter 5.

3.2.4 Data Logging and Analysis

The flash device control and operations are performed in Arduino development environment,
as mentioned previously. Data generated from these operations are transmitted through the serial
communication port (COM) for logging and subsequent analysis. The timing information can also
be exported as a text file from a logic analyzer, which is discussed in the next section. Python
scripts are developed to analyze various aspects of flash memory behavior in this thesis project,

including data integrity, image reconstruction, statistical correlations, and performance metrics.

* Image Processing: This involves generating a binary image and converting it into hexadec-
imal format to program in flash memory. The hexadecimal data read from the flash are
subsequently reconstructed into a two-dimensional matrix or image format for visualization

and analysis.

* Mathematical Analysis: Quantitative metrics such as bit accuracy and correlation coeffi-

cient are calculated to assess the integrity and consistency of flash memory operations.

* Data Visualization: Various plots relevant to the evaluation of flash memory behavior are
generated using Python’s matplotlib library. These include scatter plots, correlation plots,
and histograms, which provide comprehensive insight into data distribution and behavior.

This serves as the foundation for the Timing Characterization

Data transmitted from the Arduino is logged into a text file using a serial terminal application,
with CoolTerm employed for this purpose. The recorded data is subsequently analyzed using
Python scripts developed and executed within the PyCharm Integrated Development Environment

(IDE).
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3.3 Timing Characterization

Timing characterization involves measuring and associating the latency of flash memory op-
erations with specific events to identify patterns and understand system behavior. This study was
performed on the selected NOR flash devices to investigate how latency varies with different in-
fluencing factors and to establish relationships among them. For instance, the variation in program
time was analyzed for different data values being written in S29GL064S70TF1040. Specifically,
it was examined whether the program time is shorter for data such as OxFFFE, where only one
bit is programmed while the remaining bits remain in the erased state, and conversely, whether
it 1s longer for data like 0x0000, where all bits are programmed. These analyses provide valu-
able insights into the low-level nuances of internal mechanisms in a commercial flash memory
device, which are typically undocumented in datasheets. Additionally, the impact of program-
erase (PE) cycling on the erase time and word program time was evaluated to determine whether
latency increases with the number of PE cycles. All of these factors and their effects on NOR flash

performance are discussed comprehensively in this section.

3.3.1 Sector Erase Time Characterization
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Figure 3.10: Logic analyzer capture of erase latency measurement

Erase time refers to the duration required for a flash memory sector to be fully erased, which

corresponds to turning all bits in that sector to a logical ‘1’. The erase time is determined using
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a logic analyzer by monitoring the RY/BY# signal behavior following the initiation of an erase
command. Specifically, it is measured as the duration for which the RY/BY# signal remains LOW,
indicating that the device is actively performing the erase operation. Figure 3.10 illustrates a logic
analyzer capture showing an erase-time measurement where the RY/BY# signal stays LOW for
approximately 274 ms.

The erase time varies as the flash memory undergoes more program/erase (P/E) cycles, reflect-
ing changes in the device’s internal characteristics. Characterizing the evolution of erase latency
over cycling is therefore critical for assessing device reliability and understanding wear mecha-

nisms.

Erase Time over 1k Program-Erase Cycle

Erase Time (ms)
8
S

0 200 400 600 800 1000
Number of P/E Cycles

Figure 3.11: Effect of P/E cycle on sector erase time of S29GL064S70TFI040 for 1k P/E cycles : Erase
Time in (ms) vs Number of P/E Cycles

The sector erase latency trend over different P/E cycles was evaluated on all the four NOR flash
devices selected for this study. Figure 3.12a shows the erase time variation for a 10,000 P/E cycles.
It can be observed that the erase time increases from a 280.95 ms for fresh to 316.94 ms. This data
was collected at an interval of 1000 cycles. It can be observed from the figure that the erase time
decreases at first for a few P/E cycles and then keeps on increasing.

The Figure 3.11 shows the same data collected in a 10 P/E cycle resolution. It can be ob-
served that the erase time is high only for the first P/E cycle. This trend is also observed in

the MX29GL640EBTI and M29F800FT devices, which use conventional floating-gate (FG) cells,
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Figure 3.12: Effect of P/E Cycle on sector erase time of all other selected NOR flash devices for 10k P/E

cycles - Erase Time in (ms) vs Number of P/E Cycles (a) Infineon S29GL064S70TFI040 (b) Microchip
SST39VF1601C (c¢) Macronix MX29GL640EBTI (d) Micron M29F800FT



whereas the SST39VF1601C, which employs a split-gate cell architecture, demonstrates a different
behavior, as evident from Figure 3.12.

This variation can be attributed to the differences in charge storage mechanisms and tunneling
characteristics inherent to each cell structure. In floating-gate devices, the first erase cycle may
exhibit longer latency due to the need to fully remove residual charges from manufacturing or prior
use, establishing a baseline condition for subsequent erasures [55,56]. Split-gate architectures, on
the other hand, are known for improved control of the tunneling field and reduced variation in erase

behavior, which contributes to more consistent timing across P/E cycles [57,58].

Table 3.3: Average word program and sector erase latency for different NOR flash devices

. Erase Time (ms) Program Time (ps)
Flash Device
Non-Cycled | 10k P/E Cycled | Non-Cycled | 10k P/E Cycled
S29GL064S70TFI1040 280.95 315.94 123.35 92.08
SST39VF1601C 17.26 17.28 7.55 7.55
MX29GL640EBTI 348.92 351.86 9.35 9.33
M29F800FT 410 378.4 5.11 5.11

3.3.2 Word Program Time Characterization

The NOR flash supports programming at the word (or byte) level granularity unlike a NAND
flash. The program latency of each word can reveal many information about the flash devices,
which forms the basis for Chapter 4. An analysis similar to the sector erase latency is performed
for word program time in all the four chips. The sectors of interest in the selected flash devices
contain 32768 words. The program time of each word can be measured using Arduino or a logic
analyzer capture. The measured values are visualized in a meaningful format using Python.

The data is collected across different sectors, for writing different data, and for P/E cycled
and non-cycled sectors. The scatter plot shown in Figure 3.13 shows the program time measured
for each words in a sector. It is evident that word program time is not uniform across the sector.

Figure 3.13a shows the variation of word program time in a fresh sector and a 10k P/E cycled
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Figure 3.13: (a) Variation in word program time based on P/E Cycles (b) Variation in word program time
based on Program Data
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sector. Unlike the erase time trend, here the latency is found to reduce with cycling. Whereas the
Figure 3.13a shows the program time for writing different data within the same sector. Writing
data 0x0000 to the flash, where all bits need to be flipped, consumes more time than writing a
OxFFFE in which only a single bit has to be flipped. This shows that program dependent on the

type of data written, and it also hints about an internal program-verify operation.
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Figure 3.14: Correlation of word program time for different sectors

Additionally, Figure 3.14 presents a correlation plot of word program times between two dif-
ferent sectors. The latency measurements were taken from sectors with similar P/E cycles and
programmed with similar data. The resulting correlation coefficient of 0.95 indicates a strong

similarity in program latency across sectors, though not a perfect one-to-one correspondence.

3.4 Conclusion

In this chapter, we provide a detailed description of the experimental setup used for the re-

search. The hardware setup consists of a custom-designed PCB that includes an Arduino Due
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board and a 48-TSOP to 48-DIP socket, facilitating the interfacing of the flash memory chip with
a host computer. This PCB serves as a robust and reliable platform for the experiments conducted.
The firmware was developed using the Arduino programming environment and implements al-
gorithms to control the flash memory chip, allowing for read, program, and erase operations.
Additionally, it supports verification by accessing manufacturer and device-specific identification
data. We evaluated four different flash memory chips: the Infineon S29GL064S70TFI040, Mi-
crochip SST39VF1601C, Macronix MX29GL640EBTI, and Micron M29F800FT. Data collection
was conducted using a logic analyzer device, with data processing performed in a Python develop-
ment environment. Finally, we performed timing characterizations for each chip, which included

program time, erase time, and evaluations of partial program and partial erase operations.
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Chapter 4

Reverse Engineering Memory Array Structure

4.1 Introduction

In commercial NOR flash memory devices, datasheets typically provide high-level specifica-
tions such as capacity, voltage requirements, and timing parameters. However, they often do not
include detailed information about the internal memory array structure, such as the specific row
and column organization within each sector. This lack of transparency creates a gap in understand-
ing and modeling performance, as it limits the ability to explain certain low-level behaviors. For
example, variations in program and erase times across different memory locations may be influ-
enced by the underlying physical organization, which remains undocumented in publicly available
resources.

The memory array of a NOR flash is divided into different sectors as shown in Figure 4.1.
The sector architecture in flash memory can be uniform if the device contains sectors only of
same size. All the flash parts chosen for the experiments have a non-uniform sector architec-
ture. S29GL064S70TFI040 is a 64Mb boot sector model flash with one hundred twenty-seven
32-Kword (64-KB) sectors and eight-4 Kword (8-KB) boot sectors [59]. To illustrate the organiza-
tion of the cell matrix, we refer to the S29GL064S70TFI040 NOR flash device as a representative
example.

The target sector for the experiments consist of 32 Kwords or 64KB. The words are arranged
in a sector in a 2D pattern with rows and columns. However, the number of rows and columns
are unknown. Each words in the sector comprise of 16 bits. The device supports either word or
byte configuration through the hardware pin BY T'E#. In this work, word configuration is chosen
consistently for conducting all the evaluations.

The objective of this section is to determine the number of rows m and columns # in a sector,

thereby inferring its physical layout. By reverse-engineering the physical organization based on
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Figure 4.1: Memory organization of a NOR flash

the timing characteristics of individual words, a hypothesized model of the memory array structure

is developed and presented.

4.2 Motivation

During the timing characterization of word program time, as shown in Figure 3.13, it was ob-
served that the program times exhibit significant variation across different memory words within
a sector. This non-uniformity suggests an underlying physical layout affecting performance, moti-
vating a detailed investigation into the memory array’s structural organization.

As an extension of the timing characterization, efforts were made to explore the relationship
between the type of data written to memory and the corresponding program time. This analysis
was performed using histograms and Cumulative Distribution Functions (CDFs). A histogram is a
graphical representation that organizes data into bins, showing the frequency of data points within
each range, while a CDF describes the probability that a variable takes a value less than or equal
to a certain threshold [60].

Figure 4.2 and Figure 4.3 present the histogram plots analyzing the distribution of word counts
and program times based on the programmed data values and word locations. Specifically, Fig-

ure 4.2a compares the word program times for writing data values 0x0000, 0x5555 and OxFFFE at
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Figure 4.2: Histogram plot for analyzing the word program time distribution within the same column for

data patterns 0x0000 and OxFFFE (a) first word location in the sector array or Column 0 (b) last word
location in the sector array or Column 127
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Figure 4.3: Histogram plot for analyzing the word program time distribution across the first (#0) and last
(#127) column in the sector array for different data patterns (a) Data: 0x0000 (b) Data: OxFFFE
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word location O or the first column in the assumed memory array. Similarly, Figure 4.2b compares
the word program times for writing the same set of data in word location 127 or the last column in
the assumed memory array. Additionally, Figure 4.3 quantifies the timing distinction in writing the
same value of data to different word locations. For example, it can be inferred from the Figure 4.3a
that writing the data 0x0000 at word location O takes around 140 to 200 us. Whereas, the same data
can be written at word location 127 in less than 100 ps. A consistent pattern can be observed in
Figure 4.3b as well. These results prove that data patterns and location in memory array influence

the word program timing behavior.

Cumulative Density Function of NOR Word Program Time
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Figure 4.4: Cumulative Density Function for the word programming time taken for programming different
data

Figure 4.4 illustrates how the distribution of programming time varies with the type of data
being written to memory. It helps reveal patterns in timing behavior that are dependent on data
value.

Moreover, as evident from Figure 4.3, a distinct grouping of word locations based on their

program time can be observed. These groups can be broadly categorized into fast-programming
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and slow-programming word locations. Identifying such locations enables the potential for adap-
tive programming strategies, where word allocation can be optimized depending on application

requirements—such as prioritizing faster locations for time-critical data.

4.3 Methodology

The experimental procedure involves collecting program time data for each memory word and
processing this data to generate a two-dimensional matrix plot, which is assumed to reflect the
physical layout of the flash memory sector. The data collection can be done either through serial
port or by exporting the timing information from logic analyzer capture to a text file. The data

processing is completely performed in Python and is described in Algorithm 1.

Algorithm 1 Process to Map Program Time to Memory Matrix

1: Collect word program time data during P/E cycling of the device
2: Read program time per cycle into an array progTimeArray
3. Initialize ROW_SIZE and COLUMN_SIZE such that

ROW_SIZE X COLUMN_SIZE = 32768

4: Define matrix progTimeMatrix of size [ROW_SIZE] [COLUMN_SIZE]
5: Initialize indices: row =0, col =0

6: for each element t in progTimeArray[cycle] do

7: progTimeMatrix[row] [col] <t

8: Increment col by 1

9: if col == COLUMN_SIZE then
10: Increment row by 1
11: Reset col to 0
12: end if
13: end for

14: Create a matrix plot of progTimeMat rix with x-axis as word index (columns) and y-axis
as row number
15: Repeat with different ROW_SIZE - COLUMN_SIZE combinations

The product of the row size and column size should be 32, 768 (32 Kwords), which is equal to

the size of the flash memory sector.
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4.4 Memory Array Structure

This section presents an analysis of the internal memory array structure of flash devices, with a
focus on understanding sector-level organization. The objective is to reverse-engineer the physical
layout of sectors by examining word-level program timing behavior. Two classes of flash mem-
ory architectures are considered: MirrorBit™ and traditional floating-gate-based flash cells. The
section is organized into two subsections: the first focuses on the structural inference for Mirror-
Bit™ flash memory, where various row and column size combinations are explored to determine a
configuration that best aligns with experimental observations. The second subsection discusses the
timing characteristics of floating-gate memory, highlighting the limitations of applying the same
structural analysis approach due to the inherently random nature of its program time distribution.
Through comparative evaluation, the analysis aims to identify structural regularities unique to Mir-

rorBit™ and establish a basis for further architectural modeling.

NOR Word Program Time Mapped with Assumed Memory Organization
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Figure 4.5: Matrix plot of word programming time for assumed 256 x 128 words memory array in MirrorBit
for (a) Fresh sector (b) 10k P/E cycled sector
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4.4.1 MirrorBit™ Flash

The assumed sector array structure for S29GL064S70TFI040 device is provided in Figure 4.5,
where Figure 4.5a is the program time collected for a non-cycled sector and Figure 4.5b is for a
10k P/E cycled sector. It can be observed that the columns in the first half of the sector consistently
exhibit longer program times, while the latter half programs significantly faster. This indicates
that the first half contains slow-programming word locations, whereas the second half comprises

fast-programming word locations.

NOR Word Program Time Mapped with Assumed Memory Org

NOR Word Program Time Mapped with Assumed Memory Organization

(a) (b)

Figure 4.6: Matrix plot of word programming time for assumed sector layout in MirrorBit (a) 128 x 256
words (b) 64 x 512 words

To validate the hypothesized physical layout of the flash memory sector in MirrorBit™ archi-
tecture, various combinations of row and column dimensions were systematically explored. The
objective was to identify a matrix configuration that closely aligns with the observed programming
time patterns. As shown in Figure 4.6, increasing the column size produces structures that repet-
itively mirror the pattern observed for the 256 x 128 word configuration presented in Figure 4.5.
This redundancy suggests that such configurations do not provide new structural insights and are
likely not representative of the actual physical layout.

Conversely, Figure 4.7 illustrates the effect of increasing the number of rows while reducing

columns accordingly. However, these configurations—such as 512 x 64, 1024 x 32, and 2048 x
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Figure 4.7: Matrix plot of word programming time for assumed sector layout in MirrorBit (a) 512 x 64
words (b) 1024 x 32 words (b) 2048 x 16 words

16—fail to capture the spatial differentiation in program time observed in Figure 4.5. Specifically,
they do not exhibit the distinct separation between fast and slow programming regions, which is
a key indicator of the underlying physical structure. Therefore, these alternative mappings were
found to be inadequate in capturing the structural characteristics observed in the program timing
data, reinforcing the validity of the 256 x 128 configuration as a more reasonable representation of

the sector layout.

4.4.2 Floating Gate Flash

Apart from the MirrorBit™-based NOR flash memory, the sector layout was also investigated
for floating-gate flash memory devices. This includes two conventional floating-gate flash mem-
ories and one SuperFlash® device, the latter employing a split-gate cell structure. Figure 4.8
presents the 2D matrix plots of word programming latency for each of these memory types. In
contrast to the MirrorBit™ device—which exhibits program times in the range of 50-250 us—all
three floating-gate-based memories demonstrate significantly faster programming times, typically
below 10 ps. This reduced timing range introduces challenges in achieving accurate characteriza-

tion. Moreover, the measured data indicates that these devices do not exhibit the spatial program-
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ming time patterns observed in the MirrorBit™ array. As a result, it is not possible to distinguish
between fast- and slow-programming regions within a sector, thereby limiting the feasibility of

reverse-engineering the physical sector layout in such architectures.

(a) (b) (c)

Figure 4.8: Matrix plot of word programming time for a 256 x 128 word sector layout in Floating Gate based
memory flash (a) Microchip SST39VF1601C (b) Macronix MX29GL640EBTI (b) Micron M29F800FT

4.5 Conclusion

To summarize, the evaluation of various row and column configurations revealed that the
256 x 128 word structure most accurately reflects the internal organization of the MirrorBit™
flash memory sector. This configuration uniquely captures the spatial asymmetry in program tim-
ing, distinguishing fast- and slow-programming regions within the sector. Other configurations,
such as those with increased column or row sizes, either resulted in redundant patterns or failed
to preserve meaningful spatial differentiation. Additionally, this form of structural inference is
not feasible in conventional floating-gate or split-gate flash memory devices, where program time
distributions exhibit highly random and spatially uncorrelated behavior, preventing reliable recon-
struction of the physical layout. These findings highlight the inherent architectural regularity of
MirrorBit™ technology and provide a foundation for future investigations in memory array char-

acterization and adaptive programming methodologies.
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Chapter 5

Data Remanence in Sanitized NOR Flash

5.1 Introduction

Secure deletion of obsolete data from the storage medium is a fundamental requirement for
safeguarding the privacy and security of data subjects. The Data Protection Act (DPA) 2018 re-
quires that data erasure be both thorough and permanent, ensuring that deleted information is
rendered completely unrecoverable.However, achieving true and complete data sanitization at the
physical level is a non-trivial task. This challenge is largely attributable to the analog and device-
specific characteristics of non-volatile memory technologies, which can significantly affect the
efficacy of data removal techniques. As such, the secure deletion of data necessitates a nuanced
understanding of the underlying storage medium to ensure compliance with legal and security
standards.

Previous studies on secure deletion in NAND flash memory, such as [61] have demonstrated
that data may still be recoverable even after the application of sanitization techniques. This re-
coverability arises from the inherent analog nature of flash memory cells, where variations in
threshold voltage cause residual electrical states that can retain imprints of previously stored data.
As a result, traces of the original data may persist and remain accessible through specialized re-
covery methods even after applying digital sanitization techniques. This vulnerability highlights
the limitations of purely digital deletion approaches and underscores the necessity for analog-level
sanitization techniques to ensure truly secure data erasure in flash memory systems. However,
comparable investigations have yet to be conducted on NOR flash, leaving an important gap in the
comprehensive understanding of secure deletion in this storage platform.

In this chapter, the principles and challenges associated with secure deletion in NOR flash-

based non-volatile storage systems are examined.
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5.2 Motivation

With the rapid proliferation of embedded and connected systems across domains such as auto-
motive, industrial automation, and consumer electronics, the reliance on non-volatile memory for
persistent data storage has become increasingly critical. Among various technologies, NOR flash
memory has emerged as a preferred solution for applications requiring fast random access, code
storage, and high reliability. However, as devices incorporating NOR flash approach obsolescence
and enter the waste stream, concerns regarding residual data security and potential unauthorized
access are rising. This thesis is motivated by the dual need to understand the growing role of NOR
flash in embedded systems and to address the potential security vulnerabilities associated with data

remanence in such memory devices.

5.2.1 NOR Flash Popularity

NOR flash memory is a mainstream technology for applications that require the storage of code
and parameters such as encryption and decryption keys, and is more commonly used in embed-
ded memories that have to provide random and fast memory access [7]. The demand for NOR
flash has grown due to its fast random access speed, high reliability, and suitability for execute
in place applications in Internet of Things, automotive, and industrial systems—especially where
code storage and frequent updates, such as over-the-air programming, are required. The NOR flash
market, valued at $2.9 billion in 2024, is projected to reach $3.82 billion by 2030, with a compound
annual growth rate (CAGR) of 6.01% [2,3]. This growth is further supported by Macronix’s three-
dimensional NOR technology [4-6], which overcomes the scaling limitations of two-dimensional
NOR and offers improved performance and cost efficiency in compact four gigabit single-chip so-
lutions. NOR flash is increasingly used across sectors such as automotive, consumer electronics,

and communications.
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5.2.2 Device Obsolesce and E-Waste Data Breach Concerns

E-waste (electronic waste) refers to discarded electrical or electronic devices. It includes a wide
range of electronic devices, including computers, mobile phones, electrical appliances, and other
consumer electronics. The generation of e-waste has become a significant global concern due to
the rapid advancement of technology and increasing consumer demand for electronics. According
to recent statistics of [62], approximately 50 million tonnes of e-waste is generated annually, with
the record high being approximately 57 million metric tons globally, in the year 2021. The global
volume of e-waste is projected to reach 74 million metric tons by the year 2030, pointing towards
a a continued upward trend in e-waste generation.

The wide adoption of NOR flash in control-critical real-time systems raises significant security
concerns due to the risk of residual data exploitation after device end-of-life. In mobile phones,
NOR flash is used to store the initial code (bootloader) that starts the phone when it’s powered on,
as well as the firmware that controls the phone’s basic functions. Additionally, in laptops, NOR
flash is used in the BIOS (Basic Input/Output System) or UEFI (Unified Extensible Firmware
Interface) chip, which is responsible for initializing the hardware and starting the operating system
[63]. The average lifespan of a mobile phone is around 2-3 years and it is estimated that over 150
million mobile phones are discarded annually in the United States. Similarly, the average lifespan
of a computer is approximately 3-5 years. In the United States, over 40 million computers become
obsolete each year and among them, 10-15% of e-waste from computers and laptops are recycled.

Recent studies [64—68] highlight the risk of sensitive data retrieval from recycled electronics
including from e-waste and second-hand market. Figure 5.1 illustrates the process of data recovery
from discarded electronic devices, including e-waste collection, NOR flash retrieval from circuit
boards, and subsequent data extraction from the recovered flash memory. The recovered data may
include highly sensitive and confidential information such as Personal Identification Information
(PII), which can be used to distinguish or trace an individual’s identity. [64,67] demonstrate suc-
cessful retrieval of previously stored information from recycled electronics sold as new devices in

the market.
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Figure 5.1: Overview of data recovery from e-waste

As embedded devices reach obsolescence and contribute to the growing volume of e-waste,
improper data sanitization practices can leave sensitive data—such as firmware, security creden-
tials, and configuration settings—exposed to unauthorized access [64, 65, 69]. This is particularly
concerning for applications in automotive ECUs, 10T nodes, and industrial controllers, where per-
sistent data may include proprietary algorithms, encryption keys, or system diagnostics. Unlike
volatile memories, NOR flash retains data even after power is removed, and common erase op-
erations may not fully eliminate stored charge, leading to potential data remanence [61, 70, 71].
As a result, discarded devices become attractive targets for adversaries seeking to extract valuable
information from improperly sanitized NOR flash chips. Recent news articles reveal the extend
of data theft from e-waste and their adverse effects [72—76]. These risks highlight the importance
of characterizing and mitigating data remanence vulnerabilities in NOR flash. Therefore, proper
sanitization practices and assurance of irreversible data destruction of sensitive information from
electronic devices is of paramount importance before discarding them.

The majority of prior research concerning data remanence and unauthorized data retrieval from
discarded devices has focused predominantly on NAND flash memory. However, NOR flash mem-
ory is equally vulnerable to these data theft threats, despite the fact that the potential for such at-

tacks and the corresponding solutions to mitigate this vulnerability in NOR flash have not been
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comprehensively explored. Therefore, this research is of considerable significance as it provides
novel insights into data remanence in NOR flash memory and proposes recommendations to ad-

dress this critical issue.

5.3 Related works

In this section, the prior research related to data remanence and sanitization techniques in flash

memory are discussed.

5.3.1 Data Remanence in NAND Flash

Flash-based non-volatile memory systems exhibit unique challenges in ensuring secure data
deletion due to their analog cell-level characteristics. Scrubbing is a sanitization technique which
involves overwriting pages to logically delete content and it is widely deployed in NAND flash.
However, recent studies reveal that these sanitization methods are insufficient for complete data

erasure [61,64-67,71] since flash memory cells store information as analog threshold voltages.

Original image Image after DR Scrubbed image Recovered image

Scrubbing Partial

Erase

Programmed state

Vref Erased T (after DR)
Erased Programmed 3

state H state
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Strong 0"

Figure 5.2: Data recovery in NAND flash presented in [61]

60



A study conducted by Hasan et al. [61] demonstrates that data can be partially or even fully
recovered from sanitized NAND flash chips using conventional scrubbing techniques. Figure 5.2
shows the data recovery results presented by Hasan et al. The authors employed partial erase op-
erations via standard digital interfaces to successfully extract deleted content from commercially
available flash memory. This vulnerability arises due to the inherent data retention property of
flash cells, which, while essential for non-volatility, inadvertently enables adversaries to recover
sensitive data even after deletion. To address this issue, Hasan et al. propose analog scrubbing,
a sanitization method that involves partial program operations tailored based on metadata, such
as file creation time. This approach reduces remanent charge artifacts more effectively than con-
ventional digital overwriting techniques by minimizing the distinguishability of previously pro-
grammed states at the analog level. This work highlights a critical insight that logical deletion
does not guarantee physical deletion in flash memory systems. Secure sanitization thus requires
a deep understanding of low-level memory behavior and the development of analog-aware tech-
niques to ensure robust data privacy.

Garg et al. [71] investigate data deletion vulnerabilities in commercial NAND flash-based stor-
age devices, highlighting security concerns in critical applications. Through extensive software-
based recovery experiments on 8GB and 16GB NAND flash drives using differet file systems such
as NTFS and FAT, the study demonstrates that standard delete and erase commands in Windows
and Linux fail to effectively sanitize data, achieving 100% data recovery in multiple iterations.
The paper attributes these vulnerabilities to inherent NAND flash management techniques like
wear leveling and bad block management, which, while improving performance and endurance,
complicate reliable data deletion.

While the residual voltage levels in partially programmed or erased cells after sanitization is
studies and utilized for NAND flash and Solid State Drives (SSDs) to retain physical imprints of
previous data, such a possibility remains unexplored in NOR flash memory. This gap in existing

research further motivates this thesis.
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5.3.2 State of the Art Sanitization Methods

This section provides a concise overview of current sanitization methods used in data stor-
age systems. Non-volatile memory (NVM) devices are predominant in data storage solutions. In
some cases, these devices are customized for storing sensitive documents and classified informa-
tion. These devices can be vulnerable if firmware control is lacking, increasing the risk of data
breaches. Unlike older data storage media such as Compact Discs and Floppies, modern flash stor-
age faces serious drawback of data remanence, where residual data remains even after deletion,
requiring complex sanitization procedures. Therefore, several sanitization methods have evolved
overtime [77]. There are four popular sanitization techniques: analog sanitization, digital sanitiza-

tion, logical sanitization and cryptographic sanitization [78—80].

* Block / Sector Erasure: Sector erase is a fundamental command that removes data from
the target sector in a NOR flash either by removing the stored charge or by injecting holes
in the memory cells, effectively erasing data physically. This command is primarily used
during garbage collection when the storage is nearly full [81-83]. Some secure deletion
methods also use block erasure to achieve data sanitization [84—86]. However, block erasure
suffers from significant drawbacks including performance degradation due to the overhead
of migrating valid data [86] and limited device endurance caused by frequent erase cycles.
Therefore, block erasure is not an efficient solution for immediate or frequent sanitization.
Although prior works demonstrating this technique focused on NAND flash, it can also be

applied to NOR flash sectors.

* Logical Sanitization: To avoid the performance cost of physical erasure, NAND flash often
uses logical sanitization by marking outdated pages as invalid and writing updates to new
locations. However, the old data remains physically present and can potentially be recovered
by adversaries. This behavior is specific to NAND flash and does not apply to NOR flash,

which uses direct, byte-level access without page remapping.
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* Encryption Based Sanitization: Recent work proposes encryption-based sanitization meth-
ods where user data is encrypted with a key stored separately in the flash memory [79,87-92].
Secure deletion is achieved by erasing the encryption key, rendering the encrypted data
inaccessible. Different cryptographic methods are utilized for sanitization; for instance,
SAFE [79] offers both rapid performance and verifiability. The most efficient approach
to sanitization involves utilizing devices that encrypt their data while erasing the encryption
keys from the key store. The success of various sanitization methods depends on the robust-
ness of the encryption system employed [93], as well as the ability to mitigate “side channel”
attacks that could enable an adversary to recover the classified information or circumvent the
encryption. Although this method provides fast sanitization and requires less space for key
storage, it faces limitations. First, weaknesses in key generation, such as poor randomness,
can compromise security [94]. Second, all copies of the key and related metadata must be
properly erased to prevent recovery. Third, this technique cannot be implemented in systems

lacking built-in encryption support.

* Data Scrubbing or Zero Overwrite: Data scrubbing involves overwriting a page with a
uniform pattern, such as all zeros, which effectively programs all cells in the page [78,86,95].
This technique offers an alternative to physical erase and enables page-level sanitization.
However, Hasan et al. [61] demonstrate that scrubbed data can still be partially or fully

recovered due to the analog behavior of flash cells, exposing vulnerabilities in this approach.

A study by Schneider et al., [64] found that data is recoverable from resold USB flash drives,
with 12% of the 614 analyzed devices containing user data. This highlights poor sanitization
practices in low-cost drives sold as new, likely due to chip reuse in the second-hand market, and
raises serious concerns for data security and digital forensics.

Some recent works also explore physical destruction techniques to prevent unauthorized data
access from obsolete flash media. Kumar A. et al., [69] present a novel approach for the permanent
destruction of flash memory devices using thermal treatment. The method involves subjecting the

chip to a high temperature of 800°C for 15 minutes, followed by examination of the flash array

63



using a Scanning Electron Microscope (SEM) and analysis through histograms to confirm the
extent of thermal destruction. This technique resulted in complete and permanent damage to the

flash device due to exposure to extreme heat.

5.4 Methodology

This section explains the experimental procedure for data recovery from a sanitized NOR flash

memory. Before beginning the experiment, let’s define the threat model and assumptions.

5.4.1 Threat Model

Adversary Model: We assume that the adversary has at least one-time physical access to the
flash memory device. The adversary is capable of performing multiple read and erase operations
on the flash. Furthermore, the adversary aims to extract sensitive information that is not accessible
through legitimate system interfaces. We assume access to araw NOR flash memory chip, enabling
the adversary to perform low-level memory operations such as partial erase and partial program.
Assumption: We assume the adversary can read the data from the NOR flash without any error

correction.

5.4.2 Process Overview

Program Bake the
binary chip at Digital Image
image to 150°C for 1 Sanitization Recovery
sector hour

Figure 5.3: Overview of data recovery procedure in NOR flash
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An overview of the steps involved in the data recovery procedure is provided in Figure 5.3. The
first step in the process is programming input image to a sector in the flash memory. Since flash
memory stores data in binary, the input image needs to be represented in binary format. This is
achieved using the Python library OpenCV (cv2) through image thresholding. The steps involved
in the input image processing is given in Figure 5.4. The input image is first converted to grayscale
image, which represents each pixels in the image in a range of 0 to 255. Thresholding is then
applied to convert all pixel values above the selected threshold (127) to 255 (white) and those

below to 0 (black), resulting in a binary image [96].

Binary Image

00 20 M0 40 50 w0 200 0 400 %0

Figure 5.4: Image processing steps to generate binary input image

The binary image generated is converted to a hexadecimal word array, which is programmed
to the flash memory. The input chosen here has a size of 32 Kword, which is the capacity of
the sectors in the selected commercial flash parts. The dimensions of the image is 512x1024
bits. The image program is verified by reading back the sector after program and visualizing the
sector contents using a matrix plot. The next important verification required prior to beginning
the experiment is done by performing the partial erase and partial program operations in the flash.
These two operations are performed for a range of delays to find the optimal window of delays for
image recovery.

The second step in the process is baking the chip at 150 °C for 1 hour to perform temperature

acceleration of data retention. This process is equivalent to data retention in the chip for a larger
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time, may be years. The equivalent data retention period can be calculated using the equations
provided in (5.1) and (5.2). Therefore, baking

Data retention of any flash is the ability to retain its programmed state. Flash data retention
is known to degrade over temperature. Various tests and methods are in place to determine the
reliability of flash.To test the flash data retention at various temperatures, accelerated tests are
performed on the flash. These tests are based on Arrhenius law and equation [97]. The Arrhenius
theory allows the test of any device under accelerated environments for short periods and predicts

the behavior under normal conditions for longer periods [98]. The equation is given in (5.1).

E 1 1
A= —— — 5.1
P < kB (Tuse Tstress ) ) ( )

where,

A = Acceleration factor

E, = Activation energy

kp = Boltzmann’s constant (8.623 x 107 eV/K)
Tuse = Normal operating temperature in Kelvin
Titress = Stress temperature in Kelvin

The data retention time can be calculated from the Acceleration Factor using the (5.2).

tyse = A x Cstress (52)

Assuming F, as 1 eV, the retention time t_use is calculated to be approximately 8.7 years for
the given experiment conditions.
The baked chip is allowed to cool to room temperature before performing the digital sanitiza-

tion and image recovery processes. The digital sanitization involves overwriting the baked image
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with all-zeros. This is a popular technique practiced for ensuring security of obsolete data [61].
The image recovery is evaluated on the sanitized sector.

The procedure for preparing the chip for data retention acceleration is explained in Algorithm 2.
Two sectors are chosen for basic evaluation - one fresh sector and a 10k P/E cycled sector. The

binary image is written to these sectors and the chip is subjected to baking in a preheated oven.

Algorithm 2 Data Retention Acceleration

1: Perform 10k P/E cycles on Sectorl

2: Program a fresh sector Sector2 with the Monalisa image
3: Program Sectorl with the Monalisa image

4. Bake at 150°C for 1 hour

5.4.3 Evaluation Metrics

In order to evaluate the efficiency of image recovery, we consider two metrics: Relative Bit
Error Rate (RBER)% and Bit Accuracy%.

Relative Bit Error Rate (RBER%) is defined as the percentage of bits that have flipped from
their original state in the recovered data. It quantifies the extent of corruption or deviation from the
original image.

total_bits = 0

change = 0

for row in range(r):
for col in range(c):

if bmatrix[row, col] != omatrix[row, col]:

change+=1
total_bits+=1

percentage = (change / total_bits) % 100

Figure 5.5: code snippet of Relative Bit Error Rate% estimation
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The Python code snippet of RBER% calculation is provided in Figure 5.5 and it is calculated

as:

Ni e
RBER (%) = (%) % 100 (5.3)

total

where Npippeq 1 the number of bits that are different between the recovered image and the
original image and Ny, is the total number of bits in the image.

A higher RBER% indicates greater deviation from the original data, whereas a lower RBER%
signifies better data retention or more successful recovery.

Bit Accuracy (%) is defined as the percentage of bits in the recovered data that remain identical
to the corresponding bits in the original data. It serves as a direct measure of how accurately
the original information is preserved or reconstructed after the recovery process. Bit Accuracy is

calculated as:

Ni entica
Bit Accuracy (%) = < dent ‘) x 100 (5.4)

total
where Nigenical 18 the number of bits that are identical between the recovered image and the
original image.

Since every bit is either flipped or identical, Bit Accuracy and RBER are complementary:

Bit Accuracy (%) = 100 — RBER (%) (5.5)

A higher Bit Accuracy value indicates better retention of the original data, with fewer errors or
distortions introduced during the baking and recovery process.

The steps involved in image recovery are discussed in the next section.

5.5 Data Recovery

The evaluation of data recovery on sanitized NOR flash memory is performed on four different
commercial NOR flash chips based on distinct cell structures such as the conventional floating

gate, split-gate and charge trap. In S29GL064S70TFI040, which is a NOR flash memory based on
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MirrorBit™ technology developed by Spansion, data recovery was achieved with partial program
and partial erase. This flash has higher word program and sector erase time compared to the
remaining chips. therefore, control of partial erase delay (.%) and partial program delay (¢,%) is

easier.

5.5.1 Partial Program Recovery
As mentioned in Chapter 3, partial program is the premature termination of a word program
operation. The partial program operation is performed in the flash memory to understand the range

of delays at which at least 50 % of the bits are flipped to 0’s (programmed state).

partialProgram/Sus.txt : BER = 0.0% 1 partialProgram/38us.txt : BER = 0.729766845703125% ~ partialProgram/40us.txt
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Figure 5.6: Data read from a flash sector at varying partial program time (tpp) (a) 5 us (b) 38 us (c)40 u s
(d)45us(e)60us(f)80us
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Figure 5.6 shows the 2D matrix plot of partially programmed sector read data for varying partial
program delay (¢,%) in a non-cycled device. The variation of the read data from the original or target
data is measured in terms of Relative Bit Error Rate (BRER). Here, the RBER % is calculated with
respect to an erased sector, which means all bits are one. Therefore, the RBER% for Figure 5.6a,
which is partial program at 5 ps, is 0%, which means program operation hasn’t started yet. As the
(tpd) increases, the RBER% also increases and finally it reaches the maximum value 100%, which

means complete program - all bits are flipped to 0.

i Partial Program Analysis on S29GL064S570TFI040
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Figure 5.7: Partial program time vs Bit Error Rate

The RBER% vs (¢,%) plot is given in Figure 5.7. At 40 ps, the RBER is approximately 50%,

which can be selected as the optimal (¢,) value for data recovery.

Algorithm 3 Partial program for data recovery

Full Erase Sectorl

for + = 0 to 32kwords do
i™ word < Img|i]
Program word to Sectorl
Partial program delay tg = 40us
RESET

end for

Read Sectorl
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The implementation of data recovery through partial program is given in Algorithm 3. The
image is written to a 10,000 P/E cycled sector and baked at 150°C for 1 hour, which simulates
the data retention for approximately 8 years. The sector is fully erased after bake. Therefore, now
all the cells in the sector are fully-erased. A word-program command is issued in the sector and
after the specified delay, which in the initial case is 40us, a hardware RESFET is issued. This
involves writing a logic LOW pulse at the RESETH# pin. This resets the device and thus the
ongoing word program operation is terminated. This step is iterated for all words in the sector.

The partially programmed sector is read to verify the data recovery. A device level explanation

Write binary image J.‘ Bake (150°C for 1 hr) ’.l Erase (All one) ’»[ Partial Program

11100010 11100010 i o o B 11100010

Original

Original
Erased Prog. o move fast 4

2 cel Vier  cell Original 7%, . — Ve one
s one /4 g ‘ \ Original
‘.5 b~ //1 “6 // 1/ 0 A zero
= 1 0 *® / \ =
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(a) (b) (c) (d)

Figure 5.8: Image recovery through partial program operation

for this phenomenon in terms of threshold voltage (V}) is provided in Figure 5.8. The threshold
distribution during programming the image is given in Figure 5.8a. Programmed bits, which are
represented with black color in the binary image, have higher voltage threshold and the erased
bits (white) have lower threshold. After several years, a change in a V; levels of these cells may
occur, which is obtained here using baking. However, this shift is not major and the programmed
distribution is still above V,..s and erase distribution is still below V,.¢. Therefore, the image is

same as the original image after baking, as can be seen in Figure 5.11b. However, due to the
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nitride layer reliability issue involved in the charge trap cells [99], a mismatch in the program
duration of original zero and original one cells occur, which is explained next in this section. Both
original zero and original one cells are made 1 through full erase, as shown in Figure 5.11c.

The final step involved in image recovery is partial program. The partial program in terms of
Vi level is bringing the voltage distributions of "original 0" and "original 1" (which are currently 1)
towards (V,.¢) in a controlled step-by step manner. The V; levels above and below V.., are read as
0 and 1 respectively. Therefore, the green and red distributions are brought between V.. ¢ through
partial program as shown in Figure 5.11d. It is found that there is now a small mismatch in the
word program time for original zero and original one cells. Original zero, or the programmed cells
in the original image are now faster to program compared to the original one or erased cells in the
original image. Therefore, the original zero distribution (green) moves first to the V. than the
original one (red). When the program operation is terminated at the point of original one < V,..; <
original zero, the image is partially recovered since the distribution now slightly matches that of
the original image which was baked.

Even though the data recovery is proved to be possible with partial program, more fine-tuning
is required to obtain a better bit accuracy with the original image. This is because the current
approach applies a constant (¢,%) to all the words in the sectors. However, as discussed in Chapter 4,
the program time for each words in a sector is non-uniform. Therefore, a dynamic (¢,%) is required

based on word-by-word program times, which can improve the quality of the data recovered.

5.5.2 Partial Erase Recovery

Partial erase is the premature termination of an erase operation. The partial erase operation is
performed in the flash memory to understand the range of delays at which at least 50 % of the bits
are flipped to 1’s (erased state).

Figure 5.9 shows the 2D matrix plot of partially erased sector read data for varying partial erase
delay (¢.%) in a non-cycled device. The RBER% for partial erase recovery is calculated with respect

to a fully programmed sector. Therefore, the RBER% for Figure 5.9a, which is partial erase at 110
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Figure 5.9: Data read from a flash sector at varying partial erase time (tpe) (a) 110 ms (b) 122 ms (c) 125
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ms, i1s 0%, which means erase operation hasn’t started yet. As the (t.%) increases, the RBER% also
increases and finally it reaches the maximum value 100%, which means complete erase - all bits

are flipped to 1.

100 Partial Erase Analysis on 529GL064S70TFI040
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60 1

BER (%)
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Figure 5.10: Partial erase time vs Bit Error Rate

The RBER% vs (t.%) plot is given in Figure 5.10. At around 125 ms, the RBER is approx-
imately 50%. However, this value cannot be arbitrarily chosen as the optimal (¢.%) value for
data recovery because of the variation in erase time with cycling and baking. As demonstrated
in [28, 40,99, 100], the cycling and baking shift the program and erase voltage distributions and
thus significantly varies the (¢.%) value that yields image recovery. Therefore, unlike (tpd), (t.Y) is

found by repeating the data recovery procedure given in Algorithm 4.

Algorithm 4 Partial Erase for Data Recovery

Write all-Os to Sectorl and Sector?2 (sanitization)
Issue sector erase command to Sectorl and Sector?2
Partial erase delay ¢¢ = 80 ms

Send RESET command

Read data from Sectorl and Sector?2

AN

The implementation of data recovery through partial erase is given in Algorithm 4. In order to

evaluate the effect of number of P/E cycles on image recovery, the image is written to a fresh sector
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and a 10,000 P/E cycled sector. After the device is baked at 150°C for 1 hour, which simulates the
data retention for approximately 8 years, the sector is "scrubbed" [61] by overwriting all zeroes.
Therefore, now all the cells in the sector are fully-programmed. A sector erase command is issued
and after the specified delay, which in the initial case is 80ms, a hardware RESET is issued.
This involves writing a logic LOW pulse at the RESET# pin. This resets the device and thus

the ongoing erase operation is terminated. The partially erased sector is read to verify the data

recovery.

[ Write binary image }»{ Bake (150°C for 1 hr). }.{ \{er:tzifcl)l szsr:(i)tirz):’titgr:r)] }.{ Partial erase }
11100010 11100010 00000000 11100010

Original <]r/novefast R move sow

Erased Prog. ..
2 cell Vies Cell 2 Vier - 2 Vier "¢ or'g:nal »Original e/ |
3 g A g v 2ero ‘@ one 4" I\ Original
Y| | Y Y= e 1 v
o o f 1S . zero
1 1 0 P 70 Ly 0 :
Vi ' t Prog. Ve Ve

(a) (b) (c) (d)

Figure 5.11: Image recovery through partial erase operation

A device level explanation for this phenomenon in terms of threshold voltage (V}) is provided
in Figure 5.11. The threshold distribution during programming the image is given in Figure 5.11a.
Programmed bits, which are represented with black color in the binary image, have higher voltage
threshold and the erased bits (white) have lower threshold. After several years, a change in a
V; levels of these cells may occur, which is obtained here using the temperature accelerated data
retention or baking. However, this shift is not drastic and the programmed distribution is still above
Vres and erase distribution is still below V,..;. Therefore, the image is same as the original image

after baking, as can be seen in Figure 5.11b. However, due to the nitride layer reliability issue
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involved in the charge trap cells [99], a mismatch in the erase duration of original zero and original
one cells occur, which is explained next in this section. Both original zero and original one cell are
made 0 through all zero sanitization, as shown in Figure 5.11c.

The final step involved in image recovery is partial erase. The partial erase in terms of V; level
is bringing the voltage distributions of "original 0" and "original 1" towards (V,..r) in a controlled
step-by step manner. The V; levels above and below V.., are read as 0 and 1 respectively. There-
fore, the green and red distributions are brought between V., through partial erase as shown in
Figure 5.11d. It is found that there is now a mismatch in the erase time of original zero and orig-
inal one. Original zero, or the programmed cells in the original image are now slower to erase
compared to the original one or erased cells in the original image. Therefore, the original one dis-
tribution (red) moves faster to the Vs than the original zero (green). When the erase operation is
terminated at the point of original one < V,..¢ < original zero, the image is recovered. Because, now
most of the original ones are read as "1" and original zeroes as "0", closely matching the original
image which was baked.

The detailed root cause of analysis of this discovered phenomenon of image recovery through
partial program and partial erase, attributed to the nitride layer reliability, is provided in Section

5.7.

5.6 Permanent Imprinting

The data recoverability from MirrorBit™ is a repeatable phenomenon, which points towards a
permanent imprinting of the data stored in the flash device for longer time. The data is recoverable
after multiple P/E cycles after sanitization. At least a 100 P/E cycles were performed on the
baked chips of Infineon S29GL064S70TFI040. However, the partial erase delay at which the data
recovery was possible keeps decreasing with certain P/E cycles.

The experimental flow for validating permanent imprinting property of MirrorBit™ NOR flash
is provided in Figure 5.12. The imprint state refers to the condition of the flash memory after it has

undergone a controlled thermal aging process. In this process, a known image is first programmed

76



Imprint All — zero Partial
state sanitization Erase

Full Erase

Figure 5.12: Block diagram of permanent imprinting validation

into the flash memory under standard operating conditions. The device is then subjected to high
temperature exposure, commonly referred to as baking, in order to accelerate the effects of data
retention and simulate extended use. After this process, the contents of the flash memory are read
back for analysis. In our experiment, the state of the data retrieved after the baking process is
referred to as the imprint state.

After the bake and read operation, the next step in validating permanent imprinting involves
applying a sanitization technique. In this experiment, we employ an all-zero sanitization method
or "scrubbing" [61], where a sector that previously stored the baked image is overwritten with all
zeros. Following this, a partial erase is performed, which involves premature termination of an
erase operation. This incomplete erase facilitates the partial recovery of the original image data.

Subsequently, a full erase command is issued to completely erase the sector, restoring it to a
state of all ones. The all-zero sanitization is then applied again, and this cycle of all-zero sanitiza-
tion, partial erase and full erase is repeated for multiple iterations.

It was observed that even after multiple iterations, the original image remained partially recov-
erable. Figure 5.13 shows the bit accuracy (%) plotted against number of iterations of the data
recovery experiment provided in the block diagram Figure 5.12. It can be inferred from the plot

that the bit accuracy decreases after the first iteration and remains stable, with the image still re-
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Permanent Imprinting Effect
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Figure 5.13: Plot of number of iterations vs bit accuracy(%) to illustrate permanent imprinting effect

coverable. This persistent recoverability strongly supports the hypothesis of permanent imprinting

behavior in MirrorBit™ NOR flash memory, highlighting a significant data remanence risk.
Figure 5.18 is obtained with repeated all-zero programming and partial erase on the same cy-

cled and baked sector. It can be observed that the image is recoverable without deteriorating its

quality at the optimal ¢.¢ value. This process was repeated multiple time and a consistent result

was obtained.

5.7 Root Cause Analysis

In a cycled sector, electrons get deeply trapped in the nitride layer as shown in Figure 5.14. This
results in a wider electron distribution with the tail representing the trapped electrons [99, 101].

However, a fresh sector has localized electron distribution due to less or no trapped electrons.
Consequently, the hole distribution remains localized [38] in fresh as well as cycled cells, as can
be seen in Figure 5.15.

The erase time increases in cycled cells due to the charge distribution mismatch of electrons
and holes. The holes injected to the charge pockets do not migrate immediately to recombine

with the trapped electrons [38,99, 101] due to the insulating property of nitride layer. Therefore,
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Figure 5.14: Cycling induced electron traps in Nitride layer
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Figure 5.15: Electron-hole distribution in Nitride layer
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more holes are required to neutralize the charge in the cycled cell to accomplish erase mechanism,

thereby increasing the erase time.

Before Bake During Bake After Bake
E—
& Qﬁ & = =

p-substrate | — p-substrate p-substrate

Annealing — trapped
electrons recombine with
holes

Slow to erase, 10k P/E cycled
Deeply trapped electrons

No more trapped electrons,
faster to erase like virgin cell

Figure 5.16: Root cause analysis of baking effect in an erased cell

The behavior of an erased cell under thermal stress can be understood in three stages: before
bake, during bake, and after bake. These stages and the associated charge dynamics are illustrated
in Figure 5.16. Before baking, the nitride layer of the erased cell contains a mixture of deeply
trapped electrons due to 10k P/E cycles, and injected holes resulting from the BTBT hot hole
injection erase mechanism. These charges are spatially distributed within the nitride, with electrons
and holes occupying different localized trap states. During baking, thermally activated lateral
redistribution of holes occurs through the Poole—Frenkel conduction mechanism, allowing holes
to laterally migrate and recombine with nearby trapped electrons [102—104]. This recombination
process progressively neutralizes the stored charge. After baking, the net trapped charge in the
nitride is significantly reduced or eliminated, and the charge distribution becomes more localized
and uniform—closely resembling that of a virgin cell. As a result, the erase time of the cell
decreases substantially after baking and its timing characteristics resemble to that of a fresh cell.
Conversely, the programmed cell holds trapped electrons along with the programmed electrons
and doesn’t hold any holes. Since there is very less or no holes to recombine with the trapped
electrons, the charge dynamics of this cells remains the same throughout the three stages of baking
experiment. Therefore, the erase time characteristics of this cell remains the same even after

baking.
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Figure 5.17: Root cause analysis of baking effect in a programmed cell

Since the erased cell (original one) and programmed cell (original zero) now has different erase
time characteristics, they are erased fully erased at different durations. This spatial difference is
exploited during partial erase to recover image from a MirrorBit™ flash.

From our experimental evaluation, it can be inferred that most of the original ones or erased
cells are fully erased by 80 ms, which corresponds to the point where the maximum bit accuracy%
is observed. However, most of the original zeros remain either not erased or only partially erased

at this time, allowing partial recovery of the original image.

5.7.1 Factors Influencing Data Recovery

The data recovery results discussed earlier in this chapter are obtained by keeping the parame-
ters such as the bake time, partial erase delay (¢.%) and number of P/E cycles on a sector constant.
The quality of the image recovered can be optimized by fine-tuning these parameters. This section
explores the dependency of the data recoverability from a sanitized NOR flash with duration of

bake, number of P/E cycles and the delay at which partial erase is performed.

Partial Erase Delay (¢.%)

Figure 5.18 illustrates the relationship between . and bit accuracy%. The recovered image is
also shown against the data points in the plot. The curve peaks at ¢,¢ is 75ms and the recovered
image exhibits the best quality at this point. As t.% increases beyond this point, the bit accuracy%

decreases and the image fades to an all-white image, which represents complete erase. This proves
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Figure 5.19: Threshold voltage distribution in a 10k P/E cycled and baked device at varying partial erase
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the dependence of partial erase delay on image recovery and the importance of choosing the right

t.4 value for accurate recovery.
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Figure 5.20: Effect of number of P/E Cycles on Data Recovery in S29GL064S70TFI040

The image recovery can be achieved on a cycled and non-cyled sectors. However, with cycling
the image recovery is more pronounce and loud, as can be seen from the Figure 5.20. From the
plot it is evident that bit accuracy % of recovered image increases with increase in number of P/E
cycles performed on a sector.

The reason for improved image recovery with number of P/E cycles is due to the volume of
trapped electrons in the nitride layer. Figure 5.21 shows the illustration of number of electron traps
in a MirrorBit™ flash for different number of P/E cycles. The number of electrons trapped in the
nitride layer increases with cycling [99—101]. More the number of trapped electrons, more number
of holes are required to neutralize the charge and therefore, the erase duration keeps on increases.

This aligns with the erase time characteristics we evaluated in Chapter 3.
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Figure 5.21: Representation of trapped electrons in the nitride layer for different P/E cycled cells (a) fresh
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Figure 5.22: Partial erase operation on a sanitized sector without bake

The image recovery is achieved only in a baked device. The same procedure applied on a non-
baked, but cycled chip yield no traces of the programmed image after recovery steps. Figure 5.22
shows the results of image recovery process applied on a 10k P/E cycled, sanitized, non-baked
sector. It can be observed that the partial erase data shows no traces of the original image that was
written before baking. This means that data retention or baking is an important factor for image

recovery.

Table 5.1: Bake time and equivalent retention time

Bake Time (min) Retention Time (years)

10 1.4
30 4.3
60 8.7

84



This inference can be explained in terms of the device physics using the nitride layer reliabil-
ity. The recombination of holes with the trapped electrons take place only during data retention.
Without baking, all cells - programmed and erased - are having the same mismatched electron-
hole charge distribution. Therefore, both programmed and erased cells take similar time to erase.
Hence, image recovery is not possible in a non-baked device due to the absence of spatial differ-

ence in the original programmed and erased cells.

Effect of Bake Time on Data Recovery

80 4 —#— 10k P/E cycled, Tpe = 80 ms

Bit Accuracy (%)

10 20 30 40 50 60
Bake time (min)

Figure 5.23: Effect of Bake Time on Data Recovery in S29GL064S70TFI040

Figure 5.23 shows the dependence of bake time with the bit accuracy % of recovered image. It
is evident from the plot that bit accuracy % increases with increase in bake time. The equivalent
retention duration of the bake time is provided in Table 5.1, calculated using the Arrhenius equation

[97].

5.8 Performance Comparison

The data recovery results presented in this section correspond to the Infineon NOR flash mem-
ory device with part number S29GL064S70TFI040, which is based on a MirrorBit™ flash technol-

ogy. Identical experiments were conducted on three additional NOR flash chips that use different
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cell architectures—specifically, conventional floating gate (FG) and split-gate structures. These
devices were subjected to identical experimental conditions, in which a known image was pro-
grammed to a sector and the device was baked at 150°C for one hour, followed by a sanitization
and partial erase procedures as outlined in earlier sections.

However, no meaningful data recovery was achieved from any of the three FG based devices.
Despite following the same sequence of baking, partial erase, and data extraction, these chips ex-
hibited only random or fully erased sectors, with no evident traces of the original image. This
contrast in behavior highlights the unique susceptibility of MirrorBit™ architecture to retain resid-
ual data through long term charge trapping, even after repeated sanitization, clearly indicating its

vulnerability to data remanence during extended retention periods.

Infineon — 75ms Microchip - 60pus Macronix — 90ms Micron — 75ms

Figure 5.24: Image recovery results for different NOR flash memory devices

Figure 5.24 visually compares the image recovery outcomes across the four tested flash mem-
ory devices. As shown, only the Infineon MirrorBit™-based chip demonstrates successful image
recovery, while the others display randomly erased sectors lacking any visible patterns of the orig-
inally stored image.

These results support the conclusion that the data recovery behavior observed in this study is
specific to MirrorBit™-based NOR flash devices, at least under the tested thermal conditions of
150°C for 1 hour. This supports the hypothesis that permanent imprinting is influenced by the
localized charge-trap structure of MirrorBit™ technology, making it more susceptible to residual

charge retention even after repeated sanitization attempts.
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5.9 Conclusion

In this chapter, the data remanence in a sanitized MirrorBit™ NOR flash is covered in detail.
This research is motivated by the emerging popularity of NOR flash in applications such as au-
tomotive industry, consumer electronics and IoT devices for home and industry. Moreover, the
contribution of these electronic devices to e-waste creates the risk of unauthorized access of these
devices and potential data theft from the storage mediums in them. Since NOR flash is a popular
storage medium for storing sensitive information in electronic devices, the paramount importance
of this research is justified in this chapter. Furthermore, recent research on data remanence and
associated sanitization techniques is reviewed to provide a comprehensive understanding of the
current state of the field. This chapter demonstrates that residual data is recoverable on a baked
NOR flash device. The data recovery is successful in both cycled and non-cycled sectors. The bit
accuracy for recovered image increases with the bake time and number of P/E cycles performed on
the sector, with 79.24% the best accuracy value. The optimal partial erase delay, ¢.¢ value obtained
is 75ms. Additionally, it was found that image recovery is possible even with partial program oper-
ation. However, the accuracy of recovered image is lesser than partial-erase recovered image. The
image recovery through partial program was best at a ¢, of 40 us. Moreover, it was observed that
the image recovery is repeatable, implying towards a permanent change in the flash device during
baking. Finally, the image recovery was found to be possible only on MirrorBit™ NOR flash and

not on any of the FG-type devices for an experimental condition of bake at 150°C for 1 hour.
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Chapter 6

Conclusion and Future Works

6.1 Conclusion

In this thesis, we presented a comprehensive analysis of the internal structure and data rema-
nence behavior of MirrorBit™ NOR flash memory. Structural evaluation across various row and
column configurations revealed that a 256 x 128 word array most accurately reflects the physical
organization within a sector. This configuration uniquely exposes spatial asymmetries in program
timing, effectively distinguishing between fast- and slow-programming regions. In contrast, other
configurations either produced redundant information or failed to capture meaningful spatial vari-
ation. Such spatial programmability is characteristic of MirrorBit™ technology and is absent in
conventional floating-gate or split-gate flash devices, where program latency is spatially random
and uncorrelated.

Additionally, experiments on data remanence demonstrated that previously sanitized Mirror-
Bit™ sectors exhibit partial data recovery when subjected to thermal baking. Notably, data rem-
nants could be recovered from both cycled and non-cycled sectors, with bit-level image recon-
struction accuracy improving as a function of bake duration and prior program/erase cycling. The
highest observed recovery accuracy reached 79.24%, with an optimal partial erase delay (t9) of
75 ms. Furthermore, partial program operations were also shown to allow recovery, albeit with
lower accuracy, peaking at a partial program delay (tg) of 40 us. The repeatability of recovered im-
ages across baking trials indicates the likelihood of permanent structural changes within the device
induced by thermal exposure.

Importantly, such recoverability was consistently observed only in MirrorBit™ NOR flash,
with no corresponding data retrieval from floating-gate-type devices under identical experimental
conditions (bake at 150°C for one hour). These findings underscore the architectural regularity

and physical programmability of MirrorBit™ memory and highlight potential vulnerabilities to
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data remanence, while also laying the groundwork for future studies in array-level characterization

and adaptive memory system design.

6.2 Future Works

This work has been exclusively demonstrated on MirrorBit™ NOR flash memory. Given its
unique charge-trap storage mechanism and spatial programming asymmetry, a natural extension
would be to investigate whether similar behavior can be observed in other charge-trap memory
technologies which are mentioned in Table 2.1. Future studies can explore data remanence and
program-time asymmetries in alternative CT-based embedded flash memories such as SONOS,
MONOS, or nanocrystal-based devices, to assess the generality of the structural inference and
partial recovery techniques presented in this study.

While floating-gate NAND flash is known to exhibit data remanence effects, FG NOR flash
did not demonstrate recoverable data under the experimental bake conditions employed here. A
potential direction for future work involves systematically evaluating the bake temperature, dura-
tion, and cycling conditions to determine whether any residual data retention characteristics can be
exploited in FG NOR devices.

Furthermore, partial program-based recovery showed reduced accuracy compared to partial
erase-based recovery. To improve the efficacy of partial programming as a side-channel for data
recovery, future work could focus on fine-tuning the partial program delay (¢,%) in an adaptive
manner. Specifically, incorporating knowledge of the nominal program time of individual words
into the selection of dynamic ¢,* values for each words could enhance image reconstruction accu-
racy. Such adaptive techniques may enable more precise targeting of partially programmed states
and provide further insight into the temporal characteristics of the programming operation.

This work can also be extended to the field of digital forensics, particularly in the context
of autonomous driving systems, where NOR flash memory is commonly used to store critical
information such as program code, system logs, sensor data, and calibration parameters. In the

event of a vehicle malfunction or crash, recovering data from NOR flash can be vital for post-
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incident analysis and determining root causes. The data recovery technique demonstrated in this
research shows that even after logical erasure, remnants of data may persist due to the non-volatile
nature of NOR flash and its charge-trapping mechanism.

Given that automotive systems are often exposed to elevated temperatures during operation,
similar to the thermal stress used in the baking experiments, there is a reasonable assumption
that such conditions could preserve charge states in a way that enables partial or full recovery of
erased data. This insight opens up the possibility of applying controlled data recovery methods as
a forensic tool, helping investigators extract meaningful information from devices presumed to be
sanitized. Consequently, the methodology developed in this thesis could serve as a valuable asset
for crash analysis, debugging safety-critical failures, or validating the software state of autonomous

platforms post-incident.
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