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ABSTRACT 
 
 
 

IMPROVING TEST CASE DIVERSITY FOR FUNCTIONAL TESTING IN COMPUTER 

VISION-BASED SYSTEMS 

 

 Artificial Intelligence (AI) can serve as a powerful tool to enhance software testing 

within the Software Development Life Cycle (SDLC). By leveraging AI-driven testing, Quality 

Assurance Engineers (QAEs) can automate both simple and complex tasks, improving overall 

task accuracy and significantly accelerating the testing process. Traditionally, software testing is 

performed either manually or through automation. Manual testing, however, can be time-

consuming and tedious, as QAEs must thoroughly review user stories with complex 

requirements, then translate them into comprehensive test cases. The challenge lies in ensuring 

that no critical steps are missed and that a sufficient number of test cases are created to fully 

meet all the requirements of the user story.   

Automation testing takes a different approach to that of manual testing. It involves 

creating scripts that can be applied to various types of software testing. However, building these 

scripts requires an experienced QAE who can translate test cases into programming classes, each 

containing multiple functions that cover the steps of the test case. Coding plays a crucial role in 

developing automation scripts that require updating, as well. This can lead to additional time and 

costs, making it essential to have the right resources to ensure a smooth deployment and maintain 

customer satisfaction. While both manual and automation testing are necessary tools for testing 

new software, they often demand more resources than smaller or even larger QAE teams can 

easily allocate.  
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With advancements in AI, we can integrate computer vision (CV), a subfield of AI, to 

enhance automation testing by enabling navigation through websites in both mobile and desktop 

views. CV can be used to extract key information from applications, which is then utilized to 

automatically generate test cases. To further refine and complete the test case descriptions, a 

Large Language Model (LLM) is employed, providing more detailed and accurate 

documentation.    

 In this dissertation, we introduce a novel concept designed to assist stakeholders across 

the SDLC during the testing phase. Additionally, we aim to evaluate the effectiveness of our 

approach by addressing key research questions that will guide us in determining whether using 

CV and LLMs to generate test cases offers broader test coverage and requires less maintenance 

compared to traditional manual and automated testing methods.  

 The system is built on a supervised learning approach, utilizing 2000 labeled images from 

websites and mobile applications which combine represent 26 classes of UI components. These 

images were trained using two different CV algorithms: YOLOv8 and Detectron2, with a 

recommendation to explore AWS Rekognition in future research. To enhance the system’s 

adaptability, robustness, and efficiency, we applied the Predictive Selection with Secondary 

engines pattern to further optimize its design. 

 The detection results are leveraged to generate test cases, with ChatGPT, an LLM, 

assisting in the creation of detailed descriptions for each test case. The performance of YOLOv8 

is evaluated using metrics such as mAP, precision, F1-score, and others across various YOLOv8 

models trained for 100 epochs. Similarly, results for Detectron2 are evaluated over 20 epochs 

using two different models: R101 (RetinaNet) and X101-FPN (Faster R-CNN).  
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 ChatGPT successfully generated comprehensive test case descriptions, and various 

evaluation techniques, such as A/B testing, were implemented to analyze the quality of the 

generated text. Once the test cases were created, they were compared to both manually and 

automatically generated test cases to determine which areas of functional testing were covered. 

 The primary goal of this research is to provide QAEs with an additional tool or approach 

(that is, a process) to enhance their software testing efforts, ultimately improving testing 

efficiency and coverage.  
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PREFACE 

 

 

 
From a young age, I developed a strong interest in technology, especially anything related 

to computers. Although I wasn’t initially sure which specific area of information technology I 

would pursue, I always knew that working with computers would be a central part of my future. 

My vision became clearer in high school, where I was constantly surrounded by computers and 

finally had the opportunity to explore and engage with them more deeply.  

My journey began in earnest during my freshman year at Northwest Vista College, where 

I took my first programming class and was introduced to Java. Although I initially struggled to 

grasp the concepts, this class ultimately guided me toward the field I would pursue. After 

completing my associate degree, I transferred to Texas State University to further my studies in 

information technology. There, I enrolled in a diverse set of IT courses, including Systems 

Analysis and Design, Database Management, Java, Mobile Development, and others. I also 

joined the Association of Information Technology Professionals (AITP), now known as the 

Information Technology Students of America (ITSA), where I had the chance to compete in IT 

challenges with universities across the country. This experience solidified my passion for IT and 

confirmed that I was on the right path.  

After graduating from Texas State University in 2004, I began my career as a software 

developer at General Motors (GM) in Austin, Texas. At GM, I gained valuable experience with 

their technologies and applied much of what I had learned in my studies. This role also provided 

my first exposure to software testing, and I quickly developed a passion for it. My work involved 

reviewing business requirements and translating them into user stories and test cases, which I 
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then automated using Selenium (a tool for automating web browsers) with Java. I found great 

satisfaction in building and maintaining these automation scripts.  

With GM’s support, I pursued a master’s degree in software engineering at Penn State. 

Balancing full-time work with online classes, I studied topics such as software construction, 

software architecture, systems design, project management, and software testing. My experiences 

at GM enriched my coursework, and in turn, my studies helped me bring new skills back into my 

role. After earning my degree, I continued at GM but kept my ultimate goal of obtaining a PhD 

in mind. Recognizing that an in-person program wouldn’t be feasible, I enrolled in a second 

master’s program in Systems Engineering at Johns Hopkins University in 2018, gaining a solid 

foundation through two key courses.  

In 2019, I transitioned to a role as a Senior Quality Assurance Engineer (QAE) at Dun & 

Bradstreet, with the goal of broadening my skill set and continuing my educational journey 

toward a PhD. Dun & Bradstreet generously supported this pursuit both financially and through 

their encouragement. I am confident that my combined professional experiences and continued 

education will enable me to create impactful tools that can drive efficiency in the software 

development industry and beyond. 
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CHAPTER 1- INTRODUCTION AND RESEARCH MOTIVATIONS 

 

 

1.1 BACKGROUND AND CONTEXT 

 

 
As a dedicated Quality Assurance Engineer (QAE), my foremost commitment lies in 

continuously seeking innovative methods to meticulously validate the functionality of software 

systems. My objective extends beyond mere validation: I aim to elevate the performance of these 

systems and enhance the holistic user experience (UX). The pursuit of excellence in software 

quality assurance involves an ongoing journey of exploration and adaptation to ensure that the 

end product not only meets but exceeds user expectations.  

 

In the past decades, who could have fathomed the notion that vehicles could 

autonomously ferry us from one destination to another, devoid of a human driver [1]? Who could 

have imagined the convenience of ordering anything with a mere tap on your smartphone and 

having it delivered within minutes [2]? Who could have fathomed the unsettling reality that a 

simple link texted to you could lead to a cyber intrusion, exposing all your personal information 

on the dark web [3]? Who could have envisioned that computers would enable doctors to offer 

more precise, efficient, and enhanced treatment options for their patients simply by analyzing 

images [4]? It is abundantly clear that many of us never anticipated such possibilities. 

Nevertheless, this brave new world has become a reality, thanks to the extensive research 

undertaken over the past few decades. Indeed, the seamless connection and data exchange among 

myriad devices and systems through the Internet and other communication networks have birthed 

what we now know as the Internet of Things (IoT) [5]. But the story doesn’t end there. 
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 Considering the rapid advancements in Artificial Intelligence (AI), an increasing number 

of companies are now integrating this cutting-edge technology into their products and services. 

Notably, the automotive industry has harnessed the power of Computer Vision (CV), a 

formidable facet of AI, to enable the development of driverless cars. CV, when applied to 

vehicles, empowers them to recognize pedestrians, decipher road signs, navigate obstacles, and 

interact with other vehicles seamlessly [1]. Additionally, AI has revolutionized our daily lives, 

enabling us to order food effortlessly through the assistance of Virtual Assistants (VAs) such as 

Alexa. This feat is made possible through the marvels of Natural Language Processing (NLP), 

Large Language Models (LLMs), and Convolutional Neural Networks (CNNs) [1]. In fact, the 

realm of medical imaging has witnessed a remarkable influx of AI-powered applications, with 

notable successes in diagnosing intricate neurological conditions such as amyotrophic lateral 

sclerosis (ALS). These advancements not only aid physicians in making more accurate diagnoses 

but also play a pivotal role in devising comprehensive long-term care plans for patients. Beyond 

ALS, AI demonstrates its prowess in recognizing complex patterns across various domains of 

medicine, including cardiovascular conditions, neurological abnormalities, cancer screening, and 

a myriad of others. Leveraging the wealth of imaging data at its disposal, AI emerges as a 

transformative force in the healthcare landscape, offering unparalleled capabilities in identifying 

and understanding these multifaced medical conditions.  As a pivotal field within the AI domain, 

NLP translates our Natural Language (NL) or written/spoken words into a format that VAs can 

comprehend, facilitating effortless communication. Furthermore, Machine Learning (ML), a key 

component of AI, plays a crucial role in bolstering cybersecurity. By identifying patterns and 

anomalies, ML algorithms are adept at mitigating cyber threats, enhancing the security 
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infrastructure, and safeguarding our valuable information from falling into the clutches of 

malicious hackers on the dark web.  

 In the midst of these remarkable technological advancements, Software Testing (ST) 

stands as a critical approach that QAEs employ to ensure the reliability, security, and optimal 

performance of software solutions. This, in turn, translates into time savings, cost-effectiveness, 

and enhanced customer satisfaction. The core purpose of ST is to unearth errors, inconsistencies, 

and unmet requirements in contrast to the established specifications [6]. However, it’s important 

to acknowledge that ST is no straightforward endeavor. Successful QAEs must possess a range 

of specific skills, including proficiency in documentation creation, test preparation, 

understanding of the testing process, adeptness in composing defect reports, adherence to sign-

off procedures, sharp analytical and logical reasoning, proficiency in business mapping, test 

automation, familiarity with agile methodologies, comprehension of programming languages, 

and more [7]. During this massive and rapid integration of AI within the software industry, it 

becomes increasingly crucial for QAEs to persistently foster innovation, conceiving and 

developing cutting-edge tools to elevate their prowess during the Software Testing Life Cycle 

(STLC). The evolving landscape necessitates that QAEs acquire the proficiency not only to test 

AI-driven tools but also to harness AI itself for testing conventional software systems. Within 

this transformative paradigm, test cases emerge as a cornerstone, being pivotal in assessing 

diverse testing scenarios. Test cases, traditionally a cornerstone of ST, emerge as a linchpin in 

these evolving testing scenarios. Our overarching objective lies in harnessing AI to assess user 

interface (UI) applications, thereby streamlining the laborious process of manually generating 

test cases. Rather than laboring over the creation of these cases, we are committed to exploring 
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the efficacy of various CV algorithms in automating the generation of test cases, a pursuit that 

holds the potential to significantly reduce testing time and enhance the overall testing process. 

 Recently, AI has become an integral part of the software development landscape. 

Software Developers (SDs) now harness AI to automate laborious and repetitive tasks such as 

code reviews, testing, and debugging. This not only reduces the time SDs spend on these routine 

activities but also empowers them to channel their efforts toward more substantial and 

meaningful work. 

 The primary objective of this dissertation is to design a system and investigate the 

implications of incorporating CV in the generation of functional test cases. This innovative 

approach offers QAE an alternative method for creating test cases, diverging from the 

conventional manual and automated (e.g., Selenium) approaches. Functional test cases play a 

pivotal role in evaluating whether client expectations have been met or not.  

With the advent of AI tools like ChatGPT [8] and GitHub Copilot [9], it is evident that SDs 

are transitioning from traditional software development to the validation of code generated by 

AI-powered tools. Consequently, it is opportune to leverage these AI advancements to explore 

innovative avenues for not only code generation but also the validation of AI-generated code 

from a functional perspective. We hold a strong conviction that this pioneering methodology will 

prove highly beneficial in the validation process, particularly when integrated into a Continuous 

Integration/ Continuous Delivery (CI/CD) pipeline. Regardless of the origin of the code, whether 

crafted by human developers of AI-driven chatbots, our methodology excels in the swift and 

efficient generation of functional test cases. Moreover, we embark on discerning exploration to 

ascertain the most efficient CV algorithms suitable for integration into the QAEs testing toolkit. 

By incorporating these advanced CV algorithms, we aim to empower QAEs to conduct their 
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testing endeavors with heightened accuracy and effectiveness. This not only streamlines the 

testing process but also plays a pivotal role in the early detection and rectification of defects 

within the Software Development Life Cycle (SDLC), underscoring the value of our approach in 

ensuring software quality and reliability. 

 

1.2 PROBLEM STATEMENT 

 

 

A software system’s reliability hinges on rigorous testing procedures, as inadequate testing 

can result in unforeseen errors that can tarnish a company’s reputation. While we often expect 

software to seamlessly deliver as intended, the reality can diverge significantly. This is illustrated 

by the infamous TSB Bank incident in April 2018 when millions of customers were abruptly 

locked out of their accounts following a software system upgrade, sparking a widespread 

banking outage. The incident underscored the critical importance of meticulous planning 

software releases. In response, the TSB Bank development team initiated a rollback to the 

previous system version to rectify the situation. Regrettably, this action exacerbated the issue, 

causing additional problems such as login difficulties and, alarmingly, instances of users 

accessing information from unrelated customer accounts [10]. In the year 2016, Nissan found 

itself compelled to issue a massive recall encompassing approximately 3.5 million vehicles, with 

nearly 3.2 million of them being located within the United States. This substantial recall was the 

revelation that the front-passenger airbags were malfunctioning during crash scenarios. The root 

cause of this critical defect was traced to a critical flaw in the airbag’s sensing system, which, 

regrettably, failed to accurately detect the presence of a passenger seated within the vehicle. This 

oversight represented a glaring safety concern, as the airbags, crucial for passenger protection, 

were rendered ineffective due to this erroneous sensor detection issue [11]. In 2018, the Wales 
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National Health Service was rocked by a pervasive computer system failure, precipitating a 

series of grave challenges in accessing critical patient information. Across multiple hospitals and 

healthcare facilities, medical practitioners found themselves impeded in their ability to retrieve 

vital patient records, including essential data such as X-ray results and bloodwork reports. 

Additionally, the system grappled with functionality issues concerning appointment scheduling, 

compounding the operational challenges faced by healthcare providers. The distressing incident 

underscored the vital role that robust and resilient information systems play in maintaining the 

efficacy of healthcare services and the paramount importance of system reliability in the 

healthcare sector [12]. These incidents serve as compelling illustrations of the critical 

significance of conducting thorough testing prior to the deployment of any software system. A 

study by tricentis.com conducted in 2016 sheds light on the staggering economic toll exacted by 

software failures. According to their findings, software glitches exacted a colossal price, 

resulting in a loss of a staggering USD $1.1 trillion in assets. The ramifications of these software 

failures rippled across 363 companies, adversely impacting the experience of over 4.4 billion 

customers. This data underscores the far-reaching consequences of insufficient testing and 

emphasizes the imperative of robust quality assurance practices in safeguarding both businesses 

and end-users from the adverse effects of software malfunction [13].  

 Employing comprehensive end-to-end testing represents a proactive strategy that would 

likely have prevented the above examples. A pivotal aspect in the realm of software quality is the 

robustness of testing across all critical facets of the systems. To mitigate defects and fortify 

software reliability, a diverse array of testing approaches should be thoughtfully integrated into 

the development process. These encompass various categories, including acceptance testing, 

integration testing, unit testing, functional testing, performance testing, stress testing, usability 
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testing, regression testing, and a host of others (these and more will be addressed in section 

2.2.2). Collectively, these testing methodologies form a multi-layered defense, helping to identify 

and rectify potential issues at every stage of software development, ultimately contributing to the 

enhancement of software quality and the delivery of superior end-user experiences.  

Test cases frequently do not receive the due diligence they merit, potentially resulting in 

adverse economic repercussions [14]. Test cases stand as an indispensable element within the 

SDLC, significantly contributing to defect reduction. By establishing a structured and 

reproducible method for testing, test cases play a pivotal role in ensuring that software undergoes 

thorough scrutiny, systematically identifying and addressing potential issues. Let’s begin by 

delving into the fundamental concept of a test case. In essence, a test case serves as a 

meticulously crafted set of instructions that QAEs must meticulously follow to assess the 

functionality of a system. These instructions, often delineated as distinct steps, are intrinsically 

linked to their respective expected outcomes [7]. This expected behavior serves as a yardstick, 

outlining how the system should perform following the successful execution of each step [6]. In 

instances where the observed outcome diverges from the anticipated behavior, it flags a 

discrepancy, an anomaly well-known in the realm of ST as a “defect” or “bug.” [6]. This 

meticulous process of verification forms the cornerstone of ensuring the integrity and reliability 

of software systems.  

Amid the rapid advancements in AI, our primary objective is to delve into the realm of 

CV algorithms, leveraging them to generate test cases that comprehensively address various 

scenarios crucial for black-box testing. Our initiative extends beyond mere test case generation; 

it encompasses an in-depth analysis of the myriads of test cases produced by this CV-based 

approach. Our aim is to ensure that these test cases exhibit a diverse range, effectively covering a 
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broad spectrum of software functionalities. Our exploration extends to methods for avoiding 

overfitting and diligently identifying any latent gaps in test coverage. In essence, our mission is 

to harness the power of AI to fortify and enhance the quality of testing protocols. 

 

1.3 PURPOSE OF THE STUDY 

 

 

As is customary, software systems are conventionally subjected to manual and automated 

testing procedures. However, the principal objective of our study transcends the conventional; 

we aim to provide QAEs with an invaluable resource and guide regarding the selection and 

utilization of CV algorithms during their testing endeavors. This objective, if met, not only 

accelerates the breadth of their testing coverage but also serves as an effective means of 

identifying any latent gaps that may have eluded detection during manual or automated testing 

processes, such as those facilitated by tools like Selenium. 

 Furthermore, it’s worth noting that our approach holds remarkable applicability even in 

the early stages of SDLC. For instance, in the design phase of a web application, SDs often 

create mockups to visualize the anticipated appearance of web pages, offering recommendations 

for alterations in layout, color schemes, images, and styling. By leveraging the CV algorithms 

explored in our research, SDs can employ this technology to scan these mockups, discern the 

types of components they identify, and detect any aspects or pathways overlooked during the 

design phase. Armed with this insightful information, both SDs and QAEs can proactively 

prepare for the testing phase, preemptively identifying and addressing latent bugs that might 

otherwise evade detection within the software system. 
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1.4 THEORETICAL FRAMEWORK 

 

 
Our conceptual framework originates from a dedication to alleviating the repetitive testing 

burdens frequently faced by STs, particularly in activities like regression testing. Our proposed 

solution revolves around the development of a system designed to streamline the generation of 

test cases, employing a supervised ML approach focused on the detection of UI components 

within a website or mobile interface. To create our training data set, we intend to employ a 

labeling tool diligently categorizing diverse types of UI components. These encompass input 

controls such as checkboxes, navigational elements like pagination, informational components 

like notifications, and containers like accordions [15]. Once an ample amount of clean and well-

organized training data is gathered, we will leverage popular algorithms that incorporate CNNs, 

notably the “You Only Look Once (YOLO)” [16]  and the “Fast R-CNN” [17]. To heighten the 

system’s ability to recognize UI component images accurately, we will fine-tune the neural 

network weights at intervals, enhancing the system’s precision.  

Our strategy for constructing the UI component detection model entails starting with a data 

set comprising a minimum of 2000 labeled images. This approach ensures data quality and 

organization as we proceed with model development during the validation phase, we will 

rigorously assess the model’s performance. Should the need for improved accuracy arise, we will 

expand the dataset and initiate retraining to iteratively enhance the model’s capabilities.  

Our overarching objective is to comprehensively explore the various CV algorithms at our 

disposal for UI component detection. We aim to leverage these insights to facilitate the 

automated generation of test cases for functional testing. In doing so, we aspire to unearth 

previously unnoticed paths within the software system. Furthermore, we intend to offer valuable 

recommendations to QAEs regarding the most suitable CV algorithms that can significantly 



 

 

10 

augment their toolkit and enhance the efficacy of their software testing activities. We will also 

offer the training data and documentation to anyone interested in testing our framework with 

their UI system.  

 

1.5 RESEARCH OBJECTIVES 

 

 
Our research objectives will encompass vital facets relevant to QAEs in their testing 

pursuits. Through these objectives, we aim to gain insights into how our framework performs 

across a spectrum of diverse scenarios and conditions. 

 

• Develop a comprehensive test case selection framework: create a systematic framework 

for the selection of test cases in CV-based systems that ensures diversity in scenarios, 

data, and environmental conditions. 

• Enhance test case generation techniques: improve existing methods for generating test 

cases to encompass a wider range of real-world situations, such as varying lighting 

conditions, object placements, and camera perspectives. 

• Evaluate the impact of diverse test cases: assess the effectiveness of diverse test cases in 

detecting and addressing functional issues in CV-based systems by conducting extensive 

testing and analysis. 

• Optimize test case prioritization strategies: develop strategies for prioritizing test cases 

based on their significance in uncovering system vulnerabilities, focusing on those that 

are most likely to reveal critical flaws. 
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• Benchmark and compare testing approaches: compare the performance of the proposed 

test case diversity improvement methods against existing testing approaches in terms of 

effectiveness, efficiency, and coverage.  

• Recommend best practices and guidelines: provide practical recommendations and 

guidelines for practitioners and researchers in the field of CV-based system testing to 

enhance test case diversity and improve system reliability. 

• Create a repository of diverse test cases: establish a repository of diverse test cases, 

datasets, and scenarios that can be used by the computer science community to 

benchmark and evaluate CV-based systems. 

• Contribute to knowledge advancement: contribute to the advancement of knowledge in 

the field of CV by identifying new challenges, methodologies, and insights related to test 

case diversity in functional testing. 

• Demonstrate real-world applicability: illustrate the practical application of improved test 

case diversity by testing and validating CV-based systems in real-world scenarios and 

applications. 

• Promote industry adoption: promote the adoption of diverse test case selection and 

generation methods within the CV industry. 

 

1.6 RESEARCH QUESTIONS 

 

 
These research questions will serve as our guideline throughout this study, enabling us to 

gain a deeper understanding of the substantial impact that CV can have on the process of 

generating functional test cases. Our request to answer these questions will benefit QAEs and 

anyone interested in implementing this framework within their SDLC. 
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Hypothesis 1: Test case diversity enhances fault detection in CV software testing. 

 

RQ1. To what extent does increasing the diversity of test cases improve the ability to detect 

faults and defects in CV-based software systems? 

RQ2. Are certain types of faults more effectively detected through diverse test cases in the 

context of CV software testing? 

RQ3. How does the diversity of test cases impact the false positive and false negative rates in 

fault detection for CV applications? 

 

Hypothesis 2: Various test case generation techniques impact test case diversity in CV 

testing. 

 

RQ4. Which test case generation techniques are most effective in promoting test case diversity 

when applied to CV-based software testing? 

RQ5. How do the parameters and settings of test case generation tools affect the diversity of test 

cases produced for CV applications? 

RQ6. Can combining multiple test case generation techniques lead to a more diverse and 

comprehensive test suite for CV software? 

 

Hypothesis 3: Real-world variability influences test case diversity in CV testing. 

 

RQ7. How does the inclusion of real-world variations, such as lighting changes, background 

variations, and perspective shifts, impact the diversity of generated test cases for CV systems? 
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RQ8. What strategies can be employed to systematically account for and incorporate real-world 

variability in test case generation for CV applications? 

RQ9. Does the introduction of real-world variability in test cases better reflect the robustness and 

adaptability of CV software to practical scenarios? 

 

Hypothesis 4: Domain expertise enhances test case diversity in specific applications of 

CV. 

 

RQ10. How do domain-specific knowledge and expertise contribute to the selection and 

prioritization of diverse test cases in specialized CV applications (e.g., medical imaging, and 

autonomous vehicles)? 

RQ11. Can collaboration with domain experts lead to a more relevant and diverse set of test 

cases for software systems in specific domains? 

RQ12. What are the key factors influencing the effective integration of domain expertise into the 

test case diversity enhancement process? 

 

Hypothesis 5: Transfer learning can improve test case diversity across CV tasks and 

domains. 

 

RQ13. To what extent can transfer learning techniques be leveraged to enhance the diversity of 

test cases across different CV tasks and domains? 

RQ14. Are there specific architectural or methodological considerations when applying transfer 

learning to improve test case diversity in CV software testing? 
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RQ15. How does the transfer of knowledge from one domain to another affect the adaptability 

and diversity of test cases? 

 

1.7 DISSERTATION STRUCTURE 

 

 

The dissertation is structured across eight chapters, each of which provides a 

comprehensive exploration of the system we aim to build and analyze. This system is designed to 

assist QAEs, and anyone interested in delving into the realm of generating functional test cases 

through CV algorithms. These chapters offer an in-depth understanding of the research, its 

objectives, methodology, results, and implications, serving as a valuable resource for those eager 

to explore this innovative approach to software testing.  

The dissertation is structured into the following chapters: Chapter 2 provides a 

comprehensive overview of fundamental software testing concepts, highlighting the role of both 

manual and automated testing methods in supporting the SDLC and STLC. Chapter 3 explores 

recent advancements in CV algorithms and their applications in ST, emphasizing the importance 

of generating diverse test cases to enhance the effectiveness of the STLC. Chapter 4 presents the 

integration of AI as the foundation of this research, detailing the research design and the impact 

of meta-algorithms on the system. It also covers data collection, the test generation framework, 

and the evaluation of different CV models used for UI components detection. Furthermore, this 

chapter discusses the role of LLM in enriching functional test cases with additional details. 

Chapter 5 examines proactive measures and strategies for leveraging CV to detect and mitigate 

UI faults, ensuring more robust UI validation. Finally, Chapter 6 concludes the dissertation by 

summarizing key finding, providing recommendations, and outlining future research directions 

in the application of CV for ST. 
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2 CHAPTER 2 – OVERVIEW OF SOFTWARE TESTING 

 

 

2.1 HISTORY OF SOFTWARE TESTING  

 

 
In the early 1950s, computer scientist Tom Kilburn made a significant mark in the history 

of software development. On June 21, 1948, at the University of Manchester in England, he 

authored the first piece of software with the aim of testing a stored-program computer. This 

pioneering effort was conducted on a small-scale experimental machine affectionately known as 

“the baby.” That same year, mathematician and computer pioneer Alan Turing introduced the 

Turing test, marking the initial foray into the theory and development of AI.  

The year 1957 saw the inception of debugging as a component of QAE testing activities. 

Charles L. Baker further distinguished program testing from debugging in his book, “Digital 

Computer Programming,” published by Dan McCracken, making a crucial contribution to the 

integration of software testing into the SDLC. In 1958, Gerald M. Weinberg took a pioneering 

step by assembling a team exclusively dedicated to testing. The first formal introduction to ST 

was published in 1961 in the book “Computer Programming Fundamentals” by Gerald & 

Herbert Leeds. The period from 1968 to 1986 witnessed significant developments, with the 

North Atlantic Treaty Organization (NATO) mentioning software testing in their reports. The 

renowned Waterfall model was presented by Winston Royce in the paper “Managing the 

Development of Large Software Systems.” This era also witnessed the introduction of the Cause-

Effect Graphing-based technique and functional testing. Additionally, IEEE published the first 

standard for software test documentation, while AutoTester released the first auto-testing tool. 

From 1988 to 2004, software testing experienced a qualitative leap forward, leading to the 

evolution of methodologies and the introduction of powerful tools for managing the testing 
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process. Notably, the automation tool Selenium emerged in 2004, followed by the release of 

SoapUI a year later.  

The journey from Tom Kilburn’s groundbreaking code to the utilization of automation 

tools like Selenium underscores the remarkable progress in ST. Today, QAEs have a plethora of 

testing checks at their disposal, tailored to the specific testing scenarios they wish to explore. AI 

has taken a pivotal role in enhancing testing techniques based on end-user behavior. Tools such 

as ChatGPT are harnessed as valuable resources for QAEs. This dynamic landscape motivates us 

to further explore and develop innovative testing approaches, such as CV, to facilitate the 

generation of test cases. By incorporating CV into their testing cycles, QAEs can enhance their 

effectiveness and adapt to the evolving landscape of ST. 

 

2.2 FUNDAMENTAL CONCEPTS OF SOFTWARE TESTING 

 

 

Before delving into the foundational principles of ST, it is valuable to explore the origins 

of the term ST. The word “software” is believed to have first surfaced in the 1950s, notably in 

the work of statistician John W. Tukey. He introduced the term “Software” within the context of 

computing in his publication “The Teaching of Concrete Mathematics.” It’s worth noting that 

Paul Niquette and Richard R. Carhart also used the term “Software” to distinguish computer 

programs from the hardware they run on, making a significant shift in the language of computing 

[18]. 

On the other hand, the word “test” finds its etymological roots in the Latin term “testum,” 

which refers to a small earthen pot. In antiquity, metal mixtures were assessed by melting them 

in special earthen pots to determine whether any purified metal remained. The significance of 

software quality gained recognition in his book “Quality Control Handbook.” However, it was 
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Glenford J Myers’ 1979 publication, “The Art of Software Testing,” that significantly contributed 

to the clear distinction and terminology of ST. In sum, this exploration of the origins of the term 

ST illuminates its evolution and the pivotal role it plays in the world of computing and Quality 

Assurance (QA). 

 

2.2.1 OBJECTIVES OF SOFTWARE TESTING 

 

 
In life, as in any endeavor, objectives are essential. They serve as guiding beacons, 

helping us define our goals, identify conflicting activities, make informed decisions, and ensure 

accountability. Without clear objectives, our vision becomes blurred, and our goals seem 

insurmountable. The same principle holds true in the realm of ST. Objectives are the linchpin in 

our pursuit of ensuring systems meet quality requirements and surpass user expectations.  

Stakeholders involved in the SDLC include SDs, QAEs, project managers, and 

customers. Each of these stakeholders plays a crucial role in the process. A stakeholder, as 

defined, is an individual or organization capable of influencing a system’s behavior or being 

impacted by it [19]. Stakeholders set various objectives, including: 

• Ensuring that program system units’ function correctly in specific circumstances, 

with the idea extending to the overall system’s performance once integrated. 

QAEs aim to verify that the system operates as expected [20]. 

• Conducting additional tests when the system underperforms to pinpoint faults at 

the unit or system level. QAEs play an active role in making the system fail 

during this phase [21]. 

• Reducing the risk of system failure is a shared objective among all involved. As 

systems grow in complexity, faults may surface, leading to potential failures. The 
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ongoing discovery and rectification of these faults through testing help mitigate 

the risk of system failure [22].  

• Contemplating the cost of testing, which encompasses documentation, design, 

maintenance, and the creation and execution of test cases. While reducing the 

number of test cases can lower testing costs, it is worth noting that minimizing 

test cases solely to cut costs may not be an optimal strategy. The overarching 

objective in testing is to produce low-risk software with a minimal number of test 

cases (by the way, automation can play a big role here, these and more will be 

addressed in section 2.3.2 & chapter 4) [23].  

In summary, ST objectives are the linchpin of ensuring that applications meet quality 

requirements and exceed user expectations. 

 

2.2.2 TYPES OF SOFTWARE TESTING 

 

 
The primary objective of QAEs is to identify and rectify errors during their meticulous 

testing activities. Achieving a state of error-free systems necessitates the application of precise 

software testing techniques [7]. Within the expansive realm of software testing, there exist 

various methodologies, with prominent examples being white box, black box, and grey box 

testing. These techniques can be employed individually or synergistically during the test 

execution phase. White box testing grants QAEs comprehensive knowledge of the application 

under scrutiny, providing access to source code and design documents. In contrast, black box 

testing remains indifferent to the internal workings or implementation details of the software, 

focusing solely on validating functionality according to specified specifications or requirements. 
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Bridging the gap between the two, grey box testing combines elements of both white and black 

box testing techniques [24][25]. 

It is worth noting that, for our research, we specifically focus on the black box testing 

technique (Future work will focus on white box testing will be addressed in Chapter 8). Our 

objective is to generate test cases utilizing multiple CV algorithms and scrutinize their efficacy in 

producing accurate results.  

Black box testing is further categorized into two parts, which are discussed below: 

Functional testing verifies that each function of the software application operates in conformance 

with the requirement specification. Different types of functional testing methods and techniques 

could be performed in various levels of testing fields [20][26]:  

 

Types of Functional Testing Description Objectives 

Unit testing This marks the initiation of 

functional testing at the 

foundational level. It 

commences with the 

examination of the smallest 

components of the system, 

referred to as units, wherein 

each unit undergoes meticulous 

scrutiny to ensure its proper 

operation. 

To isolate the written code 

for testing and ascertain its 

intended functionality. 
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Integration testing This testing approach assesses 

the integration of various 

modules within the system as a 

cohesive unit. 

To ensure the seamless 

functioning of integrated 

units as a cohesive whole. 

Interface testing This testing approach validates 

the correct communication 

between two distinct systems. 

To confirm the correct 

integration of two 

different systems. 

System testing This testing approach 

meticulously validates each 

component of the system, 

ensuring that they collectively 

operate as expected, forming a 

seamless and unified whole. 

To confirm that the system 

adheres to its 

specifications and fulfills 

any non-functional 

requirements. 

Regression testing This testing approach is 

employed following each 

system update or deployment. 

To verify that the system 

update has not introduced 

any new bugs. 

Smoke testing This testing approach is 

employed to ascertain the 

optimal functioning of the 

software. 

To identify 

straightforward yet 

impactful failures.  

Sanity testing This testing approach is 

employed for a rapid 

To verify the 

modifications made to a 
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assessment of the fundamental 

functionality of the system. 

particular subset of the 

system. 

Acceptance testing This testing approach assesses 

the extent to which a system 

aligns with end users’ 

expectations and approval.  

To actively involve end 

users in the testing 

process, collecting 

valuable feedback to 

convey to developers. 

 

 

Table 2.1: Types of functional testing and description 
 

 Non-functional testing holds equal significance to functional testing. Its application is 

crucial in guaranteeing a superior level of product quality, performance, and usability – 

ultimately contributing to heightened user satisfaction. Different types of non-functional testing 

are described in [27][26] and below:  

 

Types of Non-Functional 

Testing 

Description Objectives 

Performance Testing This testing approach assesses 

the system’s responsiveness 

and stability under specific 

workloads to evaluate its 

performance. 

To scrutinize speed, 

robustness, reliability, and 

application size. 
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Volume Testing This testing approach is 

exposed to a substantial 

volume of data. 

To evaluate the system 

performance, the volume 

of data in the database is 

systematically increased 

and analyzed. 

Scalability Testing This testing approach assesses 

the system’s performance 

across various workloads. 

To ascertain how the 

application scales with a 

growing workload. 

Usability Testing This testing approach 

concentrates on gathering 

insights, observations, and user 

anecdotes regarding their 

interactions with the system. 

To pinpoint usability 

issues, gather both 

qualitative and 

quantitative data, and 

gauge user satisfaction 

with the system. 

Load Testing This testing approach 

concentrates on assessing how 

the system performs under real-

life load conditions.  

To pinpoint issues such as 

system lag, slow page load 

times, or crashes when the 

system is accessed by 

varying levels of traffic. 

Stress Testing This testing approach gauges 

the system’s robustness by 

pushing it beyond the 

To identify and rectify 

system weaknesses, 

enhancing the overall 

resilience of the system. 
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boundaries of normal 

operation. 

Security Testing This testing approach ensures 

that the system is devoid of 

potential vulnerabilities, 

weaknesses, risks, or threats. 

To pinpoint vulnerabilities 

and potential threats 

within a system or 

application. 

Compliance Testing This testing approach is 

implemented to validate 

compliance with the company’s 

standards, policies, and 

philosophy for products or 

processes. 

To uncover potential risks, 

gaps, and weaknesses 

within a company’s 

compliance program. 

Portability Testing This testing approach involves 

evaluating the ease with which 

the software product can be 

transitioned from one 

environment to another. 

To ensure the system’s 

adaptability and seamless 

transition to various 

environments.  

Disaster Recover Testing This testing approach is to 

verify an organization’s ability 

to recover data and 

applications, ensuring 

continuity of operations 

To assess the alignment of 

the disaster recovery plan 

with both system and 

organizational 

requirements. 
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following a system 

interruption. 

 

Table 2.2: Types of non-functional testing and description 

 

 
 It is important to note that while these mentioned testing types are common, they don’t 

represent, an exhaustive list of the testing approaches available to QAEs during their STLC. 

Various testing types can be employed based on specific needs. For instance, Gorilla[28] testing 

is particularly useful during unit testing, allowing QAEs to efficiently test multiple units to 

quickly identify significant issues. Additionally, alpha and beta testing approaches come into 

play during acceptance testing, where alpha testing occurs within the organization (QA team) and 

beta testing involves testing in the user’s environment [29]. Penetration testing is another crucial 

approach used in security testing, simulating attacks to evaluate the system’s security [30].  

 The approach outlined here offers valuable assistance to QAEs and SDs in addressing 

various testing scenarios, with a particular emphasis on black box testing throughout their testing 

activities. The test case generated through the CV approach during the STLC finds applicability 

in a range of testing types. These include but are not limited to integration testing, interface 

testing, system testing, regression testing, smoke testing, sanity testing, and acceptance testing 

(these and more will be addressed in section 4.6 & section 5.4) 

 

2.2.3 SOFTWARE DEVELOPMENT LIFE CYCLE (SDLC) & SOFTWARE TESTING LIFE 
CYCLE (STLC) 

 

 

Amidst the continuous evolution of technology, particularly in software, stakeholders 

prioritize the efficient and cost-effective development of high-quality software. Achieving this 
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objective involves the implementation of methodologies such as the SDLC. The SDLC serves as 

a framework to maintain control, minimize project risk through planning, and ensure that the 

developed software aligns with customer expectations both during and after the SDLC phases. 

While the stages of the SDLC- planning, design, implementation, testing, deployment, and 

maintenance can be adapted based on project objectives, they offer a structured approach to 

comprehending the development process, task overview, completeness, and effectiveness.  

 

 

 

Figure 2.1: Stages of the Software Development Life Cycle (SDLC) 
Note: Adapted from reference [31] 
 
 

1. Planning 
 

In the initial “planning” stage, the focus lies on meticulously strategizing the 

development of the software or system as envisioned by stakeholders. This phase holds 

paramount importance, serving as the arena for comprehensive planning and requirements 

1 Planning

2 Design

3 Implementation4 Testing

5 Deploying

6 Maintenance
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analysis. Typically led by senior team members, often Business Analysts (BA) or Requirement 

Analysis (RA), this phase unfolds after extensive consultations to discern and comprehend the 

customer’s expectations for the system. The primary objectives of this stage include gaining a 

profound understanding of software requirements, delineating QA requirements, identifying 

potential risks, and formulating a feasibility report.  

 
2. Design 

 
 

During this stage, SDs and QAEs meticulously analyze the outlined requirements, 

engaging in thorough discussions to ascertain the optimal solution for software development. 

This phase involves contemplating the integration of existing modules, determining the most 

suitable technology to employ, and selecting appropriate development tools.  

 

3. Implementation 
 
 

In this phase, the SD team initiates the coding process by translating user stories into 

code and breaking down the requirements into manageable coding tasks assigned to individual 

team members. 

 
4. Testing 

 

In this phase, QAEs engage in brainstorming sessions to determine the testing strategies 

for the software system. Both manual and automation approaches are employed, and the creation 

of test cases begins. Often, teams conduct testing concurrently with the development phase, 

allowing for the early detection of bugs and issues in the development cycle. 
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5. Deploying 

 
 

In this phase, developers initiate the deployment of new code across various 

environments, including development, QA, staging, or Production. The use of separate 

environments ensures that customers can seamlessly continue using the software even during 

modifications or upgrades in lower environments. The deployment phase involves, copying, 

configuring the environment, and packaging the software that has been successfully tested in 

lower environments. This package of software is then promoted to the production environment, 

allowing customers to access the latest software functionality.  

 

6. Maintenance 
 

 
In this phase, individuals involved in the SDLC focus on addressing bugs, resolving 

customer issues, managing software bugs, resolving customer issues, and managing software 

changes. The development team is also responsible for monitoring overall system performance, 

ensuring security, and enhancing the user experience. This phase is dedicated to continuous 

improvement of the existing software system. 

 

It’s worth noting that various models of SDLC exist. One such model is the waterfall 

model, which organizes all phases sequentially, with each step dependent on the outcome of the 

previous phase. The design cascades from one phase to the next, akin to a waterfall. Another 

prominent model in software development is the agile model, which employs the same SDLC 

stages. However, in an agile approach, teams iterate rapidly through the phases, delivering small, 

incremental software changes in each cycle. The agile model is characterized by its iterative and 
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incremental nature, making it a notably more efficient [32]. The choice of utilizing a specific 

model, or a combination of both, is a decision left to each team during the planning stage of the 

SDLC. 

Another crucial cycle in the realm of software development is the STLC. Differing from 

the SDLC, the STLC focuses on tailoring tests to the gathered requirements and ensuring that 

features align with those requirements. Comprising six phases – requirements analysis, test 

planning, test case development, test environment setup, test execution, and test cycle closure – 

the STLC is designed to meticulously verify and validate the product against specified criteria 

[33]. Throughout the product development journey, certain phases of STLC may be iteratively 

executed multiple times until the product attains the desired level of readiness for release.  

 

 

 

Figure 2.2: Stages of the Software Testing Life Cycle (STLC) 
Note: Adapted from reference [34][35] 
 
 

1 Requirements 
Analysis

2 Test 
Planning

3 Test Case 
Development

4 Test 
Environment 

Setup

5 Test 
Execution

6 Test Cycle 
Closure
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1. Requirements Analysis 
 

In this phase, the QAE team meticulously examines the requirements with a testing-

oriented perspective to identify those that are testable. A crucial aspect involves engaging in 

detailed conversations with stakeholders to gain a comprehensive understanding of the 

requirements. Furthermore, this stage entails specifying the test environment details where the 

testing will be conducted, and, if necessary, conducting an analysis of the feasibility of 

automation. 

 

2. Test Planning 
 
 

In this phase, senior QAE managers convene with the QA team to strategize the test plan, 

considering cost estimates and resource allocation for the project. This involves a comprehensive 

review of test tool selection, estimation of test efforts, identification of training requirements, and 

planning for resources.  

 

3. Test Case Development 
 

 
In this phase, following the QAE review of the test plan, the team initiates the creation 

and validation of test cases and scripts. The process begins by identifying, creating, reviewing, 

and refining the test data, ensuring alignment with specified preconditions. Once the test cases 

are completed, a review session is conducted with another QAE and SD to ensure that all the 

steps within the test cases effectively cover the specified requirements. 

 

4. Test Environment Setup 
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In this phase, the team addresses the environment and hardware conditions, a critical 

aspect of the testing process. This discussion can run concurrently with the test case development 

phase. The development team is responsible for providing the testing environment (e.g., QA 

environment). In cases where needed, various devices, including mobile devices, are utilized for 

alpha or beta testing. 

5. Test Execution 
 
 

In this phase, the QAE team initiates the execution of test cases, and test scripts, and 

undertakes test script maintenance, along with bug reporting. In the event of reported bugs, close 

collaboration ensues between the QA team and developers to identify and resolve issues 

promptly, ensuring seamless progress in testing activities. Post-bug resolution, regression testing 

is conducted for comprehensive validation.  

6. Test Cycle Closure 
 

 

In this phase, the QAE lead collaborates with other team members to finalize test 

execution, encompassing activities like test completion, reporting, and result collection. The 

team convenes to review implemented testing activities, to analyze any challenges encountered, 

and to devise strategies to prevent them in the future. The overarching goal is to identify and 

eliminate process bottlenecks, enhancing efficiency for subsequent test cycles.   

 Following each stage of the STLC is crucial as it contributes to the overall quality and 

reliability of a system. By identifying and rectifying defects or errors in the code, the testing 

process empowers SDs to develop high-quality software that aligns with system requirements 

and fulfills users’ needs and expectations. 
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2.2.4 TEST PLAN 

 

 

Within the STLC, one of the pivotal responsibilities for QAEs is to strategize what to test, 

with a goal of creating a comprehensive test plan. This is an integral facet of the test 

management process. This document outlines the what, when, why, how, and who of the testing 

system, offering a panoramic view of the testing objectives. Crucially, the test plan guides 

strategic thinking, aiding in the formulation of an effective test strategy for a system project. 

While the test plan comprises eight phases, each playing a vital role in crafting a comprehensive 

plan, our research is particularly centered on the test deliverable phase. This phase becomes 

crucial as it is where the QAE teams present the pre-testing, during, and post-testing details of 

the project, and our CV approach results seamlessly integrate into this phase as valuable test 

deliverables [20][6]. 

 

Figure 2.3: Steps for the test plan based on IEEE 829 
Note: Adapted from reference [36] 

 

1. Analyze the 
product

2. Design Test 
Strategy

3. Define Test 
Objectives

4. Define Test 
Criteria

5. Resource Planning

6. Plan Test 
Environment

7. Schedule & 
Estimation

8. Determine Test 
Deliverables
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2.2.4.1 TEST CASES 

 

 
Test cases serve as essential instruments for QAEs, providing a systematic roadmap to 

follow. A precise and well-defined structure is imperative to guarantee that the software meets 

high standards of competitiveness, security, and functionality. Typically, a test case encompasses 

crucial components such as an ID, test case description, test steps, test data, expected result, 

actual result, and a pass/fail indicator. In the process of crafting test cases, it’s advantageous to 

incorporate specific variables or conditions. These serve as the basis for QAEs to compare 

expected and actual results, enabling them to ascertain whether the software or system aligns 

with the customer’s requirements[7].  

Crafting effective test cases involves adhering to best practices that prioritize simplicity 

and transparency. In essence, test cases should be clear, concise, and aligned with customer 

requirements, facilitating ease of use and operation [37]. QAEs should actively avoid repetition 

and assumptions about test coverage, diligently reviewing specifications to prevent any 

misunderstandings. The overarching objective is to create comprehensive test cases that 

thoroughly examine all software requirements, ensuring 100% coverage [38]. As an illustrative 

example, below is a standard format for login test cases. 

 

Test 

Case 

ID 

Test Case 

Description 

Test Steps Test Data Expected 

Results 

Actual 

Results 

Pass/Fail 

TU01 Check 

Customer 

Go to site 

http://demo.guru99.com 

Userid = 

guru99 

User 

should 

As 

Expected 

Pass 
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Login With 

valid Data 

Enter UserId Enter 

Password Click Submit 

Password 

= pass99 

Login into 

an 

application 

TU02 Check 

Customer 

Login with 

invalid 

Data 

Go to site 

http://demo.guru99.com 

Enter UserId Enter 

Password Click Submit 

Userid = 

guru99 

Password 

= class99 

User 

should not 

Login into 

an 

application 

As 

Expected 

Pass 

 

Table 2.3: Test cases example 
 

Creating test cases can be a laborious task for QAEs, involving a thorough review of all 

requirements and decision-making regarding the quantity and execution of test cases. An 

efficient and time-saving strategy for the long term is to automate this process through the use of 

automation tools like Selenium, Appium, Cucumber, and SoapUI, among others. These tools 

seamlessly integrate with popular programming languages such as Java and Python, offering an 

integrated, streamlined, and effective approach to testing [25] (these and more will be addressed 

in section 2.3.1). 

 In the rapidly advancing landscape of technology, harnessing the power of AI tools for 

the generation and execution of test cases has become imperative. LLMs like ChatGPT, Llama 

[39], or Gemini a massive multitask language understanding (MMLU) by google, stand out as a 

valuable asset, capable of swiftly generating multiple test cases based on user requirements. This 

not only reduces the time invested in manual test case creation but also opens avenues for 

various other applications. LLMs can extend their support to generating test code through NLP, 
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aiding the test script maintenance, providing assistance in code reviews, facilitating test data 

generation, contributing to test documentation, offering debugging support, and reviewing test 

results [40]. However, it's essential to note that, like any tool in the market, the use of LLMs or 

AI tools for test automation comes with its set of advantages and disadvantages [41].  

Some LLMs may generate test cases that are inaccurate or incomplete, given the inherent 

limitations of an AI model, which may not comprehensively cover the application’s functionality. 

Concerns such as model biases, integration complexity, potential intellectual property issues, and 

reliance on external services underscore the importance of human validation to ensure the quality 

of test cases and scripts. In our research, we aim to contribute to this field by creating a 

repository of test data. This resource will empower QA teams interested in leveraging a CV 

approach to detect UI components. Providing accessible test data serves as a valuable starting 

point for smaller QA teams to conduct swift testing on their applications independently. With 

their testing data, these teams can cultivate their models, eliminating the need for dependency on 

external services and tailoring the testing process to their specific needs.  

 

2.2.4.2 SOFTWARE DEFECTS 
 

In the realm of software, discerning the distinction between fault and failure is 

paramount, as it paves the way to identifying the root cause of an issue and devising an effective 

solution. A static flaw within the software is termed a software fault (e.g., the specified software 

is not functioning correctly) [20]. An erroneous internal state stemming from a fault is referred to 

as a software error (e.g., a human action resulting in an incorrect outcome during software 

execution) [20]. The deviation from external or specified behavior, conflicting with the 

requirements or other anticipated norms, is labeled a software failure (e.g., the software fails to 
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perform its intended function) [20]. Collectively, these three categories fall under the overarching 

umbrella of a software bug, defined as an unexpected problem arising in either software or 

hardware.  

When a QAE identifies a software bug within the system, a recommended approach is to 

initiate a ticket in a project management system like Jira. This ticket should encompass a 

succinct description of the bug, elucidating the specific problem at hand. Additionally, it should 

include comprehensive details on how to replicate the bug, offering examples or pertinent data to 

aid SDs in reproducing the issue. Enhancing the clarity and the utility of screenshots that 

substantiate the occurrence of the bug is advised. It is prudent to link the bug to the primary user 

story for reference. Metrics such as severity and priority are assigned to ascertain the order of 

bug resolution by SDs. Finally, the ticket should indicate its status, for instance, if it is ready for 

SD intervention, with the assigned SD’s name and a status like “In Progress.” A visual 

representation of the bug ticket format in Jira is provided below. 

 

 

 

 

 

 

 

 

 

Figure 2.4: Ticket in Jira  
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 It’s noteworthy that, in the integration of testing automation into software testing, QAEs 

can incorporate functionality to automatically generate a bug in Jira if the automation script 

encounters a failure due to the presence of a bug. This can be achieved through the utilization of 

libraries such as JiraHelper, RestAssured, and others [42] [43]. 

 

2.2.5 TEST SUITE 

 

 
A test suite serves as a compilation of multiple test cases designed for a specific testing 

scenario [44]. For instance, when testing a basic e-commerce application, various test cases such 

as logging in, navigating through the app, checkout, and logging out may constitute that test 

suite. Incorporating test cases into a test suite offers several advantages, facilitating the proper 

development and maintenance of standards-based products. In the realm of automation script 

creation, QAEs can organize test suites by establishing separate directories containing specific 

test cases related to a particular scenario. Alternatively, they can structure test suites within an 

XLM file that executes the automation scripts.  

It is worth noting that our proposed approach has the capability to generate test suites, as 

it can generate test cases tailored to specific testing scenarios.  

 

2.2.6 REPORTING 

 

 
 The test cycle closure stands out as a pivotal stage in the STLC since it marks the 

completion and documentation of all testing-related activities. the primary objective at this 

juncture is to ensure the fulfillment of all testing items and confirm the software system’s 

readiness for release. By the conclusion of the test closure stage, the QAE team should possess a 

comprehensive understanding of the software’s quality and reliability. Any defects or issues 
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identified during testing should have been addressed as described in [45]. Key activities during 

the test closure stage include: 

• Test summary report 

• Defect tracking 

• Test environment clean-up 

• Test closure report 

• Knowledge transfer 

• Feedback and improvements 

An effective practice involves disseminating all this information to the entire team, 

including any valuable lessons learned for future reference. Storing this information in project 

management software such as Jira and Confluence ensures accessibility and organized 

documentation. It is worth noting that the reporting information can be seamlessly integrated into 

automation scripts using libraries like extent reports [46]. 

 

2.3 TEST CASE GENERATION TECHNIQUES 

 

 

There are numerous test case generation techniques designed to enhance the quality of test 

cases, with many tailored for manual testing to streamline execution while expanding test 

coverage [25]. The application of these techniques aids QAEs in pinpointing critical test 

conditions essential for any software system that may be challenging to identify. Additionally, 

alongside manual testing, various software techniques and tools are available to facilitate the 

design of automation scripts for testing.  
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2.3.1 MANUAL AND AUTOMATION  

 

 
These represent some of the prevalent manual testing techniques that assist QAEs in 

crafting test cases [47][48].  

 

Manual Testing Techniques Description 

Boundary Value Analysis 

(BVA) 

This method is employed to assess boundaries delineating 

different partitions. It encompasses testing with maximum, 

minimum, within, and outside boundaries, as well as 

considering typical values and error values. For instance, if 

the acceptable input conditions range from 10 to 20, the 

boundary values would be 9, 10, 11, and 19, 20, 21. 

Equivalence Class Partitioning 

(ECP) 

This technique facilitates the categorization of a set of test 

conditions into partitions that should be treated equivalently. 

It involves segmenting the input domain of a software 

system into data classes, each requiring the design of 

specific test cases. Implementing this method ensures that a 

test conducted with a representative value from each class is 

equivalent to testing any other value within the same class. 

Decision Table Based Testing 

(DTBT) 

This technique is particularly useful for functions that react 

to a combination of inputs or events. For instance, when a 

user clicks the submit button, the loading bar should display 

100%. To tackle such scenarios, the QAE breaks down the 
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event into various tasks. Subsequently, a decision table is 

created, listing inputs in rows, rules in columns, and filling 

the table with diverse combinations of inputs. In the last row, 

the output against each input combination is noted. This 

method aids in uncovering conditions that might have been 

overlooked by the QAEs. 

State Transition/ State 

Transition Diagram/ State 

Transition Table 

This testing technique comes into play when changes in 

input conditions are introduced to the Application Under 

Test (AUT). The QAE carries out this action by inputting a 

sequence of various conditions, encompassing both positive 

and negative test values, to assess the system’s behavior, a 

process commonly apply during regression testing.  

Error Guessing This technique involves identifying potential errors in the 

code through informed guessing. Often rooted in the QAE’s 

experience, this method relies on their expertise to pinpoint 

potential issues within the software system. 

 

 

Table 2.4: Software Testing Techniques 
 

 Utilizing this software testing technique provides QAEs with a more structured approach 

to testing, leading to comprehensive test coverage and the development of a higher-quality 

software system. These techniques are instrumental in identifying complex scenarios, generating 

effective test data, and designing test cases that thoroughly evaluate the functionality of the entire 

software system.  
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 Numerous software testing techniques employed in manual test case creation can 

seamlessly transition into the development of automation scripts. For instance, the BVA 

technique, designed to test boundaries between two partitions, can be effectively applied when 

QAE is automating the testing of UI buttons or any other UI element. In this scenario, the QAE 

can create a script that clicks the button using its XPath, validating the first partition by verifying 

the URL page where the button is located. The second partition can be validated when QAE 

clicks the button, causing a new URL page to open. Another applicable software testing 

technique in automation script creation is the state transition technique. This is particularly useful 

when QAEs are building end-to-end scripts for deployment scenarios in the production 

environment, requiring regression testing. Similarly, the Error-Guessing technique, commonly 

used in manual test case creation, finds applications in automation scripts that automate the 

clicking of multiple buttons or input of random data to intentionally challenge the system and 

uncover potential errors. 

While manual testing involves the human-driven creation of test cases, automation relies 

on the use of software or systems to generate scripts. However, in the current landscape, there is 

a growing interest among researchers in harnessing the capabilities of AI as an additional layer in 

the test case creation process. In the upcoming chapter, we will delve into the latest literature, 

applications, LLMs (large language models), and machine-learning (ML)approaches that have 

become accessible to the public. These emerging technologies hold the potential to enhance the 

capabilities of QAEs in their software testing activities.  
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3 CHAPTER 3 – LITERATURE REVIEW 

 

 

3.1 COMPUTER VISION AND SOFTWARE TESTING 

 

  
 In the rapidly changing landscape of technology, adaptability stands out as a key factor 

for long-term utility of a technology. As John F. Kennedy once said, “Change is the law of life. 

And those who look only to the past or present are certain to miss the future.” The year 2023 has 

witnessed a surge in public interest surrounding chatbots and LLMs, exemplified by entities like 

ChatGPT and Bard [49]. Despite the significant strides made in LLMs, it is noteworthy that 

groundbreaking advancements have also taken place in the CV sector. Notably, the YOLO 

algorithm has emerged as a particularly intriguing development for object detection. Leveraging 

the capabilities of Deci AI, YOLO-NAS (Neural Architecture Search) represents a foundational 

model in object detection, designed meticulously to address limitations observed in previous 

YOLO models. Propelling object detection to precision and speed reminiscent of science fiction, 

this cutting-edge technology promises to elevate the accuracy of interpreting visuals captured by 

cameras and other sensors across diverse industries[50]. From oil and gas production to 

agriculture, medicine, and transportation, the innovation holds the potential to revolutionize 

automation, enhance quality control measures, and unlock novel applications through advanced 

pattern recognition. In the realm of CV, Meta, particularly in its AI department, is making 

significant strides. A noteworthy addition to their latest products is the Segment Anything Model 

(SAM), a game-changing AI model designed for image segmentation. With the capability to 

effortlessly isolate any object in an image with just a single click, SAM boasts the largest 

segmentation dataset to date, comprising over 1 billion masks on 11 million licensed and 

privacy-respecting images. This breakthrough can finely dissect an image down to each pixel, 
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empowering applications across various domains, from medical diagnostics to precision-driven 

autonomous lawnmowers [51]. Meta’s AI team introduces an impressive tool in the form of 

DINOv2, which leverages self-supervised learning to enable models to autonomously learn with 

minimal data. This tool proves invaluable in AI development, particularly in resource-limited 

settings [52]. Amidst the burgeoning field of visual creation, Gaussian Splatting has emerged as a 

contender to Neural Radiance Fields (NeRfs), offering the ability to construct detailed 3D scenes 

from limited data [53]. Simultaneously, advancements in text-to-image models like 

Midjourney[54] and DALL-E 3[55] empower the generation of images from textual prompts, 

essentially turning them into digital artists.  

 In the realm of practical applications, Lora’s exceptional fine-tuning capabilities, 

originally a boon for LLMs, are now elevating the performance of vision models to new heights. 

Simultaneously, Meta AI’s groundbreaking Ego-Exo4D dataset stands as a cornerstone for 

research in video learning and multimodal perception, shaping the future of vision systems[56]. 

The Gemini multimodal technology from Google is also remarkable. This innovation excels in 

generalizing and seamlessly comprehending diverse types of information, spanning text, code, 

audio, image, and video[57]. The harmonious fusion of these elements signifies a transformative 

era in AI, bringing about a level of perception and understanding akin to human cognition. 

 While 2023 has been celebrated as the year of LLMs, it’s crucial not to overshadow the 

remarkable progress in CV. These advancements aren’t merely technical marvels; they hold the 

potential to revolutionize industries spanning manufacturing to entertainment. However, amidst 

these strides in AI, a new frontier emerges for the development of innovative testing tools and 

strategies. CV, in particular, can be harnessed as an additional testing weapon, providing QAEs 

with an extra layer of verification and validation during testing activities.   
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3.1.1 INTRODUCTION OF COMPUTER VISION IN SOFTWARE TESTING 

 

 

While many industries have reaped the benefits of CV technology, there is a growing 

interest in applying these same tools to ST automation. It’s important to note that using CV for 

test automation is not a novel concept [58]; however, it has evolved significantly from its early 

attempts. As discussed in chapter 2, section 2.1, the concept of ST dates back to the 1970s but 

required considerable effort to establish it on-site. Early automation endeavors faced challenges 

with repeated updates, and new, extensive systems struggled with complex tasks. It’s worth 

noting that, for several decades, automation techniques in ST were less efficient and more time-

consuming compared to manual testing. The recent strides made by companies like Google, 

Meta, Open AI, and others showcase substantial gains and technological advancements, paving 

the way for viable products and unlocking the benefits of automated testing software, including 

the integration of CV. 

Presently, the landscape of automation has undergone a significant transformation, largely 

attributed to the integration of CV. Techniques like image classification, object detection and 

tracking, optical character recognition, and content-based image retrieval have brought about a 

revolutionary shift in the ST automation paradigm [59]. Our motivation to explore the 

incorporation of CV into ST stems from industry projections, foreseeing substantial growth in 

ML and the expanded use of CNNs to automate diverse workloads and enhance existing 

processes, including ST. anticipating an increase in cloud-based services and the prevalence of 

mobile devices enabling remote work worldwide, a noteworthy transformation is on the horizon. 

This transformation suggests a shift in the role of SDs from code development to code validation, 

essentially transforming them into the new QAEs amidst the AI revolution. 
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3.1.2 AUTOMATED VISUAL INSPECTION 

 

 
It's paramount to underscore that the application of CV technology, specifically in the 

domain of visual inspection for detecting UI components like websites, mobile apps, or other 

devices, can offer invaluable support across the STLC [60]. However, it is crucial to recognize 

that articulating every potential benefit presents an inherent challenge. Despite this, the 

discernible advantages it brings have the capacity to catalyze substantial growth and facilitate 

transformative enhancements in productivity[61]. 

• Diminishes hidden areas: Certainly, humans are susceptible to making errors, and 

there are instances when QAEs encounter challenges in reproducing issues 

identified during ad-hoc testing. The integration of CV into testing activities 

serves as a strategic measure to minimize blind spots within existing processes. 

Beyond the scope of traditional testing frameworks, the incorporation of CV 

algorithms serves to orient machines within a given space, effectively bridging 

gaps in information. This augmentation of CV bolsters systems and plays a 

pivotal role in filling the voids around data, culminating in a more comprehensive 

and accurate depiction. 

• High-speed testing: Another advantage of implementing CV is the acceleration of 

testing processes. This expedites the work of QAE teams, sparing them the need 

to invest precious time in generating data for non-standard settings or products. 

CV’s adaptive nature allows it to swiftly adjust to changes based on the display 

and images it encounters. 

• Continuously enhancing: As with many technological strides, the landscape of CV 

testing tools in software development is continually evolving as developers 
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enhance and broaden their functionalities. The integration of CV into software 

testing will continue to be a forefront consideration across various industries for 

the foreseeable future, given the limitless potential for advancement. 

• Automated UI testing: It’s challenging to find humans who can consistently 

handle repetitive tasks across various industries. Implementing automation to 

tackle these mundane processes not only saves time and money but also reduces 

the burden on employees. CV serves as an additional layer of automation during 

the SDLC, contributing to increased efficiency and cost-effectiveness for 

companies. 

Nevertheless, challenges invariably arise in the integration of CV into ST automation. 

The application of CV for ST is a complex undertaking, and it comes with several noteworthy 

drawbacks that warrant consideration. 

• Image quality: Suboptimal imaging conditions, like varying lighting or 

inconsistent orientation, my lead to inaccurate results.  

• Skewed learning: compiling images for training our CV system can be a daunting 

task. Certain industries face challenges in accessing the high-quality data essential 

for achieving optimal performance. For instance, fields like healthcare may 

encounter difficulties in obtaining lifelike virtual spaces for practice due to a 

shortage of high-quality videos and images. Similarly, sourcing authentic 

underwater images for training systems to detect objects in the sea can be 

challenging. Filling in the gaps or creating adequate datasets is not always a 

straightforward process.  
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• Computing cost: Incorporating CV may necessitate specific hardware and skilled 

SDs capable of building CV frameworks. The investment involved in configuring 

CV software for testing automation is substantial. Overlooking or neglecting a 

thorough cost analysis of CV implementation can result in inaccurate data and 

suboptimal returns. 

 

3.1.3 VISUAL REGRESSION TESTING (VRT) 

 

 
In the deployment phase of the SDLC, a critical activity involves introducing new code 

or modifying existing elements vital to the system. This scenario commonly triggers the 

application of regression testing by the QA team. The workload can be laborious, contingent on 

the scale of the change or the system’s size, with resource availability playing a pivotal role. 

Techniques employed by QAEs during regression testing include:  

• Test Case Selection: Typically, test cases are chosen from an existing test suite. 

• Random Test Case Selection: Additional test cases are randomly selected from the 

existing test suite. 

• Modification-Traversing Test Case Selection: Only test cases covering the 

components affected by software modifications are chosen. 

• Higher Priority Test Case Selection: Priority is assigned to each test case in the 

test suite based on factors like bug detection capability and customer 

requirements. Test cases with the highest priority are then selected for regression 

testing. 

The application of these techniques offers several benefits, including the assurance that no new 

bugs have been introduced when adding new functionalities to the system[62]. It also plays a 
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crucial role in maintaining the quality of the source code. Regression testing during the 

implementation phase utilizes automation tools such as Selenium, WinRunner, Silktest, and 

various others. 

 It’s noteworthy to highlight that our research, focused on analyzing results from the 

detection of UI components in websites or mobile apps, provides valuable insights for QAEs, 

especially during the regression testing phase. 

 A poorly rendered website, marred by visual defects, can significantly compromise the 

UX, and damage the credibility of a company. Leveraging the advances in AI, CV can be 

effectively applied to VRT, providing a consistent means of identifying visual bugs. This 

approach not only reduces the amount of code and maintenance required but also enhances the 

productivity of the QAE team, leading to a substantial increase in test coverage [63]. Before 

delving into the significance of VRT, it is crucial to grasp its essence. This process involves 

verifying the aesthetic accuracy of all elements visible to and interactive with end-users 

following code changes in a website. Unlike functional testing, which concentrates on ensuring 

the proper functionality of features, VRT stands out by specifically targeting visual bugs that 

may be challenging to detect with the human eye or traditional functional testing tools. VRT 

proves beneficial in identifying issues such as misaligned buttons, overlapping images or texts, 

partially like misaligned buttons or labels during the development of websites or mobile apps can 

be effectively captured through the lens of VRT [64]. Figure 3.1 presents a visual depiction of a 

potential bug. While a human observer can readily discern the differences between the two 

images, it becomes evident that the second image harbors a visual defect. Specifically, the label 

atop the login button mirrors the label on the signup button, introducing confusion for the user. 

Such defects pose a challenge for detection during functional testing, which primarily aims to 
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verify the functionality of elements and ensure button clickability, regardless of potential issues 

like duplicate labels.  

 

 
 
 
 
 
 
 
 
 
 

 

Figure 3.1: Images showing visual differences. 

 

 
 However, similar to other tools in the market, VRT is not without its limitations. In the 

realm of modern websites, which are comprised of millions of elements, manually testing each 

one poses a daunting challenge. This process is not only time-consuming but also expensive, 

error-prone, and highly impractical. Automation serves as a valuable aid, particularly when 

dealing with testing across multiple operating systems (e.g., Windows, MacOS, and Android) 

and various browsers (e.g., Chrome, Firefox, Edge, and Safari), each with distinct resolutions for 

mobile, laptop, and desktop displays. To illustrate, a manual tester would face the overwhelming 

task of inspecting. This scenario could result in a staggering 240 (3 x 4 x 20) screen 

configurations for a single web page. To further complicate matters, envision testing ten distinct 

applications, each in ten different languages, with just two pages undergoing code changes per 

week. In such a case, the testing complexities multiply, necessitating additional resources. The 

screen configurations to test every week would balloon to a daunting 48,000 (240 x 10 x 10 x 2). 

Realistically, expecting a QAE team to rely solely on their eyes to identify all visual bugs 
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becomes a near-impossible mission, potentially allowing these bugs to infiltrate the production 

environment and adversely impact the UX. 

 Integrating automation with VRT can significantly expedite the testing process. QAEs 

have the option to script tests that identify components and highlight any differences. However, 

relying on this method could result in the maintenance of intricate test scripts to verify the 

placement and style of every element on a web page – an arduous task due to the inability to 

determine visual “correctness” through code. Conventional testing approaches often force 

organizations to choose between reducing test coverage or slowing down releases. Visual AI, as 

applied to VRT, addresses the limitations inherent in these traditional strategies. Visual AI 

leverages the power of CV and ML to pinpoint visual defects that may escape the human eye and 

brain. Subsequent chapters will delve deeper into how CV can be strategically employed to assist 

QAEs in their testing endeavors. 

 

3.1.4 DYNAMIC CONTENT RECOGNITION (DCR) 

 

 

DCR holds paramount importance during the implementation of CV. The merits of 

employing DCR lie in its inherent adaptability to change. In real-world scenarios, factors like 

lighting conditions, weather variations, or changes in object orientation can significantly impact 

the detection of objects or conditions [65]. DCR serves as a valuable tool in mitigating these 

challenges by dynamically adjusting to such alterations. Applications like video surveillance, 

autonomous vehicles, or live-streaming videos often involve rapidly changing content. The 

application of DCR unlocks the capability to analyze data in real-time, providing valuable 

insights. These insights can then be integrated into the CV algorithm, enhancing its decision-

making process, and ultimately resulting in improved accuracy during the detection of moving 
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objects. Semantic understanding holds immense significance in object recognition as it facilitates 

the identification of relations, interactions, and the comprehension of contextual information. 

Automotive companies, in particular, leverage robots integrated with automation capabilities to 

execute both simple and complex tasks swiftly and without human interaction. DCR plays a 

pivotal role in recognizing elements in such environments. Certain robots are designed to 

navigate through ever-changing landscapes, interacting dynamically with various objects and 

people, showcasing the potential of DCR in enhancing adaptability and performance in dynamic 

scenarios.  

In the domain of ST, leveraging dynamic locators is a recognized strategy when dealing 

with components, such as buttons, that may have varying labels on websites or mobile apps. This 

challenge is effectively addressed by incorporating dynamic locators, matching elements based 

on their class or ID rather than text. This ensures that automation scripts remain flexible and 

robust, even during UI updates, preventing script breakage [66]. However, the complexity 

escalates when dealing with dynamic images, as seen in elements like carousels containing 

multiple images and videos. When a deeper understanding of these dynamic images or videos is 

required, QAEs face the task of verifying each element post-deployment to Production to avoid 

displaying incorrect content. DCR proves invaluable in these scenarios, enabling real-time 

detection and analysis of carousel images or videos to ensure alignment with specified 

requirements. This strategic approach, integrated into the test plan, effectively addresses dynamic 

scenarios critical for testing during new code deployments to websites or mobile apps.  
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3.1.5 SIMULATING USER INTERACTIONS 

 

 
With the evolution of automation, QAEs can emulate user interactions through the 

convenient method of recording and playback, capturing each step in an end-to-end scenario. 

This approach is often employed when a QAE team lacks extensive experience in coding 

automation frameworks or maintaining complex scripts. Remarkably, even teams equipped to 

construct automation frameworks from scratch find value in leveraging record-and-playback 

testing technology as an additional tool in their testing arsenal. This technology operates 

seamlessly within the application under test (AUT), with a team member manually navigating 

the website or mobile app. The tool captures these actions, automatically transforming them into 

a test script. Subsequently, whenever the QA team wishes to execute the script, a simple click on 

the playback button replicates the recorded steps. This proves particularly beneficial during 

regression or “smoke” testing scenarios [67].  

Some notable advantages of this technology lie in its user-friendly nature, allowing QAE 

teams to adopt this approach even without extensive coding knowledge. The tool is designed for 

easy initiation and use by all team members, eliminating the need for time-consuming testing 

framework setups. Additionally, it proves effective in reducing the significant time investments 

required for repetitive tests and serves as a helpful transition tool for QAE teams shifting from 

manual to automated testing within their teams. However, there are drawbacks to using playback 

automation testing. If the software system undergoes frequent updates, the QAE team must 

modify the scripts created through playback during the AUT. Despite this, the technology 

remains beneficial in the early stages of software development, facilitating quick automation 

testing to support QAEs in their testing efforts. it is important, however, not to solely rely on the 

playback tool as the software system scales up with additional requirements and changes. In such 
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cases, adding more resources to the team and engaging in coding, script modification, or new 

script creation becomes a more suitable approach. Common tools used by QA teams for 

recording and playback include Katalon, Selenium IDE, TestComplete, Testim, and 

RanorexStudio, with some being free and others requiring payment [67]. 

The insights gleaned from our research aim to assist QAEs in making informed decisions 

between employing a CV approach and utilizing the record playback tool for testing. It becomes 

evident that possessing sufficient testing data for various UI components, coupled with a pre-

trained algorithm, empowers the CV approach to detect any new changes in the UI seamlessly, 

requiring minimal modifications. Consequently, this enables the generation of test cases that 

remain applicable whenever updates are made to the system. 

 

3.1.6 HANDLING NON-TRADITIONAL USER INTERFACES 

 

 
Before delving into the mechanics of virtual reality (VR) and augmented reality (AR) 

testing technologies, it’s imperative to grasp the essence of VR/AR themselves. VR constitutes a 

technology that fabricates an artificial environment, fostering human interaction within a 

simulated space. This technology manifests through various mediums, including smartphones 

like Google Cardboard and Samsung Gear VR, as well as dedicated VR headsets such as Meta 

Quest and Sony PlayStation VR2. Its applications span diverse sectors like gaming, 

entertainment, healthcare, education, and numerous other industries. On the other hand, AR 

seamlessly blends digital and physical realms, incorporating visual elements, sound, and other 

sensory stimuli. AR experiences can be facilitated through devices like AR glasses (e.g., Apple 

Vision Pro), smart lenses, and even conventional smartphones. This transformative technology 
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finds applications in entertainment, aviation, retail, gaming (e.g., Pokémon Go), and various 

other domain[68].  

In the realm of technology, testing is an indispensable component to ensure that a 

product’s performance, functionality, and security meet expected standards, and AR/VR 

technologies are no exception. Various testing methodologies are employed in the evaluation of 

AR/VR, including functional testing, usability testing, immersive testing, hardware testing, 

accessibility testing, security testing, and compatibility testing. Multiple test strategies come into 

play, beginning with the selection of suitable testing tools such as XCTest, XCUITest, Espresso, 

and Android Studio, which serve as frameworks for constructing comprehensive tests. Another 

crucial aspect involves choosing the appropriate device for simulating and assessing the 

application’s performance. Diverse testing environments are essential, often involving trails in 

different physical spaces to ensure the seamless functioning of various features. Performance 

testing, with a specific focus on how the VR system affects device battery life, is paramount. 

These strategies provide a foundation for AR/VR application testing, and additional testing types 

may be incorporated based on the specific nature of the application. For instance, security testing 

becomes imperative if the VR application involves virtual-world transactions or payments[69]. 

In the dynamic landscape of AR/VR technologies, testing emerges as a pivotal factor for 

pinpointing performance bottlenecks, system requirements, and potential compatibility issues 

across diverse devices. Leveraging the progress in CV algorithms, QAEs can employ a pre-

trained CV algorithm, enrich it with ample testing data, and apply it to the AR/VR application. 

This allows for the assessment of the CV’s capability to identify specific components, 

introducing a supplementary layer of verification and validation that can be seamlessly integrated 

into the STLC. 
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3.2 TEST CASE DIVERSITY 

 

 

3.2.1 INTRODUCTION TO TEST CASE DIVERSITY 

 

 

The concept of diversity in ST extends to cultivating a comprehensive test plan that 

encompasses various aspects of the software environment, browsers, and devices. A broad test 

coverage, addressing diverse testing approaches and plans, serves as a proactive measure to 

prevent defects and enhance the overall UX. The advantages stemming from a diverse test 

coverage include: 

• Facilitating the tracking of changes or modifications within different areas of the 

application. 

• Ensuring targeted examination of specific code areas, effectively uncovering 

defects. 

• Enhancing overall software quality through the application of diverse test cases. 

• Identifying and preventing defects early in the SDLC. 

• Pinpointing untested areas, thereby improving application usability. 

• Efficiently managing project cost, time, and scope through well-designed 

diversity in test coverage. 

• Uncovering gaps in requirements, test case steps, and issues at unit and code 

levels. 

It is evident that CV can successfully detect a wide array of objects in diverse 

environments. Applying this technology to the identification of object “components” within web 

applications or mobile apps unveils pathways that a conventional testing approach might 
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overlook. By identifying these pathways, we can establish a diverse coverage of end-to-end 

scenarios that can later be utilized as comprehensive test cases in the STLC. 

 

3.2.2 TRADITIONAL TEST CASE GENERATION AND NEW METHODS 

 

 

 As we are aware, there are two primary approaches to generating test cases: manual and 

automation. In the manual approach, QAEs typically craft test cases by hand, a process that can 

be time-consuming. Conversely, the automation approach involves the creation of scripts by 

QAEs, which are then executed with the assistance of software. However, both approaches can 

become costly and challenging to maintain as systems grow in complexity. Recent studies have 

explored the use of AI, particularly NLP, to address software testing activities. This is a relatively 

new area of investigation, with several studies published in the past decades [70] – [78], most of 

which concentrate on generating test cases from natural language requirements through NLP 

processes.  

The author of [70] presents a system comprising three distinct processes: (i) deriving 

activity diagrams from agile user stories, (ii) generating test cases from these activity diagrams, 

and (iii) generating test cases directly from agile user stories. To initiate the test case generation, 

users are required to furnish a user story along with acceptance criteria, a description of test 

scenarios, and a dictionary containing parameters and test steps. Subsequently, the system 

processes these inputs and proceeds to utilize the test case generation tool, leveraging NLP 

techniques. Notably, the author underscores that this tool ensures comprehensive test coverage, 

encompassing all activities, paths, and transitions.  

Additional studies have demonstrated the potential of implementing NLP for generating 

test cases from functional requirements. In [71], the authors introduce a system designed to 
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automatically analyze requirements using keywords, aiming to extract test cases for subsequent 

testing. They emphasize that system accuracy could be enhanced by predicting the importance of 

certain test cases for future use, enabling dynamic adjustment of priorities. Undoubtedly, the 

generation of test cases remains a critical challenge in ST.  

In [72], the authors present a method for generating test cases from software requirements 

expressed in natural language, leveraging NLP techniques. Their process begins with 

preprocessing the requirements, followed by tagging each word with its part-of-speech (POS), 

and subsequently employing parsers trained to process general natural language text. Each 

parsed tree is then transformed into a graph, and all these graphs are amalgamated to create a 

unified graph representing knowledge derived from the requirements during the requirement 

elicitation phase, ensuring completeness and accurate comprehension. 

According to [73], NLP can assist in generating acceptance test cases from use case 

specifications. The authors introduce the Use Case Modeling for System-level Acceptance Test 

Generation (UMTG) approach, focusing on embedded systems, particularly for an automotive 

sensor system. Their method automatically generates 96% of the Object Constraint Language 

(OCL) constraints for test case generation, achieving a precision of 99% for these generated test 

cases. Furthermore, NLP proves beneficial in enhancing test case descriptions, as proposed in 

[74]. The authors present a model capable of recommending missing details to testers for 

improving test case quality. Using data from the “Prodigy Match game,” their model 

demonstrates high accuracy (up to 88%) in suggesting improvements to test case terminology 

description through statistical and neural language models. Additionally, it identifies 98% of 

missing steps in test cases, while achieving an F-score of 83% accuracy in identifying similar test 

cases using text embedding, test similarity, and clustering techniques. The authors in [75] 
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reaffirm the feasibility of generating test cases from functional requirements documents. Their 

approach involves reviewing each requirement and crafting corresponding test cases. Litmus, 

tested on requirement documents from various industry projects, achieved an overall accuracy of 

77%, ranging from 56% to 84% across different document sets. Feedback indicates positive 

reception, with Litmus providing valuable during the test design phase of the SDLC. Another 

avenue involves designing a tool to translate natural language requirements into models and 

commence testing from these models [76].The Cenrarios & Lexicos tool transforms requirement 

descriptions into a Unified Modeling Language (UML) activity diagram. This diagram 

represented as a directed graph, serves as the basis for generating test cases using graph search 

strategies. Similarly, [77] presents SpecNL, a system focused on generating test case descriptions 

in natural language from test case specifications, aligning to assist QAEs in their activities. In 

[78], a strategy for automatic test case generation from natural language requirements is 

proposed. The solution employs a pipeline of translators to validate the syntactic structure of 

input requirements and associates semantic meaning to them, generating a SCR specification 

implemented by the T-VEC tool to construct test cases. The tool analyzes 85% of vectors with 

100% precision and the other 15% of the vectors with less than 100% precision. Collectively, 

these studies underscore the shared objective of leveraging NLP to aid QAEs in creating test 

cases.  

 ML has demonstrated its potential in generating or assisting software testing activities 

during the design of test cases [79]. Many software testing challenges lend themselves to being 

formulated as learning problems, inviting the application of learning algorithms. Consequently, 

there has been a surge of interest in leveraging ML to automate and streamline software testing 

processes. As technology and software evolve rapidly, growing in complexity, traditional testing 
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approaches risk becoming obsolete. The ever-increasing complexity of modern software systems 

has made ML-based techniques increasingly appealing. Numerous studies focusing on test case 

generation, including test-case design, and test oracle construction have been published between 

2017 and August 2018 [80].  

 Among these publications is the work of the author of [81], who developed a test case 

generation approach based on inductive learning of programs using finite sets of input and output 

examples. In this approach, given a program P and a set of alternative programs P’, the proposed 

method generates test cases capable of distinguishing P from all programs in P’. The author [81] 

notes that while this approach shares similarities with fault-based approaches, the programs in P’ 

are not restricted to simple mutations of P. 

 The approach proposed by the authors [82] utilizes ML to construct a model of the 

application during testing. This model is then leveraged to generate inputs that traverse states of 

the application that have been discovered. Subsequently, as the application executes these 

generated inputs, the model is refined based on the observed execution. Notably, the authors 

emphasize a key feature of their approach, which is its ability to circumvent the need to rest the 

application AUT, a process often computationally intensive. Furthermore, the authors 

experimented with comparing random testing with L* -based testing, with the results suggesting 

that their approach may yield superior coverage. 

 Another insightful study delving into test case design methodologies is conducted by the 

author of  [83], focusing on web applications. Here, ML is employed to transform user session 

data into models of web applications, subsequently utilized to randomly traverse the resulting 

model for test data generation. In a complementary vein, [84] presents an approach tailored for 

mobile applications, leveraging ML algorithms to analyze the graphical user interface (GUI) 
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elements of Android applications and proposing a methodology for generating functional test 

cases. Furthermore, [85] underscores the efficacy of employing ML algorithms to automate test 

data generation, with the author [86] exploring how such algorithms can automatically generate 

test oracles for reactive programs without explicit specifications. Their method involves 

transforming test traces into feature vectors, which are then utilized to train the ML algorithm, 

subsequently serving as a test oracle. 

While NLP and ML approaches lay a solid foundation for generating test cases or oracles 

for QAEs, subsequent sections delve into additional methodologies for further exploration. 

 

3.3 RELATED WORK 

 

 

With CV’s ability to perceive and interact with GUIs, this naturally suggests its potential 

for UI testing and validation. Several researchers have explored this concept, leveraging CV as a 

foundation for UI testing. Moreover, some companies have developed tools for public use 

through subscription models. However, many of these tools come with significant costs and may 

require extensive configurations for swift testing. 

One study that aligns with the concept of employing CV is [58], wherein the authors 

explore a practical approach that entails generating system tests by learning testing behavior 

directly from human testers. Their methodology involves a trainable classifier for perceiving the 

application state, a language for describing test flows, and a trainable test flow to generate 

models learned from human testers, facilitating test case generation. The best classifier, Random 

Forest, achieved impressive results, with an accuracy of 99.83%, precision of 98.9%, recall of 

93.8%, and F1-score of 96.3% for label candidates. In terms of error messages, the accuracy 

reached 99.99%, with a precision of 100.0%, recall of 98.9%, and F1-score of 99.4%. However, 
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for page titles, the results varied slightly, with an accuracy of 99.64%, precision of 82.8%, recall 

of 63.1%, and F1-score of 71.6% for the K-Nearest Neighbor classifier.  

In another research, the author [59] underscores the imperative to continuously explore 

novel testing methodologies integrating AI and ML. They advocate for innovative approaches to 

test input generation and validation that surpass the efficacy and utility of current methods. 

In this study, the authors [60]  present the Sikuli Test approach, which leverages CV to 

enhance GUI testing and foster robust testing methodologies like unit testing, regression testing, 

and test-driven development. Through test analysis, they investigated the breadth of visual 

behaviors GUI testers could automate using Sikuli Test, as well as conducted reusability analysis 

to explore how test scripts could be repurposed as GUIs evolve. While the tool exhibits 

significant potential, it faces two major limitations: an inability to detect unexpected visual 

feedback and an incapacity to test the GUI’s internal functionalities.  

In an additional research paper, the authors [87] demonstrate the application of 

conventional software testing techniques to the physical world, enhancing the context-awareness 

of tests. Utilizing visual test scripts, they specify expected behaviors at the system level without 

requiring the interception of signals or access to internal states via test interfaces, leveraging CV 

to accomplish this feat. While the paper does not present specific results, it highlights the 

potential of this approach for expanding testing methodologies beyond the traditional software 

context.  

In [88], the authors introduce the UI X-RAY approach, a user-friendly tool designed to 

streamline UI testing processes by leveraging CV-based analysis. This approach allows for the 

inspection, annotation, and commenting on UI discrepancies, alleviating the arduous task of 

manually identifying such issues. The UI X-RAY demonstrates impressive results in both 
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quantitative and qualitative evaluations, boasting a remarkable 99.03% true-positive rate. This 

performance notably surpasses the meager 20.92% true-positive rate achieved through manual 

analysis.  

CV is not only applied in typical software systems but also in the video game industry. In 

their research, the authors [89] highlight the significant growth of the game development 

industry, yet many games still suffer from bugs or performance issues that impact UX. Their 

investigation focuses on a framework they developed with two primary objectives: evaluating the 

quality of visual interpretation and assessing the cost-effectiveness of automatic visual 

verification. The tests were conducted on a CPU with an 8-core AMD Ryzen 5800xm processor. 

Results showed a mean execution time of approximately 7.42ms for UI text recognition, 12.1ms 

for UI feature recognition using classical OpenCV methods, and 19.37ms for feature object 

recognition using the YOLO model per single analyzed image. Additionally, the authors aim to 

apply their research to real games in the industry, intending to create a dataset to evaluate the 

efficacy of different testing methods for games.  

The literature review provided above showcases examples of how CV has been 

implemented in some instances to generate test cases for QAEs and how it has served as a 

foundation during software testing activities.  

Since that time, numerous software testing tools utilizing CV have emerged and gained 

popularity within the ST domain. Several of these tools are outlined in the table below: 
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Software Testing 

Automation Tools 

Description 

SikuliX This application is an open-source tool designed to automate actions 

based on-screen content using image recognition. It enables users to 

automate interactions with GUIs by identifying and engaging with UI 

elements based on their visual characteristics. Its primary purpose is 

GUI automation. 

Katalon Studio This application serves as a comprehensive automation solution for 

testing APIs, web, mobile, and desktop applications. It provides built-

in functionality for CV testing, enabling users to automate tasks by 

leveraging visual elements. Katalon Studio is available in both free 

and paid versions. 

Test Project This application is a no-cost automation platform designed for testing 

both web and mobile applications. It boasts AI-powered 

functionalities, including CV, specifically tailored for visual testing. 

With this tool, QAEs can automate tests by visually validating UI 

elements across web and mobile applications. 

Applitools Eyes This application is a premium visual testing tool employing AI and 

CV to automate visual UI testing across web, mobile, and desktop 

applications. It assists QAEs in validating the visual appearance of 

applications by comparing screenshots captured during test execution 

with baseline images. 
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Percy This application is a visual testing tool that seamlessly integrates with 

existing test frameworks at automatically detect and capture visual 

changes in web applications. While it offers both free and paid plans, 

it is not available entirely for free. 

Mabl This application utilizes an AI-powered test automation platform that 

harnesses machine learning and CV for automating the testing of web 

applications. It operates on a paid subscription model. 

Functionize This application utilizes an AI-powered testing platform that employs 

CV to automate the creation and execution of functional tests for web 

applications. It excels at detecting UI changes and is particularly 

useful for regression testing. The application operates on a paid 

subscription model. 

 

Table 3.1: CV Testing Tools 
  

These are several examples of ST automation tools that QAEs can integrate into their 

CI/CD pipelines as part of the STLC. However, most of these automation tools come with 

subscription fees, posing a challenge for small QAE teams with limited testing budgets. This 

financial constraint serves as one of the motivations for our research. We propose building a 

framework where an ML-supervised learning algorithm forms the basis for constructing a CV 

capable of detecting UI components. This CV system can then be utilized for various types of 

testing, including regression, exploratory, and smoke testing, among others. While developing 

such a framework may require the expertise of at least one or two engineers skilled in building 

supervised learning applications, once completed the primary task for QAEs would involve 
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gathering additional testing data. (UI component images) and retraining the algorithm to enhance 

accuracy. Further details on this process will be elaborate in chapter 4. 

 
 

3.3.1 EXPLORATORY TESTING WITH COMPUTER VISION 

 

 
Exploratory testing constitutes a form of software testing where QAEs engage without 

adhering to predefined methodologies; it is an unscripted approach. Not exclusive to QAEs 

developers also utilize this method, drawing upon their experience, knowledge, skills, and 

abilities to uncover potential bugs within their code. The aim of employing exploratory testing is 

to optimize and enhance the software in all conceivable aspects frequently, this approach aligns 

with the black box testing space[21].  

The advantages of exploratory testing extend to uncovering bugs that may remain 

undiscovered during structured testing phases. This approach also proves invaluable during the 

creation or modification of user stories, as QAEs can annotate defects, add assertions, and record 

voice memos that can later inform the creation of test cases. Furthermore, exploratory testing 

aids in formalizing findings and automatically documenting them. This inclusive approach 

welcomes participation from anyone on the team in exploring the application. The insights 

gained can serve as a framework for creating automation scripts and facilitating functional 

testing. Moreover, with pre-built automation scripts, the application can be deployed across 

various browsers to observe its behavior, effectively allowing for indirect exploration of the 

application. Implementing exploratory testing is particularly beneficial when new QAEs join the 

team and lack familiarity with the software system, as it enables rapid learning about the 

application and provides timely feedback. Additionally, it can aid in documentation or during the 

early stages of the SDLC. 
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Leveraging CV for ST proves beneficial, especially during the exploration of new 

software applications. CV’s capability to detect images, ascertain the location and size of 

buttons, and identify other interactive elements allows for comprehensive examination. 

Moreover, it can provide insightful suggestions for optimizing accessibility, thereby enhancing 

the overall UX. 
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4 CHAPTER 4 – PROPOSED RECOMMENDATION SYSTEM FRAMEWORK 

 

 

4.1 APPLY TECHNOLOGY 

 

 
In this chapter, the approach implemented to substantiate the claims is outlined. We delve 

into the specific technologies, tools, and methodologies in detail. However, before we delve 

deeper into addressing our research questions, we will touch upon some foundational topics 

crucial to our project.  

 

4.1.1 ARTIFICIAL INTELLIGENCE (AI) 

 

 

AI, a branch of computer science, is dedicated to constructing intelligent machines 

capable of executing tasks that traditionally demand human intelligence. It can ingest vast 

amounts of data, analyze it, and learn from previous experiences to enhance its future 

performance. From the development of self-driving cars to the widespread availability of 

generative AI tools, AI is increasingly shaping our daily lives.   

AI is not a recent phenomenon: its roots extend back thousands of years. In ancient times, 

inventors devised “automatons,” mechanical devices capable of independent movement. The 

term “automaton” originates from the Greek word meaning “acting of one’s own will.” As early 

as 400 BCE, a mechanical pigeon was crafted by a colleague of the philosopher Plato. Another 

notable figure in automation creation was Leonardo da Vinci. While AI traces its origins to 

antiquity, our focus is on its development in the 20th century. During this period, scientists began 

implementing and experimenting with modern AI concepts. Alan Turing, renowned for his work 

“Computer Machinery and Intelligence,” introduced the Turing Test, which assesses a machine’s 
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capabilities of being able to convince interrogators that it is a person rather than a machine being 

interrogated. Turing’s contributions played a pivotal role in popularizing AI [90].  

This leads us to the latest advancements in AI, where companies are seamlessly 

integrating AI into their products, including virtual assistants, search engines, and more. While 

AI encompasses various domains, it generally branches into six major categories: ML, Neural 

Networks (NN), Expert Systems (ES), Robotics, NLP, and Fuzzy Logic. 

 

4.1.2 MACHINE LEARNING (ML) 

 

 

ML is a transformative technology that enables machines to learn and improve from 

experience without explicit programming. Essentially, ML empowers machines to interpret, 

comprehend, and process data to address real-world challenges. This technology finds 

applications in diverse and complex systems, including image and speech recognition, demand 

forecasting models, dynamic restaurant menus, search engines, and many others. The primary 

objective of ML is to evolve decision-making capabilities by learning from past experiences, 

thereby enhancing predictive accuracy over time. In learning over time, ML is preadapted to 

changing with changes in its inputs. The selection of algorithms for data prediction depends on 

the nature and characteristics of the data provided [80]. 

 

4.1.2.1 SUPERVISED LEARNING 

 

 
This learning model is employed to establish associations and correlations between the 

target prediction output and input features. Through this process, it can anticipate output values 

for new data based on the learned relationships from previous datasets. Supervised learning relies 

on labeled datasets to train algorithms for accurate data classification or outcome prediction. 
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Common algorithms utilized in this learning paradigm include Nearest Neighbor, Naïve Bayes, 

Decision Trees, Linear Regression, Support Vector Machines (SVM), and Neural Networks, 

among others. This supervised learning approach finds applications in various business domains, 

such as image and object recognition, predictive analysis, customer sentiment analysis, spam 

detection, and more [58]. 

Our research approach focuses on a supervised learning framework as we aim to label UI 

component images to train our model in identifying UI components within web or mobile 

applications. Subsequently, we aim to derive conclusions regarding the types of test cases 

suitable for functional testing.  

 

4.1.2.2 UNSUPERVISED LEARNING 

 

 

This learning model operates on unlabeled data, allowing it to uncover patterns that assist 

in solving clustering or association problems. It is particularly useful when users are uncertain 

about common properties within a dataset. Common clustering algorithms employed in this 

learning approach include hierarchical, k-means, and Gaussian mixture models [58]. 

 

4.1.2.3 REINFORCEMENT LEARNING 

 

 

This learning methodology focuses on gathering observations from interactions with the 

environment to take actions that maximize rewards or minimize risks. Often referred to as an 

agent, this approach involves continuous iterative learning from the environment. Through this 

process, the agent learns from its environmental experiences until it has explored the full range 

of possible states. Common algorithms utilized in this learning approach include Q-learning, 

Temporal Difference, Deep Adversarial Networks, and Generative Adversarial Networks 
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(GANs). Applications of this technology can be found in onboard games (e.g., chess), robotic 

hands, and self-driving cars [58][91][92][93]. 

 

4.1.3 NATURAL LANGUAGE PROCESSING (NLP) 

 

  
NLP, situated at the intersection of AI and ML, endeavors to utilize algorithms for 

facilitating communication between computers and humans. This interface fosters real-world 

applications, including speech understanding, sentiment analysis, automatic translation, question 

answering, information extraction, and text generation. On the other hand, LLMs are designed to 

generate text, creating coherent and contextually relevant responses based on the input they 

receive. While NLP tools are used for tasks like text classification, sentiment analysis, and 

named entity recognition, LLMs excel in producing human-like text, enabling applications such 

as content creation, chatbots, and language translation. One of the most renowned Python 

libraries for implementing NLP is spaCy, which is a free and open-source library [1][42] and 

ChatGPT for LLMs.   

 

4.1.4 COMPUTER VISION (CV) 

 

 

CV is a discipline within computer science dedicated to enabling systems to recognize 

and comprehend objects and individuals in images and videos. Its purpose is to enable machines 

to perform tasks akin to those accomplished by humans. CV essentially enables machines to 

perceive and comprehend visual data, akin to human capability. It operates by leveraging input 

data derived from sensing devices, as well as AI, ML, and other intelligent systems that mimic 

the functionality of the human visual system. 
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CV is implemented through algorithms trained on extensive repositories of visual data or 

images typically stored in the cloud. Patterns are pivotal in this process as they are devised to 

discern and identify the content of the output accurately. 

CV systems employ four primary functions to process images and extract information: 

• Object Classification: In practice, serves to differentiate between various objects, 

such as distinguishing a human from other items.   

• Object Identification: This approach is akin to object classification but with a 

focus on analyzing appearances to determine the identity or characteristics of 

humans or objects.  

• Object Tracking: This approach involves analyzing video data and tracking 

objects over time, as seen in applications like parking lot surveillance cameras.  

• Optical Character Recognition: The OCR system identifies letters and numbers 

within images, converting them into machine-encoded text usable by other 

applications. For further details, refer to Section 4.1.5. 

CV finds applications in various sectors, with companies integrating this technology into 

diverse use cases such as content organization, text extraction, augmented reality, agriculture, 

autonomous vehicles, healthcare, sports, manufacturing, spatial analysis, face recognition, and 

numerous other application areas [61]. 

 

4.1.5 OPTICAL CHARACTER RECOGNITION (OCR) 

 

 
Before OCR technology became available, the only method to digitize documents was 

manual retyping. OCR offers an efficient solution for business processes, thus saving time, costs, 

and resources through automated data extraction and storage capabilities. The process begins 
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with scanning physical documents, which are then converted into two-color or black-and-white 

versions (binarization). The scanned image is analyzed for light and dark areas, with light areas 

identified as background. Dark areas are examined to identify alphabetic letters or numeric 

digits, focusing on one character, word, or text block at a time, pattern recognition or feature 

recognition is utilized to identify characters [94]. 

Pattern recognition involves providing examples of text in different fonts and formats to 

compare and recognize characters within a document or image file. Conversely, feature detection 

utilizes rules to identify specific letters or numbers within a scanned document. This technology 

is already integrated into various applications, such as Google Cloud Vision, which enables 

scanning and storing documents directly on your smartphone.  

We intend to incorporate this technology into our testing design approach to extract 

valuable information from the detected CV components. These results will then be transformed 

into actionable insights for the CV test case generation method outlined in this research. For 

further details on the OCR implementation within our system, please refer to Section 4.2.7.2. 

 

4.2 RESEARCH DESIGN 

 

 

4.2.1 SYSTEM ENGINEERING APPROACH 
 

The International Council on Systems Engineering (INCOSE) defines systems 

engineering as a transdisciplinary and integrative approach aimed at facilitating the successful 

realization, utilization, and retirement of engineered systems. This approach employs systems 

principles, concepts, and a blend of scientific, technological, and management methods [95]. The 

ultimate objective of adopting a systems engineering perspective is to orchestrate a system where 

individual components function harmoniously as a cohesive whole, aligning with product 
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requirements. During the development phase, the focus lies on overseeing the design process and 

establishing baselines to coordinate design efforts. The systems engineering process provides a 

structured framework for addressing design challenges and ensures a seamless flow of 

requirements throughout the design endeavor. Moreover, life cycle integration objectives entail 

involving customers in the design process and guaranteeing the feasibility of the system 

throughout its lifespan. Below, a visual representation illustrates the foundational principles of 

systems engineering.  

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 4.1: Three Activities of Systems Engineering Management 
Note: Adopted from reference [96] 
 
  
 Our research endeavors are guided by the principles of systems engineering, wherein a 

blend of creative, manual, and technical activities is essential for defining outcomes and 
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evaluating the development process’s alignment with our research objectives. Utilizing the 

Systems Engineering “V” diagram methodology, we aim to dissect the coverage of test cases 

facilitated by CV (computer vision) for functional testing scenarios. This structured approach 

allows us to evaluate each stage of the process, ensuring seamless integration toward our desired 

outcomes. The system diagram delineates desired objectives and outcomes, gradually 

deconstructing them into individual systems and components for design purposes. Subsequently, 

requirements and design details are established, enabling the testing and evaluation of individual 

systems before their integration into the overarching framework for comprehensive testing and 

verification. Throughout this integration process, multiple validation and verification 

opportunities are sought to refine concepts, requirements, and designs, culminating in the 

development of a robust and effective system [96].  

 Adopting the “V” model provides us with a structured roadmap, enabling the systematic 

dissection of complex systems into manageable components. This approach facilitates the 

seamless reintegration and assembly of these components into a unified system. Beyond offering 

clarity regarding system architecture, the “V” model also enhances risk assessment capabilities, 

enabling proactive troubleshooting and problem resolution. 
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Figure 4.2: The V-model of the systems engineering process. 
Note: Adopted from reference [97] 
 

 

4.2.2 CONCEPT OF OPERATIONS (CONOPS) 

 

 
With recent advancements in CV systems, we are confident in their potential to detect 

components in applications requiring functional testing, particularly in scenarios involving 

regression and exploratory testing. This system isn’t solely for QAEs: it’s designed to be 

accessible to anyone involved in the SDLC. Navigation within the system is intuitive, offering 

users two straightforward approaches. Firstly, users can input the URLs they wish to test, and the 

system will generate a list of detected components using CV. Alternatively, users can record end-

to-end application scenarios, with the system subsequently analyzing the video recordings using 

CV to provide a comprehensive list of detected components.  

The system offers rapid insight into the functionality of both web and mobile AUT. This 

functionality proves invaluable, particularly for new QAEs unfamiliar with the application’s 
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workings, as it provides them with a clear roadmap of the application’s operations. Additionally, 

the system serves as a valuable resource during the implementation of regression, smoke, and 

exploratory testing phases, especially when assessing how new changes interact with the 

application. Smoke testing, also known as 'build verification testing,' is a preliminary check to 

ensure that the critical functionalities of the application are working as expected. It quickly 

identifies major issues in new builds, allowing testers to determine whether the software is stable 

enough for further, more detailed testing. 
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Figure 4.3: High-level overview of the test case generation framework. 
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4.2.3 REQUIREMENTS AND ARCHITECTURE 

 

 

4.2.3.1 FUNCTIONAL REQUIREMENTS 

 

 
We’ve developed several functional requirements to guide users in navigating the 

intended system and outline the system’s capabilities while websites on desktop or mobile 

devices. We aim to establish comprehensive requirements that not only enhance understanding 

and address user needs more effectively but also pave the way for enhanced solutions. Below, we 

outline various types of functional requirements: 

 

Ref Functional Requirements 

001 The system shall be easy to use, enabling users to initiate it through a simple 
Python script 

002 The system shall accept two different options to instantiating the test case 
generation process (Entering URLs or using a record video). 

003 The system shall guide users through a series of questions to determine their 
preferred option for exploring websites or mobile apps.  

004 The system shall allow the user to utilize the first option by inputting the 
URLs they wish to explore. 

005 The system shall allow the user to opt for the second option by uploading a 
video of the desired exploration. 

006 The system shall provide an estimated duration for completing the test case 
generation process. 

007 Upon completion of either option, the system shall furnish users with a list of 
generated test cases. 

008 The system shall generate a comprehensive report detailing the discovered UI 
components during the exploration of the website or mobile app will be 
generated and presented to the user. 

009 The system shall allow users to save the generated report results on their 
computer. 

010 The system shall allow the integration with JIRA for uploading test case 
results will be provided as a bonus feature. 

 

Table 4.1: Functional Requirements 
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4.2.3.2 NON-FUNCTIONAL REQUIREMENTS 
 

Failure to provide non-functional requirements may lead to the failure of our system to 

meet the needs of generating functional test cases for QAEs. These non-functional requirements 

are crucial in ensuring that our research approach not only functions as intended but also 

performs optimally, adheres to security protocols, is user-friendly, scalable, and easy to maintain. 

We have opted to incorporate a variety of non-functional requirements covering aspects such as 

performance, reliability, security, and usability to ensure the robustness of the system we aim to 

develop for testing our research approach. 

 

Ref Non-Functional Requirements 

001 The system shall process and analyze images of UI components within a 
maximum response time of 500 milliseconds per image under standard 
operating conditions. 

002 The system shall be capable of processing a minimum of 1000 images of UI 
components per minute during typical usage. 

003 The system shall achieve a minimum accuracy rate of 95% in detecting UI 
components from uploaded images, as measured against a predefined set of 
ground truth annotations.  

004 The system shall support the utilization of Google Colab for training the CV 
model. 

005 The system shall log and report any encountered errors during image 
processing, providing detailed error message. 

006 The system shall maintain an uptime of 99.99% during anticipated updates. 

007 The system shall be capable of handling sensitive user data securely. 

008 The system shall be user-friendly, requiring no prior knowledge or familiarity 
with CV systems for operation. 

 

Table 4.2: Non-Functional Requirements 

 

 

 Here are some non-functional requirements that serve as a foundation to ensure the 

system operates as intended without any drawbacks.  
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4.2.3.3 OPERATIONAL REQUIREMENTS 

 

 
Incorporating operational requirements enables us to delineate the specific environments 

in which the CV system will function and the necessary support it requires for maintenance. 

 

Ref Operational Requirements 

001 The systems shall be compatible with Windows and macOS operating systems. 

002 Execution of the system shall be facilitated using the Python programming 
language. 

003 The system shall be compatible with major web browsers, including Chrome, 
FireFox, and Safari. 

004 User-friendliness shall be a key aspect of the system’s design. 

005 The system shall incorporate performance metrics to monitor its behavior. 

006 Logging and tracking of errors encountered during image processing shall be 
included in the system. 

007 The system should integrate seamlessly with other software tools and systems 
such as Jira. 

008 A feedback mechanism shall be provided for users to report issues and offer 
general feedback on system usability and performance. 

 

 

Table 4.3: Operational Requirements  

 

 

4.2.3.4 DATA COLLECTION 

 

 

 This stage is part of the second phase of the high-level system figure that is showing on 

figure 4.3. The process of gathering data for our research is just as crucial as the algorithm we 

employ to train our model. Given our objective of detecting UI components for websites and 

mobile apps, we adopted a comprehensive approach to collect diverse classes, including 

accordions, bento menus, breadcrumbs, buttons, carousels, checkboxes, reviews, dropdowns, text 

fields, hamburger menus, input fields, kebab menus, loaders, meatball menus, notifications, 

paginations, pickers, progress bars, radio buttons, sidebars, slider controls, steppers, tags, tab 
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bars, toggles, and social media icons. This data compilation involved exploring various websites 

and mobile apps and capturing screenshots wherever these components were encountered. 

Subsequently, we utilized the CVAT annotation software to annotate a total of 2000 images, 

creating bounding boxes to represent the ground truth for each component. While annotating data 

can be time-consuming, we recommend engaging in this process firsthand to gain familiarity 

with the dataset and make informed decisions regarding the inclusion of additional classes or the 

selection of better images for our algorithm. Below, is a visual representation of one of the 

images annotated using the CVAT software. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.4: Annotation of different components using CVAT. 
 

 An alternative approach to data collection involves automating the labeling process, 

which can be particularly advantageous for organizations grappling with the challenges of 

manual labeling on large data sets, a task often characterized by sluggishness, variability, and 
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high costs. Currently, object labeling is predominantly performed by humans, albeit with the 

assistance of model-assisted labeling tools. However, leveraging ML models to predict object 

locations and assign labels has emerged as a promising strategy. Yet, it is essential to recognize 

that human verification remains integral to ensure the accuracy of these assigned labels. While 

ML models undeniably expedite the labeling process, their effectiveness hinges on the 

availability of robust models capable of accurately detecting objects. In our case, while there are 

several open-source datasets tailored for CV projects, many others require licensing. 

Consequently, we aim to compile a diverse array of UI components, ensuring accessibility for 

anyone interested in integrating them into their projects or augmenting our existing dataset with 

additional UI component data.  

Another crucial aspect to address is bias, which significantly influences the fairness, 

accuracy, and reliability of our predictions. Mitigating bias imperative to maintain the integrity 

of our model’s performance. This entails ensuring sufficient training data and adequate 

representation of various classes, such as UI component images, while also ensuring accurate 

labeling of the data. By addressing bias, we aim to enhance the model’s ability to generalize 

effectively across diverse datasets and accurately detect desired objects, irrespective of their 

attributes. During our annotation process, we discovered that buttons are the most common 

components appearing in both mobile and desktop applications. This observation can extend to 

other components, but buttons in particular can vary in shape, thus requiring QAEs to decide 

whether to annotate only those with a rounded rectangular shape or include other shapes and 

sizes as well. This issue is addressed in a preliminary meeting before data collection and 

annotation to ensure no crucial components are overlooked. In our approach, we decided to 
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annotate all buttons in our dataset, regardless of their shape or size. (Section 7.4 will provide 

additional strategies for organizing your team during the annotation process.) 

Below is a visual representation of a table that shows the total number of labels for the 

2000 annotated images, which will be used for our system. 

 

 UI component Desktop Mobile Total 

1 Accordion 108 191 299 

2 Bento Menu 10 4 14 

3 Breadcrumb 85 30 115 

4 Button 8824 4147 12971 

5 Carousel 250 34 284 

6 Checkbox 1210 839 2049 

7 Review 327 29 356 

8 Dropdown 1634 818 2452 

9 Text 947 414 1361 

10 Hamburger Menu 57 309 366 

11 Input Field 1114 1192 2306 

12 Kebab Menu 22 7 29 

13 Loader 21 67 88 

14 Meatballs Menu 21 57 78 

15 Notification 0 36 36 

16 Pagination 19 0 19 

17 Picker 79 135 214 

18 Progress Bar 6 5 11 

19 Radio Buttons 323 368 691 

20 Sidebar 33 76 109 

21 Slider Controls 38 72 110 

22 Stepper 30 24 54 

23 Tag 102 44 146 

24 Tab Bar 0 124 124 

25 Toggle 24 55 79 

26 Social media 117 49 166 

 Total 15401 9126 24527 

 

Table 4.4: List of Annotations Statistics 
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The table shows that the button component dominates with 12,971 annotations, while the 

progress bar has the fewest, with only 11 annotations. This is the data we will use to test the 

custom model for our system. It’s important to note that when annotating multiple classes in a 

CV project, if one class receives significantly more annotations than the others it can result in an 

imbalanced dataset. This imbalanced can cause the model to become biased towards the class 

with more annotations, leading to better performance on that class but poorer performance on the 

other classes. To avoid this scenario, data augmentation techniques may be necessary to mitigate 

the imbalance. 

For our test, we will start by using the data collected from our 2000 images to evaluate 

the performance for our system.  

 

4.2.4 DETAILED DESIGN 

 

 
The detailed design of our approach to enhancing test case diversity for functional testing 

using CV is outlined in this section. The system design architecture encompasses the key 

components essential for our research, facilitating the generation, execution, and validation of 

results derived from our CV framework. These results will then be utilized to generate test cases 

that comprehensively cover various aspects of black box testing. Below is a visual representation 

that guides us through the detailed design process. 
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Figure 4.5: Detail design process 

 

 

4.2.4.1 DATA COLLECTION MODULE 

 

 
In this stage, the team will collaborate to determine the specific data required to achieve 

the goal of detecting UI components and select the appropriate software for data annotation. This 

step is critical during data collection to prevent bias in model training, reduce issues with 

generalization, avoid skewed performance metrics, and address other challenges that could lead 

to imbalanced data. 

 

4.2.4.2 PREPROCESSING MODULE 

 

 
In this section, we focus on selecting the optimal data for our CV system. The primary 

goal is to choose images that will most effectively contribute to training a robust and accurate 

model. We consider several factors, including object coverage, as our aim is to collect a 
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comprehensive range of UI components. This involves ensuring that buttons, dropdowns, 

checkboxes, and radio buttons are well-represented and clearly visible in the images. 

Additionally, it is crucial to select images that encompass a diverse range of scenarios to help 

then model generalize effectively. Image quality is also paramount; we avoid using blurry, noisy, 

or low-resolution images that could hinder the model’s ability to detect objects accurately.  

It’s important to note that the selection process may involve subjective decisions based on 

the specific requirements of the object detection task and the characteristics of the available 

dataset. Incorporating this factor will help curate a diverse, balanced, and representative dataset, 

which is essential for training our object detection model to accurately identify UI components. 

These identified components can then be translated into actionable insights to guide QAEs in 

their testing activities.  

 

4.2.4.3 CV-FRAMEWORK 

 

 

This is part of the third phase of the high-level test case generation system illustrated in 

figure 4.3. In this phase, we are determining which frameworks and libraries are best suited for 

our system. These libraries are invaluable as they provide pre-written code and data optimized 

for building or enhancing computer programs. We are leveraging OpenCV for object detection 

and plan to incorporate YOLO and Detectron2, as well as explore AWS Rekognition, as potential 

components for our system and future research endeavors. 

 

4.2.4.3.1 YOLO 

 

 
YOLO, short for “You Only Look Once,” is widely known algorithm for real-time object 

detection. The latest version, YOLOv8, excels in tasks such as object detection, image 
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classification, and instance segmentation. YOLO employs a CNN to extract features from input 

images, striking a balance between speed and accuracy by optimizing feature reuse and 

minimizing redundancy through its custom backbone, often based on cross stage partial (CSP) 

networks. 

The network’s architecture includes multiple layers that enhance feature extraction, 

frequently utilizing a feature pyramid network (FPN) or path aggregation network (PAN) to 

process features at various scales. This multiscale processing allows for effective detection of 

objects of different sizes. In the final stage, YOLO predicts bounding boxes, class probabilities, 

and objectness scores, using convolutional layers to generate the final detection outputs. Post-

processing steps include filtering low-confidence detections and applying non-maximum 

suppression (NMS) to remove redundant bounding boxes. 

Key features of YOLOv8 include anchor-free detection, an efficient backbone, enhanced 

feature fusion, and advanced training techniques. The architecture of YOLOv8 is shown below 

[98], [50], and [16]. 
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Figure 4.6: YOLOv8 Architecture 
Note: Adopted from reference [98]. 

 
For our testing, we utilized the entire range of YOLO models, from YOLOv8N to 

YOLOv8X. The specific models used for training are listed below. 

 

Table 4.5: Accuracy of YOLOv8 on COCO 
Note: Adopted from reference [99] 
 

size mAPval Speed Speed params FLOPs

(pixels) 50-95 CPU ONNX A100 TensorRT(M) (B)

(ms) (ms)

YOLOv8n 640 37.3 80.4 0.99 3.2 8.7

YOLOv8s 640 44.9 128.4 1.2 11.2 28.6

YOLOv8m 640 50.2 234.7 1.83 25.9 78.9

YOLOv8l 640 52.9 375.2 2.39 43.7 165.2

YOLOv8x 640 53.9 479.1 3.53 68.2 257.8

Model
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YOLOv8 elevates object detection through its efficient backbone, advanced feature 

fusion, and optimized detection heads. This architecture ensures both high accuracy and speed, 

making it ideal for real-time applications. By incorporating cutting-edge neural network 

advancements, YOLOv8 achieves state-of-the-art performance across a wide range of tasks. 

 

4.2.4.3.2 DETECTRON2 

 

 

The other object detection algorithm we utilized is Detectron2, developed by Meta AI. A 

complete rewrite of the original Detectron, Detectron2 is now built on the PyTorch deep learning 

framework, making it more modular, flexible, and user-friendly. This transition enhances the 

algorithm’s performance and usability, making it ideal for both research and industry 

applications. 

Key features of Detectron2 include its modular design, allowing users to easily customize 

components of the detection pipeline, such as the backbone, neck, head, and loss functions. This 

flexibility supports a wide range of CV tasks, including object detection, instance segmentation, 

key point detection, and panoptic segmentation. Its intuitive API simplifies implementation, and 

the library integrates the latest algorithms and models, such as Faster R-CNN, RetinaNet, and 

others. The Detectron2 architecture is shown below [100]. 
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Figure 4.7: Detectron2 schematic architecture using backbone network ResNet 
Note: Adopted from reference [101] 
 

 

Detectron2 begins by preparing data labeled using CVAT. The input image is then 

processed through a backbone network to extract hierarchical features. A region proposal 

network (RPN) generates candidate object proposals from these features, which are standardized 

into fixed-size regions using ROI pooling or ROI alignment. The system then classifies and 

regresses the proposals, followed by post-processing steps to filter out low confidence detections 

and apply non-maximum suppression (NMS) to remove redundant bounding boxes. 

 Detectron2 offers a variety of models in its model zoo and baselines, but we selected the 

R101 (RetinaNet) and X101-FPN (Faster R-CNN) for their proven effectiveness in related object 

detection tasks [100]. 
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Table 4.6: Accuracy for R101 (RetinaNet) and X101-FPN (Faster R-CNN) 
 

Detectron2 is a highly advanced framework for object detection, leveraging state-of-the-

art deep learning models and techniques. Its flexibility made it the ideal choice for our research, 

providing robust support for a variety of CV tasks. 

 

4.2.4.3.3 AWS REKOGNITION 

 

 
Another potential CV algorithm to explore in the future is AWS Rekognition, a cloud-

based service that utilizes deep learning and CV to analyze images and videos. Like YOLO and 

Detectron2, AWS Rekognition can detect objects, people, text, scenes, and activities within 

visual content. Its ability to extract visual data makes it particularly promising for generating test 

cases. 

Key features of AWS Rekognition include image and video analysis, facial recognition, 

object and scene detection, text recognition, content moderation, custom labeling, and more. 

We believe AWS Rekognition provides a compelling alternative for leveraging CV to 

detect UI components and automate the generation test cases. 

 

 

 

lr train inference train box

sched time time mem AP

(s/iter) (s/im) (GB)

R101 3x 0.291 0.054 5.2 40.4 190397697

X101-FPN 3x 0.638 0.098 6.7 43 139173657

Name model id
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4.2.4.4 CV VALIDATION MODULE 

 

 
The most common evaluation metrics for object detection models are precision and 

recall, typically used for binary detection tasks. However, since our project involves training 

multiple classes specifically various UI components, we require more comprehensive metrics. 

For this reason, we will use intersection over union (IoU) and mean average precision ( 

mAP) to evaluate the performance of our object detection model. 

 

4.2.4.5 META-ALGORITHM MODULE 

 

 

Meta-algorithms will play a crucial role in our system, ensuring that it is optimized across 

various parameters, including adaptability, robustness, accuracy, and cost. We will delve into 

these aspects in more detail in Section 4.2.6.1. 

 

4.2.4.6 OVERALL RESULTS 

 

 

Comprehensive results will be presented after conducting a detailed analysis of our 

detections using the CV algorithms. This analysis will include performance metrics such as 

accuracy, precision, recall, and other relevant indicators (e.g., sensitivity) as appropriate to assess 

the effectiveness of the algorithms in identifying and categorizing UI components. Additionally, 

we will explore the system’s ability to generalize across different scenarios, providing a thorough 

evaluation of its robustness and reliability. These findings will offer valuable insights into the 

strengths and potential areas for improvement in our approach. 

 

4.2.5 IMPLEMENTATION, TOOLS AND TECHNIQUES  
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One of the most critical stages in building a CV system is the implementation, which 

involves selecting the right tools and techniques. In our system, the primary goal is to accurately 

detect UI components from websites and mobile apps.  

 

4.2.5.1 TOOLS  

 

 
Data collection is a crucial stage in designing a CV system, and annotation tools are vital 

for this process. For our system, we have chosen to use the free version of the CVAT to label all 

the image for testing. However, CVAT is not the only option available; other tools such as 

LabelImag, VGG Image Annotator, and Supervisely also offer valuable features for image 

annotation. As previously mentioned, the annotation process was conducted using CVAT, with 

data exported in the YOLO format. To ensure compatibility across various frameworks, the 

annotated dataset of 2000 images was converted from the YOLO format to formats compatible 

with Detectron2. Additionally, the dataset can be adapted for use with AWS Rekognition with 

minor adjustments. This step was essential to maintain consistency and allow the use of the same 

dataset across different algorithms. 

We use Python as the programming language for our system. Building AI and ML 

applications can be complex and time-consuming, but Python’s extensive libraries make it an 

essential tool for this purpose. Developers often prefer Pythion due to its straightforward syntax, 

which simplifies the learning curve and reduces development time. Additionally, the wealth of 

documentation available for Python provides valuable guidance throughout the design and 

implementation process. These factors make Python the ideal choice for our CV system. 
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4.2.5.2 HARDWARE CONFIGURATION 

 

 
 Once the data was prepared for testing, it was stored in Google Drive to facilitate its use 

in Google Colab. Commonly referred to as “Colab,” Google Colab is a hosted Jupyter Notebook 

service that requires no setup and provides free access to computing resources, including 

graphics processing units (GPUs) and tensor processing units (TPUs). Colab is particularly 

advantageous for our research, as it is well-suited for machine learning, data science, and 

educational purposes.  

 The training process will be conducted on Google Colab, utilizing Nvidia’s T4 GPU. This 

approach was selected for its flexibility and access to high-performance GPUs, such as the 

Nvidia L4 and A100. It is worth noting that while training can also be performed on a local 

computer, it would necessitate the presence of a compatible GPU. 

 

4.2.5.3 SOFTWARE ENVIRONMENT 

 

 
 The key advantage of using Python for this research lies in its extensive ecosystem of 

AI/ML libraries, which simplifies implementation, documentation, and ongoing maintenance. 

For YOLOv8, we utilized the Ultralytics library. For Detectron2, we employed a combination of 

Python libraries, including torch, torchvision, opencv-python, matplotlib, and detectron2. For 

future research utilizing AWS Rekognition, the Boto3 and OpenCV libraries can serve as 

essential tools for implementing detections. These libraries provide robust support and flexibility, 

enhancing the overall efficiency and effectiveness of our system.  

4.2.5.4 TEST CASE GENERATION PROCEDURE 

 
Test case generation procedure is a critical aspect of our research, as it allows us to 

evaluate and compare the effectiveness of manual, automated, and CV-based approaches in 
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generating test cases. Our goal is to assess how these approaches perform in terms of test 

scenario coverage for functional testing. To achieve this, we will implement the following steps 

to systematically compare the strengths and weaknesses of each method.  

 

4.2.5.4.1 MANUAL TEST CASE DESIGN 

 

 
The typical manual test case design begins with a QAE reviewing the requirements 

outlined in the user stories to identify the specific conditions or variables under which they will 

verify whether an application, software system, or its features are functioning correctly. The 

QAE then proceeds to document the test cases, ensuring that each one includes essential details 

such as the test case ID, description, steps to follow, expected results, pass/fail criteria, and 

status. This process can be particularly challenging for complex systems that require numerous 

test cases to ensure overall quality. Below is a visual representation of a test case.  

 

 

Figure 4.8: Test cases 
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Our goal is to evaluate the efficiency of writing multiple functional test cases that cover 

various areas of the system and compare this approach to others, such as automated test case 

generation and AI-based methods like CV. This comparison will help us understand the strengths 

and limitations of each approach in terms of test coverage and overall effectiveness.  

 

4.2.5.4.2 AUTOMATION TEST CASE DESIGN 

 

 
Automated test cases are designed and coded by individuals with a background in both 

coding and QA, enabling them to understand the coding architecture while also knowing what to 

expect from a testing perspective. Tools like Selenium, Cypress, and Appium are commonly used 

to build scripts in a programming language, which are then utilized to test both existing and new 

functionalities within the SDLC. However, changes in the code particularly in UI elements can 

break these scripts, necessitating updates. Therefore, effective communication between 

developers and QAEs is crucial to stay informed about UI changes, allowing the QAE to make 

necessary updates to keep the scripts functional. Maintaining these scripts, alongside string 

communication between developers and QAEs, is essential for their continued effectiveness. 

Below is a visual representation of Selenium script in Java. 
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Figure 4.9: Selenium Script in Java   
 
 

 Test automation is a vital tool for QAEs in the validation and verification of systems. 

However, creating and maintaining automation scripts requires significant time and expertise, 

making resources and time crucial factors in achieving comprehensive automation coverage. 

Ensuring this coverage is essential to meet both customer and quality expectations for the 

application. 
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4.2.5.4.3 CV TEST CASE DESIGN 
 

Our objective is to design a comprehensive test case that explores the end-to-end 

scenarios for functional testing. This is part of stage 4 in the system framework, as illustrated in 

Figure 4.3. Leveraging advancements in CV, we can detect UI components and extract relevant 

data to aid in test case generation. However, simply identifying UI components is not sufficient 

for creating test cases. We also need detailed descriptions and other essential elements typical of 

test case documentation. 

LLMs can enhance this process by assisting in generating these descriptions. For 

example, once the CV system detects a UI component, this detection can be translated into a 

prompt. This prompt can then be used to generate the detailed descriptions required for test 

cases. The visual representation below illustrates how CV-based test case design is generated. 

 

Figure 4.10: CV Test Case Generation 
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A test case designed using our CV approach can be applied to various areas of functional 

testing, such as regression testing, sanity testing, smoke testing, and more [26]. Additionally, by 

detecting UI components and extracting detailed information, supplemented with data generated 

by an LLM system, this information can be leveraged not only to create test cases but also to 

reverse engineer user stories, documentation, and other resources that can aid QAEs in their 

testing activities. As mentioned in this article, the author highlights the benefits of combining CV 

with exploratory testing to generated documentation [102]. 

Overall, this CV approach serves as an additional layer of testing. While its not intended 

to replace manual or automated scripting methods, it offers a valuable tool that can be utilized 

not only by QAEs but by the entire product team in their processes. Regardless of whether the 

test cases are manual, automated or generated through the CV approach, the goal remains the 

same: to validate the accuracy, completeness, and reliability of software features. 

 

4.2.5.5 TEST AUTOMATION TOOLS 

 

 

In this section, we demonstrate how automation tools can be integrated into our system. 

This forms the first stage of the high-level system outlined in Figure 4.3. Our goal is to make the 

process user-friendly, allowing users to provide a list of URLs. Using Selenium, the system will 

navigate to these URLs, capture screenshots, and save them to a designated folder. These 

screenshots will then serve as input data for the user and be used for making predictions. A visual 

representation of this first stage is shown below.  
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Figure 4.11: First stage of the system. 
 
 

Our system offers two options for starting the process: the first option accepts images as 

input data, while the second option allows the user to input a video. At this stage, we utilize 

Python to build a script that prompts the user to select between these two options. If the first 

option is chosen, the script will ask the user to input the URLs to be explored. If the second 

option is selected, the script will prompt the user to provide the video file to be used as input.  

As we know, Selenium is one of many automation tools available to QAEs for automating 

testing tasks. We believe Selenium can be employed in the first stage of our system to navigate to 

the specified URLs, capture screenshots of the pages, and store them in a folder labeled “input 

data.” Below is a representation of a Python script that can be used to execute the system’s first 

stage.  
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Figure 4.12: Python script prompting the user to select either Option 1 or Option 2 
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 This is an example of Python script that can be integrated into the system presented in our 

research. However, the script can be further expanded to support multiple browsers or include 

more advanced error handling, as needed. 

 

4.2.6 INTEGRATION, TEST, & VALIDATION 

 

 

4.2.6.1 INTEGRATION OF META-ALGORITHMICS  

 

 
Meta-algorithms are frameworks used in the design of intelligent systems to ensure 

adaptability, robustness, and efficiency. We believe meta-algorithms can benefit our system in 

several areas, including adaptability, robustness, efficiency, parallelism, and design patterns. 

These algorithms are designed to handle evolving system requirements and inputs, which is 

crucial for our approach, as detecting UI components requires adapting to varying lighting 

conditions, angles, and object appearances. 

Meta-algorithms help maintain system performance despite variations in input data, 

which is essential for accurately recognizing UI components a key step in generating test cases. 

Robustness allows the system to reliably identify UI components even in the presence of noise or 

partial occlusions. Efficiency is another vital advantage, as meta-algorithms optimize accuracy, 

speed, and cost, making them particularly valuable in real-time applications, especially in CV. By 

enabling multiple algorithms to work together toward a common goal, parallelism significantly 

enhances processing speeds and the overall performance of intelligent systems. 

Overall, meta-algorithms play a crucial role in enhancing any intelligent system, 

especially in our CV approach for generating test cases. For our system, we will focus on three 
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key strategies: Predictive Selection, Predictive Selection with Secondary Engines, and 

Generalized Hybridization. 

 

4.2.6.1.1 PREDICTIVE SELECTION WITH SECONDARY ENGINES 

 

 

We believe that the meta-algorithm best suited for our system, which generates test cases 

using CV and LLMs, is Predictive Selection with Secondary Engines, as presented in the second 

part of the meta-algorithm patterns in [103]. This pattern is an extension of the Predictive 

Selection pattern, combining elements of both approaches. Before implementing Predictive 

Selection with Secondary Engines in our system, its essential to first understand the similarities 

and distinctions between the base Predictive Selection pattern and its extended version, which 

incorporates Secondary Engines. 

The Predictive Selection pattern is divided into two phases: the statistical learning phase 

and the run-time phase. Together, these phases identify the generator that reports the highest 

confidence in its output for a give sample. In the statistical learning phase, various generators are 

assessed to determine which performs best across different input data types. Ground truth 

samples are essential for this phase, as they serve as input for training. This is crucial for our 

system, as it enables users to choose between images or videos as input data. The output of this 

phase is a generator ranking or category-scoring matrix, which rates each generator’s 

effectiveness. The category section of the diagram stores inputs that share common 

characteristics, such as metrics related to the input data type. For our system, the category section 

represents different types of UI components detectable based on our provided training data. 

The ranking mechanism is designed to assess each generator’s correlation, or accuracy, 

based on the ground-truth data within the training set. Input samples are processed by a 
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classification algorithm to assign them to specific categories. Each sample is then processed by 

the generators, and their outputs are compared to the ground-truth data using a coring algorithm 

to determine the highest- performing generator for each sample. In the run-time phase, input 

samples are processed to identify the best-matching category. The system then selects the 

highest-performing generator by identifying the one with the highest accuracy and consulting the 

generator category-scoring matrix for the relevant input category.  

 The Predictive Selection with Secondary Engines pattern retains the ‘Statistical learning’ 

phase from the original Predictive Selection pattern but introduces modifications to the ‘run-

time’ phase. Unlike the initial pattern, this approach incorporates additional checks on the output 

after the best classification has been assigned to the sample. Below is a representation of the 

Predictive Selection with Secondary Engines pattern.  
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Figure 4.13: The Predictive Selection with Secondary Engines pattern is depicted below, 

illustrating both the statistical learning and run-time phases. 
Note: Adopted from reference [103] 
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We believe that the Predictive Selection with Secondary Engines pattern can significantly 

enhance our system design. This pattern effectively manages multiple generators and assesses 

output quality to ensure optimal performance.  

This aligns seamlessly with our objective of leveraging two distinct CV algorithms while 

introducing a third option for future research. YOLOv8 and Detectron2 are the primary focus of 

our study, with AWS Rekognition included as an alternative. All three algorithms can analyze 

user inputs (images or videos) to detect UI components. From these detections, we can generate 

test cases applicable to various stages of the SDLC, supporting a wide range of testing purposes. 

 

4.2.6.1.2 APPLY PREDICTIVE SELECTION WITH SECONDARY ENGINES PATTERN TO 
THE CV SYSTEM THAT GENERATES TEST CASES 

 

 

The Predictive Selection with Secondary Engines pattern offers valuable versatility for 

our system, particularly in determining which CV algorithm to use for detecting UI components,  

Our focus is on evaluating whether YOLOv8 and Detectron2 can effectively train models 

and use them to detect UI components in both mobile and desktop applications. Additionally, we 

have considered AWS Rekognition as an alternative option. 

In selecting the most suitable algorithm, we factored in key criteria such as model 

accuracy, performance, flexibility, and ease of deployment to ensure the efficient generation of 

test cases. 

   

 Advantages Suitability  Customization 

YOLOv8 YOLOv8 is one of the 
algorithms we selected 
due to its high speed and 
efficiency, making it 
ideal for real-time object 

YOLOv8 excels at 
detecting and 
tracking UI 
components, 
particularly in 

YOLO models are 
relatively easy to 
fine-tune using 
custom datasets, 
making them a strong 
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detection tasks. Its 
optimized architecture 
strikes a balance 
between performance 
and accuracy, providing 
a significant advantage 
in detecting UI 
components across both 
mobile and desktop 
platforms. 

applications that 
demand fast and 
responsive feedback. 
It is also a strong 
choice for 
deployments on 
mobile devices and 
real-time 
applications. 

fit for our 26-class 
dataset. 
 

Detectron2 This algorithm provides 
exceptional accuracy 
and flexibility, 
particularly for instance 
segmentation and 
detecting complex 
objects. It is highly 
customizable and 
supports training on 
various architectures and 
backbones. 

Detectron2 excels at 
distinguishing 
overlapping 
components and 
handling intricate UI 
layouts. Given that 
our dataset includes 
nuanced classes with 
detailed boundaries, 
Detectron2 can 
deliver enhanced 
precision. 

Detectron2 offers 
extensive 
customization 
options, making it 
well-suited for 
detecting UI 
components that vary 
significantly in style 
and size. However, it 
tends to be more 
computationally 
intensive and slower 
compared to 
YOLOv8. 

AWS Rekognition AWS Rekognition is a 
cloud-based solution for 
image and video 
analysis, eliminating the 
need to extensive local 
computational resources. 

This CV algorithm is 
generally more 
limited in 
customization 
compared to 
YOLOv8 and 
Detectron2. 

AWS Rekognition 
offers limited 
customization 
options for fine-
tuning, making it less 
flexible for handling 
our highly 
specialized UI 
component classes. 

 

Table 4.7: Comparison of CV Factors for YOLOv8, Detectron2, and AWS Rekognition. 
 

Creating a decision diamond will guide us in selecting the most suitable CV algorithm 

based on the factors outlined in Table 4.7. The Predictive Selection Statistical Learning phase for 

choosing the CV algorithm is presented below. 
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Figure 4.14: Predictive Select - Statistical Learning Phase for Choosing the Optimal CV 
Algorithm to Detect UI Components. 

  

 The second phase of the predictive selection process is the run-time phase. This phase 

includes additional checks on the output after the optimal classification has been assigned, aiding 

in the selection of the most suitable generator. A visual representation of the run-time phase is 

shown below.  
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Figure 4.15: Predictive Selective – Run Time Phase for Choosing the Best CV Algorithm to 
Detect UI Components. 

 

 By applying the Predictive Selection with Secondary Engines pattern and considering the 

results presented in Section 4.2.7, we conclude that YOLOv8, particularly the larger X model, is 

the most suitable CV algorithm for UI component detection. This recommendation is based on 

factors such as its advantages, suitability, and customization capabilities, along with the dataset 

of 2000 labeled images used to train our system. 
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4.2.7 EVALUATION CRITERIA 

 

 

4.2.7.1 YOLOv8 AND DETECTRON2 EVALUATIONS 

 

 
Evaluation metrics are crucial for assessing the performance of CV models. For YOLOv8 

and Detectron2, our focus is on accuracy in object localization. Precision and recall metrics offer 

valuable insights into the models’ effectiveness in identifying true positives, and false negatives 

[104].  

The formula for precision is defined as the number of True Positives divided by the total 

of True Positives and False Positives. This relationship is expressed in Equation (4.1) below. 

𝑃 = 𝑇𝑃(𝑇𝑃 + 𝐹𝑃) 
The formula for recall is calculated by diving the number of True Positives by the total of 

True Positives and False Negatives. This is illustrated in Equation (4.2) below.  

𝑅 = 𝑇𝑃(𝑇𝑃 + 𝐹𝑁) 
The F1 score offers a deeper understanding of CV model’s performance, extending beyond 

mere accuracy. Mean Average Precision (mAP) assesses object detection models across various 

classes. Additionally, calculating the loss function reveals the model’s learning effectiveness by 

quantifying the difference between predicted bounding boxes and ground truth annotations.  
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The F1 score is computer as the harmonic mean of precision and recall, providing a single 

metric that effectively balances False Positives and False Negatives. This relationship is illustrated 

in Equation (4.3) below.  

𝐹1	𝑆𝑐𝑜𝑟𝑒 = 2	(𝑃 ∗ 𝑅𝑃 + 𝑅) 
 The mAP is calculated by first determining the AP for each class and then averaging these 

values across all classes. This process is illustrated in Equation (4.4) below. 

𝑚𝐴𝑃 =	 1𝑁5𝐴𝑃!

"#$

𝑖 

 These metrics deliver a comprehensive assessment of the model’s performance by taking 

into account factors such as accuracy, speed, and efficiency [104]. The combination of mAP, 

precision, recall, F1 score, loss, and speed metrics provides a holistic evaluation of our object 

detection approach. This through assessment aids in the precise detection of UI components, and 

the results will be included in the documentation. Later in the SDLC, QAEs can utilize this 

documentation to better familiarize themselves with the application that requires testing. 

4.2.7.1.1 YOLOv8 DETECTION RESULTS 

Our training regimen involved training the YOLOv8, specifically the YOLOv8X model 

for 100 epochs. Here are the results for the 2000 UI component dataset: 

YOLOv8 – X model - Loss Metrics – 100 epochs 

• train/box_loss decreases from 4.9269 at epoch 1 to 0.8148 at epoch 100.  

• train/cls_loss decreases from 4.5865 at epoch 1 to 0.51324 at epoch 100.  

• train/dfl_loss decreases from 3.8599 at epoch 1 to 0.93471 at epoch 100.  
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The decrease in these training losses indicates that the model is learning and improving its 
predictions over time.  

• val/box_loss decreases from 4.4446 at epoch 1 to 0.7469 at epoch 100.  

• val/cls_loss decreases from 3.4229 at epoch 1 to 0.42817 at epoch 100.  

• val/dfl_loss decreases from 3.3713 at epoch 1 to 0.89559 at epoch 100. 

 The decline in validation losses indicates that the model’s performance on unseen data is 

also improving, which is a promising sign. Below is a graphical representation of YOLOv-8X 

model’s performance from epoch 1 to 100. 

 

Figure 4.16: YOLOv-8X metrics 

 

YOLOv8 – X model - Precision, Recall, mAP, and F1 score – 100 epochs 

• metrics/precision(B) increases from 0.00197 at epoch 1 to 0.93907 at epoch 100.  

• metrics/recall(B) increases from 0.04765 at epoch 1 to 0.82657 at epoch 100.  

• metrics/mAP50(B) increases from 0.00488 at epoch 1 to 0.90272 at epoch 100.  

• metrics/mAP50-95(B) increases from 0.00145 at epoch 1 to 0.69616 at epoch 100.  
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Figure 4.17: Precision-Confidence, Recall-Confidence, and Precision-Recall curves. 

 

 

These metrics reveal significant improvements over the epochs, indicating that the model 

is enhancing its accuracy in object detection (precision), identifying a greater proportion of 

actual objects (recall), and achieving superior overall performance (mAP). The learning rates for 

different parameter groups (lr, pg0, lr/pg1, lr/pg2) decrease as the number of epochs increases, 

following a learning rate schedule that effectively aids in fine-tuning the model and mitigating 

overfitting. An F1 score of 0.85 at a confidence threshold of 0.443 indicates that, with a 

minimum confidence level of 33.3% for detections, the model sustains an F1 score of 0.85. This 

demonstrates a well-balanced performance between precision and recall, showing that the model 

effectively identifies true positives while minimizing false positives and false negatives. The 

performance progression from epoch 1 to epoch 20, as well as for all 100 epochs across the 

YOLOv8 models, is presented below.  
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Figure 4.18: Results from all the YOLOv8 models for the 2000 UI components dataset. 

 

 

4.2.7.1.2 DETECTRON2 DETECTION RESULTS 
 

Our training process focused on Detectron2, specifically utilizing the R101 (RetinaNet) 

and X101-FPN (Faster R-CNN) models. Analysis of the JSON file of metrics generated by 

Detectron2 reveals promising performance results. Over 10,000 iterations (20 epochs), the training 

and validation loss graphs show a consistent downward trend, indicating effective learning and 

improved accuracy over time. This steady reduction in loss across both datasets suggests that the 

model is successfully generalizing from the training data while maintaining robustness during 

validation. The convergence of the loss values underscores the efficiency of the training process 

and highlights the model’s potential for reliable performance in practical applications.  

1. fast_rcnn/cls_accuracy: This graph illustrates the classification accuracy of Faster R-

CNN models, reflecting the percentage of correctly classified objects among all detected 

instances. An upward trend indicates continuous improvement in the model’s accuracy.  

2. fast_rcnn/false_negative: This graph highlights the false negative rate, representing the 

proportion of actual positive instances misclassified as negative. A downward trend 

YOLOv8n

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 5.3357 5.4355 4.1936 0.00054 0.03424 0.00055 0.00018 5.743 5.8033 4.342 0.00011012 0.00011012 0.00011012

20 1.6957 2.0177 1.5172 0.48228 0.1736 0.14091 0.08266 1.5691 1.8702 1.4319              1.9814e-05              1.9814e-05              1.9814e-05

YOLOv8s

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 5.1891 5.1897 4.0649 0.00053 0.00027 0.00028                   8e-05 5.6326 5.5049 4.1388 0.00011012 0.00011012 0.00011012

20 1.4873 1.6753 1.379 0.57185 0.22587 0.21636 0.13358 1.3678 1.5179 1.2923              1.9814e-05              1.9814e-05              1.9814e-05

YOLOv8m

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 5.1359 4.8631 4.0051 0.00034 0.00572 0.00022                   5e-05 5.4504 4.3111 3.8979 0.00011012 0.00011012 0.00011012

20 1.3188 1.4358 1.2587 0.62897 0.28362 0.30848 0.19881 1.1986 1.2442 1.1729              1.9814e-05              1.9814e-05              1.9814e-05

YOLOv8l

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 5.0786 4.7977 4.0079 0.11867 0.00549 0.00096 0.00025 4.9503 3.9243 3.6188 0.00011012 0.00011012 0.00011012

20 1.2493 1.321 1.1947 0.6096 0.32932 0.37182 0.24931 1.1425 1.1627 1.117              1.9814e-05              1.9814e-05              1.9814e-05

YOLOv8x

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 4.9269 4.5865 3.8599 0.00197 0.04765 0.00488 0.00145 4.4429 3.425 3.3713 0.00011012 0.00011012 0.00011012

20 1.195 1.2575 1.1496 0.5871 0.37334 0.4015 0.26965 1.0964 1.1105 1.0784              1.9814e-05              1.9814e-05              1.9814e-05

YOLOv8x

                  epoch

         

train/box_loss          train/cls_loss          train/dfl_loss    metrics/precision(B)       metrics/recall(B)        metrics/mAP50(B)     metrics/mAP50-95(B)            val/box_loss            val/cls_loss            val/dfl_loss                  lr/pg0                  lr/pg1                  lr/pg2

1 4.9269 4.5865 3.8599 0.00197 0.04765 0.00488 0.00145 4.4446 3.4229 3.3713 0.00011012 0.00011012 0.00011012

100 0.8148 0.51324 0.93471 0.93907 0.82657 0.90272 0.69616 0.7469 0.42817 0.89559              6.6267e-06              6.6267e-06              6.6267e-06
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indicates fewer missed detections, demonstrating the model’s enhanced ability to identify 

all relevant objects.  

3. fast_rcnn/fg_cls_accuracy: This graph focuses on foreground classification accuracy, 

measuring the model’s ability to correctly identify objects of interest. An increasing trend 

suggests better differentiation between objects of interest and the background, signifying 

improved model precision. 

 

 

 

Figure 4.19: Classification accuracy, false negative rate, and foreground classification accuracy 
metrics for the Faster R-CNN X101-FPN model. 

 

 

These graphs offer a comprehensive overview of the classification performance of the 

Faster R-CNN X101-FPN model. The observed trends provide valuable insights into the model’s 

learning progress and its capacity to generalize to unseen data, guiding potential refinements to 

the training process. Both RetinaNet R101 and Faster R-CNN X101 exhibit a consistent 

downward trend in training and validation loss, reflecting effective learning and robust 

generalization. This quantitative evaluation indicates a successful training process, with the 

models demonstrating string performance on both training and validation datasets. 
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Figure 4.20: Training and Validation Loss for RetinaNet R-101 and Faster R-CNN X101-FPN 
models. 

 

Overall, both RetinaNet R-101 and Faster R-CNN X101-FPN exhibited excellent 

performance, achieving high classification accuracy, lower false negative rates, and improved 

foreground classification accuracy as anticipated. These results validate the effectiveness of these 

models for our object detection tasks, ensuring reliable and precise detection and classification of 

objects within images.  

RetinaNet R-101 (Training Loss):  

• Stars at approximately 0.35 steadily decrease, stabilizing near 0.03 after 10,000 iterations 

(20 epochs). 

• The consistent decrease shows effective learning without significant overfitting. 

RetinaNet R-101 (Validation Loss): 

• It starts at approximately 0.35 and drops sharply, stabilizing near 0.05. 
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• A low and converging validation loss suggests strong generalization capability. 

RetinaNet R-101 (Implication for Precision): 

• RetinaNet likely has high precision since both training and validation losses are low and 

converge closely, indicating the model performs well on unseen data.  

• If these losses are associated with cross-entropy, the precision could be estimated to exceed 

90%, assuming a low false positive rate typical of RetinaNet. 

Faster R-CNN X101-FPN (Training Loss): 

• Starts around 0.85 and steadily decreases to stabilize near 0.1. 

• A gradual decline indicates efficient learning. 

Faster R-CNN X101-FPN (Validation Loss): 

• Starts at round 0.8 and converges to approximately 0.1 

• The close alignment of training and validation losses suggests minimal overfitting. 

Faster R-CNN X101-FPN (Implication for Precision): 

• The model likely achieves high precision, as the validation loss indicates effective 

detection and classification on unseen data. 

• Faster R-CNN models typically excel in precision due to their region-based approach. 

Based on these trends, the precision might be slightly lower than RetinaNet but still within 

85-90%. 
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The RetinaNet R-101 shows slightly lower losses compared to Faster R-Cnn X101-FPN, 

suggesting marginally better precision and generalization in this specific training context. 

Precision metrics can only be accurately calculated with further data (e.g., true positives, false 

positives), but inferred values from loss trends suggest both models perform well, with estimated 

precision above 85%. 

4.2.7.2 LARGE LANGUAGE MODEL (LLM) TEST CASE RESULTS 

 

 
LLMs are advanced computational models designed to perform NLP tasks, such as 

language generation. These models acquire their capabilities by learning statistical pattern and 

relationships from extensive text datasets during self-supervised and semi-supervised training 

processes. For our research, we aim to utilize an LLM, such as ChatGPT, to enrich our test cases 

by generating additional detailed information [8]. 

The fourth stage of our system framework focuses on test case design. Figure 4.10 

illustrates the integration plan for an LLM, specifically ChatGPT, into this process. The first step 

involves detecting UI components using YOLOv8 or Detectron2. The second step is achieved by 

extracting key information from the CV detections, such as the count and type of objects 

identified. This second step is depicted in the image below.  
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Figure 4.21: The image illustrates UI detections, highlighting each component’s unique ID, type, 
and associated confidence scores. 

 
 

Following the detection of UI components, we also employ the OCR method to extract 

detailed information from each component. Below is an image showcasing the extracted 

information from Figure 4.21. 
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Figure 4.22: Object Tracking from figure 4.21 Utilizing Tesseract OCR. 

 

 

The third step involves utilizing the OCR results from step two to populate a pre-

designed template. It is important to note that this template can be customized based on the 

specific testing areas that the QAE intends to evaluate. In our implementation, the template is 

designed to generate prompts for various types of functional testing, including exploratory 

testing, usability testing, stress testing, localization testing, regression testing, smoke testing, and 

more. 
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After integrating the extracted text into the template (achieved using the Pandas Python 

library), the prompts are prepared for execution on an LLM, in this case, ChatGPT. Below is an 

illustration showcasing the template populated with UI detection data and its integration into the 

prompts. 

 

 

Figure 4.23: Some sample prompts generated using the extracted information from figure 4.22, 
integrated into the custom template designed for test case creation. 

 

 
In the fourth step, the prompts created in the third step are inputted to an LLM, 

specifically ChatGPT, to generate additional steps that can enhance the test cases. Along with 

these steps, a detailed description is also added to each test case. Finally, the fifth step 

consolidates all findings. To produce comprehensive test cases that can be utilized during various 

stages of the SDLC. These test cases can also be integrated into a project management system 
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like JIRA, ensuring they are readily accessible to the QA team. An example of six test cases is 

shown in Figure 4.24. 

 

Figure 4.24: Functional test cases generated based on the prompts from figure 4.23 
 

Our objective is to design test cases similar to those shown in Figure 4.8. The specifics 

and types of test cases depend on the data detected from a given website or mobile app, as well 

as the prompts defined in the template. This decision will be entrusted to the QA team testing the 

application. They will determine the type of functional testing required, and the system will 

generate the corresponding test cases accordingly. 

 

4.2.7.2.1 EVALUATION OF THE LLM OUTPUT QUALITY 
 
 

 There are two primary approaches for evaluating the performance of an LLM:  human 

evaluation and LLM assisted evaluation. For human evaluation there are several ways to evaluate 

the output from an LLM [105]. 

 

• Reference-Based Evaluation: This approach involves the QAE comparing the LLM’s 

output against a predefined ground truth or ideal response. The QAE then makes a binary 

judgement- yes or no – on whether the output is accurate. For this method to be effective, 
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the ground truth must be established beforehand. In our case, this approach if feasible 

since we already have a set of manually created test cases that can be used as a 

benchmark for comparison.  

• Scoring-Based Evaluation: When no ground truth reference is available, the scoring 

method offers an alternative. In this approach, the QAE evaluates the LLM’s output by 

assigning it a score, such as on a scale from 0 to 1. The score is determined based on 

criteria defined by the QAE team, which can range from broad to highly specific. 

Ultimately the evaluation is subjective and relies on the QAE’s judgement, making it 

adaptable to different testing scenarios. 

• A/B Testing- Based Evaluation: In this method, the QAE compares two different outputs 

and selects the one that performs better or meets the requirements more effectively. 

 

On the other hand, instead of relying on human evaluation, we can leverage tools to 

assess the performance of LLMs. The same evaluation methods used in human assessments can 

also be applied with the assistance of an LLM. The key is to craft prompts that effectively guide 

the LLM-assisted system in evaluating the outputs generated by another LLM. This approach 

ensures consistency and efficiency in the evaluation process [105]. 

• Reference- Base Evaluation (LLM-Assisted): The reference method is applicable when 

the QA team has documentation, such as user stories, that serve as a benchmark. Prompts 

are designed to analyze this documentation, enabling the LLM to generate test cases. 

These test cases are then be compared to those created using the CV approach outlined in 

this research, assessing their similarity and accuracy. The image below provides an 

example of a prompt template used for the reference methodology.  
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Figure 4.25: A sample prompt template for comparing test case 3 from figure 4.24 with a human-
generated ground truth (a similar test case created manually) 

Note: Adopted from reference [106] 

 

 

• Scoring- Based Evaluation (LLM-Assisted): The scoring method can utilize a sample 

template designed for detecting toxicity. While this method is not directly applied to the 

data in our current verification process, it serves as an example for any QA team 

interested in implementing it in the future. The image below demonstrates how the LLM-

assisted system is instructed to perform classification scoring.  
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Figure 4.26: Example of a prompt template designed for toxicity detection. 
Note: Adopted from reference [106] 

 

• A/B Testing-Based Evaluation (LLM-Assisted): This method proves highly effective 

when comparing two outputs. In this case, we aim to evaluate the ground truth (e.g., user 

stories or other documentation) against the LLM-generated output derived from CV UI 

detections. Additionally, this method has the potential for use during QAE team meetings, 

where team members can review test cases to ensure no steps are missing. The image 

below illustrates how the A/B testing method leverages LLM assistance to select the best 

output, ensuring the most accurate and comprehensive results.  
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Figure 4.27: A sample prompt template for applying A/B testing to evaluate one of the test cases 
details generated using ChatGPT. 

Note: Adopted from reference [107] 

 

The A/B testing technique proves valuable in determining which response is more 

effective, leaving the final decision to the QAE. Additionally, it is worth noting that semantic 

analysis can be employed to assess the similarity between two responses, providing deeper 

insights into AI-generated text. This analysis can be conducted using tools like the spaCy library, 

similar to the test case generation approach highlighted by the author in this research [42].  

 

4.2.7.3 COMPARISON ON THE GENERATION OF MANUAL, AUTOMATION AND 
COMPUTER VISION TEST CASES.  

 

 
To evaluate the effectiveness of different approaches – creating test cases from scratch, 

building automation scripts, or leveraging CV detection to identify UI components and using an 

LLM to enhance test case details-it is essential to consider several key steps. These steps will 

help determine which method produces the most comprehensive test cases in terms of coverage, 

rather than focusing solely on the time required to generate a specific number of test cases (this 

aspect will be discussed in detail in Chapter 4). 
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One approach we plan to implement for comparing the similarity between a test case 

manually created by a QAE and another generated using the CV approach outlined in this 

research is through cosine similarity. This method measures the similarity between two vectors in 

an inner product space. We believe this approach will provide valuable insights into how closely 

the test cases align, offering a clear indication of their similarity after the analysis in complete.  

When comparing the automation testing approach to the CV-based approach, we 

recognize that cosine similarity is not applicable since we are comparing textual outputs. Instead, 

our focus is on evaluating cost efficiency, as both automation testing scripts and the CV-based 

approach can assist in handling repetitive tests, particularly during regression testing across 

multiple cycles.  

In the next section, we present similar test cases generated using three different methods: 

manual creation, automation, and the CV-based approach. We will compare these test cases to 

highlight their differences and potential synergies. While we believe all three approaches can 

effectively complement one another during the SDLC, the decision on which method to prioritize 

ultimately rests with the QAE team based on their specific needs and workflows. 

 

4.2.7.3.1 SEMANTIC ANALYSIS FOR COMPARING MANUAL TEST CASES WITH THE 
CV-BASED APPROACH 

 

 
A part of our evaluation, we manually created five functional test cases, each including 

details such as an ID, test case name, preconditions, steps, and expected outcomes. These test 

cases were designed for a typical website where users can log in, interact with various clickable 

buttons, and navigate through the interface. The purpose of these test cases is to serve as a 

benchmark for comparing with those generated using the CV-based approaches discussed in this 

research. The image below showcases a simple script that utilizes the medium English language 
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model from SpaCy and the Scikit-learn library to calculate metrics for assessing the similarity 

between two different test cases.  

 

 

 

Figure 4.28: Comparison of test case ID2 – manually created versus generated using the CV 
approach-with analysis performed using the spaCy library.  
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 The script above produced the following similarity scores for each step: [Step 1: 0.96, 

Step 2: 0.90, Step 3: 0.88, Step 4: 0.75, Step 5: 0.95]. These scores indicate that the overall 

similarity between the two test cases is approximately 0.8. It is worth noting that adjusting the 

threshold (currently set at 0.85) can influence the predictions and overall metrics. Overall, the 

semantic analysis, particularly the similarity tool provided by spaCy, proves to be a valuable 

method for evaluating how closely aligned test cases created manually by a QAE are with those 

generated through automated approaches.  

 

4.2.7.3.2 ANALYZING THE CV TEST CASES GENERATION APPROACH WITH THE 
GENERATION OF AUTOMATION SCRIPTS  

 

 
Automation testing leverages tools and scripts to execute test automatically, minimizing 

the need for manual intervention. This approach is particularly beneficial for repetitive tasks and 

large-scale projects where efficiency, speed, and precision are essential.  

Our goal is to evaluate how the CV approach presented in this research can serve as an 

alternative method for application testing. One key area where the CV approach may outperform 

traditional automation frameworks is in exploratory or ad hoc testing. These testing types of 

demand creativity, adaptability, and flexibility-qualities that automated testing, despite its speed, 

cannot fully replicate.  

The CV approach offers a distinct advantage by detecting the entire UI of an application, 

potentially uncovering new UI components and their locations. This comprehensive detection 

can identify elements that might be overlooked by automation scripts, which sometimes execute 

too quickly to capture subtle changes or nuances. Similarly, manual testing may occasionally 

miss critical areas due to human oversight. By addressing these gaps, the CV approach enhances 

the breadth and depth of application testing.  
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Another area where the CV approach presented in this research can be particularly useful 

is in testing short-term projects. One of our primary goals is to leverage CV to analyze and 

explore applications, identifying new changes in the UI. By using CV instead of traditional 

manual or automation testing, developers can save a significant amount of time. Automation 

requires a considerable setup effort, which may not be justifiable for short-term or smaller 

projects. 

While manual testing can provide quicker feedback, it may take longer for QAE teams to 

familiarize themselves with an application’s UI, especially if they lack prior knowledge of the 

system. In contrast, the CV approach can efficiently detect all UI components and export this 

data for downstream processes such as generating test cases or creating user stories, as needed. 

This capability makes the CV approach a highly efficient alternative for short-term or 

exploratory testing scenarios. 

In certain projects, usability testing is a critical component of the testing process. While 

automation cannot fully replicate the human experience, manual testing often provides valuable 

insights for tasks such as evaluating a product’s user interface. Similarly, incorporating CV into 

usability testing can offer significant benefits by efficiently analyzing and evaluating an 

application’s UI. This approach can complement traditional methods, providing a more 

comprehensive assessment of the application’s usability.  

The advantage of automation lies in its ability to execute tests repeatedly with 

consistency. However, in some scenarios, running tests, multiple times may not be necessary. For 

instances where QAEs only need to verify one or two specific aspects of an application, manual 

testing or leveraging CV-based UI detection can provide a quick and effective alternative. These 

approaches allow QAEs to gain insights into the applications behavior and confirm whether it is 
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functioning as expected without the overhead of setting up and running comprehensive 

automated tests.  

With rapid advancements in technology, systems and libraries can undergo frequent 

updates, often causing automation scripts to become outdated. Addressing these issues can 

consume significant time-time that may not have been accounted for during the planning stages 

of the SDLC. While manual testing is more adaptable to such changes without requiring script 

reconfiguration, incorporating CV into UI testing offers an even more robust solution. CV can 

dynamically detect elements present in the UI in real-time, making it an effective approach for 

testing applications regardless of system or library updates. 

Evaluating the effectiveness of manual testing versus automation testing involves 

considering various factors. Manual testing relies on human effort to execute tasks, while 

automation testing focuses on developing scripts to streamline the testing process. Both 

approaches require significant investment in terms of cost and human resources. 

Research indicates that testing can account for up to 60% of a software project’s total 

cost. Initially, automation testing often incurs higher expenses than manual testing due to setup 

and scripting efforts. However, it proves cost-effective in the long term by reducing repetitive 

workload and increasing efficiency. 

Automation testing is particularly suited for large-scale projects, where its ability to 

handle repetitive tasks efficiently makes a significant impact. On the other hand, manual testing 

tends to be more practical for smaller projects and short-term testing needs, as it offers flexibility 

and adaptability to specific challenges. 

We believe that the CV approach presented in this research can be a valuable tool for 

testing both small and large projects. It has the potential to reduce the costs associated with 
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automation testing, as CV can perform repetitive testing without requiring modifications to the 

model. Unlike automation scripts, which often require significant maintenance and skilled 

personnel due to the coding involved, the CV approach minimizes the need for continuous 

updates.  

Manual testing, on the other hand, demands substantial effort, as every test case must be 

created, executed, documented, and reviewed manually, placing a heavy workload on QAE team 

regardless of their size. The process outlined in figure 4.10 demonstrates how integrating CV and 

LLMs can enhance manual testing by streamlining test case generation. 

In conclusion, our aim is not to replace traditional manual or automation testing methods. 

Instead, we seek to provide QAE teams with an additional approach to complement their existing 

processes. By leveraging manual, automation, and CV-based methods together, teams can ensure 

that software systems operate correctly, remain secure, meet stakeholder requirements, and 

deliver value to end users. 

 

4.2.7.4  GENERAL DETECTIONS USING YOLOv8 AND DETECTRON2 

  
 

In this section, we present the results of our approach to detecting UI components from 

various websites and generating targeted test cases that address different functional areas of the 

sites. 
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Figure 4.29: Identification and tracking of UI components on a retail store website. 
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Figure 4.30: Identification and tracking of UI components on a dealership website. 
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Figure 4.31: Identification and tracking of UI components on a pharmacy website. 
 
 

 
 

Figure 4.32: Identification and tracking of UI components on a grocery website. 
 



 

 

135 

 
 

 
 

 

Figure 4.33: Identification and tracking of UI components on a technology store website. 
 
 Following the UI detection process, the results can be processed through the template 

outlined in Figure 4.23, with adjustments specifying the type of test cases to be generated. In this 

instance, Figure 4.23 is configured to generate functional test cases. 
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4.2.7.5 CONCLUSIONS OF THE COMPARING ANALYSES  

 

 
Additionally, we aim to highlight the key distinctions between manual testing, automated 

testing, and the CV-based approach. The table below provides a detailed comparison of these 

methods.  

Testing Aspect Manual Testing Automated Testing CV Approach Testing 

Accuracy More susceptible to 

human errors but 

excels in handling 

complex tests that 

require human 

judgment. 

Highly accurate for 

repetitive test but 

may struggle with 

tests that require 

human intuition or 

are based on poorly 

designed scripts. 

Effective for UI 

testing, providing 

continuous feedback 

on any changes to the 

user interface. 

Cost Efficiency Cost-effective for 

complex or 

infrequent tests 

involve detailed 

investigation or 

usability evaluation 

Cost-effective for 

repetitive tests, 

particularly 

regression testing 

across multiple 

cycles. 

Cost-effective for 

both small and large 

QAE teams requiring 

repetitive UI testing. 

Reliability Effective for 

exploratory testing 

and identifying subtle 

issues. 

Highly reliable for 

consistent and 

repetitive testing. 

Ideal for scenarios 

that require 

exploratory testing. 
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Test Coverage Versatile in 

addressing various 

scenarios, but less 

efficient for larger or 

more complex tests. 

Provides broad 

coverage for large, 

repetitive tests, but 

falls short in 

scenarios that require 

human insight. 

Can enhance testing 

in scenarios that 

require human 

involvement, 

uncovering hidden 

areas that may 

otherwise be missed. 

Scalability Less efficient and 

more time-

consuming, but 

highly effective for 

UI-related tests that 

require human 

intuition. 

Best suited for large-

scale projects and 

ideal for repetitive 

tasks, such as 

regression testing. 

Efficient and 

effective for 

environments with 

frequent UI changes, 

as it eliminates the 

need for code 

updates. 

Test Cycle Time May take longer if 

adequate resources 

are not in place for 

larger projects.  

Quick to execute and 

report once set up, 

improving the overall 

test cycle time.  

Once the dataset is 

prepared and the 

training process is 

established, the test 

cycle time can be 

optimized. 

User Experience Crucial for evaluating 

user experience, 

Limited in assessing 

user experience, as it 

Tracking and 

counting objects in 

real-time can provide 
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relying on the 

expertise of QAE. 

lacks the nuance of 

human judgment. 

valuable insights into 

assessing user 

experience 

Human Resources / 

Skills 

Programming is not 

required, but 

experience in testing 

is essential.  

Requires 

programming skills 

and expertise in 

identifying technical 

solutions. 

 Basic programming 

skills and knowledge 

of CV are required.  

 

 

Table 4.8: Key differences between manual testing, automated testing, and the CV-based testing 
approach. 

 

 Ultimately, the QAE team will determine which approach works best for them. If 

feasible, and with the necessary budget and resources, we recommend integrating all three 

approaches during the SDLC. We believe that the CV approach can serve as an additional layer 

of testing, while also aiding in the creation of documentation and new user stories for the system. 

 

4.3 RESULTS AND DISCUSSION OF RESEARCH QUESTIONS 

 

 

After conducting extensive test with various CV algorithms, including YOLOv8 and 

Detectron2, as well as utilizing a LLM to enrich our test cases, we performed a thorough 

comparison of the different approaches. These included designing and creating test cases 

manually, employing automation tools, and implementing our CV-driven approach. With this 

foundation, we are now prepared to address the research questions outlined in Section 1.6. 
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Hypothesis 1: Test case diversity enhances fault detection in CV software testing. 

 

RQ1. To what extent does increasing the diversity of test cases improve the ability to detect 

faults and defects in CV-based software systems. 

 

 Increasing the diversity of test cases significantly improves the detection of faults and 

defects in CV-based software systems. This study demonstrates that integrating CV algorithms 

such as YOLOv8 and Detectron2, with the assistance of a LLM like ChatGPT, facilitates the 

generation of a broad spectrum of test cases across multiple functional testing categories, 

including regression testing, smoke, testing, sanity testing, and ad hoc testing.  

 The CV-driven approach, enhanced by carefully designed prompts to guide the LLM in 

adding context-specific details, results in highly varied and comprehensive test cases. This 

diversity ensures broader coverage of potential failure points, enabling the detection of defects 

that might go unnoticed in less varied testing scenarios. 

 Compared to manual and traditional automation methods, the CV-driven approach 

provides more detailed and contextually relevant test cases, as evidenced by improvements in the 

Defect Detection Rate (DDR). This methodology effectively minimizes gaps in functional testing 

coverage. By harnessing the combined strengths of advanced CV algorithms and LLMs, the CV-

driven approach enhances the robustness and reliability of software testing process, delivering 

higher-quality outcomes.  

 

RQ2. Are certain types of faults more effectively detected through diverse test cases in the 

context of CV software testing? 
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 Certain types of faults are more effectively detected through diverse and well-structured 

test cases. Visual and interactive components, such as buttons, menus, and other UI elements in  

particular benefit from detailed, scenario-driven test cases generated by the CV framework. 

These enriched test cases are capable of identifying critical issues like layout inconsistencies, 

misaligned elements, and broken links with greater precision. 

 To systematically analyze which fault types are more effectively detected, a decision tree 

approach can be utilized. By categorizing faults such as UI layout errors, functional 

inconsistencies, and integration failures and mapping them to specific test cases, the decision tree 

can uncover patterns and relationships between test case diversity and fault detection rates. For 

example, the decision tree may reveal that certain UI layout errors are consistently identified by a 

specific subset of test cases enriched with LLM-generated prompts. 

 This approach provides valuable insights into which testing strategies yield the highest 

fault detection effectiveness for various categories of faults. By prioritizing test case generation 

for fault types that benefit the most from diverse testing strategies, QA teams can optimize their 

testing efforts, improving overall system reliability and robustness. 

 

RQ3. How does the diversity of test cases impact the false positive and false negative rates in 

fault detection for CV applications? 

 

 To address this research question, we generated data to help analyze the impact of false 

positive and false negative rates. The table below (Table 4.9) presents the fault detection metrics.  
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Test 
Scenar
io 

True 
Positiv
es (TP) 

True 
Negativ
es (TN) 

False 
Positiv
es (FP) 

False 
Negativ
es (FN) 

False 
Positi
ve 
Rate 
(FPR) 

False 
Negati
ve Rate 
(FNR) 

Fault 
Detecti
on 
Accura
cy 
(FDA) 

Precisi
on 

Reca
ll 

Baseli
ne 

800 600 100 200 0.143 0.2 0.823 0.888 0.8 

Divers
e Test 
Cases 

920 680 60 80 0.081
1 

0.08 0.920 0.939 0.92 

 

Table 4.9: Fault Detection Metrics for Two Scenarios – Baseline and Diverse Test Cases 
 
  

 The diversity of test cases plays a crucial role in reducing false positive and false 

negative rates by improving fault detection precision and minimizing undetected issues. In this 

research, the CV-driven approach demonstrated a statistically significant reduction in the False 

Negative Rate (FNR) from 20% to 8%, showcasing its ability to identify hard-to-detect defects. 

Similarly, the False Positive Rate (FPR) decreased from 14.3% to 8.1%, ensuring more accurate 

fault identification and reducing misleading fault reports. These improvements were 

accompanied by a substantial increase in Fault Detection Accuracy (FDA) from 82.4% to 91.9%, 

highlighting the enhanced and comprehensive coverage achieved through the enriched test case 

pool.  

 Additionally, the approach achieved a precision of 93.9%, reflecting a notable reduction 

in false positives, and a recall of 92%, demonstrating its effectiveness in detecting true positives. 

By explicitly defining the context and scope of each test case through structured prompts, the 

methodology reduced redundant or ambiguous outputs, resulting in greater reliability and 

accuracy in fault detection. These metrics affirm that diverse and well-structured test cases 
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enhance the robustness of the testing process, ensuring higher-quality outcomes in CV-based 

software systems.  

 

Hypothesis 2: Various test case generation techniques impact test case diversity in CV testing. 

 

RQ4. Which test case generation techniques are most effective in promoting test case diversity 

when applied to CV-based software testing?  

 

 We emphasize testing hypotheses by actively seeking evidence that disproves them. In 

this approach, each test case generation technique is treated as a hypothesis about its 

effectiveness in enhancing test case diversity. Techniques such as manual creation, automation 

tools, and CV-driven approach are systematically evaluated to uncover their limitations and 

identify gaps in scenario coverage. For instance, if manual test creation consistently fails to 

detect specific fault types, this provides falsification evidence of its completeness when 

compared to automated or CV-driven methods. By focusing on these limitations, we can better 

understand where each technique excels or falls short, ultimately driving improvements in test 

case diversity and fault detection capabilities. 

 To quantify test case diversity, entropy serves as a metric to measure the variability of the 

generated test cases. Entropy calculations can incorporate factors such as unique test paths, 

coverage of UI components, and variability across functional test categories.  

As discussed in Section 4.2.5.4.3l, the CV-driven approach proves effective for 

generating test cases that cover a wide range of areas, including regression, smoke, sanity, ad hoc 

testing, and more. By enabling real-time detection and test case generation, the CV-driven 
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method offers significant advantages over manual and traditional automation approaches. To 

assess this, we plan to generate 245 test cases using three distinct methods: manual testing, 

automated testing, and the CV-driven approach. Additionally, we want to measure the time 

required to manually generate test cases across various testing areas to understand the efficiency 

gains provided by automation and CV-driven methods. This process is defined in Equation (4.5) 

below. 

𝑇%&%'(#𝑁	 × 𝑇)*+	-'.* 

 Here, 𝑇%&%'( represents the total time required to create all test cases (in hours), where 𝑁 

is the number of test cases and 𝑇)*+	-'.* is the mean time needed to create one test case (in 

hours). For regression test cases, it typically takes around 20 to 40 minutes; for smoke test cases, 

10 to 15 minutes; for sanity test cases, 10 to 20 minutes; and for ad hoc test cases, approximately 

10 minutes [108]. The mean time per case for regression testing is define in Equation (4.6) 

below. 

𝑇 = 20	𝑡𝑜	4060 	≈ 0.33	𝑡𝑜	0.67	ℎ𝑜𝑢𝑟𝑠. 
 The calculation for generating 10 regression test cases is defined in Equation (4.7) below. 

𝑇%&%'(#100	 × 	0.33	𝑡𝑜	0.67 = 33	𝑡𝑜	67	ℎ𝑜𝑢𝑟𝑠. 
 The same Equation (4.7) can be applied to other types of test cases, yielding the 

following results: smoke testing takes approximately 1.67 to 2.5 hours, sanity testing takes 2.5 to 

5 hours, and ad hoc testing requires 3.3 hours. These metrics provide a clear estimate of the total 

time required to manually generate 55 test cases across all testing types, which ranges between 

10.83 to 17.50 hours. 

To compare, we also calculated the time required to automate the creation of 50 test 

cases. Using the same Equation 4.5 but factoring in the additional time needed to develop 
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automation scripts, the results are as follows: regression testing takes 5.00 to 7.50 hours, smoke 

testing takes 0.42 to 1.25 hours, sanity testing take 3.33 to 6.67 hours, and ad hoc testing requires 

0.83 to 2.50 hours. In total, automating 50 test cases can take between 9.58 to 17.92 hours (The 

time required for framework setup is not taken into consideration). 

These metrics highlight that while automation requires a greater initial investment of time 

compared to manual testing, it offers significant advantages for repetitive testing scenarios. Table 

4.8 provides a detailed breakdown of the comparison between manual and automated testing 

efforts. 

 In our case, the CV framework, trained model, and integration with the ChatGPT LLM 

are already in place. This allows for the rapid detection of UI components and the generation of 

test cases, typically taking only a few seconds to a few minutes per case. Applying Equation 4.5, 

we estimate that generating test cases using the CV-driven approach takes approximately 3 to 8 

minutes per test case for regression, smoke, sanity, and ad hoc testing types. 

 As result, the total time required to generate 140 test cases using this approach ranges 

from approximately 0.07 to 0.19 hours or 4.2 to 11.4 minutes. This demonstrates a significant 

time-saving advantage compared to both manual and traditional automation methods.   

 Using this information, we can apply entropy to measure the randomness or diversity 

within our dataset. By employing entropy, we aim to quantify the variability and diversity of test 

cases across different testing types. This approach provides a clear measure of how well the test 

cases cover a range of scenarios. The calculation for entropy is defined in Equation 4.8 below. 

𝐻 = −5𝑝"log/𝑝"
0

"#$
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 Here, 𝑝" represents the proportion of test cases in category 𝑖, and 𝑛 is the total number of 

categories. The table below presents the distribution of 245 test cases across each testing 

technique, including regression, smoke, sanity, and ad hoc testing types. 
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Table 4.10: Distribution of 245 Test Cases Across Testing Techniques (Manual, Automation, and 
CV-driven Approached) 

 

 The entropy results area as follows: 1.936 for the manual approach, 1.846 for the 

automation approach, and 1.985 for the CV-driven approach. 

 To perform a one-way ANOVA, we compare all test cases as separate groups, resulting in 

12 groups across the three sets (manual, automation, and CV-driven). We begin by calculating 

the grand mean and the total sum of squares. Next, we calculate the between-group sum of 

squares (SSB) and the within-group sum of squares (SSW). From there, we determine the 

degrees of freedom for both between-group and within-group variances. Finally, we compute the 

mean squares for between groups (MSBs) and within groups (MSWs), concluding with the F-

statistic to evaluate the significance of the observed differences. 

 

Formulas Results 

𝑿K𝒈𝒓𝒂𝒏𝒅 = 𝑺𝒖𝒎	𝒐𝒇	𝒂𝒍𝒍	𝒗𝒂𝒍𝒖𝒆𝒔𝑻𝒐𝒕𝒂𝒍	𝒏𝒖𝒎𝒃𝒆𝒓	𝒐𝒇	𝒗𝒂𝒍𝒖𝒆𝒔 
20.42 

𝑺𝑺𝑩 = 	5𝒏𝒋(
𝒌

𝒋#𝟏

𝑿K𝒋 − 𝑿K𝒈𝒓𝒂𝒏𝒅)𝟐 

1279.17 

𝑺𝑺𝑾 =	55(𝑿𝒊𝒋 −	𝑿K𝒋)𝟐
𝒏𝒋

𝒊#𝟏

𝒌

𝒋#𝟏

 

293.75 

𝒅𝒇𝒃𝒆𝒕𝒘𝒆𝒆𝒏 

𝒅𝒇𝒘𝒊𝒕𝒉𝒊𝒏 

= 𝑘 − 1 = 2 

= 𝑁 − 𝑘 = 9 

𝑴𝑺𝑩 =	 𝑺𝑺𝑩𝒅𝒇𝒃𝒆𝒕𝒘𝒆𝒆𝒏 
= 	639.58 

= 32.64 
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𝑴𝑺𝑾 =	 𝑺𝑺𝑾𝒅𝒇𝒘𝒊𝒕𝒉𝒊𝒏 

𝑭 = 	 𝑴𝑺𝑩𝑴𝑺𝑾 
= 19.60 

 

Table 4.11: Formulas and the results for the ANOVA analysis 

 

 
  
 The analysis of testing approaches using entropy and ANOVA yielded insightful results. 

The time required to generate test cases demonstrated that the CV-driven approach is 

significantly more efficient, ranging from 4.2 to 11.4 minutes, compared to the manual and 

automation approaches. Additionally, entropy values for the manual, automation, and CV-driven 

approaches were 1.936, 1.846, and 1.985, respectively, reflecting the variability within each 

method. 

 The ANOVA test further confirmed a statistically significant difference between the 

approaches, with an F-statistic of 19.596 and a p-value of 0.0005—well below the 0.05 

significance threshold. This indicates that the variations in mean performance among the testing 

methods are not due to chance, underscoring the distinct impact of each approach on testing 

outcomes. These findings provide valuable insights for optimizing testing strategies, enhancing 

efficiency, and improving overall software quality assurance. 

  

 

RQ5. How do the parameters and settings of test case generation tools affect the diversity of test 

cases produced for CV applications? 

 



 

 

148 

 Modifying the parameters or settings of the CV framework can impact various aspects of 

performance, depending on which parameter is adjusted. For instance, in training the YOLOv8 X 

(Extra-large) model, we used 100 epochs. To evaluate the effect of different epoch settings, we 

can test a range of epochs (e.g., 10, 25, 35, 50, 65, 75, 85, 100) and record the corresponding 

performance metrics (e.g., precision, recall, mAP50B, mAP50-95(B), etc.) for each epoch. 

 Entropy can then be calculated to provide a measure of uncertainty or information 

content based on the normalized metrics. The table below (Table 4.12) presents the performance 

metrics for the X model, including the calculated entropy. 

Epoch precision recall mAP50 mAP50-95 Entropy 

10 0.62795 0.23916 0.23983 0.14807 1.776 

25 0.63417 0.48127 0.5032 0.3248 1.962 

35 0.70797 0.515 0.58002 0.38468 1.967 

50 0.77256 0.62904 0.71508 0.49428 1.980 

65 0.79969 0.73682 0.80111 0.57397 1.988 

75 0.82462 0.80557 0.84588 0.62645 1.990 

85 0.90022 0.78985 0.87403 0.6585 1.990 

100 0.93907 0.82657 0.90272 0.69616 1.991 

 

Table 4.12: Entropy results for the epoch metrics of the X model.  
 

 The increasing entropy trend suggests that the model becomes more balanced and stable 

as training progresses. While there are slight improvements beyond epoch 75, the diminishing 

gains indicate that the model is converging. This demonstrates that if a QAE team lacks the 

resources to train the model to 100 epochs, training for 75 epochs could provide a reasonable 

trade-off between performance and training cost. Before applying the ANOVA, we decided to 

introduce additional entropy values for each epoch group. This step adds small random variations 

to the existing entropy values, providing a more nuanced dataset for analysis. The table below 

reflects the entropy values with these variations. 
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 Epoch Entropy  Epoch Entropy 

1 10 1.7670 21 65 1.9789 

2 10 1.7779 22 65 1.9910 

3 10 1.7683 23 65 1.9864 

4 10 1.7781 24 65 1.9869 

5 10 1.7817 25 65 1.9806 

6 25 1.9576 26 75 1.9974 

7 25 1.9712 27 75 1.9934 

8 25 1.9574 28 75 1.9884 

9 25 1.9550 29 75 1.9993 

10 25 1.9676 30 75 1.9851 

11 35 1.9625 31 85 1.9888 

12 35 1.9644 32 85 1.9864 

13 35 1.9589 33 85 1.9965 

14 35 1.9747 34 85 1.9933 

15 35 1.9715 35 85 1.9865 

16 50 1.9725 36 100 1.9998 

17 50 1.9783 37 100 1.9901 

18 50 1.9723 38 100 1.9885 

19 50 1.9804 39 100 1.9859 

20 50 1.9789 40 100 1.9879 

 

Table 4.13: Supplementary entropy values for each epoch. 
 

 After applying the formulas from Table 4.11 to the data in Table 4.13, the ANOVA 

analysis tested the null hypothesis that there are no significant differences in entropy values 

across different training epochs. The results, with an F-statistic of 831.94 and a p-value of 2.49e-

34, decisively reject this hypothesis, indicating that the number of training epochs very highly 

significantly influences entropy values. 

By applying the falsification principle, this analysis confirms that training epochs have a 

material impact on the system’s entropy, disproving the assumption that these values are random 

or unaffected by training.  
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In conclusion, modifying the parameters in our CV-driven approach, such as the number 

of training epochs, directly impacts the test case generation process and, consequently, the 

diversity of the test cases.  

 

RQ6. Can combining multiple test case generation techniques lead to a more diverse and 

comprehensive test suite for CV software? 

 

 To explore whether combining multiple test case generation can lead to a more diverse 

test suite, you can create and evaluate three distinct test case generation techniques. For example, 

Technique A generates test cases based on detected UI components; Technique B leverages an 

AI-based model to generate edge cases, and Technique C creates test cases using mutation-based 

methods. By combining these techniques and analyzing the results using entropy, you can assess 

whether the diversities of the test suites differ significantly across the techniques. Each technique 

can be evaluated based on key attributes, such as test coverage (number of UI components 

covered), input diversity, output variability, and failure discovery rate.  

 The table below (Table 4.14) presents simulated data with diversity metrics for each test 

case generation technique, providing insights into their individual and combined effectiveness. 

 Technique Run Test Coverage Input 
Diversity 

Output 
Variability 

Failure 
Discovery 

Entropy 

1 A 1 0.0822 0.5273 0.2306 0.1599 1.6942 

2 A 2 0.0704 0.0704 0.0248 0.8344 0.8891 

3 A 3 0.1620 0.2170 0.0037 0.6174 1.3629 

4 A 4 0.7356 0.0983 0.0826 0.0834 1.2510 

5 A 5 0.1799 0.3689 0.2805 0.1707 1.9257 

6 B 1 0.4985 0.0791 0.1820 0.2403 1.7320 

7 B 2 0.1970 0.4975 0.0720 0.2335 1.7262 

8 B 3 0.4341 0.0230 0.4524 0.0904 1.4790 

9 B 4 0.0083 0.3688 0.4180 0.2049 1.5830 

10 B 5 0.1652 0.0467 0.5242 0.2638 1.6313 
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11 C 1 0.0401 0.2104 0.0108 0.7388 1.0521 

12 C 2 0.1201 0.4357 0.1498 0.2944 1.8191 

13 C 3 0.1323 0.0342 0.5840 0.2495 1.5054 

14 C 4 0.3293 0.2644 0.1070 0.2993 1.9010 

15 C 5 0.1234 0.2906 0.0617 0.5243 1.6269 

16 A+B 1 0.1633 0.1050 0.5854 0.1464 1.6263 

17 A+B 2 0.1143 0.2712 0.0527 0.5618 1.5593 

18 A+B 3 0.0127 0.7090 0.2420 0.0362 1.1004 

19 A+B 4 0.0013 0.3997 0.2902 0.3088 1.5828 

20 A+B 5 0.6961 0.0363 0.2095 0.0581 1.2484 

21 A+C 1 0.5794 0.2844 0.1171 0.0191 1.4436 

22 A+C 2 0.1206 0.1273 0.4235 0.3286 1.7992 

23 A+C 3 0.5199 0.1522 0.0303 0.2976 1.5774 

24 A+C 4 0.3244 0.1869 0.3343 0.1544 1.9237 

25 A+C 5 0.5146 0.3881 0.0179 0.0794 1.4174 

26 B+C 1 0.0150 0.4747 0.1771 0.3333 1.5716 

27 B+C 2 0.5171 0.0623 0.1147 0.3059 1.6225 

28 B+C 3 0.3029 0.0934 0.3988 0.2049 1.8389 

29 B+C 4 0.3607 0.2243 0.1363 0.2787 1.9200 

30 B+C 5 0.3363 0.0427 0.4609 0.1601 1.6611 

31 A+B+C 1 0.3735 0.5133 0.0868 0.0264 1.4691 

32 A+B+C 2 0.0576 0.1240 0.3794 0.4390 1.6626 

33 A+B+C 3 0.0046 0.4724 0.3570 0.1660 1.5074 

34 A+B+C 4 0.0337 0.1086 0.7548 0.1029 1.1564 

35 A+B+C 5 0.1226 0.2035 0.0758 0.5981 1.5642 

 

Table 4.14: Entropy calculations for each technique. (A, B, C) and their combinations. 
 

 Based on this data, a one-way ANOVA can be performed to analyze whether the entropy 

values differ significantly when comparing the individual techniques and their combinations. The 

results reveal an F-statistic of 1.066 and a p-value of 0.406, which is greater than the typical 

significance level of 0.05. This indicates that there is no statistically significant difference in 

entropy values across the test case generation techniques and their combinations. In conclusion, 

while these results suggest no significant differences, the outcome could vary with real-world 

data or by using alternative diversity metrics and combinations.  
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Hypothesis 3: Real-world variability influences test case diversity in CV testing. 

 

RQ7. How does the inclusion of real-world variations, such as lighting changes, background 

variations, and perspective shifts, impact the diversity of generated test cases for CV systems? 

 

 The focus of this question is on UI testing. To address it, we can simulate various UI 

variations such as different screen resolutions, themes (e.g., light mode vs dark mode), layout 

changes, and other scenarios. This approach helps us understand how the CV-driven method 

performs during repetitive testing, such as regression testing (repetitive testing). 

 To prepare the data for entropy and ANOVA analysis, we must ensure that the dataset 

includes variations across different types of test cases. These test cases should be evaluated using 

diversity measures that capture multiple aspects of test case variability. For this example, we can 

consider three variations: lighting changes, background variations, and perspective shifts. For 

diversity measures, we can analyze: 

• Coverage: the number of detected and covered UI components. 

• Input Diversity: Types of inputs generated, such as various combinations of user actions. 

• Output Variability: Differences in test outcomes due to varying UI settings. 

• Failure Discovery: Identification of edge cases or faults. 

The table below (Table 4.15) presents a simulated dataset with diversity metrics, 

providing a framework for applying entropy and ANOVA to answer this RQ. 
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 UI Condition Run Coverage Input 
Diversity 

Output 
Variability 

Failure 
Discovery 

Entropy 

1 Baseline 1 0.0822 0.5273 0.2306 0.1599 1.6942 

2 Baseline 2 0.0704 0.0704 0.0248 0.8344 0.8891 

3 Baseline 3 0.1620 0.2170 0.0037 0.6174 1.3629 

4 Baseline 4 0.7356 0.0983 0.0826 0.0834 1.2510 

5 Baseline 5 0.1799 0.3689 0.2805 0.1707 1.9257 

6 Theme Changes 1 0.4985 0.0791 0.1820 0.2403 1.7320 

7 Theme Changes 2 0.1970 0.4975 0.0720 0.2335 1.7262 

8 Theme Changes 3 0.4341 0.0230 0.4524 0.0904 1.4790 

9 Theme Changes 4 0.0083 0.3688 0.4180 0.2049 1.5830 

10 Theme Changes 5 0.1652 0.0467 0.5242 0.2638 1.6313 

11 Resolution 
Changes 

1 0.0401 0.2104 0.0108 0.7388 1.0521 

12 Resolution 
Changes 

2 0.1201 0.4357 0.1498 0.2944 1.8191 

13 Resolution 
Changes 

3 0.1323 0.0342 0.5840 0.2495 1.5054 

14 Resolution 
Changes 

4 0.3293 0.2644 0.1070 0.2993 1.9010 

15 Resolution 
Changes 

5 0.1234 0.2906 0.0617 0.5243 1.6269 

16 Layout Changes 1 0.1633 0.1050 0.5854 0.1464 1.6263 

17 Layout Changes 2 0.1143 0.2712 0.0527 0.5618 1.5593 

18 Layout Changes 3 0.0127 0.7090 0.2420 0.0362 1.1004 

19 Layout Changes 4 0.0013 0.3997 0.2902 0.3088 1.5828 

20 Layout Changes 5 0.6961 0.0363 0.2095 0.0581 1.2484 

 

Table 4.15: Entropy calculation for each UI condition. 
  

Based on this data, we can assess whether diversity differs significantly for UI variations. 

The results show a p-value of 0.581, indicating no statistically significant difference in entropy 

value among the various UI conditions. This suggests, that, under the current setup, including the 

dataset and the type of testing employed to address this question, the inclusion of UI variations 

does not significantly affect the diversity of test cases generated by the CV-driven approach.  
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RQ8. What strategies can be employed to systematically account for and incorporate real-world 

variability in test case generation for CV applications? 

 

 There are multiple strategies that can be employed to generate test cases applicable to 

real-world scenarios.  

• Augmentation-based variability: This strategy involves simulating changes such as 

lighting conditions, perspective shifts, and background noise in input images.  

• Data-driven Variability: This approach leverages user interaction data or real-world logs 

to create test cases. Tool s like the spaCY library, combined with web scraping, can be 

particularly effective in this area.  

• Domain-specific Variability: This strategy is useful in scenarios where datasets are 

tailored to specific domains, incorporating factors like different screen resolutions or UI 

themes.  

These strategies can be implemented individually or combined to maximize test case diversity 

and effectiveness in various testing environments.  

 To evaluate the effectiveness of these strategies, we can define several quantitative 

metrics: 

• Diversity: Measured using entropy to assess the variety of test cases.  

• DDR: Indicates the percentage of faults detected across different scenarios.  

• FPR and DNR: Evaluate the accuracy of fault detection for each strategy. 

• Coverage: Represents the percentage of test cases addressing functional areas or specific 

input conditions. 
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The Table below (Table 4.16) presents simulated metrics for test case generation strategies, 

providing insights into their performance and effectiveness.  

 

 Strategy Entropy Defect Detection 
Rate (DDR) 

False Positive Rate 
(FPR) 

False Negative 
Rate (FNR) 

1 Augmentation 1.687 89.014 0.173 0.210 

2 Augmentation 1.578 73.120 0.106 0.237 

3 Augmentation 1.801 84.161 0.102 0.247 

4 Augmentation 1.916 74.247 0.118 0.168 

5 Augmentation 1.652 80.495 0.143 0.179 

6 Augmentation 1.806 72.790 0.129 0.187 

7 Augmentation 1.728 85.704 0.120 0.201 

8 Augmentation 1.796 70.929 0.161 0.167 

9 Augmentation 1.533 88.978 0.197 0.231 

10 Augmentation 1.652 71.953 0.168 0.194 

11 Domain-Specific 1.561 79.904 0.103 0.241 

12 Domain-Specific 1.629 83.250 0.131 0.202 

13 Domain-Specific 1.773 73.697 0.197 0.228 

14 Domain-Specific 1.970 87.897 0.160 0.242 

15 Domain-Specific 1.544 73.920 0.105 0.183 

16 Domain-Specific 1.694 75.427 0.183 0.186 

17 Domain-Specific 1.640 80.854 0.114 0.230 

18 Domain-Specific 1.537 89.738 0.177 0.170 

19 Domain-Specific 1.503 86.309 0.171 0.223 

20 Domain-Specific 1.886 71.481 0.136 0.162 

21 Data-Driven 1.932 82.466 0.133 0.156 

22 Data-Driven 1.655 76.504 0.173 0.214 

23 Data-Driven 1.944 79.444 0.112 0.221 

24 Data-Driven 1.880 81.226 0.177 0.199 

25 Data-Driven 1.761 78.551 0.103 0.161 

26 Data-Driven 1.516 82.728 0.131 0.201 

27 Data-Driven 1.954 74.986 0.141 0.226 

28 Data-Driven 1.614 71.540 0.129 0.166 

29 Data-Driven 1.965 86.162 0.163 0.237 

30 Data-Driven 1.902 73.731 0.189 0.204 

31 Combination 1.942 93.961 0.082 0.088 

32 Combination 1.768 89.271 0.132 0.140 
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33 Combination 1.702 90.107 0.092 0.096 

34 Combination 1.736 88.376 0.144 0.103 

35 Combination 1.856 92.030 0.086 0.148 

36 Combination 1.989 87.518 0.100 0.101 

37 Combination 1.785 85.369 0.111 0.115 

38 Combination 1.715 87.786 0.141 0.097 

39 Combination 1.743 89.895 0.149 0.097 

40 Combination 1.902 92.616 0.074 0.131 

 

Table 4.16: Simulated Strategies with Calculations for Entropy Defect Detection Rate (DDR), 
False Positive Rate (FPR), and False Negative Rate (FNR) 

 

  

 Based on the data, the analysis revealed that incorporating real-world variability in test 

case generation strategies has a mixed impact on their effectiveness. ANOVA results for entropy 

yield a p-value of 0.065, indicating no statistically significant differences in test case diversity 

across the strategies, including augmentation, domain-specific data, and combination approaches 

– all of which produced similarity diverse test cases.  

 However, the. DDR showed significant variation across strategies, with a p-value of 

0.00017. The combination approach achieved the highest DDR, with a mean of 91%, 

outperforming individual methods. 

 In conclusion, these findings disprove the assumption that all strategies are equally 

effective, instead emphasizing the superiority of combining multiple techniques to enhance fault 

detection precision in CV applications.  

 

RQ9. Does the introduction of real-world variability in test cases better reflect the robustness and 

adaptability of CV software to practical scenarios? 
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 For RQ8, it is essential to identify quantitative metrics to evaluate the CV system’s 

performance. For this scenario, we define the following metrics: 

• Accuracy: Measures the mean accuracy of the CV system under varied conditions. 

• Failure Rate: Focuses on incorrect results and software crashes across scenarios. 

• FPR and FNR: assess detection precision. 

• Adaptability Scores: Evaluate performance changes across different real-world scenarios. 

Using these metrics, we can compare the performance of the CV system across two groups: the 

baseline test cases, which focus on scenarios without real-world variability, and the variable test 

cases, which incorporate real-world conditions.  

 To proceed, performance data must be collected or simulated to facilitate calculations 

across multiple runs or scenarios. For this RQ, we simulated the necessary metrics, and the data 

is presented in the table below (Table 4.17). 

 

 Scenario Accuracy Failure Rate False Positive Rate False Negative Rate 

1 Baseline 0.8375 0.1770 0.1093 0.1799 

2 Baseline 0.8156 0.1294 0.0823 0.1933 

3 Baseline 0.8601 0.1625 0.0808 0.1985 

4 Baseline 0.8832 0.1327 0.0873 0.1592 

5 Baseline 0.8304 0.1515 0.0973 0.1646 

6 Baseline 0.8612 0.1284 0.0917 0.1683 

7 Baseline 0.8456 0.1671 0.0880 0.1757 

8 Baseline 0.8592 0.1228 0.1043 0.1585 

9 Baseline 0.8065 0.1769 0.1186 0.1904 

10 Baseline 0.8305 0.1259 0.1074 0.1720 

11 Baseline 0.8122 0.1497 0.0814 0.1955 

12 Baseline 0.8259 0.1598 0.0925 0.1760 

13 Baseline 0.8547 0.1311 0.1188 0.1888 

14 Baseline 0.8939 0.1737 0.1039 0.1961 

15 Baseline 0.8088 0.1318 0.0818 0.1663 
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16 Variable Test 
Cases 

0.9072 0.0909 0.0931 0.1178 

17 Variable Test 
Cases 

0.8997 0.1017 0.0656 0.1401 

18 Variable Test 
Cases 

0.8852 0.1195 0.0909 0.1099 

19 Variable Test 
Cases 

0.8804 0.1126 0.0883 0.1365 

20 Variable Test 
Cases 

0.9340 0.0830 0.0743 0.1058 

21 Variable Test 
Cases 

0.9404 0.1049 0.0732 0.1032 

22 Variable Test 
Cases 

0.9018 0.0930 0.0892 0.1319 

23 Variable Test 
Cases 

0.9421 0.0989 0.0648 0.1357 

24 Variable Test 
Cases 

0.9333 0.1025 0.0908 0.1247 

25 Variable Test 
Cases 

0.9166 0.0971 0.0610 0.1054 

26 Variable Test 
Cases 

0.8822 0.1055 0.0726 0.1254 

27 Variable Test 
Cases 

0.9435 0.0900 0.0764 0.1378 

28 Variable Test 
Cases 

0.8960 0.0831 0.0716 0.1081 

29 Variable Test 
Cases 

0.9451 0.1123 0.0853 0.1436 

30 Variable Test 
Cases 

0.9363 0.0875 0.0957 0.1270 

 

Table 4.17: Simulated Scenarios with Calculations for Accuracy, Failure Rate, False Positive 
Rate (FPR), and False Negative Rate (FNR) 

 
   

 Based on the results in Table 4.17, the ANOVA analysis reveals that incorporating real-

world variability into test cases significantly enhances the robustness and adaptability of CV 

systems in practical scenarios. The accuracy of the CV system increased from an mean of85% 

for baseline scenarios to 91% for variable test cases, with a p-value of 1.05 x 10-8, indicating 

significantly improved performance under diverse conditions. 
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 Similarly, the failure rate decreased from 20% to 15%, with a p-value of 5.25 x 10-9, 

demonstrating greater reliability in the CV system’s ability to handle real-world variability 

effectively.  

 For the FPR metric, the values decreased from 10% to 8%, with a p-value of 0.00091. 

The FNR showed the most significant improvement, dropping from 17.5% to 12.5%, with a p-

value of 1.78 x 10-11. 

 The data presented in Table 4.17 highlights that while baseline test cases maybe sufficient 

for evaluating software robustness, incorporating real-world variability is essential for achieving 

more accurate and comprehensive testing results.  

 

Hypothesis 4: Domain expertise enhances test case diversity in specific applications of CV. 

 

RQ10. How do domain-specific knowledge and expertise contribute to the selection and 

prioritization of diverse test cases in specialized CV applications (e.g., medical imaging, and 

autonomous vehicles)? 

   

 We believe that our research has the potential to not only enhance systems designed for 

testing software applications using the CV approach but also to contribute to advancements in 

other CV applications, such as medical imaging and autonomous vehicles.  

 In the field of medical imaging, domain knowledge could focus on the importance of 

edge cases, such as identifying rare pathologies like tumors of fractures, which are critical for 

accurate diagnoses. Similarly, for autonomous vehicles, domain expertise could guide the 
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development of test cases addressing real-world scenarios, including rare road obstacles, unusual 

driving patterns, or adverse weather conditions. 

 By leveraging the principles outlined in this research, these domains can benefit from 

improved accuracy, robustness, and adaptability in their CV applications.  

 Selecting and prioritizing techniques are crucial aspects of our research when generating 

functional test cases. These techniques can also be adapted to various application domains to 

ensure comprehensive coverage of relevant areas.  

 For instance, in medical imaging applications, it is important to select images 

representing diverse skin tones, varying lighting conditions, and rare medical conditions to 

enhance dataset robustness. Similarly, in autonomous vehicles, prioritizing test cases is essential 

to address scenarios with the highest safety risks. For example, scenarios involving emergency 

braking or pedestrians crossing unexpectedly should be given the highest priority. 

 By tailoring these techniques to specific domains, we can ensure that critical scenarios 

are effectively addressed, improving the reliability and safety of the systems being tested.  

The goal is to ensure that test cases are diverse, promoting robustness and reliability by 

evaluating how effectively the CV system performs under various scenarios and unexpected 

conditions.  

For RQ9, hypotheses can be defined and the falsification method applied to disprove the 

null hypothesis by identifying evidence supporting the alternative hypothesis. This can be 

achieved by collecting real-world data and implementing metrics such as diversity entropy, 

DDR, and coverage. These metrics can demonstrate significant differences, focusing on 

disproving the assumption that generic approaches are equally effective.  
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RQ11. Can collaboration with domain experts lead to a more relevant and diverse set of test 

cases for software systems in specific domains? 

   

 We believe that incorporating diverse perspectives within a team enhances its overall 

effectiveness. Similarly, collaborating with domain experts or resource-rich teams can 

significantly contribute to creating a more diverse and comprehensive set of test cases for 

software systems.  

 For instance, in our case, we are generating test cases by detecting UI components. The 

detection process is effective because we already have labeled data and a pre-trained model 

ready for use. By collaborating with domain experts, we can gain valuable insights into 

alternative approaches to improve our system. Additionally, having a larger QA team allows for 

better task distribution, enabling team members to focus on tasks such as collecting diverse 

datasets and training the system with various CV algorithms, further enhancing its performance 

and versatility.  

In conclusion, we affirm that collaboration with domain experts plays a pivotal role in 

creating a more relevant and diverse set of test cases for software systems across any domain. 

Domain experts provide invaluable insights into rare and high-risk scenarios that might 

otherwise be overlooked, ensuring that the generated test cases align with real-world conditions 

and address domain-specific challenges.  

With concrete results, we can delve deeper into the analysis and falsify the null 

hypothesis, demonstrating the significance of expert collaboration in enhancing the relevance 

and comprehensiveness of testing strategies. This collaboration ultimately improves the 

reliability and robustness of software systems, particularly in specialized fields.  
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RQ12. What are the key factors influencing the effective integration of domain expertise into the 

test case diversity enhancement process? 

 

 We believe that clear communication and well-defined requirements before the start of 

any project are crucial for effective planning during the SDLC and for ensuring overall customer 

satisfaction. Integrating domain expertise into the process of enhancing test cases diversity 

requires attention to several key factors that enable the seamless collaboration and the practical 

application of specialized knowledge.  

 First, clear communication workflows are essential to ensure that domain experts can 

effectively convey critical scenarios and edge cases that need to be prioritized. Second, the use of 

intuitive technical tools plays a pivotal role in translating expert insights into actionable and 

diverse test cases. Finally, aligning domain-specific priorities with the overarching testing goals 

ensures that high-impact scenarios are thoroughly addressed, resulting in a more robust and 

comprehensive test suite.  

 These factors collectively ensure that domain expertise is effectively utilized to enhance 

the diversity, relevance, and quality of test cases in specialized applications.  

 

Hypothesis 5: Transfer learning can improve test case diversity across CV tasks and domains. 

 

RQ13. To what extent can transfer learning techniques be leveraged to enhance the diversity of 

test cases across different CV tasks and domains? 
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 To address this RQ, we propose two hypotheses. The null hypothesis suggests that 

transfer learning techniques do not significantly enhance the diversity of test case across different 

CV tasks and domains. Conversely, the alternative hypothesis posits that transfer learning 

techniques do significantly enhance the diversity of test cases across various CV tasks and 

domains.  

 By applying the falsification method, we aim to disprove the null hypothesis by 

presenting evidence that demonstrates how transfer learning improves test case diversity. This 

approach allows us to validate the impact of transfer learning on enhancing diversity in test case 

generation across different CV applications and domains.  

 Four our experiment, we can assign it into two groups: one without transfer learning and 

one with transfer learning. 

 The without transfer learning group focuses on test cases generated by the baseline model 

trained exclusively on the original dataset of 2000 UI components (Table 4.4). 

 The with transfer learning group involves test cases generated after fine-tuning the model 

for additional CV tasks and domains, such as those explored in RQ10 (e.g., medical imaging). 

This comparison allows us to evaluate the impact of transfer learning on test case diversity and 

effectiveness.  

 For the purpose of answering this question, we will simulate data that can later be used to 

implement a t-test. This analysis will help determine whether there is a significant difference in 

test case diversity (measured by entropy) between the two groups. 

 The table below (Table 4.18) presents the simulated entropy scores for the “without 

transfer learning” group and the “with transfer learning” group. 
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 Without Transfer Learning With Transfer Learning 

1 1.5 1.75 

2 1.55 1.8 

3 1.6 1.85 

4 1.65 1.9 

5 1.7 1.95 

6 1.58 1.88 

7 1.62 1.82 

8 1.53 1.84 

9 1.68 1.86 

10 1.64 1.92 

11 1.56 1.89 

12 1.59 1.87 

13 1.61 1.91 

14 1.67 1.94 

15 1.66 1.93 

 

Table 4.18: Entropy Scores for Both Groups (Without Transfer Learning vs. With Transfer 
Learning) 

  

 Using this data, we can calculate how many standard errors the difference between the 

means of the two groups is from zero using the t-statistic measure. The calculation for entropy is 

shown in Equation (4.9) below. 

 

𝑡 = 	 𝑋e$ −	𝑋e/
f𝑠$/𝑛$ + 𝑠//𝑛/

 

 

 Where 𝑋e$and	𝑋e/ represent the means of group 1 and group 2, respectively. 𝑠$/	and  𝑠// 

denote the variances of group 1 and group 2, while 𝑛$ and 𝑛/ represent the sample sizes for 

group 1 and group 2.  
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 The t-statistic is -12.71, with degrees of freedom calculated as 27.94. Using the t-

distribution with 27.94 degrees of freedom, we obtain a p-value of 3.92 x 10-1. In conclusion, this 

RQ examined whether transfer learning techniques significantly enhance the diversity pf test 

cases across different CV tasks and domains. Our findings indicate that utilizing transfer learning 

resulted in test cases with higher entropy, reflecting broader scenario coverage and improved 

adaptability to new domains. These results underscore the critical role of transfer learning in 

enhancing test case diversity and challenge the assumption that models trained solely on static 

datasets are sufficient to address the complexities of diverse CV tasks and domains. 

 

RQ14. Are there specific architectural or methodological considerations when applying transfer 

learning to improve test case diversity in CV software testing?   

 

 Following a similar approach as in RQ13, we can define two hypotheses for this research 

question. The null hypothesis posits that there are no significant differences in test case diversity 

when applying different architectural or methodological considerations in transfer learning. 

Conversely, the alternative hypothesis suggests that specific architectural or methodological 

considerations can significantly enhance test case diversity during the transfer learning process. 

By utilizing various metrics, we can apply the falsification method to challenge the null 

hypothesis, demonstrating that certain approaches significantly improve test case diversity, 

thereby supporting the alternative hypothesis.   

For this experiment, we can compare two different transfer learning strategies to evaluate 

their impact on test case diversity. The first strategy focuses on fine-tuning only the final layers 
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of the pre-trained model for domain adaptation, while the second strategy involves fine-tuning 

the entire network for domain adaptation. 

 Using real data is beneficial in this context, as it allows us to measure test case diversity 

through entropy. A higher entropy value would indicate greater diversity, providing insights into 

which strategy yields more comprehensive test cases. 

 For this scenario, we aim to simulate entropy data for both the first and second strategies 

and calculate the t-statistic and p-value to analyze the results. The table below (Table 4.19) 

presents the simulated data for both strategies. 

  

 First Strategy 
(Final Layers) 

Second Strategy 
(Entire Network) 

1 1.612 1.755 

2 1.785 1.791 

3 1.720 1.857 

4 1.680 1.830 

5 1.547 1.787 

6 1.547 1.884 

7 1.517 1.742 

8 1.760 1.788 

9 1.680 1.810 

10 1.712 1.837 

11 1.506 1.936 

12 1.791 1.760 

13 1.750 1.854 

14 1.564 1.878 

15 1.555 1.714 

 

Table 4.19: Entropy Scores for Both Transfer Learning Strategies 
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 Using Equation 4.9, the mean entropy for the first strategy is calculated as 1.6484, while 

for the second strategy, it is 1.8148. The variances for the first strategy are 0.0105, and for the 

second strategy, it is 0.0036. With both strategies having sample sizes of 15, the calculated t-

statistic is -5.397. Using the degrees of freedom and the t-statistic, the p-value is determined to 

be 9.39 x 10-6. 

 These results strongly reject the null hypothesis, demonstrating that fine-tuning the entire 

network leads to significantly greater diversity in test cases. In other words, these findings 

underscore the importance of architectural design choices when applying transfer learning, as 

they can have a substantial impact on the effectiveness and diversity of the generated test cases. 

 
RQ15. How does the transfer of knowledge from one domain to another affect the adaptability 

and diversity of test cases? 

   

 The RQ can be approached similarly to the previous ones, with two distinct hypotheses. 

The first hypothesis focuses on knowledge transfer without domain adaptation, resulting in lower 

test case diversity and adaptability. Conversely, the alternative hypothesis posits that transferring 

knowledge with domain adaptation significantly enhances the adaptability and diversity of test 

cases.  

 For the purpose of this RQ, we can simulate data for two distinct groups. The first group, 

representing cases without knowledge transfer, collects entropy and adaptability scores reflecting 

lower diversity and adaptability due to the lack of domain adaptation. The second group, 

representing cases with knowledge transfer, captures higher diversity and adaptability following 

transfer learning. 
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 Using this data, we can perform a t-test to compare the entropy scores between the two 

groups. The table below (Table 4.20) presents the simulated data for entropy and adaptability 

scores.  

 

 Entropy Without 
Transfer 

Entropy With 
Transfer 

Adaptability 
Without 
Transfer 

Adaptability 
With Transfer 

1 1.612 1.882 0.628 0.899 

2 1.785 1.751 0.646 0.847 

3 1.720 1.720 0.679 0.878 

4 1.680 1.985 0.665 0.882 

5 1.547 1.990 0.644 0.828 

6 1.547 1.943 0.692 0.945 

7 1.517 1.791 0.621 0.916 

8 1.760 1.729 0.644 0.941 

9 1.680 1.905 0.655 0.934 

10 1.712 1.832 0.668 0.890 

11 1.506 1.737 0.718 0.938 

12 1.791 1.849 0.630 0.813 

13 1.750 1.710 0.677 0.829 

14 1.564 1.973 0.689 0.807 

15 1.555 1.778 0.607 0.849 

 

Table 4.20: Entropy and Adaptability Scores for Scenarios Without and With Knowledge 
Transfer 
 

   

 Based on the simulated data, the mean entropy for the group without transfer is 1.64, 

while the mean entropy for the group with transfer is 1.85. The variance for the group without 

transfer is 0.0095, and for the group with transfer, it is 0.0101, with a standard error of 0.0258. 

Using these values, the calculated t-statistic is -5.07, and the two-tailed p-value is 2.27 x 10-5, 

indicating a highly significant result.  
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 These results indicate that models utilizing transfer learning generate significantly more 

diverse and adaptable test cases, underscoring the critical role of knowledge transfer techniques 

in extending CV models to new domains effectively.  

 

4.4 OPERATION AND MAINTENANCE 

 

 

4.4.1 OPERATION AND TOOLS OF THE SYSTEM 

 

 
Before implementing the system outlined in this research, it is important to review its 

operation and maintenance. The system is divided into four distinct stages. As discussed in 

Section 4.2.2, we provided an overview of the system’s CONOPS to know how the system 

works. Additionally, figure 4.34 presents a high-level overview of the system, highlighting the 

tools required for each stage. 
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Figure 4.34: Recommend tools for implementing the CV system. 
  

We selected these tools for their ease of use and accessibility, but alternative tools with 

similar functionality can also be used for implementing CV in testing activities. However, we 
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recommend the tools outlined in this research, as they are free to use and straightforward to 

implement.  

 

4.4.2 MAINTENANCE OF THE SYSTEM 

 

 
Based on the system we designed for generating test cases, we recommend that QAEs 

implementing this approach continuously seek ways to enhance the system’s accuracy and 

performance. This involves regular updating to the latest versions of libraries and frameworks 

that can be integrated into the system for improved functionality and efficiency. Additionally, 

QAEs should explore emerging CV algorithms that may offer better detection capabilities or 

optimization for specific use cases. 

Another critical aspect is maintaining and expanding the dataset used for training the 

system. “Continuously labeling” is the process of maintaining and augmenting data to help refine 

the model’s ability to detect UI components with greater precision, which is vital for accurately 

identifying elements in websites and mobile applications. Regular views and updates ensure that 

the system evolves with technological advancements, ultimately leading to more reliable and 

effective UI detection and test case generation.  
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5 CHAPTER 5 – PROACTIVE MEASURES: LEVERAGING CV TO PREVENT UI 
FAULTS 

 
 

5.1 PROACTIVE FAULT PREVENTION USING COMPUTER VISION 
 

5.1.1 PROACTIVE MEASURES: LEVERAGING CV TO PREVENT UI FAULTS 
 

5.1.1.1 EARLY DETECTION TECHNIQUES 
 
 

Achieving a bug-free or error-free system is the result of conducting thorough and 

collaborative meetings during the early stages of the SDLC and STLC. The key responsibility of 

the QAE team is to ensure that the software aligns with user requirements and proactively 

identifies functionality issues before the development phase begins.  

If the QAE team decides to adopt a CV approach to detect UI components for their 

applications, it is essential to first establish a clear understanding and conduct thorough 

discussions at each stage of the STLC (Figure 2.2). This proactive planning will streamline the 

development process, saving valuable time that can be allocated to other critical areas.  

In the first stage of the STLC, “Requirement Analysis,” the focus is on thoroughly 

examining the software requirements. During this stage, it is beneficial to include a dedicated 

section addressing requirements specific to the development of the CV framework. For example, 

analyzing the type of application to be tested can help QAEs identify the UI components the 

application will feature and determine the data required to detect these components effectively. 

Additionally, incorporating the analysis of UI components during the design phase of the CV 

framework can help identify potential inconsistencies or errors early in the process, ensuring a 

more robust foundation for development.  

In the second stage of the STLC, “Test Planning,” the focus shifts to discussing cost 

estimates and resource allocation for the CV framework. Including these additional 
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considerations in this stage ensures that sufficient resources are allocated for the project. 

Documenting early requirements and creating detailed plans at the outset of the project can 

significantly aid QAEs and developers in better preparing for the implementation of the CV 

framework, ultimately contributing to smoother execution and more efficient resources 

utilization.  

It is important to note that when a project being handled by the QAE team is larger or 

more complex than initially anticipated, adopting a systems engineering approach (See section 

4.2.1). can provide significant benefits to the project as a whole. This methodology ensures a 

structured and holistic perspective, enabling the team to clearly define functional and non-

functional requirements from the outset. By leveraging systems engineering, the project gains a 

strong foundation of well-documented requirements that act as a roadmap for the QAE team, 

guiding their efforts and aligning them with the broader objectives of the project. This approach 

promotes better coordination, reduces ambiguity, and ensures that all aspects of the system are 

considered, ultimately leading to a more efficient and thorough completion of the project. 

 

5.1.1.2 TEMPLATE-BASED VALIDATION 
 
 

The more comprehensive the documentation, the better it is for the QAE team, as it can 

later be utilized for cross-referencing and comparison between pages, such as Page A and Page 

B. For instance, during the implementation of the CV framework, the team should emphasize the 

use of pre-approved design templates. These templates can serve as benchmarks for the CV 

systems, enabling them to verify compliance with UI standards and ensure consistency across the 

application.  
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During the “Test Case Development” and “Test Environment Setup” stages, the QAE 

team works closely with project managers and developers to ensure that all pre-approved 

templates are properly documented and readily available for use during the “Test Execution” 

stage. This collaboration is highly beneficial for the QAE team, as these templates can later be 

utilized as benchmarks for comparison during subsequent stages of the STLC, particularly in 

testing scenarios like regression testing.  

 

5.1.1.3 PREVENTION THROUGH PREDICTIVE MODELING 
 

Another critical focus area for QAEs is leveraging predictive modeling to prevent 

potential issues. This can be addressed during the “Test Execution” or “Test Cycle Closure” stage 

or both. A proactive approach by a member of the QAE team is essential to track areas of 

concern during the AUT phase. By collecting fault data during this process, the team can build a 

valuable dataset that can be used in future testing cycles to train CV models. These models can 

then predict and flag areas prone to faults, enhancing the overall effectiveness and efficiency of 

the testing process.  

For example, testing the same application across different devices or browsers to identify 

misaligned buttons often reveals usability issues. By leveraging fault data, the CV model can be 

trained to detect alignment pattern in UI components (e.g., ensuring input fields align properly 

with other elements in a grid or layout). If a new UI design deviates from these patterns, the CV 

model can flag it as a potential issue. This approach can also be integrated into the SDLC, 

particularly during the “Implementation” stage, where developers can ensure that their code 

adheres to alignment requirements and that all UI elements are properly aligned with other 

components, streamlining the development process and minimizing errors. 
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Preventative measures can also be applied to scenarios involving UI elements prone to 

failure, such as dropdown menus or dynamically loaded modals, which often fail due to improper 

implementation. In these cases, the QAE team can collaborate with developers to mitigate such 

issues by leveraging predictive modeling. This approach allows the system to flag these high-risk 

components when detected, prompting developers to review and verify their code or 

configurations, ensuring a more robust implementation.  

Collecting fault data early in the STLC can significantly impact failure prevention, 

enabling the identification of potential issues before they escalate to other stages. This proactive 

approach not only enhances the system’s reliability but also helps save valuable project 

resources, including time and cost. 

 

5.1.1.4 COLLABORATION WITH DEVELOPERS 
 

 

Strong communication between the QAE team and the development team is crucial 

during the implementation of the CV framework to create an effective system for the testing 

phase. For instance, the development team can provide details about the icons, UI components, 

or images planned for the website or mobile app. This information enables the QAE team to label 

sufficient validation and testing data which can later be used to train the algorithm responsible 

for detecting UI components. Storing and organizing these assets in a centralized location 

accessible to the entire QAE team is essential for reducing the fault rate in the system. 

Resources play a crucial role during the implementation of the CV framework. 

Collaborating with the development team to establish a centralized storage solution (e.g., 
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Amazon S3, Google Cloud, etc.) for all CV validation and training data is essential for the 

efficient training of the CV algorithm. 

As mentioned earlier, there are several effective ways to establish strong communication 

with the development team. Each of these can help ensure that the project’s objectives are met on 

time while minimizing the risk of faults in the system.  

 
 

5.2 LEVERAGING AI FOR INTELLIGENT TEST CASE DESIGN 
 
 

5.2.1 ROLE OF LLMs IN ENHANCING TEST CASES 

 

 
As mentioned in the previous section (Figure 4.10), extracting information from UI 

components using OCR and utilizing the template proposed in this research can assist QAEs in 

creating detailed test cases. These test cases can be applied across various scenarios during 

functional testing activities. Additionally, LLMs can enhance the process by providing step-by-

step execution instructions, expected outcomes, and validation criteria.  

It is worth noting that QAEs can explore various ways to leverage the advantages of 

LLMs, not only to generate test cases but also to create comprehensive documentation. This 

documentation can later be utilized during the SDLC or STLC for training purposes or to provide 

a clear understanding of how the application functions [102]. 

Overall, we believe that LLMs can serve as a valuable tool for the QAE team, aiding in 

the prevention of UI faults by facilitating the generation of well-constructed and comprehensive 

test cases. 

 

5.2.2 EDGE CASE PREDITICTION 
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We believe that applying a CV-based approach to generate test cases can significantly 

enhance the ability to identify and create test cases for less obvious scenarios, such as rare user 

interactions or extreme input values. This approach can also improve defect documentation by 

capturing these unique scenarios, enabling the QAE team to add detailed information and 

effectively track rare occurrences that require attention. 

The CV framework is designed to assist QAE teams during their testing activities; 

however, it is equally important to test the framework itself to ensure it accurately detects UI 

components and captures the necessary information to generate test cases. For example, we 

could create a test website, both for desktop and mobile views, and randomly insert various UI 

components. By evaluating how many components the framework identifies and tracking these 

detections throughout the STLC, we can validate its performance. Testing such edge-case 

scenarios helps the QAE team confirm that the CV framework can reliably detect UI components 

even in challenging or unconventional situations.  

 

5.2.3 DYNAMIC TEST ADAPTATION 
 
 

One significant benefit of incorporating the CV approach during the testing phase of the 

SDLC is its ability to leverage LLMs to revise and adapt test cases in response to application 

update or changes identified by the CV system. 

If the QAE team needs to test new updates to an application, one way to utilize an LLM 

is by reviewing existing test cases available for regression testing. These test cases often cover 

end-to-end scenarios that validate critical application functions, such as logging into the system. 

However, if the QAE team lacks a regression testing suite, the CV approach for generating test 

cases can be highly beneficial during the integration of new functionalities. The CV system can 
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detect UI components in real time, enabling the team to identify new elements and compare these 

results with previous test to pinpoint differences effectively. 

 

5.2.4 MINIMIZING HUMAN EFFORT 
 

  

Ultimately, it is clear that humans will always play a critical role in any project. While AI 

won’t replace humans, humans empowered by AI will outperform those without it. Embracing 

and adapting to new technologies is, and will always be, essential for driving innovation. 

 It is evident that humans are essential in any system process. As highlighted in our 

research, our goal is to assist QAE teams in exploring innovative ways to test web applications 

by introducing a CV-based approach to generating test cases. This approach reduces the manual 

effort required to create numerous end-to-end test cases, saving both time and resources that can 

be allocated to other areas of the project. By providing real-time feedback to QAE s and 

developers, the CV system helps identify bugs early in the development cycle, preventing them 

from reaching production. While the value of human involvement in every stage of the SDLC 

and STLC remains undeniable, leveraging CV as an additional tool enhances the efficiency and 

effectiveness of the overall project. 

 

5.3 ESTABLISHING ROBUST DESIGN PATTERNS FOR UI DEVELOPMENT 
 
 

5.3.1 DESIGN PATTERN ENFORCEMENT 
 
 

One of the key advantages of incorporating the CV approach into any project is its ability 

to ensure adherence to standardized design patterns and UI guidelines. Integrating this approach 

into the SDLC encourages collaboration between developers and QAEs, fostering a unified effort 
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to build and test applications effectively. By leveraging CV to detect UI components, teams can 

streamline workflows and enhance the consistency and quality of their applications. 

Establishing a clear design pattern can significantly benefit the development process by 

defining which UI components will be used in the application before the implementation begins. 

This allows the QAE team to prepare by gathering sufficient validation and testing data for these 

components. Additionally, the project manager can begin tracking the time required to collect 

this data, ensuring it is accounted for within the project scope and timeline.  

Tools like Jira can play a crucial role in tracking and monitoring changes made during the 

implementation of the CV approach, ensuring that the entire team stays informed and aligned. 

Additionally, establishing a standardized design for UI development aids in consistently 

collecting new components and testing updated CV algorithms. This preparation allows the QAE 

team to efficiently run the CV framework, detect UI components, generate test cases, and track 

progress. By doing so, the team can verify that changes align with the initial agreements made 

during the early stages of the SDLC. Below is an illustration showcasing how the CV testing 

approach can be integrated into each stage of the SDLC. 
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Figure 5.1: Comprehensive Overview of the CV framework Integration within the STLC and 
SDLC. 

 

 We believe, based on the findings of this dissertation, that implementing a well-defined 

design pattern for the CV framework will greatly benefit the entire team utilizing the SDLC and 

STLC processes.  

 
 

5.3.2 FAULT PREVENTION THROUGH CONSISTENCY 
 
 

Fault prevention through consistency is a critical aspect of QA, especially when 

leveraging the CV framework approach to support QAEs in generating test cases for the STLC. 

The CV framework enforces adherence to standardized design patterns, interaction behaviors, 
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and accessibility guidelines, thereby minimizing variability and reducing the likelihood of faults. 

By comparing UI components with a repository of predefined templates and reusable libraries, 

the framework can effectively identify inconsistencies such as non-compliant color schemes, 

misaligned elements, or missing accessibility attributes.  

 Furthermore, the framework integrates seamlessly into the CI/CD pipeline, delivering 

real-time feedback to QAEs and developers. This enables teams to address potential issues 

before they escalate through the development lifecycle. By adopting this proactive approach, 

QAEs can generate comprehensive and consistent test cases while ensuring alignment with 

organizational standards. This integration leads to a more efficient and streamlined STLC and 

SDLC process. 

Ultimately, the CV framework promotes uniformity in design and functionality, 

minimizing the risk of faults and elevating the overall quality and reliability of software 

products. 

 

5.3.3 UPDATING AND MAINTAINING PATTERN  
 
 

Maintaining alignment within the team is essential to ensure that the CV framework 

operates as expected. It is crucial to address the dynamic nature of UI standards and discuss how 

the system accommodates updates to design patterns over time.  

 One critical area that the QAE team must consistently prioritize is maintaining the data 

used to train the CV framework. It is essential to assign specific roles within the team to 

streamline this process. For instance, one team member can be responsible for collecting the 

data, while another reviews and labels it. Once the data is properly prepared, it can then be used 
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to train the model. Establishing a structured process like this ensures the efficiency and reliability 

of overall CV framework.  

 

5.4 AUTOMATING REGRESSION ANALYSIS FOR CONTINUOUS IMPROVEMENT 
 
 

5.4.1 REGRESSSION TEST AUTOMATION 
 

As discussed in a previous section regarding the different types of testing (Table 2.1), 

regression testing is a key functional approach often utilized by QAEs to ensure the stability and 

reliability of an application after changes or updates have been made. 

 This research significantly contributes to repetitive testing processes by introducing a 

CV-driven approach to generate test cases, which can serve as an additional layer of testing 

alongside existing automation framework such as Selenium for any AUT application. 

For instance, regression testing is commonly employed when new functionality is added to a 

system, thereby requiring code modifications to integrate the new features with existing 

components. By leveraging the CV framework’s real-time UI component detection capabilities, 

the team can receive faster feedback in comparison to traditional automation tools. This 

advantage not only accelerates the testing process but also enhances the efficiency and 

effectiveness of regression testing. 

 Another objective of regression testing is to uncover bugs introduced in the new code. A 

CV-driven approach can play a significant role in identifying these issues and tracking them for 

future resolution. Additionally, the CV-driven approach can act as a complementary form of 

regression testing, offering valuable insights and contributing to the optimization of the system 

under test. 
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 Overall, it is essential for any QAE team to incorporate some form of automation testing 

when working with large-scale software systems, as relying solely on manual testing approaches 

can become increasingly complex and inefficient.  

 

5.4.2 CONTINUOUS INTEGRATION/CONTINUOUS DELIVERY (CI/CD) 
 

Integrating the fault prevention approach to providing consistency into a CI/CD pipeline 

is a highly effective practice for QAE teams, ensuring that potential issues are identified and 

addressed early in the interactive SDLC. By incorporating a CV-driven approach into the 

pipeline, UI components from both desktop and mobile applications can be systematically 

analyzed. This analysis identifies inconsistencies against pre-established design and interaction 

standards such as user stories or documented requirements. The process is particularly valuable 

during deployments in lower-end production environments, as the CV framework scans the 

applications UI to validate components for alignment, accessibility compliance, color contracts, 

and adherence to reusable design patterns.  

When discrepancies are detected, the CI/CD pipeline facilitates the automatic generation 

of detailed reports, which are shared with all stakeholders involved in the SDLC. Automated 

notifications can also trigger remediation tasks, ensuring that the developers address faults 

promptly as part of the same development cycle. Additionally, the CV framework can leverage 

historical data and predictive modeling to highlight UI components that have a (historical and/or 

predicted) high likelihood of failure, enabling teams to prioritize critical fixes effectively. 

This integration significantly aids QAEs in automating the generation of consistent and 

comprehensive test cases aligned with the detected issues, thereby streamlining the validation 

process in STLC. The continuous monitoring and feedback loop provided by the CI/CD pipeline 
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ensures that this aforementioned consistency is maintained throughout the SDLC, resulting in 

higher quality software with reduced rework and faster iteration times. This proactive approach 

enhances collaboration, minimizes delays, and supports the delivery of robust and reliable 

software solutions. 

 

5.5 REDUCING FAULT RISKS THROUGH CROSS-PLATFORM TESTING 
 
 

5.5.1 PLATFORM-SPECIFIC CHALLENGES 
 
 

One critical process the QAE team must focus on is testing applications or systems across 

various platforms, as this can pose significant challenges. For instance, it is crucial to identify 

and address common issues specific to web and mobile platforms, such as screen resolution 

mismatches or responsive design errors, to ensure consistent performance and functionality. 

To minimize the likelihood of failing to detect UI components across various platforms, 

such as different mobile devices or browsers, it is essential to have a robust and diverse training 

dataset. This dataset should encompass critical areas identified as crucial during testing, ensuring 

comprehensive coverage and improving the framework’s accuracy and reliability.  

A team responsible for testing the platform should ensure they track all challenging 

scenarios anticipated during the testing process. Documenting these scenarios helps the QAE 

team identify specific testing data needed to train the model effectively, ultimately enhancing it is 

performance and reliability.  

 

5.5.2 ADAPTABILITY OF THE CV SYSTEM  
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The QAE team must ensure that the CV framework can adapt to applications supporting 

multiple languages while maintaining consistent UI behavior and alignment. For instance, the 

CV approach should be capable of detecting issues such as text overflow or misalignment caused 

by translations in multilingual applications. 

The QAE team should determine which languages the system will support and then 

identify the specific data required to effectively detect and test multilingual systems. 

Additionally, the CV framework can be fine-tuned to cater to specific industries, such as e-

commerce or healthcare, by focusing on domain-specific UI components. For instance, in an e-

commerce application, the framework could identify inconsistencies in the placement of “Add to 

Cart” buttons or promotional banners across various product categories. Another critical area to 

address is dynamic UI scenarios. The QAE team must ensure the CV framework adapts to 

dynamic or real-time UIs, such as those generated by JavaScript frameworks or featuring heavy 

animations. For example, the framework should detect if animations interfere with button 

“clickability” or if loading indicators overlap functional UI components. 

 

5.5.3 ENSURING UNIFORM USER EXPERIENCE 
 

In the early stages of development, it is common for inconsistencies in visual styles to 

arise as developers begin coding. The CV approach helps ensure a uniform visual style across an 

application’s pages or screens. For instance, it can identify discrepancies in font sizes, button 

shapes, or icon styles between a homepage and a settings page. This capability can be leveraged 

in real-time during the development process, enabling teams to address these issues proactively 

and maintain consistency throughout the application. 
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The CV-driven approach also proves valuable during the front-end engineering stage by 

enabling developers to validate that user interactions, such as hover effects click responses, or 

swipe gestures are consistent across the application. For instance, it can detect if a hover effect is 

missing from a “Submit” button on one page while being present on another, ensuring uniformity 

and enhancing the UX. 

Integrating standards compliance into the CI/CD pipeline is another best practice that can 

enhance the SDLC. By incorporating these checks, the team can ensure adherence to 

accessibility guidelines, providing a consistent experience for all users, including those with 

disabilities. For example, the system can identify insufficient contrast between text and 

background or flag missing alternative text for images, fostering inclusivity and improving the 

overall quality of the application. 

 

5.6 OVERALL  
 
 

The QAE team should emphasize the importance of prioritizing fault prevention over fault 

detection, showcasing the proactive capabilities of integrating CV and LLM during test case 

generation. This approach ensures that the test cases created using the CV-driven approach are 

robust and ready for immediate use during the AUT phase of the STLC. 

Applying these concepts within the STLC can help shape each stage of the cycle into a 

practical, actionable strategy while maintaining a grounded focus through the CV-driven 

approach, enhanced by LLM integration for generating additional test case content. This 

proactive approach not only promotes better practices during software development but also 

elevates the effectiveness of the testing phase, ensuring a more robust and reliable software 

system. 
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6 CHAPTER 6 – CONCLUSION AND FUTURE WORK 
 
 

6.1 SUMMARY OF FINDINGS 

 

 

Before beginning our investigation into how CV can be utilized in software systems, our 

primary goal was to explore various tools and methods that could support QAEs in their testing 

activities. We aimed to introduce a unique approach that deviates from traditional manual or 

automated testing methods.  

With the advancements in CV across various industries such as automative, healthcare, 

agriculture, and more, we believe CV can also be effectively applied to enhance software testing 

by adding an extra layer of QA. Our findings demonstrate that CV’s applications extend beyond 

testing, including the ability to support the entire SDLC. For instance, CV can assist Business 

Analysts in creating documentation or requirements and aid developers during the development 

phase. In fact, SDs can use a CV-driven approach to detect UI inconsistencies in real-time, 

ensuring alignment with requirements once they finish coding a front-end component. 

The CV-driven approach, combined with the capabilities of LLMs like ChatGPT, enables 

the generation of functional test cases by detecting UI components, extracting information using 

OCR, and producing test cases for various testing types, including exploratory, regression, and 

smoke testing. These CV detections also open opportunities to not only generate test cases but 

also create documentation from the extracted information for other areas of the SDLC. This 

documentation can serve as a valuable reference before or after starting the SDLC, offering 

insights into previous deployments and the application’s intended design and functionality. 

One of the main objectives of this research was to develop a framework that could be 

seamlessly integrated into the SDLC, enabling anyone involved in the process to utilize it 
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effectively. The framework allows users to either input a URL for navigation and testing or 

upload a video showcasing interactions with a website or mobile application. A Python script, 

powered by Selenium, manages the navigation process, while the framework handles the rest 

(see Figure 4.3). Our goal was to create a system that is user-friendly, maintainable, and 

adaptable for use throughout the SDLC. 

This was achieved by applying a supervised learning approach to the system, a ML 

category that requires labeled datasets to train algorithms for predicting outcomes and 

recognizing patterns. Using CVAT, we labeled 2000 images from various websites and mobile 

applications. These images contained a wide range of UI components, such as buttons, 

checkboxes, dropdowns, and more. In total, we identified 24,527 components across 26 classes 

(see Table 4.4). 

Then we decided to implement two different CV algorithms, YOLOv8 and Detetron2. 

Additionally, as a third option, we discussed Amazon Rekognition in this research for those who 

may find it useful or wish to explore its potential for their own projects. 

After evaluating various YOLOv8 and Detectron2 models, we concluded that YOLOv8 

was particularly straightforward to implement and required minimal libraries to effectively detect 

the 26 labeled classes. We conducted extensive tests on different YOLOv8 models, ranging from 

the YOLOv8-n (Nano) model to the YOLOv8-x (Extra Large) model, using our dataset of 2000 

images and running each test for 100 epochs. YOLOv8 provided clear and comprehensive 

metrics that were crucial for drawing conclusions about our detections, including mAP, 

precision, recall, F1 score, and loss. Additionally, the algorithm offered various graphs, enabling 

a holistic evaluation of our object detection approach (see Figures 4.16, 4.17, and 4.18). 
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Similarly, the Detectron2 algorithm was incorporated into our CV-driven approach, 

utilizing the same dataset of 2000 images. It was trained using two distinct models: RetinaNet R-

101 and Faster R-CNN X101-FPN, with each model running for 20 epochs (The number of 

epochs is determined by factors such as dataset size, model complexity, and the specif task. For 

our purposes, we chose to train the Detectron2 models for 20 epochs). Our tests revealed that 

RetinaNet R-101 exhibited slightly lower losses compared to Faster R-CNN X101-FPN, 

indicating marginally better precision and generalization within this specific training context. 

This research presents both the YOLOv8 and Dectron2 algorithms, allowing readers to 

decided which is best suited for their own projects if they choose to adopt this CV-driven 

approach. However, we recommend YOLOv8 for its ease of implementation, user-friendly 

presentation of results, and straightforward feedback through key metrics. Additionally, the 

extensive documentation available on the Ultralytics website further enhances its accessibility 

and usability. 

Continuing with the UI detections (see Figure 4.21), the OCR method was employed to 

extract detailed information from each component (see Figure 4.22). This extracted data was 

input into a template, which was then used to generate prompts. These prompts were 

subsequently integrated into a LLM, specifically ChatGPT, for further processing (see Figure 

4.23). 

To assess the output from ChatGPT, we employed various evaluation techniques, including 

Reference-Based Evaluation, Scoring-Based Evaluation, and A/B Testing. One approach relied 

on human evaluation, while the other utilized LLM assistance (see Section 4.2.7.2.1). 

Semantic analysis was conducted to compare manual test case generation with CV-based 

test case generation using the spaCy and Scikit-learn libraries in Python. The results were 
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promising, with one of our tests demonstrating an overall similarity score of 8.0 in comparing a 

manually created test case and the CV-based approach (see Figure 4.28). 

Ultimately, the QAE team will decide which approach best suits their needs. We’ve 

highlighted key differences between the three approaches, manual testing, automated testing, and 

CV-based testing. The illustration below showcases the detection of various UI components 

using the CV-driven approach. 

 

 

 

Figure 6.1: Detection and tracking of UI components with information extracted using OCR. For 
this example, only Object ID: 0 is extracted, with some information obscured using 
yellow rectangles for privacy. 

 

The CV-driven approach effectively detects the majority of UI components shown in 

Figure 6.1. The extracted information for “Object ID: 0” can be incorporated into the prompt 

template, enabling the QAE team to determine the type of test case to generate. 
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 We believe that our exploration of the CV-driven approach for generating test cases was 

made possible by addressing multiple research questions that guided our efforts and provided 

deeper insights into our findings. By applying a systems engineering approach, we gained a 

clearer understanding of the overall framework. The primary goal of adopting this perspective is 

to design and implement a system where individual components work seamlessly together as a 

unified whole, fully aligned with product requirements.  

  

6.2 LIMITATIONS AND POTENTIAL FIXES 
 
 

6.2.1 FALSE POSITIVES AND FALSE NEGATIVES IN DETECTION 
 

 

A CV-driven approach will always have limitations due to various factors, among which 

are technological constraints, data quality, and real-world complexities. The CV model may 

misclassify components, resulting in false positives (FP), or fail to detect them, causing false 

negatives (FN). Moreover, certain types of applications will favor FP (threat identification) while 

others will favor FN (authentication), so that “contextual” errors are essentially unavoidable. 

These issues can lead to incomplete or inaccurate detections, which could pose challenges during 

the implementation of OCR to extract UI components information for prompt generation. Such 

inaccuracies could result in generating functional test cases with incorrect details. It is crucial for 

the QAE team to remain vigilant and address these limitations to ensure the accuracy and 

reliability of the generated test cases.  

To address or mitigate these issues, one solution is to enhance the quality of the dataset by 

increasing the variety and balance across UI component classes. For our investigation, we used 

26 distinct classes; however, we recognize that the design of websites and mobile apps evolves 
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rapidly. Fine-tuning the detection model with additional labeled data, including the latest UI 

components designs, can significantly improve accuracy during detection.  

Additionally, when building the CV framework, the team can implement confidence 

thresholding to filter out low-confidence detections and avoid misidentifying non-UI elements 

(e.g., detecting a rectangle shape instead of a button). During testing, the QAE team can further 

improve detection accuracy by combining results from multiple CV models through ensemble 

learning. These steps can help refine the CV-driven approach and enhance its effectiveness in 

detecting and classifying UI components accurately.  

Additionally, the team can collaborate and reach a consensus during the early stages of the 

SDLC on the types of components to be used on the website or mobile application. Establishing 

this clarity upfront can help prevent and reduce FP and FN during the detection of UI 

components. As a result, the overall process of generating functional test cases will be more 

accurate and efficient, leading to smoother and more effective testing cycles.  

 

6.2.2 INCONSISTENT UI ELEMENT REPRESENTATION 
 

One limitation of the CV-driven approach is the potential variability in how UI components 

are displayed across different devices, browsers, and screen resolutions. These inconsistencies 

can result in unreliable or inconsistent detections.  

The QAE team can mitigate these limitations by normalizing UI elements. This involves 

capturing variations such as images in dark mode versus light mode, adjusting for different font 

sizes, and accounting for various screen resolutions. 

During the data collection phase, the QAE team should collaborate early in the SDLC to 

establish strategies and address key questions. For example, they should decide on the software 
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to be used for data annotation and determine the types of images suitable for training and 

validation. Additionally, the team can agree to use a single device for data collection to minimize 

variations in image sizes, ensuring consistency across the dataset.  

The QAE team can implement augmentation techniques to enhance robustness against 

variations in UI element representations. Additionally, performing multi-resolution detection and 

comparing results across different test environments can address inconsistencies effectively. 

Ensuring the entire team is aligned and working collaboratively will help prevent inconsistencies 

in the representation of UI elements across websites or mobile applications.  

 

6.2.3 DYNAMIC AND CONTEXT-AWARE ELEMENTS 
 

 

Detecting UI components can present challenges, particularly when dealing with dynamic 

elements such as pop-ups, dropdowns, or hover effects that can change state dynamically. These 

components may not be detected in static images, posing a limitation during implementation. To 

mitigate this issue, the QAE team can employ multiple frames or record UI state changes over 

time using automation scripts. For instance, the Selenium library can be utilized to navigate 

through websites or mobile application, close or clear dynamic components, and detect other 

elements. Simultaneously, Selenium can capture screenshots at each step, which can later be 

annotated and used as training data for the CV algorithm. 

The diagram below illustrates how a dropdown component transitions through different 

states over time. It also demonstrates how CV-driven approach, supported by Selenium, can 

detect both the dropdown component and its contents while collecting valuable data for future 

training or validation purposes. 
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Figure 6.2: An end-to-end scenario illustrating the step-by-step testing of a dropdown using the 
CV-driven approach. Selenium is utilized to capture and collect data, enabling the generation of 
test cases and supporting future training efforts. 
   

 Dynamic UI components pose challenges for detection using the CV-driven approach. 

However, Selenium proves to be a valuable tool by automating interactions, such as clicking, 

while simultaneously capturing data and assisting the CV algorithm in detecting components in 

real-time. We believe that combining automation with the CV-driven approach offers an effective 

solution for identifying dynamic UI components. 

 

6.2.4 LIMITED HANDLING OF OVERLAPPING COMPONENTS 
 
 

A common challenge front-end developers face during UI implementation is managing 

components that may overlap across different screen resolutions or devices. Overlapping 

elements, such as modals obscuring buttons or tooltips appearing incorrectly on hover, can lead 
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to poor user interactions. Developers must ensure these issues are resolved before production to 

maintain a seamless and user-friendly interface.  

If overlapping issues are not addressed properly during development states, the QAE 

team may encounter challenges with the CV-driven detection process, such as missed detections 

or incorrect test case generation. To prevent these problems, it is crucial to address overlapping 

components during the early stages of UI development. However, if overlapping issues do make 

it into production, the QAE team can mitigate the impact by employing object tracking in video 

recordings instead of relying solely on single-frame detection. Alternatively, capturing sequential 

screenshots to track state changes and visibility can provide a more accurate representation of the 

UI for detection and testing purposes. 

The QAE team can minimize issues with overlapping UI components during CV-drive 

detections by fostering clear and consistent communication with the development team. By 

collaborating early in the SDLC, the development team can proactively address overlapping 

component issues during the design and implementation phases. This includes ensuring proper 

alignment, spacing, and responsive behavior across different devices and screen resolutions. 

Regular discussions, paired with shared documentation or guidelines, can help developers 

anticipate potential overlaps and resolve them before they affect the CV-driven approach. This 

collaborative effort reduces the risk of missed or incorrect detections and promotes a smoother 

testing process. 

 

6.2.5 HIGH COMPUTATIONAL COST FOR LARGE-SCALE TESTING 
 
 

 In scenarios where the QAE team faces limitations during the training phase of the CV 

algorithm, particularly when working with large applications that have multiple screens, 



 

 

196 

computational expenses can become a significant challenge. Running CV models on extensive 

datasets and high-resolution images often requires substantial processing power and time. To 

address this, the QAE team can collaborate closely with the development team to optimize the 

CV model. Techniques such as model quantization and pruning (ablation approach) can be 

employed to reduce the model’s size and complexity without significantly sacrificing accuracy, 

making it more efficient to train and deploy 

Additionally, implementing asynchronous processing can enable parallel detections, which 

can accelerate the overall process by distributing the workload across multiple cores or 

machines. This approach not only saves time but also ensures that resources are used effectively. 

For teams working with limited computational resources, leveraging free cloud services 

like Google Colab can be a viable alternative. Google Colab offers access to powerful GPUs and 

TPUs, enabling teams to perform high-performance training tasks without requiring expensive 

local hardware. By utilizing these resources, the QAE team can train and fine-tune their CV 

models more efficiently, even when working on complex or resources-intensive applications. 

Combining these strategies ensures that the CV-driven approach remains scalable, 

efficient, and cost-effective, regardless of the size or complexity of the application being tested.  

 
 

6.3 RECOMMENDATIONS 
 
 

6.3.1 CONTINUOUS DATA COLLECTION & UPDATING 
 
 

6.3.1.1 EXPAND DATASET COVERAGE 
 
 

We strongly recommend prioritizing the expansion of dataset coverage as a critical 

strategy to ensure the continuous detection of the latest changes in web and mobile applications. 
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Keeping the dataset updated and diverse is essential to account for evolving UI frameworks, new 

design trends, and platform-specific variations [109]. 

To achieve this, the QAE team should incorporate dataset expansion into the planning 

stages of the SDLC. By addressing this task early, the project manager can allocate resources, 

define clear timelines, and include it within the project scope, ensuring that all team members are 

aware of its importance. Proactively planning for dataset updates fosters collaboration between 

teams and minimizes the risk of missing key UI changes during later stages of development or 

testing. 

Regularly updating the dataset should become a standardized practice, with the team 

collecting data from a wide variety of platforms, including mobile devices, desktops, and web 

browsers. This approach not only helps in adapting to changes in UI frameworks but also ensures 

the model’s robustness across diverse environments and device types. 

Furthermore, the team should implement strategies to automate the data collection 

process wherever possible. For example, leveraging tools like Selenium for automated 

navigation and screenshot generation or integrating logging mechanisms to capture real-world UI 

interactions can streamline dataset expansion efforts. 

By consistently updating and diversifying the dataset, the QAE team ensures that the CV-

driven detection framework remains accurate, adaptable, and effective in identifying and 

responding to the dynamic nature of modern UI designs. 

 

6.3.1.2 MONITOR UI CHANGES 
 
 

Keeping track of the latest updates to the application being tested is crucial for the QAE 

team to stay proactive and plan effectively for future UI detections. By monitoring updates, the 
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team can anticipate the types of data that need to be detected and collected, ensuring their CV-

driven approach remain aligned with the application’s evolving design and functionality. 

To achieve this, the QAE team can implement a structured tracking system for 

application changes. Utilizing tools like JIRA to log and manage these updates provides a 

centralized, organized way to track new features, UI modifications, and other changes. Each 

update can be documented as a ticket in JIRA, including details about the nature of the change, 

affected components, and any potential impact on the CV-driven testing process. 

Regular review of these tracking tickets should become an integral part of team meetings, 

such as sprint planning or retrospective sessions. During these discussions, the team can evaluate 

the updates, prioritize tasks for data collection or model retraining, and ensure everyone is 

aligned on the upcoming work. This collaborative approach helps avoid last-minute surprises and 

enables the QAE team to stay ahead of potential challenges.  

By adopting a proactive and collaborative approach to tracking application updates, the 

QAE team ensures that their testing process remains robust, efficient, and adaptable to the ever-

changing nature of modern software development.  

 

6.3.1.3 ENHANCE CLASS DIVERSITY 
 
 

The dataset used in this research consists of 26 distinct classes, each representing 

different types of UI components. While this dataset provided a string foundation for developing 

and testing the CV-driven approach, expanding the number of classes is essential for improving 

the model’s performance and adaptability. By incorporating additional classes, the QAE team can 

better account for the ever-evolving variety of UI components seen in modern web and mobile 

applications, ensuring that the system remains relevant and effective. Expanding the dataset’s 
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scope will not only enhance the model’s ability to detect new UI elements but also improve its 

accuracy when working with complex or diverse user interfaces. 

To achieve this, the QAE team should establish a systematic process for continuously 

updating the dataset. This involves identifying new UI components introduced by emerging 

design trends, frameworks, or application updates and annotating them appropriately. 

Collaboration with the development team can provide valuable insights into the types of 

components being implemented, allowing the dataset to stay ahead of potential testing 

requirements. Additionally, incorporating UI elements from various platforms, screen 

resolutions, and environments such as mobile, desktop, and responsive web designs, will 

improve the robustness and generalizability of the CV model. Regularly revisiting and updating 

the dataset should become a key part of the SDLC, ensuring the CV-driven approach remains 

effective and supports a comprehensive range of functional test cases. 

 

6.3.2 DATA ANNOTATION & QUALITY ASSURANCE 
 
 

6.3.2.1 AUTOMATE ANNOTATION PROCESS 
 
 

 Annotating data is a complex and detail-oriented task that requires proper training and 

preparation to ensure the dataset is clean and accurately labeled. This step is critical to the 

success of CV-driven detections, as improperly annotated data can significantly impact model 

performance and lead to inaccurate or incomplete results. To mitigate such risks, the QAE team 

should allocate dedicated time during the STLC to review annotated data thoroughly. This QA 

step ensures that the annotated data meets expectations before moving into the training phase. By 

addressing any inconsistencies or errors early, the team can avoid wasting valuable resources on 
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training models with flawed data, which could lead to unreliable outcomes and require costly 

rework. 

 To further streamline the annotation process and improve efficiency, it is recommended 

that the QAE team consider implementing semi-automated or AI-assisted annotation tool. These 

tools can significantly reduce the manual effort required for labeling data, enabling the team to 

annotate a larger volume of UI components in less time. Additionally, AI-assisted annotation can 

help maintain consistency in labeling across diverse datasets, enhancing the overall quality of the 

annotations. With this approach, the QAE team can expand dataset coverage to include a broader 

range of UI components, which in turn supports the generation of more comprehensive test 

cases. Ultimately, leveraging these advanced annotation techniques will contribute to more 

accurate CV-driven detections and better preparation for the dynamic challenges of modern UI 

testing. 

 

6.3.2.2 MANAGE CLASS IMBALANCE 
 
 

To minimize bias during UI detection, the QAE team must prioritize adjusting the dataset 

to ensure that rare UI components are adequately represented. Often, datasets are skewed toward 

common UI elements such as buttons or text fields, while less frequently encountered 

components like sliders, date pickers, or modal dialogs are underrepresented. This imbalance can 

lead to biased training models that perform well on common elements but fail to detect rare 

components accurately. By deliberately creating and curating a balanced dataset, the team can 

improve the model’s ability to detect a diverse range of UI components during the CV-driven 

approach. Such a system is, of course, more resilient to potential changes in UI design and 

organization. This enhanced detection capability not only increases the system’s reliability but 
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also enables the generation of a broader variety of test cases tailored to specific detections, 

ultimately enhancing the overall quality of testing and software performance.  

Achieving a balanced dataset involves a combination of strategies. First, the QAE team 

should conduct a detailed analysis of the application to identify UI components that are less 

common but critical to functionality. Once identified, these components should be deliberately 

collected and incorporated into the dataset, even if it requires synthetic augmentation or data 

collection from similar applications. Additionally, the team can leverage data augmentation 

techniques, such as flipping, cropping, or applying different resolution, to amplify the 

representation of these rare components. Regular reviews and updates to the dataset, aligned with 

evolving UI frameworks and design trends, will ensure that the system stays up-to-date and 

effective. By addressing these potential biases early and systematically, the QAE team can create 

a more robust and inclusive model capable of supporting diverse UI detection needs, ultimately 

paving the way for a more comprehensive and unbiased testing framework. 

 

6.3.3 MODEL PERFORMANCE MONITORING & ADAPTATION 
 
 

6.3.3.1 TRACK DETECTION ACCURACY 
 
 

When we annotated data is introduced into the CV-driven approach, it is essential to 

thoroughly test and evaluate the model after training to ensure optimal performance. We 

recommend that the QAE team prioritize measuring key metrics such as precision, recall, and 

F1-score to comprehensively understand the detection model’s behavior. Precision assesses how 

accurately the model identifies true positive detections without being misled by false positives, 

while recall, offering an overall indicator of the model’s effectiveness. By monitoring these 

metrics closely, the QAE team can identify areas for improvement and fine-tune the model to 
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meet the specific needs of their applications. Regularly conducting these evaluations also ensures 

that the model remains robust as new data and UI components are incorporated into the system. 

In addition to standard evaluation metrics, we strongly recommend that QAE team 

members revisit the RQs outlined in Chapter 4 to adapt and apply them to their own projects. 

The RQs serve as a valuable framework for investigating the performance and utility of the CV-

driven approach. For instance, leveraging metrics such as entropy can provide insights into the 

uncertainty in predictions, highlighting instances where the model might struggle with 

ambiguous or overlapping components. Similarly, using ANOVA can help the team understand 

how different variables, such as data quality or UI complexity, influence model performance. 

These advanced analytical tools can enable a more granular evaluation of the detection model, 

fostering a deeper understanding of its strengths and limitations. By incorporating these 

techniques into their workflows, the QAE team can build a robust, adaptable testing framework 

capable of delivering reliable and high-quality results for their specific applications.  

 

6.3.3.2 FINE-TUNE MODEL PARAMETERS 
 
 

We strongly recommend that the QAE team consistently retrain models with updated 

datasets to ensure improved accuracy and adaptability to evolving UI components. Retraining 

should be an integral part of the maintenance phase of the CV framework and should also be a 

recurring topic during SCLC meetings. This proactive measure is essential to address changes in 

the application’s UI effectively. With each application update, regression testing becomes 

necessary to verify that the new and existing functionality works as intended. Without an up-to-

date model trained on the latest UI components, there is a risk of missing critical detections, 
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leading to incomplete or inaccurate test case generation. Therefore, integrating retraining into the 

routine workflow not only ensures accuracy but also future proofs the testing process.  

To further enhance detection accuracy, the QAE team can experiment with different 

models and configurations. For instance, while. This research utilized YOLOv8, exploring newer 

versions like YOLOv10 or YOLOv11 could yield better results due to advancements in 

algorithm architecture. This requires the system to be designed for change; that is, designed 

specifically to allow the ready incorporation of new versions and components. The illustration 

below shows performance metrics for the YOLOv8, YOLOv10, and YOLOv11. 

 

 

 

Figure 6.3: Performance Metrics for YOLOv8, YOLOv10, and YOLO,11 
Note: Adopted from reference [99] 

 

Additionally, increasing the number of training epochs can significantly improve model 

performance. This iterative training process allows the model to learn nuanced patterns and 

minimize errors in detecting UI components. Combining this technique with robust testing of 

various configurations ensures that the CV-driven approach can adapt to the complexities of 
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modern applications, ultimately boosting the quality and quantity of generated test cases during 

regression testing. Fine-tuning model parameters and continuously iterating on the framework 

will provide a strong foundation for an efficient and reliable testing pipeline.  

 

6.3.4 TEST CASE REFINEMENT & ADAPTATION 
 
 

6.3.4.1 VALIDATE TEST CASE GENERATION 
 
 

The QAE team must ensure that all test cases are consistently maintained to align with 

new requirements or changes in the application’s UI. As UI structures evolve, it is critical to 

validate the relevance of test cases generated using the CV-driven approach. This process can be 

streamlined by running the CV-driven model on the updated application and generating new test 

cases based on the detected UI components. A designated member of the QAE team can then 

compare the newly generated test cases against the existing ones to identify redundancies, 

inconsistencies, or gaps. Any duplicate test cases should be removed from the test suite to 

maintain clarity and focus, while outdated test cases can be replaced with updated ones reflecting 

the new UI requirements. 

Maintaining a lean and accurate test suite is essential for efficient testing and resource 

optimization. Retaining unnecessary or redundant test cases can lead to confusion, increased 

maintenance overhead, and wasted resources. Regularly validating and refining test cases 

ensures that the testing process remains efficient and aligned with the application’s current state. 

By actively managing the test suite, the QAE team can not only improve the accuracy and 

relevance of their testing activities but also streamline the regression testing process, ultimately 

contributing to better product quality and a smoother development lifecycle. 
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6.3.4.2 OPTIMIZE LLM INTEGRATION 
 

The use of LLMs plays a pivotal role in enhancing test case generation within the CV-

driven approach. For instance, ChatGPT is utilized to enrich functional test cases with detailed 

descriptions, enabling more comprehensive documentation. To maximize the utility of LLMs, we 

recommend refining the quality of LLM-based explanations and descriptions to produce precise 

and contextually accurate test case documentation. Effective prompt design is crucial in this 

regard, as the quality and relevance of the AI-generated output heavily depend on the prompts 

provided. It is advisable for the QAE team to develop a strong understanding of prompt 

engineering techniques. This expertise can improve both the templates (see Figure 4.23), and 

prompts used to generate the necessary test case steps, ultimately ensuring that outputs align with 

project requirements. 

Additionally, we encourage the QAE team to explore alternative LLMs, such as Google 

Gemini, Microsoft Copilot, or Meta AI’s Llama models, to identify which model offers the best 

fit for generating detailed and accurate test case information. Conducting cross-comparisons 

among these models can help determine the most suitable LLM for the team’s specific use case. 

This evaluation should include factors such as the quality of the generated text, the level of 

detail, and the relevance of the outputs to the test cases. By systematically analyzing and 

selecting the optimal LLM, the QAE team can ensure that their test case documentation remains 

thorough, consistent, and adaptable to the evolving demands of the CV-driven approach. 

 

6.3.4.3 AUTOMATE REGRESSION TESTING 
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The CV-driven approach introduced in this research offers a significant advantage in 

enhancing the generation of test cases, particularly during regression testing for any application. 

Regression testing is a critical phase in the process design, necessary for ensuring that new 

updates or changes to an application do not inadvertently affect existing functionalities. By 

leveraging the CV-driven approach, the QAE team can efficiently detect UI components and 

generate corresponding test cases to ensure that all elements are validated. As outlined in Chapter 

4, the intention is not to replace traditional methods, such as manual testing or automation tools 

like Selenium, but to complement them. This integrated approach ensures that testing is 

performed comprehensively, combining the strengths of various methodologies. The CV-driven 

approach acts as an additional layer of testing, helping QAEs identify gaps or overlooked areas 

that might not be addressed using conventional techniques. 

We believe that by integrating the CV-driven approach into the testing framework, QAE 

teams can achieve a higher degree of accuracy and thoroughness in their testing efforts. The 

automation provided by this method reduces the risk of human error, accelerates the test case 

generation process, and enhances the coverage for both functional and UI-based test scenarios. 

Additionally, this approach encourages a collaborative effort between traditional testing tools and 

innovative technique, ensuring the application is rigorously evaluated from multiple 

perspectives. For QAEs, this creates an opportunity to fully test their applications while 

maintaining efficiency and precision, ultimately leading to improved product quality and user 

satisfaction.  

 
 
 
 
 



 

 

207 

6.3.5 FEEDBACK & COLLABORATION WITH QAE TEAMS 
 
 
 

6.3.5.1 COLLECT USER FEEDBACK 
 
 

Gathering feedback throughout the implementation of the CV-driven approach within the 

SDLC is crucial for enhancing its effectiveness and overall performance. Establishing continuous 

feedback loops allows the QAE team to proactively identify potential bottlenecks, refine 

methodologies, and improve detection accuracy. While the primary responsibility of executing 

the CV-driven approach lies with the QAE team, incorporating input from other stakeholders, 

such as developers, designers, and project managers, can provide valuable insights. These 

stakeholders often interact with the system in ways the QAE team might not anticipate, offering 

unique perspectives that contribute to a more comprehensive evaluation of the process. Their 

feedback can uncover inefficiencies, highlight areas for improvement, and reveal gaps in 

communication or implementation that may hinder the system’s overall functionality. 

Additionally, cross-functional collaboration can lead to innovative ideas for optimizing the 

approach, ensuring that it remains adaptable to evolving UI structures.  

Integrating diverse feedback fosters a collaborative rather than a siloed initiative, 

enabling the CV-driven process to evolve dynamically in response to real-world application 

needs. For example, developers may identify technical challenges related to UI rendering that 

affect object detection accuracy, while designers may recommend adjustments to the dataset to 

ensure it accurately reflects various UI design patterns and edge cases. Regularly scheduled 

review sessions, cross-functional meetings, and structured feedback mechanisms can facilitate 

this exchange of ideas, making the CV-driven approach more resilient. By actively incorporating 

input from non-QAE team members, the system not only becomes more robust but also aligns 
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more closely with the broader objectives of the development team. This collaborative approach 

fosters innovation, minimizes errors, and establishes a feedback-driven system that enhances 

efficiency across all stages of the SDLC. 

 

6.3.5.2 REFINE HEURISTICS FOR EXPLORATORY TESTING 

 

 

The CV-driven approach plays a crucial role in enhancing exploratory testing by 

systematically improving test coverage and defect detection. Refining the heuristics used in this 

process can significantly enhance the effectiveness of UI testing, ensuring that critical 

functionality is thoroughly evaluated. One effective strategy is to categorize UI components 

based on the functionalities to streamline exploratory testing efforts. For example, input fields 

can be tested for data validation, error handling, and autofill behaviors to ensure proper user 

interactions. Similarly, button components require verifications of visual feedback, accessibility 

features (such as keyboard navigation), and responsiveness across different devices. As 

highlighted in Figure 6.2, dropdown menus present unique challenges due to their dynamic 

nature. Exploratory testing can help verify their consistency in behavior across various screen 

sizes and interaction patterns, ensuring they function seamlessly in different environments. By 

structuring exploratory testing around these component-specific heuristics, the QAE team can 

systematically uncover defects and improve test coverage. 

Beyond structured testing, leveraging historical data from past defects can further refine 

exploratory testing heuristics. Analyzing patterns from previously identified issues allows the 

QAE team to anticipate potential problem areas and enhance detection strategies. Additionally, 

incorporating real-world scenarios into testing can provide valuable insights into how users 

interact with UI elements in unexpected ways, revealing edge cases that might not be 
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immediately apparent. This user-centric approach ensures that the CV-driven testing 

methodology aligns with actual application usage, reducing the likelihood of undetected defects. 

Ultimately, exploratory testing is not only a powerful method for identifying issues but also a 

vital component in strengthening the CV-driven approach, making it more adaptive and effective 

in real-world testing environments.  

 

6.4 FUTURE RESEARCH 
 

Expanding the CV-Driven Approach for Negative Test Case Design 

 One of our key research goals is to enhance the CV-driven approach for designing test 

cases that cover negative scenarios more effectively. Negative testing is essential for ensuring 

application robustness, as it helps identify how a system behaves under invalid or unexpected 

conditions. By leveraging the CV-driven approach, we aim to automate the creation of test cases 

that simulate invalid user inputs, boundary conditions, UI element failures, and error-handling 

scenarios. This will help QAEs proactively detect system vulnerabilities and prevent potential 

issues from reaching production. 

Enhancing Defect Detection with the CV-Driven Approach 

Beyond test case generation, we aim to explore how the CV-driven approach can be 

extended to identify UI defects more comprehensively. Our future research will focus on 

detecting a wide range of UI anomalies, including misaligned elements, visual glitches, 

unresponsive or broken interactions, and unexpected state transitions (e.g., popups failing to 

dismiss correctly). Additionally, we plan to integrate automated data collection into the CV-

driven approach, allowing defect-related insights to be used for continuous model training and 

validation. By incorporating defect detection into the regression testing process, we can ensure 
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that fixes area verified systematically, reducing the likelihood of recurring UI issues. While we 

believe this is feasible, further experimentation and validation area necessary to refine this 

capability. 

Using the CV-Driven Approach for Automated Documentation 

 Another area we seek to expand upon is using the CV-driven approach for generating 

application documentation. By detecting UI components and mapping their relationships, we can 

create comprehensive documentation outlining the structure and interaction patterns of an 

application. This automated documentation can serve as a valuable resource for newly onboarded 

QAEs, enabling them to quickly understand the application’s interface and begin testing with 

minimal ramp up time. Furthermore, this approach could be particularly beneficial in dynamic 

applications where UI elements frequently change, ensuring that documentation remains up to 

date. We intend to extend our research based on insights from prior work [102] to further validate 

this approach.   

Exploring the CV-Driven Approach for VR/AR Systems 

 We also see potential in adapting the CV-driven approach for testing Virtual Reality (VR) 

and Augmented Reality (AR) applications. Unlike traditional UI testing, VR and AR 

environments introduce unique challenges such as detecting misplaced virtual objects, 

unexpected rendering artifacts, and inconsistencies in spatial interactions. By tuning the CV-

driven approach to analyze VR/AR components, we can explore its effectiveness in identifying 

unintended elements, ensuring accurate object placement, and verifying interactions within 

immersive environments. Additional research in this area could significantly advance automated 

testing methodologies for VR/AR applications. 
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Expanding the CV-Driven Approach Beyond Software Testing 

 While our primary focus has been on ST within the SDLC and STLC, we believe the CV-

driven approach has broader applications across various industries. Potential use cases include 

manufacturing, aerospace, and the medical field, where automated visual analysis can improve 

QA, anomaly detection, and operational efficiency. For instance, in manufacturing the CV-driven 

approach could assist in detecting defects in production lines, while in aerospace it could help 

monitor structural integrity. Similarly, in the medical field, it could be used for diagnostic 

imaging analysis and surgical automation. Exploring these cross-domain applications presents 

exciting opportunities for future research.  

 

6.5 CONCLUSION 
 

 

 As technology continues to evolve rapidly, particularly in the field of AI, ST must also 

advance to keep pace with these innovations. QA plays a crucial role in ensuring the reliability, 

durability, and performance of software products. In the coming years, AI-driven methodologies 

area expected to revolutionize various industries, and ST should not be an exception. This 

research aimed to explore how AI, specifically CV and LLMs, can enhance ST by automating the 

generation of test cases and improving overall test coverage. 

 Traditionally, QAEs rely on manual test case creation based on user stories or implement 

automation scripts using tools like Selenium. However, the CV-driven approach presented in this 

research introduces a novel method that leverages supervised learning to detect UI components 

and generate corresponding test cases dynamically. Using a dataset of 2000 labeled images, we 
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trained multiple YOLOv8 and Detectron2 models to identify 26 different UI component classes 

with high accuracy. Once UI elements were detected, OCR techniques were applied to extract 

textual information. Additionally, LLMs, specifically ChatGPT, were integrated to generate 

detailed descriptions and procedural steps for the test cases, ensuring that they were both 

comprehensive and informative. 

 To validate the effectiveness of this approach, we conducted multiple evaluations to 

determine the most suitable CV model for UI detection. Further, different techniques such as 

semantic analysis were applied to refine the generated test cases. Our research was guided by 

several RQs that helped shape the methodology and assess the impact of combining CV and 

LLMs in test case generation. The findings demonstrated that this AI-driven approach not only 

streamlines test creation but also enhances the level of detail in test documentation, thus making 

it more useful for QA teams. 

 Beyond the immediate benefits to test case generation, this research highlights the 

potential for AI to reshape how ST is conducted. By integrating CV and LLMs, QAEs can shift 

their focus from labor-intensive test case creation to higher-level test strategy and analysis 

planning and implementation. This approach provides an adaptive testing framework that can 

evolve alongside application changes, ensuring long-term maintainability and reducing the risk 

of outdated test cases. 

 Looking ahead, future research could expand this methodology to include defect 

detection, where CV models identify UI inconsistencies such as misalignment, visual glitches, 

and unresponsive elements. Additionally, the use of AI in ST could be extended to emerging 

fields such as VR and AR, where object detection and component interactions play a crucial role 

in UX validation.  
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 In conclusion, this research presents a significant step toward integrating AI-driven 

solutions into ST. The combination of CV and LLMs offers a powerful alternative to traditional 

test case creation methods, increasing efficiency, improving accuracy, and enhancing the overall 

quality of software products. As AI technology continues to advance, the adoption of intelligent 

testing approaches will become increasingly critical, paving the way for more robust and 

adaptive ST frameworks in the future.  
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