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ABSTRACT OF DISSERTATION

BAYESIAN BASED STOPPING RULES FOR BEHAVIORAL VHDL
VERIFICATION

Verification of complex behavioral models has become a critical and time-consuming
process in hardware design. During behavioral model verification, it is important to
determine the stopping point for the current test strategy and for moving to a different
test strategy. It has been shown that the location of the stopping point is highly de-
pendent on the statistical model one chooses to describe the coverage behavior during
the verification process. This research presents Bayesian based statistical stopping
rules for behavioral VHDL model verification. Unlike other existing approaches, the
statistical assumptions of the proposed stopping rules are based on experimental eval-
uation of probability distribution functions and correlation functions extracted from
simulation results of a suite of HDL models. The resulting assumptions are then
employed with proper testing criteria in developing the proposed stopping rules.

Fourteen behavioral VHDL models were experimented with to determine the
efficiency of the proposed stopping rules over the existing stopping rules. Two metrics
for measuring efficiency have been developed to objectively compare between different
stopping rules. Results show that the efficiency of using the proposed stopping rules
are up to 3 times better than that of using the best existing stopping rule and up to

two orders of magnitude better than that without using stopping rules.
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We also propose a statistical forecasting model that predicts the future coverage
during the verification process. The proposed model has high prediction accuracies in
determining the probability of having coverage in the future as well as the expected
waiting time to a new coverage item within the same prediction window. The es-
timated prediction error of having coverage was found to be 2% in the worst case
when predicting the next 1000 simulation cycles. When extending the prediction
window size to 10,000 simulation cycles, the maximum expected errors in predicting
the interruption probability is 13%.

We believe that the proposed stopping rules and the statistical forecasting model
will transform the existing brute-force approaches in behavioral model verification to
more intelligent and statistical approaches to meet the tight time-to-market require-

ment of complex electronic systems without sacrificing the quality of the design.

Amjad Fuad A. Hajjar

Department of Electrical and Computer Engineering
Colorado State University

Fort Collins, Colorado 80523

Fall 2001
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Chapter 1

INTRODUCTION

Hardware design involves a series of mapping steps, i.e. synthesis steps, from
one design representation to another. As shown in Figure 1.1, a typical chip design
starts from its specification and the behavioral level representation and finishes at
its layout representation and is ready to be manufactured. Upon completing each
mapping step, more details are added to the design. With increasing complexity of
VLSI chips, verifying that a design functions ezactly according to its specification is
becoming more and more difficult and consumes an ever greater portion of the overall

design effort.

7 N
Specification Gate Level
’¥R¢pr¢:¢nrarbn)
Behavioral h rTNMsroruw?
Representation | | Representation )
RT Level | Layout
Representation | Representation

Figure 1.1: Phases of Hardware Design

Different algorithms and models have been developed to validate the mapping
tasks. Formal verification techniques such as formal specification, symbolic model

checking, and theorem proving have been developed to prove identical synthesis to
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the specified behavior given that the behavioral model is correct by itself [6, 7, 8, 9,
10, 11, 12]. In general, these techniques put constraints and rules on the designs and
mathematically prove equivalence to the synthesized (mapped) output.

In ensuring fault-free VLSI chips, fault models have been developed to check
for manufacturing defects that can be introduced into the final product during fab-
rication. These fault models include stuck-at fault models, bridging fault models,
and p-operation models (13, 14, 15, 16, 17, 18, 19, 20, 21]. Test pattern genera-
tion techniques using these fault models include heuristic testing, mutation testing,
D-algorisms, and artificial intelligence methods.

Most of the existing research in the area of hardware verification has concentrated
on proving the equivalency between two design representations before and after a
mapping step is applied. However, not enough research has been done to verify that a
given design in its very first representation at the behavioral level is accurate against
its specification. In the 80s, the idea of building testbenches was introduced with
the development of HDLs [22]. A testbench is a model that compares two different
designs and gives an error signal when the outputs from the two are not matched for
the same input pattern. Designs in the behavioral level in VHDL, for example, were
tested against their equivalent functional designs. Random tests are then generated
and fed to the testbench for long periods of time to ensure that equivalence. The
oracle in this case is the simple modeling of the function of the design where timing,
delays, power consumption, and skewing are not the issue [22]. However, one might
consider the designs described at the behavioral level as a piece of software program
that performs certain functions. Thus, the problem of ensuring design correctness
is becoming more like code correctness in the software engineering field. Quality

measures of a given software can be evaluated in terms of code coverage.
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Code coverage is analogous to fault coverage used in detecting manufacturing
faults in the structural level modeled designs [24, 25, 26, 27]. As in software engi-
neering, coverage results indicate what portions of the design are being tested; hence,
the quality of the verification process is measured using some set of code coverage
metrics [24, 27]. In HDLs, similarly, many different types of coverage criteria have
been defined including block coverage, path coverage, expression coverage, state cov-
erage, statement coverage, signal coverage, and branch coverage [24, 23, 25, 26]. A
typical verification process in hardware design involves applying a large amount of
test patterns to a design model described in a behavioral level language. Similar to
that in software engineering, the quality of the testing' process can be measured using
coverage metrics.

With a dramatic increase in design complexity, achieving higher coverage has
become more and more difficult. Current methods of achieving desired quality use
brute force approaches, where billions of test cases (patterns) were applied without
knowing the effectiveness of the techniques used to generate these test cases (patterns)
[27]. In verifying the PowerPC-601 chip’s behavioral model [28, 29], the design team
at IBM generated more than a billion instruction-level test cases to ensure a fault-free
chip. Likewise, in verifying UltraSPARC I, 5 billion instruction simulation cycles were
run before tape out [30]. The question to be asked is whether or not these billions of
test patterns applied are all necessary in achieving the required quality of the final
product. An even more relevant question to ask in light of ever tightening time-
to-market pressure on hardware product design cycle is: At what point is a certain

testing strategy less likely to result in a diminishing return for code coverage therefore

In software engineering environment, testing means verifying that the software is correct. In
hardware design, however, the testing is often referred to methods that deal with defects and errors
inside the finished product. We use verification and testing interchangeably in this research to refer
to the process of ensuring correct designs at the behavioral level

3
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switching to another strategy? Our research is focused on developing solutions to
answer these questions.

Fbr a given product, the desired set of testing techniques is often known. Time
spent on verifying a behavioral model using a given testing technique should be fruit-
ful, i.e. time spent with diminishing return should be avoided. Therefore, techniques
to determine the optimal stopping points for switching from one testing technique
to another are needed. The problem of determining an optimal stopping point for a
testing process is not new. Statistical models used to determine the proper stopping
points for software testing [31, 32, 33, 34, 35, 36, 37] have been developed in the past.
These models assume certain statistical behavior with regard to coverage based on
the historical data collected in software engineering. As we will discuss later, the sta-
tistical behavior of coverage for hardware models at the behavioral level is different
from that in software engineering. A new statistical method based on the correct
statistical behavior of coverage for hardware behavioral models is needed.

This research proposes a statistical methodology to forecast the future yield of a
certain testing strategy for a given behavioral model. Based on the history of testing,
the proposed method expects near future coverage for a given testing strategy to be
of a high level of accuracy and suggests accordingly the time to switch or stop testing.
In Chapter 2, we discuss our strategy of choosing appropriate coverage metrics for this
research. A discussion on many existing stopping rules used in software engineering
is given in Chapter 3. Chapters 4 and 5 present the mathematical derivation of the
proposed statistical method to determine the optimal stopping points. Experimental
results based on a suite of VHDL benchmark circuits are presented in Chapter 7, and

finally, concluding remarks are given in Chapter 8.
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Chapter 2

TESTING CRITERIA

As mentioned earlier, the goal of testing or verifying a behavioral design is to
check the effectiveness of the simulation test cases against faults in the behavioral code
and to reduce the redundant portions of the design. To achieve this goal, quantitative
measures are needed to help direct development efforts; these measures are called
metrics.

“A popular and precisely defined metric used in the software world is code cov-
erage” [27]. Later, the code coverage idea from the software field has been used in
verifying hardware designs at the behavioral level to ensure correct designs at early
stages of development [24, 26]. Good software tools that measure code coverage in-
clude many coverage metrics such as statement, branch, condition, path, and many
other features [23].

The first and most obvious feature that comes to our minds when looking for
a metric assisting in covering all portions of a design is statement coverage. Every
assignment statement of a VHDL code should be executed. Otherwise, there might
be a problem or a bug in that portion of the design, which then should be highlighted
for the testers to debug.

Assignment statements in the behavioral modeled designs using VHDL are of
three types: concurrent assignments, sequential assignments within process blocks,

and conditional assignments. Figure 2.1 shows an example of a VHDL code including
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the three different assignment statements in lines 9, 10, and (15, 17, or 19), respec-
tively. By default, all concurrent assignmexits in the model are executed, leaving the
question of whether the other two types are executed or not. One could consider
conditional assignment statements as sequential assignments within dummy process
blocks that are sensitive to their condition’s signals. Thus, the question left is what
statements in the process blocks, or dummy process blocks, are executed. One could
consider the process blocks in VHDL as regular software codes where statements are
executed sequentially, line by line. Thus, all statements within the process blocks will
be executed unless they are controlled by branch conditions. That gives the branch
coverage metric a greater importance over the statement coverage in VHDL. In fact,
statement coverage in VHDL is a subset of branch coverage [26], where if all the
branches in a VHDL design were covered, all the design statements would be covered
too. For example, if the signals ck and b in the VHDL example of Figure 2.1 are set
so that the 2 branches of conditional statement in line 10 and the 4 branches of the
IF statement at line 14 are all visited, then all statements of the architecture will be
covered. In addition, not all branches in the design code contain just statements—a
branch could be empty, could contain other nested branch blocks, or could be missing,
as in the dummy ELSE clauses. This means that the branch coverage metric gives
more information to the tester about what portions of the design are executed [26].
Branch subcondition coverage, abbreviated as condition coverage, is another fea-
ture supporting behavioral design verification. It requires that all combinations of
subconditions of all branch conditions be triggered. The motivation for this metric
is that sometimes faults occur at one of the subconditions of a branch, forcing it
to be always covered or always uncovered. The condition coverage is obviously more
informative than the branch coverage; however, that requires more simulation time to

report coverage. It has been estimated that different code-coverage-tool vendors have
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1 ENTITY example IS
2 PORT ( a, b, ck: IN BIT;
3 5 s, 2z, x : 0OUT BIT
4 ;
5 END example;
9 ARCHITECTURE behavior OF example IS
3 BEGIN
s <= a XOR b XOR c;

ig Z <= (aAND b ) WHEN ( ck = ’1°) ELSE (a OR b );
12 p: PROCESS (a, b)
ii BEGI%F ck’event AND ck = ’1’ THEN
15 x <= ( a AND b);
1? ELSIg 25 fl;Q’ AND b = 0’ THEN
18 ELSE ’

x <= )o);
20 ENDIF;

21 END P>
22 END behavior;

Figure 2.1: A Behavioral VHDL Example

different simulator-time overhead, ranging from 5% (the lowest possible for relatively
clean code and for basic statement and branch coverage) to as high as 100% [23].
Overhead times for reporting coverage are definitely costly, especially when coverage
is used in deciding when to stop the testing process.

A similar argument could be raised in regard to other coverage metrics in VHDL
such as path coverage, where all possible combinations of paths through branches of
different constructs are to be covered. Path coverage helps us know how many possible
outcomes occurred during simulation. Thus, it requires more effective simulation of
test cases in order to exercise all possible sequential paths through branches. Path
coverage gives more information than branch coverage. However, since VHDL is a
complex concurrent language, the overhead time needed to extract path coverage is
much larger.

Two other coverage metrics that deal with signals have also been used for behav-

ioral model verification. They are toggling coverage and triggering coverage. Toggling
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coverage requires that all the signals’ bits in the design have changed states or made
transitions between states in both directions. Signals are assigned either in process
blocks or in concurrent statements, which consequently affect the state transition of
the model. Hence, a coverage that requires all possible transitions of all signals would
help identify faulty portions of the model. The triggering coverage, however, requires
that every signal in the sensitivity lists of all process blocks change states in order to
activate their blocks (signals a and b in the sensitivity list of Figure 2.1 at line 12).
This coverage aims to eliminate unnecessary signals in the sensitivity lists; it is also
a subset of the toggling coverage, where all other signals have to be activated.

Other coverage metrics developed in the hardware field include state coverage,
arc coverage, erpression coverage, and sequence coverage. These coverage metrics
focus on measuring the activities in the state machine of the given VHDL model.
State coverage shows whether or not a valid state of the circuit has been reached.
Arc coverage additionally requires transitions between the states in the state machine.
The decisions of all state transitions are made through the expression on arcs. Thus,
expression coverage shows whether these controlling expressions are tested or not.
Finally, similar to path coverage, sequence coverage requires that all possible state
sequences be covered. Figure 2.2 shows a finite state machine example, which consists
of 4 states, 8 arcs, 6 expressions, and 256 different state sequences. Table 2.1 lists
most of the commonly used coverage metrics in hardware testing.

Recent research has studied the effectiveness of two coverage criteria for behav-
ioral VHDL models in the verification process [38]. The study used a set of evaluating
properties developed in software engineering that objectively shows whether the given
test criterion is reasonable, sound, and well-designed to assist verification or not. The
seven properties of the Parrish and Zweben'’s reduced set [39] used in this study were

shown to be consistent and independent. All the properties of the set hold for branch
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Figure 2.2: Finite State Machine Example

Metric Description

Statement All statements should be executed
Branch All branches should be visited

Condition All branch conditions should be exercised

Path How many sequences through branches are executed
Toggle All signals’ bits should change states

Trigger All signals in the processes’ sensitivity lists are activated
State All possible states in the state machine are visited

Arc How many transitions have been made between states

Expression State transition controlling expressions are tested
Sequence How many sequences of states are executed

Table 2.1: Coverage Metrics in Hardware World

and bit toggling criteria except for the anticomposition property, which deals with
testing branches in multiple units of the same behavior. An empirical evaluation of
the criteria in having an error-free product was also provided in [38]. Out of 26 design

errors reported in developing a 5-stage pipelined microprocessor, only one fault could

9
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not have been found using branch and bit toggling coverage; 20 were guaranteed to
be found through test stimuli that fulfill the criterion; the remaining 5 faults are
detectable unless stimuli were selected with certain relationships between them.

In this research, therefore, we chose branch coverage as a metric to verify hard-

ware designs described in the behavioral level with VHDL for the following reasons:

e Branch coverage is a superset of statement coverage, which examines all portions

of the design.

e Branches in the given design are the key elements in the path coverage; thus

more emphasis on branches is needed.

e The simulation-time overhead resulting from reporting branch coverage is min-

imal [23].

e It is shown that branch coverage criterion has a high potential value with respect
to the software evaluation properties well known in the software area [38]. It
is also proven that branch coverage assists practically in ensuring error-free

designs at the behavioral level.

Once this choice is made, a statistical model is needed to allow testers to make the
best decision about when to stop certain testing strategies that are not expected to
yield a worthy branch coverage and switch to a different strategy or even stop the

whole testing process.

10
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Chapter 3

EXISTING MODELS FOR STOPPING RULES

Two areas contain information critical to developing mathematical models for
forecasting coverage of a VHDL circuit: software testing and statistical forecasting.
Researchers in the software area have developed many models to improve the estima-
tion of software reliability. Similarly, statisticians have studied forecasting techniques
in several applications such as weather, population, and accidents. This preview
chapter of existing work done in both areas gives a clear background that helps de-
velop the proposed model to forecast the future of branch coverage in testing a VHDL

model.

3.1 Software Reliability Models

Almost all of the existing statistical models used to determine stopping points
stem from software engineering research. During the past 30 years, many models have
been proposed assessing the reliability measurements of software systems (31, 32|.
These models help the designers evaluate, predict, and improve the quality of their
systems. The meaning of the word “reliability” has also been discussed since the 80s.
Some researchers prefer to use the binary concept of reliability for certain software
programs; the program is either correct or faulty. Others, however, view the reliability
of software as its probability of having faults that do not cause failures in future
operations [31]. Reliability in this definition is the average correct operation of the

software during the testing process. In other words, if a software program is being
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tested by 100 test cases and 5 of these cases cause failures, then the reliability of this
software will be 95%. If the testing is continued to 1000 test cases and still the 5 test
cases are the only ones that cause the failures, then the reliability would be 99.5%.
Goel [32] classified some of the existing software reliability models according to
their failure processes. Times-Between-Failures models [40] estimate software relia-
bility by expecting the times between each two failures. Failure-Count models [40]
estimate the remaining number of failures in the software based on priori stochastic
processes. Fault-Seeding models [41], where known faults are seeded in the software
program and the unknown faults are estimated during the test process, is another
technique to estimate software reliability. Input Domain Based Models are unlike
other types of software reliability models. The input test cases are drawn from an
assumed distribution, while the reliability measurements start during the testing pro-
cess. Most of the models of this type partition the input domain into sub-domains to
avoid complexities. Each sub-domain usually corresponds to a path in the program.
Software reliability models [32] aim at estimating the remaining faults in a given
software program. Hence, the direct use of such models in estimating the number
of remaining uncovered branches in a behavioral model is not beneficial, because
we know exactly how many branches are left. Instead, one could slightly modify
the estimation process to focus on the expected number of faults, or coverage items
in the case of behavioral model verification, within the next unit of testing time.
Unfortunately, all the existing software reliability models assume that failures occur
one at a time. Based on this assumption, expectations of the times between failures
are carried on. In observing new coverage items in a behavioral model, branches are
typically covered in clumps. Besides, the assumption made in the software reliability
model that failures are independent of each other in the program makes such models

ineffective and inaccurate.

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



3.2 Confidence Based Models (Howden’s Models)

This approach takes advantage of hypothesis testing in determining the satura-
tion of the software failures [33, 34]. A null hypothesis Hj is performed and later
examined experimentally based on an assumed probability distribution for the fail-
ures. We assume that H, is false and observe the outcome as a failure. Suppose that
the outcome has a probability less than or equal to B; then we are at least 1 — B
confident that Hj is true. Similarly, if the failures for the next period of testing time
have the same equal probability of at least B to occur, then for the next NV test cycles,

we have a confidence of at least C that no failures will happen, where
C=1- (1 - B)N (3°1)

If we experience a failure during the next N tests, then we continue testing and
examine the hypothesis again. Otherwise, we stop testing at the end of the N tests.

To apply Howden's model to the process of HDL model verification, we first need
to treat failures as interruptions, where an interruption is an incident where one or
more new parts of the model are exercised. Using branch coverage as a test criterion,
an interruption thus indicates that one or more new branches are covered. We set
an upper probability value for the interruption rate B and choose an upper-bound
level of confidence C. Experimentally, we do not examine the hypothesis unless the
interruption rate becomes smaller than the preset value B. If the interruption rate
becomes smaller than B, we calculate the number of test patterns needed to have at
least C confidence that there will not be new branches in the next N test patterns
and run them. If an interruption occurs, we continue examining the hypothesis until
we prove it and then stop.

In this approach, we assume that coverage items, or indeed interruptions, are

independent and have equal probabilities of being covered. One could use the fact
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that the rate of interruption is decreasing and that we assume no interruptions will

occur in the next N test cases; then the expected probability of interruptions will be:

B =(;2x) (3.2)

t+T

where T is the last checked point in testing. This will then change the confidence

equation as follows:

To implement Howden’s formulae, the following steps can be taken:

1. B’is estimated by taking the cumulative sum of successes up to test case ¢t and

dividing by the number of test cases executed.

2. Repeat the calculation of B’ on the next test case until it becomes less than the

predetermined level B.

3. The number of test cases N needed to gain confidence C is calculated from

either of the above formulae.
4. Execute the N test cases.

5. If no new coverage is gained during the execution of the test strategy, it indicates
that the current verification strategy is no longer effective. The stopping point
is t + N. If new coverage is gained at test case k, go back to step 1 and repeat

the steps for ¢t = ¢t + k times.

In Howden’s model, the assumption that failures or interruptions have a given prob-
ability B independently is erroneous. Branches in an HDL model, as we know, are
strongly dependent of one another. In fact, we can classify some branches to be dom-

inant to other branches where it is impossible to cover the lower level ones without
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covering their dominants. Moreover, the sizes of the interruptions are not modeled
in this study, making the decision of continuing or stopping the testing process in-
accurate. Lastly, this work doesn’t incorporate the cost of testing or releasing the
product, and the goal of testing in the first place is not only to have a high-quality

product but also to minimize the testing costs.

3.3 Binary Markov Model

Sanping Chen and Shirley Mills, Statistics Department of Columbia University,
developed a statistical Markov process model [35]. The probabilistic distribution as-
sumptions of the model are the same as Howden’s except that failures are statistically
dependent with a certain unknown correlation constant p. Again, if interruptions are
correlated, the probability of having no interruptions in the next N test cases is then
given by:

p(O|N,B,p) = (1~ B)(1 — B+pB)""! (3.4)

which makes the confidence as:
C >1-p(0|N, B, p) (3.5)

If we set p to be zero, interruptions are independent; then we get the same model as
Howden’s. The implementation of this stopping rule is similar to that of Howden’s
except in the calculation of N for the confidence.

The basic assumption that interruptions have this simple probability distribu-
tion is not well understood or proven. Furthermore, the value of p in this model
is unknown, and authors experimentally assumed different values ranging from 0 to
0.9 and obtained different results. Thus, this correlation needs to be determined

theoretically or experimentally.
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3.4 Testing Cost Based Models (Dalal-Mallows)

Dalal and Mallows [42] assumed a loss function associated with the testing and
releasing of software programs. If, up to time ¢, there are K(t) number of bugs in
the model, then aK () is the cost of fixing these bugs while testing, and (N — K(t))
is the cost of fixing the remaining bugs in the field after releasing the product for
some constant a and b. N is the expected number of total bugs in the program. A
fixed increasing cost of the test setup and running of f(¢) also exists. Thus, the loss

function is defined as:
L(t,N) = f(t) + aK(t) — b(N — K(t)) (3.6)

Under these cost assumptions, the suggested stopping rule is to stop when the
loss function is not decreasing. That reduces the loss function to a reward function
defined as cK(t) — f(t) (c = b — a), because N is a fixed number, yet unknown.
Testing stops when the expected reward function is no longer increasing. Now, K(t)
is a random process distributed as a nonhomogenous Poisson process with increments

A g(t). That simplifies the stopping rule to the following:

f'(t) G(t)
——c—gW > K(t) 3.7)

If we assume g(t) to be exponential, and the cost function f(t) is linear with time,

then the decision to stop is when:

f ut

= - > K .

uc(e 1) > K(t) (3.8)
where g is maximum likelihood estimate of the history that K(t) is Poisson with

mean A(1 — e*). u is the solution of the following equation:

p(e—1) _ K()

ert —1—ut  S(t) (3.9)
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S(t) is the sum of all failures’ life times up to test case t. This model incorporated
the cost of testing and gave reasonable assumption to failures occurring in a certain
program. However, applying this model to coverage items as failures suffers the
independency problem of the Poisson process, where the times between failures are
independent of the history of testing, although the parameters of the distributions
are modified by time and cost constants. The model also implies the assumption of
not having clumped failures, which reduces efficiency of the model when applying it
to branch coverage estimation. Finally, this stopping rule diverged in some testing
phases of some VHDL models. The reason is that the mathematical constructions
used by this rule theoretically allow major changes in the internal constants values

during the testing process, which ultimately make the rule diverge.

3.5 Compound Poisson Stopping Rule

This stopping rule was the first attempt to model the branch coverage process of
VHDL circuits utilizing the benefits of the cost modeling of Dalal and Mallows [42]
and solving the clumps phenomenon of branches (explained in the previous section)
being covered in the testing process [43]. This model uses the empirical Bayesian
principles for the compounded counting process. It was previously introduced as a
software reliability model for failure estimation in 1992 [37] and later modified to
incorporate the cost modeling proposed by Dalal and Mallows in 1995 [44, 45]. The
model was recently formulated to model the branch coverage process in VHDL models
(43].

The idea is to compound potentially two probability distributions, for both the
number of interruptions and the size of interruptions. The resulting compound dis-
tribution is assumed to be the probability distribution function of the total number

of failures, or coverage items, at a certain testing time point. The parameters of the
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distributions are also assumed to be random variables calculated empirically, based
on the well-known Bayesian estimation.

For modeling the branch coverage process for HDL models, it is assumed that the
number of interruptions over the time, N(t), is a Poisson process with mean )\, and the
size of each given interruption, W}, is distributed as a Logarithmic Series Distribution
(LSD). The resulting compound distribution for the total number of failures, the sum
of the sizes, is also known as a Negative Binomial distribution (NBD), if the Poisson
parameter A is set to —kIn(1 — 8).

The expected value of the total number of coverage in the next unit of testing

time when testing is observed up to time ¢ is estimated as:

a+z
B+k

E(X)=k (3.10)

where z is the number of branches covered up to time ¢, « and 8 are the constants of
the priori distribution of the parameter of the Logarithmic Series Distribution, and

k is set so that the compound distribution becomes a Negative Binomial. So:

a+z
B+k

a>

e

is a nonlinear equation that can be solved for k& using the Newton-Raphson method
with A being the rate of interruptions up to time ¢.

This expected number of coverage in the next unit of testing time is then used in
the cost model proposed in [42] to decide whether to continue or to stop testing with
the current testing strategy. If the expected cost of testing for the next unit time is
more than the expected cost of stopping, then the decision is to stop, and vise versa.

This decision can be formulated as:

aE(X) < bE(X) +¢ (3.12)

18
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where a is the cost of one coverage item as yet uncovered, c is a fixed cost of one unit
of testing time, and b is the variable cost of testing one uncovered branch. In other
words, the decision to stop is when E(X) < d, for d = ;£;, and checking this decision
is to be made sequentially after applying each test pattern or case.

This stopping rule models the clumps of the coverage items statistically updat-
ing the assumed probability distribution parameters in every test case based on the
testing history. However, since the interruption sizes are distributed as LSD, there
should be at least one new coverage item per interruption covered. The problem
involved was that after a short period of time, the coverage activity died for most of
the test patterns applied sequentially, and for few patterns after that, one or more
branches were covered. To overcome this problem, the outcomes of the simulation
were packed into groups as if the time scale of the testing process were compact, and
the packed branch coverage was applied to the stopping rule for the stopping decision.
Nevertheless, the packing number of the input test patterns is still an issue. When
using the same packing number of the Sys7 model in [43] as for the 8251 model in
(48], the stopping rule failed to give meaningful stopping decisions. When using a

much higher packing number for the 8251 model, the model seemed to work well.

3.6 The Sequential Sampling Models

All previously discussed stopping rules assume that failures or interruptions are
random processes according to a given probability distribution. Another software
reliability technique that doesn’t involve any assumptions about probability distribu-
tions for the failure process was presented in [46]. Recently, the technique has been
applied to VHDL models to determine stopping points for a given testing history of
branch coverage [47]. The model evaluates the stopping decision based on three key

factors: the discrimination ratio (vy), the supplier risk («), and the consumer risk (3).
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The discrimination ratio, 7, represents the maximum number of input test patterns
accepted that have no yield in coverage. The supplier risk is the probability of falsely
saying that the testing process should be stopped; the consumer risk is the probability
of falsely saying that the testing process should continue. If the number of cumulative
coverage at time ¢ is X (¢), then the testing process should be stopped when:

In (1—;2) -t In(v)
1—7

X(@) < (3.13)

Figure 3.1 shows the decision boundary of the sequential sampling model applied to
one of the behavioral models at some testing phases. The stopping decision is made
when the boundary line intersects with the increasing coverage at a certain point of
time. The stopping decision depends much more strongly on the value of v than on
a and (3, and we can see clearly that this decision doesn’t incorporate any cost model
of the testing process. In [47], we modified the variable v with respect to testing
strategies so that if higher coverage were achieved in the previous testing strategy,
the value of v is increased in the current testing strategy in order to decrease the
expectation of achieving more coverage in the current strategy. The new value of «,

therefore, becomes:

vt =~ In(A) (3.14)

where A is the new coverage increase achieved in the previous testing strategy. The
value of v, however, remains the same if A < e.

This type of statistical modeling doesn’t use any priori probability distribution
for the data provided. This is one reason sequential sampling models are widely
used in many testing areas. However, the cost of testing is not modeled in making
the stopping decision. Moreover, the stopping point determined by the sequential

sampling model is very sensitive to the vy value chosen during the testing process.

20

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Covered Branches
g B 88 82¢8¢8

| === Coverage
==« Boundary

400 500 600

100 300
Clock Cycles

Figure 3.1: An Example of the Sequential Sampling Decision Line

3.7 Summary

From the above review of the existing models for determining stopping points, several

important observations can be made:

e The underlining assumptions about the statistical behavior of coverage play an

important role to determine stopping points.
e Different models assume different statistical behavior of coverage.

e It is fundamentally wrong in all the existing models to assume that the proba-
bility of having new interruptions (coverage) at a given time point during the

verification process is independent of the history of the verification process.

Table 3.1 lists the problems involved when applying each of the existing stopping rule
to the VHDL verification field.

A new statistical stopping rule is therefore needed to overcome shortcomings of
the existing models. Solving the problem of independent interruptions is the most
important characteristic that the new model needs. Secondly, the size of each inter-

ruption in the prediction process should accurately be modeled in order to have high
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Software Reliability Models

. one failure at a time
. failures are independent
. deciding on the levels of reliability

Confidence-Based Models

HW1, HW2

. mapping interruptions to failures without

their sizes

. independent interruptions
. simple Binomial distribution assumption
. cost of testing is not modeled

Binary Markov Model
BM

. same problems as in HW1 and HW2
. correlation constant p is unknown
. p is fixed during the process

Testing Cost Based Model
DL

. independent failures
. experimentally diverges for some phases

clumps of branch coverage are not

modeled

Compound Poisson Model

. sensitivity to the packing number

CcP . interruptions are independent
Sequential Sampling Models . linear method in the stopping decision
S$S1, SS2 . cost of testing is not modeled

. sensitivity to the choice of v

Table 3.1: Problems of the Existing Models

prediction accuracy. In Chapter 4, we explain in detail the experiments conducted in

order to have a better understanding of branch coverage behavior of behavioral VHDL

models during the verification process and to have the best assumptions needed in

performing the proposed model.
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Chapter 4

STATISTICAL BEHAVIOR OF VHDL MODELS: THEORY AND
EXPERIMENTS

If the verification strategy is not expected to show potential, the process should
be stopped or switched to a different strategy. Thus, the outcome we are observing is
branch coverage for every clock cycle of testing time, and what we want to estimate
first is the expected number of branches to be covered at time ¢, i.e., E{X,}, where,
X. is the branch coverage random process.

As in [43, 48, 49|, we can decompose the branch coverage process X, into two
random variables: interruptions V;, where one or more new branches are covered at
time ¢, and sizes of the interruptions W,, given that we have an interruption at this
time. Unlike the Compound Poisson model [48], we believe that interruptions are
strongly dependent on each other, governed by some correlation function, and the
assumption that NV, is a Poisson Process violates this dependency relationship. The
sizes of the interruptions, however, might not be that strongly dependent especially
after a long period of testing where achieving new coverage will be more and more
difficult, and hence, statistically, W,, representing the sizes of interruptions, do not
exist. Thus, the random variables, W;s, conditional on interruption occurrences, N,
can be assumed statistically independent.

To assume correct probability distributions for the sizes of interruptions, we con-

ducted PMF extraction experiments (also known as distribution harvesting) to esti-
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mate the best fitted distribution function to the histograms of the actual interruption
sizes, W}, at every discrete time ¢.

For the number of interruptions, NNV, we estimated the probability of having an
interruption during the testing process as p(t) for every discrete time ¢t. Moreover,

this p(t) function is further decomposed into a shape function and an amplitude value:

p(t) =G f(2) (41)

where the (; values can be determined statically or dynamically based on the history
of testing the behavioral model. The shape function, however, should be statically
chosen so that it best describes the power of increments of the interruptions N,. For
that purpose, we also conducted a shape fitting experiment to find out the shape

function that models the interruption increments.

4.1 PMTF Extraction of Interruption Size W,

The choice of a probability mass function for the size of branch coverage clumps,
given that there will be an interruption, could either be assumed or can be fitted
experimentally into a set of known distribution functions. We focused on choosing one
of three distinguished, widely-used probability mass functions in the field of statistics:
Poisson, Geometric, and Logarithmic. Fortunately, all of these three distributions
have one parameter that makes the mathematical derivations analytically easier and
feasible. One could question why we did not use other distributions of multiple
parameters and rewardingly get better modeling. The question is valid; however, the
goal of developing this model is to understand and direct an ongoing testing process
to stop or switch testing, and that decision ought to be produced and calculated fast
(even faster than the testing process itself). Thus having a statistical model that

utilizes numerical calculations may not be beneficial.
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Fitting a distribution to a given data histogram is based on a statistical method
for estimating the error between the fitted function and the actual data. Typically,
the Least Square Method is the one most frequently used. The squared difference

between the data and the fitted model is calculated as:
d 2
3 (FGY) - =) (4.2)
i=1

where f(t;7) is the chosen fitting function, z; is the i*® value of the data, and N
is the number of data. < is the parameter of the fitting function f(¢), and the best
estimated value for <y is the value so that the above error quantity is minimum.
Another known method suitable for fitting distributions to data is the Mazimum
Likelthood estimation method. The rationale of this method is that it is robust,
consistent, and straightforward. For a given distribution, the Maximum Likelihood

Estimate (MLE) for its parameter is the minimum v value of:

log (ll':I1 f(z,-;'y)) (4.3)

Table 4.1 lists the MLE of the parameters of the three chosen distributions.

Distribution Param Estimation

Poisson A ZNi
N

Geometric p m
Logarithmic 8 6= (1+ 2Z)(1 —6)In(1 - §)

Table 4.1: Maximum Likelihood Estimates

Finally, the data to be fitted out of the behavioral models has to be prepared.
Statistically speaking, one should run infinitely many experiments; each run is seeded
differently and applied for each behavioral model. The resulting coverage as interrup-

tions and sizes are then to be averaged out every time unit, i.e. clock cycle. A large
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number of runs would, of course, be satisfactory. This method is known in statistics
as many short runs distribution harvesting. We chose to run 100 differently seeded
random test patterns for a length of 50,000 clock cycles for 13 VHDL models and col-
lect the results. At each clock cycle, we observed the branch coverage increment. If
an interruption occurred, we recorded its time and size. We conducted this procedure
for all the behavioral models for each 100 differently seeded runs. Thus, we collected
65 billion data points (100 x 13 x 50, 000).

After the collection of the actual data, we constructed the histogram at each
time slot (clock cycle) that had at least one new branch covered. We then eliminated
the points of the runs that had no interruptions from the averaging process and built
the histogram of W,. These histograms became our data that would be fitted to a
probability mass function.

Out of the 13 VHDL models and the 100 different seeded test pattern runs,
we found 57,266 out of 650,000 possible time slots that had interruptions. Figure 4.1
shows an example of one of the histograms and its fitted pmf’s for Poisson, Geometric,
and Logarithmic distributions.

We fitted all the active time slot histograms to the three chosen pmf’s using the
two methods of fitting: LSQ and MLE. Table 4.2 shows the averaged errors of fitting
all the VHDL benchmarks for each chosen distribution and using both fit evaluation
methods.

From Table 4.2 we determined that the best fit for the size of branch coverage
increments W, using the two methods of fitting evaluation is the Poisson process for
all the VHDL benchmarks. Thus, we let W, be a random process distributed as a

Poisson Process with parameter G;:

gt

~ B It
We ~ ™ oD

(4.4)
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Frequency

A Histogram Slot Fit of BO9 Model

— Actual Histogram
-©- Poisson 0.013
--¢- Geometric 0.043 [

-8~ Logarithmic 0.079

4
Size of

5
Branch Clump

Figure 4.1: A Histogram Fitting Example of W,

VHDL Poisson Geometric Logarithmic

Model LSQ MLE LSQ MLE LSQ MLE
8251 0.1746 0.1788 0.2310 0.2499 0.2548 0.2896
B01 0.3077 0.3161 0.3875 0.4133 0.4211 0.4902
B04 0.1316 0.1392 0.1802 0.2004 0.2032 0.2381
B05 0.1894 0.2000 0.2422 0.2610 0.2669 0.3064
B06 0.2250 0.2345 0.2968 0.3225 0.3284 0.3743
B07 0.2224 0.2316 0.2919 0.3165 0.3224 0.3667
B08 0.1889 0.1995 0.2454 0.2659 0.2704 0.3114
B09 0.1873 0.1977 0.2424 0.2630 0.2685 0.3110
B10 0.2129 0.2212 0.2763 0.2984 0.3042 0.3451
B11 0.1313 0.1389 0.1798 0.2001 0.2028 0.2378
B12 0.1890 0.1997 0.2437 0.2636 0.2692 0.3097
B14 0.1870 0.2001 0.2449 0.2686 0.2726 0.3164
B15 0.1669 0.1759 0.2176 0.2360 0.2410 0.2779
Ave. 0.1934 0.2026 0.2523 0.2738 0.2789 0.3211

Table 4.2: Distribution Fitting Errors of W,
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where £, is a random variable representing the parameter of Poisson distribution that
should be estimated from the history of the simulation. Fortunately, the mathematical

derivation using Poisson pmf is simpler and produces nicely closed analytical forms.

4.2 Fitting the Interruption Correlation Function p(t) Using RSM

Since the number of branches in a given VHDL design is a known constant,
coverage rate during the verification process is increasing (or non-decreasing) until all
the branches are covered and the coverage rate becomes steady at 100%. Considering
interruption rate, we divided the p(t) function illustrated previously in Equation (4.1)
into two quantities: ¢, being the amplitude value, and f(t) being the general shape
of the interruption decreasing rate. f(t) is an increasing function of time that should
experimentally be considered to generally apply for all VHDL behavioral models. ¢,
value should adjust the overall interruption rate, p(t), specific to the model under test.
Consider the hypothetical example of Figure 4.2 where the bars represent increasing
amount of cumulative interruptions. The envelope line superimposed on the bars is
the shape describing the increase of the activity.

To find the best shape function that fits the cumulative number of interruptions
over time, we ran 1,000,000 different random test patterns for each VHDL benchmark
and observed the resulting cumulative number of interruptions, n(t). We chose one
million patterns in these experiments so as to make sure the correlation of the inter-
ruptions is modeled even after a long period of simulation time, where the coverage
activity becomes more important. Once the million n(t) data points are collected for

each of the 13 benchmarks, we should take into account the following circumstances:

e The chosen fitting function should fit all the benchmarks with the same shape,

i.e. one class of functions with different constants for the different benchmarks
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Figure 4.2: A Hypothetical Example of n(t) Activity

e Exact fitting to n(¢) in terms of constants is not required, since the fitting
function will be differentiated to the required shape function f(¢) and further
multiplied by an adjusting amplitude value, {, . In other words, if the fitting
process resulted in g(t) being the best fit, f(t) is:

£(8) o< o= 902 (43)

e Since n(t) is the cumulative of non-negative numbers of interruptions, the fitting
function should be non-decreasing in nature, meaning that if the derivative of
the resulted fitting function can be negative, the resulted fitting function is

rejected

Based on the above requirements, we use Response Surface Method (RSM) [128]
to derive the shape function. To construct the 3D data set and run it in a reasonable
time, we sampled 1000 points out of the one million n(t) for each of the 13 models.

Thus, the data set to be fed to the RSM process had 13 points in the z-axis and 1000
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points in the y-axis, which made the length of the data set 13,000 lines, each line had
three points (z,y, z). The results from the RSM process are as follows:

The best shape function was a Fourier Series Simple Order 2x10 functién as in
Figure 4.3. Unfortunately, we rejected this function because the Fourier function is
a series of trigonometric function, sin and cos, that incorporate the z values with
the time variable making the fitting function for each benchmark literally different.
Besides, the computation complexity of the Fourier function is high making the use of
it in predicting coverage expensive. Finally, the nature of trigonometric functions can
accept negative values, in general, which prevent its use to describe the interruption
activity. The best shape functions appropriate for our applications were a group of

polynomial functions shown in Figure 4.4 and illustrated as:

n(t) = a-+bz +cz? +dz?® +ex® + fei® (4.6)

+ gvTlnz +hVilnt+ilnt

N T
-1 g
: =

(a) (b)
Figure 4.3: Fourier Fitted Function for n(t)
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Logarithmic Polynomial Fitting
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(a) (b)
Figure 4.4: Logarithmic Polynomial Fitted Function for n(t)

The shape derived from different VHDL models is consistent, and we approximate

the generic shape function, n(t), as:
n(t) = hVtint + i Int (4.7)

where h = —0.03 and ¢ = 3.03 with ¢ being almost 100 times bigger than h. It shows
that the stronger impact on forming the shape of n(t) is due to the logarithmic term
of time ¢t. Thus, the shape function of n(¢) varies logarithmically.

The mathematical shape of p(t), which is the probability that there will be an

interruption at time ¢, is the discrete derivative of the logarithmic function In(¢):
t
p(t) = ¢ x In -1 (4.8)

where (; is the estimated amplitude of the number of interruptions at time ¢.
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Chapter 5
THE STATIC AND DYNAMIC BAYESIAN MODELS

Using the distribution and the correlation for branch coverage process, X;, pre-
sented in Chapter 4, we derive the statistical model for the branch coverage increase
for a given history of verification. First, we define the conditional distribution func-
tions of the interruption occurrences, D,, and the sizes of interruptions, W;. We then
start the Bayesian analysis by calculating the likelihood function of the Bayesian pa-
rameter, namely (,, and expect the coverage at time ¢t > T given the verification
history. Finally, we expect the total number of branches to be covered at any fu-
ture time ¢ > T given the verification history up to time 7. Having the closed form
equation for the expected coverage, we impose different stopping criteria to develop
the proposed stopping rules. We finally derive the forecasting error equations of the

proposed coverage behavior model to evaluate its efficiency in predicting coverage.

5.1 Mathematical Derivations

Let z,, t = 1,2,3,...,T, be the cumulative number of actual branches covered
from the beginning of the simulation up to time ¢. Let ny be the number of interrup-
tions up to time 7. Let W, be the random variables of the sizes of the interruptions
t=1,2,...,nr. We have:

Xr = tf; W, (5.1)

Based on Equation 4.4, the conditional distributions for the sizes of interruptions, Ws,

given that there will be interruptions at time ¢, and the occurrences of interruptions,
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D, have the following distributions:

e P ﬂwt—l
W {D., B:} (T—tl)—'- d, (5.2)
D,y ~ p(t) d(t) +q(t) (1 —d(t)) (5.3)

In order to start the Bayesian analysis, the likelihood function of the parameter
should first be estimated from the data of the verification history, W and d. Given
the distribution functions of W and D in Equation (5.3), the likelihood function of
B given the history data is:
t
LB, d) = TI fx(wsd;lB;) (5.4)
j=1

The product terms of the likelihood function (5.4) can be decomposed into two sets:

the terms where there are interruptions, and the terms where there is no interruption:

t e-ﬂj ‘Bt."j_l
II Fx(w;,dilB;) = I »; -—% x IT & (5.5)
j=1 judj=1 (w; — 1)! j:d;=0

Expanding the product of the two terms and separating the constants from the vari-

able quantities of w would make the likelihood function as:

j:dj= Ji:di=f Judj=1

L(B|w, d) = 1

(5.6)

Now, the product of p;s and g;s are constants with respect to the likelihood function
of w. Thus

> ﬂj) ] II 87~

jdi=1

II (w; —1)!

Jdj=1

(5.7)
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Let 8, = B g(t) for some constant 8 and a decreasing function g(t). Let G(t) =
3 jd;=19(j). The likelihood of G, from Equation (5.6) is proportional to:

_( 5 ﬁg(,-)) T BeGn™
L(B|®,d) x e V4=t x T2

Jdj=

II (w;—1)

Jdj=1

(5.8)

The quantity (w; — 1)! is a constant with respect to §;. Also, the product terms
g(7)¥~! can be separated from § and become a constant with respect to 3. Substi-
tuting G(t) in Equation (5.8), the likelihood is proportional to:

> wj—l)

L(B:},d) o 7 C x 3 (j:"j=1 (5.9)

Utilizing Equation (5.1), the summation of wjs over j where there are interruptions
up to time ¢ is z,. The summation of 1’s over the same range of j is nothing but the

total number of interruptions up to time ¢, n,. Thus,
L(B|w5,d) = Ko e™? O x gz (5.10)

for some constant K.
From the likelihood of Equation (5.10), we then estimate the constant 3, that is

assumed to be distributed as I'(r, ), using the Bayesian method [50]:

. [ 8 LEIE.d TGy, s
g ==L (5.11)

| L@, r(iv.r) ds

where the Gamma function of 3 is given by:

- -
(5 - v 8 gr-1 12
Bi1r) = Fy €708 (5.12)
Expanding Equation (5.11) using Equations (5.10, 5.12) we get:
) ./oco ﬂ Ko e_ﬂG(t) ﬂzg—ﬂg K-, e~ B ﬂr—l dﬂ
/o i K, e~ AG(t) g7 K, e 8 ﬂr—l dg

(5.13)
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The fraction term of Equation (5.12), 37('7) = K,, is a constant with respect to S.
Hence we can cancel all the equal constants from the numerator and the denominator

of Equation (5.13):

/ T gEemtr o o=B (GO 43
A 0

- (o]
/ ﬂze—ne+r-l x e-ﬂ (G(t)+7) dﬂ
0

The Gamma function of Equation (5.12) is a probability distribution function. Thus,

(5.14)

it should integrate to 1 over the range of all possible values of 3. The numerator and
the denominator of Equation (5.14) are of the form of Gamma probability functions
with missing constant fractions. The integrals, therefore, should integrate to the

reciprocal of the missing constants K,s. Equation (5.14) would then be:

s Cr+zi—n+1)  (y+G@E) ™™

= ('Y + G(t))r+::¢—m+l r (,’_ + 1z, — nt) (515)

Simplifying the above Equation of B by expanding the Gamma functions and elimi-

nating the equal powers of the (y + G(t)) terms we get:

- T+xTy —mn,

B = PeTe (5.16)

for some constants v and r describing the prior distribution of 5. Both constants, v

and r, can be set to 1 initially and will be modified through the sequential updates

of the Bayesian process.

5.2 The Expectations

Since W, is a shifted Poisson random process, the expected value of W, given 3,

is:
e P gyt

YR (5.17)

E(WilB} = 3 w x
w=1
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We can shift the index w to start from 0 and replace w by w + 1:

00 —Be
E{W.(G} = z_:o (w+1) x e_;u_'&"i (5.18)
= e Pe ,Bt gt = e gy
=X o T W (5:19)
X =B - O =B
- a8 wf"" 620

The quantities in the summations of Equation (5.20) are all Poisson probability func-
tions summed up over the range of all possible w values. Thus they sum up to 1’s,

and the expected value of W, given £, is:
E{Wi|B:} = B: + 1 (5.21)

Now, we expect this conditional expectation of W, over the values of 3, to get the

absolute expected value of W, at any time ¢, and we get:
E{E{W.|6:}} = E{(1 +5)} (5.22)

B is set to B g(t). Thus the expectation of g3, is the expected value of 3, which is B
given the history date Z, multiplied by the function g(t). We then get:

E{W,|Z} = 1+5g(t) (5.23)

By utilizing equation (5.16), the expected size of interruption at certain time ¢ is

given by:
T4+ Ty — Ny

v+ G(t)

From this expectation, we can expect the total number of branches X, to be covered at

E{W,|Z} = 1+ g(?) (5.24)

any time t > T for a given verification history up to time 7T'. At the time T, we know
that we have covered z7 branches. The expectation of the size of the interruption at

time T + 1, for example, is E{Wr,,|Z} given that there will be an interruption at
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time T + 1. Now, our expectation that there will be an interruption at any time is
the fitted correlation function, p(t), at time T + 1. Thus the overall expected value
of X, at any time t > T given the verification history up to time T is the sum of all
the expected sizes of interruptions after time T':

¢

(X} = o+ 3 BT x 20) (5.25)
i=T+1

=z + Y (146 9()) 2G) (5.26)
j=T+1

= o+ 3 (14ZEENG) (0 62

where ¢ can either be set such that p(t) = 1 at the first prediction time ¢t = 2:
( = — = 144 (5.28)

or, it can also be dynamically updated based on the verification history of the number
of interruptions up to time T'. For the sequential testing times ¢t = 1,2,...,T, the
best amplitude, {, that fits the cumulative function of p(¢) to the total number of

interruptions using the Least Squares method is given by:

9 )
5¢ & (m=C @)’ =0 (5.29)

t=1

which gives the closed form solution for {1 at each ¢ as:

in, x In(t)
r = = (5.30)

T
> In’(t)

We refer the stopping rule that chooses the static ¢ value as Static Bayesian rule (SB).
For the dynamically changing (r stopping rule, we refer to it as Dynamic Bayesian
rule (DB).
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5.3 The Stopping Criteria

The decision to stop or switch the testing technique can be viewed as two parts: a
good prediction of the future coverage during testing and a good criterion that utilizes
this expectation to decide when to stop. Although the assumptions of Howden’s
probability distributions [33] for coverage are inaccurate, the stopping criterion he
chose involves calculating the confidence that the next N test cases yield no coverage.
If the next N test cases are indeed executed and yield no coverage, testing will stop.

This stopping criterion requires the following:
1. Having accurate branch coverage prediction for the near future E{X,}.
2. Deciding on the confidence level C.

3. Calculating the cost effectiveness of continuing the process if the decision is to

continue.

In the Howden model {33], however, two of the above three requirements are not
fulfilled: the good expectation F{X,} and the incorporation of the testing cost in the
stopping decision.

Another approach to having a stopping criterion is the use of the cost model by
Dalal-Mallows [42]. The authors suggested that there is a cost of $a for each fault
that is uncovered during testing and that it is subsequently exercised in the field.
The cost of fixing a bug during testing is $b, and there is an overall testing cost of
$f(t) as a general increasing function of time. Thus the decision to stop testing is
when the cost of continuing the test is greater than the cost of releasing the model. In
other words, testing will stop if the expected reward at a certain time becomes zero.
This criterion models the cost of testing, although it doesn’t have the confidence idea

involved.
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The Compound Poisson model [48] used this cost model in testing VHDL models
for branch coverage assuming that the decision of stopping is made at every single
case of testing (every pattern applied). That makes the expectation of the branch
increment at a certain period of time ¢ to be e{X,} = E{X,.,} — E{X.}, and the
stopping decision will then be to stop when e{X,} <d = ;.

In this research, we used the stopping criterion similar to that in [48, 42] not only
for the next simulation cycle at time ¢ but also for the remaining expected coverage
(i.e. E{X.}) utilizing the proposed expectation of Equation (5.27) derived in Section
5.2 along with the dynamic privilege of Equation (5.30).

Another modification to this proposed stopping criterion is to incorporate the
confidence-based criterion of [33] into the cost-based criterion. When the cost-based
criterion suggests that the testing process be stopped, we then statistically check the
confidence that there will be no more branches to be covered in the next Z simulation
cycles in the future. If the confidence level is equal to or more than a preset confidence
value, say Cj, we stop testing as suggested by the cost-based criterion. Otherwise, we
continue the testing till the satisfactory level of confidence is reached. We refer to the
dynamic Bayesian stopping rule that utilizes both the cost-based criterion and the
confidence-based criterion in its stopping decision as the Confidence-Based Dynamic
Bayesian rule (CDB). In the next section, we derive the mathematical formula for

the confidence of having no interruptions at certain time T for the next Z simulation

cycles in the future.

5.4 The Confidence Derivation

Given the random process of Equation (5.1), the confidence that there will be

no interruptions in the next Z simulation cycles in the future given that the testing
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process has stopped at time T is:

(5.31)

(5.32)

T+2Z
C = [I 1-»@
t=T+1
where p(t) is the probability of having an interruption at time . From Equation (4.8)
we get:
T+Z t
c= I 1-a ln(-—-—)
t=T+1 t—1

The index ¢ of Equation (5.32) can be mapped to start from 1. Taking the logarithm

of both sides of Equation (5.32) makes the confidence as follows:

In(C) = In (i[1 1=¢rin (E}%) )

- ,z::l In (I—CT ln(t_.;i.:;‘—.'li—f))

(5.33)

(5.34)

The confidence level is to be checked when the cost of testing is expected to be higher

than that after the release. We approximate the summation of Equation (5.34) to

a polynomial function of the reciprocal of the stopped testing time 7', and a linear

function of both {r and Z as follows:

In(C)

Q

a, a as a2 as”Z
4 T+T2+F+?+F)
= h((,T,2)

(5.35)

(5.36)

where, a;,a,, a3, a4,as are the constants of the Least Square solutions of the fitted

function:

o
Ja

a,
,-EZ["“’T*Z)‘C (F+o+m+ T+

as ag a_4_Z_ asz)]2 -0

(5.37)

Differentiating the squared sums with respect to all a;’s gives the matrix solution:

L 1 1z oz
7 T8 T T %
2 T T G2
Cx |« 75 8 7 7| x |aa| = Y Ch((T,2) x
¢T.2 Z Z Z 2z* 2z? ¢.T.2
T 77 18 7% 17 I3 ay T,
z z z z¢ 2? a
T ¢ T8 T8 T% 5
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The numeric solution to Equation (5.38) is:

& = {—149.0, 5230.0, — 40509.0, — 0.2, 1.9} (5.39)

5.5 The Forecasting Derivations

It is essential to predict or forecast the future of branch coverage in behavioral
model verification processes. One important aspect of developing a statistical stop-
ping rule is to direct the verification process to the testing strategy that is most likely
to be efficient or to stop the verification process based on the expectation of the cov-
erage. All the reviewed existing stopping rules, including our proposed models, use
the instant expectation for the coverage at the next simulation cycle, which limits the
time of making decisions on the testing process and makes them instantaneous too.

Equation (5.27) gives the expected total number of branches to be covered at
any time t, given the history of testing up to time T, where ¢t > T. However, we
expect, as the nature of any statistical model, to have increasing prediction errors
when we attempt to predict coverage in the far future of testing. To overcome this
problem, we can use parts of the prediction information that would still be useful and
can guide the verification process more accurately to reach better stopping decisions.

We select two pieces of information:

1. The probability of having an interruption within the next Z simulation cycles

given the history of testing up to time T: P(T, Z)

2. The expected waiting time to an interruption within the same prediction win-

dow, given that there will be an interruption: EWT(T, Z)

Thus we derive P(T, Z) and EWT(T,Z) and examine the ability of our proposed

statistical behavior to have higher prediction accuracy.
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The probability of having an interruption at any time during the next Z simu-
lation cycles when the testing process is stopped at time T is the conjugate of the

probability of having no interruption at all times from T + 1 till 7+ Z. Thus
P(T,Z) = 1— Prob{no interruptions in [T +1:T + Z|} (5.40)

From Equation (4.8) having no interruptions at all the times is the product of the
conjugates of having a single interruption at a certain time ¢ in the interval [T +1:
T + Z]. That makes the probability P(T, Z) as:
T+Z ¢
P(T,2) = 1- [ (1 —¢r ln(T)) (5.41)
t=T+1 t 1
where (r is the estimated { at the stopped time T'.

To derive the expected waiting time to have an interruption within the next Z
simulation cycles, we first derive the distribution of the waiting times to have an
interruption. The probability of waiting one simulation cycle to have an interruption
is the probability of having an interruption at time T + 1. The probability of waiting
n simulation cycles requires that there should be an interruption at time T + n and
that there should not be any interruption from 7 + 1 until 7 + n — 1. Thus, the

probability distribution function of the waiting times, fy -7, is:

T+t—1

fwr®) = I Q-p() x p(t) (5.42)

i=T+1
From this distribution, we can estimate the conditional waiting time to have an
interruption within a window of size Z, given that there will be an interruption at
any time in [T+ 1 : T + Z]. This conditional estimation is the statistical expectation
of fwr(t) divided by the probability of having an interruption in [T +1 : T + Z],

which is P(T, Z). Thus

T+2
St x fwr(t)
EWT(T,2) = t=THP(T, Z)

(5.43)
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From Equations (5.42) and (5.43) we get:

T+Z T+t-1
2 tx JI i-p@)] x p@)
_ t=T+1 i=T+1
EWT(T,Z) = P(T, 2) (5.44)
Utilizing Equation (4.8), we get:
T+Z T+t—1 . "
>, M (-on()) < ani=)
EWT(T,2z) = =T+ i=T+1 i—1 t—1 (5.45)
’ P(T,Z) ’

5.6 Summary

In summary, we derived two sets of equations: the proposed stopping rules equa-
tions, and the forecasting error equations of the proposed model. The three proposed
stopping rules are the Static Bayesian stopping rule (SB), the Dynamic Bayesian stop-
ping rule (DB), and the Confidence-Based Dynamic Bayesian stopping rule (CDB).
The stopping rules are described in Equations (5.24), (5.28), (5.30), and (5.36).

Two quantities are defined to measure the prediction accuracy of the proposed
model: the probability of having interruptions during the next Z simulation cycles and
the expected waiting time to reach the first interruption in the same future window.
Equations (5.41) and (5.45) evaluate the prediction errors that will be estimated in

Chapter 7.
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Chapter 6

EXFERIMENT SETUPS

In order to verify the static and dynamic Bayesian models developed in Chapter
5, a set of experiments were performed on a set of collected VHDL models. We first
used a model named Sys7 from the VLSI Design lab at Colorado State University
in our research. The Sys7 model is a real-time model using the tree-matching algo-
rithm to detect and recognize images. The model contains about 3800 lines of VHDL
code (LOC) with 591 branches. The system is organized with several systolic arrays
as the processing elements and a global controller. The use of the systolic array
increases the sequential depth, thus making validation of the model more difficult.
Similar to the complexity of Sys7, the 8251 model is a serial universal asynchronous
recejver/transmitter microprocessor from Intel USART [53] used for data communi-
cation as a peripheral device. This Intel model contains about 3000 lines of VHDL
code with 207 branches in 9 levels of hierarchy, which makes reaching branches at the
lower levels difficult.

Lastly, we added to our suite a large collection of behavioral VHDL models from
two sources: Intrinsix Corporation, an independent provider of ASIC and System De-
sign and Verification Services [53], and the Collaborative Benchmarking Laboratory,
the Department of Computer Science at North Carolina State University [52]. The
collected models’ sizes range from 2000 to 6000 LOC with 250-400 branches. Table
6.1 lists the models with a brief description of operation. Table 6.2 gives the statisti-

cal information about each model. The second column of Table 6.2 is the number of
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Model Description

Sys7 Real-Time Tree-Matching Recognizer

8251 Serial Universal A /Synchronous Receiver/Transmitter
B01 16 megabit byte-wide top boot 150 ns

B04 CMOS SyncBIFIFO 256x36x2

B05 SyncFIFO With Bus-Matching 1024x36

B06 SyncFIFO 2048x36

B07 SyncFIFO 2048x36

B08 CMOS SyncBIFIFO 1024x36x2

B09 SyncFIFO With Bus-Matching 1024x36

B10 SyncFIFO 2048x36

B11 CMOS SyncBIFIFO 512x36x2

B12 SyncFIFO With Bus-Matching 512x36

Bl4 SyncBiFIFO With Bus-Matching 512x36x2
B15 SyncBiFIFO With Bus-Matching 1024x36x2

Table 6.1: Benchmark Descriptions

lines of the VHDL model. The third column is the number of concurrent processes in
each benchmark; the more process blocks we have, the more complicated model we
simulate. The fourth through the seventh columns list the number and type of prime
input and output signals of the benchmarks. B in the eighth column is the number of
branches in each benchmark. The last column reflects the depth of the control flow
graph of the branches. Having the branches in three levels, for example, means that
in order to cover a certain branch in the deepest level, one must first cover its two
dominant branches on the first and the second levels. CFG depth indicates the level

of difficulty covering all the models’ branches.

6.1 Code Coverage Collection History

Commercial and academic developers have focused on VHDL compilers since
the standardization of the VHDL language in the 80s. Unfortunately, code coverage

features in a language such as VHDL have not been considered until recently. In 1989
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Model LOC Processes I/P O/P Data Control B CFG Depth

Sys7 3785 62 69 43 62 7 991 7
8251 3113 3 20 6 8 12 207 9
BO1 1880 7 110 1 101 9 373 8
B04 4657 42 87 10 72 15 251 3
B05 5015 46 91 6 72 19 302 6
B06 4667 39 88 6 72 16 225 6
B07 4710 39 88 6 72 16 225 6
B08 4949 52 87 10 72 15 296 3
B09 4963 46 91 6 72 19 302 6
B10 4777 39 88 6 72 16 225 6
B11 4752 42 87 10 72 15 251 3
B12 4973 46 91 6 72 19 302 6
Bl4 5498 93 93 10 72 21 399 6
B15 5770 66 93 10 72 21 470 6

Table 6.2: Benchmark Statistics

a free source code for a VHDL compiler was published by the University of Pittsburgh
and later modified to be capable of simulating VHDL designs [54]. This compiler and
its simulator is very limited to a certain subset of the VHDL standard syntax and
rules; however, it was the best choice for further enhancement by adding the code
coverage features and for use in this research. In 1996 the Departments of Electrical
Engineering and Computer Science at Colorado State University started to append
the compiler and simulator codes to include branch and bit coverage calculators for
given VHDL designs [55]. The modified versions were then used to theocretically prove
the value of using code coverage in behavioral verification.

When we started this research, the Sys7 benchmark was the largest VHDL model
we had in our suite. The Sys7 benchmark was remodeled from its original version to
overcome the limitations of the Pittsburgh compiler. Table 6.3 lists the limitations
currently found in the Pittsburgh tool. We then collected code coverage results to

help us understand the behavior of branch coverage. Later, when we considered the
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Intel 8251 model, it was almost impossible to convert the VHDL constructs into the

limited syntax recognized by the Pittsburgh tool.

AFTER ALIAS ARRAYS

ASSERT Attributes Ascending Indices

BUILT-IN Functions CONFIGURATION FUNCTION & PROCEDURE
GENERATE GENERIC INTEGER Operatiors on VARIABLES
NATURAL NESTED CASE BLOCKS NESTED NOT GATES

Numbers in base notation Numeric powers OTHERS Assignment

PACKAGE SHARED VARIABLE STRING and TEXT

TYPE and SUBTYPE WAIT ON 32-8it Maximum Width

Table 6.3: VHDL Syntax Not Implemented in the Pittsburgh Tool (MVSIM)

Meanwhile, TransEDA Limited has implemented an interface tool named VHDL-
Cover that is capable of reporting many different types of coverage on both VHDL
and Verilog languages [56] (see Table 6.4 for various types of coverage in VHDL-
Cover). For academic purposes, the tool was licensed to the VLSI Design lab at
Colorado State University for two years. VHDLCover automatically instruments a
given VHDL model for a specific coverage and then uses the MentorGraphics Quick-
VHDL package for compilation and simulation. Results of simulations are reported
in a file, which will then be used to assess and debug the VHDL codes.

One disadvantage of using VHDLCover in our experiments is the simulation-time
overhead needed to report coverage results. VHDLCover, unfortunately, reports only
final coverage results of a testbench for a given stimulus, ignoring all intermediate
coverage results during the testing process. For our research, we must collect coverage
results for every simulation cycle (clock cycle) after applying test patterns to the
model in order to extract needed statistical process properties.

One way to report branch coverage for every simulation cycle (clock cycle) using
this tool is to repeatedly run many testbenches, each having the ordered accumulated
number of test patterns, and then collect the results from simulating each testbench.

For example, if we were to run 100 random test patterns to a given VHDL model
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Coverage Type VHDL Syntax Used

Statement Coverage Processes

Signal assignments

Variable assignments

Procedure calls
Branch Coverage If statements

Case statements

Next-Exit statements

Conditioned concurrent assignments
Condition Coverage Check all possible combinations of conditions

Path Coverage Order of statements under conditions
Trigger Coverage Check sensitivity list signals

Signal Coverage Check all signals over their ranges
Toggle Coverage Bit coverage

Table 6.4: Coverage Types of VHDLCover

and collect coverage, we would then have to build 100 different testbenches. The first
testbench has only one test pattern, which is the first test pattern of the simulation.
The second testbench will then have the first and the second test patterns, and so on.
Obviously, this method is not practical; in fact, if we were to run 300,000 patterns
for a model like Intel 8251 and extract acceptable statistics out of the VHDLCover
interface, we would then need almost 10 years to finish simulating the model. (Cal-
culations are based on the performance of the local Unix machines.) Therefore, we
needed a different way to solve this problem.

The mechanism of operation of the VHDLCover interface, as introduced earlier,
is to first instrument the given VHDL model and produce another VHDL model that
calculates coverage through extra inserted signals and variables. This gave us the idea
of manually instrumenting the coverage signals in a given VHDL benchmark before
a simulation that uses only QuickVHDL. The procedure involves adding one extra
bit_vector array signal at the architecture of the VHDL benchmark that has the size

of the number of branches in the model. The bits of this signal are initially reset to

48

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



zeros, corresponding to having all the branches at time zero of simulation not covered.
Under each branch statement of the model, one of the bits of that signal is assigned
to ‘1’ when that branch is visited. Thus, at each simulation cycle (clock cycle), we
would know how many bits of that signal have 1’s, and we can then easily report
the branch coverage sequence. This method takes a lot of effort and careful manual
insertions, but it is only a one-time job. Finally, we had in our suite 13 ready-to-
simulate VHDL benchmarks with their testbenches successfully and correctly tested
for the manual insertion. We checked the manually instrumented models against the
ones instrumented by VHDLCover tool for some of the test benches and got a perfect
match. Now, the simulation time needed to run the 300,000 patterns for 100 different

seeds is less than 10 minutes as opposed to 10 years.

6.2 Verification Strategies

When verifying VHDL models, hardware designers often start with a limited
number of functional simulations that represent common or typical usage of the de-
sign’s capabilities. The advantage of using such test cases is that they exercise many
parts of the design against the required function. Thus, the functional patterns are
expected to give higher coverage. However, since these patterns are manually gener-
ated, they are very limited in number and/or very expensive to generate. Random
testing, sometimes called statistical testing, is applied [46] after functional testing.
Figure 6.1 shows how effective the functional testing is compared with the random
testing for a given VHDL model.

Other methods of test generation have been discussed and researched [15, 16,
18, 36, 57, 58, 59, 60, 61] in the past. Most of these methods, however, are based on
knowledge of the model under the test, and they are categorized under the white-boz

test methods. In this research, we focus on estimating coverage of random testing
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Figure 6.1: Functional vs. Random Testing

because it is still the dominant part of the testing process and because the decision

on when to stop random testing is much more important than any other limited time

testing strategy.

80K Setup 800K Setup
Clock Clock
Phase Patterns Cycles Seed Phase Patterns Cycles Seed

Functional patterns if any Functional patterns if any

Random A =1 10,000 10,000 1 Random A =1 100,000 100,000 1
Random A =2 10,000 20,000 2 Random A =2 100,000 200,000 2
Random h = 4 5,000 20,000 4 Random A =4 50,000 200,000 4
Random A =6 5,000 30,000 6 Random h =6 50,000 300,000 6

Table 6.5: Experiment Setups

Random test patterns are usually generated uniformly with a preset seed value.
Bits of the testing patterns are all binary digits, i.e. 1’s and 0’s. Thus, binary random
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generators, or better converted-integer random generators, are used to produce one
test pattern at a time. Each test pattern is a string of bits of the same size as the
number of prime input bits of the design. At every simulation cycle (clock cycle), a
new pattern is generated and fed into a model. Nevertheless, sometimes, especially
when data bits have to be fixed for certain times, holding a pattern for a certain
number of clock cycles seems to help improve the coverage. In our benchmark suite,
we examined this idea against the idea of applying pure random test patterns without
holding them steady for a period of clock cycles. We then randomly used four different
phases of different size, each of a different holding number and seed. Table 6.5 shows
the setup for the experiments that are also used throughout this research, unless
otherwise specified. The “h” values in Table 6.5 indicate the number of clock cycles
a random input was held in the given random testing phase. We used two different
setups for the experiments; the second setup was 10 times larger in terms of the
number of test patterns than the first (named 80k and 800k).

To show the efficiency of using mixed strategies of random testing over using
ordinary random testing of the same length, we conducted the 80k setup experiments
on every VHDL benchmark and compared coverage results against ordinary random
setup. Figure 6.2 shows an example of branch coverage activity of each setup for
a given model. Figure 6.3 shows the overall increase in branch coverage for all the
benchmarks when 80k and 800k setups are used against the setups where no patterns
were held for more than one clock cycle. Out of the 13 models we tried with the 80k
setup, two models yield to a lower branch coverage of 2 branches. In the 800k setup
experiments, only one model has lower branch coverage of one branch when using the
multiple phase setup. A maximum of 63 more branches are covered using the 80k
setup, and 80 more branches are covered using the 800k setup. On the average, an

increase of 14% to 17% in branch coverage is gained if the multiphase setups are used.
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Figure 6.2: Example of Coverage Increase with Multiphase Setup

6.3 Stopping Rules Experiments

We compared five stopping rules and their variations (reviewed in Chapter 3)
and our proposed stopping rules (presented in Chapters 4 and 5). The rules are listed
in Table 6.6, where each rule is abbreviated. One might consider the original setup
as a manual stopping rule that is to be compared with the other 10 stopping rules.

We used the MentorGraphics QuickVHDL tool to run the testbenches of the
experiments. At each phase of the experiment, we subtracted the contribution of its
preceding phase from the cumulative branch coverage and fed the data to the stopping
rule. The stopping rule will then decide at what point on that data the testing should
be stopped and switched to a different phase. If, for some cases, the decision is not
to stop that phase, the random testing will then be continued until the end of the
mission testing time, i.e. 80,000 simulation cycles (clock cycles) for the 80k setups

and 800,000 clock cycles for the 800k setups.
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Running Random cc, vs 4°cc, (80k) Running Random cc, vs 4%cc, (800k)
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Figure 6.3: Applying Different Pattern Holding Numbers

# Rule Abbreviation
1 Original Run without stopping Orig
2 Sequential Sampling Fixed v SS1
3 Sequential Sampling Variable v SS2
4 Howden First Formula HW1
5 Howden Second Formula HW2
6 Binary Markov Model BM
7 Dalal-Mallows Cost Rule DL

8 Compound Poisson Rule CP

9 Static Bayesian (Proposed) SB
10 Dynamic Bayesian (Proposed) DB
11 Confidence-Based Dynamic Bayesian CDB

Table 6.6: Stopping Rules
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The choices for the stopping rules’ parameters were set so that all the stopping
rules are equally compared against one another for all different VHDL benchmarks:

e For the sequential sampling models, SS1 and SS2, the a value is set to 0.5, which
means that if the objective is met, then we are totally unaware of that. The 8
value is set to 0.01, indicating that we are 99% confident that if the objective
is not met, we have a correct assumption. In any case, these values have little
impact on the slope of the boundary line of the decision. The discrimination
ratio v is set to 250 for the fixed rule SS1 and 100 as the initial value for the
variable rule SS2. This vy value means that we are willing to accept 250 patterns
at the beginning of the test without any coverage. This value is reduced to 100
in the case of SS2 since it will be increased later. The parameters a and
remain the same when SS1 and SS2 rules are used in the 800k setup since they
are confidence probabilities. The v value is magnified by In(10) to correct the
slope of the decision line of the rule when the whole figure of the coverage

process is enlarged.

e For the Howden'’s stopping rules, HW1 and HW2, we set the confidence level at
95% and the maximum probability that a pattern may produce new coverage
at 0.03, which corresponds to expecting new coverage after an average of 30
testing patterns. In fact, we set a value Ny to 30 for almost all the rules so
that if no coverage is observed during the first Ny test patterns, testing will be
stopped. This parameter is also applied to the Sequential Sampling rules, SS1
and SS2. The level of the probability B is reduced to be 0.003 in the 800k setup

experiments.

e The Binary Markov stopping rule, BM, has exactly the same parameter values
as the Howden’s. The correlation constant p, however, is chosen to be 0.5, which

indicates a moderate pattern correlation.
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e The Compound Poisson stopping rule, CP, uses the following parameters: a = 6,
b=1, and ¢ = 1x10~6. This gives the stopping criterion d = 0.2 x 10~° where if
the difference of expectations becomes lower than d, the testing process will be
stopped. One problem with this rule is that the initial assumption requires that
there should be at least one new branch covered at each time step during the
testing process. This problem can be partially solved by sampling the outcomes
as if the testing patterns are packed in groups, each contributes to coverage.
We first chose to pack each 16 data points together; however, this amount of
packing is enough for the Sys7 model but not for the other VHDL benchmarks.
Thus, we chose to pack every 300 patterns in order to have a reasonable data
set to feed to the CP stopping rule. We further increased this packing number

to 3000 for the 800k setup experiments to match the application.

e The Dalal-Mallows stopping rule, DL, has similar values for the costs as the
CP stopping rule does, except that in order to have equal costs, they should
be divided by the amount of packing used in the CP stopping rule. Thus, for
the DL stopping rule, the parameters are set to: a = 0.0625, b = 0.375, and
f = 1076 for the 80k setup. The value f is reduced to 107 for the 800k setup

experiments.

In our proposed stopping rules, SB, DB, and CDB, the dominant parameters that
should be set are the d values. We chose to have different decreasing d values for each
phase of the testing, believing that covering branches in the later stages of testing is
more difficult than at the beginning. Thus, in order to give the later phases a better
chance to cover more branches, we should stop when the expected value of coverage
at the early phases is not that high. The values used are d = 0.02, 0.01, 0.005, 0.001.

These values correspond to the costs of $0.1 and $0.6 for covering branches during
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testing and in the field, respectively. The unit cost of testing is then $0.01, which
makes the first d value start from 0.02. The logarithmic decrease in the value of d
across the phases comes from imitating the fact that the coverage takes the logarithmic
shape. The d values in the 800k setup were divided by 10 to match the application
costs. We also imposed the criterion of Ny = 30 (or Ny = 300 for the 800k setup) in
the proposed stopping rules, in order to have equivalent comparisons.

The proposed rules automatically set their own internal parameters based on
the history of testing as mentioned previously, which makes them more robust. For
the Static Bayesian stopping rule, SB, we set ( so that the probability of having an
interruption in the first predicted time is 1. The analysis was shown previously in
Equation (5.28). For the confidence level of the Confidence-Based Dynamic Bayesian
stopping rule, CDB, we chose the same confidence level as in HW1, HW2, and BM
(C =95%). Table 6.7 lists the entire stopping rules’ parameters used in both the 80k
and the 800k-setups.

6.4 Figure of Merit fm: An Efficiency Evaluating Function

Results of applying a stopping rule to a certain benchmark are the total number
of simulation cycles used, tt, and the final cumulative branch coverage percentage
reached, cov, using these simulation cycles. If the total number of simulation cycles
used by a stopping rule is more than another stopping rule to reach the same or even
less coverage, then it is clear that the second stopping rule outperforms the first one.
However, when the coverage increased when more simulation cycles are used, then
it is not obvious which stopping rule has the better efficiency. Thus, an objectively
evaluating function is needed.

The development of such evaluating function is not straightforward, depending

on the model under verification and the reliability requirement of its application.
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Rule Parameters
SS1 80k a=05 =001, v=250, Ng=30
800k a=0.5 8=0.01, v=576, No =30
SS2 80k a=0.5 8=0.01, v =100, Ny =300
800k a=0.5 8=0.01, 4 =230, Ny =300
HW1 |80k C=0.95 B=10.03, Np =30
800k C =0.95, B = 0.003, Np = 300
HW2 |80k C=0.95 B=0.03, Npo =30
800k C =0.95, B = 0.003, Ny = 300
BM 80k C=0.95 B=0.03, p=0.5, Ny =30
800k C =0.95, B =0.003, p=0.5, Np =300
DL 80k a=0.0625, b=0.375, f =10"°% No =30
800k a =0.0625, b =0.375, f =10"7, Ny = 300
CP 80k a=8,8=2, pack=300,d=2x10"", Nop =30
800k a=8, 8=2, pack =3000, d =2 x 10~7, Ng =300
SB 80k d=0.02, 0.01, 0.005, 0.001, Ny =30, { =1.44
800k d=0.002, 0.001, 0.0005, 0.0001, No =300, { =1.44
DB 80k d=0.02, 0.01, 0.005, 0.001, Ny =30
800k d = 0.002, 0.001, 0.0005, 0.0001, Ng = 300
CDB | 80k d=0.02, 0.01, 0.005, 0.001, Ng =30, C = .95
800k d =0.002, 0.001, 0.0005, 0.0001, Ny = 300, C = .95

Table 6.7: Stopping Rules’ Parameters

Game software, for example, may not value the gained coverage more than the cost

of testing it. In contrast, critical software applications such as NASA missions tolerate

spending more testing time to ensure high reliability. Thus, we define a measure that

utilizes the costs associated with the verification process and its goals:

Assume that covering one branch can, on average, translate to a potential saving

of $a during the product’s lifetime in terms of bug fixing, repairs, etc., and assume

that the computing cost for testing for a time unit (clock cycle) is $b. If the required

branch coverage is C%, the total number of branches in the model is B, and the

maximum amount of test time allowed is X clock cycles, then the net profit of the

verification process is:

Net = aBC — bX (6.1)
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Equation (6.1) can be normalized in terms of potential savings and computing costs

to define a Figure of Merit function, fm, as:
fm = cov — att (6.2)

where cov is the coverage percentage reached, and tt is the amount of test time spent
to achieve the coverage. tt is measured using the number of clock cycles in this study.
a is the normalized cost of testing per test time unit (per clock cycle) and can be
formulated as:

b X

ax — (6.3)

Every application has a different a value, depending on the ratio of the testing
cost and coverage requirement. For a = $10, b = $10~%, C = 75%, and X = 100, 000
clock cycles, a is a value less than or equal 53 x 10~ for a model of B = 250 branches.

The larger value of fm obtained from applying stopping rules will point out the
best stopping rule for that specific application. Comparisons throughout our results

analysis exploit a wide range of a values centered around 50 x 107S.

6.5 Forecasting Experiment Setup

One of the main goals in developing the proposed statistical model for behavioral
verification is forecasting coverage during the verification process. We derived in
Chapter 4 the probability of having an interruption at a certain future time point.
We also derived the expected waiting time to that interruption, given that there
will be an interruption within a certain future interval of time. To examine the
accuracy of our statistical modeling in forecasting coverage, we conducted two sets
of experiments: one to extract the exact probability of having an interruption within
the next Z simulation cycles given that the testing process stopped at certain time

T and the other experiment to have the exact waiting time to that interruption
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within the same time interval. The experiments required setting certain stop points
from which to start the forecasting process and also required setting certain window
sizes of future forecasting for each stop point. We define a block of testing time
as 100 simulation cycles (clock cycles). We ran 100 different seeded patterns each
for 1 million simulation cycles (=10,000 blocks) for all the benchmarks in our suite.
We chose to have 10 different window sizes starting at a size of 10 blocks of future
forecasting with increments of 10 blocks up to 100 blocks. (The window sizes were Z =
(10,20, ...,100] blocks.) Thus, the process of extracting statistics out of experiments
was conducted 13 x 10 x 100 x 128300 — 730 milljon times. At each time, we measured
the frequency of having interruptions within the designated interval [T : T+ Z] across
the 100 different seeded runs and the average waiting times to the first interruption
within the same interval. Results of the statistics extracted from these experiments

and the predicted probabilities and expected waiting times will be discussed in detail

in the next chapter.
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Chapter 7

EXPERIMENTAL RESULTS

We present in this chapter the experimental results and their analysis in two
parts: the first part presents the efficiency of different stopping rules and a compara-
tive study including three proposed stopping rules (SB, DB, and CDB). We evaluated
the figure of merit function defined in Equation (6.2) for a wide range of a values to
determine the efficiency of a given stopping rule. Although the figure of merit func-
tion gives an objective measure of the efficiency for a given stopping rule, it requires
the knowledge of « that is related to the costs of testing and the benefits of coverage.
The a value also reflects the determination of the stopping rules’ parameters that
should match the verification environment. A direct relationship between the choice
of the stopping rules’ parameters and the verification costs is not straightforward or
even possible to obtain. Thus, estimates of such parameters are common, especially
when facing different verification environments. For this purpose, we define a Degree
of Inefficiency function (DOI) that estimates the expected loss in the fm value for
a given stopping rule compared with that of the highest possible fmn value for all
a. Suppose that for a given benchmark a set of NV stopping rules were applied and
yielded the figure of merit function: fm;(a), fms(a), ..., fmy(a). Let aps be the
maximum allowed application constant which is often set to twice the typical a value
for a given application. Let @ = [0, a;, ay, ..., ap]| be the intersection points of all

the fm functions as illustrated in the hypothetical example in Figure 7.1. We define
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the Degree of Inefficiency function for a given stopping rule = given a;, DOI(x), as
follows:

(I F8

DOIG) = == % [ (Bi(e) - fma(@)] da (7.1)

ia ai

where B;(a) is the highest possible fm vlaue in the interval [o; : aiyy]. It is clear
that the DOI is not a function of «; rather, it is the measure base on the aggregated
of a wide range of o values. Therefore, it is a more objective measure than the figure
of merit.

Figure of Merit Lines
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Figure 7.1: Intersecting « Points in the Figure of Merit Lines

The second part of the experimental analysis includes the forecasting experiments

of the proposed dynamic Bayesian model given a verification history up to a certain

testing time 7T and for the next Z simulation cycles. We show the ability and the

accuracy of the proposed model in predicting the coverage during the verification

process.
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7.1 Comparative Study 1

This comparative study used the 80k setup described in Chapter 6. Table 7.1
shows the results of the total number of covered branches and the total number
of simulation cycles used by a given stopping rule in a given benchmark. For the
entries in Table 7.1, the number on the top is the number of branches covered during
the verification process, and the number at the bottom is the total number of test
patterns applied using the corresponding stopping rule. The column marked “Orig”
gives the number of covered branches and the number of test patterns used when no
stopping rule was used. The total number of branches in each benchmark can be
found in Table 6.2. Appendix A shows the detailed results of each stopping rule for
all the benchmarks used in the 80k setup. The ‘A’ values in the tables of Appendix A
indicate the number of new covered branches by the given phase, and the ‘CC’ values
indicate the number of simulation cycles (clock cycles) applied.

The results show that applying any of the stopping rules saves large number
of simulation cycles (clock cycles) while maintaining high coverage. For example,
applying the stopping rules in verifying the Sys7 benchmark saved 96% to 98% of
test cases, while at most 5% of the branches were missed. For the B14 benchmark,
the stopping rules saved 73%-99% while missing at most 3% of the branches. Thus
applying stopping rules to behavioral model verification saves testing time without
much loss in quality.

To better analyze the results, we grouped the stopping rules for a given bench-
mark model that yielded the same coverage into sets. Among each set, we selected the
stopping rule that used the least number of testing patterns as a leading candidate.
For example, 5 stopping rules yielded the same branch coverage of 536 branches in
the Sys7 benchmark. The stopping rules in this set include SS1, HW1, HW2, BM,
and DL, and the number of test patterns used are 1039, 927, 969, 1025, and 1235,
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respectively. Thus, the HW1 stopping rule used the least number of simulation cycles
to cover the same number of branches, and it represents its group. The comparisons
take place now among the candidate stopping rules for each given benchmark model.
Thus, the figure of merit function, fm, points out which candidate stopping rule out-
performs the others for a given benchmark at certain a value. Appendices C and D
show the detailed figure of merit lines for each benchmark in both setup environments
(80k and 800k). The candidate stopping rules had the highest fm values in some in-
terval range of o values. For example, Figure 7.2 shows four intervals of & where the
candidate stopping rules Orig, CP, HW2, and DB had the highest fm values for the
B09 benchmark. We extracted the intervals of a values from the plots of Appendices
C and D where the fm values are the highest and illustrate them in Figures 7.4 and

Model Orig SS1 SS2 HW1 HW2 BM DL CcP SB DB CDB

Sys? 568 536 538 536 | 536 536 536 547 535 535 535
54283 1039 1858 927 969 1025 1235 6287 661 563 569
8251 161 73 73 79 79 81 75 112 74 73 67
81500 3259 3812 2769 2906 3033 5712 9600 2275 | 2239 | 2091
BO1 177 142 128 155 128 128 135 128 128 128
80000 8169 3352 1010 11084 1211 1211 4200 1854 914 897
Bo4 223 220 218 206 214 214 219 217 199 202 202
80000 | 10282 | 5047 1894 2468 2557 | 11755 17100 631 674 742
BOS 259 234 251 251 251 251 352 253 232 233 233
80000 | 10795 | 7122 2092 2343 2431 5318 10800 808 745 744
B06 210 192 192 192 192 192 204 204 192 192 192 |
80000 8725 4618 1240 1407 1439 7110 4500 673 708 708
BOT 210 196 198 196 204 196 196 204 195 195 195
80000 8963 4660 1322 3904 1621 1132 4500 789 704 731
BOS 274 268 268 263 263 273 273 273 273 273 273
80000 | 12447 | 6122 1392 1405 2283 8427 9600 2249 | 2033 | 1829
BO9 260 234 251 234 251 251 252 253 232 233 233
80000 | 10795 | 7122 1512 2053 2470 5324 7800 809 734 735
B10 210 197 198 | 204 204 204 196 208 | 208 | 208 |
80000 9068 4660 1488 1711 1781 915 4200 2181 1488 | 1240
B11 223 220 218 206 214 214 219 217 199 202 202
80000 | 10282 | 5047 1894 2468 2557 | 11755 17100 631 674 742
B12 259 234 251 233 251 251 252 253 232 233 233
80000 | 10795 | 7122 1545 2085 2462 5318 6900 808 745 744
B14 257 248 248 244 244 244 248 253 245 245 245
80000 | 11367 | 5712 1892 1900 1991 1618 21000 | 1982 735 748
B15 415 351 351 350 350 350 418 383 364 364 64
80000 | 16190 | 7906 1892 1900 1991 | 80002 9000 2080 | 2298 | 2010

Table 7.1: Stopping Rules’ Coverage Results
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7.5. The indices on the intervals of Figures 7.4 and 7.5 point to their corresponding

stopping rules as shown previously in Table 6.6.
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Figure 7.2: B09: Figure of Merit Lines

Two interesting results of the B10 and the B14 benchmarks in the 80k setup need
to be highlighted. The CDB stopping rule yielded the highest fm value for most of
the « values starting at 0.11 x 1076 up to oo for the B10 benchmark. The DB stopping
rule performed similarly to the CDB except being in a closed interval of a values but
for most of the o range up to 92.84 x 1075. In the interval 0 < a < 0.11 x 1075,
the original run without applying any stopping rule yielded the highest fm value.
Obviously, when the cost of testing is negligible, there is no need to apply any stopping
rule.

It is also interesting to point out that, for the B14 benchmark model, 245 branches
were covered using 735 test patterns when the DB stopping rule is applied. A fewer
number of branches were covered using almost twice as many testing clock cycles as

when using four other stopping rules: HW1, HW2, BM, and SB. The reason why
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we sometimes get lower coverage while using more testing patterns is clearly due
to the sequential nature of the behavioral models, which is one of the issues to be
solved when developing the DB stopping rule. Due to the dynamic updating of the
expectation, the DB stopping rule tends to force the switching of testing strategies
earlier than other stopping rules. The more difficult-to-cover branches tend to be
covered in different phases using different testing strategies, thus reducing the number
of test vectors required early in the verification process while maintaining or further
improving the overall coverage. This is clearly demonstrated by the results for B14
shown in Table A.13 where HW1/HW2/BM allow a tremendous amount of effort
during a phase, while leaving no coverage interruptions during the remaining testing
phases. When there is no interruption during a testing phase, stopping rules will
not be effective in guiding the verification process, which results is zero coverage for
B14 during phases 2, 3, and 4. The DB stopping rule, on the other hand, forces the

process to stop early during phase 1 with lower coverage but leaving room for the
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rest of the phases to catch the remaining branches more effectively, resulting in fewer
test vectors and higher branch coverage. The SB and the CDB stopping rules have
characteristics similar to those of the DB stopping rule. Figures 7.6 and 7.7 show the

figure of merit lines of the models.

7.2 Comparative Study I1

Scaling down the verification costs and conducting the 800k setup show how
different stopping rules behave when used in different test environments. Table 7.2
summarizes the results of the total number of covered branches and the total number
of test vectors applied using a given stopping rule for a benchmark model. Appendix
B contains all detailed results of this experiment.

In the 800k setup, the cost parameters used by the stopping rules were propor-
tionally scaled as discussed in Chapter 6. For all but two benchmark models in this
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Model Orig SS1 SS2 HW1 HW2 BM DL CP SB DB CDB
Sys7 578 539 540 541 557 557 376 561 545 539 | 545 |
y 540283 3350 5230 8451 22842 | 19500 | 540283 | 45283 5640 3196 4406
8251 184 92 127 103 132 117 75 158 95 87 87
800K 5890 28214 | 16965 | 23988 | 25399 6219 70500 8769 6242 6419
BOL 219 186 175 186 191 191 213 205 147 135 137
800K 19229 | 10274 | 19399 | 33346 | 35225 800K 72000 7549 4396 4488
Boa 227 223 222 233 223 223 221 227 216 218 218
800K 22857 | 12129 | 21908 | 800K | 24286 20645 800K 7574 5875 5620
BOS 274 251 252 252 252 252 267 259 252 251 251
800K 25110 | 16206 | 17679 | 18670 | 19861 800K 57000 6182 6351 6340
B06 211 202 204 307 209 207 209 210 209 207 207
800K 18672 | 11360 | 15770 | 48076 | 19314 60578 800K | 20860 8501 7837
BoT 211 202 204 207 210 208 210 210 205 207 207
800K 18672 | 10536 | 15569 | 800K | 20941 37130 800K 7380 8359 7679
BOS 277 271 274 273 273 273 272 275 273 273 273
800K 28116 | 12600 | 17508 | 27772 | 20764 11633 800K | 20432 6601 6399
B09 274 251 252 252 252 252 266 255 252 251 251
800K 25110 | 16206 | 17345 18340 | 19527 800K 51000 7451 6456 | 6428
B1o 211 204 208 209 210 209 210 210 210 209 200
800K 19404 | 11254 | 14929 | 800K | 17923 32670 800K | 19710 9981 9149
B11 227 223 222 223 223 223 221 227 216 218 218
800K 22857 | 12129 | 21908 | 409K | 24286 20645 800K 7574 5875 5620
B12 274 251 252 252 252 252 267 259 252 251 251
800K 25110 | 16206 | 17679 | 18670 | 19861 800K 57000 7352 6298 6285
B14 261 248 248 248 248 248 248 257 248 248 248
800K 26036 | 12082 | 19931 | 20001 | 20929 13371 99000 7796 6476 6688
B15 143 364 363 381 381 381 415 300 309 383 383
800K 34718 | 17385 | 23988 | 25653 | 27118 800K 54000 | 18413 | 14817 | 13017
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Table 7.2: Stopping Rules’ Final Results for the 800k Setup
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setup, at least one of the proposed stopping rules was a leading candidate for a wide
range of a values. However, the proposed stopping rules did not perform well for the
B01 benchmark model in this setup. If the o value range is extended as shown in
Figure 7.8, the proposed stopping rules outperform all the existing stopping rules. By
extending the a value, the proposed stopping rules had better performance for BO1

with the same testing cost parameters as those in the 80k setup.

BO1 800K

| — T T - et

Figure of Merit

Figure 7.8: BO1: Extended Figure of Merit Lines

The Intel 8251 benchmark is the other model where the proposed stopping rules
did not perform well. The figure of merit lines of the 8251 benchmark are shown in
Figure 7.9. The HW2 stopping rule yielded the highest fm values for a wide range of
a values. To check the stability of coverage behavior of the Intel 8251 benchmark, we
conducted the 800k setup experiment using different seed values in each of the random
phases. Originally, the seeds were 1, 2, 4, and 6 for phases 2 to 5, respectively; now
they are set (randomly) to 73, 38, 26, and 92, respectively. Results of this experiment
are shown in Figure 7.10.
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Branches of the 8251 model are located in nine levels of the control hierarchy

(the control flow depth = 9), which makes it very difficult for the testing process to
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Figure 7.10: Intel 8251: Figure of Merit Lines for the New Setup

70

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



cover the branches in the lower levels. The experimental results of the new setup
indicate that covering the branches in the lower levels are very sensitive to the testing
strategy used. Thus directing the verification process to a group of branches clumped
deep in some regions of the control flow graph needs more information about the
benchmark structure besides the history of the testing process; our research was based
on a black-box technique, which doesn't require internal information about the unit-
under-test. We also noticed the unstable behavior of the stopping rules’ efficiencies
in this case when changing the random pattern seeds in regard to coverage for this
specific benchmark. For instant, the SB stopping rule yielded low fm values in the
original 800k setup experiment, whereas the fm values of the SB at the second run
are among the highest.

There is no strong statistical reason why this is the case for the 8251 model be-
cause the science of probability was based on chance; however, one can draw accurate
conclusions from the statistical experiments by averaging a large sample of the data
and developing a model to fit the majority of the cases.

The observations we made in Section 7.1 about the different behaviors between
the proposed stopping rules and the existing stopping rules during the early testing
phases can also be made for the experiments based on the 800k setup. This is one
of the contributions to the fact that the proposed stopping rules are better than the
existing stopping rules in most of the cases.

From the analysis of comparative studies, we conclude that the proposed stopping
rules yielded the highest fm values for the vast majority of the behavioral models in
wide ranges of « values and directed the verification process to the optimum switching
points. In the next section, we discuss the potential of all proposed stopping rules

and compare their results with the two proposed setups.
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7.3 Comparison of Bayesian-Based Stopping Rules

The three proposed stopping rules are all based on the Bayesian Logarithmically-
dependent Poisson behavior discussed in Chapter 4. All of the three stopping rules
incorporate the cost-based stopping criterion in making the switching/stopping deci-
sions. However, differences in the stopping criteria and in the parameter choices of
the rules make the three stopping rules perform differently.

The DB stopping rule takes advantage of determining its {;, parameter automat-
ically based on the verification history yields. The evaluation of {; is dynamically
made according to Equation (5.30). In order to show the efficiency of the Bayesian
statistical assumptions alone without the improvement of setting the stopping rule’s
parameter automatically, we set the ¢ value to a constant and formed the SB stop-
ping rule, which determines the stopping points based only on the expected Bayesian
behavior of coverage. The ¢ value is set according to Equation (5.28).

The Confidence-Based Dynamic Bayesian stopping rule, CDB, takes advantage
of the confidence-based stopping criterion merged with the cost-based criterion in
making the stopping decision. The resulted merged criterion saves some of the testing
times where the stopping rule is confident that there will be no coverage. For that
purpose, we raised the ‘d’ values of the cost-based criterion 20% more than that of the
DB stopping rule’s values to allow the confidence-based criterion to decide whether
the testing time after the suggested stopping point by the cost-based criterion is
worth simulating or not. If the confidence that there will not be coverage during this
time is below a threshold confidence level, Cy, the stopping rule will decide to stop
earlier than the DB would suggest to stop. Thus, the CDB stopping rule is expected
to perform better than, or at least the same as, the DB stopping rule unless there
is a coverage increase in the interval of confidence. Table 7.3 shows the number of

phases the CDB stopping rule does not underperform the DB stopping rule for all
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the benchmarks. On the average, 60% of the time the CDB performs better than
the DB in the 80k setup. The CDB outperforms the DB 64% of the time when the
verification environment costs are decreased to the 800k setup costs, which means that
the confidence-based criterion along with the cost-based criterion is more suitable to

the verification processes of low testing costs and involving large number of test cases.

80k 1 2 2 3 1 1 7 3 2 2 3 2 4 60%

Setup Sys7 8251 B0l B04 B05 B06 BO7T B08 B09 Bl10 Bll Bl2 Bl4 BIl5 %
2
800k 2 1 1 4 3 2 2 3 4 2 4 3 3 3 64%

Table 7.3: Number of Phases CDB Outperforms DB

7.4 Comparison Using the Degree of Inefficiency (DOI)

As discussed earlier, the DOI(z) basically is the average loss of figure of merit
value for a given stopping rule z to the highest figure of merit value. Thus if a stopping
rule z outperforms all the other stopping rules in terms of the figure of merit values
for all the values of a, then the DOI(z) = 0 indicating that it is the most efficient
stopping rule applied to the given benchmark. Table 7.4 lists the stopping rules in
the ascending order according to their averaged DOI values across the benchmarks.
The CDB stopping rule is expected to outperform other stopping rules with the least
DOI values of 10.12 in the 80k setup, and 19.43 in the 800k-setup. The second in
the rank for both setups is the DB stopping rule with DOI values of 10.52 and 21.63.
As expected, the third best stopping rule in both setups is the SB stopping rule.
This further confirms the fact that the proposed stopping rules outperform all other
stopping rules when applied in behavioral model verification. Appendix E shows the
detailed values of DOI for different stopping rules and each benchmark.

In all cases, the original run without applying any stopping rule performs the
worse, which indicates the importance of using stopping rules in the verification pro-

cesses. The next best stopping rule to the proposed models is the HW1 in the 80k
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80K Setup 800K Setup

Order Stopping Rule DOI | Order Stopping Rule DOI
1 CDB 10.12 1 CDB 19.43
2 DB 10.52 2 DB 21.63
3 SB 24.06 3 SB 30.99
4 HW1 34.31 4 SS2 35.07
5 BM 39.98 5 HW1 56.28
6 HW2 70.20 6 BM .77
7 SS2 200.96 7 SS1 85.32
8 CP 379.72 8 HW?2 1047.72
9 SS1 413.58 9 DL 1640.45
10 DL 447.53 10 CP 1822.37
11 Orig 3769.64 11 Orig 3802.60

Table 7.4: Sorted Rules for the Lowest DOI

setup environment and the SS2 in the 800k setup environment. However, the DOI

values of both are about 3 times the DOI values of the proposed CDB stopping rule.

7.5 Forecasting Accuracy

The importance of forecasting coverage in behavioral model verification is that
the testing process can be directed to a better strategy, or it can also be stopped. The
stopping rules reviewed and proposed earlier make use of the estimated coverage only
at the next simulation cycle. In this study, we give a prediction further in the future
and show the accuracy of our proposed statistical model in predicting coverage into the
future during the verification process. We conducted the two experiments discussed in
Chapter 6. In the first experiment, we first extracted the exact probabilities of having
coverage within the next Z simulating cycles given that the testing process stopped at
a given time T for T = [10, 20, ...,100] x 103, and Z = [1000, 2000, . .., 10,000]. Then,
we calculated the estimated probabilities based on the proposed model according to
Equation (5.41) derived in Chapter 5 and denoted as P(T, Z). The second experiment

included calculating the exact waiting times to reach coverage for the same 7" and
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Z intervals as in the first experiment. The estimated waiting times were calculated
based on Equation (5.45) and denoted as EWT(T, Z).

BO1 P(Z) Errors B14 P(Z) Errors

10 20 30 40 SO0 60 70 80 90 100 10 20 30 40 S0 60 70 80 90 100
2: Window Size (Blocks) Z: Window Size (Blocks)

Figure 7.11: Best/Worst Case Errors P(Z2)

8251 EWT(Z) Error B0O4 EWT(Z) Error

10 20 30 40 SO

e 70 80 90 100 10 20 30 40 50 60 70 S0 WO 100
Z: Window Size (Blocks) Z: Window Size (Blocks)

Figure 7.12: Best/Worst Case Errors EWT(Z)

The prediction errors of both quantities, the P(T, Z) and the EWT(T, Z), were
estimated for each benchmark model and averaged out across the different verifica-
tion stop times, T'; these averaged quantities are referred to as P(Z) and EWT(Z).
Figure 7.11 shows the best/worst case prediction errors in the P(Z) values; the z-

axis represents the different prediction window sizes, Z, in blocks, and the y-axis
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represents the percentage prediction errors. When the prediction window size Z is
set to 1000 simulation cycles, the prediction errors across the different benchmark
models range from 0.83% to 1.96%. Thus, the prediction accuracy of the proposed
forecasting model for P(T, Z) is at least 98% when the prediction window size is 1000
simulation cycles. When expanding the prediction window size to 10,000 simulation
cycles (Z=100 blocks), the prediction errors range between 4.58% and 12.59%, which
reduce the prediction accuracy to at least 87%. Appendices F and G show the exact
and estimated probabilities and waiting times, respectively.

Similar observations were found regarding the prediction accuracy of the expected
waiting times to coverage, EWT(Z). Figure 7.12 shows the best/worst case prediction
errors for EWT(Z); the prediction errors range from +134 to £299 simulation cycles
when the prediction window size is set to 1000 simulation cycles. For Z=10,000
simulation cycles, the prediction errors of EWT(T, Z) range from +1237 to + 2154
simulation cycles. Figures 7.13 and 7.14 illustrate the overall errors of the P(Z) and
the EWT(Z) across the benchmarks.
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Chapter 8

CONCLUSION

In this research, we discussed the need and detailed steps in developing statistical
stopping rules and a forecasting model for branch coverage in behavioral VHDL model
verification. The proposed stopping rules address the issue of when to stop a given
testing strategy during the behavioral model verification process and when to switch
to a different testing technique. Unlike the existing stopping rules, which mainly suffer
from inefficiency and unproven assumptions about behavioral models, our stopping
rules use statistical assumptions that are based on the correlation function which
best describes the statistical behavior of behavioral models during verification. The

research presented here involves:

e Preparing the benchmark models to extract statistical information about cov-
erage suitable for the distribution harvesting experiment and the correlation

shape experiment.

e Determining the best shape function that describes the correlation of the in-
terruptions based on the smoothest and the most stable curve across different

benchmarks.

e Performing Bayesian analysis which models the history of the testing and incor-
porates the knowledge of the presumed distribution function and the correlation

function for prediction. The expected number of interruptions was estimated
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from the history of testing that resembles the logarithmic shape function. Sizes
of each expected interruption are estimated based on the Bayesian method of
the Poisson process. Our statistical models take advantage of the decreasing
property of the logarithmic shaped function for interruptions as well as the

beauty of the empirical Bayesian estimation.

e Deriving three versions of the Bayesian stopping rules. The SB stopping rule
has a static ¢ value to demonstrate the efficiency of the logarithmic correlation
function compounded with the Bayesian estimation of the Poisson process in
behavioral model verification. The DB stopping rule estimates the { parameter
automatically based on testing history to further guide the stopping decision to
a better stopping point. Finally, the CDB stopping rule takes advantage of both
the confidence-based criterion and cost-based criterion in making the stopping

decision, which saves unnecessary verification times over the DB yields.

Eight existing stopping rules were collected and adapted to suit behavioral model
verification. To compare effectiveness of each stopping rule, a suite of 14 behavioral
VHDL benchmarks was collected and experimented with using the existing stopping
rules and the proposed stopping rules. In our stopping rules experiments, we designed
two different experiment setups to demonstrate the behavior of the proposed stopping
rules in different application environments.

Two efficiency evaluating measures, the Figure of Merit function (fm) and the
Degree of Inefficiency function (DOI) were developed to objectively determine the
efficiency of applying stopping rules in a multiphase verification process.

The results show that using the proposed stopping rules would outperform all
the other existing stopping rules for wide ranges of design quality and time-to-market

tradeoffs represented by the parameter a.
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Using the DOI as a measure of efficiency for a given stopping rule, the proposed
three stopping rules are up to 3 times better than the efficiency of using the best
existing stopping rule and up to two orders of magnitude better than the efficiency
without using any stopping rule. Among the proposed stopping rules, the CDB rule
performs at least 60% of the time better than the other two.

Finally, we presented the statistical forecasting model that predicts the probabil-
ity of a future coverage along with the expected waiting time to have that coverage.
The prediction errors of the proposed forecasting model in estimating the near future
coverage were found insignificant. At the most, less than 2% off the actual probability
of having coverage is expected in predicting within the next 1000 simulation cycles
of future verification. The error margin in expecting the waiting time until the next
interruption in the worst case is 300 simulation cycles. When the prediction window
size increases to 10,000 simulation cycles, the expected error in predicting the proba-
bility of having coverage is at most 13%, but only 5% in the best case. The marginal
error in predicting the waiting time to coverage is less than +2200 simulation cycles.

We conclude our research by stating that the proposed stopping rules will trans-
form the existing brute-force approaches in behavioral model verification to more
intelligent and statistical approaches to meet the tight time-to-market requirement of
complex electronic systems without sacrificing the quality of the design.

Although the proposed stopping rules are proven to outperform the existing
stopping rules for the majority of behavioral models, for some models with branches
deeply buried in the control flow graph of its behavioral representation, more white-
box-type information about behavioral models is needed. The proposed stopping rules
describe only the average branch coverage behavior during the verification process,
thus, treating the unit-under-test as a black box. Detailed coverage reports such

as the coverage progress of specific branches would be more beneficial to direct the
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verification process to a better stopping decision. As a future work, we suggest
incorporating white-box information into the statistical approach to further increase

the effectiveness of the proposed stopping rules for behavioral model verification.
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STOPPING RULES EXPERIMENTS (80K SETUP)

Appendix A

Orig HW1 HW2 BM SS1 SSs2
Phase CC A CC AjJjCC A CC A] CC Al CC A
] 283 524 | 283 524 | 283 524 | 283 524 | 283 524 | 283 524
@2 35000 29| 434 12476 12| 532 12| 546 12 | 1365 14
&3 4000 21 120 0| 120 0] 120 0| 120 0} 120 0
P4 10000 8 60 0 60 0 60 0 60 0 60 0
&s 5000 5 30 0| 30 0 30 0 30 0 30 0
Totals || 54283 568 | 927 536 | 969 536 | 1025 536 | 1039 536 | 1858 538
DL CcpP SB DB CDB
Phase CC A CC A|CC A CcC A] cCC A
1 283 524 | 283 524 (283 524 | 283 524 | 283 524
b2 742 1211204 14 84 8 70 8 56 8
é3 120 0 { 2700 7| 204 3| 120 3| 140 3
P4 60 0 900 1| 60 0 60 0 60 0
@5 30 0 | 1200 1] 30 0 30 0 30 0
Totals 1235 536 | 6287 547 | 661 535 | 563 535 | 569 535

Table A.1: Sys7 Model: Stopping Rules Comparisons
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Orig HW1 HW?2 BM S$S1 SS2
Phase CC A] CC A CC A]J] CC Al CC A} CC A
H 1500 42 | 1500 42 | 1500 42 | 1500 42 | 1500 42 | 1500 42
b2 10000 39| 603 25| 632 25| 709 251399 31| 1952 31
b3 20000 46 60 0 60 O 60 0 60 O 60 O
&4 20000 29| 120 0| 120 O 584 14| 120 O 120 O
&5 30000 5| 486 12) 594 12} 180 O 180 O 180 O
Totals | 81500 161 | 2769 79 | 2906 79 | 3033 813259 73| 3812 73
DL CP SB DB CDB
Phase || CC A|] CC A CC Aj CC A] CC A
M 1500 42 | 1500 42| 1500 42 ] 1500 42 | 1500 42
b2 3852 33| 900 25 77 18 65 10 85 18
b3 60 0] 1200 16 154 6 42 2 82 2
D4 120 011500 13| 364 8| 452 19| 244 5
&5 180 0]4500 16 180 0| 180 0} 180 O
Totals 5712 7519600 112 | 2275 74| 2239 73 (2091 67
Table A.2: 8251 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase CC A|] cC A] €cC A cC Al cC A CcC A
H 10000 178 632 122 656 122 731 122 | 7893 175 | 3010 140
b2 20000 7 60 0 60 0 60 0 60 0 60 0
?3 20000 71 120 0 120 0| 120 0| 120 0 120 0
P4 30000 8| 198 6 {10248 33| 300 6 96 2| 162 2
Totals | 80000 200 | 1010 128 | 11084 155 | 1211 128 | 8169 177 | 3352 142
DL (8] SB DB CDB
Phase | CC A] CC A cC A} CC A CC A
N 195 121 | 900 122 94 121 182 121 | 187 121
b2 392 1| 1500 5 188 1 72 1 98 1
é3 120 0| 900 4 120 0] 120 0| 120 0
P4 504 6| 900 4| 1452 6 | 540 6| 492 6
Totals 1211 128 | 4200 135 1854 128 | 914 128 | 897 128

Table A.3: BO1 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SSs2
Phase || cCC A CC A| CC A| CcC A CC Al cCcC A
h 10000 220 1298 205 | 1308 205 | 1397 205 9922 220 | 4687 218
b2 20000 1 60 0 60 0 60 0 60 0 60 0
b3 20000 2 356 1 920 9| 920 9 120 0] 120 0
P4 30000 0 180 0 180 0 180 0 180 0 180 0
Totals || 80000 223 1894 206 | 2468 214 | 2557 214 | 10282 220 | 5047 218
DL CcpP SB DB CDB
Phaseﬂ cCC A CC Al CC A CcC A CcCC A
h I 83 177 1200 205 99 183 | 278 193 266 193
i 11372 42 900 9 60 0 64 6 60 0
b3 120 0 1200 2 292 16 152 3 236 9
b4 180 0 | 13800 1 180 0 180 0 180 0
Totals || 11755 219 | 17100 217 | 631 199 | 674 202 742 202
Table A.4: B04 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase CC A CC A CC Al CC A CC Al CC A
h 10000 228 1132 228 | 1143 228 | 1231 228 | 10283 228 | 4902 228
¢ 20000 7 60 0 60 0 60 0 60 0 60 0
b3 20000 18 720 23 960 23 | 960 23 272 6 | 1980 23
b4 30000 6 180 0 180 0 180 0 180 0} 180 0
Totals | 80000 259 2092 251 | 2343 251 ] 2431 251 | 10795 234 | 7122 251
DL CcpP SB DB CDB
Phase | CC A CC A CC A CC A CC A
h 194 223 1200 228 104 214 289 224 276 224
$2 60 0 5100 7 148 8 60 0 60 0
d3 4884 29 1500 17 376 10 216 9 228 9
P4 180 0 3000 1 180 0 180 0 180 0
Totals 5318 252 | 10800 253 808 232 745 233 744 233

Table A.5: B05 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase CC A CC Al CC A CcC A CC Al CC A
3] 10000 190 732 183 | 751 183 831 183 | 8569 190 | 4042 188
@2 20000 16 60 0 60 0 60 0 60 0 60 0
P3 20000 4| 268 9| 416 9 368 9 48 1| 336 4
P4 30000 0 180 0 180 0 180 0 48 1 180 0
Totals || 80000 210 | 1240 192 | 1407 192 | 1439 192 | 8725 192 | 4618 192
DL CP SB DB CDB
Phase H CC A CC A|] CC A CC A CC A
" [ 114 183 900 183 101 183 224 183 224 183
D) 60 0] 900 i2 60 0 60 0 60 0
¢3 6756 21 | 1200 1 332 9 244 9 244 9
P4 180 0 { 1500 8 180 0 180 0 180 0
Totals 7110 204 | 4500 204 | 673 192 708 192 708 192
Table A.6: B06 Model: Stopping Rules Comparisons
Orig HW1 HW?2 BM SS1 SS2
Phase CC A CC A| CC A CC A CC Al CC A
é1 10000 192 698 183 718 183 797 183 | 8659 192 | 4128 192
@2 20000 15 366 12 426 12 464 12 136 3 252 3
¢3 20000 3 120 0 120 0 120 0 120 0 184 2
Pa 30000 0 138 1| 2640 9 240 1 48 1 96 1
Totals || 80000 210 | 1322 196 | 3904 204 | 1621 196 | 8963 196 | 4660 198
DL Ccp SB DB CDB
Phase L CC A| CC A CC Al cCc A}l cCc a
3] 114 183 900 183 101 183 218 183 219 183
P2 766 12 900 12 176 10 166 10 176 10
b3 120 0 | 1200 1 332 2 140 2 156 2
b4 132 1| 1500 8 180 0 180 0 180 0
Totals " 1132 196 | 4500 204 | 789 195 704 195 731 195

Table A.7: B07 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 §S2
Phase || CC Al CcCC Al CcC Al cCc A CC Al CcCc A
h 10000 268 | 1032 263 | 1045 263 | 1131 263 | 12087 268 | 5762 268
b2 20000 5 60 0 60 0 60 0 60 0 60 0
d3 20000 1 120 0 120 0 120 0 120 0 120 0
D4 30000 0 180 0 180 0 972 10 180 0 180 0
Totals || 80000 274 | 1392 263 | 1405 263 | 2283 273 | 12447 268 | 6122 268
DL CP SB DB CDB
Phase CC Al CC A| CC A}l CcC A cC A
" 63 236 | 1200 263 109 244 239 253 233 253
Pa 6918 36 | 1800 8 168 3 60 0 60 0
$3 120 0] 1200 1 352 9 120 0 120 0
P4 1326 1 | 5400 1} 1620 17 | 1614 20 1416 20
Totals 8427 273 | 9600 273 | 2249 273 | 2033 273 1829 273
Table A.8: B08 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 $S2
Phase CcC A CcC A CC A CC A CcC A] CC A
N 10000 228 | 1032 226 | 1045 226 | 1338 227 | 10283 228 | 4902 228
b2 20000 7 60 0 60 0 60 0 60 0 60 0
é3 20000 18 240 8 768 25 892 24 272 6 | 1980 23
Pq 30000 7 180 0 180 0 180 0 180 0 180 0
Totals {| 80000 260 [ 1512 234 | 2053 251 | 2470 251 | 10795 234 | 7122 251
DL Ccp SB DB CDB
Phase CC A| CC A| CcC A CcC A cCC A
h 200 223 | 1500 227 105 214 278 224 267 224
@ 60 0] 2100 1 148 8 60 0 60 0
P3 4884 29 | 1200 23 | 376 10 216 9 228 9
Pa 180 0 | 3000 2 180 0 180 0 180 0
Totals 5324 252 1 7800 253 809 232 734 233 735 233

Table A.9: B09 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase ]| CC A CC A CC _A| cCcC Al cc Al cc A
N 10000 196 | 732 183 751 183 | 831 183 | 8840 196 | 4128 192
¢ 20000 11| 366 121 426 12| 464 12 60 0| 252 3
P3 20000 3 120 0| 120 0 120 0 120 0| 184 2
N 30000 0| 270 9| 414 91| 366 9 48 1 96 1
Totals || 80000 210 { 1488 204 | 1711 204 | 1781 204 | 9068 197 | 4660 198
DL cp SB DB CDB
Phase CC Al CC Al CC A| CC Al CC A
b1 113 183 | 900 183 | 101 183 | 224 183 224 183
b2 o568 12 900 12 170 11| 178 11 186 11
é3 120 0| 1200 2| 332 1 96 1 116 1
P4 114 111200 11 | 1578 13| 990 13 714 13
Totals 915 196 | 4200 208 | 2181 208 { 1488 208 | 1240 208
Table A.10: B10 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 S§S2
Phase LCC A CC A|] CC A| CC A CC Al CC A
N T 10000 220 1298 205 | 1308 205 | 1397 205 9922 220 | 4687 218
P2 20000 1 60 0 60 0 60 0 60 0 60 0
é3 20000 2 356 1| 920 9 920 9 120 0 120 0
¢4 30000 0 180 0| 180 0| 180 0 180 0 180 0
Totals || 80000 223 | 1894 206 | 2468 214 | 2557 214 | 10282 220 | 5047 218
DL cp SB DB CDB
Phase CC A CC A|l CC A| cCc A cC A
h 83 177 | 1200 205 99 183 | 278 193 266 193
¢2 11372 42 900 9 60 0 64 6 60 0
¢3 120 0 1200 2| 292 16 | 152 3 236 9
b4 180 0 | 13800 1 180 0| 180 0 180 0
Totals || 11755 219 | 17100 217 | 631 199 | 674 202 742 202

Table A.11: B11 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase || CC A CC A| cC A} cCc A CC A} CC A
h 10000 228 | 1065 226 | 1077 226 | 1330 227 | 10283 228 | 4902 228
b2 20000 7 60 0 60 0 60 0 60 0 60 0
&3 20000 18 240 8 768 25 892 24 272 6 | 1980 23
P4 30000 6 180 0 180 0 180 0 180 0 180 0
Totals || 80000 259 | 1545 234 | 2085 251 | 2462 251 | 10795 234 | 7122 251
DL cp SB DB CDB
Phase || CC A CC A CC A cCcCc A CC A
3 194 223 | 1500 227 | 104 214 289 224 276 224
@2 60 0 | 1200 1 148 8 60 0 60 0
P3 4884 29 11200 23| 376 10 216 9 228 9
b4 180 0 | 3000 2 180 0 180 0 180 0
Totals 5318 252 | 6900 253 | 808 232 745 233 744 233
Table A.12: B12 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase CC A CC Al CC A CC A CC A CC A
N 10000 245 1532 244 | 1540 244 | 1631 244 | 11049 245 | 5268 245
) 20000 8 60 0] 60 0 60 0 60 0 60 0
é3 20000 0 120 0 120 0 120 0 120 0 120 0
b4 30000 4 180 0 180 0 180 0 138 3 264 3
Totals || 80000 257 1892 244 | 1900 244 | 1991 244 | 11367 248 | 5712 248
DL CcP SB DB CDB
Phase | CC A CC Al CC A CC A CC A
b1 520 242 900 242 100 212 357 239 330 239
b2 738 3 900 3 60 0 118 5 134 5
b3 120 0 1800 3| 376 27 80 1 104 1
P4 240 3 | 17400 5 | 1446 6 180 0 180 0
Totals 1618 248 | 21000 253 | 1982 245 | 735 245 748 245

Table A.13: B14 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM Ss1 SS2
Phase " CC A CC A| CC Al CC A CC A| CC A
1 10000 351 | 1532 350 { 1540 350 | 1631 350 { 15830 351 | 7546 351
b2 20000 13 60 0 60 0 60 0 60 0 60 0
b3 20000 34| 120 0| 120 0 120 0 120 0| 120 0
Pa 30000 17| 180 0] 180 0} 180 0 180 0 180 0
Totals || 80000 415 | 1892 350 | 1900 350 | 1991 350 | 16190 351 | 7906 351
DL CcpP SB DB CDB
Phase ” CC A| CC A| CC Al CC A CC A
& 146 338 | 900 340} 112 336 { 400 340 376 340
b2 60 0] 1500 20 60 0 60 0 60 0
3 79796 80 | 3600 6 324 10| 248 8 248 8
b4 0 013000 17 {1584 18 |1590 16 | 1326 16
Totals || 80002 418 [ 9000 383 | 2080 364 | 2298 364 | 2010 364

Table A.14: B15 Model: Stopping Rules Comparisons
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Appendix B

STOPPING RULES EXPERIMENTS (800K SETUP)

Orig HW1 HW2 BM Ss1 SS2
Phase || CC A CC A CC A CC A| CC A| CC A
] 283 524 283 524 283 524 283 524 ( 283 524 | 283 524
b2 350000 41| 5334 16| 5635 16| 6335 16 | 1267 14 | 2975 15
é3 40000 5| 1200 0} 5244 7] 1200 0 | 1200 0| 1200 0
b4 100000 71 1334 1]11380 10| 11382 17| 300 1] 472 1
b5 50000 1 300 0 300 0 300 0| 300 0| 300 0
Totals || 540283 578 | 8451 541 | 22842 557 | 19500 557 | 3350 539 | 5230 540
DL cp SB DB CDB
Phase CC A CcC A CC A CC A|] CC A
L3} 283 524 283 524 283 524 283 524 | 283 524
b2 2114 14| 9002 16 35 12 819 14| 945 14
b3 1200 0| 15000 10 | 1200 0| 1200 0 | 2024 4
P4 536686 42 | 12000 8| 3122 9 594 1| 854 3
&s 0 0| 9000 3 300 0 300 0| 300 0

Totals || 540283 580 | 45285 561 | 5640 545 | 3196 539 | 4406 545

Table B.1: Sys7 Model: Stopping Rules Comparisons

Reproduced with permission of the copyright owner. Further reproduction prohibited without permission.



Orig HW1 HW?2 BM SS1 SS2
Phase CC A CC A CC A CC A CC A CC A
P " 1500 42 1500 42 1500 42 1500 42 | 1500 42 1500 42
@2 100000 98 7331 34 7518 34| 10137 39| 2986 33 4196 33
o3 200000 26 4998 25 5330 25| 8432 29 362 4 | 19518 52
b4 200000 15 1336 2 7840 31 2996 5 316 5 1200 0
¢5 300000 3 1800 0 1800 0] 2334 2| 726 8 1800 0
Totals || 801500 184 | 16965 103 | 23988 132 | 25399 117 | 5890 92 | 28214 127
DL cp SB DB CDB
Phase CC A CC A CC A CC Al CC A
38 1500 42 1500 42 1500 42 1500 42 | 1500 42
@2 4719 33 | 15000 40 727 25 1068 31| 1177 31
@3 0 0 | 15000 45 1538 20 898 10 994 8
P4 0 0 | 27000 30 3204 8 976 4 | 1176 4
s 0 0| 12000 1 1800 0} 1800 011572 2
Totals 6219 75 | 70500 158 8769 95 | 6242 87 | 6419 87
Table B.2: 8251 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase |[ CC A CcC A CC A CC A CcC A CC A
3] 100000 211 | 15331 182 | 15406 182 ( 16329 182 | 16465 182 7202 171
&2 200000 6 600 0 600 0 600 0 600 0 600 0
@3 200000 2 1668 4 | 15540 9 | 16496 9 364 4 672 4
Ps 300000 0 1800 0 1800 0 1800 0 1800 0 1800 0
Totals || 800000 219 { 19399 186 | 33346 191 | 35225 191 | 19229 186 | 10274 175
DL CcP SB DB CDB
Phase CC A CC A CC A CC A CC A
" 225 121 | 33000 195 749 122 1274 122 1388 126
@2 492 1 | 15000 3 1964 15 692 5 692 3
@3 799284 91 | 12000 53 3036 10 828 4 1028 4
b4 0 0 | 12000 2 1800 0] 1602 4 1380 4
Totals || 800001 213 | 72000 205 7549 147 | 4396 135 4488 137

Table B.3: BO1 Model: Stopping Rules Comparisons
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Orig HW1 HW?2 BM SS1 §S2
Phase || CC A CC A CC A CcC A CC A CC A
61 100000 225 | 17664 221 | 17728 221 | 18662 221 | 19993 221 | 9265 220
&2 200000 0 600 0 600 0 600 0 600 0 600 0
é3 200000 0 1844 2 | 781672 2| 3224 2 464 2 464 2
A 300000 2 1800 0 0 0| 1800 0| 1800 0| 1800 0
Totals || 800000 227 | 21908 223 | 800000 223 | 24286 223 | 22857 223 | 12129 222
DL CP SB DB CDB
Phase | CC A cCC A CC _A| ccC A] cc A
é1 || 241 192 ] 12000 220 758 205 | 2671 216 | 2468 216
d2 14212 27 | 12000 1 1668 9 600 0 600 0
¢3 4392 2 9000 2 3348 2 804 2 752 2
b4 1800 0 | 767004 4 1800 0| 1800 0| 1800 0
Totals || 20645 221 | 800004 227 7574 216 | 5875 218 | 5620 218
Table B.4: B04 Model: Stopping Rules Comparisons
Orig HW1 HW?2 BM SS1 Ss2
Phase cC A CC A CC A CC A CC A cCC A
R 100000 228 [ 11331 228 | 11438 228 | 12329 228 | 20626 228 | 9602 228
¢2 200000 25 600 0 600 0 600 0 600 0 600 0
¢3 200000 14| 3948 24 | 4832 24| 5132 24| 2084 23| 4204 24
b4 300000 7| 1800 0| 1800 0| 1800 0| 1800 0| 1800 0
Totals || 800000 274 | 17679 252 | 18670 252 | 19861 252 | 25110 251 | 16206 252
DL CP SB DB CDB
Phase | CC A CC A cCC A CC A CC A
b1 223 223 | 9000 228 766 227 | 2227 228 | 2192 228
b2 799778 44 | 15000 7 600 0 600 0 600 0
é3 0 012000 18| 3016 25| 1724 23 1748 23
P4 0 0 | 21000 6 | 1800 0| 1800 0] 1800 0
Totals || 800001 267 | 57000 259 | 6182 252 | 6351 251 | 6340 251

Table B.5: B05 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase " CC A CC A CcC A CC A CcC A CC A
H 100000 198 8664 190 | 8814 190 | 9662 190 | 17370 192 | 8002 190
b2 200000 11 3332 11| 4078 11| 4330 11 300 3 850 5
é3 200000 2 1200 0| 1200 0| 1200 0 456 1 456 1
Pa 300000 0 2574 6 | 33984 8| 4122 6 546 6 | 2052 8
Totals || 800000 211 | 15770 207 | 48076 209 | 19314 207 | 18672 202 | 11360 204

DL Ccp SB DB CDB
Phase " CC A CC A CC A CC A CC A
h 130 183 | 12000 190 760 183 | 1497 183 | 1581 183
P2 21082 23| 12000 16} 1660 13 | 1384 13| 1498 13
b3 1200 0| 15000 4| 3344 7 796 1 744 1

b4 38166 3 | 761004 0 | 15096 6| 4824 10| 4014 10
Totals | 60578 209 | 800004 210 | 20860 209 | 8501 207 | 7837 207

Table B.6: B06 Model: Stopping Rules Comparisons

Orig HW1 HW2 BM SS1 SS2
Phase CC A CC A CC A CC A CC A CC A

H 100000 203 8997 192 9140 192 | 9995 192 | 17370 192 | 8086 192
b2 200000 7 2798 9 5632 10| 5636 10 300 3 512 3
b3 200000 1 1200 0 1200 0| 1200 0 456 1 456
Pa 300000 0 2574 6 | 784032 8 | 4110 6 546 6 | 1482 8

[N

Totals [{ 800000 211 | 15569 207 | 800004 210 | 20941 208 | 18672 202 | 10536 204

DL cp SB DB CDB
Phase ” CC A CC A CC A CC A cCC A

h 130 183 9000 192 760 183 | 1431 183 | 1525 183

b2 928 12| 12000 15 1476 13 | 1308 13| 1396 13
é3 34272 15| 15000 3 3344 9 796 1 744 1
?4 1800 0 | 764004 0 1800 0f 4824 10| 4014 10

Totals || 37130 210 | 800004 210 7380 205 | 8359 207 | 7679 207

Table B.7: B07 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 Ss2
Phase || CC A CC A CC A cC A CC A CC A

31 100000 277 | 11664 268 | 11768 268 | 12662 268 | 24516 271 | 11286 268

b2 200000 0 2388 4 | 13004 5| 3410 4 600 0 358 1
3 200000 0 1656 1] 1200 0| 2892 1| 1200 0 416 2
P4 300000 0 1800 0| 1800 0| 1800 0| 1800 0 540 3

Totals || 800000 277 | 17508 273 | 27772 273 | 20764 273 | 28116 271 | 12600 274

DL CcP SB DB CDB
Phase " cC A CC A CC A CC A CC A

h 71 236 9000 268 774 263 | 1983 263 | 1975 263

b2 8562 36 9000 5| 1670 8 882 6| 1082 6
@3 1200 0| 15000 1| 3300 1 760 1 708 1
P4 1800 0 | 767004 1 | 14688 1| 2976 3| 2634 3

Totals 11633 272 | 800004 275 | 20432 273 | 6601 273 | 6399 273

Table B.8: B0O8 Model: Stopping Rules Comparisons

Orig HW1 HW2 BM SS1 Ss2 .
Phase cCC A CC A CC A CC A CC A CC A

1 100000 228 | 10997 228 | 11108 228 | 11995 228 | 20626 228 | 9602 228
b2 200000 20 600 0 600 0 600 0 600 0 600 0
3 200000 19| 3948 24 4832 24| 5132 24| 2084 23| 4204 24
Pa 300000 7| 1800 0| 1800 0| 1800 0| 1800 0] 1800 0
Totals {| 800000 274 | 17345 252 | 18340 252 | 19527 252 | 25110 251 | 16206 252

DL cp SB DB CDB
Phase cCC A CC A CC A CcC A CC A
h 229 223 | 9000 228 767 224 | 2092 227 | 2076 227
¢2 799772 43 | 18000 7| 1868 4 600 0 600 0
&3 0 012000 18| 3016 24| 1964 24| 1952 24
P4 0 0 | 12000 2| 1800 0] 1800 0| 1800 0
Totals || 800001 266 | 51000 255 | 7451 252 | 6456 251 | 6428 251

Table B.9: B09 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase || CC A CC A cCcC A cCC A cC A cCC A
3 100000 204 9997 196 10122 196 | 10995 196 | 17732 196 { 8086 192
b2 200000 5 600 0 600 0 600 0 600 0 512 3
@3 200000 2 2664 9 4156 9| 3664 9 436 1 436 1
P4 300000 0 1668 4| 785124 5| 2664 4 636 71 2220 12
Totals || 800000 211 14929 209 { 800002 210 | 17923 209 | 19404 204 | 11254 208
DL CcpP SB DB CDB
Phase " CC A CC A CC A CC A CC A
&1 130 183 12000 196 760 183 1497 183 1581 183
P2 684 12 9000 10 1470 13 1314 13 1404 13
¢3 30056 15 15000 4 2912 9 1332 2 1304 2
P4 1800 0 | 764004 0 14568 3 5838 11 4860 11
Totals 32670 210 | 800004 210 | 19710 210 | 9981 209 | 9149 209
Table B.10: B10 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase CC A CC A cC A CcC A cC A cCC A
o1 100000 225 17664 221 17728 221 | 18662 221 | 19993 221 9265 220
i/ 200000 0 600 0 600 0 600 0 600 0 600 0
o3 200000 0 1844 2 | 390836 2 3224 2 464 2 464 2
b4 300000 2 1800 0 0 0 1800 0| 1800 0 1800 0
Totals || 800000 227 21908 223 | 409164 223 | 24286 223 | 22857 223 | 12129 222
DL Ccp SB DB CDB
Phase CcC A CcC A cC A cCC A cCC A
1 241 192 12000 220 758 205 2671 216 | 2468 216
b2 14212 27 12000 1 1668 9 600 0 600 0
@3 4392 2 9000 2 3348 2 804 2 752 2
N 1800 0 | 767004 4 1800 0 1800 0| 1800 0
Totals 20645 221 | 800004 227 7574 216 | 5875 218 | 5620 218

Table B.11: B11 Model:
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Orig HW1 HW2 BM SS1 SS2
Phase || CC A CC A CC A cCC A cC A CC A
&1 100000 228 | 11331 228 | 11438 228 | 12329 228 | 20626 228 | 9602 228
@2 200000 23 600 0 600 0 600 0 600 0 600 0
o3 200000 16 3948 24 | 4832 24 | 5132 24 2084 23 | 4204 24
P4 300000 7 1800 0 1800 0} 1800 0 1800 01 1800 0
Totals || 800000 274 [ 17679 252 | 18670 252 | 19861 252 | 25110 251 | 16206 252
DL CcpP SB DB CDB
Phase CC A CC A CC A CC A CC A
N 223 223 9000 228 766 224 | 2174 228 2137 228
b9 799778 44 | 15000 71 1770 4 600 0 600 0
é3 0 0 | 12000 18 3016 24 1724 23 1748 23
ba 0 0 | 21000 6 1800 01| 1800 0 1800 0
Totals || 800001 267 | 57000 259 7352 252 | 6298 251 6285 251
Table B.12: B12 Model: Stopping Rules Comparisons
Orig HW1 HW2 BM SS1 SS2
Phase CC A CC A CC A CC A CC A CC A
b1 100000 253 | 16331 248 | 16401 248 | 17329 248 | 22436 248 | 10318 245
P2 200000 0 600 0 600 0 600 0 600 0 600 0
b3 200000 8 1200 0 1200 0 1200 0 1200 0 864 2
P4 300000 0 1800 0 1800 0 1800 0 1800 0 300 1
Totals || 800000 261 | 19931 248 | 20001 248 | 20929 248 | 26036 248 | 12082 248
DL CcpP SB DB CDB
Phase CC A CC A CC A CC A CC A
@1 603 242 9000 245 762 242 | 2956 244 2808 244
¢2 2928 3 | 18000 3 1482 3 236 1 692 1
é3 8040 3 | 42000 5| 3752 3 1484 3 1388 3
P4 1800 0 | 30000 4 1800 0 1800 0 1800 0
Totals 13371 248 | 99000 257 | 7796 248 | 6476 248 6688 248

Table B.13: B14 Model: Stopping Rules Comparisons
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Orig HW1 HW2 BM SS1 SS2
Phase CC A CC A cCC A CC A CC A CC A
o1 100000 352 | 15664 351 | 15737 351 | 16662 351 | 31844 352 | 14781 351
&2 200000 19| 3332 9| 4078 9 4330 9 600 0 324 1
&3 200000 59 | 1200 0| 1200 0] 1200 0 996 11| 1872 10
P4 300000 13| 3792 21| 4638 21| 4926 21 | 1278 1 408 1
Totals ([ 800000 443 | 23988 381 | 25653 381 | 27118 381 | 34718 364 | 17385 363
DL CP SB DB CDB
Phase CC A CC A CC A CC A CC A
1 167 338 | 9000 351 779 340 | 2967 350 | 2819 350
P2 11714 25| 12000 12| 1578 20| 1140 10| 1198 10
&3 1200 0 (12000 20| 1200 0| 1200 0| 1200 0
P4 786924 82 | 21000 26 | 14856 49 | 9510 23| 7800 23
Totals || 800005 445 | 54000 409 | 18413 409 | 14817 383 | 13017 383

Table B.14: B15 Model: Stopping Rules Comparisons
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Appendix C

FIGURE OF MERIT EXPERIMENTS (80K SETUP)
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Appendix D

FIGURE OF MERIT EXPERIMENTS (800K SETUP)
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Appendix E

DEGREE OF INEFFICIENCY

Model Orig SS1 Ss2 HW1 HW2 BM DL CP DB SB CDB
Sys?7 3774.25 244.36 97.35 17.78 449.09 27.83 27.83 158.51 12.98 59.98 12.13

8251 3889.57 415.62 161.84 52.00 48.82 53.27 493.25 768.47 6.93 16.74 10.33
BO1 3889.94 51247 272.53 21.03 33.58 37.98 179.02 449.81 13.28 19.74 13.23
B04 3890.11 406.36 201.01 32.11 40.46 42.06 272.28 141.78 5.51 3.76 5.51
BO0S5 3900.68 411.05 187.01 29.00 122.55 43.95 19.50 152.35 2.55 6.80 3.90
B06 3906.30 548.92 232.67 13.06 13.71 23.83 331.03 389.68 11.33 22.13 1.13
BO7 3887.44 513.28 273.34 49.13 19.89 40.74 180.13 300.62 13.54 20.60 13.59
BO8 3929.12 440.29 215.45 30.18 41.33 44.83 37.09 148.01 12.41 47.06 0.01
B09 3889.57 415.62 161.84 52.00 48.82 53.27 493.25 768.47 6.93 16.74 10.33
B10 3890.03 512.56 272.62 50.06 20.77 39.62 179.10 254.89 13.37 19.83 13.32
Bll1 3933.54 524.45 241.70 60.73 61.13 65.68 37.00 993.57 0.37 62.72 1.02
B12 3792.55 738.22 324.02 25.45 25.85 30.40 3786.27 310.63 15.96 5.06 1.56
B14 3569.61 82.68 110.33 29.19 36.04 32.73 195.67 211.32 31.68 28.65 53.26
B15 2630.66 22.60 60.17 17.00 19.10 21.90 32.40 266.39 0.49 5.39 0.79

Average 3769.53 413.46 200.85 34.19 70.08 39.86 447.42 379.61 10.52 23.94 10.01

Degree of Inefficiency for the 80k-Setup

Model Orig SS1 S$S2 HW1 HW2 BM DL CcpP DB SB CDB
Sys7 3838.08 22.70 741 23.55 79.88 89.27 3854.17 235.61 85.26 68.85 80.36
8251 3938.09 68.31 18.66 63.57 3954.03 75.46 65.22 3938.11 3.32 19.79 2.05
BO1 3896.94 98.65 50.81 58.18 63.13 69.09 3920.12 231.61 4.85 0.69 4.80
B04 3943.35 76.71 31.26 39.97 192.61 57.69 255.12  3947.81 3.63 56.53 0.31
B05 3944.13 77.49 27.92 39.75 3948.59 62.17 134.22  3948.59 3.70 7.70 0.30
BO06 3954.59 115.44 27.73 55.64 106.96 71.92 29.65 3961.37 1.11 70.26 0.10
B0O7 3892.61 94.32 46.49 52.19 57.16 63.10 3919.11 210.53 1.05 2.72 0.91
B08 3945.46 73.59 15.06 28.99 3949.92 43.96 113.26  3949.93 4.25 48.46 0.09
B09 3938.09 68.31 18.66 63.57 1999.85 75.46 65.22 3938.11 3.32 19.79 2.05
B10 3893.64 95.35 47.51 54.88 59.83 65.79 3916.82 228.31 1.29 3.24 1.22
Bl1 3935.32 98.08 28.31 67.56 67.91 72.55 34.76 440.35 0.28 6.88 1.34

B12 3835.97 177.64 93.11 87.82 96.15 103.47 3831.74 178.31 37.71 0.38 28.71
B1l4 3654.39 120.79 63.32 123.02 18.04 97.56 204.56 124.99 146.70 120.69 147.58
B15 2625.74 7.06 14.77 29.18 74.06 57.35 2622.35 179.50 6.29 7.86 2.19

Average 3802.60 85.32 35.07 56.28 1047.72 71.77 1640.45  1822.37 21.63 30.99 19.43

Degree of Inefficiency for the 800k-Setup
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Appendix F

INTERRUPTION PREDICTION ERROR VS WINDOW SIZE
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Figure F.1: Interruption Error for B0l
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