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Federated learning-based solutions enable multiple organizations to build a machine learning model using the collective
knowledge of the organizations without exchanging the sensitive raw data of any participant.The key roadblock for widespread
adoption is the possibility of training data leakage in federated learning models, which have been reported in federated
learning models for image processing, natural language processing, and tabular data. However, the impact and feasibility of
such privacy leakage attacks on federated learning-based intrusion detection systems (IDS) remains largely unexplored.

In this work, for the first time, we focus on the problem of training data privacy in federated learning-based network
IDS by exploring the implementations, techniques, and limitations of existing federated IDS solutions. First, we provide a
systematic study of the landscape of machine learning-based network IDS and federated learning-based network IDS. Second,
we demonstrate that data leakage attacks on federated learning-based IDS are yet to be explored to the full extent by the
research community. Finally, we describe the existing defenses against such attacks and suggest the possibility of using these
approaches for federated network IDS in the future.
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1 Introduction
Network threats are increasing at a rapid rate [59] each year, and as a result, organizations are suffering severe
financial losses and operational disruptions [24]. Intrusion Detection Systems (IDS), which use signature-
based, anomaly-based, and of late, machine learning-based techniques, have proven to be effective first line of
defenses. Due to the rapid advancements in AI, there has been remarkable progress in machine learning-based
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IDS [12, 26, 60, 63, 76, 80, 94] and they are well positioned to become the de-facto network defenses in the future.
The use of machine learning for security is likely to increase in the future as the attacks become more complex
and generate more data, which require deeper analysis and real-time decision making.

Machine learning IDS solutions are very effective against recognized network threats, and variants of known
attacks, but are generally ineffective against unseen attacks. To protect against emerging and unseen threats, it is
critical and necessary for organizations to be willing to share their network attack intelligence with their peers on
a regular basis. But data confidentiality is a major roadblock as network intelligence sharing involves revealing
the detailed attack data [33], such as the systems affected and services disrupted, which are confidential to an
organization and its operations. These critical requirements have led to the development of privacy-preserving
threat intelligence sharing techniques and platforms.

Privacy-Preserving Threat Intelligence Sharing. Several approaches have been described to address the privacy-
preserving sharing of network threat intelligence. Researchers have proposed cryptographic methods to solve the
problem of secure data sharing. These include homomorphic encryption [1], data anonymization [8], Differential
Privacy (DP) [19, 99], secure multi-party computation [52, 102], and privacy-preserving machine learning
[58, 62, 68, 75]. However, these techniques impose significant setup overhead, introduce key management, and
scalability challenges.TheNational Institute of Standards and Technology (NIST) describes the guidelines for
sharing threat intelligence information in NIST SP 800-150 [36]. Personally Identifiable Information (PII),
Controlled Unclassified Information, government classified information, and company proprietary information
can be leaked through network threat intelligence sharing. Moreover, leaking such sensitive information without
consent may impact laws, such as, including General Data Protection Regulation, and Gramm-Leach-Bliley Act.
The European Network and Information Security Agency published documents [16, 22] in an attempt to collate the
various forms of Cyber Threat Intelligence sharing and summarize the various alert formats and standardization
efforts.

Federated Learning (FL) and Shared IDS. FL [58], where each party trains on its own data and shares only the
trained neural network parameters, can be used to provide a more robust model that can detect various types of
attacks [41]. However, the confidentiality claims of FL methods have been challenged by targeted attacks [107]
that have successfully extracted training data in applications like image processing and tabular data. While there
are no reported attacks against FL-Based IDS (FIDS), there is need for deeper analysis and research on this
aspect.

In our work, for the first time, we focus on the confidentiality of training data of FIDS and provide a deep dive
into the possibility and severity of such attacks. We begin by providing a systematic study of the landscape of
machine learning-based network IDS and FL-based network IDS. We clearly highlight the differences among the
various techniques such as privacy preserving machine learning, collaborative IDS, and federated IDS. Next, we
demonstrate that data leakage attacks on FL-based IDS are yet to be explored to their full extent by the research
community and we describe a systems engineering approach to characterize and quantify the possible attacks. We
analyze the possible attacks and respective defenses using the IEC 60812 Failure Modes Effects and Criticality
Analysis (FMECA) standard, we provide a quantifiable method for understanding the confidentiality threats
and the effectiveness of the defenses against such threats. Finally, based on existing FL defense frameworks, we
describe possible defenses against such attacks in various data domains and suggest that some of these approaches
may be suitable for federated network IDS in the future.
Organization. The rest of the article is organized as follows. In Section 2, we provide a technical overview

of machine learning-based network IDS. In Section 3, we describe the attempts to share intelligence using
privacy-preserving machine learning techniques. In Section 4, we describe existing FIDS methods and a brief
systematization of the research in this area by comparing them based on the attacks possible, the defenses used,
and the general challenges faced by the respective techniques. In Section 5, we describe our threat analysis
approach for the attacks against FIDS using the FMECA approach as well as some general data privacy attacks
that are possible on FIDS like data leakage during transfer and their expected severity. In Section 6, we describe
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the targeted attacks against FIDS and their severity. In Section 7, we summarize the possible defenses and evaluate
their effectiveness for FIDS using the FMECA method. In Section 8, we provide concluding remarks on privacy
attacks on FIDS and highlight the future work possible in this space. Appendix A (Table A1) lists expansions of
some important acronyms used in the article.

2 Machine Learning-Based Network IDS
In this section, we present a systematic study of machine learning-based network IDS. First, we describe our data
collection methodology in selecting the appropriate papers to include. Second, we describe centralized machine
learning-based IDS, and finally, we discuss Collaborative IDS (CIDS).

2.1 Data Collection Methodology
We reviewed publications on the specific topics of FL and intrusion detection, as well as potential leaks and
attacks on Deep Neural Networks (DNNs), and the challenges of collaborating and sharing network attack
data. Only papers that had recently been published in top peer-reviewed conferences and journals were taken
into account. The keywords used for this process include “machine learning based intrusion detection systems,”
“machine learning based IDS,” “machine learning based network intrusion detection systems,” “federated learning
based intrusion detection systems,” “collaborative intrusion detection systems,” “sharing network attack data,”
“sharing threat intelligence,” “attacks on federated learning based intrusion detection systems,” “attacks on
machine learning based intrusion detection systems,” “survey of federated learning models,” and “survey of
machine learning based intrusion detection models.” Databases including Google scholar, IEEE Explore, Elsevier,
and Springer were considered.

We then examined the identified publications to determine the extent to which they address the attacks,
defenses, and challenges we identified. The keywords used for this process include “defenses against training
data leakage,” “attacks and defenses on federated learning,” “attacks and defenses on privacy-preserving deep
learning,” “defenses against deep gradient leakage,” “defenses against gradient-inversion,” “adversarial attacks on
federated learning,” “training data leakage in deep learning models,” “survey of attacks on federated learning
models,” and “survey of defenses for federated learning models.” A general finding of our analysis is that the topic
of FL is becoming increasingly prominent. Its use in the field of network security and threat intelligence is also
being increasingly researched, but real-world applications using FL are lacking. The topic we examined, namely
the threat to privacy in the context of FIDS, is only being actively addressed by a small community of researchers.

Machine learning techniques for intrusion detection thrive on the premise that attack data exhibits familiar
patterns, and by learning the previous patterns, one may identify new attacks that exhibit similar patterns. The
key goal of these techniques is to train a machine learning model to (a) distinguish between benign traffic and
malicious traffic and/or (b) distinguish among multiple types of attacks.

Machine learning-based network IDS can be classified broadly into two categories based on their training
model and decision-making approach. First, in centralized machine learning techniques the training data is
available with a single centralized entity who is in charge of training the machine learning model and deploying
the intrusion detection system. Second, in collaborative techniques multiple parties might engage in both the
training process and the decision making process. We will provide a detailed technical overview of both these
categories in the following sections.

2.2 Centralized Machine Learning-Based IDS
Under the centralized categorization, several prominently recognized solutions [12, 26, 60, 63, 76, 94] have pro-
posed amultitude of excellentmachine learning-based techniques, primarily for anomaly detection.These solutions
may be differentiated into (a) closed-world and (b) open-world solutions. Loosely speaking, a “closed-world”
solution is a machine learning solution that exhibits the following solution template.

Digital Threats: Research and Practice, Vol. 7, No. 3, Article 17. Publication date: August 2026.



17:4 • E. Schneider et al.

(1) The data necessary to train the machine learning model is collected by security experts over a period
of time and are labeled appropriately. Clearly, this process is cumbersome, expensive, and requires the
availability of expert personnel on the premises.

(2) The next phase is to design a suitable machine learning model and train the model following best practices.
The best practices include prevention of bias in data processing, avoiding over-fitting, and parameter tuning
using various optimization techniques.

(3) The trained model is then deployed on a suitable computing platform that monitors the incoming and
outgoing traffic. The configuration of such a platform depends on the nature of machine learning model,
the required traffic flow rates, and the volume of attacks that may be possible.

Therefore, the closed-world framework solutions are subject to several constraints, and their deployment requires
the utmost care. The limitations of the closed-world centralized IDS were exposed by Sommer and Paxson [80]
and Mirsky et al. [60], who showed that centralized IDS were already prevalent in academic and industry circles.

Besides the different data sources and quality, a typical and challenging open world requirement is to transform
IDS into intrusion prevention systems. This means not only detecting possible attacks or anomalies in a dataset,
but also deciding whether a packet or flow is to be blocked immediately to prevent an attack. Compared to
backward post-communication analysis, this is much more challenging. Unfortunately, the data and evaluations
in many publications are not comparable, making benchmarking difficult. This makes it all the more difficult to
assess when or whether a model is capable of correctly classifying incoming packets. However, this is crucial for
genuine open world use in reality.

Sommer and Paxson [80] provide analytical and qualitative arguments regarding this premise and how it
has hindered the real-world deployment of network intrusion detection. This work is a landmark report on the
development and effectiveness of IDS in the real-world. They highlight several important facets of intrusion
detection including high cost of errors, lack of training data, semantic gap between results and their operational
interpretation. One of the key aspects they mention is the lack of real data in evaluating an IDS that is built in a
laboratory setting, which is termed as “closed-world” settings. Such a system should be tested on multiple datasets
that fall outside the local context of the laboratory setting and as a result is more likely to adapt to different
attacks and variations of attacks. Note that, by definition and design, these systems are naturally unsuitable
for detecting new or unknown attacks that exhibit little or no similarity with currently known attack patterns.
Furthermore, the real-time effectiveness of the machine learning model is of paramount importance. Similar
to product reviews on commercial goods and services, there is a significant need for critical feedback on the
performance of such systems from the actual users of the system. The feedback should be used to update and
improve the model while focusing specifically on the weaker aspects of the model.

Recognizing the limitations of closed-world solutions and the need for open-world, the KitNET framework [60]
describes an open-world oriented solutions to overcome some of the limitations of closed-world solutions. One
important aspect highlighted by the training method in the KitNET framework [60] is that of single instance
training being preferable to batch training for open-world online settings. The batch training is done using the
gradient descent optimization [57] where the errors in training are averaged and back-propagated to update
the model weights; this approach requires more training instances, a batch sized set, to be stored during the
training phase. Whereas the single-instance training is done using Stochastic Gradient Descent (SGD) [23]
optimization and the errors are used to update the model weights for each instance and therefore requires less
memory. In summary, closing the gap between closed-world and open-world solutions is an ongoing effort by the
research community.

Recently, Apruzzese et al. [4] described a promising approach to bridge this gap effectively. In comparison to the
standard KDD99 [86, 90], the availability of additional ground-truth labeled datasets [25, 72, 74] has contributed
toward the progress in developing more effective evaluation methods for IDS. Apruzzese et al. [4] describe a
cross-evaluation of machine learning-based IDSs given such datasets where an IDS is evaluated against other types
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of datasets in a data agnostic manner, which represents another significant step toward open-world oriented IDS
solutions.

2.3 CIDS
The community has recognized the need to develop and deploy an IDS using multiple data sources, which have led
to the evolution of CIDS. The term “Collaborative Intrusion Detection System” (CIDS) has been traditionally used
to describe a collection of multiple monitoring stations and analysis units that work together to detect intrusions.
The group of monitoring stations provide alerts and data to the analysis units where an analyst or collection of
analysts perform an integrated analysis of the data and alerts. The motivation for CIDS is the need for scaling the
IDS as per the size of the network and the scale of the attacks, both of which are constantly increasing. There are
three types of CIDS [91] possible based on the communication topologies among the analysts and the monitors
along with the number of analysts used. In centralized CIDS, multiple monitors provide alerts and data to a single
analyst. In hierarchical CIDS, the monitors and the analysts are arranged in certain hierarchy where the data
flows from the monitor hierarchy to the analyst hierarchy. In distributed CIDS, the monitors also combine with
analyst functionality and share their analysis reports and data with each other.

The use of CIDS is fairly common in modern networks with the presence of technologies like Carbon Black [11]
and Crowdstrike [7], where each host or networking entry point is monitored for potential alerts. A dedicated
local server or a group of cloud servers perform the task of analyzing the data for intrusions. The most popular
CIDS are centralized and hierarchical due to their ease of administration and control. At the time of writing, to
the best of our knowledge, we are not aware of a distributed CIDS being deployed in practice.

In CIDS, the key aspect is that the sensory data or offending network packets are shared with a central monitor
as there is trust relationship or a leader/follower relationship among the monitor-analyst entities. Therefore,
despite the apparent practical benefits of CIDS, this model is unlikely to go beyond a single enterprise due to valid
data privacy violation concerns. As a result, the research community has focused their efforts on the development
of privacy-preserving techniques for sharing network threat intelligence signals with other interested parties
without revealing the raw traffic sources that generate the signals and these techniques are described in the
following section.

3 Privacy-Preserving Machine Learning Models
While CIDS are powerful, they are limited to a single organization as organizations are at cross-roads when it
comes to trading off data privacy for better machine learning model performance. To address this important
problem, two varying types of decentralized privacy preserving learning models [58, 75] have been proposed: (a)
distributed deep learning models and (b) FL models. In this section, we give an overview of these two models,
which are quite similar in spirit and exhibit a few technical differences during the training process.

3.1 Distributed Deep Learning
Shokri et al. [75] described a distributed training technique, based on selective SGD learning method, which
requires the exchange of gradients with other parties. Initially, the collaborative training framework assumes that
there are # -participants in the training process, although some parties may decide to drop off or new parties
may get added to the training process. A centralized parameter server is responsible for managing a list of
global parameters, which will ultimately be the common model by inputs from all the local clients. Initially, each
participant connects to the global parameter server and receives the structure of a neural network model to
be trained. Each client maintains a list of local parameters, i.e., weights and biases, which can be initialized at
random. A gradient is a value by which a particular weight needs to be adjusted to reduce the error rate of the
learning model and improve the performance. Now, each participant trains the neural network on its own private
data using the SGD [44, 73, 88] method or the variants thereof [70, 89]. Periodically, the local parties send their
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Fig. 1. Distributed deep learning/FL at round C . Aggregated weight updates after round C areFC+1.

most significant gradients to the parameter server for dissemination to the remaining participants. The server
performs aggregation-based inputs received from one or more clients and disseminates the updated weights to
the clients. The other parties can selectively update their respective local weights, i.e., the weights with the same
indexes as the gradients, thereby, adjusting the weight to a common value across all the participants. We provide
more technical details in the following discussion.

The model training is carried out by # parties, each referred to as a local client or simply a participant. A central
parameter server stores and updates the global parameters, constituting the joint model learned collaboratively
by all local clients. All clients and the central parameter server agree on a shared neural network architecture.
The client keeps a set of local parameters—namely the weight gradients and bias gradients—which it may either
initialize or keep unchanged. For participant i, this set of parameters is denoted byF (8 ) .

Once initialization is complete, each participant begins local training by optimizing its neural network on its
own private dataset using an algorithm such as SGD [23, 44]. This local training proceeds over multiple epochs
until a predefined stopping criterion is satisfied. During this phase, each participant trains independently of the
others. They do not modify one each other’s models directly; any interaction occurs only indirectly through the
shared parameter server.

The algorithmic steps of the local training procedure executed on each participant’s side are outlined below.

(1) Set the local model parameters to F (6) , as received from the server, and the learning rate as U . This
corresponds to Step 2 in Figure 1.

(2) Iterate until either the predefined number of epochs is reached or the target minimum error criterion is
satisfied. This corresponds to Step 3 in Figure 1.
(a) After each epoch, the gradient vector, ΔF (8 ) , is computed based as: ΔF (8 ) = F 9 −F8 , where F 9 are

the weights after training andF8 are the weights before the training, for all the weights in the neural
network.

(b) For a specified threshold ΘD , the client selects and uploads the ΘD most significant gradients to the
server, say, the values that are the largest. This corresponds to Step 4 in Figure 1.

Digital Threats: Research and Practice, Vol. 7, No. 3, Article 17. Publication date: August 2026.



Privacy in Federated Learning Models for Intrusion Detection Systems • 17:7

(c) Once the server signals a processing of all the clients gradient updates, each client downloads the
updated neural parameters from the server and replaces the respective local parameters in the client’s
model. This corresponds to Step 5 in Figure 1.

(d) Run the next epoch of training on the model with the updated parameters on the next batch of local
data and repeat the gradient transmission process.

The central server manages the global parameter vector ΔF6, of the common global model, using the process
shown below.

(1) The server initializes the global parametersF (6) to random values. This corresponds to Step 1 in Figure 1.
(2) The server broadcasts the initial global parameters F (6) to all the clients. This corresponds to Step 2 in

Figure 1.
(3) When a participant uploads the weight-gradients F (8 ) : The server updates the global parameters by

adding/subtracting the corresponding values of F (8 ) and F (6) as: ΔF6 = ΔF6 ± ΔF 9 , where the value
of uploaded gradient for 9th parameter is ΔF6 and the addition/subtraction depends on the sign of the
respective gradient in the vector. This corresponds to Step 5 in Figure 1.

(4) Finally, the server sends all the parameters in the vectorF (6) to the participant. This corresponds to Step 5
in Figure 1.

This method ensures that at the end of the training process, all the participants share similar weight vectors more
or less. More importantly, the training data does not leave the premises of the local participants providing the
necessary data privacy.

3.2 FL
FL [9, 58, 83, 99] is another decentralized approach for training a machine learning model collaboratively. The
key difference is that the global parameter server performs an averaging operation over all the received gradients
and disseminates the updated weights to the participants. The weights are adjusted according to the product
of the learning rate and the weighted average of the changed gradients. There are two possible variants of this
step. First, in classical FedAVG, clients usually send model weights or weight updates, not raw gradient vectors.
The server aggregates those client updates by averaging them, then broadcasts the new global model back to
the clients. Second, in a SGD variant called FedSGD, each client computes a gradient on its local data and sends
the gradient vector to the server, which averages gradients directly. The server aggregates gradients and applies
the update centrally and updates the clients as before. This step is logically equivalent to the server computing the
average of the local models of the clients. FedSGD method has been proven to adjust to unbalanced and non-IID
data distributions. Also, the number of rounds of communication is significantly smaller as the central server
performs the periodic updates.

Distributed Deep Learning vs. FL. We note that the choice of either methods discussed in this section can depend
on various operational factors. Both these methods achieve similar results with varying costs of computation and
communication for the clients and the server. All the attacks and defenses apply to both methods for all practical
purposes.

4 FL-Based IDS
First, we provide the technical perspectives in FIDS, i.e., the distinction among the implementations possible in
FIDS. Then, we provide a brief state-of-the-art “Systematization-of-Knowledge” of FIDS.

4.1 FIDS in Trusted and Untrusted Environments
FIDS solutions explicitly focus on the use of machine learning for IDS and emphasize on learning from other
collaborative parties and have garnered significant interest from the research community [14, 20, 43, 48]. These
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systems have attempted to solve several problems such as lack of data diversity, detecting unknown attacks, and
reducing impact of data poisoning. We highlight two modalities of FIDS, which put forward two distinct case
studies of trust and data privacy:

—Trusted environments: In CIDS, all sensors and decision makers are part of the same organization and there
is complete trust among the entities. A CIDS can trivially operate as FIDS by having one agent perform
the federated aggregation and enabling the decision makers to use the FL model. This implementation
mechanism has often been captured under the term “Edge computing” [81] where the individual decision
makers may not have the computational and storage resources suitable for building an effective IDS. A use
case here is IDS at the edge routers of a large network, which are designed to protect all relevant transfer
and entry points from attacks. Identified attacks shall also be identified and intercepted at all other transfer
points. Since all IDSs are controlled and operated by one organization and the environment is trusted, data
leakage among participants is not a concern.

—Untrusted environments: The original intention of FIDS has been to create an IDS based on cross-domain
knowledge, i.e., to use the knowledge of other domains or parties to build a highly effective IDS. In this
context, one may distinguish two models here: distributed and centralized. A “centralized” FIDS follows the
spirit of FL [58] where a global server aggregates the weights of the individual parties using the FedAVG
algorithm and disseminates the final weights to the participants. A “distributed” FIDS follows a peer-to-peer
distributed learning model [75] where the participants periodically exchange the gradients and perform
local aggregation based on their own policies or algorithms. We wish to note that, a majority of the FIDS
follow the centralized model due to the simplicity and uniformity of the federated averaging algorithm, and
the relative ease of implementation. The cross-domain FIDS requires establishing trust relationships and
other privacy protection controls among the participants. While FL is specifically intended to protect data
privacy, the adversarial behavior of one or more malicious participants must be accounted for and proper
defenses should be envisaged by the other honest participants. This notion has been formalized and studied
more rigorously [21, 79] in recent times under the Byzantine failure model [46, 54, 55]. The Byzantine failure
model seeks solutions that work even when [=−13 ] participants out of the = total participants are malicious.
This fresh perspective creates new avenues for more effective solutions and requires further research.The use
case involves IDS operated by organizations that do not trust or even know each other. These organizations
want to share attack data to identify and defeat attacks on other participants’ networks. Such an IDS shall
also be able to deal with malicious members, and the confidentiality of the data is paramount.

4.2 A Brief Systematization of Knowledge of FIDS
Table 1 offers a comprehensive summary of the publications reviewed and establishes a taxonomy of the identified
attacks, defenses, and challenges. In the table, the publications were initially categorized according to the attacks
discussed, the defense mechanisms, and the challenges. Subsequent to this initial classification, the subjects were
then further categorized into the subcategories that were the focus of the examination. For each publication, a
classification has been assigned according to the extent to which it addresses the relevant topic (indicated by √ in
the table), does not address it (indicated by × in the table), or is not relevant at all in the context of the publication
(indicated by - in the table).

A more detailed discussion of these respective publications is provided in the relevant sections. As anticipated, it
has become apparent that the publications either address specific subjects or, as in the case of surveys, encompass
a broad range of issues. However, a thorough review of the evaluated publications reveals that none of them
address all of the points identified. The most frequently discussed topics are the influences of model architecture
and the challenges posed by skewed and biased data, as well as FL. A paucity of publications has examined the
challenges of threat intelligence in this context and the possibility of ensuring confidentiality through approaches,
such as  -anonymity.
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Table 1. Surveyed Papers

Ref. Attacks Defenses General Challenges

Le
ak

du
ri
ng

tr
an

sf
er

Le
ak

du
ri
ng

C
en

tr
al

Pr
ep

ro
ce
ss
in
g
an

d
Tr

ai
ni
ng

Tr
ai
ni
ng

D
at
a
Ex

tr
ac
ti
on

/G
ra
di
en

tL
ea
ka

ge

D
at
a
Po

is
on

in
g

M
od

el
Ex

tr
ac
ti
on

FL D
P

M
od

el
C
om

pr
es
si
on

A
rc
hi
te
ct
ur

e

H
om

om
or
ph

ic
En

cr
yp

ti
on

K
-a
no

ny
m
it
y

Th
re
at

In
te
ll
ig
en

ce

C
om

pu
ta
ti
on

al
C
om

pl
ex

it
y

Ex
pl
ai
na

bl
e
R
es
ul
ts

Sk
ew

ed
an

d
B
ia
se
d
D
at
a

[3] - - × √ × × × - √ × × √ × √ √

[5] - - × × × × - - √ - - - √ - √

[13] × × × √ × √ - - √ - - - × - ×
[17] × × × × - √ - - √ - - - × - √

[18] × √ √ × × √ √ √ √ √ × - - - -
[28] - - - - - - - √ √ - - - √ - -
[30] - - √ - - × × × √ × × - - - -
[31] - - - - - - - √ - - - - - - -
[32] × × × - - - - - - - - √ - - -
[33] - - - - - - - - √ - - √ - - √

[38] × × × × - - - - - - - - - √ -
[40] - - - - - - - - √ - - - √ - -
[41] √ √ √ √ × √ √ √ √ √ × - √ - √

[42] - - - - - - - - √ - - - √ × √

[45] - - - - - - - - √ - - - √ - √

[47] × × × √ × √ × × × × × - - - √

[48] √ √ × √ × √ √ √ √ √ × - - - √

[49] √ √ √ × × √ √ √ √ √ √ - - - √

[64] - - √ - - - - - - - - - - - -
[65] √ × √ - - √ √ √ √ - - - √ - -
[67] - - - - - √ - - √ - - - - √ ×
[69] - - - - - - - - - - - - - √ -
[84] - - - - - - - - - - - - - √ -
[85] - - - - √ - - √ - - - - √ - -
[88] - - - √ - √ - - √ - - - - - -
[93] - - - - - - √ - - - √ √ - - -
[97] √ √ √ √ √ √ - - √ - - - √ × -
[103] √ √ √ √ × √ √ × √ √ × × - √ √

[104] × √ √ √ × √ √ × - √ × - - √ -
[106] √ √ √ √ - √ √ × - √ × - √ - -
[107] - - √ - - √ √ √ - - - - - - -
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Zhang et al. [104] have provided a comprehensive overview of potential attacks, including poisoning and
privacy leakage of FL. In a recent study, Nguyen et al. [65] presented an overview of distributed FL approaches,
which were specifically designed for local devices with limited memory and computing capabilities. In [3],
Apruzzese et al. address, in addition to a general overview and architecture, the threat of data poisoning and
data sharing and confidentiality issues. Atefinia et al. [5] address the challenges of computational complexity and
biased data by introducing a multi-architectural, modular DNN model. Du et al. compare in their work [18] the
effects of different models, training, and pre- and post-processing to prevent gradient leakage in FL. Gorbett et al.
focus on model compression, demonstrating how to reduce computational complexity while maintaining high
accuracy [28]. Khraisat et al. [41] have conducted an in-depth examination of the diverse aggregation strategies,
as well as a detailed analysis of the overarching taxonomy.

Lavaur et al. [13, 47, 48] elaborate the challenges associated with the heterogeneous distributed data, as well as
on poisoning attacks and privacy breaches, within the context of the utilization of FL for IDS. Djaidja et al. [17]
investigated the challenges posed by non-independently and non-identically distributed data in IDS applications
and the performance of diverse FL techniques. Oki et al. [67] demonstrated that a distributed FL IDS at the edge of
a network can achieve performance levels comparable to those of non-distributed systems. In their study, Zhang
et al. [103] demonstrated that FIDSs could offer enhanced performance compared to classical IDSs in large-scale
implementations.

Armed with the knowledge of existing works, we provide the various possible attacks on FL and evaluate their
severity using failure models and effects analysis.

5 Threat Analysis for FL-Based IDS
In this section, first, we describe our threat assessment methodology and define our usage of important terms like
“threat,” “misuse case,” “safety,” and “security.” Next, we consider threats that can harm the intrusion detection
model. Finally, we consider threats that could leak private data.

5.1 Threat Assessment Methodology
We use the term threat according to the definition in the NIST Guide for Conducting Risk Assessments [37]. We
quote this definition to make the paper self-contained.

“Any circumstance or event with the potential to adversely impact organizational operations (including
mission, functions, image, or reputation), organizational assets, individuals, other organizations, or the
Nation through an information system via unauthorized access, destruction, disclosure, or modification of
information, and/or denial of service.”

A comprehensive identification and classification of potential risks for leakage of sensitive or PII was conducted,
with the risk management standard ISO 31000 [35] serving as a general framework and the failure modes and
effects analysis (FMEA and FMECA) standard IEC 60812 [29, 34] serving as a guideline. We use the systems
engineering definitions of safety and security. Safety refers to how the system prevents harm to the environment,
while security refers to how the system prevents harm from the environment. In this process, potential risks
are analyzed based on their severity, occurrence, and detection. Severity refers to the effect of a risk ranging
from no effect to exposing the client to loss, harm, or major disruption. Occurrence means the possibility of risk,
ranging from unlikely to almost inevitable. Detection means the likelihood that a risk will be detected by process
controls before the next process or before exposure to a client. The Risk Priority Number (RPN), attributed to
[6, 82], is a metric used to prioritize risks to indicate their criticality. The RPN of a specific risk [6, 15] is calculated
as follows: RPN = Severity (S) × Occurrence (O) × Detection (D). The scales used for severity, occurrence, and
detection are shown in Tables 2, 3 and 4, respectively.
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Table 2. Severity Scale

Effect Criteria: Severity of Effect Ranking

Hazardous—Without Warning May expose client to loss, harm, or major disruption—failure will occur
without warning 10

Hazardous—With Warning May expose client to loss, harm, or major disruption—failure will occur
with warning 9

Very High Major disruption of service involving client interaction, resulting in
either associate re-work or inconvenience to client 8

High Minor disruption of service involving client interaction and resulting
in either associate re-work or inconvenience to clients 7

Moderate Major disruption of service not involving client interaction and
resulting in either associate re-work or inconvenience to clients 6

Low Minor disruption of service not involving client interaction and
resulting in either associate re-work or inconvenience to clients 5

Very Low Minor disruption of service involving client interaction that does not
result in either associate re-work or inconvenience to clients 4

Minor Minor disruption of service not involving client interaction and does
not result in either associate re-work or inconvenience to clients 3

Very Minor No disruption of service noticed by the client in any capacity and does
not result in either associate re-work or inconvenience to clients 2

None No Effect 1

Table 3. Occurrence Scale

Possibility of Failure Time Period Per Item
Failure Rates Ranking

Very High: Failure is almost inevitable
More than once per day ≥1 in 2 10
Once every 3–4 days 1 in 3 9

High: Generally associated with processes similar
to previous processes that have often failed

Once every week 1 in 8 8
Once every month 1 in 20 7

Moderate: Generally associated with processes
similar to previous processes which have experienced
occasional failures, but not in major proportions

Once every 3 months 1 in 80 6
Once every 6 months 1 in 400 5
Once a year 1 in 800 4

Low: Isolated failures associated with similar processes Once every 1–3 years 1 in 1,500 3
Very Low: Only isolated failures
associated with almost identical processes Once every 3–6 years 1 in 3,000 2

Remote: Failure is unlikely
No failures associated with almost identical processes Once every 7+ years 1 in 6,000 1

Further, attacks that weaken the model’s defensive capability and those that aim to extract the model have also
been identified. The extraction of training data and disclosure of existing labels, as well as the number of data
records used and their classification, must be considered sensitive.

The system structure, needs, requirements, and potential attacks were modeled using the UML-2-based Systems
Modeling Language (SysML) [10]. The model encompassed the inter-dependencies between functional and
technical requirements and the technical implementation. This approach facilitated a systematic and analytical
documentation of the system [53] and enabled the simulation of the described threats, attacks, and defense
mechanisms.
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Table 4. Detection Scale

Detection
Criteria: Likelihood the existence of a defect will be detected

by process controls before next or subsequent process,
-OR- before exposure to a client

Ranking

Almost Impossible
No known controls available to detect failure mode 10

Very remote likelihood current controls will
detect failure mode 9

Remote
Remote likelihood current controls will

detect failure mode 8

Very low likelihood current controls will
detect failure mode 7

Low

Low likelihood current controls will
detect failure mode 6

Moderate likelihood current controls will
detect failure mode 5

Moderately high likelihood current controls will
detect failure mode 4

High High likelihood current controls will
detect failure mode 3

Very High Very high likelihood current controls will
detect failure mode 2

Almost Certain Current controls almost certain to detect the failure mode
Reliable detection controls are known with similar processes 1

Finally, we use the misuse case definition as stated by Sindre and Opdahl [77]. Here again, to make the article
self-contained, we repeat their definitions verbatim.

Misuser . An actor that initiates misuse cases, either intentionally or inadvertently.

Misuse Case. A sequence of actions, including variants, that a system or other entity can perform, interacting
with misusers of the entity and causing harm to some stakeholder if the sequence is allowed to complete.

Figure 2 gives an overview of examined misuse cases as a SysML diagram. In the SysML methodology, a Use
Case diagram is defined as a context diagram, utilized for the purpose of modeling the overall relationships. In
this particular instance, the system illustrated by the rectangle is representative of the entire IDS. The attacker is
defined as an external entity to the system, and the ovals represent the defined misuse cases. More importantly,
the model served as a communication and documentation tool within the team and for creating graphical
representations. The threats could be categorized as follows: (a) threats that harm the model and (b) threats that
may leak private data.

5.2 Threats Harming the Model: Data Leakage during Transfer
When analyzing IDS data centrally, whether by a service provider, cloud provider, or any other entity, sensitive
data may be leaked during transfer. As a distributed IDS depends on external resources, such as the internet, for
the transmission of data, this presents a dual concern in terms of safety and security. Figure 3 shows the dataflow
and participating entities as an SysML activity diagram. An activity diagram is a visual representation of the
activity of the underlying model, presented in the form of a swim lane diagram. In this particular instance, the
diagram illustrates the information flow from a network operator utilizing a IDS via an intermediate network
provider to a DNN Provider, with the possibility of an attacker intercepting the connection through a person-in-
the-middle attack. The exposure of sensitive data to external parties is a potential safety issue, and the attack to
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Fig. 2. SysML misuse cases diagram. SysML, Systems Modeling Language.

Fig. 3. SysML activity diagram Data Leak during transfer.

gain access to this data represents a security issue in the context of our system. Various network attacks, such as
person-in-the-middle attacks, DNS poisoning, and BGP hijacking, could be used to gain access to the data.

The estimated severity of this attack is high 7
10 , as it would reveal sensitive information pertaining to a single

organization.The probability of occurrence is estimated to be moderate 5
10 , as the attacker must be able to intercept

the traffic at the appropriate time. This requires insights into the organization and advanced technical knowledge.
The likelihood of detection of this attack is estimated to be low 6

10 , as there are some attack points external to our
system.
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5.3 Threats Leaking Private Data: Leakage during Central Preprocessing and Training
During analysis and central training, providers have access to sensitive raw data. This raises questions of trust
and legality, particularly if confidential or private data is transferred to an external entity. It is often unclear
who has access to the data, where it is processed, and where it is stored. Especially when subcontractors or
hyperscalers’ resources are used by the provider, it becomes difficult to identify and trace access and data storage
or processing facilities. Note that, during every transfer the risks of Section 5.2 apply. The fact that a central entity
processes confidential data for several organizations makes it an even more valuable target for attackers. Also,
for various security reasons, governments and intelligence agencies have an interest in accessing sensitive data.
Specifically, if processing takes place in a different country or jurisdiction than the resident of the data subject,
local laws may allow governments to access the data, even without informing the data subject. For example,
the United States Constitution guarantees privacy only for US citizens and not for foreigners [98]. Similar rules
apply in other countries. Therefore, if data is transferred between different countries, intelligence agencies could
analyze data from foreigners and share insights with allies to undermine restrictions related to their own citizens.
Another possible attack vector is a compromised or adversarial server that interferes with the training process
and attempts to extract all available information.

The estimated severity of this attack is very high 8
10 , as it would reveal sensitive information pertaining to all

participating organizations. The probability of occurrence is estimated to be moderate 6
10 , as the service providers

would suffer a loss of reputation and therefore have in place a control mechanism to protect unauthorized
access. Nevertheless, the sensitive data of all organizations is freely available to all individuals with the requisite
authorizations. The likelihood that current controls will detect this attack is estimated to be remote 8

10 , as this
happens completely out of the control of the user organization.

6 Threats Targeting the FL and the Model
Finally, in this section, we will discuss the existing targeted data privacy threats against FL models and evaluate
their severity for FIDS. We provide a proof-of-concept simulation attack on selected features of the CICIDS2017
dataset from the work by Sharafaldin et al. [74] to show the feasibility of such attacks. We note that, many of
these attacks have not yet been described in literature for FIDS, but are quite likely to surface sooner or later.

6.1 Training Data Extraction
We will specifically focus on the problem of whether the network intrusion data will be leaked in such a way as
to reveal sensitive information. Several recent studies have shown that large language models used for Natural
Language Processing (NLP) [64] as well as Computer Vision (CV) models memorize a significant proportion
of training data, including sensitive and personal information, which can be extracted from the trained model.
Memorizing and extracting training data is generally easier with more complex (more parameters) and over-fitted
models than with simpler or under-fitted ones. Current research [30] suggests that it is very difficult to prevent
memorization and extraction without removing the unique/sensitive features from the training data itself. While
there have been no successful attacks on FIDS models to date, such attacks cannot be ruled out.
Deep Gradient Leakage Attack is a specific technique [107] for training data extraction. In the context of

distributed and FL, the exchange of gradients among participants is a critical component of the system. Research
[100, 107] indicates that the properties of the training data, as well as complete samples of the training data,
can be extracted from transmitted gradients. Recent studies have demonstrated that training data can also be
extracted from graph-based FL via a method known as Gradient Inversion Attack (GIA) [78]. This particular
type of GIA on FL can be mitigated by implementing post-processing gradients prior to transmission as discussed
in [18].
Proof-of-Concept for IDS Training Data Extraction. We created a simulation based on the feature distributions

from the public dataset [74]. The data samples were generated based on the actual log-normal distributions of
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Table 5. Features Considered in Proof-of-Concept

Feature Description
Flow Duration Total duration of the flow in microseconds

Total Fwd/Bwd Pkts Packet counts in forward and backward direction, respectively
Fwd/Bwd Pkt Len Mean Mean of packet lengths in forward and backward direction, respectively

Flow Bytes/s Rate of bytes in the flows or throughput
Flow Pkts/s Packet rate

Flow IAT Mean Measure timing gaps between consecutive packets
Fwd IAT Total Gaps between forward packets only
Active Mean Duration of active periods in flows

the selected features. Table 5 shows the descriptions of features used in our simulation. The traffic classes were
labeled as “BENIGN,” “DoS,” “PortScan,” “BruteForce,” and “Infiltration.” Five clients were considered where one of
the client’s gradients were intercepted by an attacker. The data at each client followed a heterogeneous non-IID
class distribution.

We used a Generative Adversarial Network (GAN)-based network [51, 107] for reconstructing the data
samples at the victim client, whose gradients were captured. The goal was to examine if any of the features could
be faithfully recovered through this attack, which validates the attacks on FIDS. We used public repositories
[105] provided by the authors and some amount of generative AI to assist in routine configuration setup of the
neural models. The entire experiment was configured and controlled by us. The simulation ran for 25 trials and we
reported the trials where some of the reconstructed features followed the same distribution as the original data.
FL Model. We used a multi-layer perceptron one input/output layer and 2 hidden layers with 64 neurons and

ReLU activation function with a total of 5,189 learnable parameters. The number of training samples distributed
across all the clients was 3,870 and the number of testing samples, which were not part of the training set,
was 3,000.

GAN Model. To extract the features, we used a GAN model that uses a Generator network and a Discriminator
network to reconstruct the training samples. The generator is a standard vanilla generator from [27] with one
input layer, one hidden unit, and one output activation unit using the Sigmoid function. LeakyReLU is used in the
input and hidden units. The discriminator has similar architecture with the hidden layer acting as a compressor.
Both generator and discriminator use loss functions based on the Binary Cross Entropy (BCE loss), as per their
respective functionality.
Experiments Conducted. We used mini-batch SGD for the optimization step and each local training run was

on a batch of 32 samples for 100 epochs. The victim client was assumed to transmit the gradient updates in
plain-text, which allowed the attacker to obtain the gradients. However, this was only done as a proof-of-concept
and more sophisticated methods may also be used to compromise the client or capture the gradients. We report
two successful attacks among all the runs conducted, where (a) three features, Flow duration, Flow IAT Total, Active
Mean, were fully recovered by the attacker as shown in Figure 4 and (b) two features, Fwd Pkt Len Mean, Flow IAT
Mean, were fully recovered as shown in Figure 5. The two figures display the normalized feature distribution
values. A successful attack is indicated if there is significant overlap, i.e., more than 80% of the recovered features
were extracted. In fact, a majority of the other features recovered by the attacker had similar distribution close to
the real feature distribution, indicating that these attacks are practically feasible.

The estimated severity of this attack is moderate 6
10 , as it would reveal a portion of the sensitive information

pertaining to all participating organizations. The probability of occurrence is estimated to be moderate 4
10 , given

that this attack requires advanced knowledge and there is no guaranteed success of data extraction, nor could the
attacker verify the authenticity of the extracted data without additional information. The likelihood of detection
of this attack is estimated to be remote 8

10 , as this happens independent of the user organization and workflow.
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Fig. 4. Results for extraction of three features.

Fig. 5. Results for extraction of two features.

6.2 Data Poisoning
Data poisoning refers to the malicious manipulation of training data in order to weaken the model and enable
later intrusion into target networks. This process involves intentionally introducing customized training data. For
instance, this data may classify attacks as benign network traffic or weaken the model’s detection rate in some
other manner. Nguyen et al. [66], Vy et al. [92], and Thein et al. [87] demonstrated successful data poisoning
attacks on FIDS. Figure 6 shows the SysML activity diagram, which depicts the interconnections and flow between
the local network operator, network provider, IDS provider, other users, and the potential for an attacker to inject
poisoned data into the learning pipeline. Later on, the model, which has been weakened in this way for certain
attacks, can be deceived, allowing the attacker to penetrate the network undetected. Data poisoning can be used
in combination with training data extraction to reveal the model structure or labels.
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Fig. 6. SysML activity diagram data poisoning.

To address this challenge, a range of techniques have been developed to prevent or mitigate the risk of
poisoning attacks. The application of these methods typically occurs during the data preprocessing stage, prior to
aggregation. The aforementioned elements include, but are not limited to, distance-based analysis and averaging
of the updates, as well as new graph-based clustering algorithms [71].

The estimated severity of this attack is high 7
10 , as it would weaken the model and enable attacks on all

participating organizations. However, it will not reveal sensitive information itself. The probability of occurrence
is estimated to be low (3/10), given that this attack requires advanced knowledge and a long time for preparation.
Furthermore, no private data could be gained directly, and the success of a later attack cannot be guaranteed.
The likelihood current controls will detect this attack is estimated to be very low 7

10 , as the raw training data is
processed centrally and the responsibility for the delivered data lies with the participating organizations.

6.3 Model Extraction
This attack [85] is aimed at discovering or replicating the structure of the model, rather than extracting the training
data itself. The detailed knowledge of the model can be employed to create a competing model with comparable
performance without the original design and training effort. Furthermore, the knowledge can be utilized to
identify and exploit weaknesses, which could be leveraged in subsequent attacks. It is also conceivable that
model extraction could be employed as a technique to conceal the training data within the final model. Empirical
evidence [31] indicates that extracted models can achieve greater accuracy than their original counterparts, while
requiring significantly less computational complexity. This is particularly evident in complex ensemble model
structures, which could be simplified and distilled to a single, more straightforward model.

The estimated severity of this attack is low 5
10 , as it would not reveal sensitive information but would enable

the exploitation of additional attack vectors. The probability of occurrence is estimated to be low (3/10), given that
this attack requires advanced knowledge and a long time for preparation. Furthermore, no private data could be
gained directly, and the success of a later attack cannot be guaranteed. The likelihood of detection of this attack is
estimated to be remote 8

10 , as this happens independent of the user organisation.
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Table 6. Threat Priority

Threat Severity (1–10) Occurrence (1–10) Detection (1–10) RPN
Leak during Central
Preprocessing and Training 8 6 8 384

Leak during Transfer 7 5 6 210
Training Data Extraction 6 4 8 192
Data Poisoning 7 3 7 147
Model Extraction 5 3 8 120

6.4 Threat Summary
The assessment and prioritization of threats in Table 6 was conducted based on the IEC 60812:2018 FMECA
standard [34]. While the RPN represent a quantitative value, the value itself is not meaningful; rather, it serves to
weight the various threats and to prioritize the actions and improvements to be taken.

7 Existing Defenses for FL
In this section, we provide an overview of the existing defenses for FL that can be considered, in the future, as
defenses against data leakage in FIDS.

7.1 DP
DP [19] is a technique applied to the raw data during preprocessing and in other stages of the machine learning
pipeline. In essence, a controlled quantity of noise is added to the data. The quantity of noise and, consequently,
the degree of privacy is controlled by a privacy loss parameter n . The introduction of noise into the data results in
a reduction in both the utility and accuracy of the data. If DP is applied multiple times in the machine learning
pipeline, the noise is accumulated, resulting in a corresponding reduction in accuracy. In FIDS, DP [49] may be
applied during local data preprocessing, prior to the data being fed into the local learning pipeline or shared
externally. DP could effectively preserve privacy in a controlled manner, but care must be taken to ensure that
the utility is not adversely affected.

7.2 Homomorphic Encryption
Homomorphic encryption [106] is a method of training and computing on encrypted data without the need for
decryption. This approach ensures the privacy of the data, but it is associated with low performance and poor
computational efficiency. Consequently, the aforementioned solution is not currently applicable to FIDS.

7.3 Architectural Impact on Data Extraction
The model’s architecture [100] can significantly impact data extraction. Research [18] has demonstrated that
skip connections or net-in-net models can make the model more vulnerable to GIAs. Conversely, reducing
bias, decreasing the size of convolutional kernels, or expanding padding can improve the model’s resilience.
In the case of an IDS, the number of attack-related network packets is significantly lower than the legitimate
traffic on the network. Therefore, a classical comparison and optimization solely based on accuracy could be
misleading.

7.4 Data Anonymization
Anonymization refers to the removal of identifiable information from the data, so as to break the association
between the data and the data subject. Although data anonymization is intended to make re-identification
impossible, it may still be possible to ascertain the identity of the data subject with the aid of additional data.
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Table 7. FMECA

Threat Sev.
(1–10)

Occ.
(1–10)

Det.
(1–10) RPN Action Sev.

(1–10)
Occ.
1–10)

Det.
(1–10) RPN

Leak during Central
Preprocessing and
Training

8 6 8 384 FL, DP 5 3 8 120

Leak during Transfer 7 5 6 210 FL, DP 5 3 6 90
Training Data
Extraction 6 4 8 192 DP, Compression 4 2 8 64

Data Poisoning 7 3 7 147 Verification,
Randomization 7 2 4 56

Model Extraction 5 3 8 120 Model Compression 5 2 7 70

Pseudonymization [61] is the replacement of a privacy or confidential data object by a known placeholder. Note
that, the organization responsible for pseudonymization is aware of the relationship between the placeholder and
the original data subject. Consequently, the pseudonymization process could be reversed without information loss.
Moreover, an attacker could potentially reveal the identity of the data subject or confidential data by analyzing
patterns in the data or by utilizing additional data about the subject of interest. Therefore, data anonymization or
pseudonymization are not adequate for the preservation of private or confidential data in the context of our use
case.

7.5 K -anonymity
 -anonymity [2] is a technique that ensures that at least  datasets with the same attributes are present within
the dataset. For an attacker with additional information about the data subject or the ability to query multiple
times,  -anonymity is relatively weak, and may be less effective than DP. DP may be used as an additional layer
of protection to still ensure privacy in the event that data would be extracted from the shared weights or from
the trained model.

7.6 Unlearning
Data unlearning is a technique that could potentially be used after an accurate and consistent model has been
attacked and compromised by data poisoning [95]. If the poisoned updates could be identified, the malicious data
could be unlearned from the existing model. This avoids the computationally expensive process of completely
retraining the model without the poisoned data. However, the federated unlearning process itself could also be
poisoned again to prevent proper unlearning, which needs to be addressed by additional safeguards.

7.7 Summary of Defenses
In Table 7, we present a summary of the threats that have been studied and the proposed actions that have been
formulated based on the prioritization that has been carried out according to the RPN. In accordance with the
principles of FMECA, we have adopted a methodology for the analysis of cybersecurity threats.

Although the RPN cannot be interpreted as an absolute measure, a clear trend can be identified from the
actions investigated and proposed. It appears that the priority goal of significantly reducing the risk of data
leakage during central preprocessing and training as well as during transfer can be achieved using the techniques
investigated. It is noteworthy that the less urgent threats can also be addressed through these methodologies.
In summary, the most promising privacy-preserving techniques would first be the use of FL to not share raw
data at all. This can be combined with DP [50] as a preprocessing technique to mitigate the impact of leaks and
quantization [39, 96, 101] as a post-processing technique to make the system resilient against data leakages. The
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investigated techniques will be applied in a thorough way during the deep learning pipeline and together with
appropriate training strategies such as local training for multiple epochs to ensure privacy and efficiency.

8 Conclusion and Future Work
In this work, we addressed the problem of data privacy in cyber-threat intelligence sharing with a focus on IDS.
The surest way to prevent the leakage of private or confidential data is to keep the raw data local and avoid
sharing it with other parties. This can be achieved by using a FL approach, where the model is partially trained
locally and only the model weights are transferred and shared. Weights in FL nodes can be exchanged directly
between peers in decentralized FL or coordinated and controlled by a server in centralized FL.

FL does not share training data with the central server or other clients, but a hostile server can still perform
a GIA to extract the training data through shared gradients. Research has demonstrated that the effectiveness
of the extraction process is influenced by various factors, including the model’s structure, the type of training
utilized, the preprocessing of the training data, and the post-processing of the gradients. Studies [18] have also
shown that performing local training in a multiple steps (batches) and across several epochs can make training
data extraction more difficult.

Only a few studies [56] discuss the use of FL for IDS. Attacks on FL, such as, GIAs, have been shown on image,
CV and NLP problems, but are yet to be demonstrated on IDS. We are not yet aware of any open-world study or
implementation that covers the discussed aspects of privacy and security of FL on IDS, as well as the aspects
necessary for practical implementation, such as data freshness and handling by network operators.

A lot of work remains to be done. One work is to investigate what sensitive information about an organization
infrastructure gets disclosed when network features are revealed to external entities. Another direction of research
is understanding whether new forms of data leakage are possible when FL is used for intrusion detection. It also
remains to be seen whether the addition of privacy preserving technologies such as DP [19] for FL provides
stronger privacy guarantees. We need extensive experimental evaluation to investigate the various attack and
mitigation strategies in IDS.

Another research direction involves exploring methods for efficient adaptation of these models generated
through FL to new attack data that shows significant drift or exhibits unseen feature variations. Addressing such
data drifts is non-trivial. When considered in a complex distributed environment, this problem opens up new
avenues for both researchers and practitioners.
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A Appendix

Table A1. List of Abbreviations

Abbreviation Definition
BCE Binary Cross Entropy
BGP Border Gateway Protocol
CIDS Collaborative Intrusion Detection System
CTI Cyber Threat Intelligence
CUI Controlled Unclassified Information
CV Computer Vision
DNS Domain Name System
DoS Denial of Service
DP Differential Privacy
ENISA European Network and Information Security Agency
FIDS Federated Learning-Based IDS
FL Federated Learning
FMEA Failure Mode and Effects Analysis
FMECA Failure Modes Effects and Criticality Analysis
GAN Generative Adversarial Network
GDPR General Data Protection Regulation
GIA Gradient Inversion Attack
IDS Intrusion Detection System
IEC International Electrotechnical Commission
IPS Intrusion Prevention System
ISO International Organization for Standardization
MLP Multi-Layer Perceptron
NIST National Institute of Standards and Technology
NLP Natural Language Processing
PII Personally Identifiable Information
RPN Risk Priority Number
SGD Stochastic Gradient Descent
SMC Secure Multi-Party Computation
SoK Systematization-of-Knowledge
SysML Systems Modeling Language
UML Unified Modeling Language
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