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Abstract

Healthcare industries are subject to various laws and regulatory
oversight, just like other industries, such as pharmaceuticals, telecom-
munications, education, and financial services. Compliance with
these regulations is essential for the organization’s operation and
growth. To help organizations detect early non-compliance issues,
this paper proposes a consensus mechanism, Proof of Compliance
(PoC), where a set of distributed, decentralized, and independent
auditor nodes perform audit operations to determine the compli-
ance status of any logical operations or accesses that have already
been approved, granted, or executed in the system. The Proof of
Compliance consensus mechanism helps organizations minimize
compliance challenges. Organizations can consider PoC outputs to
take further actions to reduce non-compliance cases and avoid com-
pliance issues and business losses. The PoC reports do not support
final regulatory compliance certification. However, it is possible if
one or more multiple audit nodes are deployed and maintained in
the consensus mechanism by the corresponding regulatory, gov-
ernment, or compliance authority.
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1 Introduction

Electronic health records (EHRs) have emerged as a cornerstone in
modernizing healthcare, offering numerous benefits that enhance
efficiency and quality of care [27]. These systems facilitate immedi-
ate and remote access to patient data, a critical feature streamlining
the medical care decision-making process. By transitioning from
paper-based systems, EHRs significantly reduce errors and costs
commonly associated with manual record-keeping, enhancing pa-
tient safety, affordable care, and care quality [11, 12]. One of the
advantages of EHRs is their ability to promote interoperability
across different healthcare platforms. This interconnectedness al-
lows for the seamless sharing of patient data among various health-
care providers, leading to improved continuity of care and a more
cohesive healthcare experience. They enhance clinical cooperation
and increase the accuracy of diagnostics [15, 25].

However, this digital transformation also brings forth complex
information security and privacy challenges, which are critical for
maintaining patient trust. To address these challenges, the health-
care industry not only adopts strong security technology but is also
highly regulated and subject to specific laws, privacy standards,
regulations, policies, and best practices that govern healthcare op-
erations and services [17]. Examples of these are the General Data
Protection Regulation (GDPR) in Europe [30], the Health Insur-
ance Portability and Accountability Act (HIPAA), and the Health
Information Technology for Economic and Clinical Health Act
(HITECH) in the USA. These regulations are designed to protect
patients, ensure the quality of care, and prevent fraud and abuse.
Many of these laws require healthcare organizations to implement
technical, administrative, and physical safeguards to secure EHRs
[19]. These safeguards include access controls, encryption, authen-
tication measures, and regular security assessments. By enforcing
these safeguards, the laws help prevent unauthorized access, data
breaches, and identity theft.

Furthermore, some of these laws mandate the implementation
of privacy policies and procedures to govern the use and disclosure
of patient information. They grant patients certain rights, such as
the right to access and amend their medical records. They require
healthcare providers to obtain patient consent for specific uses and
disclosures of their information. Failure to comply can result in
security incidents, healthcare data breaches, fines and penalties,
and criminal charges. It can also damage a company’s reputation,
making attracting and retaining customers and employees difficult.
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Unfortunately, even then, unauthorized health data access and
disclosure are prevalent in healthcare industries, increasing security
and privacy concerns. For example, Table 1 shows the number of
compliance complaints received by the U.S. Department of Health
and Human Services (HHS) Office for Civil Rights (OCR) [26]. The
primary reasons for the complaints are (i) impermissible uses and
disclosures of PHI, (ii) lack of safeguards of PHI, (iii) lack of patient
access to their PHI, (iv) lack of administrative safeguards of elec-
tronic PHI, and (v) use or disclosure of more than the minimum
necessary PHIL

Table 1: OCR HHS: Compliance Complaints [26]

Year Complains Compliance Reviews Technical Assistance Total
2018 25089 438 7243 32770
2019 29853 338 9060 39251
2020 26530 566 5193 32289
2021 26420 573 4244 31237

The following issues must be addressed to avoid or minimize
policy violations, protect healthcare data from unauthorized access,
and preserve patients’ privacy and autonomy over their consent
and healthcare resources. (i) Health records access activities or au-
dit logs must be recorded as they have happened in the healthcare
systems to recreate the events. (ii) Audit logs must be protected
from tampering once recorded. (iii) Compliance checking or audit
review should be done correctly and timely to find the compliance
status. (iv) A single entity should not perform compliance checking
to avoid questions regarding transparency and any influence or
bias. (v) Corresponding stakeholders’ participation in the compli-
ance checking process increases transparency and acceptability
of the audit outcome. (vi) Audit reports must be presented to the
corresponding entities promptly and adequately. (vii) Last but not
least, healthcare organizations must take effective measures for
non-compliance cases to prevent further policy violations.

To address the challenges and requirements mentioned above,
this paper proposes a novel consensus mechanism, Proof of Com-
pliance (PoC), for performing audit log compliance verification.
Audit logs are stored in a private blockchain network called Audit
Blockchain. Where a set of independent auditor nodes performs com-
pliance verification through PoC blockchain consensus mechanism
in a decentralized and distributed manner to determine compliance
status as compliant, non-compliant, and not-determined. After de-
termining the compliance status, the audit log ID and compliance
status are stored in another private blockchain network called the
Compliance Blockchain (Figure 1). Private blockchain block ID and
hash as integrity are stored on the public blockchain. Involved en-
tities can verify private blockchain data integrity from the public
network, as any modifications in the private block change the block
integrity.

The assumptions and scope of this paper include the following:
(a) required policy selection, evaluation, implementation, and en-
forcement are done by the healthcare organizations correctly and
promptly. (b) Audit logs are captured from the healthcare system
accurately, on time, and delivered to the storage unit without any
integrity violations. (c) Patients’ consents are stored on the public
blockchain network, and the required policy lineage is maintained
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in the policy repository. (d) Patient consent-based policy compli-
ance criteria indicate that accessing health records without consent
is a policy violation. (e) Lastly, only logical activities are consid-
ered for compliance verification, such as patient electronic health
records, physical location access, etc. Based on these assumptions,
this paper focuses on maintaining the provenance and compliance
checking processes using blockchain and consensus mechanisms.

We examine the architectural design of PoC, illustrating how
it integrates with existing blockchain infrastructures and how it
can be implemented to enforce compliance without sacrificing the
core principles of decentralization, security, and scalability that
blockchains offer. Moreover, we address the challenges and oppor-
tunities PoC presents in real-world applications, providing insights
into how this mechanism can pave the way for broader blockchain
adoption across various regulated industries. The PoC extends the
blockchain’s capability to autonomously verify transactions by
incorporating compliance verification as an integral part of the
consensus process. Unlike its predecessors, PoC is tailored to en-
sure that all transactions and the blocks that contain them achieve
consensus through traditional means and adhere to a predefined
set of compliance rules. These rules can be dynamically adjusted to
meet evolving regulatory standards, internal audits, and governance
frameworks, making PoC a versatile tool in the blockchain toolkit.
Healthcare regulations constantly change, so providers must stay
current on the latest requirements.

In the evolving landscape of blockchain technology, where the
integrity and security of distributed systems are paramount, con-
sensus mechanisms play an essential role in maintaining network
agreement and trust. Traditional consensus models, such as Proof
of Work (PoW) and Proof of Stake (PoS), have been instrumental
in addressing double-spending and Sybil attacks within various
blockchain architectures. However, as blockchain applications per-
meate sensitive and highly regulated sectors, such as healthcare,
finance, and supply chain management, there emerges a pressing
need for a consensus mechanism that not only ensures transactional
integrity and network consensus but also enforces compliance with
external regulatory requirements and internal governance policies.
This necessity gives rise to the concept of "Proof of Compliance," a
novel approach designed to bridge the gap between blockchains’ au-
tonomous, trustless nature and the stringent compliance demands
of modern-day applications.

2 Consensus-Based Policy Compliance Review

The main task of the blockchain consensus mechanism is to agree
on a set of transactions or data in a decentralized and distributed
ledger. Each node must agree and maintain the same set of trans-
actions for the same block. To do this, a set of tasks must be done.
Primary tasks include (i) collecting client transactions and keeping
them in the transaction memory pool to select them for the next
block. (ii) Verifying signed transactions using the clients’ public
keys to ensure the claimed or authenticated clients submitted the
transactions. (iii) Checking the client account balances to ensure
they have enough transaction processing fees and other amounts
if the transaction transfers any balance, such as tokens or cryp-
tocurrency. (iv) Ordering the transactions for the block proposal. If
submitted transactions are legitimate, they come from the claimed
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users and have enough account balances for transaction process-
ing and balance transfer. (v) Proposing the block to other nodes
or validators. (vi) Collecting block transaction processing fees and
block rewards (if available). (vii) Lastly, taking the blame or be-
ing accountable/responsible if anything goes wrong, like invalid
transactions in the proposed block.

Many users, nodes, and validators are trying to be selected as
block proposers, miners, validators, or forgers to perform the above-
mentioned task list. But there is only one vacancy for each block.
The most popular and widely used consensus mechanisms are
Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of
Stake (DPoS), Proof of Elapsed Time (PoET), Proof of Authority
(PoA), Practical/Istanbul Byzantine Fault Tolerant (P/IBFT), and
others. These algorithms adopt various ways to select the block
proposer, miner, validator, or forger to perform those seven (7) tasks
mentioned above. For instance, the PoS uses the stake value and
the age of the validators, whereas the PoW uses the computational
capacity to choose the block proposer.

Compliance checking ensures that transactions or operations
are executed according to the applicable policies and regulations.
Activity data or audit logs must be recorded and protected from
modification. The lineages of the applied policies must also be
maintained at that time. Audit logs and policies together provide
provenance for audit verifications. The entity that performs compli-
ance checking must be distinct from those that carry out operations
or keep track of provenance data.

Manual auditing, centralized auditing, or third-party auditing
are questionable for their various challenges, such as being time-
consuming, costly, prone to human error, vulnerability to attacks,
lack of transparency, dependence on external entities, increased
costs, etc. [22, 29]. To overcome these issues, a decentralized and dis-
tributed process is required to perform compliance reviews against
applicable policies. A blockchain consensus mechanism provides
these properties to ensure transparency and accountability of PHI
access compliance validation.

However, the available consensus mechanisms mentioned earlier
do not provide policy compliance-checking functionalities. Com-
pliance checking involves other functionalities besides the func-
tions carried out by the current consensus mechanism. Compliance-
checking unique processes (using provenance to verify compliance
status) requires a new consensus mechanism besides performing
the functionalities of the available consensus mechanisms, as seven
points are discussed above. To address this, this paper proposes a
compliance mechanism called Proof of Compliance to perform com-
pliance status validation in a decentralized and distributed manner.
Where a set of independent auditor nodes perform compliance-
checking of audit logs using policy lineages without any central or
single entity.

3 Proof of Compliance (PoC) Mechanism

The proposed Proof of Compliance consensus mechanism for the
healthcare industry would provide a way to ensure the compliance
status for all the activities or transactions that are granted and
executed in the healthcare system. The compliance status can be (i)
compliant, (ii) non-complaint, and (iii) not-determined and checked
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against applicable policies, regulatory requirements, industry stan-
dards, and others required by the business natures, contractual
obligations, legal jurisdiction, regulatory mandates, and so on. This
mechanism would help to increase the overall trust and reliabil-
ity of the healthcare ecosystem, making it a more valuable tool
for patients, providers, business associates, insurance companies,
regulatory agencies, and other stakeholders. Figure 1 depicts the
proposed approach, whereas Figure 5 shows the Txn structure.

gl|¢
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Create Audit by the authorized user

Block creation using existing consensus
mechanism like PoA, PBFT
& NA
R r’lf\, Audit [ Compliance Status | X1 D+ Create
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Figure 1: Proof of Compliance Process Overview

3.1 Policy Compliance Criteria and Verification

Policy compliance refers to the adherence to established rules, guide-
lines, or regulations, collectively known as policy, set by an organi-
zation, industry, or governing authority to ensure proper behavior,
operational integrity, and risk management [4]. It involves meeting
the following requirements: (i) Policies must be set according to
business requirements and other obligations and communicated
among the applicable stakeholders. (ii) Any access or operation
request must be validated against the applicable policy before decid-
ing. (iii) Any activity information or audit logs must be preserved
so that past events can be reconstructed to make involved entities
accountable. Under any conditions or by anyone, the logs must not
be tampered with once captured and recorded. (iv) An independent
entity, known as auditor, separated from the enforcer and audit log
maintainer, must review the audit logs against the applied policy.

For healthcare industries, the major data protection laws and
regulatory agencies like GDPR and HIPAA mandate patient consent
for collecting, storing, processing, sharing, and performing other
operations. The authors in [1, 2] proposed patient consent-based
PHI access by the treatment team members and sharing beyond
the treatment team for marketing, research, advanced diagnosis,
and consultation from another provider. This work focuses on
consent-based policy compliance criteria and validation approaches.
However, the proposed PoC mechanism can be applicable to any
policy compliance criteria set by the organizations.
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3.1.1 Compliance Checking Components. The major components
of the proposed consent-based policy compliance checking ap-
proach are patient consent, consent execution timestamps, audit logs,
and audit log timestamps. They are discussed below in terms of the
required conditions.

e Each consent represents a patient’s permission to access a specific
set of health records under predefined conditions. The finite set
of consents is denoted as C = {cy,¢2,c¢3,...,cn}, where each
element c¢; corresponds to an individual consent record.

e Each consent ¢; is associated with a timestamp indicating when
it was executed. This set of consent timestamps is denoted as
Tc = {te; teys tegs - - -5 te, }» Where t¢; records the time at which
consent ¢; was executed.

e Each audit log entry captures an access attempt or activity as-
sociated with approved requests. The finite set of audit logs is
represented as L = {l1,l2,13,...,1,}, where each entry [; corre-
sponds to a recorded access action.

e Fach audit log entry /; has an associated timestamp that records
the exact time of access or activity. This set of audit log times-
tamps is denoted as Tr, = {ty,, t1,, ty,, . . ., 11, }, where £;, marks the
time at which the activity in log I; occurred.

The conditions (i)t;, > t;; and (ii)t;, — t;; < & must be
satisfied by both timestamps. They indicate that data access must
happen after the corresponding request is evaluated, consent is
executed, and a grant decision is made. The business requirements
and other obligations determine the value of é.

3.1.2  Access Token and Audit Log Capture. Only access requests
that have been approved are considered in the compliance eval-
uation. Unsuccessful or denied requests are neither recorded nor
evaluated for policy compliance. Granting access doesn’t guaran-
tee that the user will successfully access health records, even with
approved requests. Figure 2 shows the process of audit log capture
using Access Token defined in the following. After getting a request
from the user, the authorization module evaluates and makes a
decision. If the decision is granted, an Access Token is created and
sent to the healthcare system and audit log recording unit. They
both use time information to provide PHI access and record audit
logs. An audit log is also created and stored in the log repository if

no access is made.
Authorization Audit Log
Module Rerecording Unit
4 Access Activities
3 Access

1 Access
O Healthcare
(Tsen) Attempt System
User

Request
Figure 2: Audit Log Capture

5 Audit

2 Access

Log
Repository

2 Access\oken

Definition 3.1. [Access Token T] T is defined as a tuple repre-
senting authorized access, composed of three components:

T= (Ri: tstart, tend)

Where (i) R; denotes the unique Request ID associated with the
user’s access request, (ii) fstqrr represents the Access Start Time
when the access is first permitted; users cannot access health records
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before this time, and (iii) t,,4 represents the Access End Time when
the access expires. After this time, users cannot access healthcare
data.

Access to data is allowed for the user only if the access attempt
is made within the specified time interval:

tstart < tattempt < lend

Where tattempt is the timestamp of the access attempt. Any access
attempt outside this interval is denied. For the access attempt of
request R;, Ty, = tartempr must be satisfied.

3.1.3  Compliance Status Verification.

Definition 3.2. [Compliance Criteria {] The compliance func-
tion ¢ defines a mapping from each audit log entry to its correspond-
ing executed consent, verifying that an authorized consent backs
each recorded access. Formally, { : L — C, where L represents
the set of all recorded audit logs, and C represents the set of all
executed consents.

(=i ci|1<i<n}

Algorithm 1: Proof of Compliance (PoC) Consensus Mechanism

Input :(i) list of audit logs (Txns) and (ii) set of policy Plcy
Output: (i) compliance status of the audit logs (Txns)

1 Initialization

2 Noyder order nodes

3 Ny alidator validator/endorser nodes

4 Npy,4ir audit nodes

5 Ncommitter committer nodes

6 Audit Logs Integrity Verification and Order

7 Txnyglig =[] /* accepted transaction list x/
8 Txnyppalid =[] /% rejected transaction list */
9 fori < Txnss;qrs to Txnsg,q by 1do

10 if {(PK;, Tnx;) == Signedrpy; then

11 | Txnyaiiq < Txnygrig + Txn;

12 else

13 | Txnpmoatia — Txnnoatia + Txni

14 end if

15 end for

16 Policy Compliance Verification

17 Txncompliance = [1 /% compliance transactions %/
18 TxXNNonCompliance =[] /* noncompliance transactions x/
19 fori « TanﬂﬂePtf?dszart to TanCCEPfEdEnd by 1do

20 if {(PK;, Tnx;) == Signedrpy; then

21 ‘ Txncompliance < TXNCompliance + Tancceptedi

22 else

23 ‘ TxXnNonCompliance <~ TXNNonCompliance * Tancceptedi

24 end if

25 end for

26 Ledger Modification

27 TXnCompliance = [1 /* compliance checked final transactions x/
28 TXnNNonCompliance = [1 /* noncompliance transactions */

29 fori « TancceptedSm” to TanCCEPfEdEnd by 1 do
if {(PK;, Tnx;) == Signedrpy; then

@
5

31 ‘ TxnCompliance — Tx"Compliance + Tancceptedi

32 else

33 ‘ TanonCompliance - Tx"NonCompliance + Tancceptedi
34 end if

35 end for

3.2 Participant Nodes and Transaction Flow

Multiple nodes participate in the Proof of Compliance mechanism
to perform various functions to complete the compliance verifica-
tion process for the submitted audit logs. The following discusses
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the Orderer, Validator, Auditor, and Committer nodes along with
their corresponding activities, message communication, and trans-
action flow in the proposed approach. In addition to these nodes,
the patient gives consent, and those are deployed to the public
blockchain as detailed in [1, 2]. The client nodes perform activities
in the systems captured as audit logs and stored in the private audit
blockchain. Algorithm 1 shows the steps of the PoC process.

(i) Orderer Node: It performs all transactions and consents or-
dering services. Audit logs from the audit blockchain are processed
as blocks. This node gets a block from the audit blockchain and
related consent from the public blockchain. Then, it transfers them
to the Validator node for verification.

(ii) Validator Node: 1t verifies the audit block integrity from
the public blockchain as block ID and hash as integrity stored pre-
viously. If there is no modification, the audit logs and required
consents are transmitted to the auditor nodes for performing com-
pliance review.

(iii) Auditor Nodes: These nodes are responsible for checking
the compliance requirements for regulations and other applicable
bodies. Auditor nodes can be hospitals, local governments, state gov-
ernments, the federal government, regulatory agencies, insurance
companies, business associates, accreditation bodies, independent
auditors, and others from contractual obligations. Each node works
as an honest entity where the provenance data, audit trails, and
applicable policies are analyzed to determine the activities’ com-
pliance status. They don’t store data for further analysis, share,
or transfer with other users. The compliance status can be one of
Compliant, Non-Compliant, or Not-Determined.

(iv) Committer Node: After performing the compliance review
of the submitted block, this node writes the compliance data as
a compliance block in the compliance blockchain network. After
writing, it stores the compliance block ID and hash in the public
blockchain for later verification. After writing the transactions to
the ledger, no entity can modify the blocks or transactions.

All participant nodes must communicate with each other. The
communication may be (i) one-to-one, (ii) one-to-many, (iii) many-to-
one, and (iv) many-to-many according to the network requirements.
They can be any of the following based on the nodes’ functionalities
and network requirements: (i) unidirectional and (ii) bidirectional.
The message communications are done in atomic broadcast or
total order broadcast fashion [6]. Where all participant nodes re-
ceive the same set of required messages in the same order, that is the
same sequence of messages. The atomic broadcast ensures that mes-
sages are either eventually delivered correctly for all participants
or all participants abort messages without side effects. However,
this paper does not provide a detailed functional mechanism for
message communication.

Figure 3 shows the sequence diagram for transaction flows. The
network has various participating nodes, as described above. Each
node performs different operations. In the following section, trans-
action flow and multiple operations are described.

(a) Consent and Transaction Submission: Patient consent
is captured and stored in the public blockchain for authorizing
health records access requests. The consent is also required for the
compliance review. Client nodes submit transactions to be validated
and compliance checked to be added to the ledger. The client nodes
use their private keys to sign all transactions digitally.
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(b) Audit Logs Integrity Verification and Order: After re-
ceiving transactions from Client nodes, Orderer nodes perform
signature verification to ensure that submitted transactions come
from legitimate clients who claim to be the originators of the sub-
mitted transactions. Signature verification is done through a private
key pair. Clients sign transactions using their private keys. Order
nodes verify signed transactions using clients’ public keys. Once
signatures are verified, all transactions are ordered and submitted
for verification and policy compliance checking.

(c) Compliance Verification: In this stage, if a transaction
complies with all the applicable policies, then auditor nodes mark
the transaction as compliance. Otherwise, the transaction is marked
as non-compliance or not-determined. This process repeats for all
transactions validated by the validator node.

(d) Transaction Committed and Ledger Modification: Once
transactions are verified, executed, and compliance checked, they
are committed as finalized and can’t be modified after this point.
Finally, the compliance block is written to the compliance blockhain.
After writing to the ledger, the compliance block ID and hash as
integrity are written to the public blockchain for later verification.

3.3 PoC Decision Combining Algorithm

The algorithm aggregates these individual outcomes, applying rules
to resolve conflicts and derive a unified compliance status, ensuring
consistent and trustworthy decision-making. Figure 4 shows the
decision-making process.

3.3.1 Decision Counting Threshold. Suppose a total s number of
auditor nodes exists in the PoC network. A batch of transactions is
sent with the required information to evaluate compliance status. It
is not always the case that we will receive a s number of responses.
There might be some cases where the auditors’ responses may be
lost due to connectivity issues, power failure, intentional result
not submission, auditor node offline, or after starting the process,
it goes offline due to the system error, among others [10]. Now,
consider that m is the number of responses from the auditors out
of s. We need to set a threshold, 1, that must be satisfied to make
the compliance decision for an audit log. The following conditions
must be satisfied to make the compliance decision:

(i)s>m and (ii))s=m>=n or s>Dpn=>n

Where Dy, is the number of received decisions from the m number
of auditors (A), and 5 is the minimum number of decisions that
must be present to make the decision. If there is no loss, this s = m
is ideal. Then the conditions became:

(i)y)m>=n or Dy=n

In the ideal case, all auditors receive the required information
and return results after the compliance evaluation. The value of the
1 is determined and influenced by the design decision, the organiza-
tion’s business nature, legal requirements, contractual obligations,
and others. If m < n or Dy, < 1, the compliance status is assigned
as "Not-Determined" to avoid any policy violation, it must be further
investigated to check the reasons.

3.3.2  Auditor Obligations. Let AR be a set of r numbers of obliga-
tory auditors, defined as Ag = {ay,, ar,, ar,, ..., ar, } where each ay,
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Figure 4: Proof of Compliance Decision Mechanism

represents an individual obligatory auditor node whose participant
in the PoC process is mandatory. The number of obligatory auditor
participant, ¢, is counted as follows:

r
Q= Z a(ari € A)
i=1

Where 9(.) is an indicator function that equals 1 if a;, is a partic-
ipant of the auditor set A and 0 otherwise. The condition: ¢ = r
must be satisfied. If no condition is imposed regarding mandatory
participation of the auditors, AR, then the requirements are waived.

3.3.3  Auditors and Decisions. Let m be the total number of auditor
nodes; the following information is given. The final compliance
decision is derived based on a majority rule among decisions.

e Let A be a set of auditors, defined as A = {ay,az,as,...,am},
where each a; represents an individual auditor node.

eLet D be a set of decisions corresponding to each auditor in
A, defined as D = {dy,ds,ds, . ..,dm}, where d; is the decision
made by the a; auditor node for a given transaction, where d; €
{Compliant, Non — Compliant, Not — Determined}

o Each auditor node a; in set A makes a compliance decision d; in
set D. Therefore, here is a one-to-one mapping between each au-

ditor node and its decision: (a1, d1), ..., (am, dm). This mapping
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allows us to analyze the decisions collectively and apply the PoC
decision combining algorithm.

o Let a set of weights defined as W = {wy, wa, ..., Wi}, where w;
represents the weight of an individual auditor node a;.

Purpose of Weighting: Weighting allows for differentiated in-
fluence among auditors. For instance, an auditor from a regulatory
agency might have a higher weight due to their authority, while
an internal auditor may have a standard weight. This flexibility is
beneficial in settings where some nodes have greater compliance
oversight responsibilities. This weighted decision-making model
provides a robust framework for ensuring fair and accurate compli-
ance outcomes in a decentralized, consensus-driven environment.
The weight of the auditors would be determined and influenced by
the business requirements, legal jurisdictions, regulatory mandates,
contractual obligations, and others.

Weight Threshold: It ensures that a compliance decision is
made only when the cumulative influence of participating auditor
nodes reaches a predefined minimum level. Let Q represent the
weight threshold and W;,;,; the total weight of all auditor nodes,

calculated as:
m
Wiotal = Z Wi
i=1

where w; is the weight of the i-th auditor node and m is the total
number of auditors. The decision-making process proceeds only if
Wioral = Q. If this condition is satisfied, the compliance mechanism
calculates the weighted counts for each decision type (Compliant,
Non-Compliant, Not-Determined) and determines the final compli-
ance status based on defined majority rules.

If Wiorar < Q, the system delays the decision, requesting addi-
tional input to meet the threshold. This ensures that decisions are
not based on insufficient or low-weight contributions, thereby en-
hancing the reliability and fairness of the PoC mechanism. Alterna-
tively, the compliance status can be determined as "Not-Determined”
to avoid policy violations.

3.3.4 Decision Counting and Combining Process with Weight. In
this scope, all the auditor nodes don’t bear the same weight values,
where wi # wy # w3 # - - - # Wy, indicating that they don’t have
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Table 2: PoC Decision Combining Scope with Weight

SN Decision Counting Combination-Weight Final Decision-Weight(Dvy Fina 1)
1 Cw > Ny > Uy Cw
2 Cw > Uw > Ny Cw
3 Cw > Ny = Uy Cw
4 Ny > Cw > Uy Ny
5 Ny > Uy > Cyy Ny
6 Ny > Cw = Uy Nyy
7 Nw =Cw > Uy Ny
8 Uy > Cw > Nyy Uw
9 Uw > Ny > Cyy Uy
10 Uy =Cyw > Ny Uy
1 Uw > Cy =Ny Uy
12 Uw = Ny > Cyw Uy
13 Cw =Ny = Uy Uw

an equal impact on the decision. The weight value depends on the
nature of the auditor and business requirements.

Decision Counts with Weight The total counts for each type
of decision with weight are calculated as follows, where §(.) is an
indicator function that equals 1 if the inside condition is true and 0
otherwise.

m

(i) Cy = Z wa; 0(D; =

i=1

Complaint)

m
(ii) Ny = Z Wwq,;.0(D; = Non — Complaint)
i=1

m
(iii) Uy = Z Wq,;.0(D; = Not — Determined)
i=1

Decision Combining Process with Weight After counting
each decision type, the final decision is made based on the majority.
The Weighted Not-Determined dictates to others if they are equal to
it. The distinct combinations are given in Table 2. The final decision
Dy finat 1s set based on predefined majority rules, such as:

o Weighted Compliant Majority: This decision is made when the ma-
jority decision is Weighted Complaint or Cy > Nyy and Cyy >
Uy out of m decisions made by the auditors regardless Nyy >
Uwy or Uy > Nyy or Uyy = Nyy.

o Weighted Non-Compliant Majority: This decision is made when
the majority decision is Weighted Non-Complaint or Ny >
Cy and Nyy > Uy out of m decisions made by the auditors
regardless Cyy > Uy or Uy > Cyy or Cyy = Uyy.

® Weighted Not-Determined Majority: This decision is made when
the majority decision is Weighted Not-Determined or (i) Uy >
Cy and Uy > Nyy, or (ii) Uy = Cyy = Uyy, or (iii) Uy = Cyy >
Uyy , or (iv) Uy = Ny > Cyy out of m decisions made by the
auditors regardless Cy > Nyy or Nyy > Cyy or Cyy = Nyy.

3.3.5 Decision Counting and Combining Process without Weight.
In this scope, all the auditor nodes bear the same weight values,
where wi = wy = w3 = -+ = wy,, indicating that they have an
equal impact on the decision.

Decision Counts without Weight The total counts for each
type of decision are calculated as follows, where §(.) is an indicator
function that equals 1 if the inside condition is true and 0 otherwise.
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Table 3: PoC Decision Combining Scope without Weight

SN Decision Counting Combination  Final Decision (D f;y41)

1 C>N>U
2 C>U>N
3 C>N=U
4 N>C>U
5 N>U>C
6
7
8
9

N>C=U
N=C>U
U>C>N
U>N>C
10 U=C>N
11 U>C=N
12 U=N>C
13 C=N=0U

ceacggglzzzzaoaa

m
(a) C= Z 8(D; = Complaint)

i=1

m
(b) N= Z 8(D; = Non — Complaint)

i=1

m
(¢) U= Z 8(D; = Not — Determined)

i=1

Decision Combining Process without Weight After counting,
the final decision is made, and the distinct combinations are given
in Table 3. The Not-Determined dictates to others if they are equal
to it. The final decision D f;y,4) can then be set based on predefined
majority rules, such as:

e Compliant Majority: This decision is made when the majority
decision is Complaint or C > N and C > U out of m decisions
made by the auditors regardless N > Uor U > NorU=N.

® Non-Compliant Majority: This decision is made when the majority
decision is Non-Complaint or N > C and N > U out of m deci-
sions made by the auditors regardless C > UorU > Cor C=T.

® Not-Determined Majority: This decision is made when the ma-
jority decision is Not-Determined or (i) U > Cand U > N, or
i) U=C=0U,or(iii)U=C >U,or(ivyVU =N > C out
of m decisions made by the auditors regardless C > Nor N >
CorC=N.

4 Transaction and Block Structure

The proposed Proof of Compliance or PoC mechanism takes audit
logs from the audit blockchain, required informed consent from
the public blockchain network, and applicable policies from the
policy repository. After performing the compliance verification,
the compliance status for each audit log is generated and stored in
the compliance blockchain. The compliance blockchain is another
private blockchain that contains audit log IDs and correspond-
ing compliance statuses. The following describes the (i) audit log
transaction structure, (ii) audit log block structure, (iii) compliance
transaction structure, and (iv) compliance block structure.
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4.1 Audit Block Transaction Structure

An audit log indicates a single operation has already occurred in the
system. This study considers two types of audit logs, as depicted in
Figure 5. Figure 5(a) shows the audit log for treatment team access.
Next, Figure 5(b) shows the log structure for PHI sharing. The major
components are discussed below.

o Audit Log ID: It is an ID to identify the audit log uniquely in the
Audit Blockchain as well as in the Compliance Blockchain.

o Timestamp Data: A timestamp is the block creation time. The
time has been given in seconds since 1.1.11970. For compliance
checking, this time value is crucial.

o Treatment-Informed Consent ID: The HIPAA privacy law man-
dates patients’ consent for accessing their health records [18, 21].
This work stores patient-informed consent for treatment in the
public blockchain network. The detailed process can be investi-
gated in [1]. There are four components in every given informed
consent: (i) user, (ii) PHL (iii) operation, and (iv) conditions. The
complete consent can be retrieved from the public blockchain
using the consent ID included in the audit log.

e PHI: Tt is an electronic version of a patient’s medical data that
providers keep over time. They are protected health information
and sensitive patient information. PHI must be protected from
unauthorized access, disclosure, and sharing. Table 4 shows the
sample health records, categorized by ID, name, and description.

e User ID: This unique user ID performs various operations. It is
also called the subject, which may be one of the treatment team
members or anyone from the hospital. For this study, we don’t
consider external users to be treatment team members.

o Operation: It represents the system action authorized users can
perform on the objects or PHI when certain conditions are sat-
isfied. Examples of operations are read, write, and update. Not
all members have access to all forms of PHI to perform their job
responsibilities. In addition to the treatment team, the patient
has the right to read, write, and update specific health records.

o Sharing Informed Consent ID: Sharing informed consent means
the patient’s consent to share medical data for a specific purpose.
The sharing informed consent is stored in the public blockchain
network, which has four components: (i) sender, (ii) receiver, (iii)
PHI, and (iv) purpose [2]. All components are retrieved from
the public blockchain network using this consent ID included
in the audit log. Both the sender and the receiver must have
consent. The sender can share specific healthcare data with the
receiver, who has permission from the patient. The sender may
be a patient treatment team member or anyone from the provider.
The receiver may be from other hospitals, labs, medical research
institutes, pharmaceutical companies, marketing departments,
government officials, etc. The purposes may be treatment, diag-
nosis, marketing, research, etc.

o Honest Broker ID & Report: An honest broker is a trusted en-
tity that evaluates the encryption algorithm, key size, and data
anonymity status [3]. After checking, the honest broker certifies
or attests to the status, which is recorded in audit trails as proof.

4.2 Audit Blockchain Block Structure

The audit log block contains a certain number of audit logs gener-
ated by the clients and captured by the log daemon or authorization
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Table 4: Sample Protected Health Information Structure

PHIID PHIName PHI Description
PHI1001 Demographic Info Patient’s information
PHI1002 Previous Medical History Old medical records from another hospital
PHI1003 Immunizations Immunization records that are administered over time
PHI1004 Allergies Various allergies sources, triggering condition, remediation
PHI1005 Visit Notes Physiological data, disease description, advice, follow-up
PHI1006 Medications & Prescription  Prescribed medications including name, dosage, etc.
PHI1007 Pathology Lab Works Blood work
PHI1008 Radiology Lab Works Imaging and Radiology Lab results
PHI1009 Billing and Insurance Bank account and insurance policy Information
PHI1010 Payer Transactions Bills of doctor visit, lab works, and medications

(@ [ Audit Log Treatment Informed Timestamp ]

D Consent ID Data
. User ! PHI | Operation Conditions

Broker

] N Honest
®) Audit Log | Sharing Informed Honest Broker|Timestamp
ID Consent ID Report Data

Previous Block Hash
Hash Difficulty Target
Genesis Block
Block Hash
®
Block Timestamp
Block Nonce

ALT Unit Hash

1¢t Block

Block Hash

Block Header

v
Block Data

[

+ Audit Log Transaction (ALT) Unit

H Audit Log Transaction - 1
? Audit Log Transaction - 2
* Audit Log Transaction - 3 ;

Block Data :

Audit Log Transaction - M

2'9 Block

Block Hash

Audit Log Data

Nt Block

Block Hash

Figure 6: Audit Blockchain Block Structure

module. It includes some block metadata in addition to the log data,
as depicted in Figure 6. The network participants can determine
the number of log records. If the number of records is fixed, the
block size will always be the same. Otherwise, the block size would
vary. This paper stores a certain number of log records for each
block to keep all block sizes the same.

4.3 Compliance Block Transaction Structure

Compliance Status: the auditor nodes determine the compli-
ance status based on the consensus agreement through a decision-
combining algorithm. The status can be complainant, non-compliant,
or not-determined.

e Compliant: It indicates that the authenticated subject operates by
the relevant or applicable policies. We consider consent-based
protected health information accessing or sharing. So, users ac-
cess or share PHI when they have consent from the patients.
Otherwise, they will not be able to access or share PHL

o Non-Compliant: In this scope, the applicable policies are violated,
and the authenticated subject is neither supported nor carried
out in operation. This violation is subject to various corrective
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actions, like employee warning, training, transferring, terminat-
ing, etc. Also, organizations need to deploy new security systems
or update existing ones to help minimize violations.

® Not-Determined: In this situation, it is not possible to determine
the status of any audit log or executed operation. This may be
due to the unavailability of the required information, such as poli-
cies, informed consent, etc. Also, some auditor nodes could not
determine compliance status. These cases must be investigated
later to resolve the issues.

4.4 Compliance Blockchain Block Structure

The compliance block is described as an organized structure de-
signed to record the compliance status of audit logs securely. Figure
8 shows the compliance block structure. Each compliance block in-
cludes unique audit log IDs and corresponding compliance statuses,
categorized as compliant, non-compliant, or not-determined. These
blocks are then stored within the private compliance blockchain,
providing an immutable record of all verified compliance checks.
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4.5 Private Block Integrity on Public Blockchain

A private blockchain is a system configured for a select group of
participants who establish the consensus mechanism and specific
features such as block structure, block size, and block contents [5].
To safeguard against the intentional alteration of audit and compli-
ance blocks, the proposed approach stores the block ID and hash as
block integrity on a public blockchain, such as Ethereum, to main-
tain block integrity. Figure 9 shows the process of storing block
ID and hash of private blocks on the public blockchain network.
This dual-layer approach ensures that the private blockchain re-
tains integrity over its operations while leveraging the security and
immutability of the public blockchain [23]. An API/Oracle is devel-
oped and deployed to store and retrieve block integrity information
to/from the blockchain network. Here, the API/Oracle is a secured,
trusted, and blind entity that doesn’t reveal any information with-
out authorized users. The authorized users submit requests to know
the integrity status of any private block. The API/Oracle checks and
returns a response as to whether the requested block is modified.

5 Experimental Evaluations

This section provides experimental evaluations to demonstrate the
functionality of the proposed consensus mechanism and assess the
compliance status of logical health record access. The evaluations
focus on the following aspects: (i) Setting up private Ethereum
networks for the audit and compliance blockchain. (ii) Measuring
the gas cost for writing block integrity data to public blockchain
networks. (iii) Analyzing the time required for writing and read-
ing block integrity data to/from public blockchain networks. (iv)
Evaluating the time needed for compliance block construction. (v)
Assessing the throughput of compliance checks. Each aspect is
discussed below with the necessary data, figures, and tables.

5.1 Environment Setup

To implement the blockchain model, we used Node.js to develop
server-side programs for different roles in our network: client, or-
derer, auditor, and committer. Each node operates as an independent
JavaScript program, performing essential functions for blockchain
operations. The client node features a Command Line Interface
(CLI) to generate synthetic data, mimicking healthcare transaction
activities and audit logs. This data tests the blockchain system’s per-
formance and reliability. Nodes were encapsulated in containers in
Docker to ensure isolated, consistent environments, simplifying de-
pendency management and network communications [24]. We used
Go Ethereum Docker image version 1.13.15 for our private network
setup. This setup imitates a distributed ledger effectively. Testing
was conducted on an Apple Mac M1 Air running macOS Sonoma
version 14.3, with 256 GB storagee and 8 GB of unified memory.

5.2 Block Integrity Writing Cost

In the proposed approach, audit logs are stored in the audit blockchain,
and compliance status is stored in the compliance blockchain. Both
are private blockchain networks, where participants are limited to
organizations. This doesn’t provide the public with trust. To avoid
this, block ID and hash as integrity are stored in a public network
like Ethereum. Figure 10 shows the block integrity storage cost in
tokens for three public blockchain networks: Ethereum, Binance
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Smart Chain, and Optimism. The USD costs are depicted in Figure 11.
The first two networks are Layer 1, and the third network is Layer
2[7,9]. Layer 1is the core blockchain framework for implement-
ing the network’s consensus mechanism, transaction validation
and storage, and native token functionality. Layer 2 is a secondary
framework built on top of an existing Layer 1 blockchain to enhance
the scalability and efficiency of the Layer 1 blockchain without com-
promising its security or decentralization. It performs transaction
validation and storage outside the Layer 1 network but stores proof
on it. The Layer 2 solution handles more transactions per second,
reducing transaction costs and speeding up confirmation times.

5.3 Time Requirements

Before processing any data from the private network, the block
integrity is verified from the public network. Doing this requires ac-
cess to a public blockchain network to read stored private blockchain
block IDs and hashes. This study leverages Ethereum’s Remote Pro-
cedure Call (RPC) API services for deploying smart contracts and
performing transactions on these networks [14]. Writing and read-
ing time requirements are measured for three networks: Ethereum,
Binance Smart Chain, and Optimism. Table 5 shows ten (10) writing
time requirements. Table 6 shows ten (10) reading time require-
ments. Additional time requirements are introduced since trans-
actions are traveled through the API servers. Maintaining a local
public blockchain node where access to block data is possible in
real-time can reduce reading time. The system continuously syn-
chronizes with the blockchain network to update the ledger data.
The providers can maintain local nodes for faster integrity verifica-
tion. However, time differences are not considered in this study.

Table 5: Writing Time to Public Blockchain Networks

Writing SN. Ethereum | Binance Smart Chain | Optimism
1 6.719 Sec 6.854 Sec 8.459 Sec
2 5.961 Sec 6.068 Sec 7.785 Sec
3 5.972 Sec 6.338 Sec 7.738 Sec
4 6.309 Sec 6.063 Sec 7.762 Sec
5 6.085 Sec 6.081 Sec 8.163 Sec
6 6.015 Sec 2.476 Sec 7.482 Sec
7 10.117 Sec 6.521 Sec 7.718 Sec
8 10.041 Sec 2.451 Sec 8.268 Sec
9 10.045 Sec 6.662 Sec 7.736 Sec
10 14.039 Sec 2.458 Sec 7.797 Sec

Average Time | 8.130 Sec 5.197 Sec 7.891 Sec

Table 6: Reading Time from Public Blockchain Networks

Reading SN. | Ethereum | Binance Smart Chain | Optimism
1 0.834 Sec 0.541 Sec 0.631 Sec
2 0.573 Sec 0.468 Sec 0.453 Sec
3 0.570 Sec 0.620 Sec 0.404 Sec
4 0.391 Sec 0.501 Sec 0.650 Sec
5 0.514 Sec 0.488 Sec 0.406 Sec
6 0.583 Sec 0.566 Sec 0.495 Sec
7 1.577 Sec 0.579 Sec 0.421 Sec
8 0.463 Sec 0.442 Sec 0.438 Sec
9 0.580 Sec 0.504 Sec 0.415 Sec
10 0.483 Sec 0.495 Sec 0.398 Sec

Average Time | 0.660 Sec 0.532 Sec 0.470 Sec
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5.4 Compliance Block Construction Time

After performing compliance checking and block finalization, it
is the required time to confirm a compliance block. The Auditor
nodes are responsible for compliance checking and making final
compliance status decisions. The Committer nodes perform the
block finalization by writing the compliance block to the compliance
blockchain ledger. It does not include the time the Orderer nodes
require to fetch audit logs from the private audit blockchain, get
informed consent from the public blockchain network, and collect
applicable policies from the policy repository. Figure 12(a) shows
the compliance block construction time, where the maximum time
is 4.317, the minimum is 4.134, and the average is 4.19 seconds.

5.5 Compliance Checking Throughput

It is the number of transactions per second that can be processed af-
ter performing all required operations. For the Proof of Compliance
consensus mechanism, the performed operations are compliance
checking and compliance block finalization by the Auditor and
Committer nodes. Figure 12(b) depicts the throughput in transac-
tions per second (TPS), where the maximum throughput is 48.38,
the minimum is 46.33, and the average is 47.70 TPS.

6 Related Works

Garcia-Berna et al. present a novel workflow designed to enhance
the usability audits of personal health records (PHRs) through an au-
tomated, computer-aided usability evaluation (CAUE) tool named
Usevalia [8]. This approach integrates multiple components, includ-
ing a set of usability heuristics, a catalog of usability requirements,
a corresponding checklist, and predefined tasks to understand the
functionalities of PHRs to be audited. The workflow leverages Use-
valia to centralize and streamline the usability evaluation process,
allowing for coordinated work among auditors and providing re-
mote access to all necessary evaluation materials.

Stevovic et al. on compliance-aware cross-organization medical
record sharing tackle the complex challenge of sharing electronic
health records (EHRs) across various healthcare organizations while
adhering to differing regulatory and business requirements [28].
Their proposed solution, CHINO, allows healthcare providers to
define and enforce their specific security and compliance needs
during data sharing. The critical point is the integration of busi-
ness processes that map high-level regulatory policies to particular
data management operations, ensuring each organization’s inter-
nal systems and processes remain compliant. The implemented
prototype was successfully integrated with OpenMRS, illustrating
the system’s ability to manage and enforce diverse regulatory and
business requirements across healthcare settings.

Dae-young et al. developed a sophisticated framework to se-
curely manage the exchange of extensive health data while ensur-
ing strict compliance with health regulations such as HIPAA [13].
Amidst the challenges of the COVID-19 pandemic, their framework
utilizes semantic web technologies to ensure secure and compliant
data exchanges through dynamically applied policies. A key feature
of their approach is the Trust Score, which assesses each partici-
pant’s reliability in handling sensitive data. The authors demon-
strated the framework’s effectiveness and scalability by applying it
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tracing records from the CDC.

Koreff et al. [16] critically examined data analytics in health-
care fraud audits, focusing on how these tools influence power
dynamics and potentially abuse authority. Through a qualitative
analysis involving interviews and document reviews, their study re-
vealed that algorithmic decision-making can justify harsh measures
against healthcare providers based on possibly inaccurate data in-
terpretations. This misuse of power affects individual providers
and has broader implications for the industry’s power structure.

The research highlighted the need for greater transparency and ac-

countability in using data analytics within regulatory frameworks,

pointing out the ethical considerations in balancing technological
efficiencies against fair governance.

Mohammed Abdul proposed a detailed analysis of blockchain’s
dual scalability and regulatory compliance challenges through a
literature review [20]. They looked into more advanced options
like sharding, which splits the blockchain into parts that can be
processed in parallel to speed up transactions, and layer-2 methods
such as rollups and the Lightning Network, which take transactions

off of the main chain to lower latency and make it easier to scale.
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7 Conclusion and Future Directions

In conclusion, the proposed Proof of Compliance consensus mecha-
nism offers a transformative solution for compliance checking in the
healthcare industry. Blockchain technology and consensus mecha-
nisms provide a transformative solution for checking compliance
requirements burdened by regulatory requirements. Compliance
with security and privacy policies and regulations indicates the
status of healthcare organizations’ adherence to them. It also shows
the integrity of the operations in handling sensitive patients’ health
records. This mechanism not only helps to increase the overall trust
and reliability of the healthcare ecosystem but also incentivizes
participants to maintain high levels of compliance. Overall, the PoC
mechanism has the potential to redefine the intersection of trust and
compliance with regulatory standards in the healthcare industry,
providing a secure and reliable platform for all stakeholders.

As our next step, we want to verify the Proof of Compliance
consensus mechanism formally. Formal verification of PoC is es-
sential in establishing its reliability and robustness, particularly
in compliance-sensitive sectors such as healthcare. This process
involves creating precise mathematical models of the PoC protocol
to prove unequivocally that it adheres to its intended compliance
rules under all conditions. This rigorous analysis helps ensure that
the PoC mechanism meets performance and security standards and
dynamically aligns with evolving regulatory requirements, foster-
ing trust and facilitating wider adoption in healthcare industries.
Such verification is essential for confirming the security and effec-
tiveness of PoC systems before they are deployed in sensitive and
critical healthcare application environments.
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