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ABSTRACT

A NOVEL FRAMEWORK FOR IMPROVING FMEA APPLICATION IN COMPLEX

V-MODEL DEVELOPMENT

Management of design risk has persisted as a topic for as long as formal design processes
have existed. In 1949, based on the lessons from World War I development efforts, the U.S.
Department of Defense published the first standard for Failure Modes, Effects, and Criticality
Analysis (FMECA), which later shortened in common use to Failure Modes and Effects Analysis
(FMEA). Over the following 70 years, this approach became arguably the most ubiquitous tool
in the design risk toolkit, with standards and application across virtually every aspect of product
and process design. FMEA has also become an active topic for academic research, in part
because of persistent problems with its application, effectiveness, and usability.
Counterintuitively, the bulk of research into the topic has done little to stem the continued
reporting of these problems. In fact, the last 35 years have seen continued publication of peer-

reviewed articles documenting recurring challenges in FMEA application.

At roughly the same time that these challenges became more visible, the same
Department of Defense published standards that contributed to the origins of the systems
engineering V-model as a means of managing the growing complexity of modern weapon
systems. In short order, this model migrated into software development and then into broader
product development, where it has become similarly influential. This dissertation argues that the
persistence of FMEA application challenges is not coincidental with the growth of the V-model

as a dominant development approach. Rather, many recurring problems in FMEA can be

il



understood as symptoms of a structural mismatch between a traditionally bottom-up risk analysis

method and a top-down staged development model.

This dissertation addresses that argument through three stages of research. First, a
literature review is performed to identify recurring criticisms of FMEA and examine
commonality in these issues over time. Second, a structural analysis is performed comparing the
FMEA methodology, as defined by internationally accepted standards and common practice,
against the information structure and staged logic of V-model development. This analysis
identifies systemic mismatches between the two methods, including proliferation of failure
modes, incompatibility between FMEA information needs and the timing of information
availability in the V-model, and difficulty aligning FMEA decomposition with systems
engineering decomposition. Third, a novel framework is developed to address these problems

while preserving the core value of FMEA as a design risk management tool.

The proposed framework improves FMEA application in complex V-model development
through four related elements. First, a New, Unique, and Difficult (NUD) design risk filter is
used to identify the areas of a system architecture that warrant focused risk analysis. Second,
requirements-based definitions of failure modes and causes are used to align FMEA more
directly with systems engineering requirements and architecture. Third, mitigations may be
expressed as new or revised requirements and recursively reviewed to determine whether they
introduce additional design risk. Fourth, Critical-to-Quality (CtQ) designations are reframed as a
mechanism for tracking mitigations and requirements that cross architectural or engineering

discipline boundaries.

A key portion of this framework, the NUD design risk filter, is validated in an industrial

setting through application to a complex technology development project. The validation trial

il



demonstrates that the method can be taught and deployed with limited training and facilitation,
and that users perceive value in its ability to identify key risk areas in a system architecture. The
results provide initial evidence that targeted design risk filtering can help address FMEA

proliferation and improve the practical deployment of FMEA in complex V-model environments.

As FMEA continues to be a fundamental expectation of sound design risk practice, the
proposed framework does not seek to replace FMEA. Instead, it improves how FMEA is scoped,
timed, decomposed, and connected to systems engineering development activities. From a
research perspective, the framework opens opportunities for continued improvement in FMEA
through integration with Model-Based Systems Engineering (MBSE), requirements management
tools, and improved measures of design maturity and design risk management throughout the V-

model process.

v
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Chapter 1. Introduction

1.1. Problem Statement

Failure Modes and Effects Analysis (FMEA) emerged from U.S. military efforts to
improve design risk management following World War II. The method was first published by the
U.S. Department of Defense (DOD) as MIL-P-1629A (U.S. DOD, 1949) and later updated under
MIL-STD-1629A (U.S. DOD, 1980). The purpose of FMEA was, and still is, to identify
potential design failures before they occurred, prioritize failure modes, and trace identified risks

to mitigations and evidence of effectiveness.

FMEA is now broadly used across product, process, system, reliability, safety, and risk
management applications. Failure Modes, Effects, and Criticality Analysis (FMECA) extends the
method by incorporating criticality assessment. However, FMEA and FMECA share a common
methodology and frequently overlap in practice and standards, and as such, this dissertation uses
the term FMEA broadly. Although widely adopted, FMEA remains inherently heuristic and has
known limitations related to consistency, scalability, and interpretation (Bouti & Kadi, 1994; Liu
et al., 2013). Nevertheless, FMEAs are commonly treated as mandatory deliverables in regulated

industries and government contracts.

Over the same period, system development practices evolved in response to increasing
system complexity. By the mid-1980s, software had become a standard component of military
and commercial systems, requiring more formal coordination between hardware and software
development. DOD-STD-2167 and DOD-STD-2167A formalized staged software development
practices and contributed to the development logic later associated with the modern V-model

(U.S. DOD, 1985; U.S. DOD, 1988). Subsequent work by Rook (1986) and Forsberg and Mooz



(1992) strengthened the relationship between staged development activities and corresponding

test, verification, and validation activities.

The parallel development of FMEA and the V-model is important because both methods
respond to increasing complexity in engineered systems. However, they do so in different ways.
The V-model provides a staged structure for decomposing requirements, developing architecture
and design, and building evidence through integration, verification, and validation. FMEA
provides a structured way to reason about failures, effects, causes, mitigations, and evidence.
While system development models evolved to manage the staged maturation of complex

hardware and software systems, the core FMEA process remained largely unchanged.

This difference creates the central problem addressed in this dissertation. FMEA is
expected to support design decisions early enough to reduce risk before major commitments are
made, but conventional FMEA often depends on information that becomes available only later,
including detailed architecture, allocated requirements, specific failure mechanisms, existing
controls, mitigation strategies, and verification evidence. In V-model development, where design
information matures progressively, this timing mismatch can make FMEA difficult to apply

effectively.

When FMEA is performed early, the analysis may rely on incomplete architecture, vague
failure definitions, speculative causes, or immature controls. When FMEA is delayed until
detailed design information is available, it may occur too late to influence major design decisions
without costly rework. In complex systems involving hardware, software, firmware, algorithms,
user interaction, and cross-disciplinary interfaces, this mismatch can contribute to unclear scope,
proliferation of failure modes, inconsistent analysis, weak traceability to design action, and the

perception that FMEA is primarily a compliance activity. It is particularly the case that in



complex systems, the interaction and connection of different layers of system can fail leading to
the potential for the failure modes being on one side, the other or associated with the interaction,
making these both harder to identify and increased in quantity. This is further complicated by the
addition of design reuse, considered a best practice in modern systems engineering. Reuse of
design components allows for stability in a new project in areas which are not the focus of new
capabilities. However, under classic FMEA approaches, this unbalanced level of design maturity
leads teams to focus on failure analysis of known elements where risk is low, distracting limited
resources from less mature areas of the design which are still in early development. The
emphasis in classic FMEA on completeness drives resources towards the design reuse where
design detail is available, as opposed to the portions of the design which represent higher risk,
but are less developed. This leads to frustration by the personnel involved, as well as taking time
away from the areas where FMEA is most needed. It is true that some cases of design reuse merit
FMEA attention, because the design context for the reuse is different from predicates, but classic

FMEA processes do not have a process for differentiating these situations.

The problem addressed by this dissertation is that conventional FMEA practice is not
adequately structured to align with the staged information availability, decomposition logic, and
verification structure of V-model development. This dissertation investigates recurring FMEA
challenges in V-model development and proposes a framework to improve how FMEA is
scoped, decomposed, timed, and connected to requirements, architecture, mitigations, and

verification evidence.



1.2. Research Objective, Aims, and Questions

The objective of this dissertation is to analyze these challenges and develop potential
improvements to FMEA, then validate whether those improvements better address recurring

issues in its application. Accordingly, the dissertation is organized around three research aims.

1.2.1. Research Aim 1: Identify Challenges of FMEA in V-Model Development

Research Aim 1 examines published criticisms of FMEA to identify recurring patterns
and identify systemic misalignments between FMEA practices and the V-model methodology. A
literature review indicates that, over the last 30 to 35 years, criticisms of FMEA have been
published regularly, with each article proposing some level of corrective action or
methodological improvement. In addition, relevant standards provide cautions and
recommendations intended to address many known pitfalls. The purpose of analyzing these

criticisms is to address the following questions:

e RQI1.1: What recurring patterns of problems are evident in published criticisms of
FMEA, particularly those that appear resistant to solutions proposed by standards,

academia, or industry?

¢ RQ1.2: What underlying systemic causes contribute to recurring FMEA problems
when the method is applied within modern development models such as the V-

model?

This analysis was presented at and published in the proceedings for the International
Council on Systems Engineering (INCOSE) Human Systems Integrations (HSI) Conference

(Perreault et al., 2024).



1.2.2. Research Aim 2: Develop Improved Framework for FMEA Application

Research Aim 2 develops an improvement to FMEA that addresses the conflicts
identified between classic FMEA and the V-model methodology. Building on the findings from
Research Aim 1, this aim recognizes that lower-level improvements to the FMEA process, as
evidenced in the literature, have not been effective in producing significant improvements
against the identified problems. Therefore, Research Aim 2 approaches the problem by using the
findings from the first aim to develop a method that targets the underlying systemic causes and
constraints discovered, rather than addressing only isolated procedural weaknesses. The

following research questions are addressed by this research aim:

e RQ2.1: What high-level requirements define the solution space for improvements to

FMEA that address the systemic causes and constraints identified in Research Aim 1?

e RQ2.2: How can FMEA be augmented to better align with the V-model based on the

requirements developed in Research Aim 2?

The resulting artifact provided case study examples of the systemic problems identified in
Research Aim 1 and established a set of requirements and a framework for addressing them. This
work was presented at and published in the proceedings of the INCOSE Western States Regional

Conference (Perreault & Gallegos, 2025).

1.2.3. Research Aim 3: Validate Proposed Framework for Improving FMEA

Research Aim 3 validates the improved FMEA approach developed in Research Aim 2
by testing the proposed solution in a high-complexity development project and gathering data on
its benefits. A key problem consistently identified in the FMEA literature is proliferation, which

becomes increasingly problematic as product complexity and feature density increase. Therefore,



this aim evaluates whether the improved framework can help address proliferation in the context

of a complex, real-world development effort.

This validation was conducted in collaboration with Access Laser, a small company
developing a novel laser system for a specific customer. The laser system differed significantly
from Access Laser’s prior products, making it an appropriate case for evaluating the improved
FMEA process. As part of the collaboration, the author hosted a series of workshops on the
proposed framework for Access Laser employees, who then applied the process to the new laser
project and provided feedback regarding its usefulness, implementation needs, and perceived

value. The following research questions are addressed in this aim:

e RQ3.1: How difficult is it to teach the proposed methodology to a team that is

entirely unfamiliar with it?

e RQ3.2: To what extent do users perceive value in the proposed methodology and

express willingness to use it in future projects?

e RQ3.3: What level of facilitation and contextually relevant examples are needed to

support effective deployment of the proposed methodology?

The results of this research aim have been submitted to a peer-reviewed journal and are

under review at the time of this dissertation’s submission (Perreault & Gallegos, 2026).



Chapter 2. Background on FMEA

2.1. Introduction

This chapter provides background on FMEA to establish a foundational, common
understanding of the method before critiquing and improving upon it in later chapters. The
discussion begins with the basic logic of FMEA as a structured approach for identifying potential
failures, evaluating their effects, prioritizing risks, and documenting mitigations. It then
describes the typical mechanics of FMEA, including the organization of an FMEA table, the use
of scoring to prioritize risks, and the role of mitigation and evidence in closing the analysis.
Finally, the chapter summarizes current applications of FMEA and recent research efforts to
extend or improve the method, particularly through fuzzy methods, expert systems, and artificial

intelligence.

2.2. Origins and Evolution of FMEA and V-Model

In 1949, following the extensive military research and development activity undertaken
in the United States during World War II, the DOD published MIL-P-1629A, Failure Modes
Effects and Criticality Analysis, as a method for improving product development (U.S. DOD,
1949). In particular, the method focused on predicting potential failure modes in designs before
those failures occur. This approach was intended to augment the prototype and test model that
had been predominant during the war. The method was originally developed to achieve three

primary objectives:

e Predict design failures before committing to designs that are costly to change.



e Prioritize potential failure modes using a semi-heuristic, semi-data-driven approach to
ensure that the most serious failure modes receive appropriate attention during the

development process.

e Provide a means of tracing proposed solutions or mitigations to specific failure modes

so they can be tested to confirm that the failure modes have been eliminated.

By design, the process is intended to be iterative and to align with design cycles, allowing
teams to evaluate and improve the design before committing to a design approach. It also
incorporates prototyping data to support the prioritization of failure modes that need to be
eliminated. Despite many generations of standards, including current standards (ISO 2019; IEC,
2018; ISO 2017; IATF, 2016), the core intent and methodology of FMEA remain largely
unchanged. FMEA has expanded to incorporate the design of devices (D-FMEA), processes (P-
FMEA), usability (U-FMEA) and specific subcategories, such as safety elements of devices, or
service processes. The range of application areas has also become broad enough that FMEA is
now considered a core element of risk management, reliability, device design, and process

design.

By the mid 1980’s, the development of software as part of products for the U.S. military
had become standard. The combination of software and hardware development created a level of
complexity that required an improved development model for system software, which the DOD
published in 1985 (U.S. DOD, 1985). This standard documented the first origins of the modern
V-model for development and aligned hardware and software development. Only a year later,
Paul Rook published what is considered the full origin of the V-model (Rook, 1986). Rook’s
work augmented MIL-STD-2167 (U.S. DOD, 1985), Defense System Software Development, by

integrating testing at each level of the development cycle to support proven and controlled design



maturity throughout the process. Similar to FMEA, the V-model has become a widely used
standard method for managing complex, mixed-discipline engineering development projects.
Also similar to FMEA, it has become an expectation in many regulated industries, such as
medical devices, where it has a clear connection to governing regulations related to design
controls (U.S. FDA, 2026). As another similarity to FMEA development, the V-model has
remained remarkably unchanged in its fundamental principles. As technology has changed,
specifics of implementation have improved, and the model has been applied to the development
of a wide range of systems, but the underlying methodology remains the same. Some recent
research efforts have explored approaches to integrate hybrid methodologies into the V-model,
borrowing from the agile development space to allow for more iterative and responsive
development, although these adaptations generally preserve the V-model’s core emphasis on
requirements traceability, verification, validation, and disciplined progression through

development stages (Gracias & Gallegos, 2025; Gracias & Gallegos, 2024).

While there have been challenges with the application of FMEA since its inception,
academic, government, and industry attention to these challenges has increased over the last 35
years. Peer reviewed literature, as well as industry periodicals, have regularly documented issues
with FMEA application and suggested improvements to different aspects of the method, often
with little lasting impact. Some of these improvements have been incorporated into standards
over the years, in many cases leading to challenges greater than the problems they were intended

to solve.



2.3. Failure Mode and Effects Analysis (FMEA)
2.3.1. Core Logic of FMEA

FMEA is a structured, bottom-up risk analysis methodology used to identify possible
failure modes for a system, subsystem, process or component, evaluate the effects of those
failures, and prioritize actions to reduce risk. The approach is typically implemented in a tabular
format, where subject matter experts evaluate each failure mode using three primary risk factors:
severity, occurrence, and detectability (Stamatis, 2003; IEC, 2018). These factors are generally
assessed using ordinal scales and combined, most commonly through multiplication, into a Risk
Priority Number (RPN), which is used to rank risks and prioritize mitigation actions. Its purpose
is not simply to document possible failures, but to support design and process decision-making
by making potential failure pathways visible before they occur in use. In this way, FMEA
provides a systematic means of connecting system functions, potential failure modes, causes,

effects, existing controls, and mitigations.

The core FMEA methodology was introduced by the U.S. Military 77 years ago (U.S.
DOD, 1949). Once the administrative groundwork is complete (e.g., putting together a team,
securing resources, etc.), the classic methodology is deceptively simple. It can be summarized by

the following steps:

1. Select a system or subsystem for analysis.

2. Determine the functionality of the system in question.

3. Brainstorm ways that the system might fail to function, noting that there may be

nuances in the failure, such as the degree to which a function is violated.
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Determine what impact the failure might have on a user or dependent system, noting

that the impact may differ based on the degree or exact nature of the failure.

Analyze what in the system could cause that failure to occur, noting that there may be

many possible causes.

Apply a scoring rubric. Typically, this involves three orthogonal factors: (7) the
severity of the failure, based on its impact; (2) the likelihood of the failure, based on
the probability of the cause; and (3) the detectability of the failure, based on the
premise that a user would seek to avoid the impact if they were aware of it. These

scoring rubrics generally lead to a single value for each failure.

Sort the failures based on the scoring to create a priority order. In general, the scoring
rubric includes various levels of required action depending on the priority score.
Some scores may require no action, while others, such as those associated with

safety-related failures, may require extensive analysis to address the scoring.

Perform one or more design improvements to mitigate the causes of failures and,
therefore, typically reduce the probability of failures. In general, it is much more
difficult to reduce the severity and much less effective to improve the detectability.
However, depending on the circumstances, any or all of the three scoring factors may

be improved.

Rescore the post mitigated design against the identified failures to determine the level
of improvement. In principle, mitigation work should continue until the rescored
value is below the predetermined action limit. As a result, more than one mitigation

may exist for a given cause of failure.
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10. Document the analysis, typically in tabular form, though other approaches also exist.

When all intended mitigations have been incorporated into the design and proven
effective through appropriate testing or verification activities, the final FMEA update can be
completed and the process closed for a given project. However, essentially all standards and
guidelines recommend that this work be maintained throughout the life cycle of the product

along with sustaining data so that practitioners do not start over with each new project.

Since its origin, with the growth in FMEA use, dozens of standards, texts, and handbooks
(NASA, 2024; U.S. FDA, 2023; SAE, 2021; ATAG & VDA, 2019; ISO 2019; IEC, 2018; ISO
2017; IATF, 2016; Stematis, 2003) have been published to formalize and refine the method.
However, the fundamental logic, process, and execution of FMEA have not substantially
changed. A review of modern texts on the subject shows that, in many areas, the methods remain
unchanged from the original work in 1949. Refinements from standards and literature have

generally focused on the following areas:

e Description of the organizational commitment required for FMEA. Essentially all
standards, guidance documents, and texts discussing FMEA emphasize the need for
cross-functional teams, early initiation of the FMEA process during design, careful

planning of the FMEA, and continued updates throughout design maturation.

e Development of different algorithms for performing risk assessment. Spreafico et al.
(2017) provide a literature review identifying a wide range of research into different
scoring models. AIAG & VDA (2019) augmented the classic scoring model, the Risk
Priority Number, or RPN, with a hierarchy of scores to provide a form of tie-breaking
when identical scores occur. Some approaches have become sufficiently complex to

incorporate linguistic models as part of the scoring process (Liu et al., 2014).
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e New applications of FMEA. FMEA research has been published in areas ranging from
nuclear reactor reliability (Guimaraes & Lapa, 2004) to medication safety (Anjalee et
al., 2021), with no indication that the expansion of applications is slowing.
Anecdotally, discussions with peers in this research area indicate increasing interest
in using artificial intelligence (Al) in FMEA, further extending the next generation of

applications for the tool.

2.4. Mechanics of FMEA

The process of conducting an FMEA can be broken down into three major steps: (1)
planning the FMEA, which includes defining the objectives, scope, system boundaries, decision
criteria, and documentation; (2) performing the analysis, which includes subdividing the system
into elements, identifying functions, failure modes, failure causes, scoring failures, and defining
actions; and (3) documenting the FMEA, which includes synthesizing the results and generating

a living document (IEC, 2018).

2.4.1. Initial Columns: Requirements Decomposition, ldentification of Functions and Failures

Typically, the output of the FMEA process is documented in tabular form, though many
variants and alternatives are proposed in the research literature. For illustration, an example
FMEA table is presented in three sections of columns: Table 1, Table 2, and Table 3. In a full
FMEA, these columns would be bound together. Each of the columns across these tables
represents items associated with Step 2, “Perform the analysis,” as described above. Each table
includes the FMEA column header, a brief description of the column, and an illustrative example

related to a cooling fan used to remove heat from internal electronics.
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The first eight items are shown in Table 1 and represent decomposition of the system and
identification of functions and failures. The first row provides the column headers, and the

second row provides the typical information that would be populated to support those headers.

Table 1: First Set of Columns in a Sample FMEA Table

Local Final Cause
Function Failur Eff Existin
ID | Element unctions & ATITE | Effect of ect of sting
Performance | Mode . of . Controls
Failure . Failure
Failure
How the | What What What S
happens Mitigations
Component element | happens creates
What the . at the that
# | of the fails to at the the
element does . system/ . already
system meet its | element failure :
. user exist
function | level mode
level
Internal Device | Fan
Remove heat | Fan does . shuts motor Thermal
. electronics .
. from internal | not down or | failure | sensor
Cooling . . exceed )
1 fan electronics provide taroot has or monitors
during sufficient et reduced | blocked | internal
. . operating . .
operation airflow service | airflow | temp
temp .
life path

It is important to note that these columns represent the initial state before new design
mitigations are applied. While there often are iterations to this portion of the FMEA, at some
point it is expected to be completed such that the remainder of the process can be executed. A

more detailed description of these columns is as follows:

e D: A unique number for the line. Generally, it is only unique within a given table to

differentiate lines.

e FElement: A discrete portion of the system identified for analysis.
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Functions & Performance: The expected behavior of the element, often including

acceptance criteria for this behavior.

Failure Mode: A way that the element can violate the stated function and
performance expectations. This does not represent what failed in the system, but

rather the unacceptable behavior that may occur.

Local Effect of Failure: The element-level effect of the identified failure mode. For
example, if a circuit board signal is expected to trigger a software monitoring function
and the circuit board fails to send the signal, the local effect would be that the

software monitoring function is not triggered.

Final Effect of Failure: The system-level and/or user-level effect of the failure mode,
or how the failure propagates through the system. The intent is to assess the chain of

events leading to an effect on the system or user. Continuing the previous example, if
the software monitoring function is not triggered, a warning to the user may not be

presented regarding the system’s error state.

Cause of Failure: The physical or digital problem in the element that creates the
failure mode. Continuing the circuit board example, this could include damage to a

component on the board.

Existing Controls: Proven controls that already exist in the new design. Most
commonly, these come from well-proven elements in a predicate product or from
well-established off-the-shelf designs that already include proven controls for a

possible failure mode.
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2.4.2. Middle Columns: Scoring

The next three typical elements, which comprise the initial state scoring table, are

presented in Table 2, along with typical values to continue the example. These are used to

calculate the RPN, which is used to sort the failure modes. RPN is typically calculated by

multiplying the numeric scores for each category. Severity, occurrence, and detection commonly

range from 1 to 10, meaning RPN can range from 1 to 1000.

Table 2: Second Set of Columns in a Sample FMEA Table

. ) RPN

Severity Score Occurrence Score | Detection Score (Sx O x D)

Impact of the Likelihood that the | Ability to detect the f;;g;ﬂézfea;;;z);core
Jailure effect on | failure mode will | failure mode before severity, occurrence
the system or user | occur the final effect occurs and detection

10 5 10 500

For both severity and detection, the scoring is related to the “Failure Mode” column

rather than “Cause of Failure” column. This accommodates circumstances in which there may be

a many-to-one relationship between causes and failure modes. These columns can be explained

in more detail as follows:

e Severity Score: This is related to the “Final Effect of Failure” column from Table 1

and is designed to measure the impact of the effect on the system if the failure mode

occurs.

e  Occurrence Score: This is related to the “Cause of Failure” and the likelihood of the

Cause of Failure occurring. The premise being that if the Cause of Failure occurs then
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Failure Mode occurs. Thus, in many to one relationships between Cause of Failure
and Failure Mode, the true likelihood of the Failure Mode is a function of the

combination of the likelihoods of all causes.

Detection Score: This is related to the “Failure Mode” and the ability to detect it in
time to mitigate the “Final Effect of Failure.” It is important to note that the detection
score is typically inverted in comparison to the other factors. For example, on a 10-
point scale, a score of 10 would indicate the lowest level of detectability, while a

score of 1 would indicate the highest level of detectability.

RPN: This is used to prioritize the risks, with higher values indicating a higher
priority for mitigation. Since the resulting RPN value is based on a combination of
factors, the scales are typically the same for all factors to avoid structurally weighting

one factor over another.

2.4.3. Final Columns Mitigations and Evidence

Lastly, Table 3 presents the final set of columns in the FMEA, which relate to mitigation

actions in r

esponse to identified tasks.

Table 3: Third (and Final) Set of Columns in a Sample FMEA Table

Future Post Post Post Post
Mitigated | Mitigated | Mitigated o Evidence of .
State . . Mitigated . Coding
e e Severity | Occurrence | Detection Effectiveness
Mitigation RPN
Score Score Score
Design Severity Occurrence Detection Updated | Evidence :
change or | score score e Tracking
X score after RPN after | mitigation is | .
action fo afier mitigation afier mitigation | effective info
reduce risk | mitigation & mitigation &
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Verification
Add test confirms
airflow shutdown Safety
) 10 1 1 10 3
obstruction warning related
detection before
overheating

To complete an FMEA, the expectation is that, for the appropriately selected high-RPN

score lines, the design is modified to introduce a mitigation. The columns presented in Table 3

can be further described as follows:

Future State Mitigation: These are design changes made to address the “Failure

Mode” identified in Table 1. Typical examples include design redundancy or the use
of higher-grade components to reduce the “Occurrence Score.” It is typically not the
case that design mitigations can reduce “Severity Scores,” because severity is scored

based on the assumption that the failure mode occurs.

Scoring Columns: These represent the score for the line after the mitigation in the
first column is applied. Essentially, they represent the expected effect of the design
change on the “Failure Mode,” which is presumed to be an improvement. Typically,
improvements are identified that reduce the opportunities for failure by reducing the
likelihood that the “Cause of Failure” from Table 1 occurs. This, in turn, reduces the

“Occurrence Score” for the “Failure Mode.”

Evidence of Effectiveness: Particularly in regulated industries, FMEA can be an
essential aspect of design controls. Therefore, some form of formal verification of the

mitigation’s effectiveness is often performed.
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e Additional Coding: Similarly, there may also be additional coding elements, where
designators such as “critical to safety” are placed on the mitigation. These designators

may lead to additional activities to ensure that the mitigation is present in the product.

At this point, the FMEA process is considered complete for a given design or set of
designs. However, all standards dating back to the origins of FMEA commonly state that the
FMEA should be a living object. It should be referenced and updated when design changes are
made, when aspects of the design are incorporated into a new design, when new failure modes
are discovered, or when the scoring proves incorrect (U.S. DOD, 1980; U.S. DOD, 1949). Thus,
while there i1s an expected completion point for a given FMEA analysis, the FMEA is also

expected to be reused throughout the life of the system.

2.5. Current Applications of FMEA and Research Directions

As discussed previously, FMEA has become nearly ubiquitous in risk analysis and
reliability analysis. Its continued use across regulated industries, safety-critical systems,
healthcare, design optimization, and commercial applications demonstrates the adaptability of
the method. However, recent research also reveals a recurring pattern, although FMEA remains
valuable as a basic framework for identifying and prioritizing failure-related risk, researchers
frequently modify or extend the method to address limitations in conventional scoring,
prioritization, scalability, and knowledge management. Thus, the current literature demonstrates
both the continued relevance of FMEA and the persistence of challenges in its practical

application.
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2.5.1. Span of Application

FMEA has become a de facto requirement in many regulated industries. In the
automotive industry, the Automotive Industry Action Group (AIAG), which includes major U.S.
and Japanese automobile manufacturers, collaborated with Verband der Automobilindustrie e. V.
(VDA), which represents major German automobile manufacturers, to create a common standard
for FMEA application in 2019 (AIAG & VDA, 2019). This collaboration is notable because the
represented companies are global competitors, yet they agreed to establish a common approach
to FMEA rather than develop independent methodologies that could be used for competitive
advantage. Other industries rely on standards such as IEC 60812, which was most recently

updated in 2018 (IEC, 2018).

Beyond these regulated contexts, recent research demonstrates the continued expansion
of FMEA into new application areas. Across these applications, researchers tend to preserve the
basic FMEA framework while modifying aspects of the method to fit the needs of a particular
domain. For example, Ayyildiz et al. (2025) apply FMEA to university laboratory safety and
argue that conventional methods, including classic FMEA, are insufficient for assessing and
preventing laboratory risks. Their use of fuzzy logic techniques reflects a broader trend in which
researchers retain FMEA’s underlying structure while modifying the risk assessment portion of

the method.

A similar pattern appears in healthcare and maritime safety applications. En-Naaoui et al.
(2024) apply FMEA to hospital sterilization risks and identify limitations in conventional FMEA
scoring models. Their approach uses fuzzy inference for risk evaluation and extends into
decision-making around “risk tolerance” through an artificial neural network algorithm. Ceylan

(2024) similarly applies FMEA to safety risks associated with marine diesel engine turbocharger
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fouling and uses fuzzy analysis and expert systems to improve prioritization of causal structures.
These studies suggest that FMEA remains useful for structuring risk analysis, but that
conventional scoring and prioritization methods are frequently viewed as insufficient for

complex or specialized applications.

FMEA has also been extended beyond traditional safety-related contexts. Singer and
Ozcelik (2024), for example, apply the FMEA framework to classify and optimize stainless steel
properties for biomedical applications. Their work again treats classic scoring models as
inadequate and uses a fuzzy FMEA approach, followed by an intuitionistic fuzzy TOPSIS
(Technique for Order of Preference by Similarity to Ideal Solution)-sort method, to support
prioritization. This reflects a recurring concern in the literature regarding the ordinal structure of
traditional RPN and the mathematical limitations of using RPN as the primary basis for

prioritization.

Commercial applications show a similar pattern. Kadena et al. (2022) apply fuzzy FMEA
methods to customer dissatisfaction and cell phone replacement decisions. In this application, the
cell phone is treated as a system in which subsystems can produce customer-facing failures or
dissatisfiers. This use of FMEA differs somewhat from the traditional bottom-up concept of
FMEA, which typically begins at the component failure level. However, the authors primarily
focus on improving the scoring and prioritization model rather than examining the broader

implications of adapting FMEA to a different system framing.

Overall, the span of recent FMEA applications demonstrates the flexibility and durability
of the method. Researchers continue to apply FMEA across increasingly diverse domains,
suggesting that the basic logic of identifying functions, failure modes, effects, causes, and

mitigations remains useful. However, these applications also repeatedly identify limitations in
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conventional FMEA, particularly in scoring, prioritization, and the treatment of complex causal

relationships.

2.5.2. Fuzzy Methods and Al in FMEA

A common theme across the recent literature is the use of fuzzy methods, expert systems,
and artificial intelligence to improve specific aspects of FMEA application. These approaches
are typically not intended to replace FMEA. Instead, they attempt to improve how FMEA is
executed, especially in areas where conventional practice is viewed as too subjective, labor-

intensive, difficult to scale, or mathematically limited.

Fuzzy methods are especially common in efforts to improve FMEA scoring and
prioritization. These methods generally seek to address concerns about the use of ordinal scoring
scales, the multiplication of severity, occurrence, and detection scores into RPN, and the
difficulty of representing uncertainty in expert judgment. Across safety, healthcare, biomedical,
and commercial applications, fuzzy FMEA approaches are used to improve the consistency or

mathematical defensibility of prioritization while preserving the broader FMEA framework.

More recently, Al and large language models (LLMs) have been explored as tools for
improving FMEA efficiency, completeness, and knowledge reuse. Xia et al. (2024) examine the
use of LLMs to enhance and mine FMEAs for improved risk management in technical processes
and products. Their prototype uses an LLM agent to enhance an FMEA knowledge database,
with the intent of reducing cost, improving completeness, and addressing limitations in expertise.
Notably, the expertise limitation discussed in this work is framed less as a lack of individual
competence and more as a problem of organizational communication and access to knowledge,

which aligns with the long-standing emphasis on cross-functional participation in FMEA.
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Hassani et al. (2025) similarly examine the use of LLMs in FMEA and propose a human-
in-the-loop model to address collaboration, complexity, and scalability issues. Their work
emphasizes the potential for LLMs to reduce manual effort, support large datasets, improve
prioritization, and maintain knowledge reuse across differences in engineering experience. This
focus is particularly relevant to FMEA proliferation, where the size and complexity of the
analysis can become difficult to manage as products and systems become more complex.
Cognitive overload of human supervisors and the need for transparent, explainable, and
trustworthy Al therefore become necessary considerations for supporting effective human-Al
collaboration in complex engineering decision processes (Ortolano & Gallegos, 2025; Botyarov

& Gallegos, 2025).

Research on fuzzy methods, expert systems, and Al suggests that FMEA continues to be
viewed as valuable, but also difficult to execute effectively in modern development contexts.
Much of the literature attempts to improve specific application problems, especially scoring,
prioritization, knowledge reuse, and scalability. However, these improvements often leave the
underlying structure of FMEA largely intact. As a result, they may address symptoms of FMEA
difficulty without fully addressing the systemic sources of recurring problems in the method’s

application.

2.6. Summary and Research Implications

The recent literature demonstrates that researchers continue to recognize both the value
and the limitations of FMEA. On one hand, FMEA remains widely used and adaptable across
regulated industries, safety-related applications, healthcare, design optimization, and commercial

decision-making. On the other hand, the same literature repeatedly identifies problems in
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execution, particularly related to scoring, prioritization, uncertainty, scalability, knowledge

reuse, and proliferation.

This pattern is important because it suggests that many FMEA improvement efforts focus
on lower-level methodological modifications rather than the broader system of constraints in
which FMEA is applied. Spreafico et al. (2017) similarly identify that much of the research
focuses on specific application problems while paying less attention to broader systemic issues
with the methodology overall. Therefore, the systemic sources of recurring FMEA problems

represent the core focus this dissertation seeks to address.
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Chapter 3. Aim 1 - Criticisms of FMEA in V-Model Development

3.1. Introduction

Research Aim 1 examines recurring criticisms of FMEA to determine whether persistent
problems in its application reflect isolated execution issues or deeper systemic constraints in the
method. Although FMEA has been widely used for more than 70 years, published critiques
repeatedly identify similar challenges, including incomplete failure identification, inconsistent
severity classification, inadequate use of data, narrow scope definition, late application, and
difficulty translating results into effective design action. Many of these issues have also been
anticipated in standards, handbooks, and guidance documents, suggesting that their persistence

cannot be explained solely by a lack of procedural instruction.

This chapter presents the first part of the Research Aim 1 analysis. It reviews the history
of published criticisms of FMEA, identifies recurring patterns across independent sources, and
examines how those criticisms relate to existing FMEA standards and guidance. The chapter then
introduces the systems engineering V-model and evaluates whether the recurring problems may
be associated with a mismatch between the information required to perform FMEA and the
timing of information availability within V-model development. The analysis presented in this
chapter provides the foundation for the subsequent chapter, which further examines how this
systemic mismatch is treated in the literature and how it appears in practical FMEA application.

These chapters together address the following research questions:

e RQI1.1: What recurring patterns of problems are evident in published criticisms of
FMEA, particularly those that appear resistant to solutions proposed by standards,

academia, or industry?
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¢ RQ1.2: What underlying systemic causes contribute to recurring FMEA problems
when the method is applied within modern development models such as the V-

model?

3.2. History of Criticisms of FMEA

Over more than 70 years of use across many industries, practitioners and researchers have
identified persistent challenges in the application of FMEA. These criticisms are notable not only
because they recur across time, but also because many of the identified problems are addressed,
at least procedurally, in FMEA standards and guidance documents. This suggests that the issues
may not be caused simply by a lack of instruction, but by deeper difficulties in applying the

method within real development contexts.

As an early example, McKinney (1991) examined the application of Failure Mode,
Effects, and Criticality Analysis (FMECA) in a case study of an approach radar system and
identified seven categories of deficiencies. Ten years prior to McKinney’s article, the U.S.
military had further codified the FMEA process in MIL-STD-1629A (U.S. DOD, 1980). In that
revised standard, the Department of Defense had already addressed the types of issues that
McKinney (1991) later identified as deficiencies. However, McKinney (1991) evaluated FMEAs
from nine different vendors and found that each included some portion of the seven deficiencies,
with at least one vendor’s FMEA exhibiting all seven. These deficiencies occurred despite MIL-
STD-1629A being included as part of the contract language governing the generation of the

FMEAs.

A comparison of the deficiencies identified by McKinney (1991) and the related sections

of MIL-STD-1629A (U.S. DOD, 1980) is shown in Table 4. McKinney (1991) emphasized that
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the intent of the activity was the “early identification of all catastrophic, critical and safety

related failure possibility so they can be eliminated or minimized through design changes”
[emphasis in the original] (McKinney, 1991). This intent closely mirrors the purpose of FMEA
from its military origins, including nearly verbatim language in the original standard (U.S. DOD,
1949). Thus, even though the military standard provided specific procedures, instructions, and

references to related standards, the same categories of errors occurred in practice.

Table 4: Comparison of McKinney (1991) Deficiencies vs. MIL-STD-1629A

McKinney (1991) Issue | MIL-STD-1629A Related Section
Lack of defined failure Section 5.4 F ailuife modes and causes — 1nclpdes the p0t§ntlal
causes for lower-level failures to cause failures at higher levels in the

system

Reckless and improper
severity classification

Section 3.3 Failure mode severity classification — provides both
a severity scale and a procedure for assessing different failure
scenarios in the system

No data sources

Section 4.4.1.4 Reliability data — specifically identifies
requirements for the use of reliability data in the analysis and
references standards governing data generation

Failure to recognize
deficiencies and failure
modes from earlier
systems of similar design

Section 4.5.2 Reliability criticality item list part e) — specifically
calls out the use of the history of the design or similar designs

Lack of recommendations
pertaining to operation
and support of the system

Section 4.1.1 Mission functions and operational modes — calls
for beginning at a high level and decomposing to lower system
levels; it also calls for identifying alternative operational modes

Narrow scope of analysis

Section 4.4.2 FMEA part a) Define the system to be analyzed —
articulates the need for complete system definition, including
internal and interface levels as well as performance expectations
at all levels of the system design

Untimely submission

Appendix A 50.1.2 Timing — states that the analysis should
provide actionable information “at or before a project decision
point.” It further indicates that the FMECA plan must support
design during system development
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More recently, Bluvband & Grabov (2009) performed a direct analysis of the FMEA

process and identified specific pitfalls. Although their terminology differs somewhat from

McKinney’s, they identified issues that are remarkably similar to those reported by McKinney

(1991). Notably, Bluvband & Grabov (2009) did not reference McKinney’s work, suggesting

that their analysis was conducted independently.

Silverman & Johnson (2013) also performed an independent analysis of FMEA, but their

emphasis differed from the previous two studies. Rather than focusing primarily on direct

execution problems, they examined organizational implementation issues that contribute to

FMEA failure. Even with this different framing, several of the problems they identified align

with those discussed by both McKinney (1991) and Bluvband & Grabov (2009). Table 5 shows

how these three independent analyses converged on similar problems in FMEA application.

Table 5: Comparison of Issues within FMEA Identified by Three Independent Articles

Issue . Bluvband & Grabov Silverman & Johnson
Category McKinney (1991) (2009) (2013)
Data No data sources Usq Of irrelevant No direct equivalent
statistics
Wrongly defined criteria | Scoring system not
Severity Reckless and improper | for high priority items customized/ scoring
Classification | severity classification | and undefined risk system not developed in
acceptance criteria advance
Fallu're to. recognize o . Identifying failure modes
. deficiencies and Missing failure modes P
Design Stage . S but not prioritizing or
failure modes from and lack of guidelines P
Use . . . mitigating the correct
earlier systems of for the optimal choice ones
similar design
Narrow scope of Narrow definition of Agenda not glear from the
FMEA Scope . : start/attempting too large
analysis failure related to scope an FMEA
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Additional evidence of recurring criticism appears in the meta-analysis by Spreafico et al.
(2017), who synthesized published criticisms of FMEA across 220 scientific papers and 109
patents. They identified four major problem classifications affecting FMEA. The first,
applicability, appeared in 86 citations and included concerns related to FMEA being time-
consuming, expensive, difficult to repeat, subjective, difficult to manage from a data and
information standpoint, and often applied too late. The second, cause and effects, appeared in 38
citations and related to shortcomings in failure determination. The third, risk analysis, appeared
in 45 publications and related to ambiguous criteria for quantifying risks. The fourth, problem
solving, appeared in 22 papers and related to poorly defined problems and poor implementation
of solutions. Consistent with previous periods, Alruqi, et al. (2022) raise problems with the
extensive resource requirements to deal with the proliferation of issues in complex systems as
well as the other areas that Spreafico identified in 2017. Similarly, Gaikwaid, et al. (2023)
expand on the issue of scale of failure modes and complexity by using Al to organize it, rather
than filter it, thus making the volume more manageable to examine, but still requiring the

resources to address.

The same themes continue. Ouyang et al. (2022) identified three major flaws in applying
FMEA to real-world problems: (1) difficulty obtaining accurate values for risk factors for every
failure mode; (2) failure to consider weighting among risk factors; and (3) problems with the use
of RPN methodology. These flaws clearly trace to the scoring and prioritization issues raised by
McKinney (1991) more than 30 years earlier. As with earlier researchers, Ouyang et al. (2022)
proposed methods to address these flaws, largely through improvements to scoring methodology.

While these proposals are technically sophisticated, the continued recurrence of similar
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criticisms suggests that scoring improvements alone may not resolve the broader problems

associated with FMEA application.

Scoring methodology remains one of the most active areas of FMEA research,
particularly in relation to the limitations of common scoring approaches (Spreafico et al., 2017).
When using either criticality matrix or RPN methods, equivalent resulting scores may not
represent equivalent levels of concern to the business or design team. Although RPN appears to
be a mathematical expression, the resulting values function primarily as an ordinal sorting
mechanism for FMEA line items rather than as a mathematically meaningful measure of relative
risk. Therefore, the difference between scores does not necessarily represent the relative

importance of the issue to the system design or the business.

Researchers have continued to examine these scoring limitations through more
sophisticated methods, including models for measuring the effectiveness of FMEA risk
assessment and approaches intended to augment RPN-based prioritization (Panyukov et al.,
2022; Lo & Liou, 2018). These problems appear across FMEA application areas. For example, in
usability research, similar challenges related to prioritization, scoring, and identification of risk
factors have become increasingly common. Researchers in that space have taken paths similar to

those used in other FMEA research areas to address these challenges (Li & Zhu, 2020).

Research in the medical device space provides additional insight into why FMEA
remains common despite its known limitations. Nolan and McDermott (2025) surveyed
experienced medical device risk management professionals and each participant indicated that
FMEA, or a hybrid variant of FMEA, was the most used risk analysis tool. At the same time,
each participant described problems with FMEA that were largely consistent with prior

assessments of the method. When asked about the apparent contradiction between FMEA’s
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ubiquity and its persistent problems, a strong theme of stakeholder familiarity emerged.
Regulators expect FMEA and generally do not question the methodology, engineers are familiar
with it, and the traceability from risk to mitigation meets the needs of quality and risk
professionals. Respondents were familiar with other risk assessment methods, and in some cases
advocated for or used them, but generally as augmentations to FMEA rather than replacements.
As medical devices become embedded within broader medical device ecosystems, the
interconnectivity among devices, manufacturers, healthcare professionals, patients, regulators,
researchers, and data flows further complicates the application of proactive risk management
methods (Coronado & Gallegos, 2025). Nolan and McDermott (2025) also note that FMEA does
not completely address the requirements of ISO 14971:2019 (ISO, 2019). Despite these
limitations, FMEA is still viewed as an indispensable component of risk management in this

context.

The body of research shows that many of the same criticisms have persisted since
McKinney’s 1991 analysis. Moreover, a review of standards dating back to the original MIL-P-
1629 indicates that many of these problems were anticipated, with cautions and guidance
provided to help users avoid them. These cautions and guidance have continued to be refined in
standards literature, including IEC 60812:2018 (IEC, 2018) and the joint AIAG-VDA FMEA
handbook (AIAG & VDA, 2019). The persistence of these problems, despite long-standing
procedural guidance, suggests a possible systemic mismatch between FMEA logic and typical
system development logic. The next section therefore introduces the systems engineering V-

model as one of the most common development models currently used in practice.
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3.3. Systems Engineering V-Model
3.3.1. Overview

The Systems Engineering V-model is a structured development model used to organize
the progression from high-level user needs to detailed design and then back upward through
integration, verification, and validation. It is commonly represented as a “V” because the left
side of the model describes the decomposition of the system from user needs and system
requirements into architecture, subsystem requirements, module requirements, and detailed
design. The right side of the model describes the corresponding integration and verification
activities used to demonstrate that the implemented design satisfies those earlier requirements.

Figure 1 illustrates the systems engineering V-model.

\

System
development

Solution/system
realization

Integration, verification, and validation planning

Upper level Upper level
system element Integration, verification, and validation planning system element
development realization

1, V, and V planning >

Lower level Lower level
system element system element
development realization
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Figure 1: Systems Engineering V-Model Adapted from INCOSE (2015) and Forsberg et al.
(2005)

A central feature of the V-model is the relationship between design decomposition and
verification planning. As requirements are decomposed on the left side of the V, corresponding
verification or validation activities are planned for the right side. This structure is intended to
ensure that design decisions are traceable to requirements and that evidence of design maturity is
developed as the system is integrated. In this way, the V-model provides both a development
logic and a traceability structure for managing complex systems across the lifecycle, which is
important because long-lived systems require proactive planning not only for verification and
validation, but also for sustainment challenges such as obsolescence management (Chellin &

Miller, 2023a).

A related strength of the V-model is that it begins with user needs rather than
immediately with technical design. This ordering grounds the development process in the
operational context, constraints, and expectations of the people who will use or be affected by
the system. Prior research on technology adoption and human-systems integration emphasizes
that technically capable systems may still fail to achieve sustained use when user needs, cultural
fit, maintenance burden, resource access, and local operating conditions are not adequately
considered (Ahmed & Miller, 2023; Ahmed & Miller, 2022). By placing user needs at the
beginning of the development process, the V-model embeds a human-centered starting point for
requirements development and provides a structure for tracing those needs through design,

verification, and validation.
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For this dissertation, the V-model is important because it defines when different types of
design information become available. Early in the V-model, teams may understand user needs,
intended functions, and high-level system requirements, but they may not yet know the detailed
architecture, component specifications, failure mechanisms, or verification results. Later stages
provide more technical detail, but by then major design commitments may already have been
made. This staged availability of information is central to the argument that conventional FMEA

can be difficult to apply effectively within V-model development.

3.3.2. Historical Development of the V-Model

The historical development of the V-model helps explain why these decomposition and
verification concepts became central to modern systems engineering practice. As software
development activities became more significant in the 1980s, the need for formal management of
software development became prevalent. In 1985, the U.S. DOD issued DOD-STD-2167, which
was superseded three years later by DOD-STD-2167A, to define expectations for the
management of defence software development (U.S. DOD, 1985; U.S. DOD, 1988). This
standard introduced many systems engineering concepts associated with staged development,
including parallel paths for both software and hardware development, as summarized in Figure 2.
This standard also provided detailed expectations for military project work products, including
system decomposition, system block diagrams for defining architecture, and related development

artifacts.
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Figure 2: Adapted from DOD-STD-2167A Development Logic (U.S. DOD,1988)

3.3.3. Evolution from DOD-STD-2167A4 to the V-Model

Rook (1986) introduced one of the early papers on the management of software
development, based on the idea that software development should be treated as a science rather
than an art. His paper introduced the V-model as a development approach. A significant
contribution of Rook’s work, relative to the ideas in DOD-STD-2167A, was the identification of
confidence points within the development process. These confidence points related testing and
evaluation activities to corresponding development activities, an idea that was not clearly

articulated in the standard.
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Rook (1986) also recognized that, in software development, the stages identified in DOD-
STD-2167A were not as distinct or linear as the standard implied. Instead, different levels of
confidence were needed at different points in the development process. Nevertheless, the
development logic in Rook’s model closely matched the logic proposed in DOD-STD-2167A. A
replication of this V-model is provided in Figure 3, with annotations from related elements in

DOD-STD-2167A.
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Detail Design Test
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Note: Italicized text
in gray boxes from Code and Unit
DOD-STD-21674 Test

mmmd Coding, Unit Testing and Integration Testing

Figure 3: Adapted from Rook’s (1986) V-Model with Annotations (gray boxes) Overlaid from
DOD-STD-2167A (U.S. DOD, 1988)

Rook’s V-model illustrates the importance of connecting testing and development

throughout the development process in order to build confidence in the design. By making the
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arrows bidirectional, Rook also represented the iterative nature of software development, which
was not explicitly recognized in DOD-STD-2167A. Similarly, Juristo et al. (2007) demonstrate
that software design must include usability no later than the design stage, because failure to do so
can result in unusable software and intolerable costs. Horskey et al. (2010) also discuss the need

for recurring usability evaluations during system design.

3.3.4. Connecting the V-Model to Systems Engineering as a Development Model

In 1992, Forsberg & Mooz (1992) discussed the connection between the V-model and
systems engineering, and the development of complex systems with hardware and software, not
only software. Rook’s (1986) “confidence development path,” which related development
activities to testing activities, was recognized both in research by Forsberg & Mooz (1992) and
in practice by the U.S. government (U.S. DOD, 1991). Specifically, the Department of Defense
called for prototypes as part of development activities to demonstrate design maturity at different

levels (U.S. DOD, 1991).

Forsberg & Mooz (1992) generalized Rook’s original V-model to apply more broadly to
systems development, as shown in Figure 4. In their enhancement of the model, they condensed
some steps while preserving the essential idea that design begins with the definition of end-user
needs. From there, designers decompose and define the design from the system level down to

individual elements and components.

Forsberg & Mooz (1992) also emphasized that, at each level of design, the corresponding
plan for inspection, verification, or validation should be created. This introduces discipline into
the development process because any verification plan requires three elements: (/) a requirement

or specification that must be met; (2) a method of inspection, verification, or validation; and (3)
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an acceptance criterion for dispositioning the outcome of that activity. These elements, including
the “off-core” activities discussed by Forsberg & Mooz (1992), drive a level of rigor in design

that may not otherwise be achieved.

e User Requirements
* System Concept
e Validation Plan

Rook: Requirements * Demonstrate and Validate
2167a: System Concept System to Validation Plan

e System Performance Rook: Specifications e Integrate System
Requirements 2167a: Requirements e Perform System Verification
e System Verification Plan Analysis to Performance Regs

* Sys. Regs to “Design To” Rook: System Design *  Assemble Modules
Specifications Module Level | PS8BT 22 /71777150 * Verify to Design To
* Module Verification Plan Design Specifications

(ol EtiN e} |» “Design To” converted to
Module Design “Build To” Documentation
2167a: Detail Design || CERUE 0B EN

e Inspect to “Build To”
Documentation

VLSRRI | Fab/Assemble and Code
2167a: Code, Unit and Elements to “Build To™
Integration Test Documentation

Figure 4: Adapted from Forsberg & Mooz (1992) V-Model with Annotation (grey boxes) from
Rook (1986) and DOD-STD-2167A (U.S. DOD, 1988)

In review of the three works from DOD-STD-2167A (U.S. DOD, 1988), the initial
defense software development framework, to Rook’s (1986) V-model, the creation of the V-
model structure [for software development], to Forsberg & Mooz’s (1992) V-model, the
application of the V-model to both software and hardware development, the V-model is refined,
but the core elements remain the same. The V-model continues to be relevant in academic
research and industry. Reflecting this in the usability research space, as an example, shows that

addressing usability in the development process is of great interest and as discussed previously,
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industry, particularly those that are closely regulated, have a need to incorporate usability into

their development models.

3.4. Combining the Two: Using FMEA within the V-Model

Building on the literature discussed above, a generic V-model can be described with the

following basic steps and resulting objects, contextualized for a human factors perspective:

1. User Needs: User requirements, user workflows, feature and function descriptions in

user language, and the basic system concept.

2. System Requirements: High-level system architecture or platform definition, major
subsystem decomposition and interfaces, and system-level performance requirements.
This is also where the intended user interface for a system would be defined at the

needs level.

3. System Design: Detailed system architecture, identification of subsystem design reuse

elements, decomposition, and allocation of system requirements to subsystems.

4. Detail Design: Design of subsystems, decomposition, and allocation of requirements

to modules.

5. Module Design: Design of modules, decomposition, and allocation of requirements to

elements.

6. Fabrication, Coding, Initial Integration: Matured prototypes tested with initial

integration and lower-level module testing.

These six steps represent the left side of the V and are generalized to apply to both

hardware and software systems, based on the foundational literature discussed above (Forsberg
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& Mooz, 1992; U.S. DOD, 1988; Rook, 1986). To synthesize these arguments, Table 6 compares
the typical columns of an FMEA, as detailed in Table 1, Table 2, and Table 3, with the
information required to perform an FMEA, as described in IEC 60812:2018, and the earliest step
in the V-model at which that information is typically available for a system-level FMEA (IEC,

2018).

Table 6: Alignment of FMEA Information Needs with Information Available in the V-Model

Information Necessary to Perform

When Information is Available

FMEA Column FMEA in a Generic V-model
Element definition within )
Element architecture Step 3 (System Design)

Functions and
performance
standard

Requirements defining the expected
performance for the element and its
interfaces

Step 2 (System Requirements)

Failure mode

All possible ways the element can fail
to meet the requirements

Step 1 (User Requirements) and
Step 2 (System Requirement)

Local effect of
failure

Impact of the failure at the local level

Step 3 (System Design)

Final effect of
failure

Impact of the failure at the user or
system level

Step 1 (User Requirements)

Cause of failure

Design detail to determine how the
element can physically fail to cause
the failure mode

Step 4 (Detail Design)

Initial state
mitigation

Detailed understanding of design
reuse to determine mitigations that
have proven effectiveness

Step 3 (System Design) and
Step 4 (Detail Design)

Initial state scoring
(Sx O x D=RPN)

Detailed understanding of design
with data to understand cause of
failure, to failure mode logic with
data to determine scores

Step 4 (Detail Design) and
Step 5 (Module Design)

Future state
mitigations

Detail understanding of what will be
incorporated into the design to
address the failure mode

Step 4 (Detail Design)
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Post mitigation Detail gnderstandmg with test data to Step 6 (Fabrication and Tnitial
rescoring determine the score of the new Testing)

(SxOxD) mitigations &

Evidence of Completed test reports showing Right side of the V (Verification
effectiveness mitigation effectiveness Testing)

International standards, previous versions of FMEA guidance, and U.S. military contracts
may require or advocate performing FMEA early in the design process, before major design
commitments have been made, so that mitigations can be incorporated into the design. However,
Table 6 shows that even for a system-level FMEA, the information required to complete the
analysis becomes available across multiple stages of the V-model. Subsystem- or module-level
FMEAs, which are also advocated within the standards, may not have the necessary information

available until the detail design stage at the earliest.

This timing issue becomes more significant when FMEA is treated as an iterative process
involving cycles of mitigation, testing, revised mitigation, and additional testing. The method is
expected to inform design before design commitments are finalized, yet many of the inputs
needed to complete the analysis emerge only after the design has matured. This creates a
systemic tension between the early-use expectations of FMEA and the staged information
availability inherent in the V-model. That tension helps explain why many criticisms of FMEA
persist despite decades of procedural guidance, standards development, and methodological

refinement.

3.5. Implementation Challenges with FMEA

Despite decades of refinement and widespread adoption, the effective implementation of
FMEA remains a persistent challenge in practice. These issues have been recognized in the

literature for several decades, including early work identifying difficulties in representing failure
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modes that may lead to multiple potential outcomes or severities (Agarwala, 1990). Subsequent
reviews and meta-analyses have continued to synthesize recurring limitations and proposed

improvements to the method (Perreault et al., 2024; Spreafico et al., 2017; Bouti & Kadi, 1994).

Much of this research has focused on how risk is evaluated within FMEA, particularly
the use of ordinal scoring and the calculation of the RPN. Prior reviews have identified
limitations in the consistency, mathematical validity, and interpretability of RPN rankings (Liu et
al., 2013). These concerns have motivated a wide range of extensions, including fuzzy logic
approaches, multi-criteria decision frameworks, and more recent artificial intelligence methods
(Ouyang et al., 2022; Xia et al., 2024). However, while these efforts address aspects of risk
scoring and prioritization, they do not fully resolve broader challenges associated with applying

FMEA to increasingly complex systems.

As system complexity has increased, limitations related to the scope and scalability of
FMEA have become more pronounced. The methodology emphasizes comprehensive
identification of failure modes, including combinations of faults and interactions across system
elements (Stamatis, 2003). In modern products characterized by high feature density and tight
integration of hardware, software, and firmware, this expectation can lead to a combinatorial
expansion of potential failure modes. In practice, this proliferation can make the analysis
difficult to execute and sustain, shifting FMEA toward a documentation or compliance-oriented

activity rather than a focused tool for risk reduction.

Risk analysis methods can also be difficult to sustain when they are applied to long-lived
systems whose operating conditions, components, and support environments change over time
(Chellin & Gallegos, 2024). In these contexts, risk management must account not only for

design-time failure modes, but also for lifecycle factors that affect whether a system can continue
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to perform as intended. Related sustainment research shows that proactive, risk-based
management is critical for long-lived systems, where obsolescence can negatively affect cost,

schedule, performance, readiness, availability, and maintainability (Chellin & Miller, 2023b).

These challenges are compounded by the way FMEA is positioned within contemporary
development processes. The V-model emphasizes a top-down progression from user needs
through system architecture to detailed design, whereas FMEA is often applied as a bottom-up
analysis that depends on detailed design information (Forsberg & Mooz, 1992; U.S. DOD, 1988;
Rook, 1986). Although guidance recommends applying FMEA early in the development
lifecycle, the information required for effective execution is often not available at those stages.
The systemic misalignment between FMEA information needs and V-model information
availability therefore contributes significantly to the practical difficulties encountered when

applying FMEA in V-model development environments (Perreault & Gallegos, 2025).

The persistence of these issues has led some researchers to question whether FMEA, in
its current form, remains an effective primary tool for design risk management (Nolan &
McDermott, 2025). However, regulatory expectations, industry standards, and organizational
practices continue to reinforce its use, making it difficult to replace in practice. As a result, the
practical question is less whether FMEA should be abandoned and more how its application can

be adapted to modern development environments.

Risk assessment in product development has also been studied through alternative
frameworks, including probabilistic and Bayesian network approaches (Goswami, 2018) and
decision-making models that incorporate competitive or strategic considerations in new product
development (Mousavi et al., 2022). These methods provide valuable perspectives on

development risk, but they are generally not aligned with the structure, workflow, or
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organizational integration of FMEA as it is commonly practiced. Consequently, they are difficult
to apply as direct substitutes in environments where FMEA remains the primary risk assessment

tool.

3.6. Conclusion

This chapter examined recurring criticisms of FMEA and compared the information
required to perform a conventional FMEA with the timing of information availability in the V-
model. The analysis showed that many long-standing criticisms of FMEA, including incomplete
failure identification, inconsistent scoring, narrow scope definition, late application, and
difficulty translating results into effective design action, have persisted despite decades of

procedural guidance in standards and handbooks.

The comparison with the V-model suggests that these recurring problems may reflect
more than inconsistent execution. FMEA is expected to begin early enough to influence design
decisions, yet many of the inputs required to complete a conventional FMEA are not available
until later stages of decomposition, detailed design, integration, or verification. This creates a
structural tension between the early-use expectations of FMEA and the staged information

availability of V-model development.

The next chapter extends this analysis by examining how this systemic mismatch is
treated in the existing literature and by using case examples to show how the mismatch appears
in practice. This additional analysis completes the diagnostic work of Research Aim 1 and

establishes the problem basis for the improved FMEA framework developed in Research Aim 2.
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Chapter 4. Aim 1 - Systemic Gaps in FMEA Application

4.1. Introduction

Chapter 3 identified recurring criticisms of FMEA and connected many of those
criticisms to a potential mismatch between the information required to perform FMEA and the
timing of information availability in V-model development. This chapter extends that analysis by
examining how the existing literature addresses these problems and where important gaps
remain. In particular, the chapter argues that much of the literature focuses on symptoms of
FMEA difficulty, such as scoring, prioritization, and risk classification, rather than the
underlying systemic constraints that make FMEA difficult to apply in modern development

environments.

The chapter first discusses the information challenges created when FMEA is applied
within a V-model development process. It then presents redacted case study examples that
illustrate how these challenges appear in practice. Together, these examples support the
conclusion that the recurring problems identified in Research Aim 1 are not merely procedural
errors, but reflect deeper incompatibilities between traditional FMEA expectations and the staged
decomposition of modern systems development. This analysis provides the basis for Research

Aim 2, which develops requirements for an improved FMEA approach.

4.2. Gaps in the Literature: Missing the Systematic Problems

Despite the increasing recognition of fundamental problems in the effective use of
FMEA, very little research into structural solutions which would address the underlying process

can be found. One of the more recent examples is more than a decade old and attempted to
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address the complexity of software and hardware within a system (Ozarin, 2013). This lack of

systemic research was also noted by Spreafico et al. (2017) in their literature review.

When reviewing the research around the issues and solutions presented, the topic of
information availability, as identified in the previous chapter, is not explicitly discussed. Instead,
the literature generally focuses on symptoms that may be driven by this mismatch. Spreafico et
al. (2017) specifically note that the majority of the research they surveyed, whether from industry
or academia, relates to detailed aspects of FMEA execution, including improvements in scoring,
the use of other tools to augment cause-and-effect analysis, and improvements to prioritization
based on scoring. However, none of the works surveyed by Spreafico et al. (2017) offered an in-
depth discussion of the mismatch between the information required to perform FMEA and the
information available at the relevant phase of the V-model, beyond general discussion of the

applicability of FMEA as a tool.

In the V-model literature, system complexity is typically represented through discussions
of decomposition and methods for managing it. In FMEA standards and literature, the need for
decomposition mirrors the V-model. However, this same literature provides few, if any, methods
for managing the resulting scale of the analysis. FMEA literature and standards emphasize
capturing all failure modes and causes, but provide limited guidance on how to adapt this
expectation to large design efforts. In even moderately sophisticated products, it is often

practically impossible to identify every failure mode and every failure cause.

4.3. Information Challenges in V-Model Decomposition

It is a well-established expectation in FMEA literature, standards, and guidance that

FMEA should be performed as early as possible in the design process, and certainly before major
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design commitments are made. In many organizations, the development process expects the

FMEA process to begin as early as Stage 1 or Stage 2 of the V-model, as illustrated in Figure 5.

Stage O initiation:
User Needs — Created/
Value propositions to
Market V-Model — Stage 1:
User Needs translated to User Reg.
Basic System Concept Created

FMEA Required Info:
V-Model — Step 2 Architecture of System
User Req. translated to Sys. Req. Criteria for FM Analysis
Basic Concepts translated to Sys. Arch. Doc. Control
Req. SME

FMEA Required Info:
Decomposed Reg.
Logical, physical, functional design
Importance of elem.

V-Model - step 3:
Sys. Req. decomposed to Module Regq.
Sys. Arch decomposed to Module Arch.

V-Model —step 4:
Module Req becomes Module
Specifications
Module Arch. Becomes Module Design/
Coding

FMEA Required Info:
Completed design
Comple Theory of Op.
Test Data

V-Model - Step 5:
Module Specs. Decompose to Element Required Info:
Specs. Updated Design
Module Design/Coding becomes Test Data on updated
Prototypes

V-Model - Step 6:
First Articles
St Article Testing and inspection

Required Info:
All final test data

Figure 5: Comparison of V-Model Stages to FMEA Information Requirements

This figure illustrates that, at virtually any stage of the V-model during a development
project, the expected FMEA deliverables are exceedingly difficult or impossible to complete

because the required information does not yet exist. FMEA standards and texts tend to be
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thorough in defining requirements and deliverables, but comparatively sparse in providing

methodology for addressing this mismatch.

In retrospect, systems engineering frameworks such as the V-model emphasize a top-
down progression from user needs through system architecture to detailed design (Katzier et al.,
2025; Beasley et al., 2022). Classic FMEA, by contrast, is often described as a bottom-up risk
management methodology (Kirke et al., 2015). Thus, the systemic inconsistencies between the
design maturity needed to perform FMEA and the stage of the V-model at which FMEA activity

1s expected are not surprising.

4.4. Case Studies

As a further examination of this hypothesis, redacted case study examples are examined
from FMEAs to which the author had access. In the company’s development model, system-
level FMEAs were required to be performed in the early stages of the V-model, as illustrated in
Figure 5. Example lines from a sample of these FMEAs are reviewed here. These case studies
are not intended to be exhaustive, but rather representative of how the challenges identified in the

research appear in application.

4.4.1. Case Study 1: Motion Compensation for an Imaging System - Inadequate Risk Assessment

In this example, shown in Table 7, the image compensation option had not yet been
developed, although pseudo-code had been developed for the intended algorithm. It was
recognized that previous hardware platforms might not have adequate processing power.
However, the cause of failure, “inefficient coding of algorithm,” provided little value in
supporting mitigation. Similarly, the use of system integration testing with what were perceived

to be “extreme” imaging cases was ineffective.
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Table 7: Sample Row from FMEA for Case Study 1

Failure Mode Summary Current Design Control
. Potential | , 9 o)
Item/ . Po.tent1al Effects g Cause of Current g Current % @
. Requirement Failure a . . = . 5%
Function of =. | Failure Prevention | ¢ | Detection =g Z
Mode . < =] 9
Failure & =
The Image
Compensation CPU System .
. . cannot . integratio
Motion option keep U Inefficien 1 testin
compensation | provides the Wi tfr: p System 3 t coding None 5 of & | 40
and ability for the alorithm crashes of extreme
persistence user to enable gorrthy algorithm o
digital image processing imaging
stabilization | 9°Mands cases

Ultimately, the risk was viewed as acceptable based on the RPN score. However, this
proved problematic and had to be addressed in a sustaining release. This case illustrates how an
FMEA performed before sufficient design maturity can create the appearance of risk assessment
without providing actionable risk information. The failure mode identified in the FMEA row,
“CPU cannot keep up with algorithm processing demands,” was directly related to system
performance, but the stated cause of failure did not sufficiently explain the architectural or
design source of that performance limitation. “Inefficient coding of algorithm” may have been
plausible, but it did not distinguish among several materially different possibilities, including
insufficient processor capacity, inefficient algorithm structure, inadequate hardware allocation,
or unrealistic performance requirements for the selected platform. As a result, the FMEA row did

not provide a clear basis for selecting a mitigation.

The detection control also demonstrates the timing problem identified earlier in this

chapter. System integration testing of extreme imaging cases could only identify the failure after
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enough of the algorithm, hardware platform, and integration environment existed to perform the
test. By that point, major architectural choices may already have been made. In this sense, the
FMEA captured a real risk but did so in a way that depended on downstream information and
downstream test activity. The low RPN score therefore created a misleading sense of

acceptability, even though the underlying uncertainty had not been resolved.

4.4.2. Case Study 2: System Temperature Monitoring - Vague Failure Definition

In this example, shown in Table 8, the row item is poorly constructed because it simply
documents how the temperature monitoring system is designed to be used. At this point in the
design process, there was no clarity regarding whether the condition would be met by the system
or what failure of the temperature monitoring system itself would mean. The system architecture
decomposition had not yet been completed, leading to confusion on the FMEA team’s part about

how to process the line.

The resulting row combines aspects of a requirement, a system response, and a failure
outcome in a way that makes the analysis difficult to interpret. The requirement states that the
system warns the user of an overtemperature condition and then shuts down within a specified
time period. However, the potential failure mode is recorded as “System Shuts down,” which is
not necessarily a failure if shutdown is the intended protective behavior. This creates ambiguity
about whether the FMEA is analyzing failure of the temperature monitoring function, failure of
thermal management, excessive heat generation, or the user impact of a protective shutdown.
Since the failure mode is not clearly tied to a violated requirement, the subsequent effect, cause,

and scoring are also difficult to interpret.
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Table 8: Sample Row from FMEA for Case Study 2

Failure Mode Summary Current Design Control
. Potential | , 9 o)
Ttem/ . Po.tent1al Effects 2 | Causeof | Current g | current % @
] Requirement | Failure a . . g . o
Function of =. | Failure Prevention | @ | Detection =3 Z
Mode . g =] 9
Failure e =)
Heat
System warns .
user of buildup
System due to Temperatu Design
System overtemp. System not extended | re Qualificat
Temperature | condition then | Shuts . 8 . 5 ) 5 200
L availabl system monitorin ion
Monitoring shuts down down Testi
within time ¢ use at & esting
. high GPU
period =
utilization

This example demonstrates how early-stage FMEA can become unstable when
architectural responsibility has not yet been allocated. The cause of failure, “Heat buildup due to
extended system use at high GPU utilization,” may describe a plausible operating condition, but
it does not identify whether the design concern resides in the GPU workload, thermal design,
cooling capacity, sensor placement, shutdown threshold, warning logic, or system-level
performance expectation. As a result, the row does not clearly guide design action. The FMEA
team was effectively being asked to analyze a lower-level design problem before the system

architecture had decomposed the requirement into accountable subsystems or design elements.

4.4.3. Case Study 3: Ul Controls Requirement - Unnecessary FMEA

In this example, the RPN score of 72 was low enough, according to the business’s
scoring rubric, that no additional mitigation was required. The FMEA team, when interviewed,
felt this was an example of a “paperwork exercise” because the Ul was design reuse, the AppUI
library was well proven on the platform, and the only difference was the size of the images to

which the optimization controls were being applied, as shown in Table 9.
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Table 9: Sample Row from FMEA for Case Study 3

Failure Mode Summary Current Design Control
. Potential | , 9 o)
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HD Image UI | support user state System 8 state Library 3 Software 3 7
Controls image created by | Crash created by | supports Testing
optimization the UI the UI controls
of the Controls Controls ’
dynamic
video

Therefore, before the row was ever populated, it was understood that no further action
was likely to be required because of the standardization of the Ul image optimization controls
from predicate products. This case demonstrates a different form of mismatch, the FMEA
process was applied to an element that the team already understood to be mature design reuse.
Unlike the previous examples, the issue was not that the risk was poorly understood or that the
design information was unavailable. Rather, the available design history suggested that the
feature was unlikely to warrant focused FMEA effort. The AppUI library had already been
implemented and tested on the platform, and the change involved applying established controls
in a slightly different image context. The FMEA row therefore consumed effort without

changing the design decision, risk understanding, or mitigation plan.

This example is important because it shows how proliferation of failure modes in FMEAs
as well as the proliferation of FMEAs across systems can occur even when individual rows are

technically defensible. A team can often imagine a failure mode for a reused design element,
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such as an incompatible system state created by UI controls. However, if the architecture,
implementation pattern, and verification approach are already well established, the FMEA may
add little value beyond documenting that the team does not intend to take further action. In
practice, this contributes to the perception of FMEA as a paperwork exercise and diverts

attention from areas of the design where uncertainty is higher.

4.4.4. Case Study 4: Border Computation in Image - Complexity and Novelty

This example is similar to Case Study 1, but in this instance the issue was whether the
algorithm itself was adequate for performing the detection. In this case, shown in Table 10, the
algorithm had Al elements associated with it, so detection as a mitigation could only have value
after the Al was trained on sample video clips. This required substantial development work to
create curated training materials for the Al. As a result, the project experienced delays because

the team could not predict when the algorithm would be trained to a suitable level.

Table 10: Sample Row from FMEA for Case Study 4

Failure Mode Summary Current Design Control
. Potential | ¢, e w)
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This case illustrates a risk that was more fundamentally tied to novelty and uncertainty
than to a known component failure mechanism. The failure mode, “Incorrect border
identification,” was directly meaningful at the system and user level because it could cause the
user to misinterpret the result. However, the cause of failure, “Algorithm cannot accurately
identify boundaries in image,” reflected an unresolved capability question rather than a specific
design defect. At the time the FMEA was created, the team did not yet have sufficient
information to determine whether the algorithm would meet the requirement after training, what
training data would be sufficient, or what operating conditions would expose weaknesses in the

model.

The detection control, “System integration testing,” also highlights the limitation of
relying on late-stage verification to manage early-stage algorithmic uncertainty. For Al-enabled
or training-dependent functions, the ability to test the system depends on first developing the
training set, training the algorithm, and defining representative cases. Until those activities occur,
the team may not know whether poor performance is caused by inadequate training data,
limitations in the algorithm, insufficient computational resources, or an unrealistic requirement.
The FMEA row therefore identifies an important risk, but the information needed to characterize
and reduce that risk does not yet exist at the point where the FMEA is expected to support design

decision-making.

4.4.5. Synthesis

The four cases illustrate different ways the same systemic mismatch appears in practice.

Case Study 1 shows a risk that was recognized but not adequately characterized because detailed
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design and performance information were not yet available. Case Study 2 shows how unclear
architectural decomposition can produce vague or internally inconsistent FMEA rows. Case
Study 3 shows how comprehensive FMEA expectations can drive analysis of low-value design
reuse, contributing to proliferation. Case Study 4 shows how novel or complex algorithmic
functions may require feasibility, training, and performance evidence before conventional FMEA
controls can be meaningfully evaluated. These examples support the broader argument that
recurring FMEA problems are not merely the result of poor execution, but often arise from

applying a detail-dependent, bottom-up method within a staged, top-down development process.

4.5. Conclusion

One possible conclusion from the analysis performed here is that FMEA and V-model
development are incompatible, requiring a choice between one or the other. However,
particularly for human factors, this conclusion would be problematic. FMEA has recognized
value as a tool in use error and safety analysis, while the V-model provides a structured means of
integrating usability analysis into the systems development lifecycle. Further, as previously
discussed, many regulated industries require both a structured development process, such as the

V-model, and the use of FMEA to support safety risk assessment and reliability by design.

Therefore, this dissertation rejects the premise that FMEA and the V-model are
fundamentally incompatible. Instead, the analysis suggests that FMEA logic must be adapted to
better align with the staged information availability and decomposition logic of the V-model.
The recurring problems identified in the literature and illustrated through the case studies are not
simply failures of practitioner execution. Rather, they reflect systemic tensions between what

traditional FMEA requires and what the development process can provide at different stages.

55



The findings from Chapters 3 and 4 complete the diagnostic work of Research Aim 1.
They show that persistent criticisms of FMEA can be understood, at least in part, as symptoms of
systemic mismatch between conventional FMEA expectations and V-model development. These
findings establish the basis for Research Aim 2, which develops requirements and a proposed

framework for improving FMEA application under V-model development.
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Chapter 5. Research Aim 2 — Proposed Solution

5.1. Introduction

Research Aim 2 develops a proposed improvement to FMEA that addresses the systemic
problems identified in Research Aim 1. The previous chapters showed that recurring criticisms
of FMEA are not simply isolated execution issues, but are associated with deeper constraints in
applying a traditionally bottom-up risk analysis method within a top-down V-model
development process. These constraints include proliferation of failure modes, incompatibility
between FMEA information needs and the timing of information availability in the V-model, and

difficulty aligning FMEA decomposition with systems engineering decomposition.

This chapter addresses Research Aim 2 by first translating these systemic problems into
high-level requirements for an improved FMEA approach. It then proposes a framework that
augments FMEA through New, Unique, and Difficult (NUD) design risk filtering, requirements-
based definitions of failure modes and causes, recursive decomposition of mitigations, and cross-
discipline tracking through Critical-to-Quality (CtQ) designations. In doing so, the chapter

addresses the following research questions:

e RQ2.1: What high-level requirements define the solution space for improvements to

FMEA that address the systemic causes and constraints identified in Research Aim 1?

e RQ2.2: How can FMEA be augmented to better align with the V-model based on the

requirements developed in Research Aim 2?
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5.2. Specific Problems to Target for a Solution

Using good design practices, the specific problem statements regarding the application of
FMEA under the V-model represent the starting point for developing a solution. Based on the
analysis in the previous chapters, three systemic problems are targeted: (/) proliferation of
failure modes; (2) incompatibility between FMEA information needs and V-model information

availability; and (3) difficulty aligning FMEA with V-model decomposition.

The first problem is the proliferation of failure modes. As indicated in the literature, a
core challenge in FMEA application is the number of FMEAs, failure modes, and failure causes
that may need to be considered as the complexity of features and functions increases in modern
product design. This challenge is compounded by the generational nature of many products,
where development often begins with an existing predicate product and advances from that
established design. This creates an unbalanced level of design risk and maturity in the product
development. This distracts FMEA teams from the less developed areas of a product which
inherently are likely to be higher risk due to the unknown and focuses them on the predicate
reuse which is well developed and therefore more difficult to change as well as should represent

inherently lower development risk.

The second problem is the incompatibility between the information required by classic
FMEA and the information available at different stages of the V-model. As shown through the
standards analysis and case study examples, the information needed to support classic FMEA is

often not available at the points in the development process where FMEA is expected to occur.

The third problem is the difficulty of following V-model decomposition with FMEA. The
V-model is structured as a top-down development model, moving from system-level needs and

requirements toward lower-level design detail. Classic FMEA, by contrast, is often structured as
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a bottom-up risk management method. As a result, performing FMEA in a way that aligns

structurally with the V-model is problematic.

These three problems define the solution space for the proposed improvement to FMEA.

From here, a set of high-level requirements can be established.

5.3. Requirements

At a high level, the proposed solution must modify FMEA in ways that directly respond
to the systemic problems identified in the previous section. First, the improved approach must
include a filtering process for evaluating the risks associated with an intended new design at an
architectural level. The purpose of this filter is to determine where FMEA provides the greatest
benefit by distinguishing between new or higher-risk elements of the design and stable elements
with strong design provenance. This requirement addresses the problem of proliferation by
reducing unnecessary analysis of low-risk design reuse while focusing attention on areas where

uncertainty is greater.

Second, the improved approach must allow the FMEA process to be more flexible in its
information requirements and outputs depending on where it is being applied within the V-
model. Since different types of design information become available at different stages of
development, the method must support useful risk analysis without requiring information that
does not yet exist. This requirement addresses the information incompatibility between classic

FMEA and V-model development.

Third, the improved approach must provide a structure for iterating and decomposing
FMEA in a way that works synergistically with the V-model rather than in conflict with it.

Instead of forcing FMEA to operate as a purely bottom-up method, the revised approach should
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support decomposition from higher-level requirements and architecture into lower-level design

detail. This requirement addresses the difficulty of aligning FMEA with V-model decomposition.

In addition, most regulated industries that require FMEA as part of risk management and
reliability development also require evidence that mitigations are effective. This evidence must
be traceable, showing the linkage between the mitigation and the failure mode it is intended to
address. Therefore, the improved approach must take advantage of the right side of the V-model
to provide evidence of mitigation effectiveness in a way that is consistent with the verification

and validation logic of the V-model.

Finally, the improved approach must be compatible with ongoing improvements to
FMEA rather than replacing or preventing them. As discussed previously, nearly every article
that identifies a problem with FMEA also proposes some form of improvement. Spreafico et al.
(2017) categorize many of these solutions as improvements in scoring, risk categorization,
failure mode elicitation, and related areas. This also does not account for the likely continued
development of artificial intelligence methods to improve specific elements of FMEA execution.
Therefore, the revised model should operate as a framework for applying FMEA under the V-
model while still allowing improved methods developed by other researchers to be used during

specific execution phases.

These requirements translate the problem elements identified in the previous section into

performance expectations for the improved FMEA model.

5.4. Proposed Framework Overview

To address the high-level nature of the challenges raised by the requirements, the

proposed solution is structured as a framework that can be applied beginning at the user needs or
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requirements phase of the V-model. The framework is intended to preserve the core value of
FMEA while adapting its execution to better align with the information available during staged

system development. At a high level, the proposed framework includes the following elements:

e A New, Unique, and Difficult (NUD) filter to identify which areas of the design
warrant focused risk analysis based on requirements and architecture information

rather than requiring design detail.

e A scoped FMEA plan that focuses FMEA effort on higher-risk areas rather than

attempting to analyze all possible failure modes across the entire system.

¢ Requirements-based definitions of failure mode and cause of failure so that

failure analysis is tied to expected system performance and architectural allocation.

e A top-down, decomposable FMEA structure that follows the V-model by
beginning with higher-level requirements and architecture, then decomposing only

where additional analysis is needed.

e Mitigations expressed as requirements when design details are not yet available,
allowing risk reduction actions to be allocated into the architecture before detailed

design is complete.

e Recursive review of mitigations through the NUD filter to determine whether a

mitigation introduces new design risk that requires further analysis.

e Use of the right side of the V-model to provide verification and validation evidence

that mitigations are effective.
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e Critical-to-Quality (CtQ) designation as a cross-discipline tracking mechanism for
requirements or mitigations that cross architectural or engineering discipline

boundaries.

These elements create a framework in which FMEA is not replaced, but repositioned
within the V-model. The NUD filter helps determine where FMEA is most valuable, while the
modified FMEA structure allows the analysis to proceed using the level of information actually
available at each stage of development. Further, at the bottom of the V-model when detail design
becomes available, classic FMEA can be performed strategically if needed against the risk

context already established.

5.5. Design Risk Filtering Using New, Unique, and Difficult Analysis
5.5.1. Purpose of the NUD Filter

The first component of the proposed framework addresses the problem of FMEA
proliferation through the creation of a design risk filter. Complex system development is rarely
“green field,” or starting from no predicate design. Instead, most systems grow in complexity by
adding innovation to existing, proven platforms. This creates significant differences between the

maturity of the predicate design being reused and the innovations being added.

In many cases, the result is not simply an enhanced version of the predicate design, but a
new product or system in its own right. This creates significant challenges in scoping the FMEA
process, because the combinatorial proliferation of failure modes can rapidly become
unmanageable, even with digital tools. Therefore, a filtering process is needed to determine

where FMEA provides the greatest value.
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The proposed filter is the New, Unique, and Difficult (NUD) analysis. The NUD process
is intended to evaluate user requirements, system concepts, and early architecture information to
determine which areas of the design should be included in the FMEA scope. Items that meet one
or more NUD criteria are flagged for further risk analysis. Items that do not meet the criteria are
treated as sufficiently proven or low-risk design reuse and can proceed through normal design

practices.

The purpose of this filter is not to claim that unflagged items have no risk. Rather, the
purpose is to distinguish between areas where standard design controls practices are likely
sufficient and areas where additional structured risk analysis is warranted. As an example, all
regulated industries have regulations requiring a defined design controls process which address
design risk. In this way, the NUD filter provides a disciplined mechanism for narrowing the

FMEA scope while preserving attention on areas of the design with greater uncertainty.

5.5.2. Definition of New

In the proposed framework, New refers to a user requirement, feature, technology, or
aspect of the system concept that is new to the business or design team, but not necessarily new
to the industry. This often includes adding a feature to a product that already exists in competing
products but has not previously been used by the organization. It may also involve incorporating
a technology that is understood across the industry but has not been used in the organization’s

predicate products.

An illustrative example can be drawn from image processing system design. In many
applications, core image processing functionality has traditionally been implemented using

Application Specific Integrated Circuits (ASICs), such as in ultrasound medical imaging
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systems. While ASICs can be highly optimized for a given application, they are typically costly
to develop and manufacture. With the continued evolution of digital image processing
technologies, general-purpose computing platforms, such as graphics processing units (GPUs),
have emerged as viable alternatives. The adoption of such technologies often represents a shift in
system architecture, which can introduce uncertainty in performance, interfaces, and integration,

thereby warranting further analysis.

A similar situation arises in the application of established algorithms to enhance image
quality or enable feature identification. Although these algorithms may be well defined and
documented, their implementation in a new system context may impose additional requirements
related to data, computational resources, or hardware support, introducing further sources of

design uncertainty.

As a basic criterion, a New feature should have some level of reference performance
information defining customer expectations. Similarly, a New technology should have a
reference design or other technical basis for how it is expected to be incorporated. These
references provide the starting point for determining whether the design team understands the

feature or technology well enough to address potential failure modes and causes of failure.

When an item is classified as New, the FMEA effort should focus on whether the team
has sufficient knowledge to translate the reference information into design requirements,
integration constraints, and risk controls. From a feature standpoint, this may require competitive
analysis or user expectation analysis. From an architecture standpoint, it may require review of
reference designs, errata, derating guidance, interface constraints, or other information needed to

establish appropriate limits around the design.
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5.5.3. Definition of Unique

In the proposed framework, Unique refers to a feature or technology that is truly first of
kind. These are cases where no reference design, established market data, or proven
implementation exists. Unique items often involve new intellectual property or emerging

technologies whose behavior and limitations are not yet fully known.

For Unique items, the primary question for the FMEA is whether the technology or
feature is mature enough for the target market or application environment. Unlike New items,
where the concern is the organization’s unfamiliarity with an established technology, Unique
items involve uncertainty in the technology itself. The design team may not have access to

reliable performance boundaries, environmental limits, failure modes, or operational data.

An illustrative example can be drawn from the evaluation of liquid lens technology for
use in a compact, variable-focus imaging system in the barcode scanning domain. While the
technology demonstrated acceptable performance under nominal conditions, it failed to maintain
integrity under required environmental conditions, including temperature, shock, and vibration
extremes. Notably, these limitations were not fully understood at the time of evaluation,
including by the technology provider, highlighting the uncertainty associated with immature

technologies.

A similar form of uncertainty is observed in emerging algorithmic approaches, such as
newly developed artificial intelligence methods, where training processes and performance
characteristics may be difficult to predict across operating conditions. In such cases, the lack of
established performance boundaries and failure modes necessitates additional analysis prior to

integration.
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A Unique classification therefore points the analysis toward feasibility, maturity, and
unknown operating limits. The purpose is to identify uncertainty early enough that the design can
pivot, mature the technology, or add appropriate constraints before major design commitments

are made.

5.5.4. Definition of Difficult

In the proposed framework, Difficult refers to the formal evaluation of design reuse.
These are design elements that may be based on known or previously validated technology, but
are being reused in a new context that may introduce risk. The design is not necessarily new to
the organization, and it may not be first of kind, but the application may still be difficult because
of changes in scale, environment, architecture, integration, materials, or performance

expectations.

An illustrative example can be drawn from power management architectures. Early
smartphones used a power management architecture for single processor devices and wired
trickle charging for batteries under 3000 mAh in capacity. Modern tablet devices use batteries
with more than 10,000 mAh capacity, have high current wireless fast charging, and support
much more complex radio, camera, and processing architecture, yet many of the logic elements,

and user facing telemetry remains the same.

Similarly, in the software space, many client/server architectures for software services
have been or are being migrated to cloud based Software as a Service (SaaS) using the internet as
the basis for connectivity instead of a Local Area Network (LAN). In this sort of porting process

the core algorithms and code base remain the same, but the connectivity becomes more difficult.
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Difficult items may also include elements of the design that are undergoing scale
changes, have had yield or failure issues in previous products, are being refactored with different
materials, or are being applied in a more demanding environment. These conditions indicate that

prior design provenance may not be sufficient to justify excluding the item from further analysis.

Unlike the New and Unique categories, which focus on unfamiliarity and technological
novelty, the Difficult category addresses uncertainty arising from the application of known

designs in new contexts. Evaluation is guided by several key considerations:

e  Whether there is evidence of stable performance at the required scale;

e  Whether prior performance satisfies current requirements or requires improvement;

e Whether system interfaces remain consistent in the new architecture; and

e Whether sufficient historical data exists to support assumptions about performance

and integration.

A lack of evidence or uncertainty in these areas does not preclude the use of prior
designs; rather, it indicates that the element may require further evaluation. This classification
therefore captures cases where reuse is feasible but not straightforward, and where additional

analysis is warranted to assess associated design risk.

5.5.5. Reducing Scope, Cost, and Low-Value Analysis

The NUD filter directly addresses several symptomatic problems repeatedly identified in
the literature criticizing FMEA, including lack of organizational support, questions about

applicability, and the excessive cost of performing FMEAs. These concerns are especially
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relevant in incremental or generational design, where a product begins with a proven predicate

design and adds selected innovations or modifications.

FMEA standards discuss scope, but they tend to emphasize inclusion rather than
exclusion in order to support completeness. While this is understandable from a risk management
standpoint, it can lead teams to spend substantial effort analyzing well-proven predicate
architecture and design details that may add little value to the current project. In these situations,

FMEA can become a documentation exercise rather than a focused design risk activity.

The NUD filter provides a structured way to make exclusion decisions. By focusing on
what is New, Unique, or Difficult, the framework directs FMEA effort toward the aspects of the
design most likely to contain unknown or elevated risk. At the same time, it allows stable design
reuse with strong provenance to proceed through normal design controls rather than being

repeatedly reanalyzed in full.

This approach also aligns the FMEA process more closely with the business and
engineering rationale for a new project. New projects are rarely funded unless they are expected
to provide some value improvement, and those value improvements typically arise from new
features, new technologies, new integrations, or challenging reuse. By biasing the filter toward
requirements, functionality, and architectural change, the FMEA process becomes focused on the
elements of the project most likely to justify the development effort and most likely to introduce

design uncertainty.

Finally, application of the NUD criteria can occur using information available in the early
stages of the systems V-model. New items generally require reference performance or reference
design information. Unique items generally require feasibility analysis or early test data.

Difficult items generally require historical performance data or evidence that the reuse context
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remains valid. Since the process remains semi-heuristic, the evaluation should be performed by
an appropriately cross-functional team to reduce bias and improve the quality of design risk

judgment.

These features make NUD a practical front-end filter for FMEA. It reduces unnecessary
analysis, preserves attention on the highest-risk areas of the design, and provides a structured

basis for deciding where FMEA should be applied within V-model development.

5.6. Requirements-Based Definitions for FMEA Information

A second component of the proposed framework addresses the incompatibility between
the information required by classic FMEA and the information available at different stages of the
V-model. As shown in the case studies, this incompatibility is often compounded by unclear or
inconsistent definitions of key FMEA terms, particularly “failure mode” and “cause of failure.”
Ironically, allowing FMEA to be more flexible across stages of the V-model requires stricter

definitions of these terms.

In the proposed framework, FMEA information is tied directly to requirements and
architecture. This allows the analysis to begin earlier in the development process, when detailed
design information may not yet exist, while still maintaining a disciplined structure for
identifying failures, causes, effects, and mitigations. The framework therefore shifts the analysis
away from asking only how components might fail and toward asking how the system,

subsystem, or element might fail to meet its allocated requirements.
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5.6.1. Failure Modes as Requirement Failures

In this framework, a failure mode is defined as a failure to meet a requirement. The
failure mode should be specific about how the requirement is not met. If it is not clear which
requirement the failure mode applies to, then the failure mode is either poorly described or may

not actually be a failure mode.

This definition is important because it allows FMEA to align more naturally with the V-
model. In early stages of development, the design may not yet be detailed enough to identify all
physical or technical causes of failure. However, user needs, system requirements, and allocated
performance expectations may already be available. By defining failure modes as failures to
meet requirements, the FMEA can begin with the information that exists at that stage of

development.

For example, a system-level requirement may state that the system must operate for a
specified period of time on battery power. A corresponding failure mode would be that the
system does not operate for the required duration when starting from a full battery charge. This
failure mode is tied directly to the requirement and describes the unacceptable performance

condition, rather than prematurely assuming the specific part or mechanism that failed.

5.6.2. Causes of Failure as Allocated Architectural Sources

Once failure modes are tied to requirements, causes of failure must be tied to the portion
of the architecture responsible for satisfying those requirements. In other words, the cause of
failure should be associated with the system element, subsystem, module, or design feature

responsible for generating the required performance.
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This requires that the system architecture exists at a sufficient level of maturity to support
at least first-level allocation of requirements to major architectural elements. It also requires a
distinction between a requirement and a specification. A requirement defines expected
performance, while a specification defines how a portion of the design is instantiated. These
distinctions are well established in systems engineering and are especially important in more

advanced approaches such as Model-Based Systems Engineering.

Returning to the battery example, if the system fails to meet the required operating time,
one possible cause of failure may be that the battery subsystem has inadequate power capacity.
This shifts the cause from a vague restatement of the failure condition to a more specific
architectural source. Another possible cause could be that another subsystem exceeds its
allocated power budget while operating on battery. In that case, the cause of failure is tied to a

lower-level requirement allocated to a different part of the architecture.

If the design detail is already mature, the cause of failure may also be expressed as a
failure of a specification. For example, if a specific battery design has already been selected, then
the risk may involve whether that selected battery meets its specification under expected
operating conditions. If the design has not yet been selected, however, the analysis should remain
at the requirement or architectural allocation level rather than pretending that detailed design

information already exists.

5.6.3. Improving Consistency in Risk Assessment

This requirements-based structure also addresses another recurring problem in FMEA
application, which is inconsistent risk assessment. In complex designs, multiple teams may

perform FMEAs on different portions of the system. Without a consistent definition of failure
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modes and causes, similar failures may be scored differently even when they have the same

effect on system performance or the user.

In many cases, inconsistency occurs because teams attempt to evaluate the effect of a
cause of failure rather than the failure mode. Put another way, teams may ask, “What happens if
part X breaks?” rather than, “What is the impact to the user or system if the system fails to do
Y ?” The first question can lead to inconsistent scoring because it depends heavily on the
assumed failure mechanism. The second question creates a more stable basis for assessment

because it evaluates the impact of failing to meet expected performance.

By forcing failure modes to be described in the language of requirements and expected
performance, the framework creates a more consistent basis for severity evaluation. A lower-
level requirement failure can be evaluated in relation to its impact on the higher-level parent
requirement. This supports decomposition because the effect of a lower-level failure can be

traced upward through the architecture to determine its system-level or user-level consequence.

This approach does not prevent the use of existing or improved risk assessment methods.
Teams may still use RPN, criticality matrices, fuzzy scoring, Al-supported methods, or other
prioritization approaches. The framework instead provides a more consistent structure for
defining what is being scored. By tying failure modes to requirements and causes of failure to
allocated architecture, the analysis becomes better aligned with the V-model and less dependent

on inconsistent interpretations across teams.

5.6.4. Contribution to the Proposed Framework

The requirements-based definition structure is central to making FMEA usable earlier in

the V-model. It allows teams to perform meaningful risk analysis before complete detailed

72



design information is available, while avoiding vague or poorly constructed FMEA lines. Failure
modes are grounded in requirements, causes of failure are grounded in architectural

responsibility, and risk assessment is grounded in the impact of unmet performance expectations.

This structure also supports the later recursive elements of the framework. Once a failure
mode is 1dentified and a cause of failure is associated with a lower-level architectural element,
mitigations can be expressed as new or revised requirements allocated into the architecture.
Those requirements can then be evaluated again through the NUD filter to determine whether the
mitigation itself introduces new design risk. In this way, requirements-based definitions provide
the bridge between early-stage risk identification, FMEA decomposition, and V-model

development.

5.7. Decomposition, Recursion, and Requirements as Mitigations

A third component of the proposed framework addresses the difficulty of aligning FMEA
with V-model decomposition. Classic FMEA is often applied as a bottom-up analysis, beginning
with components or elements and asking how they might fail. In contrast, the V-model begins
with user needs and system-level requirements, then decomposes those requirements into lower-
level architecture and design detail. To better align FMEA with this structure, the proposed
framework shifts the analysis toward system performance and allows FMEA to decompose

recursively as the design matures.

5.7.1. Shifting FMEA Toward System Performance

A key “left shift” in this framework is to focus first on failures of the system to do

something, rather than immediately focusing on ways that elements of the system can fail. In
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other words, the analysis begins with expected performance, expressed through requirements,

and then asks how the system, subsystem, or element might fail to meet those requirements.

This shift provides several improvements in alignment with the V-model. At early stages
of development, teams may have user needs, system requirements, and high-level architecture,
but they may not yet have detailed design information. A traditional bottom-up FMEA is
difficult to perform at this point because the design elements, interfaces, and failure mechanisms
may not be fully defined. A requirements-based FMEA, by contrast, can begin earlier because it

uses the information available at that stage of development.

The tradeoff is that early-stage FMEA may not always identify a tangible design feature
to modify. Instead, it may identify a gap, uncertainty, or risk in the requirements or architecture.
This is a useful outcome because it allows the team to improve the design definition before

committing to detailed design decisions.

5.7.2. Mitigations as New or Revised Requirements

When the analysis is performed at the system or architectural level, the mitigation to a
cause of failure may not be a specific design change. Instead, the mitigation may be a new or
revised requirement allocated to a lower level of the architecture. This allows risk reduction to

occur before detailed design is complete.

For example, a system-level requirement may state that the system must operate on
battery power for a specified number of hours. A corresponding failure mode could be that the
system does not operate for the required duration starting from a full battery charge. One
possible cause of failure could be inadequate power capacity in the battery system. If detailed

battery design has not yet occurred, the mitigation may be written as a new lower-level
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requirement, such as requiring the battery subsystem to provide a specified capacity margin

relative to the projected power budget.

By treating the mitigation as a requirement, the framework allows the lower-level design
to be defined correctly from the beginning rather than requiring rework after a conventional
FMEA identifies a problem later in the process. This approach does not prevent the use of fault
tree analysis, reliability modeling, prototype testing, or other tools. Rather, it improves the
quality of the inputs to those activities by clarifying what the lower-level design must

accomplish.

5.7.3. Recursive Application of the NUD Filter

Once a mitigation is expressed as a new or revised requirement, that requirement must be
evaluated through the NUD filter. This recursive step is important because a mitigation intended

to reduce one risk may introduce another design risk.

Continuing the battery example, a mitigation may require the battery subsystem to
provide 200% of the projected power budget in order to meet the required operating time. At that
point, the new requirement must be reviewed against the NUD criteria. If the required power
density is well within proven design capability, then the requirement may proceed through
standard design practices. However, if the required power density exceeds proven technology for

a high-reliability battery system, the mitigation itself becomes a new design risk.

In that case, the NUD filter flags the mitigation for further analysis. The team may then
perform a more focused, lower-level FMEA, conduct a feasibility analysis, pursue targeted
testing, or evaluate alternative design approaches. This ensures that the process does not simply

move risk from one part of the system to another without recognizing it.
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5.7.4. Closure of the Recursive Process

The recursive process continues until the mitigation no longer introduces a New, Unique,
or Difficult element requiring additional analysis, or until the analysis reaches a level of design
detail where conventional FMEA can be effectively applied. This creates a natural closure point

for the FMEA process within the V-model.

If a new requirement is evaluated through NUD and does not introduce additional design
risk, then standard design practices can proceed. If the requirement does introduce design risk,
then the process decomposes to the next level of architecture and the analysis continues. In this
way, the framework supports decomposition without requiring the entire system to be analyzed

at the same level of detail.

This recursive structure also helps focus expertise where it is most needed. Rather than
requiring teams to perform detailed FMEA across all system elements, the framework identifies
where uncertainty or design risk remains and directs analysis toward those areas. This reduces
unnecessary analysis while preserving the ability to apply conventional FMEA where it provides

value.

5.7.5. Design Risk Mapping Across Decomposition

An additional benefit of this recursive process is that it creates a “design map” of the
areas of the system that require lower-level FMEAs and the depth to which those analyses must
proceed. This map provides the systems engineer with an evolving view of where design risks

are being resolved and where new risks are being introduced as the project progresses.

For complex projects, this design map can provide a practical way to monitor risk across

the architecture. Areas that do not trigger NUD criteria can proceed through normal design
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practices, while areas that continue to trigger New, Unique, or Difficult classifications can be

tracked for deeper analysis, additional testing, or more careful architectural management.

In this way, decomposition and recursion are not simply procedural features of the
proposed framework. They provide a mechanism for aligning FMEA with the V-model,
managing design risk as information becomes available, and maintaining visibility into how risk

evolves across the architecture.

5.8. Managing Cross Discipline Complexity Through CtQ Designation

A final component of the proposed framework addresses the difficulty of managing risk
across increasingly interconnected engineering disciplines. This issue appears in multiple forms
in FMEA practice, particularly as modern systems become more dependent on interactions
among hardware, software, firmware, user interfaces, manufacturing processes, and external
integrations. These interactions are especially important in systems where software and hardware
are tightly coupled, and where design decisions in one discipline may create requirements or

constraints in another.

5.8.1. Limitation of Traditional CtQ Use

In classic FMEA, the term “Critical to Quality,” or CtQ, is often associated with some
form of importance designation. In many cases, this designation is tied to severity scoring or
qualitative descriptions such as “loss of critical function” or “extreme dissatisfier.” These types
of criteria can be difficult to apply consistently and may become redundant with the severity

score already present in the FMEA.
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As a result, CtQ designations may not provide much additional information about how
risk is distributed across the architecture or how mitigations affect other parts of the system, and
are be difficult to apply consistently In the context of complex V-model development, however,
this kind of cross-architecture visibility is important because mitigations may create new

requirements outside the discipline or subsystem where the original risk was identified.

5.8.2. CtQ as a Cross Discipline Tracking Mechanism

In the proposed framework, CtQ is repurposed as a classifier for mitigations or
requirements that cross architectural or engineering discipline boundaries. Rather than using CtQ
only as a general importance label, the framework uses it to identify when a mitigation in one

part of the design creates a requirement in another part of the system.

For example, a high-power-density battery system may be feasible, but the FMEA may
identify that charge and discharge rates must be strictly controlled to prevent hazardous battery
behavior. The resulting requirement for charge and discharge measurement and control may then
become a software requirement, even though the original risk was associated with the battery
subsystem. In this case, the software control requirement would be designated as CtQ because it

crosses the boundary from hardware risk mitigation into software implementation.

This use of CtQ provides a more specific and actionable purpose. It helps identify
requirements or mitigations that must be tracked across disciplines because their effectiveness
depends on coordination between different parts or layers of the architecture. Additional
hardware requirements created to support the battery mitigation could also be designated as CtQ

if they are outside the original battery subsystem.
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5.8.3. CtQ as a Design Coupling Indicator

Using CtQ in this way creates a secondary map of cross-discipline dependencies within
the design. This map can help the systems engineer understand where mitigations create coupling
between architecture elements, subsystems, or engineering disciplines. Such coupling is not
necessarily undesirable, but it should be visible because it can introduce integration risk,

verification complexity, or coordination requirements.

This CtQ map also provides insight into the degree of loose coupling and independence
between different elements of the architecture, which is a well-established consideration in good
systems design. A design with many CtQ designations crossing subsystem or discipline
boundaries may require additional systems engineering attention, interface management,
verification planning, or cross-functional coordination. Thus, CtQ becomes not simply a quality
label, but a mechanism for tracking how risk mitigations propagate through the system

architecture.

5.9. Relationship to Existing FMEA Improvements

The proposed framework is not intended to replace existing improvements to FMEA
scoring, prioritization, failure mode elicitation, or risk categorization. Instead, it provides a
higher-level structure for determining where and when those methods should be applied within

V-model development.

As discussed in previous chapters, much of the FMEA improvement literature focuses on
execution-level problems, such as improving RPN, refining scoring models, applying fuzzy
methods, using expert systems, or incorporating artificial intelligence to support failure

identification and prioritization. These methods may improve specific aspects of FMEA
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execution, but they do not necessarily address the broader structural mismatch between FMEA

and V-model development.

The proposed framework addresses that higher-level mismatch. The NUD filter helps
determine where FMEA is most needed, the requirements-based definitions clarify what is being
analyzed, and the recursive decomposition structure allows FMEA to follow the staged
availability of information in the V-model. Within that structure, improved scoring models,
fuzzy FMEA methods, expert systems, Al-supported tools, or other methods can still be used

during specific execution phases.

In this sense, the framework is intended to be complementary to existing FMEA research.
It does not prescribe a single scoring model or failure identification technique. Rather, it provides
a systems engineering structure for applying those techniques more effectively by aligning

FMEA scope, timing, and decomposition with the development process.

5.10. Meta Analysis of Previous FMEA Examples using the new Framework

Chapter 4 presented several case study examples that illustrated common challenges in
FMEA implementation. Building on the FMEA model introduced in Chapter 5, this section
revisits those case study examples using the proposed framework as a form of meta-analysis. The
purpose is to demonstrate how the framework can be applied and how the issues identified in the

case studies may be avoided.
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5.10.1. Image Stabilization Feature Case Study Reviewed

Table 11 reproduces Table 7 for ease of reference before applying the proposed

framework.
Table 11: Image Stabilization Case Study
Failure Mode Summary Current Design Control
. Potential | ¢, 9 o
Item/ Reaui Po.tentlal Effects € | Causeof | Current £ | current g s
. equirement | Failure a . . g . S
Function of =. | Failure Prevention | @ | Detection = Z
Mode . g =) 9
Failure & =
The Image
Compensation CPU System .
Moti . cannot . Integratio
otion option keep u Inefficien 1 testin
compensation | provides the °pUup System t coding &
s with 8 None 5 of 1 40
and ability for the alorithm crashes of extreme
persistence user to enable orh algorithm o
digital image processing imaging
stabilization | 9emands cases

Following the new framework, the first step would be to classify the requirement, “The
image compensation option provides the ability for the user to enable digital image
stabilization”, using the New, Unique and Difficult criteria. Image stabilization algorithms are
well documented in literature for a variety of types of images. Therefore, it would not fall under
Unique. In this specific case, the author is aware that the algorithm in question was novel to the
company and therefore would classify this as New. However, even assuming this was an
enhancement to an existing algorithm, based on review of the predicate performance and the
expectation of data to be managed in the implementation this would have reasonably classified as

Difficult and therefore merit FMEA consideration.

Table 12 shows how the new framework could be applied to this requirement. Rather

than treating the primary concern as a CPU crash caused by inefficient coding, the revised
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FMEA focuses on whether the image stabilization requirement can be achieved and allocates the
potential causes across multiple architectural layers, including the data pipeline, software

algorithm, and hardware compute capability.

Table 12: Image Stabilization under New Framework

Failure Mode Summary Current Design Control
e o
Potential | Potential & Current S &
I . . . a
Ftem/ . Requirement | Failure Effects of § Ca}lse o Preventio E Cuneqt & a
unction . =. | Failure a | Detection =g Z
Mode Failure ) n 2 S
a
The Image Customer
Compensation Image cannot Lack of
Motion option cannot be resolve adequate
compensation fovides the stabilized, clinicall datz;l
and b gbilit for the continuing relevamty 8 rocessin None > | None 10 400
ersistence user t}(]) enable to leave a image Ea acit ¢
P dicital i jittery & pacity
1g11:,a.1 image image detail due (pipeline)
stabilization to jitter.
The Image Customer
Compensation Image cannot Lack of
. . cannot be
Motion option e resolve adequate
compensation | provides the stabilized, clinically data
and ability for the continuing relevant 8 rocessin None > | None 101 400
persistence user t}(l) enable | © leave a image Ic)apacity y
digital image Jiig:gé detail due (Software)
stabilization to jitter.
The Image Customer
Compensation Image cannot Lack of
. . cannot be
Motion option o resolve adequate
compensation | provides the stabilized, clinically data
and ability for the continuing relevant 8 rocessin None > | None 10 400
ersistence user t>c]) enable | 2 leave a image Ic)a acit y
p dicital i jittery s pacity
igital image image detail due (Compute)
stabilization to jitter.

Under the new framework, integration testing is no longer treated as an appropriate
detection control because it occurs after the relevant subsystems have already been developed.
Instead, the revised analysis drives mitigation activities toward the architectural layers where the

issue would need to be prevented. Although not shown in this portion of the table, a clear action
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item would be to perform early design analysis to understand the data processing requirements
for the application with enough fidelity to define appropriate requirements at each relevant layer

of the architecture.

It is also important to note that, in the original case study, the failure mode was described
as a system crash. While a crash is a possible outcome, it is not directly tied to the requirement
itself. By focusing on the need expressed by the requirement, the framework helps identify and
reduce the conditions that could eventually lead to a crash. A failure mode stating that the system
crashes when attempting to enable image compensation could still reasonably indicate that the
requirement is not met, but it would be processed through the same requirement-focused logic

shown in the revised example.

5.10.2. System Over Temperature Management Failure Reviewed

Again, for ease of reference, Table 13 reproduces Table 8 regarding the consideration of

a possible system over temperature condition.

Table 13: System Over Temperature Management Case Study

Failure Mode Summary Current Design Control
. Potential | ¢, e @)
Item/ Requirement Ezitﬁ?rgal Effects % Cause of | Current % Current % a
Function q Mode of =. | Failure Prevention e Detection = Z
Failure o & =
Heat
System warns .
user of buildup
System overtemp. System System S;lfe:;:ie 4 | Tem Design
Temperature | condition then | Shuts not 8 svstem monﬁon'n 5 | Qualification | 5 200
Monitoring shuts down down available u}sle " & Testing
within time high GPU
P utilization
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As before, the first step would be to apply the New, Unique or Difficult filter. In this
instance, over temperature conditions for high use electronics, particularly in image processing is
a known design issue and predicate products had mechanisms for monitoring and managing them
which were being reused. However, in this case, where new high utilization features, such as
image stabilization were being added, the additional feature of warning the user of an impending
over temperature condition so they could make choices in their clinical application before a more
severe problem occurred was being added. Therefore, this feature could be classified as a

Difficult requiring further analysis, as shown in Table 14 below.

Table 14: System Over Temperature Management Reviewed

. Current Design
Failure Mode Summary Control
. o
g g 7] &
Item/ . Po.tentlal Potential g Cause of | Current € | Current % a
: Requirement | Failure Effects of a . . = . ot
Function . =. | Failure Prevention |@ [ Detection |2 Z
Mode Failure < 2 S
(¢
lSlZ/esrteOnfl warns Software
System System shuts does not
System overtemp. does not down ick u
Temperature | condition then . 10 |P P None 5 | None 5 | 250
L provide unexpectedly temp
Monitoring shuts down .
. warning (to the user) sensor
after time
_— value
period

In this case, the case study highlighted a problem in clear definition of a failure mode
leading to an incorrect mitigation approach. In application of the new framework, the first
problem would be the lack of clarity in the requirement. The intent of the feature is to provide a
warning to the user with a time frame of when the system would shut down due to an over
temperature condition. The previous wording confused this. Thus, in this case the analysis would
drive a change in the requirement to clarify and a clear failure mode that the system does not

provide the warning. This then drives a revised effect of failure where the system shuts down
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unexpectedly to the user, which is a higher severity problem due to the potential that the user
could be in a critical aspect of a clinical procedure. As in the previous case study, multiple
causes could lead to the same failure mode. Further, a failure mode of the amount of time being

inaccurate could be associated with the same requirement leading to its own line and scoring.

5.10.3. Ul Image Optimization Controls Reviewed

Table 15 reproduces Table 9 for ease of reference and summarizes the Ul controls case
study. In applying the NUD process, the addition of new buttons to the user interface using the
existing AppUI Library would not be expected to introduce sufficient incremental design risk to
require FMEA. This rationale would be documented, allowing the design team to focus FMEA

activities on higher-risk areas.

Table 15: Ul Image Optimization Controls Case Study

Failure Mode Summary Current Design Control
. Potential |, e w)
Item/ . Po.tentlal Effects £ | Cause of Current. £ | Current g a
. Requirement Failure a . Preventi |3 . a
Function Mode of =. | Failure on g [ Detection =8 Z
Failure [~ & =
System has
requirements for
specific UL Incompatible Incompatible | Existing
HD controls to system state Svstem system state | AppUI Integration
Image UI | support user created by C}r]ash 8 | created by Library 3 | Software 3 72
Controls | image the Ul the UI supports Testing
optimization of | Controls Controls controls.
the dynamic
video

5.10.4. Border Computation Case Study Reviewed

As in the previous examples, Table 16 reproduces Table 10 to allow comparison between

the original case study and the updated analysis. Using the NUD process, the Border
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Computation Algorithm would be classified as a novel machine learning Al capability intended

to support physician identification of clinically relevant pathology artifacts in video. While

image artifacts associated with clinically relevant pathology are well documented in ultrasound,

real-time automated identification of those artifacts is not. In addition, the feature was not

available in competitor products, nor was reference or research data available to support the

implementation. Although academic work on boundary identification in ultrasound images

existed, it was not available in an implementable form. Therefore, this feature would clearly be

classified as Unique, meriting further analysis.

Table 16: Border Computation Algorithm Case Study Case Study

Failure Mode Summary

Current Design

Control
: - & o
fteny/ Requirement Potential g(tztt”:(r:ltt;%f g G e gruer\fxiio % Current % @
Function d Failure Mode " =. | Failure o | Detection 2 | Z
Failure < n 5 S
During
continuous
video, the
Border . Algorithm
Computatlon . cannot
Border algorithm Incorrect User Mis- accuratel System
Computation | providesreal | border interpretation | 10 | . dentif y None 3 | integration | 3 | 90
Algorithm time identification | of the result L ettty Testing
boundaries . ogndanes
for desired 1 image
artifacts in
complex
video

Table 17 applies the stricter rules (test processes or test data cannot represent mitigation,

mitigation must exist as a design capability) regarding Prevention and Detection in the current

state and therefore increases their scores from the original case. As a note, the company’s

practice was to assign cases with no current controls to the midpoint of the scoring scale unless a
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different score was justified. Simply maintaining this discipline moves the RPN to 250, requiring
mitigation. In this case, the natural mitigation would be to define a requirement limiting
allowable algorithm misclassification error, which would support evaluation of the algorithm’s
maturity against test data sets. This would also likely drive the need for tools to perform that

evaluation, as well as other design activities that were not originally scoped in the project.

Table 17: Border Computation Case Study Reviewed

Failure Mode Summary Current Design Control
Potential | ¢, Q o
Item/ Requirement Potential Effects % Cause of Current g Current g @
Function 4 Failure Mode | of =. | Failure Prevention e Detection [ £ Z
Failure < 8 s
During
continuous
i
Computation misses or Algorithm
P miss cannot
Border algorithm Incorrect classifies accuratel
Computation | providesreal | border clinicall 10 identif y None 5 None 5 250
Algorithm time identification y Y
boundaries relevant boyndarles
for desired image 1n Image
artifacts in artifacts
complex
video

5.11. Conclusion and Proposal for Validation

The framework proposed in this chapter addresses the systemic problems identified in
Research Aim 1 by modifying how FMEA is scoped, structured, decomposed, and connected to
V-model development. The framework begins with the NUD filter, which identifies New,
Unique, and Difficult areas of the design that warrant focused risk analysis. It then uses

requirements-based definitions of failure modes and causes of failure to support analysis at
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stages where detailed design information may not yet be available. As mitigations are identified,
they may be expressed as new or revised requirements and reviewed again through the NUD
filter to determine whether they introduce additional design risk. Finally, CtQ designations
provide a mechanism for tracking mitigations and requirements that cross architectural or

engineering discipline boundaries.

These elements provide a framework for adapting FMEA to the realities of complex V-
model development. The framework does not reject FMEA or replace its core logic. Instead, it
preserves the value of FMEA while addressing the timing, scope, decomposition, and

information-availability problems identified in the previous chapters.

The next step is to evaluate whether this framework provides practical benefit in
application. Since proliferation is one of the most persistent and practically significant problems
identified in the literature, the NUD filtering portion of the framework was selected for initial
validation. This portion can be evaluated using early-stage requirements and architecture
information, making it suitable for testing in a real development project. The following chapter
presents the validation of the NUD design risk filtering approach in a high complexity industrial

development context.
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Chapter 6. Aim 3 - Validate Design Risk Filtering

6.1. Introduction

Research Aim 3 validates the design risk filtering portion of the improved FMEA
framework developed in Research Aim 2. As discussed in the previous chapters, one of the most
persistent challenges in applying FMEA to complex systems is proliferation, where the number
of potential FMEAs, failure modes, and causes of failure can grow rapidly as product complexity
and feature density increase. The proposed framework addresses this issue first through the New,
Unique, and Difficult (NUD) filter, which is intended to identify areas of a design that warrant

focused risk analysis before detailed FMEA activity begins.

This chapter presents an initial validation of the NUD design risk filtering process in a
high-complexity industrial development context. The validation examines whether the method
can be taught to a team unfamiliar with it, whether users perceive value in the method and
express willingness to use it again, and what level of facilitation or contextually relevant
examples are needed to support deployment. Accordingly, this chapter addresses the following

research questions:

e RQ3.1: How difficult is it to teach the proposed methodology to a team that is

entirely unfamiliar with it?

e RQ3.2: To what extent do users perceive value in the proposed methodology and

express willingness to use it in future projects?

e RQ3.3: What level of facilitation and contextually relevant examples are needed to

support effective deployment of the proposed methodology?
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The chapter first summarizes the NUD framework as applied in the validation study,
including its purpose, assumptions, constraints, definitions, and execution process. It then
describes the industrial case study, participants, procedure, and survey design. Finally, the
chapter presents the results, discusses the findings in relation to the research questions, and

identifies limitations and opportunities for future work.

6.2. NUD Framework for Validation

The NUD framework is the design risk filtering portion of the broader FMEA
improvement framework proposed in Chapter 5. It was selected for initial validation because it
directly addresses FMEA proliferation and can be applied using information available early in
the V-model, including user needs, system requirements, and high-level architecture. This makes
it appropriate for validation in an active development project, before detailed design information

is fully available.

The purpose of the NUD framework is to reduce the scope of downstream FMEA
analysis by identifying areas of a design that are most likely to contribute to elevated risk. Rather
than relying on comprehensive enumeration of all possible failure modes, the framework
provides a structured approach for determining where detailed analysis is most warranted. The
intent is to focus limited engineering and risk management resources on areas where uncertainty

is greatest, thereby improving the efficiency and effectiveness of risk assessment.

6.3. Assumptions and Constraints

The NUD framework was developed within the context of modern product development,
where designs are rarely “green field” and instead incorporate varying degrees of technology

reuse. The framework assumes that system elements that are well understood, previously
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validated, and used in a similar context do not require the same level of failure analysis as

elements that introduce uncertainty.

However, reuse does not inherently imply low risk. The applicability of prior designs
depends on factors such as scale, context, performance requirements, interfaces, operating
environment, and integration conditions. The framework therefore distinguishes between routine

reuse and reuse that introduces uncertainty requiring further analysis.

The framework is intended for application during early stages of development, when
available information is limited to user needs, system requirements, and high-level architecture
(i.e., early stages of the V-model). Detailed design information is not assumed. This constraint is
important because it aligns with the intended timing of FMEA, which is often recommended
early in the development lifecycle but is frequently limited by the lack of detailed system

information.

6.4. Definitions of New, Unique, and Difficult

The NUD framework classifies system elements into three categories: New, Unique, or
Difficult. Each category represents a distinct source of uncertainty and potential design risk.
These classifications are not limited to the system level and may be applied at any level of
architectural or requirements decomposition. This flexibility allows the framework to be used
iteratively throughout development and supports integration with the top-down FMEA approach

proposed in Chapter 5.

New refers to system elements that are established in the state of the art but unfamiliar to
the designing organization. In these cases, reference designs, algorithms, or implementations

may be available, but uncertainty arises from the organization’s limited experience applying

91



them within the intended context. The key question is whether the organization has sufficient

knowledge to implement the technology without additional analysis to reduce design risk.

Unique refers to system elements that represent novel or proprietary technologies for
which no established reference implementation exists. These elements are typically associated
with emerging technologies, new intellectual property, or immature design concepts. Unlike New
elements, where uncertainty comes from organizational unfamiliarity, Unique elements involve
uncertainty inherent to the technology itself, including unknown behavior under operating

conditions or limited validation data.

Difficult refers to system elements that are based on existing or previously validated
designs but present challenges in reuse due to changes in context, requirements, scale, interfaces,
or operating conditions. The purpose of this classification is to evaluate whether design reuse can
be applied reliably within the proposed architecture or whether the reuse introduces uncertainty

that warrants further analysis.

6.5. Application and Execution of the NUD Framework

The NUD framework is applied during early stages of system development, when user
needs, system-level requirements, and high-level architecture have been defined but detailed
design information remains limited. At this stage, system elements are evaluated to distinguish
between those representing established design reuse and those introducing incremental or novel

aspects within the system.

The application of the framework consists of three primary activities: identification,
classification, and disposition. First, system elements are identified and separated into those

representing established or predicate design elements and those introducing incremental changes
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relative to prior designs. Elements identified as incremental are then evaluated using the NUD
classification criteria, while elements based on established or predicate design are considered
low design risk and therefore can be addressed with normal design practices. It is a relevant note
that those aspects classified as outside the scope of the NUD analysis do not represent no risk,
rather that the organization’s normal design practices can address them without incremental
focus. Where an element satisfies one or more of the New, Unique, or Difficult conditions, it is

flagged for further consideration.

Following classification, identified elements are evaluated to determine whether further
analysis is required and, if so, whether FMEA is an appropriate method. This separation between
classification and disposition is intentional, as it allows the identification of potential risk areas
to remain independent of downstream decisions regarding mitigation approach. In practice, this
distinction supports more consistent identification of risk-prone elements prior to resource-driven

prioritization.

The process is typically performed collaboratively by a cross-functional team with
expertise spanning system architecture, domain-specific engineering disciplines, and user or
operational considerations. While specific roles may vary by organization, effective execution
relies on the ability to evaluate system elements from multiple perspectives, including functional

intent, implementation approach, and integration context.

In practice, execution often includes preparatory analysis (i.e., “pre-work”) to distinguish
between predicate and incremental aspects of the design, particularly at the requirements and
architectural levels. This pre-work may involve identifying elements associated with known
design reuse, as well as those introducing new interfaces, technologies, or performance

expectations. Reused elements with known operational concerns, such as manufacturing yield
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limitations, supply chain risks, or adverse field performance, may also be included for evaluation

and are often classified as Difficult.

During classification, stakeholders contribute domain-specific insight to assess whether
elements meet the criteria for New, Unique, or Difficult. In many cases, classification is
straightforward; for example, incremental feature additions based on existing implementations
may not trigger any category, whereas changes that introduce new architectural demands or

performance constraints may be classified as New.

Determining the appropriate response for classified elements is more complex. For this
reason, classification is intentionally separated from disposition, allowing potential risk areas to
be identified independently of downstream mitigation decisions. The framework is designed to
bias toward further analysis for classified elements, with the expectation that clear evidence or

supporting analysis is required to justify exclusion from additional risk assessment.

The application of the framework is inherently iterative and may inform additional
engineering activities, such as trade studies, architectural refinement, or targeted testing. In some
cases, classification may lead to further analysis prior to final design decisions, followed by

application of FMEA or other risk assessment methods on the resulting design.

In many cases, classification is relatively straightforward when considered in the context
of existing system capabilities. For example, in an imaging system, the addition of a new
measurement capability to an existing suite of measurements may not be classified as New,
Unique, or Difficult, even if it represents a novel feature from the user perspective. In such cases,
the implementation may rely on established classes of algorithms already present within the

system, and therefore does not introduce meaningful design uncertainty.
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In contrast, changes that affect underlying system performance requirements may trigger
classification. For instance, increasing system resolution or refresh rate can impose significantly
higher data throughput demands, potentially requiring modifications to the imaging hardware or
a transition to a different processing architecture. Such changes introduce uncertainty in system

behavior and integration, and would typically be classified as New.

The overall outcome of the process is a reduced and prioritized set of system elements
requiring focused risk assessment. These elements may then be analyzed using FMEA or
alternative methods (e.g., prototype testing, fault tree analysis, or simulation), depending on the
nature of the identified uncertainty. In many cases, top down FMEA may be used to better
articulate the possible architectural causes for a failure mode leading to an alternative tool to
provide information toward an effective mitigation early in design. In this way, the NUD
framework serves to guide both the scope and timing of risk analysis activities within the

development process.

Figure 6, taken from a NUD training course developed by the author, illustrates the
conceptual activity flow of the framework. The table on the left represents the system
requirements, while the block diagram on the right represents a simplified top-level architecture,
including an example of how one portion of the architecture may be decomposed into a lower-
level block diagram. In practice, the process can be simplified into the three primary steps

shown.
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Figure 6: Example NUD Flow from Training

6.6. Methods

The NUD framework was developed iteratively in an industrial setting within the medical

device domain. The definitions and application process were refined through repeated use and

internal training. During this development phase, the framework was incorporated into the

organization’s standard risk assessment practices. However, because the engineers applying the

method were also involved in its development, objective evaluation of the finalized process

within that environment was not feasible.

To address this limitation, an external validation study was conducted in collaboration

with a separate organization with no prior exposure to the NUD framework. The objective of this

evaluation was to assess the applicability, usability, and perceived effectiveness of the

framework in a new context.
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6.6.1. Case Study Context

The validation study was conducted at a company operating in the scientific and
industrial laser domain, representing a different industry from the original development
environment. The company was engaged in the development of a novel laser system involving

both significant design reuse and new architectural elements.

The organization maintained an established design control process, including formal
approaches to design risk assessment and FMEA. However, participants reported challenges with
the efficiency and effectiveness of these processes, providing a relevant context for evaluating

the NUD framework.

No financial compensation was exchanged as part of this collaboration. Instead, one of
the authors provided training on the NUD framework and facilitated its application within the
laser development project. In return, participants completed surveys regarding their experience

with the process.

6.6.2. Participants

The NUD process was applied by a cross-functional engineering team consisting of six
participants, see Table 18. The team collectively represented expertise in system architecture,
engineering disciplines, manufacturing, and quality. While no dedicated product marketing
representative was included, detailed information regarding the target customer and application
was available, as the product was being developed for a specific use case. One of the authors
served as facilitator during initial execution of the process, leveraging prior experience with both

the NUD framework and the application domain (i.e., gas laser technology).
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Table 18: Participant Team Representation

Role at Company Role in NUD Process
Director of Laser Engineering Lead Systems Architect
Manufacturing Engineering Manager Lead Operations Engineer
Senior Laser Engineer Discipline Engineer Lead
Senior Electrical Engineering Manager  Discipline Engineer Lead
Mechanical Development Manager Discipline Engineer Lead
Quality Engineering Manager Scribe and Project Manager

6.6.3. Procedure

The validation study consisted of three phases: training, initial facilitated execution, and
independent application. Prior to execution, preparatory materials were provided, including
system-level requirements and a high-level architecture diagram. The facilitator developed and
delivered a structured training session introducing the NUD definitions, application process, and
representative examples. The training was conducted remotely using a slide deck (12 slides) and
included approximately 30 minutes of instruction followed by 15 minutes of questions and

discussion.

Following training, an initial working session (approximately 45 minutes) was conducted
in which the facilitator guided the team through application of the framework to selected system
elements. This session was intended to establish a shared understanding of the classification
criteria and overall process through representative examples. After this initial session, the team
continued applying the NUD framework independently over the course of several weeks. During
this period, three additional follow-up sessions were conducted with the facilitator to address

questions and clarify edge cases encountered during application.

These follow-up discussions focused on several recurring areas of uncertainty, including

the interpretation of supplier-related risks and their relationship to FMEA, the evaluation of
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environmental requirements (such as shock and vibration) in the context of system scaling, and
the consideration of reliability requirements and latent failure risks. In these cases, the
framework supported structured discussion of both classification and appropriate downstream
analysis. For example, supplier-related issues were identified as appropriate to flag for evaluation
but were determined to be better addressed through supplier-specific quality processes rather
than FMEA. Similarly, environmental requirements associated with increased system scale were
classified as Difficult due to changes in mass and operating conditions, while reliability concerns
related to high uptime requirements led to classification of certain elements as New or Difficult,
depending on whether uncertainty arose from new technology or reuse under more demanding

conditions.

These interactions illustrate how classification decisions informed subsequent
determination of appropriate analysis methods, including when FMEA was applicable and when

alternative approaches, such as trade studies or targeted testing, were more suitable.

6.6.4. Survey Design and Data Collection

Upon completion of the NUD process, participants were asked to complete a structured
survey consisting of eleven questions. These included two questions assessing participant
background and familiarity with FMEA, two questions evaluating the training and facilitation,
four questions assessing the NUD process using Likert response scales, and three open-ended

questions for qualitative feedback.

To compare the NUD framework with the organization’s existing risk assessment process

(i.e., traditional FMEA), responses were collected using a seven-point scale ranging from -3 to
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+3. A value of 0 indicated parity with the existing process, positive values indicated

improvement, and negative values indicated reduced effectiveness.

All survey questions were accompanied by descriptive anchors to promote consistent

interpretation. Participants were instructed to complete the survey independently.

6.7. Results
6.7.1. Participant Background with FMEA

All participants reported having prior experience with FMEA, ranging from moderate
familiarity to advanced proficiency, including individuals with experience facilitating FMEA
activities (see Table 19). This distribution of experience provided a relevant basis for evaluating

the NUD framework relative to established practices.

Table 19: Participant Experience with FMEA

Familiarity  Description Count (%)

I have participated in a few FMEAs as a contributor but only one
Basic kind (e.g., DFMEA or PFMEA) on only one design, product or 0 (0%)
process.

I have participated in FMEASs on a couple of different designs,

Moderate processes or products. But still only one kind of FMEA.

2 (33.3%)

I have participated in different kinds of FMEAs and am

Skilled comfortable with executing them.

1 (16.7%)

I have facilitated FMEAs of at least one type and am comfortable
Advanced  doing so, including teaching & answering questions about the 2 (33.3%)
method.

I am an SME in the company on FMEA and feel comfortable
Mastery applying it in most situations. I have written procedures and 1 (16.7%)
taught how to do FMEA.
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6.7.2. Training Effectiveness

Effective evaluation of the NUD framework required that participants first understood the
underlying concepts and application process. To assess this, participants were asked whether the

training in NUD risk filtering effectively communicated the method.

All participants (100%) indicated that the training was effective. Responses were
distributed between those who found the concept clear and directly applicable to design tasks,
and those who emphasized the importance of facilitated examples in developing a practical
understanding. Specifically, half of the participants indicated that the examples and guided
application were essential to achieving useful understanding, while the remaining participants
reported that the method was sufficiently clear to apply directly, with some noting the ability to

extend the approach beyond design into process-related contexts.

These results suggest that the NUD framework can be effectively communicated within a
relatively short training session, particularly when supported by representative examples and

initial facilitation.

6.7.3. Perceived Value Relative to Existing Process

Participant responses to the Likert-scale questions are summarized in Figure 7. All
responses were non-negative, indicating that the NUD framework was perceived as equivalent to
or better than the organization’s existing risk assessment process across all evaluated
dimensions. All but one response were positive, with a single neutral rating (17%) observed for

design risk insight, reflecting consistently favorable evaluation across participants.

The survey assessed five aspects of framework performance. NUD effectiveness captures

how well the process supported cross-functional discussion and decision-making, while
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understanding of NUD reflects participants’ ability to apply the method following training.
FMEA guidance reflects the extent to which the framework supports selection of appropriate
analysis methods. Risk filtering confidence evaluates whether the framework appropriately
distinguishes between areas requiring further analysis and those that can be deprioritized. Lastly,
design risk insight captures whether the process improves understanding of where risk resides

within the system.

NUD Effectiveness 0% 100%

Response

| E
B :
;

0

Understanding of NUD 0% 100%

FMEA Guidance 0% 100%

Risk Filtering Confidence ~ 0% 100%

R T |
W N =

Design Risk Insight 0% 17% 83%

|
100 50 0 50 100

Percentage of Responses

Figure 7: Participant Evaluation of NUD Framework (n = 6)

6.7.4. Qualitative Feedback

Open-ended responses were generally positive and provided additional insight into how
the NUD framework was perceived in practice. All participants indicated that they would use the
approach in future design efforts. One respondent noted that the process would have been more

valuable if applied earlier in development, before key design decisions were committed: “In
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future programs, I would incorporate it earlier, at the architectural definition stage. Applying it
upfront would enable earlier identification of key risks, assumptions, and interface boundaries,
and would make the subsequent FMEA process more efficient and focused. I would use it again,

particularly as a structured alignment tool early in the design phase.”

Participants consistently described the primary value of the framework in terms of
improved efficiency and focus. Responses emphasized that the process enabled rapid alignment
between system requirements and architecture, while helping to identify the most significant
areas of design risk. As one participant noted, “the NUD process added value ... and was a very
effective use of our time. In just a couple of hours we had paired the architecture with the
requirements and identified our most concerning risks.” Another participant similarly observed
that the framework “helped narrow down what actually needed attention instead of trying to

analyze everything.”

While the overall reception was positive, some feedback highlighted areas for refinement.
One participant noted that the concept of architectural levels introduced additional complexity
and was perceived as a distraction during application: “I did come away feeling like the "levels
of architecture" concept was a bit nebulous and sort of distracted us.” Additionally, although the
process was viewed as effective, only one respondent explicitly described the experience as
enjoyable, suggesting that the value of the framework lies primarily in its utility rather than user

experience.

Several responses provided additional context for their ratings on the Likert scale.
Multiple respondents indicated that their selection of +2 rather than +3 for risk filtering
confidence reflected characteristics of the design rather than limitations of the NUD process

itself. For example, one participant stated, “I picked 2, but that's only because lasers are very
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unpredictable beasts to design.” Similarly, another noted, “I score this '2' only because in my
experience, failures often occur where you least expect them. ...This is where I feel NUD
provides an improved rational for identifying areas to receive heightened focus regardless of the

design engineers’ initial confidence level in them.”

6.8. Discussion

This study introduced and evaluated the NUD framework as a structured approach for
scoping and prioritizing design risk analysis in early-stage system development. The framework
was applied in an industrial case study involving a cross-functional engineering team, and its
performance was assessed through a combination of structured survey responses and qualitative

feedback.

The results indicate a consistently positive evaluation of the NUD framework across all
assessed dimensions. All responses were non-negative, with only a single neutral response
observed, suggesting that participants perceived the approach as at least equivalent to, and
generally more effective than, their existing risk assessment practices. Importantly, this
improvement was not attributed solely to increased identification of risk areas, but to improved
efficiency and focus in reaching those outcomes. As noted by one participant, the framework did
not necessarily uncover more risks but enabled the team to arrive at conclusions more

efficiently/quickly, highlighting a key advantage over traditional FMEA approaches.

This finding aligns with well-documented challenges in the application of FMEA,
particularly in early-stage system development, where the method can become time-intensive
and difficult to scope effectively (Spreafico et al., 2017; Carlson, 2012; Stamatis, 2003). More

recent work has further emphasized that traditional risk analysis methods often struggle to keep
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pace with increasing system complexity and may not fully capture all relevant forms of risk,
motivating the development of hybrid or complementary approaches (Ibarra et al., 2024; Shafiee
et al., 2019). These efforts, while improving analytical coverage, can also increase
methodological complexity and analysis burden, reinforcing the need for approaches that

improve the scoping and prioritization of analysis rather than expanding its breadth.

Participants consistently emphasized the value of the framework in improving focus and
facilitating cross-functional discussion. This aligns with systems engineering principles
emphasizing interdisciplinary integration and communication in the identification and
management of system risk (INCOSE, 2015). The NUD classification approach appears to
provide a shared language for discussing design uncertainty, enabling more efficient
convergence on areas requiring further analysis. This is particularly relevant given that many
traditional methods, including FMEA, adopt a bottom-up perspective that may not fully capture

system-level interactions or dynamic behavior in complex systems (Sulaman et al., 2019).

While responses related to process effectiveness and filtering confidence were uniformly
strong, slightly greater variability was observed in responses related to downstream analysis,
particularly in determining when FMEA was the appropriate tool. This suggests that, although
the framework is effective in identifying and categorizing risk, additional guidance or experience
may be required to consistently translate these classifications into specific analysis strategies.
This observation is consistent with prior work indicating that no single risk analysis method is
sufficient to identify all hazards and that multiple approaches are often required in practice

(Sulaman et al., 2019).

Overall, the results suggest that the primary contribution of the NUD framework lies not

in replacing FMEA, but in improving its application by providing a structured approach to
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scoping and prioritization. In the context of increasingly complex systems and evolving risk
analysis practices, there is a growing need for methods that support practical decision-making in
addition to theoretical completeness (Nolan & McDermott, 2025). By integrating risk-informed
decision-making earlier in the development process, the framework addresses a gap between

high-level systems engineering practices and detailed failure analysis methods.

6.9. Conclusion

This chapter validated the NUD design risk filtering process as the first applied test of the
improved FMEA framework developed in Research Aim 2. In a high-complexity industrial
development context, the process was teachable, applicable by a cross-functional team, and
perceived as useful relative to existing risk assessment practices. These findings support the use
of NUD as a practical front-end filter for focusing FMEA effort on areas of greater design

uncertainty.

These results address Research Aim 3 by showing that the NUD portion of the proposed
framework can be deployed in a real development environment with limited training and
facilitation. While additional validation is needed for the broader FMEA framework, this study
provides initial evidence that targeted design risk filtering can help address the proliferation

problem identified throughout this dissertation.
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Chapter 7. Conclusions

7.1. Introduction

This dissertation examined persistent challenges in the application of FMEA within
complex V-model development. Although FMEA remains one of the most widely used tools for
design risk management, the literature and case examples reviewed in this dissertation show that
many of the same problems have persisted for decades. These problems include proliferation of
failure modes, difficulty applying FMEA early enough to influence design, inconsistent risk

assessment, and challenges aligning FMEA with staged systems engineering decomposition.

The dissertation addressed these challenges through three research aims. First, it analyzed
published criticisms of FMEA and identified systemic sources of recurring problems when
FMEA is applied within V-model development. Second, it developed an improved framework
intended to better align FMEA with the timing, decomposition, and information constraints of
the V-model. Third, it validated the New, Unique, and Difficult (NUD) design risk filtering
portion of the framework in a high-complexity industrial development project. This chapter
summarizes the major contributions of the dissertation, reviews the findings associated with each
research aim, discusses limitations and future work, and concludes with the dissemination of

these findings.

7.2. Research Contributions

This dissertation has advanced body of knowledge regarding FMEA in three primary
ways. First, through analysis of relevant FMEA standards and standard practices for V-model
development, this dissertation demonstrates that structural incompatibilities exist between the

two processes. These incompatibilities appear to have a causal relationship with several recurring
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issues identified in peer reviewed FMEA research over the last 35 years. Specifically, the
analysis shows that classic FMEA requires a level of completeness in failure mode identification
that becomes increasingly difficult in modern systems characterized by high feature density, high
engineering discipline complexity, and extensive design reuse. This contributes to a
combinatorially unmanageable number of potential failure modes to evaluate in a typical design

effort.

A second structural incompatibility is created by the difference in development logic
between the two methods. V-model development operates primarily in a top-down manner,
beginning with user needs and system requirements before decomposing into architecture and
detailed design. Classic FMEA, by contrast, is often applied as a bottom-up analysis that depends
on detailed knowledge of components, causes, and failure mechanisms. As a result, the point at
which there is adequate information to perform a classic FMEA often occurs too late in the V-
model for the FMEA to fully influence design decisions. This finding helps explain why many
common areas of FMEA research, particularly those focused on risk scoring and prioritization,

cannot by themselves address the systemic problems identified in this dissertation.

Second, this dissertation develops a two-part framework intended to address these
structural problems. The first part of the framework is the New, Unique, and Difficult (NUD)
design risk filter. NUD allows teams to identify areas of design risk before executing a full
FMEA, enabling low-risk or well-proven design elements to be removed from detailed
consideration. Importantly, this filtering can be performed using information available in the
initial stages of the V-model, allowing risk assessment activity to begin earlier in the design

planning process.
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The second part of the framework is a modified approach for executing FMEA after
NUD filtering has established the key design risk areas. This modified FMEA framework uses
the information available at the system level and supports the decomposition of requirements and
architecture as part of the analysis. As mitigations are established, they are reassessed using the
NUD approach to determine whether the mitigation introduces new design risk. The framework
also allows for the use of improved risk classification models, scoring approaches, and failure
mode identification methods, making it compatible with current areas of FMEA research rather

than replacing them.

Third, this dissertation provides initial validation of the NUD portion of the framework
through application in the design of a complex laser system with a design team that was not
involved in the development of the method. While the full framework has not yet been validated
to the same extent, the NUD validation demonstrates that the design risk filtering process can be
taught, deployed, and perceived as useful in a real development environment. This provides
evidence that the proposed framework has practical value and establishes a foundation for future

validation of the broader approach.

7.3. Summary of Research Findings
7.3.1. Research Aim I Findings: Identify Challenges of FMEA in V-Model Development

RQ 1.1: What recurring patterns of problems are evident in published criticisms of
FMEA, particularly those that appear resistant to solutions proposed by standards, academia, or

industry?

Answer: The recurring problems identified in the literature include proliferation of failure

modes for analysis (the significant majority of which do not merit further analysis), inaccurate or
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inconsistent cause-and-effect analysis, inconsistent risk scoring, and limited effectiveness in

identifying high risk areas in design.

RQ 1.2: What underlying systemic causes contribute to recurring FMEA problems when

the method is applied within modern development models such as the V-model?

Answer: Two primary systemic causes were identified. First, modern system complexity
and predicate design reuse create a combinatorially challenging set of possible failure modes,
many of which do not merit extensive additional analysis. Second, the information required for
classic FMEA is often unavailable in the early, requirements- and architecture-focused stages of

V-model development, leading to inaccurate assumptions and errors in judgment.

7.3.2. Research Aim 2 Findings: Develop Improved Framework for FMEA Application

RQ2.1: What high-level requirements define the solution space for improvements to

FMEA that address the systemic causes and constraints identified in Research Aim 1?
Answer: The high-level requirements developed for the improved framework are to:

e C(Create an architectural-level filtering process for evaluating risks associated with an
intended new design, to determine where FMEA provides the greatest benefit. This
addresses proliferation by focusing FMEA on new or higher-risk design elements

rather than stable design reuse with strong provenance.

e Modify FMEA so that its information requirements and outputs can vary depending
on where it is applied within the V-model. This addresses the incompatibility between

classic FMEA and the staged availability of information in V-model development.
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e Create a structure for FMEA to iterate and decompose in alignment with the V-model
rather than in conflict with it. This addresses the mismatch between top-down V-

model decomposition and bottom-up FMEA execution.

e Take advantage of the right side of the V-model to provide traceable evidence of
mitigation effectiveness. This addresses the need, particularly in regulated industries,
to show clear linkage between identified failure modes, the mitigations intended to
address them, and the verification or validation evidence demonstrating that those

mitigations are effective.

e C(Create the revised model as a framework for applying FMEA under the V-model
without preventing the use of other FMEA improvement methods. This ensures that
improvements in scoring, risk categorization, failure mode elicitation, artificial
intelligence, and other execution-level methods can still be incorporated within the

broader framework.

RQ2.2: How can FMEA be augmented to better align with the V-model based on the

requirements developed in Research Aim 2?

Answer: FMEA can be augmented through a two-part framework. The first part is a
structured design risk filter, the New, Unique, and Difficult (NUD) process, which identifies
areas of the design that warrant focused analysis. The second part is a modified, top-down
FMEA framework that uses requirements and architecture information available early in the V-
model, supports decomposition of requirements and architecture, and reassesses mitigations

through the NUD filter to determine whether they introduce new design risk.
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7.3.3. Research Aim 3 Findings: Validate Proposed Framework for Improving FMEA

RQ3.1: How difficult is it to teach the proposed [NUD] methodology to a team that is

entirely unfamiliar with it?

Answer: The validation study indicated that NUD could be taught with limited training
and facilitation. A one-hour training session with relevant examples was sufficient for the team
to begin applying the NUD process independently, without continued facilitation by the author.
Follow-up discussion was needed for more complex topics, including environmental issues,
supplier-based issues, latent defects, and reliability concerns. However, these are complex issues
within FMEA generally, and the follow-up discussions totaled less than eight hours over several

weeks of work.

RQ3.2: To what extent do users perceive value in the proposed methodology and express

willingness to use it in future projects?

Answer: Participants perceived value in the NUD process and indicated willingness to
use it again. Survey responses showed that the method improved efficiency in identifying design

risks and helped create a clearer connection between requirements and architecture.

RQ3.3: What level of facilitation and contextually relevant examples are needed to

support effective deployment of the proposed methodology?

Answer: The validation study suggests that contextually relevant examples and initial
facilitation are important for effective deployment. The author had extensive knowledge of gas
laser design and was therefore able to provide examples directly relevant to the team when
teaching the NUD definitions and application. This also supported facilitation by helping guide

discussion around challenge points encountered by the team. Participant feedback indicated that
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these examples were valuable for understanding the method and helped the team continue
applying it without the author’s assistance. Therefore, it is difficult to determine what the
outcome would have been without such examples. However, based on other uses of the method
with the author’s former and current employers, the likely result is that teams can still learn and

apply the concepts, but more time may be required.

7.4. Limitations and Future Work
7.4.1. Limitations

The research presented in this dissertation supports the conclusion that structural
challenges exist between classic FMEA and development under the V-model or similar staged
development processes. The analysis also suggests that many common areas of FMEA research,
particularly failure mode identification and risk classification, do not fully address these
structural concerns, even though they have value. Therefore, the development of a framework
that can operate top down and perform risk filtering without full articulation of all possible

failure modes contributes to the body of knowledge.

However, several limitations remain. First, the sample size for validation testing is small.
Although the NUD process has shown value in different environments, the formal validation was
limited to a single case study with one organization and one development project. The
consistency of participant responses is encouraging, but broader validation across additional
organizations, industries, and project types is needed to assess robustness, repeatability, and

generalizability.

Second, all cases to date, including the validation case, have been taught, deployed, and

facilitated by the author. Therefore, independent validation has not yet occurred. A stronger
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validation would involve practitioners unconnected to the author applying the framework and

attempting to replicate the results in other settings.

Third, the validation in this dissertation tested the NUD design risk filtering portion of
the framework rather than the full improved FMEA framework. This is appropriate as an initial
validation because NUD directly addresses the proliferation problem and can be tested using
early-stage requirements and architecture information. However, the broader framework,
including requirements-based FMEA execution, recursive decomposition, mitigation

reassessment, and CtQ tracking, still requires formal validation.

Fourth, the research and testing were performed in product design contexts. FMEA is
used much more broadly, including in processes, systems of systems, services, and other
applications. Theoretically, there is no clear reason why the framework could not extend to these

contexts, but this has not yet been demonstrated through research or testing.

Finally, the validation was not longitudinal. The study assessed participant perceptions
and application of the NUD process during a development effort, but did not track how NUD
classifications evolved over the full lifecycle of the project or how the resulting risk filtering
affected downstream FMEA execution, mitigation decisions, verification activities, or product

outcomes.

7.4.2. Future Work

A basic area of future work is to perform additional case studies to further validate the
strengths and weaknesses of the framework. These studies should include additional

organizations, industries, project types, and facilitators. In particular, future validation should test
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whether practitioners who were not involved in developing the framework can learn, deploy, and

reproduce similar outcomes.

Future work should also include longitudinal application of the framework within
ongoing development efforts. This would allow researchers to evaluate how NUD classifications
evolve as system designs mature, how risk is reduced or transferred through mitigation decisions,
and how the framework supports downstream FMEA execution. Integration with downstream
FMEA is especially important, including the use of NUD classifications to guide mitigation

strategies and assess whether design changes introduce new risks.

Another important area of future work is the development of quantitative metrics for
design risk based on NUD classification. For example, the distribution of New, Unique, and
Difficult elements relative to overall system scope may provide a useful indicator of
development risk from a systems engineering perspective. These metrics could also support
evaluation of risk distribution by architectural element, performance requirement, risk type, or
stage of development. Over time, this could support assessment of risk burn down as a project

progresses.

There are also significant opportunities to integrate the framework with Model-Based
Systems Engineering (MBSE). Since the framework is built from systems engineering principles
of requirements allocation, architecture, and decomposition, integration into MBSE
environments represents a natural extension. Future research could examine how SysML or
related modeling approaches might be extended to represent NUD classifications, FMEA scope
decisions, mitigations, evidence of effectiveness, and risk propagation across architecture,

consistent with prior work demonstrating the use of MBSE to incorporate human factors
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requirements into early requirements analysis and architecture definition within the V-model

(Corl & Gallegos, 2024).

Similarly, the framework may support integration with requirements management tools.
Unlike some areas of systems engineering, where requirements management tools have become
common and have relatively standard expected functionality, FMEA tooling remains less
standardized. Since the proposed framework aligns FMEA with requirements and architecture,
there is a feasible opportunity to support traceability from failure mode, to mitigation, to

verification or validation evidence within existing requirements management environments.

Finally, the framework currently does not take advantage of artificial intelligence tools.
However, current research into Al-supported elicitation of failure modes, design analysis for
causes, and related FMEA activities suggests a rich area for future work. Al tools may be
particularly useful within the proposed framework because the framework provides structure
around when and where such tools should be applied. Rather than using Al to expand the number
of possible failure modes indiscriminately, future work could explore how Al might support
focused analysis within NUD-flagged areas or assist in identifying whether mitigations introduce

additional New, Unique, or Difficult design risks.

7.5. Publications of Results

The findings from this dissertation were split into three peer-reviewed products. Two of
which were presented at and published in proceedings for conferences associated with the
International Council on Systems Engineering (INCOSE). The third product has been submitted
and is under review with a journal focused on engineering reliability. These products are as

follows:
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1. Perreault, D. C., Gallegos, E. E., Paglioni, V., & Bradley, T. H. (2024). Usability
challenges of failure mode and effects analysis (FMEA) within the V-model.
Proceedings of the International Council on Systems Engineering (INCOSE) Human

Systems Integration (HSI) Conference. Jeju, Korea: Aug 2024.

a. This paper focused on Research Aim 1.

2. Perreault, D. C., & Gallegos, E. E. (2025). Analysis of systemic failures in
application of failure modes and effects analysis in V-model based complex design.
Proceedings of the INCOSE Western States Regional Conference. Bothell, WA: Sept

2025.

a. This paper focused on Research Aim 2.

3. Perreault, D. C., & Gallegos, E. E. (submitted April 2026). Design risk filtering in
complex V-model development to support FMEA. Manuscript submitted for

publication.

a. This paper focused on Research Aim 3.
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