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ABSTRACT

BOOTSTRAPPING A TRUSTWORTHY AND SEAMLESS DIGITAL ENGINEERING
APPLIANCE

Digital engineering is an organizational effort that currently relies on the complex networked
integration of heterogeneous computer hardware and software components to maintain a
cohesive digital model of the system-of-interest: its Authoritative Source of Truth. The
unfortunate truth is that these computer components contain myriad known and unknown
defects and their many interfaces cause severe fragility, adding significant cost, risk, and
schedule to projects and to the information technology infrastructure that supports them. In
this situation, additional resources must be allocated to defect remediation and the gluing
of software and data components together with ad-hoc solutions, or to rely on expensive
third-party solutions that further accrete the infrastructure. While interoperability by means
of Application Programming Interfaces exists in islands of support and is offered by, e.g. the
Systems Modeling Language version 2, as the way forward, the foundations upon which these
software-intensive systems are built are nevertheless untrustworthy and critically vulnerable.

This dissertation argues that clean-slate approach is necessary to address this mess: a
system of interrelated problems. The needs of digital engineering stakeholders motivate a
computing system architecture that guarantees consistency and coherence, is independently
auditable, and is trustworthy based on strong evidence gathered from a full-source bootstrap
and end-to-end formal verification, to achieve correctness-by-construction of itself and of the
systems-of-interest it is employed to specify. Such a cyber-system, specifically designed for dig-
ital engineering activities, is termed a seamless digital engineering information appliance, and
represents a grand challenge in digital engineering research. By applying a transdisciplinary

systems engineering approach to this problem space, the assured preservation of bidirectional
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traceability of the stakeholder needs and requirements, detailed design specifications, and
verification proof certificates becomes achievable. A systems approach to human factors
and security will then result in a high-assurance, malleable human-computer interface with
fine-grained security controls suited to the needs of digital engineering.

Seamless Digital Engineering is defined as a digital engineering tooling paradigm, con-
trasted with existing digital engineering integration patterns, and characterized with the
seamless integration pattern and a set of architecture tenets to guide surveys of the solutions
space. Rationale of the grand challenge is presented. The natural language definition is
further clarified using the expressive power of formal ontologies, resulting in ontological
definitions-by-relations based on relevant systems and software engineering standards. The
concept of seamless is disambiguated using the SQuaRE product quality model, separating
it into seamless integration and seamless interaction capability quality characteristics, and
seamless quality-in-use characteristics. The Seamless Digital Engineering Ontology includes
over 500 concepts and is published open-source in a standard machine-readable format. An
open-source SysML profile for digital requirements engineering is presented and validated in
real-world projects, representing the preferred model-based technique for developing require-
ments in the seamless digital engineering context. Finally, the Seamless Digital Engineering
Reference Architecture defined in SysML v2 is presented, which captures essential digital
engineering stakeholder goals, objectives, and needs. This reference architecture specifies
multiple trustworthy bootstrap paths for the proposed seamless digital engineering appli-
ance, with the explicit goal of bootstrapping a powerful, high-assurance digital engineering
meta-language. Together, these open-source models form the basis of understanding the
grand challenge so that a detailed definition of the Seamless Digital Engineering Reference

Architecture can proceed.
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Chapter 1

Introduction

We have also come to realize that no problem ever exists in complete isolation.
Every problem interacts with other problems and is therefore part of a set of
interrelated problems, a system of problems... Furthermore solutions to most

problems produce other problems... I choose to call such a system a mess.

Russell L. Ackoff [1]

1.1 Overview

Engineers and other staff and contractors use tools to develop engineered systems such as
integrated circuits, spacecraft, and software that meet stakeholder needs. Primarily, those tools
are computer-based and therefore based on the plethora of commercially- and freely-available
software running on extant computer hardware. Digital engineering (DE) in particular is an
effort to complete this transition and rely solely on a digitized Authoritative Source of Truth
(ASoT) of the system-of-interest (Sol) for engineering and associate activities throughout
the system development life cycle (Figure 1.1). However, due to the heterogeneity and other
complexity factors of those computer-aided engineering (CAE) tools, the achievement of DE
is frustrated by integration and usability challenges.

The modern computing industry on which DE depends is experiencing a “normalization
of deviance” [3] whereby faulty engineering practices are tolerated and vulnerable components
are depended upon, despite their negative impact on project cost, risk, and schedule [4].
Many deficiencies in computing systems are tolerated because workarounds are available
and feasible. Defects may lurk inside millions of lines of code for years before they are
discovered and corrected. While physical system security may be visualized, digital system
security is largely intractable due to the numerous known and unknown defects that cause

critical security vulnerabilities (Figure 1.2); the sheer number of components, interfaces, and
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Figure 1.1: Digital engineering lifecycle reference model (adapted from [2]).

dependencies (Figure 1.3); the decentralized and inconsistent evolution of those components;
and in particular, a profound lack of a cohesive system architecture model that systems
engineers and other stakeholders would use to inspect, analyze, validate, verify, and modify
the complex digital system.

A useful way of thinking about these digital tooling deficiencies is with the concept of the
reverse salient, which may be defined as “a set of critical problems” [7]. For example, it may
be considered that the computer operating system (OS) or the central processing unit (CPU)
is the reverse salient that “fail[s| to deliver the necessary level of technological performance
thereby inhibiting the performance delivery of the system as a whole” [8], where the Sol
is the DE environment that provides a set of affordances that depend on the underlying
computing hardware and software components. The computing system has not been designed
to meet the engineers’ needs, but rather some software components known as applications
have been designed for general use. As systems engineers, we do not tolerate delivering

defective systems that frustrate users with unpredictable behavior and random errors, so if we
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Figure 1.2: Cumulative total number of Common Vulnerabilities and Exposures (CVE) by year
(data from [5]).

Figure 1.3: Dependency iceberg — software dependency graph of 8 selected DE packages, with
3,641 package dependencies, 80,716 dependency links, and 137 layers (data visualization code
from [6]).

were contracted to develop our own DE environment, we would naturally apply model-based
systems engineering (MBSE), maintain traceability of needs and requirements, and measure
Quality Attributes to assure successful delivery of the Sol.

Prior publicly-funded research initiatives have taken a systems approach to this mess.
Defense Advanced Research Projects Agency (DARPA) funded such initiatives as Clean-Slate
Design of Resilient, Adaptive, Secure Hosts (CRASH) [9] and META-II [10], and later, Circuit
Realization At Faster Timescales (CRAFT) [11], recognizing that the systemic vulnerabilities
and deficiencies of current computer systems and CAE tools require a clean-slate design to

overcome. Reference [12] recognized that “the current paradigm is so thoroughly established



that the only way to change is to start over again”. Given the advancements in MBSE,
computer science, integrated circuit design, and manufacturing over the past four decades,
we have the opportunity to envision a new DE environment that meets our needs for safety,
security, integrity, efficiency, and efficacy. Or, as Ref. [12] has put it, “the goal is to move
from the current situation of complexity and frustration to one where technology serves
human needs invisibly, unobtrusively: the human-centered, customer-centered way”, a goal

that ought to resonate with systems engineers and computer users alike.

1.2 Research Questions

The research questions that motivated this work are the following:
RQ1 What is Seamless Digital Engineering and what distinguishes it from Digital Engineer-
ing?
RQ2 How do we precisely define Seamless Digital Engineering and its related concepts?
RQ3 How do we define requirements in Seamless Digital Engineering?
RQ4 How does the proposed Seamless Digital Engineering Reference Architecture meet the

needs of “bootstrapping a trustworthy and seamless digital engineering appliance”?

1.3 Structure of this Dissertation

These research questions are answered in sequence in this dissertation. Chapter 2
summarizes the current mess in digital engineering, defines Seamless Digital Engineering as a
tooling paradigm, and presents a grand challenge to develop a seamless digital engineering
environment from a clean slate. Chapter 3 more precisely defines Seamless Digital Engineering
using methods in ontology engineering, disambiguating it into constituent concepts, giving
meaning to ‘seamless’ and ‘trustworthy’. Chapter 4 presents digital requirements engineering
in Seamless Digital Engineering, extending the Model-Based Structured Requirement (MBSR)
Systems Modeling Language (SysML) profile with an INCOSE-derived meta-model based

on the latest guidance on writing high-quality requirements. Chapter 5 presents a reference



architecture defined in SysML v2 for seamless digital engineering environments. Chapter 6

summarizes the research contributions, outlines future work, and concludes the dissertation.

To summarize, the contributions of this dissertation are the following:

Definition of seamless digital engineering and identification of it as a grand challenge
in digital engineering research, with accompanying design patterns, requirements, and
architecture tenets that characterize it;

Seamless Digital Engineering Ontology defined in Web Ontology Language (OWL)
2, which logically defines bootstrappability, trustworthiness, and seamless quality
attributes, and which provides many standards-based ontological definitions in systems
engineering and digital engineering;

Extensions to the Model-Based Structured Requirement (MBSR) SysML (v1) profile,
which conform to the latest International Council on Systems Engineering (INCOSE)
guidance on writing requirements, defining important features of digital requirements
engineering; and

Reference architecture for trustworthy and seamless digital engineering systems, defined
in SysML v2, including a model library for Model-Based Structured Requirement
(MBSR).



Chapter 2

A Grand Challenge Driven by Needs'

We propose a grand challenge for the formal methods community: build and

mechanically verify a practical embedded system, from transistors to software.

J. Strother Moore [14]

This chapter addresses RQ1, which is restated as follows: What is Seamless Digital
Engineering and what distinguishes it from Digital Engineering?

To address this question, the chapter characterizes Seamless Digital Engineering as a
grand challenge in digital engineering research. It defines Seamless DE as a tooling paradigm
that leverages end-to-end formal verification to achieve the needed reliability and integration
correctness for digital engineering tools. The chapter analyzes digital engineering from
the perspective of tooling reliability and compares common integration patterns in digital
engineering to the proposed seamless integration pattern. Finally, it offers a base set of
requirements derived from prior work and architecture tenets to guide future research and

development.

2.1 Introduction

Engineers and other staff and contractors primarily use tools (see Table 2.1) to produce
engineered systems such as integrated circuits, spacecraft, and software that meet stakeholder
needs. Increasingly, those tools are computer-based and therefore dependent on the wide range
of commercially- and freely-available computer software and hardware. Digital engineering
(DE), in particular, is an effort to complete this transition and rely solely on a digitized

Authoritative Source of Truth (ASoT) of the system-of-interest (Sol) for engineering and

IThe contents of this chapter are based on the paper “Seamless Digital Engineering: A Grand Challenge
Driven by Needs” published in ATAA SCITECH 2024 Forum, No. ATAA 2024-1053 [13].



associated activities throughout the system development life cycle. However, due to the
heterogeneity and other complexity factors of those computer-aided engineering (CAE) and
ancillary tools, the achievement of DE is frustrated by integration and usability challenges.

Many deficiencies in computing systems are tolerated because workarounds are available
and then implemented, further entrenching their intractability. The intractability of DE
is due to the high number of computing components and interfaces, the decentralized and
inconsistent evolution of those components, and in particular, a profound lack of a cohesive
system architecture model that systems engineers and other stakeholders would use to inspect,
analyze, validate, verify, and modify the complex digital system. A useful way of thinking
about these digital tooling deficiencies is with the concept of the reverse salient, which
may be defined as “a set of critical problems” [7] or components that “fail to deliver the
necessary level of technological performance thereby inhibiting the performance delivery of
the system as a whole” [8], where the Sol is the digital engineering environment (DEE) that
provides a set of affordances that depend on the underlying computing hardware and software
components. The computing system has not been designed to meet the engineers’ needs,
but rather software components known as applications have been designed for general use.
As systems engineers, we do not tolerate delivering defective systems that frustrate users
with unpredictable behavior and random errors, so if we were contracted to develop our own
digital engineering system (DES), we would naturally apply MBSE with full requirements
traceability, and track the Quality Attributes to guarantee success.

Prior publicly-funded research initiatives have had similar goals. In the recent past,
Defense Advanced Research Projects Agency (DARPA) has funded such initiatives as Clean-
Slate Design of Resilient, Adaptive, Secure Hosts (CRASH) [9], META-II [10], and Circuit
Realization At Faster Timescales (CRAFT) [11], recognizing that the systemic vulnerabilities
and deficiencies of current computer systems and CAE tools require a clean-slate design
to overcome. [12] also recognized that “the current paradigm is so thoroughly established

that the only way to change is to start over again”. Given the advancements in model-based



Table 2.1: Definitions of related engineering terms (emphasis added).

Term

Definition

Tool

“The external employment of an unattached or manipulable attached environ-
mental object to alter more efficiently the form, position, or condition of
another object, another organism, or the user itself, when the user holds and
directly manipulates the tool during or prior to use and is responsible
for the proper and effective orientation of the tool.” [15]

Technology

“Artifacts made through a systematic application of knowledge and used to reach
practical goals” [16] “in a specifiable and reproducible way” [17]

Engineering

“The creative application of scientific principles to design or develop structures,
machines, apparatus, or manufacturing processes, or works utilizing them singly
or in combination; or to construct or operate the same with full cognizance
of their design; or to forecast their behavior under specific operating
conditions; all as respects an intended function, economics of operation and
safety to life and property.” [18]

Systems engineering

(SE)

“A transdisciplinary and integrative approach to enable the successful realization,
use, and retirement of engineered systems, using systems principles and concepts,
and scientific, technological, and management methods.” [19]

“Interdisciplinary approach governing the total technical and managerial
effort required to transform a set of customer needs, expectations, and constraints
into a solution and to support that solution throughout its life.” [20]

Model-based  sys-
tems  engineering

(MBSE)

“The formalized application of modeling to support system requirements, design,
analysis, verification and validation activities beginning in the conceptual design
phase and continuing throughout development and later life cycle phases.” [21]

Digital engineering
(DE)

“An enterprise approach for incorporating data-driven infrastructure, methods
and tools, innovation, and workforce transformation centered on an authorita-
tive source of truth (ASoT) for engineering data.” [22]

“DE is a transformation of the implementation of all engineering (and associ-
ated disciplines) across an enterprise to take full advantage of the digital
integration of engineering work, data, knowledge, and wisdom across that
enterprise.” [23]

Authoritative
Source of Truth
(ASoT)

“The authoritative source of truth captures the current state and the history of
the technical baseline. It serves as the central reference point for models and data
across the lifecycle. The authoritative source of truth will provide traceability as
the system of interest evolves, capturing historical knowledge, and connecting
authoritative versions of the models and data.” [22]

Digital engineering
environment (DEE)

The “enterprises’ interconnected digital environments, stakeholder-networks, and
semantic data that allows the exchange of digital artifacts from an authoritative
source of truth to serve the stakeholder communities’ interests.” [24]

Digital engineering
system (DES)

A theoretical engineered system-of-systems that provides the networked comput-
ing resources and human-computer interfaces for an enterprise to accomplish all
digital engineering activities for successful realization of engineered systems.




systems engineering (MBSE), computer science, integrated circuit design, and manufacturing
over the past four decades, we have the opportunity to envision a fresh DES that meets our
needs for safety, security, comprehensiveness, efficiency, and efficacy. The goal then “is to
move from the current situation of complexity and frustration to one where technology serves
human needs invisibly, unobtrusively: the human-centered, customer-centered way” [12], a
goal that ought to resonate with systems engineers and computer users alike.

The primary contribution of this chapter is to clarify the definition of Seamless Digital
Engineering in contrast with how DE is currently being implemented and identify it as a
grand challenge in DE research. In Section 2.2, historical and related research is summarized
in relation to seamless DE. Section 2.3 characterizes the DE tooling problem space and
current integration patterns for achieving DE outcomes. Section 2.4 defines seamless DE
so it can be subject to further SE and DE research. Finally, Section 2.5 discusses how the
achievement of seamless DE would constitute a grand challenge in DE research typically
beyond the capability of any one organization. Some research conclusions and a summary of

future work follow.

2.2 Related Work

The theoretical and practical foundations for DE have been developing for at least a
half-century, dating back to ARPA-commissioned research by Massachusetts Institute of
Technology (MIT) on LISt Processor (LISP) machines [25-27] which aimed to “help designers
get from prototype to product faster” and whose “key [was] an open architecture and highly-
integrated development tools”. Along with Smalltalk computing systems [28] that represented
a similar trajectory in integrated tool-based computing environments, LISP machines are
virtually nonexistent today, and we risk forgetting the many lessons and advancements made
in those early years of computing. Later research has focused on ex post facto integration of

computer-based tools.



Reference [29] described a UNIX-based integrated tooling system that assembled basic
components provided by the OS in combination with custom software fit-to-task, not unlike
what we practice today. [30] provides an essential formalism of tool integration that decomposes
the concept into four: 1) process integration, 2) data integration, 3) presentation integration,
and 4) control integration. That paper describes system properties, such as consistency,
coherence, nonredundancy, and synchronization, that are still relevant today, and in particular,
“tools are well integrated when they have a common view of data”. Although these efforts focus
on computer-aided software engineering (CASE), the principles and lessons are generalizable
to DE.

Seamless model-driven systems engineering was first presented in Refs. [31,32] and later
in [33]. [32] identifies three ingredients to seamless integration, i.e., “deep, coherent, and
comprehensive integration of models and tools”: 1) a modeling theory that serves as the basis
of the ASoT’s semantic domain, 2) a complete architectural model that describes product
and process, and 3) “a manner to build tools that conform to the modeling theory and allow
the authoring of the product model”; noting that the scientific basis is available but political
barriers thus far prevent its realization. [32] contributes critical theories and observations
informed by automotive and aeronautical industry practice, such as a conceptual model for
an integrated model engineering environment based on horizontal and vertical tooling aspects
and the useful notion that currently available tools impose the current situation rather than
the ideal case of formally-defined modeling theory dictating tool support. The rationale
for this vision may be familiar to DE practitioners, such as: lack of model integration at
both the conceptual and tooling level; transitions between artifacts are ad-hoc, unclear, and
error-prone; redundancy of models that lose product information, leaving some implicit in
engineers’ minds; the high costs of internally developing tools and the unsatisfactory tool
support for domain-specific modeling in the organization’s core business; and that formal
verification is essential to producing complex systems that are correct-by-design but that today

we only benefit from “islands of success”. [32] uses overlapping views of seamless: seamless
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model-based development, seamless systems engineering, and seamless system development,

and offers the following definition:

“Seamless model-based development promises to lift software development to
higher levels of abstraction by providing integrated chains of models covering
all phases from requirements to system design and verification. In seamless
model-based development, modeling is not just an implementation method but
also a paradigm that provides support throughout the entire development and

maintenance lifecycle.”

This definition is software development-focused and lacks precision with respect to
‘higher levels of abstraction’; while it covers the complete system development lifecycle, it
refers to “integrated chains of models” that somewhat contrasts with DE’s ASoT; lastly, it
highlights this approach as a paradigm as opposed to solely an implementation method. [33]
defines seamless as an approach to software and system modeling where “all models and all
development steps are in a tight relationship with a clear understanding how they benefit”,
but this definition appears to lack the precision needed to determine if the modeling approach
is in fact seamless. Clarity of what qualifies as a “tight relationship” among models and
steps would improve our understanding of seamless model-based development. Finally, the
first published use of the term “seamless digital engineering” was by [34], which describes
knowledge integration as a key component to DE, but that nevertheless leaves the definition

implicit and subject to the reader’s interpretation of seamless.

2.3 Characterizing the Problem Space

As Ref. [12] succinctly notes, “The personal computer is perhaps the most frustrating
technology ever. The computer should be thought of as infrastructure”. Perhaps we do not
think of computers as infrastructure but rather as suites of products. This mental model may
be clouding our vision of future computing technology that suits our needs as engineers and

communicators. Where much research after LISP machines has assumed the von Neumann
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Figure 2.1: Generic Problem-Solution Space (SysML v2 depiction).

computer architecture and widely-deployed operating systems as inviolable, a clean-slate
approach favors the systems engineering practice of not making point-design decisions too

early in the system development lifecycle. Let us first identify and characterize the problem

space and then move on to proposing a solution space (see Figure 2.1).

2.3.1 Stakeholders and Goals?

Since DE encompasses the entire system development lifecycle, the stakeholders of a DES
are varied and many. We provide here a list (see Table 2.2) of potential stakeholders for

a DES as a starting point, noting that some stakeholders listed, such as Engineer, may be

Graph (SIG).

further specialized depending on the role.

12
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Table 2.2: Stakeholders of a DES.

Engineer Project/Program Manager  Accountant
Acquirer Contractor Auditor
Manufacturer Technician Designer
Supplier Regulator Technical Writer

The original DE goals [22] are the visionary statements used to guide any DE implemen-
tation effort. The goals provide enough detail for us to link Stakeholder Expectations to
them in a hierarchical, traceable relationship structure. Enumerated below, the DE goals are
among the first elements to add to our reference architecture model.

G-DE-1 Formalize the development, integration, and use of models to inform enterprise
and program decision-making.

G-DE-2 Provide an enduring, Authoritative Source of Truth (ASoT).

G-DE-3 Incorporate technological innovation to improve the engineering practice.

G-DE-4 Establish a supporting infrastructure and environments to perform activities,
collaborate, and communicate across stakeholders.

G-DE-5 Transform the culture and workforce to adopt and support DE across the
lifecycle.

While some aspects of the above DE goals depend on the organization’s execution of the
DE processes, e.g., “transform the culture and workforce”, those goals may nevertheless be
supported by a comprehensive DES that incorporates documentation and training resources.

Using Ref. [22] as the primary source of DE goals, Softgoal Interdependency Graph
(SIG) notation [35] was used to analyze the goals, decompose them, and link their explicit
and implicit relationships, giving short names to goals for greater readability (Figure 2.2).
Four super-goals were identified by analysis of the primary source text, each with their own
decompositions (Figure 2.3). The expected benefits of DE described in Ref. [22] were modeled
as Claim Softgoals [35] in the SIG language, which contribute toward the 5 DE goals and their
implicit or explicit interdependencies. This analysis was performed for all 5 goals, leading

to up to four levels of decomposition down to Operationalizing Softgoals [35] (Figures 2.4,
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2.5, 2.6, 2.7, 2.8). While analysis of the DE goals in this way revealed hidden depth and
breadth, the DE goal of incorporating technological innovation (G-DE-3) (Figure 2.6) in
particular lacked Operationalizing Softgoals. This result may indicate a weak point in the DE
strategy as described in Ref. [22] is that it underrepresents the complexity of the challenge of
developing supporting IT infrastructure and infusing technological innovations to support

digital engineering (DE).

2.3.2 DE is an Adaptation of Existing Tools and Available Com-
puting Systems
Decades of competitive innovation in CAE tools have led to thousands of different software
products in various functional areas throughout the product development life cycle. Startups
entering high-tech fields such as integrated circuit design must first acquire a set of expensive
software tools to begin their design work, with no guarantee that the various tools will be
able to maintain a coherent system model. DE is an emerging paradigm where an ASoT of
the Sol is maintained for the entire product development lifecycle, supporting Digital Thread
and Digital Twin [36,37], and promising to streamline the engineering of complex systems.
However, it prescribes no particular way of accomplishing this streamlined DE environment.
The burden of maintaining this organization-wide system of systems drains organization
resources away from engineering systems: requiring data engineers and information technology
administrators, more computing equipment, and the operational cost of vendor contracts
that provide (and may eventually terminate) licenses and technical support. Moreover,
staff is frequently switching between tools to accomplish their tasks, requiring productivity-
draining context switches and training in each software product while being subject to
vendors’ upgrades that often modify or deprecate functions that have become integral to the
organization’s workflow.
[38,39] outline the OpenCAE tooling system, which amounts to an instantiation of the

DE concept. Over 50 software products and languages are identifiable from the presentation
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Figure 2.8: SIG of DE Goals and Objectives of G-DE-5 from Figure 2.2 (derived from [22]).

18



in 2019. The presenter notes that the NASA Jet Propulsion Laboratory (JPL) uses “14
server set-ups — over 200 servers” in cloud compute infrastructure and software-as-a-service to
achieve their DEE. An Acknowledged System-of-Systems (ASoS) of this size and heterogeneity
is likely to exhibit emergent fragility as the various software products are updated out-of-sync
with one another. The academic and industry communities would benefit from more published
research that studies the incongruities of computing system-of-systems of this kind. While the
details of these deployed DEE are often proprietary, here we can acknowledge their complexity

and the effort required to integrate the various components to achieve DE’s goals.

2.3.3 Common DE Integration Patterns

Software components can be made to work together typically using what is referred to as
a ‘glue’ or shim component. Even software that exposes the common UNIX-style plain text
interface must nevertheless be integrated using a shim or glue component that parses the
text, interprets any data, assembles a model, and then performs model transformations while
striving to preserve model invariants, though typically without any formal guarantees. The
more humans are involved in these integration processes, the more human error is introduced,

resulting in Sol defects that may compromise cost, schedule, and risk budgets.

Import/Export Pattern

The most basic pattern of DE integration is import /export, where the engineering model is
exported to a standardized or proprietary file format and then imported into another tool (see
Figure 2.9). This pattern relies on extra functionality in the tools, a clear specification of the
file format, and an accurate implementation thereof. Nevertheless, the pattern suffers when
model information is lost during export and/or import due to incomplete implementations

and incompatible meta-models.
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Figure 2.9: Import/Export method of DE tool integration (SysML v2 depiction).

Custom Shim Pattern

When DE tools produce engineering artifacts with known schemas that are stored in
known formats, custom shim software may be written to automate extract, transformation,
load (ETL) operations (see Figure 2.10). Examples of such artifacts include XML-based
formats such as XML Metadata Interchange (XMI) and Requirements Interchange Format
(ReqlF), comma-separated values (CSV) or Excel spreadsheets, standard Structured Query
Language (SQL) databases, and JavaScript Object Notation (JSON) data that may be loaded
into a NoSQL database. The common drawback of this method, besides the additional
software engineering effort, is that file formats and database schemas frequently change
and often without due notice, resulting in brittle shims that must be urgently corrected to
maintain the DE ASoS. Custom shims are also written when integrating software tools that

expose RESTful or RPC-style APIs, with similar drawbacks when API specifications change.

API Pattern

SysML v2 champions an API-based method of integration by exposing a RESTful interface
(see Figure 2.11) to the SysML model of the Sol [40]. Other DE tools are meant to use this

RESTful API to query attributes and properties of the Sol model such that they are no
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Figure 2.10: Custom Shim method of DE tool integration (SysML v2 depiction).
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Figure 2.11: SysML v2 API method of DE tool integration (SysML v2 depiction).

longer duplicated in the separate tools, thereby reducing opportunities for emergent model

definition divergence.

2.3.4 DE As-Implemented Cannot be Elegant or Seamless

Before the commodification of computer hardware and software, computer-aided tools
were designed-to-purpose (SAGE [41] is offered as an illustrative example). Although the
cost of such systems was extremely high due to custom development, they did not have as
many computing standards and conventions to support and thus avoided the complexity of
supporting and interfacing with non-essential or generalized technologies. Nowadays, it is

often assumed that computing systems must support the plethora of computer technologies
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provisioned by Microsoft Windows or GNU /Linux to avoid ‘reinventing the wheel’. This
decision, while pragmatic, can suffer from a sunk-cost fallacy that limits the effectiveness of
the deployed system and results in kludge.

Existing DE and CAE tooling systems lack elegance. System elegance is a quality
attribute (QAt) defined as “a system that is robust in application, fully meeting specified
and adumbrated intent, is well-structured, and is graceful in operation” [43-46]. The four

characteristics of elegant systems are [47]:

System efficacy,

System efficiency,

System robustness, and

o Minimizing unintended consequences.

DE as an ASoS lacks efficacy because the tools are nevertheless unaware of the ASoT
and liable to introduce defects. It lacks efficiency because the ASoS must itself be developed,
deployed, and supported as a fixed and operational cost whose only opportunity for recoupment
is the efficiency and quality gains not otherwise available. Finally, its unintended consequences
derive from the independent governance and development lifecycles of the adopted software
components, whose emergent interactions as the SoS ages are impossible to predict with
precision.

CAE tools, in general, do not consider the complete development lifecycle activities to
be in-scope and only have plug-in and import/export support for other languages and tools.
This scope limitation and typical reliance on proprietary data formats limit its efficacy and
efficiency since the engineer must context-switch and adapt to the recalcitrant tool rather than
the tool being adaptable to the engineer’s needs. Additionally, import/export capabilities

often have unintended consequences as even international standards may have ambiguity

3Kludge is defined as “a badly assembled collection of parts hastily assembled to serve some particular purpose
(often used to refer to computing systems or software that has been badly put together)” [42].
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and often explicitly leave areas of the standard implementation-defined, so tools will have
differing interpretations causing unintended consequences.

Generally speaking, seamless is defined as “perfectly consistent and coherent” and “not
having or joined by a seam or seams” [42], i.e., “the fissure or gap formed by the imperfect
union of two bodies laid or fastened together” [48]. In systems engineering terms, the seam is
the system architecture element that joins two or more interfaces and may employ parts and
behaviors of its own to satisfy its traced requirements. So to be seamless, this joining element
must not be necessary. This criterion has only limited satisfaction today, where multiple
different model-based activities are possible from within the same tool (e.g., executable

SysML and instrumented GUIs for system behavior simulations and early prototypes).

2.3.5 Existing Computer Platforms are Nonviable

A driving model for this research is The Error Avalanche as described in [49] and shown
in Figure 2.12: that not only will errors be introduced into the delivered system during the
system development life cycle as a consequence of human error — even with the support of
CAE tools — but the computer hardware and software used to design that system may also
compromise the integrity of the system model and introduce subtle defects into the system.
The existence of mercurial cores that silently give the wrong calculation [50] illustrates this
second point, a rather alarming discovery following the early Pentium FDIV bug [51] and
remotely-exploitable Meltdown [52] and Spectre-class [53] CPU microarchitecture flaws that
were predicted in [54].

By now, it should be well-known that endpoint security is the weakest link in networked
computer architecture and that the current approach to cybersecurity is nonviable [55-59].
And so uncritical adoption of existing computing technologies will eventually compromise
enterprise security and thus compromise the robustness and ‘minimizing unintended conse-
quences’ properties of the DE tooling system. During a time when international competition

is driving the adoption of MBSE and DE, and corporate espionage and data sabotage are
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Figure 2.12: The Error Avalanche (adapted from [49]).

serious risks in the presence of advanced persistent threats (APTs), a clean-slate DE design
must specify the full stack of computing hardware, firmware, and software to avoid making

the same mistakes that we normally retain for backward-compatibility.

2.4 Defining Seamless Digital Engineering

Prior descriptions of seamless DE or seamless model-based engineering (MBE) environ-
ments have left the contextual definition of seamless implicit [32,34]. In this chapter, the
following definition of Seamless DE is offered with the additional criterion of end-to-end

formal verification to guarantee seamless, error-free operation:

Seamless Digital Engineering is a digital engineering tooling paradigm that
guarantees model coherence and integrity by affording an elegant human-computer
interface for systems modeling that is end-to-end formally verified down through

the computer hardware.
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2.4.1 Seamless DE is a Refinement of DE

In order to avoid the unmitigated complexity, hidden costs, and risks of existing computer
systems, we must work to design a clean-slate DES that is capable of meeting stakeholder
needs. There is a great opportunity here to avoid previous compromises and backward
compatibility that have plagued existing computer systems, which are now the reverse salient
that holds back the envisioned capability of DE and MBSE. Seamless digital engineering
refines the definitions of DE quoted in Table 2.1 by adding the seamless requirement for
achieving the elegance QAt as discussed above. We propose that this refinement may guide
future research and collaboration toward a standardized and generational DES.

In light of the research summarized in Section 2.2, a critical property of a successful
DES must be that the ASoT or model integrity is guaranteed. A failure of integrity is
an unintended change of the model data or “the condition in which data are identically
maintained during any operation, such as transfer, storage, and retrieval” [60]. Whether such
a failure is corrected or not, it will inevitably add cost and risk to the system development
project. The DES should be capable of detecting and automatically correcting errors wherever
possible, leaving humans to their design activities rather than fixing and cleaning up after
broken tools. The promise of computers in this respect has not yet been fully realized.

All the DE goals [22] are addressable by an adequate system architecture. A seamless
DES would be designed with those goals defined in the system architecture model to support
their bidirectional traceability for verification and validation. Although DE goal G-DE-5
regarding “transform the culture” is beyond the scope of the system, an adequate architecture
model of the Seamless DES would include an operational viewpoint showcasing how common
operational processes (workflows) would be accomplished using the system. And while DE
metrics are now collated and processed with great effort, a capable Seamless DES would
provide toggleable instrumentation for process and product quality measurements with
automated, configurable dashboards for monitoring DE effectiveness across the organization

or project.
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The vision of computers as invisible infrastructure [12,61] still seems worlds away when
compared to our daily experience. And so, with respect to the presentation and process
integration described in [30], seamless integration must also encompass human-computer
interface (HCI) ergonomics. We may even strive for computing systems that are delightful to
use and help guide and focus the user on their activities and tasks by incorporating HCI and

human factors engineering research into the design.

2.4.2 Seamless Integration Requirements

Tool integration problems are central to DE transformation efforts at organizations, and
they influence workforce attitudes toward change. Stakeholders become familiar with their
tools — including the quirks — and how they fit together to satisfy their needs. So naturally,
proposed changes to those workflows are often met with skepticism and resistance. An
important goal of Seamless DE is to smooth out those seams (defined in Section 2.3.4) so
stakeholders can focus on productive work rather than developing workarounds that are
coping mechanisms for deficient tooling.

The tool integration evaluation questions from [30] may be transformed into system
requirements as in Table 2.3. These requirements serve to define the problem space (Figure 2.1)
with respect to Seamless DE tool integration. One aspect commonly discussed in the context
of DEE is interoperability, and integration patterns such as a custom shim (Figure 2.10) are
often developed to transform data without having access to data schemas and definitions. The
transformed requirement with respect to interoperability states that Seamless DE Tools shall
define the data schema used according to a standard such that other tools may parse it directly
and avoid rework and mistakes. Likewise, the Control Integration dimension leads to the
requirement that Seamless DE Tools provide what is essentially a model-generated Interface
Control Document for other tools to consume and use directly. This level of architecture
openness and model-based interface documentation would help resolve many tool integration

challenges.
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Table 2.3: Transforming tool integration questions [30] into system requirements.

Dimen- Aspect Question Transformed Requirement(s)
sion

Presen- Appear- To what extent do two tools use simi- The Seamless DE Tools shall conform
tation ance and lar screen appearance and interaction to the [Seamless DE HCI Standard).
Integra- behavior behavior?

tion

Inter- To what extent do two tools use simi- Following HCI Customization by the

action lar metaphors and mental models? Operator, the Seamless DES shall ap-

paradigm ply the Operator HCI Configuration
uniformly.
Control Provision = To what extent are a tool’s services The Seamless DES shall provide com-
Integra- used by other tools in the environ- mon functionality as formally-verified
tion ment? System Libraries.

Use To what extent does a tool use the The Seamless DE Tools shall reuse
services provided by other tools in the System Libraries for Tool-specific
environment? functions.

The Seamless DE Tools shall pro-
vide Tool functions conforming to
the [Seamless DE Tool Interface Stan-
dard].

Process Process How well do relevant tools combine to  The Seamless DES shall provide the

Integra-  step support the performance of a process Workflow Definition Tool.

tion step?

Event How well do relevant tools agree on The Workflow Definition Tool shall
the events required to support a pro- define the Process Event using [Seam-
cess? less DE Data Definition Standard].

Con- How well do relevant tools cooperate During Workflow Definition & Exe-

straint to enforce a constraint? cution, the Workflow Definition Tool

shall enforce the Process Constraint
on the Workflow-Defined Tool.
Data In- Interoper- How much work must be done for a The Seamless DE Tools shall define
tegration  ability tool to manipulate data produced by the applicable Data Schema conform-
another? ing to the [Seamless DE Data Defini-
tion Standard].

Nonredun- How much data managed by a tool is The Seamless DES shall provide the

dancy duplicated in or can be derived from ACID-compliant System Database.
the data managed by the other?

Data con- How well do two tools cooperate to The Seamless DES Database shall

sistency maintain the semantic constraints on maintain semantic constraints of data
the data they manipulate? where available.

Data ex- How much work must be done to make The Seamless DE Tools shall write

change the nonpersistent data generated by transactions to the Seamless DES
one tool usable by the other? Database for each change performed

by the Operator.

Synchroni- How well does a tool communicate The Seamless DES Database shall pro-

zation changes it makes to the values of non- vide the Transaction Log applicable

persistent, common data?

to the Seamless DE Tool.
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As SysML v2 requirement definitions, the transformed requirements in Table 2.3 may
then be reused as requirement usages in various levels of the system architecture providing
bidirectional traceability. SysML v2 requirements are modeled as constraints so that the
system either satisfies the requirement or not. While the questions in Table 2.3 often ask
“how well?”, in a clean-slate architecture, the components can be designed to satisfy these
measures as requirements. The tool integration questions may also be modeled directly as
SysML v2 concerns that are similar to requirements but include one or more stakeholders and
allow the relevant requirement(s) to frame the concern. Further SysML v2 meta-modeling
could capture the dimensions and aspects in Table 2.3, giving them ontological definitions

and relations consistent with systems engineering practice.

2.4.3 Seamless Integration Design Pattern

A seamless integration design pattern (see Figure 2.13) uses system-wide standard inter-
faces, data schemas, and object representations in a live DES to accomplish the integration
of Sol models to form the ASoT. By drastically reducing the number of interfaces, tools are
designed to speak the same language. With self-documenting interfaces, tools may query
other tools to discover and perform the available functions. When the ASoT is queried by
a tool, a view is returned including the unique identifiers — or rather — handles of live
objects. In this integration design pattern, it is important to note that data is not copied

and divorced from its source which requires later merging and reconciliation.

2.4.4 Seamless DE Architecture Tenets

Seamless DE is based on a set of insights or architecture tenets that will guide its detailed
architecture definition. These tenets are derived from observations of extant computing
systems and existing research in computer science, human-computer interaction, and cyber-
security. Figure 2.14 shows how these architecture tenets may be modeled as SysML v2
concerns with their own subjects, stakeholders, attributes, and constraints — to be framed by

system requirements in a reference architecture model. In summary, the architecture tenets
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Figure 2.13: Seamless design pattern of DE tool integration (SysML v2 depiction).

that enable Seamless DE are: 1) Seamless Models, 2) Composable Data, 3) Live Objects, 4)
Seamless Workflows, and 5) Clean-slate Cybersecurity.

By packaging and presenting these insights together, they may be better understood than
if analyzed individually. In accordance with systems engineering principles, capturing system
architecture information as model data that is then presented in a variety of stakeholder
views is superior to doing one or the other alone. Again, further SysML v2 meta-modeling
may better capture, connect, and present the Seamless DE architecture tenets — our intent is
to demonstrate how modeling these subjects can aid stakeholder understanding that improves
system development outcomes. Rather than existing as implicit knowledge harbored by

system designers, the Seamless DE architecture tenets are explicit knowledge captured in the

ASoT.

2.5 A Grand Challenge Driven by Needs

Grand challenges have historically been proposed to identify important research directions
in a field and to help focus research and development efforts. [62] has clarified the criteria of
what makes a research challenge a ‘grand challenge’ in particular. Table 2.4 summarizes how

Seamless DE, as proposed in this chapter, fits those criteria. By proposing Seamless DE as a

29



«view» Seamless DE Architecture Tenets : GeneralView )

«term»
Seamless Digital Engineering

Seamless Digital Engineering (SDE) is a digital engineering tooling paradigm that guarantees
model coherence and integrity by affording an elegant human-computer interface for systems
modeling that is end-to-end formally verified down thru the computer hardware.

SDE Architecture Tenets

«concern def»
<T1> Seamless Models

doc
Engineering models become interoperable
with consistent and coherent meta-models

«metadata»

InductiveArgument
evidence="Meta-models are defined by mathematical formalisms"
evidence+="Proven theorems are internally consistent"
evidence+="Expressing all meta-models in univalent type theory enables coherent semantics"

«concern def»
<T2> Composable Data

doc

Data objects become composable with
commensurate data schemas

N

«metadata»

InductiveArgument
evidence="Data types are unknown without a data schema"
evidence+="Data schemas in the same format are composable"
evidence+="Well-typed data are composable"

«concern def»
<T3> Live Objects

doc
Engineering artifacts maintain bidirectional
traceability in a live object system

«metadata»

AN

InductiveArgument
evidence="Model elements are common system objects"
evidence+="All objects are uniquely and universally identifiable"
evidence+="Objects are live & retain history"
evidence+="Artifacts are validated by engineering models"

«concern def»
<T4> Seamless Workflows

doc
Workflows become consistent and coherent
with a unified HCI

«metadata»

InductiveArgument
evidence="Systems modeling meta-language"
evidence+="Activity-Based Computing preserves context & supports collaboration"
evidence+="Workflows become modelable & transferable"

«concern def»
<T5> Clean-slate Cybersecurity

doc

CIA properties

Only a clean-state computer architecture can
satisfy these requirements while guaranteeing

«metadata»

DeductiveArgument
premise="Modern computing systems are indefensible"
premise+="Security must be designed-in using MBSE"
premise+="Modern computing lacks a coherent architecture"
premise+="Clean-slate architecture supports a rigorous DE approach”

\

%

Figure 2.14: Seamless DE Architecture Tenets as packaged concern definitions (SysML v2
depiction).
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DE research direction using this framework, it may be better understood in the context of
past grand challenges.

A grand challenge inspires collaboration across multiple fields and challenges researchers
to adopt a transdisciplinary approach. Transdisciplinary systems engineering [63] is especially
well-suited for tackling the mess [64] of DE. Seamless DE draws on research in computer
science, computer engineering, human-computer interaction, knowledge engineering, formal
methods, and MBSE to envision a DES designed to meet stakeholder needs. Systems
engineering researchers are encouraged to learn from these fields and apply that learning
with systems praxis [65] to the Seamless DE grand challenge.

As a grand challenge, the work involved is beyond the capability of any one enterprise.
The economics are challenging and would require investment from multiple organizations
working in concert. The formal verification effort, in particular, has not been achieved at
the proposed scale — although we may rest assured that a sufficiently specified component
that is formally verified is 'finished,” unlike the software we use from day-to-day, allowing
engineers to progress steadfastly. Another salve is that with clean-slate design, workarounds
of legacy systems are unnecessary, and we may dream beyond such reverse salients as the
central processing unit (CPU) and Portable Operating System Interface (POSIX) standard
interfaces [66]. Emulating open-source software projects may not be enough to manage the
complexity, and new approaches to open-source systems engineering may need to be tested.
Lastly, thinking on a generational time scale may alleviate the apprehension of accomplishing

such a megaproject.

2.6 Conclusions

Rather than coping with fragile, byzantine computing systems for implementing DE,
we could have a DES by virtue of a computing system that is designed to satisfy user
needs. Systems engineers are especially well-suited for tackling this design problem, but it

will require a transdisciplinary systems engineering [63] and an international collaborative
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Table 2.4: Evaluation against criteria for a grand challenge [62].

Criterion Rationale

Fundamental Elegant and correct engineering tools are fundamental to development of complex
systems.

Astonishing An all-encompassing DE tooling system does not exist, but it is at least conceivable
and astonishing if realized.

Testable Systems engineering test & evaluation methods apply, and the prototype system shall
be continuously verified and validated.

Inspiring People want better tools because it makes their work easier. The scope is grand and
inspiring.

Understandable Varieties of computer-aided tools are widely in use, and they may be understandably
synthesized.

Useful The application of SE in this way shall inform computer science and related fields, as
well as being eminently useful as a tool.

Historical This challenge is related to early research in computing contracted by the US DoD,
and ties in with former grand challenges in computing.

International Everyone is welcome to contribute as everyone may potentially benefit from an open-
source tool.

Revolutionary Systems, software and computer engineering could experience a paradigm shift as the

Research-directed

Challenging
Feasible
Incremental
Co-operative
Competitive

Effective
Risk-managed

approaches augment each other within a cohesive tooling system.

Advanced research is drawn upon and brought into an elegant system architecture in
a scope commercially infeasible.

While isolated tools and methods are identifiable, their synthesis will present new
challenges and open new inquiries for research.

Recent advancements in MBSE, programming languages and formal verification make
a Seamless DES development feasible.

By using MBSE to specify system components and behaviors, and the program itself,
progress may be made incrementally and in parallel efforts.

Researchers are already working in the relevant fields, and may wish to contribute in
this new context.

Point-design decisions are unclear in some cases, such as the best type system or
virtual machine, and competitive entries may be evaluated against the architecture
metrics.

Potentially it will change how we advance DE research.

Even failures are valuable research outcomes. By using SE, we can reorient at every
spiral.
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approach. While many would contest a clean-slate architecture approach as infeasible, there
are interacting emergent effects of modern networked computing systems that cannot be
resolved with patches or by adding more components: namely, cybersecurity, reliability, and
HCIT considerations. By incorporating decades of research in computing and adjacent fields,
we can design in the required functionality at the system level and eliminate unnecessary
complexity that triggers The Error Avalanche (Figure 2.12). A clean-slate design effort of
this nature has been proposed in the past [9,55], but it warrants renewed investment and
research through the DE lens.

We contend that under the umbrella of “Seamless Digital Engineering Grand Challenge”,
the necessary resources can be assembled to design a DES that meets DE practitioners’
needs. In this chapter, we defined Seamless DE as a paradigm (Section 2.4) to help guide
future research, and we distinguished it from prior uses in the literature with the inclusion of
the elegance QAt and end-to-end formal verification for guaranteeing ASoT coherence and
integrity. Seamless integration requirements (Table 2.3) were derived from tool integration
concerns in the literature to demonstrate how SE methods may address this problem. A
seamless design pattern of DE tool integration (Figure 2.13) was depicted in SysML v2 to
contrast this paradigm with existing tool integration patterns (Figs. 2.9, 2.10, and 2.11) that
cope with tooling seams. Finally, Seamless DE architecture tenets (Figure 2.14) were derived

to provide a concise set of concerns that guide system design.

2.7 Summary

This chapter addressed RQ1, restated as: What is Seamless Digital Engineering and what
distinguishes it from Digital Engineering?

This work pulled together threads of prior work in model-based systems engineering,
computer science, and software engineering. It highlighted how prior work approached related
problems, and redefined the problem in the context of digital engineering while proposing a

grand challenge in digital engineering research. Finally, it presented essential requirements,
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the seamless integration design pattern, and architecture tenets of Seamless DE that will be
reused later in Chapter 5.

Seamless Digital Engineering is defined above in Section 2.4 as:

Seamless Digital Engineering is a digital engineering tooling paradigm that
guarantees model coherence and integrity by affording an elegant human-computer
interface for systems modeling that is end-to-end formally verified down through

the computer hardware.

This chapter explains how digital engineering, as conceived today, cannot be elegant or
seamless, due to its critical dependency on heterogeneous software and hardware components
that must be integrated ex post facto. Critical issues of security, reliability, and correctness are
highlighted as reasons for this operational limitation, which cannot be adequately addressed
through fixes and/or accrual of functionality. Due to the high risk and high cost of such
digital engineering systems, Seamless DE is presented necessarily as a clean-slate approach
to this mess.

By treating DE as a problem and opportunity using a systems engineering approach, we
avoid common pitfalls of system development projects that lack systems engineering rigor.
These pitfalls include the failure to enumerate stakeholder concerns and needs; failure to
define, develop, and verify requirements; and insufficient verification and validation of the
realized system against stakeholder needs, to name a few. The problem reframing presented in
this chapter provides an alternative formulation of an essential DE topic that goes unaddressed

in the literature.
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Chapter 3
Ontological Definition of Seamless Digital
Engineering®

All problems in computer science can be solved by another level of indirection,

except for the problem of too many layers of indirection.

David J. Wheeler [68]

This chapter addresses RQ2, which is restated as follows: How do we precisely define
Seamless Digital Engineering and its related concepts?

To address this question, the chapter uses ontology engineering methods to disambiguate
the Seamless Digital Engineering concept as defined in Chapter 2. The chapter presents
an essential fragment of the developed Seamless Digital Engineering Ontology based on
multiple international standards and other canonical sources as shown in Table 3.2. By
basing the ontology on the standard Basic Formal Ontology (BFO) [69] and the Common
Core Ontologies (CCO) [70], and by collaborating with the INCOSE Digital Engineering
Information eXchange (DEIX) Ontology Working Group (WG), significant progress was made
in defining concepts in DE. Further details on the ontological definitions of these general DE

concepts can be found in [71].

3.1 Introduction
Since the introduction of digital engineering (DE) as a well-defined concept in 2018,
enterprises and working groups have been working out how to transform existing model-

based engineering (MBE) and Digital Twin / Digital Thread strategies and architectures to

4The contents of this chapter are based on the paper “Ontological Definition of Seamless Digital Engineering
Based on ISO/TEC 25000-Series SQuaRE Product Quality Model” published in INCOSE International
Symposium 2025 [67].
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encompass the whole system lifecycle as envisioned by the DE strategy [22]. Many challenges
exist, including tooling capability, integration capability, process digitalization, data and
metadata management, and adaptation of existing digital transformation (DT) programs to
accommodate the DE vision. Tool vendors and standards committees are actively working to
fill the void of unmet needs when it comes to an organization implementing their own DE
strategy. We are now in an exciting era of development for MBSE and DE that is supported
by professional societies, standards bodies, tool vendors, and engineering organizations, so
we may soon be practicing DE and realizing its many promised benefits.

As engineers, we rely on precise, prescriptive language to carry out our work, and DE is no
exception. Position papers and reference models on Digital Twin / Digital Thread have been
published that further describe these concepts in the context of DE [36,37,72], along with
explication of the concept of Authoritative Source of Truth (ASoT) [73]. While these efforts
are important steps in understanding and implementing DE, we now have multiple definitions
of DE concepts that may overlap or conflict. Examples include ‘Digital Engineering Ecosystem’
and ‘Digital Engineering Environment’, which may have been used interchangeably, but
only DE Ecosystem is defined by the Defense Acquisition University (DAU) Glossary [24],
while the INCOSE Systems Engineering Handbook discusses the DE Ecosystem concept
as dependent on scope and context, without mentioning DE Environment [74]. To avoid
confusion during DE transformation efforts, and to avoid imprecision of data in production
environments — to realize ASoTs — ontologies have been identified as a critical component
of MBE and DE strategies [75].

To address the integration and systems security challenges of DE owing to its reliance
on insolvent [76,77] digital infrastructure, Seamless DE was proposed by the authors as
a grand challenge in DE research [13]. Following the clean-slate approach first proposed
by DARPA [9], Seamless DE aims to provide an alternative path to the brittle integration
of DE Environments, instead focusing on end-to-end formal verification, metamodel and

metalanguage coherence, and unified human-computer interface (HCI) to meet the needs
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of DE practitioners. This clean-slate approach to DE has the potential to stimulate DE
research based on first principles, while taking advantage of recent advancements in MBSE
and computer science to deliver real synergy of capabilities unattainable by traditional digital
integration methods. To clarify these ideas in the context of DE, an ontological development
approach is taken and the mature ISO/IEC/IEEE 25000-series Systems and software Quality
Requirements and Evaluation (SQuaRE) quality and related standards are used to elucidate
the meaning and potential of Seamless DE.

The contributions of this chapter include: 1) ontological definition of ‘seamless’ and
Seamless DE in the context of systems engineering standards and based on established top-
and mid-level ontologies and the ongoing work of the INCOSE Digital Engineering Information
eXchange (DEIX) Ontology Working Group (WG), 2) assimilation and presentation of
ISO/IEC/IEEE standards information including the ISO/IEC 25000-series on quality into an
ontology used to define these seamless DE concepts, and 3) an open-source, machine-readable
Semantic Web standards-based ontology for DE and MBSE applications.

Section 3.2 provides additional background on ontology engineering in the context of DE.
In Section 3.3, we outline the methodology used to develop the present ontology. Section 3.4
presents the primary results, including ontological definitions for ‘Seamless Quality Claim’,
‘Seamless Integration’, ‘Seamless Interaction Capability’, ‘Seamless Quality-in-Use’, ‘Seamless
Digital Engineering Paradigm’, and ‘Seamless Digital Engineering System’. Section 3.5

concludes the paper and outlines future work.

3.2 Background

3.2.1 Ontology Engineering

Ontologies are formal representations of knowledge domains, wherein concepts are defined

through their relations and thereby disambiguated. Ontologies have the potential to link

®The concept label ‘Seamless Digital Engineering System’ has been changed from the original ‘Seamless
Digital Environment’ to match the terminology introduced in Chapter 2.4 without modifying its ontological
definition.
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together adjacent domains of knowledge to facilitate the interchange of structured information
among domain experts. While many ontology languages exist, the mathematical decidability
of an ontology is an important contributor to its usefulness. Based on the axioms provided in a
given ontology, inferences of knowledge may be made with a suitable reasoner, and structured
queries may be made that give deterministic results. Overall, ontologies are suitable for
providing the accuracy and reliability that engineers need when navigating complex, emerging
knowledge domains [78].

The Protégé open-source software tool developed by Stanford University [79] has proven
itself an indispensable tool in ontology engineering work. Protégé is based on the Web Ontology
Language (OWL) version 2 standardized by the World Wide Web Consortium (W3C) [80]
as a Semantic Web technology. By using OWL 2, Protégé interoperates with the digital
ecosystem of Semantic Web technologies, including Resource Description Framework (RDF),
Extensible Markup Language (XML), and SPARQL Protocol and RDF Query Language
(SPARQL). These open standards enable organizations to use existing software libraries and
to write their own tools to handle Semantic Web data for their DE Environments. Similar to
how tool vendors implement the XML-based standards published by the Object Management
Group (OMG), Protégé provides a familiar graphical user interface (GUI) for authoring an
ontology and importing other ontologies from the Semantic Web. One need only to open an
ontology file and begin navigating its entities and relations to familiarize oneself with the
tool’s capabilities — ontology imports are handled automatically by the tool to provide a

cohesive view of the ‘imports closure’.

3.2.2 Description Logic

The mathematical formalism offered by OWL 2 and Protégé is known as a Description
Logic (DL), which is a subset of first-order logic (FOL) using propositional logic that ensures
its decidability [81,82]. The particular DL used by OWL DL subset is characterized by
SHOIN (D), summarized in Table 3.1.
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Table 3.1: OWL DL summary of symbols of logic and their descriptions

Symbol  Description

AL (Attributive Language) Inclusion, equivalence, intersection, and complex
definition of classes
(with Complement) Adds to AL the empty, complement, union classes [83]
Adds the transitivity of relations to ALC
Inclusion and equivalence between relations
(One of) Classes created with list of all and only the individuals contained
(Reverse) Inverse property
(Number) Cardinality restriction
(Countable domain) Definition of domains (data types)

AN
zﬁzusimg

In short, OWL 2 ontologies consist of classes, object properties, annotation properties,
individuals, and data properties, and are checked by OWL reasoners which implement OWL
DL or other profiles described in [80]. Individuals are instances of classes and inherit their
subclass and equivalence axioms, enabling object property assertions with other individuals.
Individuals provide the capability to ground the ontology in familiar real-world objects, while
additionally checking the consistency of the ontology. One example of an individual in our
ontology would be OMG, which has type class ‘Standards Organization’ and ‘is carrier of’
Systems Modeling Language (SysML), an individual of type class ‘Architecture Description
Language’. OWL DL can be represented in the Manchester syntax [84], which provides a

human- and machine-readable syntax for authoring axioms.

3.2.3 Top-Level and Mid-Level Ontologies

While the development of an ontology in isolation provides the benefits afforded by the
DL and the Semantic Web digital tool ecosystem, those benefits are enhanced by importing
existing ontologies that model higher-level concepts and relations. The Basic Formal Ontology
(BFO) [69,85] provides the top-level ontology of our domain ontology, including 36 classes based
on the principles of ontological realism, fallibilism, and adequatism. The BFO class hierarchy
starts with ‘entity’ and is subdivided into ‘continuant’ and ‘occurrent’, i.e., entities that have

a continuous existence and entities which are processes and other temporally-bounded entities.
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Continuants are divided into ‘generically dependent continuants’, ‘independent continuants’,
and ‘specifically dependent continuants’. These types of continuants and occurrents form the
basis of the realistic classes of over 350 ontologies. It is important to note that although BFO
is based on the principle of realism (entities exist, have existed, or will exist), it does not
preclude certain types of modeling in digital engineering of entities that do not exist, such
as in simulations, because the digital objects nevertheless exist with a material basis of the
constituent computer components, and the target objects are also supported by generically
dependent continuants such as Information Content Entities (ICEs).

The Common Core Ontologies (CCO) [70] is a mid-level ontology suite based on BFO.
It contributes eleven ontologies that extend the usability of BFO while remaining domain-
agnostic. These include: Extended Relations, Units of Measure, Time, Quality, Information
Entity, Geospatial, Facility, Event, Currency Unit, Artifact, and Agent. Among these, the
Extended Relation, Quality, Information Entity, Artifact, and Agent ontologies have been

immensely useful in defining the Seamless Digital Engineering domain ontologies.

3.3 Methodology

The present ontology was developed following the methodology presented in Ref. [86].
Starting with our DE knowledge domain, BFO and CCO top- and mid-level ontologies, we
begin by identifying concepts and defining classes within the existing class hierarchy. We
then move on to defining relations or object properties, and instances of the classes to further
validate the ontology. The steps of the methodology described in [86], adapted to OWL
terminology, are as follows:

1. Determine the domain and scope of the ontology

2. Consider reusing existing ontologies

3. Enumerate important terms in the ontology

4. Define the classes and the class hierarchy

5. Define the object properties
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6. Define the domains/ranges of object properties

7. Create instances of classes

The process becomes iterative as the reasoner validates each step, and missing concepts
are identified. We are using the HermiT 1.4 reasoner [87] to check the consistency of the
ontology. When a change is made to an ‘equivalent to” or ‘subclass of” axiom, the reasoner is
synchronized with the ontology and checks its consistency. This way, erroneous definitions
are caught immediately and flagged as owl:Nothing inferences, which may then be explained
using the reasoner’s capabilities.

To be a valid axiom accepted by the Protégé software and its reasoners, every class and
object property used in an axiom must already have a valid definition. Ontology development
proceeds iteratively in this way until all the associated concepts reach satisfactory and stable
definitions. Refactoring may then proceed with automated validation, checking each change to
maintain the consistency of the ontology. This process of adding new classes in the BFO and
CCO class hierarchy requires careful consideration of how a new class follows the conventions
and axioms. Without these top- and mid-level hierarchies, the domain ontology can easily
lack rigor, which adversely affects its reusability and reproducibility.

Domains and ranges of object properties are especially important in this process, as they
restrict the possible classes and provide the consistency checking we need to develop the
ontology. At this stage of development, the addition of new object properties (Steps 5-6) was
avoided to ensure the BFO and CCO were fully used. After careful consideration of the class
hierarchy and use of existing object properties, more precise relations may be identified and
developed to clarify the meaning of some concepts. However, complex hierarchies of object
properties should be avoided to simplify reasoning.

To develop the concepts, we referenced international standards, INCOSE technical prod-
ucts, and other canonical sources, but did not reuse any existing DE domain ontology. By
referencing international standards in the systems engineering and related domains, we were

able to confidently build from recognized meanings of common concepts. However, following
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Figure 3.1: Ontology concept definition process using standard sources.

the process in Fig. 3.1 and the practice demonstrated by CCO, when a concept belongs to
a more general domain and is not defined by ISO, it often suffices to use Wikipedia or an
English dictionary as the source. This concept definition process prioritizes internationally-
recognized terminology while leaving room for emerging concepts undergoing consensus

definition processes, such as those in DE.

3.4 Results

The Seamless Digital Engineering Ontology [88] consists of over 500 classes and over 150

‘equivalent to’ axioms, while adhering to a strict zero new object properties defined to ensure
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logical consistency with BFO and CCO at this stage of development. Definitions related to
‘seamless’ are based on the SQuaRE product quality (Figure 3.2) and quality-in-use models
(Figure 3.3), which are modeled as realizable entities (subclass of specifically dependent
continuant) in the ontology. While the BFO provides the ‘quality’ class, it differs from
‘realizable entity® in that qualities need no further processes to be realized. The quality
characteristics according to the standard are defined as capabilities and therefore modeled as
capabilities with relations to Information Quality Entities according to CCO.

Concepts from the following standards and other canonical sources (Table 3.2) were used
in the development of the Seamless Digital Engineering ontology, reusing BFO and CCO
concepts wherever possible to avoid conflicts and duplication. The “Count” column indicates
the number of concepts whose definition derives from that source. Notably, the highest count
is for concepts defined in [91]. Although many attempts at developing a systems engineering
domain ontology are documented in the literature [92,93], a recognized standard does not yet
exist. Lacking a publicly available systems engineering domain ontology developed in OWL
using BFO and CCO, these ontology development efforts were reproduced for this research.
The next largest share of definition sources are the ISO/TEC 25000-series SQuaRE product
quality standards [89,90, 94, 95], owing to the number of product quality and quality-in-use
characteristics defined therein.

The diverse domains and subject areas in Table 3.2 were drawn from to support the
definition of the concepts essential to DE in general, and to Seamless DE in particular.
Ideally, these domains would be represented in importable CCO-based ontologies of their own,
supporting separation of concerns and reusability. Systems engineering, for example, would be
its own domain ontology imported by the DE ontology and would have sub-domain ontologies
such as for requirements engineering, systems architecture, and quality engineering. Figure 3.4
depicts a non-exhaustive proposed import hierarchy, and shows that DE relies on concepts
in trustworthy secure systems, model-based systems and software engineering (MBSSE),

and digital enterprise, including the extensive topics described by the Data Management
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Figure 3.2: SQuaRE quality characteristics from Ref. [89] defined as Product Capabilities
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Figure 3.3: SQuaRE quality-in-use characteristics as defined in Ref. [90]

Body of Knowledge (DMBoK) [120]. Such breadth and depth enable precise knowledgebase
queries, Authoritative Source of Truth (ASoT) consistency evaluators, and support system
architecture modeling activities, including of the Seamless digital engineering environment
(DEE) system-of-interest (Sol).

The following listings provide the description logic axioms that relate the Seamless DE
concepts, including those from the SQuaRE product quality and quality-in-use models [89,90].

A summary relational diagram is shown in Figure 3.5 that highlights how the salient ‘seamless’
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Figure 3.4: Proposed import hierarchy of DE-related domain ontologies, based on BFO and CCO.
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Figure 3.5: Summary of ontological relations of Seamless Digital Engineering concepts.

concepts relate to one another. The SQuaRE concepts are at the top-center, and not all
concepts and relations are shown. Refer to the listings below for more details.

Seamless Digital Engineering was identified as a DE tooling paradigm by [13], where the
theory developed from related work in ‘seamless’ model-driven systems engineering [31-33].
Further development of these concepts using an ontological framework and reasoner helped
clarify their meaning and relations. Concepts such as ‘seamless’ and ‘paradigm’ may be
interpreted in different ways depending on the person, but assigning their meaning in an
ontology disambiguates them through definition-by-relations. Paradigm is defined as a
Directive ICE with continuant parts of Approach, Method, and Principle, which are all

subclasses of Directive ICE; i.e., information content that prescribes some entity.
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Instead of defining ‘Seamless Digital Engineering’ as a distinct concept, it needs to be
decomposed into related concepts that fit appropriately as subclasses in the class hierarchy.
Therefore, ‘Seamless Digital Engineering Paradigm’ (Listing 3.1) is defined as a subclass of
Paradigm, although it may later be revised to be a subclass of Engineering Paradigm or

similar when sibling classes are identified and defined.

Listing 3.1: ‘Seamless Digital Engineering Paradigm’ is a subclass of Paradigm equivalent
to:

Paradigm
and ('has continuant part’' some 'Digital Engineering Approach')
and ('is about' some Correct-by-Construction)
and (prescribes some 'Seamless Digital Engineering System')

Digital Engineering Approach is simply an Engineering Approach that prescribes some Act
of Digital Engineering. Act of Digital Engineering is an Act of Engineering that has a Digital
Artifact participant and an Authoritative Source of Truth as its object. Detailed definitions
of these DE concepts are omitted here, and may be found in publications by the INCOSE
DEIX Ontology Working Group. The essential concepts of the Seamless Digital Engineering
Paradigm concept here are Correct-by-Construction (Listing 3.2) described by [121] and the

Seamless Digital Engineering System (Listing 3.3).

Listing 3.2: Correct-by-Construction is a subclass of ‘Assurance Goal’ equivalent to:

"Assurance Goal'

and ('%s concretized by' some 'Integration Process')

!

and ('is concretized by' some 'Loss of Error')

and (prescribes some 'High-Integrity Level')
and (prescribes some 'Process Outcome')

Correct-by-Construction is modeled as an Assurance Goal, a descendant subclass of
Directive ICE, suitable for referential use in system architecture models. The natural lan-
guage definition (skos:definition) is derived from [122]: “An Assurance Goal to eliminate
Integration Process-time errors emerging from undesirable cross-layer interactions” As a

natural language elucidation, its component parts correspond to the ontology axiom above
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(Listing 3.2). High-Integrity Level is defined according to ISO/IEC/IEEE 15026 [96] and is
modeled as an Ordinal Measurement ICE from the CCO.

Seamless Digital Engineering System (Listing 3.3) is an Engineered System, indicating it
is designed, built, and validated to satisfy enumerated Stakeholder Needs. This acquisition
approach contrasts with those commonly used for enterprise I'T infrastructure supporting
Digital Engineering Environments today, characterized by a series of “build-or-buy” decisions
that typically lack the basis of an enterprise system architecture model. Rather than relying
on third-party assessments that constitute a Trusted Computing Base, a Seamless Digital
Engineering Environment relies on the independently-verifiable Seamless Quality Claim
(Listing 3.4) of a Trustworthy Computing Base whose Trustworthiness is supported by a
Complete Assurance Case Report defined by ISO/IEC/IEEE 15026 [96] and provided as
output of an Act of Assurance Evaluation defined by ISO/IEC 15408 [106].

Listing 3.3: ‘Seamless Digital Engineering System’ is a subclass of ‘Engineered System’
equivalent to:

'Digital Engineering System'
and 'Engineered System’
and ('is carrier of' some ('High-Integrity Level Claim' and 'Seamless Quality

Claim'))
and ('has member part' some 'Trustworthy Computing Base')

Seamless Quality Claim (Listing 3.4) is based on the concept of Claim defined by ISO/
[EC/IEEE 15026 [96], which prescribes some Attribute, Condition, and Uncertainty, and is a
descendant subclass of Constraint for use in a System Architecture Model. Seamless Quality
Claim is the top-level Quality Claim for a Seamless Digital Engineering Environment, and

links together the seamless composite Quality and Quality-in-Use concepts.

Listing 3.4: ‘Seamless Quality Claim’ is a subclass of ‘Quality Claim’ equivalent to:
"Quality Claim'
and (prescribes some ’'Seamless Integration')
and (prescribes some ’'Seamless Interaction Capability')

and (prescribes some ’'Seamless Quality-in-Use')
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Seamless Quality Claim is split among related composite qualities or Key Quality At-
tributes, and these results show how we disambiguate the term ‘seamless’ using the SQuaRE
quality [89] and quality-in-use models [90]. Seamless Integration (Listing 3.5) is ‘described
by’ a Quality Characteristic and modeled as a Product Capability, a realizable entity, which
relates Quality Sub-characteristics from SQuaRE to a correct Integration Process. Seamless
Integration is realized by an Act of Formal Verification and specifically depends on Seamless
Interface(s) (Listing 3.6), defined as “An Interface prescribed by a System Architecture Model
which is the object of an Act of Formal Verification that produces a Proof Certificate of its
Product Functional Correctness” — a SQuaRE Quality Sub-characteristic of Production

Functional Suitability.

Listing 3.5: ‘Seamless Integration’ is a subclass of ‘Product Capability’ equivalent to:

'"Product Capability'
and ('has realization' some 'Act of Formal Verification')
and ('has continuant part' some

('Product Analysability'

and 'Product Faultlessness'

and 'Product Functional Correctness'
and 'Product Integrity'
and 'Product Safe Integration'))

and ('specifically depends on' some 'Seamless Interface')

Listing 3.6: ‘Seamless Interface’ is a subclass of ‘Interface’, a subclass of ‘Information Bearing
Artifact’, and is equivalent to:

Interface
and ('has continuant part' some 'Proof Certificate')
and ('prescribed by' some 'System Architecture Model')

and ('is object of' some 'Act of Formal Verification')

Seamless Interaction Capability (Listing 3.7) relates to Product Interaction Capability
with additional Product Functional Suitability sub-characteristics, and specifically depends

on ‘Seamless Integration’ This concept captures the intuitive notion when a human-computer
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interface (HCI) is seamless from the point-of-view of the Operator, and complements ‘Seamless
Integration’ which applies to Interfaces throughout the Seamless Digital Engineering Envi-
ronment that the Operator may not interact with directly. Seamless Interaction Capability

specifically depends on successful Seamless Integration.

Listing 3.7: ‘Seamless Interaction Capability’ is a subclass of ‘Product Capability’
equivalent to:

'"Product Interaction Capability'’
and ('has continuant part' some
('Product Compatibility'
and 'Product Functional Appropriateness’'

and 'Product Functional Completeness'))

and ('specifically depends on' some 'Seamless Integration')

Seamless Quality-in-Use (Listing 3.8) cannot be formally proven as it relies on the
Operator’s experience, but as with any Product Quality-in-Use, it should be traced to
Stakeholder Needs in an appropriate Authoritative Source of Truth. When products claim
to provide a ‘seamless experience’, it is this Seamless Quality-in-Use comprising the ISO
25019 [90] Qualities-in-Use, Experience and Trustworthiness (subclasses of Acceptability),
and Suitability and Usability (subclasses of Beneficialness). Trustworthiness (Listing 3.9) is
further decomposed to relate to the evaluation assurance concepts introduced above, and is

therefore evidence-based.

Listing 3.8: ‘Seamless Quality-in-Use’ is a subclass of ‘Quality-in-Use’ equivalent to:
Quality-in-Use
and ('has continuant part' some
(Experience
and Suitability
and Trustworthiness
and Usability))
and ('specifically depends on' some
('Seamless Integration'

and 'Seamless Interaction Capability'))
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Listing 3.9: Trustworthiness is a subclass of ‘Acceptability’ equivalent to:

Acceptability
and ('specifically depends on' some Bootstrappability)
and ('specifically depends on' some
('Complete Assurance Case Report'

and ('%is carrier of' some 'Trustworthiness Quality Claim')))

Concepts from ISO/IEC/IEEE 15026 [96-98] and ISO/IEC 15408 (“Common Criteria”)
[106, 107] were carefully defined within the ontological framework. These concepts are
essentially divided between Information Content Entities and their Information Bearing
Artifact/Entity counterparts, supported by risk-related concepts defined as subclasses of
Change, Stasis, Effect, and disposition. The ontology may be used to develop Complete
Assurance Case Reports using Information Parts such as Evidence Items that conform to
the standard. More complete systems engineering domain ontology development, including
the many inputs/outputs/processes from ISO/IEC/IEEE 15288 [91] will further enhance the

usefulness of the ontology.

3.5 Conclusions

We have presented concepts from the open-source Seamless Digital Engineering Ontology
[88] which includes over 500 classes and over 150 axioms based on 30 existing international
standards and INCOSE technical products, in an attempt to align with the latest knowledge of
the field. This chapter presented concepts that helped elucidate Seamless Digital Engineering,
focusing on aspects of trustworthy systems, high assurance and high integrity, and product
quality of the Digital Engineering System as an Engineered System. The Trustworthiness
Quality-in-Use Characteristic was selected for its importance in Seamless Quality-in-Use and
its relation to existing standards in the systems engineering domain that define concepts
in evaluation assurance. ‘Seamless’ has been an appealing word to use when describing
products, but it had not been given a precise meaning that would assist in MBSE-based

development of clean-slate engineered systems. By following the SQuaRE model, we prepare
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the Seamless DE grand challenge for further development using Quality Need Expressions and
Quality Requirement Expressions that shall be incorporated into the Seamless DE Reference
Architecture (Chapter 5).

Harmonization of the concepts remains a difficult area, as terms in the literature may
not be used consistently, or more importantly, do not match the base ontological definitions
provided by BFO and CCO. Salient examples include different types of models which are often
defined as “representations”, but in CCO, a Representational ICE is distinct from an Artifact
Model, which is a kind of Directive ICE. In these cases, the intent of the canonical sources
was interpreted within the CCO framework, and the natural language definition was adjusted
to fit the ontological axioms. Another challenge was disambiguation, including overloaded
terms such as Authoritative Source of Truth, which required months of deliberations by the
first author and INCOSE DEIX Ontology WG. We found that splitting concepts up according
to the BFO and CCO framework was useful in clarifying their meaning and making further
use of the concepts in relations. One such example is Traceability defined by ISO/IEC/IEEE
15288 [91] which has been provisionally disambiguated into four related concepts: Traceability
Measurement [CE, Traceability Relation, Traceability Observation Artifact Function, and Act
of Establishing Traceability. The concept of System is defined as an object aggregate, but its
subtler meanings and uses may require many revisions to incorporate it usefully in the CCO
framework and to be useful to a variety of fields. Such challenging ontology development
requires repeated discussions among subject matter experts, but the effort is worth it to
produce standardized machine- and human-readable artifacts that have been machine-verified
for logical consistency. We expect this harmonization work to continue as stakeholders in our

field recognize the importance and power of ontologies in solving DE challenges.

3.6 Summary

This chapter addressed RQ2, restated as: How do we precisely define Seamless Digital

Engineering and its related concepts?
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Seamless Digital Engineering was disambiguated into the following concepts using on-
tological engineering and freely-available glossaries of international standards and other
canonical sources (Table 3.2): ‘Seamless Digital Engineering Paradigm’ (Listing 3.1), Correct-
by-Construction (Listing 3.2), ‘Seamless Digital Engineering System’ (Listing 3.3), ‘Seamless
Quality Claim’ (Listing 3.4), ‘Seamless Integration’ (Listing 3.5), ‘Seamless Interface’ (List-
ing 3.6), ‘Seamless Interaction Capability’ (Listing 3.7), ‘Seamless Quality-in-Use’ (Listing 3.8),
and Trustworthiness (Listing 3.9). Many other ontological definitions were omitted from the
publication due to space and scope limitations, but are present in the freely-available Seamless
Digital Engineering Ontology [88] including Bootstrappability, Information Appliance, Act of
Formal Verification and Proof Certificate, and Convivial and Elegant Key Quality Attributes.

The ISO/IEC 25000-series standards on the SQuaRE product quality model [89,90,94,95]
provided the critical basis from which to complete this work, as ‘seamless’ was identified
as a Key Quality Attribute which incorporated multiple aspects of product quality. The
SQuaRE distinction of quality and quality-in-use was instrumental in clarifying ‘seamless’ in
the DE context, and the ontology class hierarchy provided the necessary logical conventions
to disambiguate the ‘seamless’ concepts. The standardized product quality characteristics in
SQuaRE provided a taxonomy of closely related but distinct concepts that together defined
the higher-level Key Quality Attributes.

The ‘seamless’ qualifier was then interpreted as an assurance claim according to ISO/
IEC/IEEE 15026 [96-98] which provided the ontological basis for defining how the Seamless
Quality Claim may be evaluated. The SQuaRE ‘Trustworthiness’ quality-in-use characteristic
is defined by relations using assurance concepts from ISO/IEC/IEEE 15026, further clarifying
the relationship of trustworthiness and seamless. Ontologically-defined concepts from ISO /IEC
15408 (“Common Criteria”) [106,107] supported the definition of Correct-by-Construction, a
concise term from the literature that accurately captures the high-integrity quality described

in the Seamless DE definition (Section 2.4).
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Table 3.2: Sources used to define ontology classes/concepts (see Bibliography).

Standard Identifier Domain Subject Area Count
ISO/IEC/IEEE 15288 Systems and software engineering  System life cycle processes 82
ISO/IEC 25000 Systems and software engineering  Guide to SQuaRE 3
ISO/IEC 25002 Systems and software engineering  SQuaRE — Quality model 14
overview and usage
ISO/IEC 25010 Systems and software engineering  SQuaRE — Product quality model 50
ISO/IEC 25019 Systems and software engineering  SQuaRE — Quality-in-use model 13
ISO/IEC/IEEE 15026  Systems and software engineering  Systems and software assurance 29
ISO/IEC/IEEE 24765 Systems and software engineering  Vocabulary 18
ISO/IEC/IEEE 24748 Systems and software engineering  Life cycle management 8
ISO/IEC/IEEE 21841 Systems and software engineering  Taxonomy of systems of systems 4
ISO/IEC/IEEE 24641 Systems and software engineering  Methods and tools for MBSSE 1
ISO/IEC/IEEE 26514  Systems and software engineering  Design and development of infor- 2
mation for users
ISO/IEC/IEEE 42010 Software, systems and enterprise Architecture description 8
ISO/IEC/IEEE 42020 Software, systems and enterprise Architecture processes 8
ISO/IEC 15408 Information security and cyberse- Evaluation criteria for I'T security 27
curity
ISO/IEC/IEEE 41062 Software engineering Software acquisition 3
ISO 56000 Innovation management Fundamentals and vocabulary 2
ISO 9000 Quality management systems Fundamentals and vocabulary 2
ISO 5127 Information and documentation Foundation and vocabulary 6
ISO/IEC 38500 Information technology Governance of IT for the organiza- 2
tion
ISO/IEC/IEEE 12207 Systems and software engineering  Software life cycle processes 1
ISO 10795 Space systems Programme management and qual- 3
ity
ISO 10303-2 Industrial automation systems Product data representation and 1
exchange
Other Canonical Source Count
INCOSE Systems Engineering Handbook v5 [74] 4
INCOSE Needs and Requirements Manual [116,117] 13
Systems Engineering Body of Knowledge (SEBoK) [118] 5
NASA Systems Engineering Handbook [119] 14
DAU Glossary [24] 7
Wikipedia 11
Academic literature 4
Dictionaries [42] 6
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Chapter 4

Digital Requirements Engineering®

We build our computer systems the way we build our cities— over time,

without a plan, on top of ruins.

Ellen Ullman [124]

This chapter addresses RQ3, which is restated as follows: How do we define requirements
in Seamless Digital Engineering?

To address this question, the chapter presents the theory, formulation, and practical
application of digital requirements engineering using the Model-Based Structured Requirement
SysML (v1) profile [125] based on INCOSE guidance [117]. This research is based on prior
work [126,127], extending it with an INCOSE-derived meta-model and aerospace domain
example. It distinguishes itself from related work in model-based requirements by its practical
use of SysML model elements to define attributes found in the latest INCOSE guidance on

requirements.

4.1 Introduction

As engineered systems grow in complexity, the demand for more cost-effective system
development programs grows in turn. A critical point of leverage in reducing system
development costs is by improving requirements engineering processes and the quality of
its outputs [119]. Digital engineering (DE) promises to improve quality and reduce costs
through increased access and connectivity of digital artifacts in a central data store called

the Authoritative Source of Truth (ASoT) [23]. model-based systems engineering (MBSE)

6The contents of this chapter are based on the paper “Digital Requirements Engineering with an INCOSE-
Derived SysML Meta-model” first published in The Proceedings of the 2024 Conference on Systems
Engineering Research [123], and submitted as an invited extended paper for the CSER 2024 special issue of
Systems Engineering journal.
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improves upon document-centric systems engineering by incorporating formal digital models
throughout systems engineering processes and products, by leveraging those digital system
models to precisely represent design values and relationships, and by computing model validity
based on modeling language and design rules. MBSE practice develops digital requirements
engineering (DRE) as a response to increasing the system architecture model connectivity
toward complete traceability of stakeholder needs and system requirements in support of DE
goals.

With MBSE being central to the INCOSE systems engineering vision dating back to
2007 [21] and DE later being added in 2014 [128], and carried forward to the 2035 Vision [129],
systems engineers should apply effort to incorporate model-based, digital methods in their
practice. The effectiveness of MBSE compared to document-centric systems engineering
continues to be studied, but results already corroborate its expected benefits [130-133],
making it the most important systems engineering practice toward achieving DE goals in the
organization. As a motivating example, the NASA-ESA Mars Sample Return campaign is “an
ambitious and complex space system engineering endeavor” [134] with multiple interfacing
space systems necessary to coordinate the safe return of Martian gas and solid core samples for
further study on Earth. The Mars Sample Return program completed its second Independent
Review Board assessment that included a probable program life cycle cost estimate of US$8-11
billion, “strong irrefutable evidence” that strong systems engineering (SE) is a crucial factor
for mission success, and recommendations to refactor the program architecture to control
costs [135]. Strong systems engineering is increasingly model-based, and while DRE is not
a substitute for good requirements engineering practice, it highlights a paradigm shift that

includes other digital engineering trends.

4.1.1 Digital Engineering

Recognition of the current and potential impact of digital models, including those used

in MBSE, has led to the development by the US Department of Defense of a strategy for
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taking greater advantage of digital models to transform the system development process.
DE is “an integrated digital approach that uses authoritative sources of system data and
models as a continuum across disciplines to support lifecycle activities from concept through
disposal” [22]. As an engineering leader, NASA has invited the future of digital workflows by
publishing a Digital Transformation strategy [136], MBSE strategy [137], and DE Acquisition
Framework Handbook [138]. DE is not a new discipline of engineering but rather an intentional
transformation of how an organization integrates and performs its engineering activities to
achieve higher quality and efficiency [23].

One of the DE goals is to provide an enduring ASoT of the system to improve communi-
cation and decision-making. The system architecture model is one component of the ASoT,
typically integrated in a centralized repository, and the system requirements may be created
in the architecture model or synchronized with the model from a requirements management
tool (RMT). DRE further integrates requirements with the ASoT, enabling formal verification
& validation (V&V) activities that may be automated to improve model confidence and ease

stakeholder reviews [139].

4.1.2 Requirements Engineering

requirements engineering (RE) is a subset of systems engineering that encompasses
requirements development and requirements management. The ISO/IEC/IEEE 29148:2018
standard defines requirements engineering as “an interdisciplinary function that mediates
between the domains of the acquirer and supplier or developer to establish and maintain
the requirements to be met by the system, software or service of interest. Requirements
engineering is concerned with discovering, eliciting, developing, analyzing, verifying (including
verification methods and strategy), validating, communicating, documenting and managing
requirements” [140]. The range of RE activities necessitates the use of metadata to organize
information about each requirement, emphasizing that the familiar “shall” statement is only

one attribute of a well-managed and model-connected requirement.
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The INCOSE Guide to Writing Requirements (GtWR) provides a current perspective of
well-formed requirements, and it defines a requirement statement as “the result of a formal
transformation of one or more sources, needs, or higher-level requirements into an agreed-to
obligation for an entity to perform some function or possess some quality within specified
constraints with acceptable risk” [117]. The GtWR emphasizes that the requirement statement
forms the basis of contractual language, and then presents a rules-based structured format
for facilitating that communication. It defines a requirement expression as the requirement
statement and its attributes. The GtWR recommends a data-centric practice using a RMT,
as opposed to spreadsheets or documents, to model and present requirement expressions
using diagrams and tables for stakeholder-tailored views.

Systems engineering handbooks provide another important reference for requirements
engineering activities, complementing the detailed guides, manuals, and standards cited
above. The INCOSE Systems Engineering Handbook - Fifth Edition provides updated
Sections 2.3.5.2 and 2.3.5.3 that incorporate the latest INCOSE guides and manuals on needs
and requirements engineering [74]. The NASA Systems Engineering Handbook [119] describes
the traditional NASA requirements definition and management processes in Sections 4.2 and
6.2, respectively, emphasizing bidirectional traceability, and including a checklist in Appendix
C and an informal set of characteristics similar to those defined in the latest INCOSE GtWR.
The INCOSE GtWR and NASA sets of characteristics are compared in Section 4.4 and found

to be complementary.

4.1.3 Systems Modeling Language

The Systems Modeling Language (SysML) by the Object Management Group (OMG) [141]
is a standard language for modeling system architectures, which provides the capability to
model the solution space as structure, behavior, and rules and requirements as digital model
elements in a directional graph constrained by SysML semantics. SysML version 1.7 is

expected to be the final version in the 1.x series as the standards development effort shifts to
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the new version 2. SysML provides rudimentary facilities for modeling system requirements,
including the primary attributes: ID, name, and text; and the relationships: derive, refine,
satisfy, verify, and trace (which is discouraged in favor of the more precise relationships).
Requirement type and rationale are not attributes provided by the SysML standard but are
customizations of the SysML profile often provided by systems architecture modeling tools.
According to the standard, SysML Requirements may be shown in a Requirements Diagram,
or placed on other SysML diagrams to highlight relationships for certain stakeholder views;
requirements tables and matrices are non-normative.

Today RE is often practiced with the help of an RMT which stores the requirements in
a database and provides structured access to them for management activities. Since this
RE practice uses digital models in a computer database, it may be considered MBSE or
DE. However, the threat remains of duplicative system model elements interfering with
traceability due to the RMT lacking the SysML meta-model used to define the system
architecture. Controlled import/export or RMT data connector synchronization cycles
alleviate this problem but may cause issues due to the non-standard interfaces between
tools [13]. Although SysML v2 has addressed this issue by standardizing the API providing
access to the system architecture model [142], due to disparate tool development lifecycles
and enterprise adoption timelines, it will be years before it sees widespread adoption inside
organizations [143]. SysML v2 improves upon vl by modeling requirements as constraints
that must be satisfied by parts of the system-of-interest, and it uses the consistent distinction
between a requirement definition and requirement usage to aid in reuse [144].

Due to the perceived inadequate facilities for modeling and managing requirements using
SysML, the GtWR cautions against its use [117]. Its apparent advantages with respect to its
graphical syntax (diagrams) and traceability support have not been enough to satisfy the
critical needs of managing and distributing possibly thousands of requirements. In addition,
due to accessibility and training challenges associated with SysML modeling tools, the GtWR

notes that stakeholders “will still prefer and demand” electronic/printed documents “for the
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foreseeable future”. However, SysML makes it possible to extend the language through Stereo-
types, thus availing the systems engineer with meta-modeling capabilities to define custom
elements and to use them to model RE concepts directly. SysML tools also provide means to
generate artifacts such as requirements documents from the architecture model, ameliorating
the need for specialized software for stakeholder review. This SysML meta-modeling capabil-
ity specifically enables the GtWR-derived Model-Based Structured Requirement (MBSR)
approach described in this chapter, while model-based artifact generation enabled benefits

and encountered challenges discussed in Section 4.4.

4.1.4 Overview

This chapter presents an extension to the MBSR approach developed by [126] and [127]
that incorporates the INCOSE GtWR ontology and the [140] standard pattern for requirement
statements (Figure 4.4) using a notional space flight system to demonstrate the use of the
SysML profile.

Contributions of the chapter are the following:

o We present a complete open-source SysML profile for digital requirements engineering

based on structured need/requirement statements.

« We demonstrate application of the profile using an example model in the aerospace

domain.

» We validate this approach to digital requirements engineering in a real-world NASA-ESA

Mars Sample Return project in Pre-Phase A [119] and discuss the benefits and challenges.

The rest of the chapter is organized as follows: Section 4.2 describes the prior MBSR
SysML language extension that connects model elements to their respective statement pattern
slots; Section 4.3 extends the prior MBSR with our INCOSE-derived SysML meta-model
and presents a representative example and summarized case study; Section 4.4 discusses
the benefits and challenges of this approach compared to unstructured document-based and

classical SysML requirements in the context of a real project in Pre-Phase A; Section 4.5
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presents a literature review and compares SysML- and other model-based requirement
techniques to INCOSE-derived MBSR; and Section 4.7 concludes with limitations and future

work, and reflects on the value in the context of DRE.

4.2 Model-Based Structured Requirement (MBSR)

A strong SE practice is a countervailing force against cost overruns and system development
project cancellations, and it is bolstered by a strong embedded RE practice from the beginning
of the project. Where there were undefined, unsupported, or undisciplined RE processes in
an organization, tailored guidance from INCOSE should fill the knowledge gap. Developing
successful complex systems requires participation from diverse sets of stakeholders and
organizations, leading to the development of Simplified Technical English [145] to reduce
language ambiguity and confusion. Unlike the situation in the late 20th century when
software development projects turned into production messes and accumulated technical
debt, practitioners today may now benefit from advancements in RE to minimize ambiguity,
reduce technical debt, formalize V&V processes, and produce consistently high-quality design
output specifications [116, 146].

This section of the chapter describes classical standard SysML requirements modeling
and performs a gap analysis (Section 4.2.1), structured requirements and its related work
(Section 4.2.2), and INCOSE GtWR-derived meta-model extensions to MBSR from [126]

(Section 4.2).

4.2.1 Classical SysML Requirements Modeling

Classical SysML represents a requirement as an “indivisible entity” [147] that enriches
and is enriched by other system architecture model elements through the use of typed
relationships. According to the SysML standard specification, “a requirement is defined as
a stereotype of Unified Modeling Language (UML) Class subject to a set of constraints”

and includes “properties to specify its unique identifier and text requirement,” noting that
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“additional properties ... can be specified by the user” [141]. The ‘name’, ‘id’, and ‘text’
properties of SysML requirements are defined as a simple string of characters, lacking any other
structure, manipulable only by standard string processing functions of popular programming
languages if available. Traceability relationships include containment, and subtypes of the
UML Dependency relationship, as follows:

Containment specifies the OQuwner of the requirement in the model containment hierarchy,
graphically represented by a circle with two perpendicular lines crossed at the Owner
end of the connector.

Derive specifies a type of Trace that relates a derived requirement to its source requirement
at the arrowhead-end of the dashed line.

Refine specifies a directed relationship used “to describe how a model element or set of
elements can be used to further refine a requirement” [141].

Satisfy specifies a type of Trace that “describes how a design or implementation model
satisfies one or more requirements” [141].

Verify specifies a type of Trace that relates a test case or other model element to a
requirement to identify a verification activity that checks that the system element meets
its traced requirements and constraints.

Copy specifies a type of Trace that creates a read-only copy of the requirement ID and
textual statement on the requirement element at the non-arrowhead end of the dashed
line.

Trace is a general-purpose relationship between a requirement and any other model element;
its use with more specific traceability relationships listed above is discouraged due to
its ambiguity [141].

Classical SysML-based requirements popularized the idea of “cohabitation” where require-

ments and system model elements exist and are linked together in the same model [148]

(Figure 4.1). Practicing DRE with this MBSE approach leads to the notion that requirements

engineers and system architects should work in integrated teams rather than organizational
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req [Package] Classical SysML Requirements [Classical SysML Requirements])

«Artifact» €
- «trace» Mission
«requirement» — — — > CONOPS
Spacecraft Purpose
Id ="L3-EX" «satisfy» «system»
Text = "While in the Sample Collection mode, the Spacecraft shall < — = - Spacecraft
collect Asteroid A Regolith with Regolith Sample Mass target
between 0.5 kg and 1 kg. < _refine»
N ~ 9
A N ~ - «statemachine»
«refine» / N g Sample Collection
/ «refine» ~
AN ~
~
/ N Ny
«external» N .
Asteroid_A_Regolith — CELIBE 2 =R
. «activity» Mission science
; SOISHREIE Collect requirements identify at
{0.5 <= Regolith Sample Mass <= 1} Asteroid A Regolith least 0.5 kg target
values sample mass.
Regolith Sample Mass : mass[kilogram]{unit = kilogram}

Figure 4.1: Classical SysML requirements modeling using standard relationships to system model
elements.

silos and separate software tools [116]. However, due to the lack of requirements management
facilities (such as software-defined workflows, audit logs, and change management boiler-
plate), managing requirements in SysML presents additional challenges already addressed by
enterprise-grade RMTs. While the GtWR notes that “SysML requirement diagrams ... are
not well-suited to representing multiple or large sets of requirements” [117], we find that the
same may also apply to requirement tables compared to RMTs (see Section 4.4.2).

In order for system architects to access the system requirements and add traceability
relationships to the model, data connectors with RMTs or import/export/sync with Excel
spreadsheets are used. Synchronization between tools mitigates the change management
issues but due to differing data schema and meta-models, important information enriching
the requirement expressions may not be available. Synchronized requirement tables will auto-
matically highlight requirements that have changed, but the implication is that organizational
silos are loosely cooperating in this manner, with the RMT owning the requirement ASoT

and the SysML tool working with copies of that data.
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digital requirements engineering (DRE) has outgrown classical SysML requirements
due to their lack of precision, leading practitioners and tool vendors to extend standard
SysML in various ways to satisfy MBSE objectives [141]. The Trace and Copy relationships
are discouraged, leading to confusion about their use, although this may be mitigated by
hiding them in the SysML tool’s user perspective. The Verify relationship perpetuates the
conflation of system V&V with requirements V&V (“verifying a requirement”), a distinction
made clear in the INCOSE GtWR. The non-normative extensions, such as the additional
requirement stereotypes and risk kinds in [141], may confuse practitioners due to the ‘one
size fits all’ approach, and interface requirements, in particular, are rejected by the GtWR.
Although SysML provides the basic utilities for complex system requirements analysis, the
implementation of such analyses can take considerable effort, favoring organizations with
mature model libraries. In summary, classical SysML requirements lack modeling precision

without significant extensions, and introduce ambiguity and confusion in modeling constructs

that contradict the latest RE guidance from INCOSE and ISO/IEC/IEEE.

4.2.2 Structured Requirement

The INCOSE GtWR and Needs and Requirements Manual (NRM) advocates for “struc-
tured, natural language” that treats the familiar ‘shall’ statement not as an “atomic entity”
but as a “grammatical structure appropriate for communicating needs and requirements” [116].
In fact, rule number one (R1) in GtWR is “Structured Statement” which contributes to
the quality characteristics: (C3) unambiguous, (C4) complete, (C5) singular, (C7) veri-
fiable, and (C9) conforming (refer to Table 4.3 and the GtWR Summary Sheet). This
INCOSE guidance builds upon a history of success using structured language for textual
requirements [147,149-152].

Requirement statements with uniform structure are shown to improve quality [151,152]
and have been adopted and recommended by [140] and [74]. Textual “shall” statements with

parts in a standard order are easier to write, parse, and verify due to the regular structure that
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guards against ambiguity and complex grammar. A structured requirement defines a pattern
of the requirement statement using placeholders to clearly identify the critical features of the
requirement. They have been called template requirements or “statement-level templates”
[117], structured requirements [151], requirement structures [150], or “boilerplates” [153], but
the GtWR uses the term ‘requirement pattern’ to avoid confusion with other common uses
of the word ‘template’. A requirement pattern is “represented by a series of building blocks
(also called pattern slots) including all the elements envisioned to represent a well-formed,
singular, and complete requirement” [117]. We present the following review of structured

requirements using recommended patterns from [151] and [140].

Plain-language Requirement Pattern:

The [Who] shall [What] [How Well] under [Condition)].

[Who] Singular subject of the requirement referring to an entity or agent that provides a
capability or performs a function.

[What] Singular action-verb performed by the [Who], referring to required functionality or
quality characteristic.

[How Well] Comparison factor(s) specified by constraints on the [What] which places
feasible limits on the required functionality or quality characteristic, and which are
used to verify the [What].

[Condition] “[M]easurable qualitative or quantitative terms specified by characteristics such
as an operational scenario, environmental condition, or a cause that is stipulated for a

requirement” [127].

Plain-language Structured Requirement Example:
The [Spacecraft] shall [collect Asteroid__A_ Regolith] [with
Regolith__Sample_ Mass target between 0.5 kg and 1 kg] under

[Sample__Collection mode].
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The plain-language requirement pattern is flexible for use with functional requirements
and quality requirements, and the pattern slot names may suit stakeholders who are not as
comfortable with SE jargon. Standardizing with this requirement pattern across requirement
sets in a project will significantly reduce the ambiguity compared to unstructured requirements.
The ISO 29148 [140] standard pattern provides different names for the pattern slots and adds
one for [Object] but is otherwise similar to the plain-language requirement pattern. The

standard presents two patterns with an implied “shall” after the [Subject]:

ISO/IEC/IEEE 29148:2018 Requirement Pattern:
[Subject] shall [Action] [Constraint of Action].
OR

[Condition], [Subject]| shall [Action] [Object] [Constraint of Action].

[Condition] “[M]easurable qualitative or quantitative attributes that are stipulated for a
requirement, ..and provide attributes that permit a requirement to be formulated and
stated in a manner that can be validated and verified” [140].

[Subject] Singular system element in the same system hierarchy level as the requirement
that provides a capability or performs a function.

[Action] Singular action-verb performed by the [Subject], referring to required functionality
or quality characteristic.

[Object] The entity being acted upon by the [Subject]; an element of the system or system
environment.

[Constraint of Action] The “measurable outcome” [117] that “restrict[s] the design solution
or implementation of the systems engineering process” [140] by applying feasible
limits on the [Action] performed by the [Subject] on the [Object] under the stated

[Condition].

I1SO-standard Structured Requirement Fxample:
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[While in the Sample__Collection mode], the [Spacecraft] shall [collect]
[Asteroid__A_ Regolith] [with Regolith_ Sample_Mass target between 0.5 kg and

1 kg].

Many patterns are possible depending on the domain and should be prescribed by the
practicing organization (see Appendix C of GtWR, for more examples). Here the Subject
refers to the part of the system corresponding to the same level as the requirement. The ‘shall’
keyword has been inserted above to clarify the pattern and to emphasize that “requirements
are mandatory binding provisions and use ‘shall”’ [140]. The Action signifies that the Subject
does something — ‘shall not’ is forbidden (R16 in GtWR) — and that the statement is written
in the active voice (R2 in GtWR), avoiding superfluous and possibly confusing verbiage such
as “be capable of” (R10 in GtWR). This pattern makes clear that every requirement must
have a verifiable Constraint. Although every requirement has an associated condition of
when it is active, the first pattern may be used in the high-level functional requirements
when the Condition is “ubiquitous” [117]. The latter pattern may be used as a default value
for a redefined ‘Text’ SysML Property. model-based systems engineering (MBSE) practice
encourages the use of these pattern slots to reference system model elements, not just defined
terms in a project glossary, while RE practice as discussed in the GtWR emphasizes the
important role of textual requirement statements, especially in the presence of system model

views used to enhance stakeholder understanding.

4.2.3 Plain-Language MBSR

Model-Based Structured Requirement (MBSR) is an adaptation of structured requirements
to the MBSE paradigm developed by [126] and [127], building on the pattern concept by
making the pattern slots into SysML Properties of a Structured Requirement-stereotyped
element (Figure 4.2). Thus, corresponding model elements and even diagrams may slot-in as
model-based supplements to the textual “shall” statement in alignment with the Information-

based Needs and Requirements Definition and Management meta-model adopted by the
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GtWR [116, 154] (Figure 4.3). This meta-modeling method is well-supported by SysML
profiles and the [141] specification which describes how SysML requirements can be extended
to define requirement types and Property-Based Requirements (Section 4.5.2). MBSR goes
“beyond treating a requirement expression as an indivisible entity and allows the terms inside
the requirement statement to be referenced” [147] as commonly done in SysML modeling
tools.

Earlier meta-models of MBSR [127] limited the attribute types to corresponding SysML
types such as Block for the Subject pattern slot, but this approach was later found to be
too restrictive and the standard SysML meta-model decision to use NamedElement was
adopted [126]. The MBSR meta-model works by using Generalization relationships with
the existing SysML Requirement, taking advantage of the standard syntax and semantics
of SysML Requirements while separating concerns of the Structured Requirement pattern
slots, and an organization’s conventional requirement attributes. Organization attributes
are customizable and might include a secondary system V&V method, unique identifier of
the associated Work Breakdown Structure unit, or a ‘short text” which provides an informal
requirement statement in layman’s terms. Other organization attributes may be required for

compliance, for syncing with the RMT in use, and for ontological coherence with the ASoT.

4.3 INCOSE-Derived MBSR for Digital Requirements

Engineering
The MBSR extensions presented in this chapter (abridged in Figure 4.2) explore the
utility of adding the 49 Attributes, 42 Rules, and 15 Characteristics described in the INCOSE
GtWR with appropriate SysML standard and custom types defined. Extending the prior
MBSR profile (Section 4.2) in this way provided readily-usable SysML classifiers compatible
with the INCOSE GtWR ontology, and embedded specific guidance into the SysML modeling

environment to aid requirements development and requirements V&V.
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«stereotype» R «Pattern Slot»+SN5-Object : NamedElement [0..*] Need Set
Requirement < «Pattern Slot»+SN6-Measurable Outcome : NamedElement [0..%] H [Class]
[Class] ]
Requirement statement patterns according to ISO/IEC/IEEE 29148:2018:
[Subject] shall [Action] [Constraint of Action].
-OR-
[Condition], [Subject] shall [Action] [Object] [Constraint of Action].
-~
«stereotype» EL > - «stereotype»
Structured Requirement «stereotypen Organization Requirement Attributes
[Class] INCOSE [Class]
attributes Attributes of attributes
+SR1-Condition : NamedElement [0..] Requirements +Compliance Status : Compliance Status List
+SR2-Subject : NamedElement [1] and +Qualitative Assessment : String
+SR3-Action : NamedElement [1] Reql;m:ment +Tester : Project Actor
+SR4-Object : NamedElement [0..*] ets +A08.5-System V&V Secondary Method : Verification Method [0..1]
+SR5-Constraint of Action : NamedElement [1..%] [Class] +WBS UID : String
N +Verification Scenario : TestCase
+Short Text : String [0..1]
lﬁ \
\
«stereotype» [’ «stereotype» [’
Requirement Expression 4 Requirement Set Additional requirement attributes used by
[Class] [Class] the organization.
Note: italicized title indicates "Is Abstract” is
Primary requirement classifier with all attributes combined setto trqe, ar_1d a new element cannot be
made with this stereotype.

Figure 4.2: SysML Stereotype definitions for Requirement Expression and Requirement Set. Refer
to Figure 4.5 for further detail on the INCOSE GtWR Attributes.
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Figure 4.3: Relation Map of example MBSR and related system architecture SysML elements.

4.3.1 Meta-Model of Rules, Attributes, Characteristics

Figure 4.4 presents a SysML meta-model derived from the Entity-Relationship Diagram in
Figure 4 of GtWR [117] that clearly relates these DRE terms to each other while respecting
their given definitions. The “Requirement Statement” term is replaced with the MBSR
“Structured Requirement” and additionally relates Patterns and Pattern Slots; and the
“Requirement Expression” is emphasized as the primary classifier for use so as not to confuse
it with the standard SysML Requirement (Section 4.2.1) in the tool’s user interface. A
“Requirement Set” contains Requirement Expressions and potentially Requirement Sets, and
is a subclass of Requirement Expression rather than a SysML Package to maintain uniform
application of the GtWR ontology in the SysML profile. UML-based multiplicity and roles
were used on directed associations in Figure 4.4 to reflect the cross-reference matrices in the
GtWR.

A Requirement Set (historically called requirement modules or composite requirements)
is defined to distinguish from an individual Requirement Expression as in the GtWR, and
provides additional querying, filtering, and meta-modeling capabilities for isolating Sets.

Likewise, Needs and Need Sets are defined and inherit some of the same Attributes, with a
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profile [Profile] Model-Based Structured Requirements Profile[Meta-model of Requirements Terms])
pattern slot .
A Structured Requirement models a
Pattorn 1 composed of 3”8Pattern Slot Requirement Statement conforming A Requirement Expression is the primary
) to a particular Pattern, composed of classifier for use and includes the
pattern '\ 1 3.8 /" elementatiribute |ordered Pattern Slots that are each Structured Requirement and Attributes.
_|assigned to SysML NamedElement(s).
conform to assign valueto . — -
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statement / 1..*  1.*\requirement . . structured set / 1..* 1.\ subject
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Figure 4.4: SysML meta-model of INCOSE-derived MBSR classifiers derived from Figure 4 of [117].

different icon to visually distinguish them from requirements, potentially addressing a major
concern with standard SysML voiced in the GtWR.

Attributes help establish Characteristics, of which there are exactly 9 for Needs and
Requirements, and 6 for Need Sets and Requirement Sets (see Table 4.3 in Section 4.4.3 for
details). The Attributes are grouped according to their purpose and numbered to maintain
order and to aid in searching; some Attributes are marked with an ending asterisk (*) to
indicate membership in the minimum set of Attributes according to the GtWR. Notably,
some Attributes are already defined elsewhere, such as A15 (Unique Identifier) and A16
(Unique Name), and are modeled using «Customization» derived properties that query the
standard SysML properties for completeness of the INCOSE-derived MBSR profile.

Value Types such as Enumerations (e.g., Verification Method) and organization-related
Stereotypes (e.g., Project Actor, Business Unit) with the Class meta-class were created and
selected based on the Attribute definitions and guidance in the NRM. These Value Types and
set of minimum viable Attributes should be harmonized with the organization’s conventions,
e.g., requirement types, statuses, and risks (Figure 4.5). The Organization Requirement

Attributes shown in Figure 4.5 are representative, and their modification and use depends
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on the organization’s context and conventions. This list of attributes should conform to
the Organizational Requirement Definition Requirements, as represented in [117] Figure 7.
The presence of such attributes here highlights the flexibility of the MSBR technique while
addressing potential concerns that some attributes common in the organization, such as a

secondary system V&V method, are missing from the GtWR attributes.

4.3.2 Requirements V&YV using the Profile

We emphasize the distinction between requirements V&V and system V&V, and until
the release of the INCOSE Requirements Working Group technical products [116,117], the
common systems engineering parlance has been that “requirements verification” refers to
system verification against the requirements. Requirements V&V refers to the verification
and validation of the requirement expressions themselves, and here we present requirements
V&V using the SysML modeling tool and INCOSE-derived MBSR, SysML profile.
A metric suite is provided in the MBSR Profile to demonstrate how SysML-validation-
based metric definitions and custom scripting can be used to compute completeness metrics
on an MBSR set [125,127]. The metric suite works by referencing SysML validation rules
that check if each MBSR Pattern Slot is filled. The metric table using it shows how many
MBSRs are in a given Package at a certain date and time, how many set a value for each
Pattern Slot, and what percentage of the MBSRs complete the requirement Pattern. The
intended usage is as follows:
1. Create a new metric table under a suitably named Package.
2. Set the “Metric Suite” under “Criteria” to “MBSR Completeness” from the MBSR
Profile.

3. Click “Calculate Metrics” and select “Add New Metric with Different Parameters”.

4. Ensure that “Scope” and “Type” columns are shown by selecting them from the
“Columns” dropdown menu.

5. Set the Scope value of the new metric instance to the Package containing MBSRs.
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bdd [Profile] Model-Based Structured Requirements Profile [INCOSE GtWR Attributes of Well-Formed Needs and Requirements] )

«stereotype» «stereotype»
INCOSE Attributes of Needs and Need Sets INCOSE Attributes of Requirements and Requirement Sets
[Class] [Class]
|
- _ -

Attributes numbered and derived from source:

«stereotype» INCOSE Needs and Requirements Manual (NRM),
—>  Attributes to Help Define Needs & Requirements and Their Intent  <— INCOSE-TP-2021-002-01, Vers/Rev: 1.1, May 2022
[Class]
_ " _ attributes «stereotype»
e SO S | Attributes to Show Applicability and Allow Reuse
+A04-States and Modes : StateMachine [*] [Class]
attributes

+A41-Applicability : NamedElement [*]
+A42-Region : String [*]

LR +A43-Country : String [*]
Attributes Associated with System Verification & System Validation  <}— +A44-State/Province : String [*]
[Class] +A45-Market Segment : String [*]

+A46-Business Unit : Business Unit [*]

attributes
+A06-System V&V Success Criteria* : String [1..*]
+A07-System V&V Strategy* : String [1]

+A08-System V&V Primary Method* : Verification Method [1] «stereotype»

+A09-System V&V Responsible Organization* : Project Organization [1] > Attributes to Aid in Product Line Management

+A10-System V&V Level : System Level [0..1] [Class]

+ﬁ1;—§ysttem ://i\\// PRhas?t : L;\f‘ecycléeEFl’haset[([).]J] -

TSRS esults : NamedElement [* +A47-Product Line : NamedElement [*

+A14-System V&V Status : V&V Status [0..1] +A48-Product Line Common Needs a[n]d Requirements : Boolean [0..1]
+A49-Product Line Variant Needs and Requirements : AbstractRequirement [*]

«stereotype»
— Attributes to Help Manage the Needs and Requirements <+— Attribute names ending with an asterisk () are
[Class] minimum required to express a Need or Requirement.
attributes INCOSE GtWR

+A17-Originator/Author* : Project Actor [1.."] @ — - Attribute multiplicity is defined as minimum 1 when the | |Attributes that are
+A18-Date Requirement Entered : date [0..1] attribute is required, causing the automatic UML equivalent to
+A19-Owner* : Project Actor [1] completeness validation suite to trigger a warning if the| | €Xisting attributes
+A20-Stakeholders : Stakeholder [*] attribute is missing a value. are represented
+A21-Change Control Board : Project Organization [0..1] using derived
+A22-Change Proposed : Boolean [0..1] Minimum required Attributes are used when computing properties.
+A23-Version Number : Version [0..1] the 'Incomplete’ requirement table legend item. T
+A24-Approval Date : date [*] I
+A25-Date of Last Change : date [0..1] EvEEEE
+A26-Stability/Volatility : Stability [0..1] - «Cusf omlz? ion» ) %
+A27-Responsible Person : Project Actor [0..1] INCOSE Req Attributes C
+A28-Need or Requirement Verification Status* : V&V Status [1] = Not Started «Customization»
+A29-Need or Requirement Validation Status* : V&V Status [1] = Not Started customizationTarget = [RIRequirement Expression
+A30-Status of the Need or Requirement : Maturity [1] = Draft
+A31-Status of Implementation : Implementation Status [0..1] X ) attributes
+A34-Priority* : Priority [1] = Unknown +Derived Attributes

+/A02-Trace to Parent* : NamedElement [1..*]
+/A05-Allocation/Budgeting* : NamedElement [0..*]
+/A12-Condition of Use : NamedElement [0..*]

+A35-Critical or Essential* : Boolean [1] = false
+A36-Risk of Implementation* : Integer [1]

+A37-Risk Mitigation : Boolean [1] = false +/A15-Uni Eork - Qtri
19¢ A -Unique Identifier* : String [0..1]
+A38-Key / Driving : Key / Driving [0..1] +/A16-Unique Name : String [0..1]
+A39-Additional Comments : String [*] +/A32-Trace to Interface Definition : NamedElement [0..*]
+A40-Type* : Requirement Type [1] +/A33-Trace to Dependent Peer Requirements* : NamedElement [0..*]{readOnly}

Figure 4.5: Model-based INCOSE GtWR Attributes of Well-Formed Needs and Requirements.
Refer to Figure 4.2 for further relationship definitions.
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6. Set the Type value to the “Structured Requirement” from the MBSR Profile.

7. Click “Calculate Metrics” and select “Recalculate”.

8. Export the metric table to CSV or XLSX for downstream workflows, or

9. Query the metric table elements from report templates to generate custom reports.

The MBSR Completeness metric suite may be used in concert with traceability metric
suites to create requirement metrics dashboards. Computing metrics in this way can be more
effective than checking every requirement in a matrix, and it provides timestamped data that
may be used for burndown charts or compliance audits. See Section 6.3 for a discussion of
future work on MBSR metrics.

When a Requirement Expression or Requirement Set is verified and validated, a SysML
«satisfy» relationship is added from each requirement to the respective Characteristic, provid-
ing model data and metrics of their well-formedness. Like Attributes, Rules help establish
Characteristics of a well-formed Requirement Expression or Requirement Set, and during
requirements V&V activities, a «satisfy» or new «Violate» relationship is likewise created for
metrics and feedback (Figure 4.6). The Rules and Characteristics linked to each requirement
may be shown in requirement tables, metric and generic tables, and rendered in custom

reports.
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Figure 4.6: A Requirements Satisfaction Matrix of INCOSE GtWR Rules (abbreviated), with
Violate relationships shown in red.
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4.3.3 Application and Case Study

Having presented the INCOSE-derived MBSR profile above (Section 4.3), we now show
how the SysML profile and technique are applied using an example in the space domain.
The Mars Sample Return project case study is also discussed briefly to explain how the
INCOSE-derived MBSR profile was used in a real-world project, starting with unverified
draft requirements. Whether the requirements engineer is converting requirement statements
to MBSRs or they are developing new requirements in tandem with the system architecture
modeling activities, the process is much the same.

In Figure 4.7, we show how a singular INCOSE-derived MBSR may be rendered in a
SysML requirements diagram. By showing and hiding compartments and attributes of interest,
a custom view is rendered to meet stakeholder concerns. At a glance, a particular requirement
expression is shown to be validated according to individual characteristics (Figure 4.4), and
remaining rules in violation may be shown to draw attention while reviewing the requirement
statement. The classical SysML requirement attributes of Id and Text are shown first,
followed by categorized attributes numbered accordingly. Lastly, the base MBSR pattern
slots are rendered with their associated values’ icons to emphasize the model-based nature
of the view. Figure 4.8 shows much of the same information as Figure 4.7 but using the
standard XML-based data interchange format in support of the tool diversity present in
digital engineering environments.

While Figure 4.7 is shown here more for demonstration purposes, the requirement table
is a more common view due to its compactness and ability to sort columns. Figure 4.9 shows
how INCOSE-derived MBSRs may be viewed as a nested tree in a requirements table, with
an icon accompanying each model element to again emphasize its model-based nature. Here
we also show the numbered characteristics validated, and the numbered rules violated to
assist in requirements V&V activities. All structured requirement pattern slots are shown,
with some being filled in with “TBD” elements to clearly identify parts of the architecture

yet to be modeled and which may be easily searched and enumerated in a separate “TB(X)”
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req [Requirement Set] Spacecraft [ Spacecraft Purpose ] )

«Requirement Expression» [Rl
«comment» Spacecraft Purpose
During requirements validation with project stakeholders, the —Requirements Validation =
Requirements Characteristics Validation matrix is used to [cINecessa
create Validate relations to INCOSE GtWR Characteristics of i b
Well-Formed Requirements. [clAppropriate
[cISingular
[cICorrect
[clConforming
[clUnambiguous
«comment» [clComplete
During requirements verification with requirements [clVerifiable/Validatable
engineers and other stakeholders, the Requirements | — — T |Rules Violated =
Rules Satisfaction matrix is used to create Violate or [ Explicit Conditions

Satisfy relations to INCOSE GtRW Rules for

Requirement Statements. [V Supporting Diagram, Model or ICD

[VIRelated Needs and Requirements
«AbstractRequirement»

B_ __|d="L3-EX.1"
«comment» Text = "While in the Sample Collection mode, the Spacecraft
Standard SysML Requirement attributes are used for ID shall collect Asteroid A Regolith with Regolith Sample Mass
and Text ("Shall Statement"). target between 0.5 kg and 1 kg."
«Attributes Associated with System Verification & System Validation»
Note: Redefining the Text attribute to set a Default Value A06-System V&V Success Criteria* = "Collects between 0.5 and
interferes with the "Underline Patterns in Requirement 1 kg of test sample material, and stows it."

Text" setting that automatically indicates quantities. A07-System V&V Strategy* = "Combination of subsystem tests

and system-level simulation"

A08-System V&V Primary Method* = Test

A09-System V&V Responsible Organization* = @Example Org
A10-System V&V Level = L3-System

«Attributes to Help Define Needs & Requirements and Their Intent»
AO01-Rationale Statement* = "Meet the primary mission need"

A03-Trace to Source* = -3
_____ «Attributes to Help Manage the Needs and Requirements»

A17-Originator/Author* = &Mx. Example Engineer
A19-Owner* = § TBD Actor

A28-Need or Requirement Verification Status* = Complete
A29-Need or Requirement Validation Status* = In Work
A30-Status of the Need or Requirement = Draft
A34-Priority* = High

A35-Critical or Essential* = true

A36-Risk of Implementation* = 5

A38-Key / Driving = K+D

A40-Type* = Functional

«Organization Requirement Attributes»

A08.5-System V&V Secondary Method = Analysis

«Structured Requirement»

— —SR1-Condition = 5?Sample Collection

Requirement statement pattern slots are numbered and SRZ‘SU&?JeCt_= QSpacecraft . :
set multiplicity to trigger automatic validation suites. SR3-Action = € 5Collect Asteroid A Regolith

SR4-Object = E]Asteroid A Regolith
SR5-Constraint of Action = 2Regolith Sample Mass Target

«comment»

INCOSE NRM Attributes of Well-Formed
Requirements are organized by function.

«comment»

Figure 4.7: Single example MBSR with INCOSE GtWR Attributes, Characteristics, and Rules.
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<Model_Based_Structured_Requirements_Profile:Requirement_Expression
xmi:id="'_2022x_2_46d01c0_1707158979643_806727_21479_"
base_Class='_2022x_2_46d01c0_1707158979643_806727_21479'
Id='L3-EX.1'
Text='While in the Sample Collection mode, the Spacecraft
shall collect Asteroid A Regolith with Regolith Sample Mass
target between 0.5 kg and 1 kg.'
SR1_Condition='_2022x_2_46d01c0_1707158979575_932108_21295"
SR2_Subject='_2022x_2_46d01c0_1707158979604_996809_21373"'
SR3_Action='_2022x_2_46d01c0_1707158979574_907885_21293"
SR4_0bject='_2022x_2_46d01c0_17071568979726_396359_21900"
SR5_Constraint_of_Action='_2022x_2_46d01c0_1707158979579_344791_21322"
AO1_Rationale_Statement_='Meet the primary mission need'
A08_System_V_V_Primary_Method_='Test'
A10_System_V_V_Level='L3-System'
A28 _Need_or_Requirement_Verification_Status_='Complete'
A30_Status_of_the_Need_or_Requirement='Draft'
A34 Priority_='High'
A38_Key___Driving='K+D'
A40_Type_='Functional' />

Figure 4.8: UML 2.5 XMI definition of the example MBSR shown in Fig. 4.7 (newlines added &
attributes reordered for readability).

table. Attribute “A02-Trace to Parent” is also shown to emphasize traceability of top-level
requirements to need expressions in the model. Lastly, a model-based legend is used to clearly
identify orphan requirements (red), withdrawn (but not deleted) requirements (gray), and
incomplete requirements (yellow). Complete requirements according to their pattern slots
are shown in the table with a clear or white background. Such a legend is easily modified
using structured expressions and scripts, and, for example, may only show requirements as
complete when their minimum attribute set has been filled.

The INCOSE-derived MBSR SysML profile [125] was used to develop over 300 requirements
and 50 requirement sets at NASA Jet Propulsion Laboratory (JPL) for the Mars Returned
Sample Handling project in Pre-Phase A [155,156]. Drafts of requirements were received
from the subsystem engineering leads in a spreadsheet, and imported into No Magic Cameo
Systems Modeler 2022x [157] using the requirements table diagram and the Excel import
feature. The given information, such as rationale, verification method, verification approach,

and additional comments were first inserted into their respective GtWR-derived Attributes,

78



A02- Trace to SRS~ Constraint

# ald Name Text P A40- Type* SR1- Condition SR2- Subject SR3- Action SR4- Object o
o The Spacecraft shall satisfy the N1.4 Spacecraft 2 cC 4-StdDev
1 12-cC B @ gontaTmatlon Spacecraft Cleanliness Requirements. [W Contamination Science ] spacecraft © Cleanliness
ontro Control Requirements
While the Spacecraft in Cleanroom, the N1.4 =5 Spacecraft in Sample =] spacecraft CC Sampling
Cleanroom CC Technician shall Sample Spacecraft [ Contamination . ©" Cleanroom CcC Spacecraft E2 Daily
2 l2-cca &= sampling Surface Cleanliness according to the Control Compliance & Technician = Surface Schedule
CC Sampling Daily Schedule. Cleanliness
The Spacecraft shall return Asteroid A N1 Mission Collect = Asteroid A @ Mission
Regolith within the Mission Duration. m Need Asteroid A Regolith Duration
3 L3-EX E [& Spacecraft Operational 5] Spacecraft |72 Regolith
(context
Spacecraft)
4 Orphan [This requirement has no value for
= Requirement A02-Trace to Parent.]
. [This requirement has the value of
5 ‘.;V'thqrawn A30-Status of the Need or
equirement Requirement set to Withdrawn.]
While in the Sample Collection mode, N1.1 Sample =5 Sample Collect = Asteroid A Regolith
p the Spacecraft shall collect Asteroid A B Collection &7 Collection Asteroid A Regolith Eg sample Mass
6 L3-EX.1 Spacecraft Regolith with Regolith Sample Mass Functional 5] Spacecraft |2 Regolith Target
Purpose target between 0.5 kg and 1 kg. (context
Spacecraft)
While in the Target Imaging Range, the N1.2 Target Target Imaging EE Asteroid A High Dynamic
Spacecraft shall Capture Images of the Imaging & Range Sample Capture = Range
7 |a ] maging ; Bl
7 L3-EX.2 (&l Imaging Asteroid A while preserving the High Functional Capture 2 Images
i Subsystem
Dynamic Range.
When the Sample Collection Activity N1.3 Return Collect =] TBD Object =@ Return Travel
completes, the Spacecraft shall return Safely Asteroid A Duration
8 L3-EX.3 = Return to to the Earth Landing Site within 3 years. Performance |2 Regolith 5] Spacecraft |2 TBD Activity
Earth (context
Spacecraft)
it j hall [Acti = - j
o L3-EX5 New [Condition], [Subject] shall [Action] TBD State D Spacecraft | &2 TBD Activity ] TBD Object @ TBD

Requirement  [Object] [Constraint of Action]. Constraint

Figure 4.9: INCOSE-derived MBSRs in a requirement table with model-based legend highlighting.

and continued to be revised during requirements development. Matrix diagrams were created,
as in Figure 4.6, to aid in the revision of the requirement statements, providing visual feedback
as a kind of checklist, and data for metrics used to triage requirements for later revision.
All Rules, Attributes, and Characteristics contained the corresponding documentation from
GtWR to further assist the usage of the Profile with tooltips. To model Defined Terms as
described in GtWR, Cameo Systems Modeler Glossary Tables were filled with Terms and
synonyms—often acronyms—active hyperlinks to the definition source, and SysML Allocate
relationships to system model elements and diagrams, providing automatic underlining of
Defined Terms used consistently throughout requirements statements. In addition, other
meta-model elements were added to the Profile to capture the broader range of related
information: Goal, Assumption, Project Actor / Role / Organization, Requirement Types

relevant to NASA /JPL.
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4.4 Discussion

INCOSE-derived MBSR is a SysML language extension which is leveraged during typical
requirements engineering activities, and which is compatible with existing RMT integration.
However, compared to an RMT, which supports additional requirement attributes, MBSR
validates not only standard data types such as dates and numbers, but also any custom
elements created in an architecture model and its accompanying profile. Compared to RMTs,
which would require similar customization to include the GtWR rules and characteristics, the
MBSR-enabled SysML model makes requirements V&V data directly accessible, supporting a
digital engineering approach of data-driven decision-making in a variety of stakeholder views.

The immediate advantage of this MBSR approach was the ability to keep architecture
modeling activities confined to a single tool, and without the loss of expressiveness that would
normally result from using classical SysML Requirements. Report templates were created
using the full MBSR expression, and according to stakeholder expectations for engineering
reviews. The system architecture model and cohabitated requirements were exported to
targeted stakeholder views, including custom PowerPoint templates for an architecture
overview and a Requirement Set formal review, an internal website (Web Report), and Excel
spreadsheets (adding relevant table columns as needed). While this targeted approach of
INCOSE-derived MBSR usage received overwhelmingly positive feedback from the team, it
came with its own challenges that became evident as limitations of the tool were encountered

(Section 4.4.2).

4.4.1 Observed Benefits

Observed benefits compared to unstructured document-based and classical SysML require-
ments during the NASA / ESA / JPL joint Mars Sample Return project included: improved
requirement statement quality due to the use of a common requirement Pattern, Rules, and
accompanying Attributes; increased accuracy and assurance of model views using generated

custom reports; access to system model elements for increased traceability and specificity;

80



and model-assisted traceability views of Key Driving Requirements across multiple levels of
the system hierarchy. Table 4.1 provides a more complete list with perceived impact on the

project during Pre-Phase A.

4.4.2 Observed Challenges

Applying INCOSE-derived MBSR to a real project met with real challenges (Table 4.2),
primarily that the SysML tool in use was slow to generate reports, render views of model
data and adorning legend items, and save model updates, causing significantly delayed cycle
times during MBSR meta-modeling and modeling of the system. Other challenges of this
approach relate to the SysML tool’s lack of RMT facilities that would automate some model
updates and provide high assurance of their correctness. In this case, only one engineer
was developing the requirements at the time, and formal change management had not been
activated during this technology development phase. A more detailed list of the observed

challenges and perceived impacts on the project are sorted in Table 4.2.

4.4.3 Applicability to Standard Guidance

This INCOSE-derived MBSR Profile supports the requirements engineering practices
according to the NASA SE Handbook guidelines and Appendix C checklist [119]. Although
the NASA SE Handbook does not present clearly defined characteristics, the glossary entry
and Appendix C checklist contain language that may be mapped to all of the INCOSE GtWR
Characteristics (refer to Table 4.3): (C1) ‘necessary ..to meet mission and system goals and
objectives’; (C2) ‘compliance’; (C3) ‘unambiguous in meaning’ and ‘complies with the project’s
template and style rules’; (C4) ‘completeness’; (C5) ‘not redundant’; (C6) ‘feasible to obtain’;
(C7) ‘verifiability /testability’; (C8) ‘correct’; (C9) ‘clear’ and ‘clarity’; (C10) ‘completeness’;
(C11) ‘consistency’ and ‘not in conflict with one another’; (C12) ‘technically feasible’; (C13)
‘clarity’ and ‘adequately related with respect to terms used’; (C14) ‘can be validated’; and
(C15) ‘correctness’ and ‘completeness’. By contrast, the [140] standard provides definitions

for 14 out of the 15 Characteristics and clearly categorizes them for individual requirements
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Table 4.1: Benefits and perceived impacts of using INCOSE-derived MBSR for DRE. Scale: @ High,
© Medium, @ Low.

Observed Benefit Impact
Access to the full system architecture model supports creation of the ASoT with rich e
traceability

Combined use of a singular tool is cost-effective e
Consistent use of requirement statement patterns aids V&V of system elements °
Glossary terms are underlined throughout the model, with multiple definitions visible e
in the tooltip

Requirements are exportable in custom Word / Excel / PowerPoint model-based e
reports

SysML meta-modeling capabilities support extensive customization e
Full ISO 80000 units of measure and MARTE real-time SysML profiles are available °
to extend and use

TBX summary table is easily made with scope, and TB[CDRN] regular expression as e
a filter on all fields

Custom-query Relation Map diagrams expose MBSR relationships tailored to stake- ©
holder concerns

Requirement IDs are customizable, with predictable increments, and may be typed-in ©
directly in diagrams

Collaboration plugin supports simultaneous team use with change control and precise ©
feedback capability

Any Attribute is displayable and sortable in a table ©
Matrices with embedded tooltip documentation and double-click entries supports ©
efficient workflows

Custom legend items adorn tables and diagrams using custom scripts or Structured ©
Expressions

Requirement tables may be imported/synchronized with Excel spreadsheets or use ©
data connectors

MBSR Attributes are quickly searchable/filterable by number, e.g. “A28” or “SR” ©
Only used Attributes appear on symbols by default ©
Derived Properties defined by custom scripts or Structured Expressions enhance ©
model-based definition

UML 2.5 XMI exports are complete with model element reference identifiers ®
Copy /paste of values into multiple table cells simultaneously works in the simple case e
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Table 4.2: Challenges and perceived impacts of using INCOSE-derived MBSR for DRE. Scale:
e High, © Medium, & Low.

Observed Challenge Impact
Careless mistakes made in the Shared Profile may destroy system model information e
Custom report templates are time-consuming and error-prone to create ()
Reports are slow to generate, increasing cycle times )
Writing custom scripts is challenging due to often inadequate documentation e
Requirements management Attributes such as ‘Date of Last Change’ and ‘Version ©
Number’ require manual entry workflows

Newly filled Attributes will appear in all affected diagrams, mangling diagrams unless ©
compartments are manually suppressed

Glossary terms sometimes do not underline, are never underlined in the Web Report, ©
or the tooltip does not reliably appear

Redefining « AbstractRequirement» Text attribute breaks automatic underlining of ©
quantity relations

Table adorning / loading can be slow ©
Legends cannot adorn table cells, only table rows ©
ReqlF exports require manual attribute mapping, and do not include referenced ©
system model elements

Requirement IDs are tedious to set/increase/decrease with Element Numbering dialogs ©
Attributes with multiplicity >1 fails to copy/paste; paste chooses the first element ©
with that name, not the same exact element copied

Element naming conflicts interfere with the use of copy/paste in tables ©
Requirement IDs may conflict and can lose their order e
Attributes appear under multiple groups in table column selection dialog ®
SysML Properties may only have one (1) Owner, preventing reuse in organization- o
defined Attribute Sets

Table scrolling performs sequential loading, temporarily revealing blank rows in large ®
requirement tables

Glossary term allocations to model elements may be duplicative of MBSR attribute ®

values
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Table 4.3: INCOSE Characteristics of well-formed sets and individual needs and requirements [117]
with mapping to NASA and ISO guidance [119, 140].

ID Name Applicability Derivation NASA? 1ISO?
Cl1  Necessary Needs & Requirements Formal Transformation 4 4
C2  Appropriate Needs & Requirements Formal Transformation v 4
C3  Unambiguous Needs & Requirements Agreed-to Obligation v 4
C4  Complete Needs & Requirements Agreed-to Obligation v 4
C5  Singular Needs & Requirements Formal Transformation 4 v
C6  Feasible Needs & Requirements Agreed-to Obligation v 4
C7  Verifiable Needs & Requirements Agreed-to Obligation v 4
C8  Correct Needs & Requirements Formal Transformation 4 4
C9  Conforming Needs & Requirements Formal Transformation v 4
C10 Complete Need Sets & Requirement Sets Formal Transformation v 4
C11 Consistent Need Sets & Requirement Sets Formal Transformation v 4
C12 Feasible Need Sets & Requirement Sets ~ Agreed-to Obligation v 4
C13 Comprehensible Need Sets & Requirement Sets Agreed-to Obligation v 4
C14 Able to be validated Need Sets & Requirement Sets ~ Agreed-to Obligation v 4
C15 Correct Need Sets & Requirement Sets Formal Transformation 4

and for requirement sets. MBSR supports the bidirectional traceability and the creation
of NASA-requested artifacts such as the Requirements Allocation Sheet, TBX report, and
Requirements Verification and Validation Matrices. Further discussion of the relationships
among the NASA SE Handbook, the ISO 29148:2018 standard, and the INCOSE GtWR
may be found in the ontology section of the NRM. While the NASA SE Handbook and
INCOSE GtWR (and related guides and manuals) are complementary, the GtWR provided
enumerated and defined precision amenable to SysML meta-modeling and reuse in the system

architecture model.

4.5 Related Work

[158] presents three approaches to model-based requirements found in the literature: 1)
dedicated classes and flagged models, 2) math- and property-based models of requirements,
and 3) semantic extensions to model the problem space. The relationship of MBSR to
template-based textual requirements is discussed in Section 4.2.2, and classical SysML

requirements (“dedicated classes”) are discussed in Section 4.1.3. This section provides a
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brief overview of related model-based requirement approaches while noting similarities and

differences with MBSR as presented in this chapter.

4.5.1 System Models as Requirements

[159] presents a model-based method for capturing requirements using standard SysML
elements and diagrams other than the textual-based SysML «AbstractRequirementy. As
discussed in their chapter, this method unnecessarily constrains the solution space and is
therefore considered poor requirements engineering practice. Flagged models as requirements
will be unfamiliar to stakeholders and may cause significant confusion compared to “shall”
statements [116]. MBSR extends the use of textual statements with deeper connectivity to
the system model compared to standard SysML, without relying on SysML diagrams to
model the problem space. Statement patterns are used in MBSR both to assist readability
and to facilitate model definition and traceability. While SysML elements are used in MBSR
slots, they may remain placeholders until design activities commence and more details of the

solution space are known.

4.5.2 Mathematical Models of Requirements

Wymorian theory of requirements is based in set theory [160] and is not directly applicable
to SysML models. This formulation of the problem space enables mathematical queries to
assist in requirements V&V and may, in particular, assess completeness of a requirement
set. The basic modeling construct is called a system design requirement and is defined as a
sextuple including: 1) input/output requirement, 2) technology requirement, 3) performance
requirement, 4) cost requirement, 5) trade-off requirement, and 6) system test requirement.
Compared to Wymorian theory of requirements, MBSR is more relevant to modern MBSE
practice because of its integration with SysML models. Integration of this alternative MBSE
theory with SysML remains an open area of research [161], and SysML v2 may provide new

research opportunities due to its strong semantic foundations compared to v1.
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Property-Based Requirements (PBRs) are another mathematical formulation of system
requirements based on a semilattice [148,162]. This formulation may be applied to other
modeling languages such as AADL, Modelica, and VHDL-AMS, but [162] focuses the pre-
sentation on SysML. While PBRs focus on the integration and computation of physical
properties to prepare for system V&V, our work emphasizes the importance of well-formed
requirement statements whose components are SysML model elements. Like MBSR, PBR
extends the standard SysML requirement element by creating a PBRequirement stereotype,
and like MBSR, the PBRequirement stereotype provides four primary attributes representing
1) Condition, 2) Carrier, 3) Property, and 4) Domain [162]. What is considered a well-formed
PBR refers to its completion of these attributes to form a mathematical constraint, which
in light of [117] is insufficient for mature requirements engineering practice. PBR does not
distinguish between stakeholder needs and system requirements, whereas INCOSE-derived
MBSR supports needs and need sets in addition to requirement expressions and require-
ment sets. Composite requirements, hierarchical nesting of requirements, and automated
identification of dependencies are features of PBR that MBSR supports using SysML (e.g.,
Figure 4.3). [141] presents PBR as a non-normative extension with examples in Annex E,
but this formulation differs from [162] in that it focuses on “quantitative specification of
numerical parameters, relationships, equations and/or constraints.” PBRs, as presented in
the SysML v1.7 specification Annex E.8, may be adapted to the MBSR Profile to provide
formal verification capabilities especially suited for numerical- and logic-focused require-
ments while benefitting from the INCOSE GtWR ontology and rules. [163] presents another
property-based formulation of requirements using a custom object-oriented modeling tool, and
discusses similar benefits to MBSR, such as enhanced traceability, consistency, completeness,
maintainability, and integration with artifact and report generation.

Ontology-based requirements engineering is an active area of MBSE research with promis-
ing results that may contribute to the ASoT with reusable ontology-defined terms [93,146,164].

An ontology-based requirement may be composed of slots referring to Pattern Slots of the
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Requirement Statement, and the Attributes contributing to the complete Requirement Ex-
pression. Through establishing ontology relationships and axioms, model-based requirements
V&V may be assisted with tool automation ensuring (C10) completeness, (C11) consis-
tency, (C15) correctness, (C13) “unambiguity”, and (C14) “traceability” [146]. While the
INCOSE-derived MBSR Profile may appear to implement an ontology, it lacks the formal
semantics defined by ontology languages such as the Web Ontology Language (OWL) [165].
Therefore, the MBSR Profile is not currently capable of being exported to a standard ontology
format, although a mapping from the meta-model to an ontology may be technically feasible.
Integration with ontology tools may enhance the reasoning capability of a SysML model, but

at the cost of tooling complexity, which MBSR attempts to avoid.

4.5.3 Semantic Extensions to Model the Problem Space

Alternatively, semantic extensions to SysML may be employed to model the problem space,
known as True Model-Based Requirements (TMBR) [166]. TMBR derives from the Wymorian
theory of requirements (Section 4.5.2) and so “attempts to model any type of requirement as
a set of (or sets) of required input/output transformations” [158]. TMBR is not intended
for modeling stakeholder needs [158], compared to INCOSE-derived MBSR, which includes
Needs and Need Sets in its meta-model (Figure 4.4). The set theory foundations of TMBR
prevent “formal flaws in problem formulation, such as enforcing design solutions or leaving
the requirement unbounded” [158], corresponding to Characteristics (C15) Correct, (C12)
Feasible, and (C14) Able to be validated. Due to the reuse of SysML features to model the
problem space, stakeholders may find TMBR difficult to understand compared to traditional
requirement statements [167]. TMBR and MBSR are similar in that they use SysML as
the primary modeling language and make use of SysML attributes with defined quantities
and constraints. As a language extension, MBSR is compatible with other SysML profiles,
including SYSMOD [168].
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4.6 Limitations

Limitations of the present work are primarily due to scoping and available SysML v1 tool
capabilities. While our experiments have primarily made use of Cameo Systems Modeler, we
posit that non-normative extensions to SysML v1 (such as tables, matrices, and scripting
capabilities) are not restricted to certain tools, and that other tools will work in similar
ways that we cannot fully describe here. Therefore, the MBSR technique is presented as a
SysML extension, rather than a tool-grafted technique. Although experimental design as done
by [167] to compare this MBSR approach with other tool-enabled requirements engineering
methods was not conducted, qualitative validation of this MBSR approach was conducted
in the context of two real-world system development projects at NASA Jet Propulsion
Laboratory. Producing experimental evidence of the MBSR contribution toward satisfying
the 15 Characteristics of Well-formed Requirements and Sets of Requirements (Table 4.3)
is left as future work; readers are encouraged to refer to [117] and accompanying manuals
available for free to INCOSE members. Contractual agreements currently limit the exposure
of proprietary information, such as the roughly 500 MBSRs written, so a minimal example of
an asteroid sample collection spacecraft was used for demonstration. Although included in
the MBSR Profile and linked to the applicable INCOSE GtWR Attribute sets, Needs and
Need Sets were not used and evaluated in the projects. We provide the MBSR SysML profile
in an open-source online repository [125] so other organizations and researchers may adapt it
and run experiments to further the systems engineering community’s understanding of the

effectiveness of this approach.

4.7 Conclusions

While it is too early to determine the economic value of using INCOSE-derived MBSRs
compared to traditional requirements engineering methods, initial results indicate the tech-
nique had a positive impact on a real project. This chapter presented an extension of prior

MBSR research using the latest INCOSE Guide to Writing Requirements and related it to
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an emerging DRE paradigm. Over 300 requirements were written and revised with project
stakeholder feedback to test the effectiveness of this approach in improving quality and
connectedness, contributing to a valuable ASoT. The experience gained through this NASA
JPL system development project was shared in brief in Section 4.4.The benefits and challenges
listed in subsections 4.4.1 and 4.4.2 were gathered through experience, and while the benefits
are likely transferable to other tools, the challenges may be ameliorated by improved software
performance and enhanced model-based workflows for DRE activities.

We found that the development of SysML requirements in this direction has been fruitful
for gaining support of MBSE in the context of requirements engineering. By encoding the
primary object classes (Figure 4.4) from the INCOSE GtWR into the systems architecture
modeling tool, rapid improvement in real-world requirements quality was achieved by a
systems engineering student intern over a period of 6 months. The INCOSE-derived MBSR
profile supports a DE approach to requirements engineering and system development that may
reduce costs and improve quality if deployed at scale. Our MBSR technique is independent
of a methodology, as its intent is to extend the usefulness of SysML models that include
requirements, from early-phase requirements development to architecture solution development
to later-phase SE activities. The technique is therefore adaptable to new and existing SE
methodologies. SysML-based architecture modeling tools may facilitate the MBSR approach
by supporting requirements management needs such as automatic timestamps, organization-
defined collaborative workflows, extensible and rigorous requirement identifier definition, text
values with embeddable model elements, and enhanced speed of the software. We believe that
INCOSE-derived MBSR has the potential to leverage SysML strengths in the transition to
DE while effectively satisfying stakeholder needs, but further development, testing, feedback,

and experimentation are needed to further validate this claim.
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4.8 Summary

This chapter addressed RQ3, restated as: How do we define requirements in Seamless
Digital Engineering?

It answered this question by presenting a reusable SysML profile in the digital requirements
engineering paradigm based on prior work on Model-Based Structured Requirements. The
focus of this work was using SysML model elements to adequately model requirement
expressions as defined in [117] from INCOSE. One of its research contributions was a
formalization of the needs and requirements meta-model presented in [117]. This theoretical
work was complemented by an accessible aerospace example and supporting evidence of its
successful use in a real-world NASA-ESA Mars Sample Return project.

Seamless Digital Engineering is digital engineering from first principles, where authoritative
data and models are used and curated throughout a system’s lifecycle. Digital requirements
engineering using the INCOSE-derived MBSR is the way to define needs and requirements in
Seamless Digital Engineering, although future work remains to establish its parameters of

use throughout the system lifecycle.
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Chapter 5
Reference Architecture for Seamless Digital
Engineering

Computer programming is an exact science in that all the properties of a
program and all the consequences of executing it in any given environment can,
in principle, be found out from the text of the program itself by means of

purely deductive reasoning.

C. A. R. Hoare [169]

This chapter addresses RQ4, which is restated as follows: How does the proposed Seamless
Digital Engineering Reference Architecture meet the needs of “bootstrapping a trustworthy

and seamless digital engineering appliance”?

5.1 Introduction

While Ref. [22] set a high-level strategy with a number of goals (Section 2.3.1) and expected
benefits, it is not suitable as a sole source of stakeholder needs and requirements for digital
engineering. For our purposes of designing a seamless DE appliance, we must fill the gap of
specifying these needs which describe the problem space of DE tooling. This problem space
includes the many engineering capabilities needed to design, specify, implement, integrate,
verify and validate, certify, deploy, maintain, and retire real-world systems, according to the
standard Vee lifecycle model ( [74]). And rather than considering these activities separately,
digital engineering demands that they are done in a model-based way which integrates all the
model data into the Authoritative Source of Truth (ASoT) with active traces to/from the
many digital artifacts (Figure 1.1). Given the grand challenge of Seamless DE (Table 2.4), a

reference architecture model is necessary to capture the essential complexity of DE capabilities.
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Rather than treating computer-aided engineering (CAE) tools as black-boxes that are
procured from disparate tool vendors and integrating them to form a DEE, Seamless DE treats
them as white-boxes that must be specified in sufficient detail to form a Seamless DE appliance
that is correct-by-construction. And since no tool suite currently exists that is capable of
specifying this level of detail in a reliably consistent, coherent, and model-based manner, the
tool suite must first be bootstrapped to specify itself. This architectural technique of open
reflexive specification also satisfies critical stakeholder needs related to bootstrappability,
trustworthiness, conviviality, and seamlessness because the system ships with the design
blueprints and analytical capabilities needed to construct a copy or derivative of itself. Such
a product may be certified to conform to a reference architecture, and independently audited
using its own supplied Authoritative Source of Truth (ASoT) to assure evidence-based
trustworthiness.

Therefore, a Seamless DE reference architecture is the next step in addressing this grand
challenge. Using SysML v2 we adopt the expressive power needed to specify such systems
at the architectural levels, while more powerful formal methods are available and needed
to prove correctness-by-construction. This chapter applies systems engineering processes
to the definition of a reference architecture for Seamless DE, against which future system
architectures may be validated. Its research contributions include (1) a needs analysis of
DE guided by current and future I'T capabilities, (2) description of a DE meta-language
which incorporates SysML v2 and formal verification capabilities, (3) a full-source bootstrap
strategy for countering Trusting Trust [170], and (4) the open-source Seamless DE Reference

Architecture defined in SysML v2 which captures these analyses in a formal model.

5.2 Stakeholder Goals

The results of the goals analysis from Section 2.3.1 showed that despite the goals decom-
position, we are left with high-level goals such as G-DE-4.1.1 ‘Develop DE IT infrastructure’,

G-DE-3.1.1 ‘Infuse technological innovations’, and G-DE-3.2.1 ‘Make use of data’ These
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goals were intended to orient organizations’ change management plans rather than to sup-
ply information needed for clean-slate design of a digital engineering environment (DEE).
Nevertheless, they are important sources to trace our Seamless DE mission-goals-objectives
(MGOs), providing essential direction for needs analysis and later validation activities.

The Softgoal Interdependency Graph (SIG) diagrams from Section 2.3.1 provided legible
aids for decomposing and understanding the original DE goals, and these were transferred
into the Seamless DE Reference Architecture SysML v2 model. The goals and objectives
fit naturally into the mission-goals-objectives (MGOs) taxonomy described in Ref. [116],
and their hierarchy is supported by the SysML v2 language (Listing 5.1). A MGO_goal is
defined in the Seamless DE model library as a specialization of a requirement (Listing 5.1),
following the standard pattern for extending the SysML v2 language with reusable types and
accompanying attributes.

Listing 5.1: Definition of MGO goal in the SDE Profile as a SysML v2 specialized requirement
with semantic metadata

requirement def Goal;
requirement goals : Goal [*];

metadata def <MGO_goal> GoalMetadata :> SemanticMetadata {

redefines baseType = goals meta SysML::RequirementUsage;
attribute authors : String [1..%] ordered;

attribute version : String [1];

attribute changeHistory : String [1..*] ordered;
attribute priority : Positive [1];

attribute criticality : Positive [1];

attribute source : String [1..x*];

attribute info : String [0..x];

subsets annotatedElement : SysML::RequirementDefinition;
subsets annotatedElement : SysML::RequirementUsage;

The five claimed benefits from Ref. [22] were reformulated as stakeholder concerns,
expressed as questions, with the original expected benefit text included as an additional
comment for traceability (Listing 5.2). This formulation enabled MGOs to frame those

concerns, following the standard SysML v2 modeling pattern (Listing 5.3).
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Listing 5.2: Expected DE benefit reformulated as a stakeholder concern (SysML v2)

concern def <'C-DE-1'> 'Informed decision-making' {
doc /* How does the system support better informed decistion-making? */
comment /* Informed decision-making and/or greater insight thru increased
transparency */
stakeholder pm : DE_Stakeholders::'Program ,Manager';

Listing 5.3: Excerpt of DE goal framing stakeholder concern of Listing 5.2 (SysML v2)

#MGO_goal requirement def <'G-DE-1'> 'Formalize_model lifecycles'
specializes DE_Supergoals::'SG-DE-A', DE_Supergoals::'SG-DE-B', DE_Supergoals
::'SG-DE-C' {
doc /* The DE Enterprise should formalize the development, integration,
and use of models. */

authors[1] = "DoD_ 0ffice of the Deputy AssistantSecretary of Defense for
Systems_ Engineering";
priority = 1;

source = "DoD_Digital_ Engineering,Strategy,,(2018)";
frame concern : DE_Stakeholders::DE_Concerns::'C-DE-1"';
frame concern : DE_Stakeholders::DE_Concerns::'C-DE-2';

#MGO_goal requirement def <'G-DE-1.1'> 'Formalize model, planning' {
doc /* The DE Enterprise should formalize model planning. */

#MGO_objective requirement def <'G-DE-1.1.1'> 'Formally,,developy
plans,to,digitally represent Sol' {

doc /* The DE Enterprise should formalize plans to digitally
represent the SoI. */

}

// rest omitted for brevity

The MGOs of DE derived from Ref. [22] provide a baseline for traceability from Seamless
DE MGOs that are more specific to correctness-by-construction [121,171-173]. The Seamless
DE mission (Listing 5.4) derived from the definitions of Seamless DE in Chapter 2 and
Chapter 3 specializes the general DE mission, then goals and objectives are derived and

decomposed to form the SDE_MGOs package.
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Listing 5.4: The ‘Seamless DE Mission’ as a SysML v2 requirement with semantic metadata

#MGO_mission requirement def <'SDE-M.1'> 'Seamless_ DE_ Mission' specializes
DE_Problem_Space::'DE-M.1' {
doc /*
* The mission of Seamless Digital Engineering i1s to develop
systems that are correct-by-construction
* by employing a DE Appliance that <s itself correct-by-
construction.

*/

comment /*
* Seamless Digital Engineering <s a digital engineering tooling
paradigm that guarantees model
* coherence and tintegrity by affording an elegant human-computer
interface for systems modeling
* that s end-to-end formally wverified down thru the computer
hardware.

*/

5.3 Quality Attributes

Rather than stating goals, objectives, and qualities as vague textual statements in a design
document, as was done in traditionally architected systems, the SDE Reference Architecture
captures them as specified model elements available for further and continued analysis. The
quality and quality-in-use characteristics described ontologically in Chapter 3 are modeled
as goals and objectives (Listing 5.5) which are amenable to further decomposition for
measurement and traceability to requirements. Overall, the Seamless DE MGOs capture key
quality attributes of a Seamless DE Appliance, namely seamless, elegant [44], trustworthy [90],

and convivial [174,174].
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Listing 5.5: Excerpt of the ‘Seamless DE Appliance’ quality goal as a SysML v2 requirement with
semantic metadata

#MGO_goal requirement def <'SDE-G.1'> 'Seamless DE_ Appliance' specializes 'SDE
-M.1' {
doc /* The DE Appliance should be seamless. */
subject DE_Appliance;

#MGO_goal requirement def <'SDE-G.1.1'> 'Seamless Interaction
Capability' {
doc /* The DE Appliance should have the quality of seamless
interaction capability. */

#MGO_objective requirement def <'SDE-G.1.1-0.1'> 'Compatibility' {
doc /*
* The DE Appliance should exchange information with other
products,
* and/or to perform its required functions while sharing
the same common environment and resources
*/
X

// rest omitted for brevity

The goal SDE-G.1 (Listing 5.5) includes the lower-level goals of ‘Seamless Interaction
Capability’, ‘Seamless Integration’, and ‘Seamless Quality-in-Use’, each decomposed into
objectives corresponding to the quality (sub-)characteristics as defined in the Seamless DE
Ontology (Section 3.4). These lower-level goals and objectives inherit the subject element,
DE_Appliance, with the textual statements rewritten from the original SQuaRE definitions
to make the DE Appliance subject of the sentence. One example of this formulation is the
MGO_objective “SDE-G.1.3-0.3' (‘Trustworthiness’) which states, according to Ref. [90],
“The DE Appliance should support user confidence that their expectations are met in
a verifiable way.” A trustworthy DE appliance is therefore one that does not lie to its
operator, and which affords the capability of verifying its operation”. Research in trustworthy
computing [175-180] has found it to be a grand challenge of its own [181], with essential

quality characteristics of (1) intuitive, (2) controllable, (3) reliable, and (4) predictable [182].

"The quality claim here is of the appliance itself, not of the system models it produces. That is, it is possible
to design an untrustworthy system using a trustworthy system.
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In addition to seamless and trustworthy, elegance was a quality attribute identified in
Section 2.3.4 that captures essential dimensions of quality for any engineered system. Like
‘seamless’, a commonly applied term which previously lacked engineering elucidation, ‘elegant’
was described in detail by Refs. [43-45, 183] as the quality of “a system that is robust
in application, fully meeting specified and adumbrated intent, is well-structured, and is
graceful in operation.” This quality attribute was decomposed in Ref. [47] as having four
sub-characteristics: (1) system efficacy, (2) system efficiency, (3) system robustness, and (4)
minimizing unintended consequences. These sub-characteristics are traceable to SQuaRE
quality and quality-in-use sub-characteristics, as before.

Lastly, to meet the perceived needs of stakeholders who operate the Seamless DE Appliance,
qualities of conviviality are desirable. Convivial tools were first described in Ref. [184] tools
which can be mastered by the operator, are developed and maintained by a community, and
which afford the operator independent efficiency. These ideas later influenced the first creators
of the personal computer and we would be remiss to omit them from our model. Similar ‘laws
of sane personal computing’ have been developed [185] and are captured in the reference
architecture as stakeholder expectations (Listing 5.6). Although numerous works have drawn
inspiration from the concept of conviviality, Refs. [174,186] expand it for use in engineering,
calling upon engineers to design-for-conviviality and decomposing it into the dimensions:
relatedness, adaptability, accessibility, bio-interaction, and appropriateness, throughout a
system’s lifecycle of materials, production, use, and infrastructure. These qualities, in addition
to being traceable to SQuaRE, shall be used to derive needs and requirements that suitably
constrain the design space and provide traceability from particular product components,

features, and capabilities to high-level design intent.
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Listing 5.6: Datskovskiy’s “Seven Laws of Sane Personal Computing” [185] modeled as stakeholder
expectations in SysML v2

package Seven_Laws_of_Sane_Personal_Computing {
doc /* Datskovskiy's Seven Laws of Sane Personal Computing. Source: http
://www. loper-os.org/?p=284 */

comment /* Although described as "laws", these statements read as
stakeholder ezpectations. */

#expectation requirement def <'ESTK-SL-SPC.1'> 'Obeysoperator' {
doc /* Does not interrupt tasks or activities; does not perform side-
effects unless clearly defined */

#expectation requirement def <'ESTK-SL-SPC.2'> 'Forgives_ mistakes' {
doc /* Infinite “undo'; clear messaging of the source of mistakes as
well as advice on how to correct them */

#expectation requirement def <'ESTK-SL-SPC.3'> 'Retains knowledge' {
doc /* With the modern capacity of RAM and disk space, computers
should not forget past actions and data; work drafts are never
lost */

#expectation requirement def <'ESTK-SL-SPC.4'> 'Preservesgmeaning' {
doc /* The machine does not ezecute untrusted binary blobs because
they cannot be wverified to operate in accordance with secure
semantics; the machine is an interpreter of high-level language */

#expectation requirement def <'ESTK-SL-SPC.5'> 'Survivesydisruptions' {
doc /* Upon encounter of a run-time error, the state is preserved and
an interface provided to the operator to recover from the error
and continue operation */

#expectation requirement def <'ESTK-SL-SPC.6'> 'Reveals purpose' {
doc /* All information held within the system is accessible,
introspectible, and modifiable by the operator */

#expectation requirement def <'ESTK-SL-SPC.7'> 'Servesgloyally' {
doc /* The machine shall never tell a lie to the operator */

3
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5.4 Operational Concept

To gain insight into the proposed system from an operational point-of-view, HCI mock-ups
were constructed to highlight key scenarios and features (Figures 5.1, 5.2, 5.3, 5.4, 5.5, 5.6,
5.7, 5.8, 5.9, and 5.10). These mock-ups may resemble the HCIs of the LISP machines of
yesteryear [25-27], and this resemblance is not accidental. Those machines were precursors
to the proposed DE appliance, although they lacked the safety guarantees and computational
power that we expect today.

Reference [12] proposed the ‘information appliance’ and the Activity-Based Computing
(ABC) HCI paradigm that focuses on activities broken down into tasks, actions, and operations.
The idea is to provide the tools necessary for the operator’s activity and no other distractions.
Learning the activity is equivalent to learning how to use the information appliance which was
especially designed for those tasks. Sometimes an activity is collaborative and so incorporates
seamless chat and other collaboration capabilities — obviously, without the need to open
one of the many messaging software applications in use today. ABC is notable for being
researched for more than two decades, although other models may be relevant, especially in
light of augmented and virtual reality, and verbal interface technologies.

The exposition of the operational concept is communicated by a series of figures and
explanations. To start, rather than being bombarded by technical readouts and software
branding, the operator should see a smooth animation with helpful messages and other
indicators that communicate the state of the Seamless DE Appliance as it starts up and
prepares its assets for use (Figure 5.1).

The appliance always remembers its last valid state, including the position, sizing, and
other layout information of the operator’s last Activity-Based Computing (ABC) session.
When the startup process has completed, the operator is presented with focused options to
continue their work, or start a new project (Figure 5.2). The library or knowledgeable is
always available, providing structured and linked information, templates, documents, and

ontologies that assist the operator in any DE task.
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2 Logged in as James W. ®© Thursday, May 5, 2022 - 12:01 PM

The System is now loading...

Figure 5.1: Booting up the Seamless DE Appliance.

When the operator chooses to start a new project, they are greeted with a familiar digital
form (Figure 5.3). However, rather than leaving the operator to complete many repetitive
tasks of setting up a new project, the appliance provides all the scaffolding needed for the
complete project management lifecycle, including mathematical and financial models to
support scheduling, resource allocation, and reporting. The appliance avoids inundating the
operator with too many options in each view, instead preferring to fill in common default
values, and grouping input fields appropriately (Figure 5.4).

The appliance provides methodological guidance to the operator to avoid the “blank
page” syndrome and unprincipled modeling activities (Figure 5.5). Rather than abstract text

descriptions common in software engineering, an elucidating and interactive figure [187] is
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2 Logged in as James W. ®© Thursday, May 5, 2022 - 12:01 PM

Choose your Activity:

e

==

Start a new Project Open a Project Browse the Library

\ J

Figure 5.2: Choosing your first activity.

presented. Additional help is offered in this activity context, which leads to architecture
modeling and systems engineering guidance in the library seen in Figure 5.2.

The “Activities” bar at the bottom, although seemingly familiar to operators in the
Window-Icon-Menu-Pointer (WIMP) paradigm, actually serves different purposes. The title
in the middle of the bottom bar indicates the current activity in Activity-Based Computing
(ABC) [12,188]. The “Activities” button at the bottom-left affords the ability to change
activities, where the last state of each activity session is preserved for seamless resumption.
The function icons at the bottom-left provide functionality to modify and configure the
current activity, possibly adding remote human collaborators. The icons at the bottom right
next to the current local time indicate states of the appliance, including seamless voice, text,

video, and screen-share collaboration with single or multiple remote human collaborators.
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Start a new Project:

Name of your Project: HALISP - High-Assurance LISt Processor

Short Description:

Type: Select a Type
Template: Select a Template
Tags: new-project x
Go to next step —
Activities | D = Q@ & & Q Start a new Project AR 12:02 PM

Figure 5.3: Starting a new project — Step 1.

This bottom “Activities” bar is of course able to be hidden, but is shown here for additional
context.

The appliance ‘knows’ what a stakeholder or system requirement is, i.e. its metamodels
and ontologies already contain the definitions so the operator does not need to configure it how
to represent or use requirements. In Figure 5.6 we see a familiar tabular view, however, the
appliance is applying generic “Tabular Object Editor” view to the set of requirement objects
it was told to display. Here, the INCOSE-derived SysML meta-model from Chapter 4 applies.
The title in the bottom bar indicates the activity is an instance of the Development activity
type. A ubiquitous, seamless, and trustworthy audit log is available to every timestamped
operation performed by the identified operator. The last pane in this full-screen activity

shows the Document Examiner, here displaying fluidly-formatted content from the How to
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Details about Project HALISP:

Start Date:

Estimated Deadline:

Number of Stakeholders: Select an estimated number range
Complexity of Project: Select a complexity rating for your Project
Budget: Select a budget range

Risk Appetite: Select a risk appetite rating

Go to next step —

Activities | D = Q@ & & Q Start a new Project AR 12:02 PM

Figure 5.4: Starting a new project — Step 2.

Write Requirements document, providing important contextual help for the operator’s chosen
and current activity. Although no requirements are shown in the table here, the operator
knows by developed intuition that any object displayed is interactive, navigable, and able to
be explored in the library [28].

By navigating to the Document Examiner (Figure 5.7), the operator does not lose the
state of the prior activity, and may return to it using a simple gesture or input device shortcut.
Here the operator is viewing a section of a library document alongside an object graph
rendering showing how sections of the document are linked to each other. This object graph
view is available for any object in the system. The document also provides bookmarks linking
to the sections. Again, the operator does not fear of losing their place in the document

by navigating to different sections, because infinite undo is ubiquitous in the seamless DE
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Start modeling the HALISP System Architecture where?

Operational Analysis

What the users of the system need to accomplish

Functional & Quality Needs

g
¥

What the system has to accomplish for the users

A:Operational activity
F:Function
C:Component

A\

AN

How the system will work

Physical Architecture

How the system will be developed and built

Solution architectural design

Logical Architecture >

Don't know where to start modeling? Learn the basics here.

L Activities DR =~ Q 2 &L Q Start a new Project SR 12:02 PM)

Figure 5.5: Starting a new project — Step 3 (graphic adapted from [187]).

appliance. The operator’s document annotations are stored and displayed in a separate pane
when desired.

Rather than documents in the library duplicating information and figures from other
documents, or knols (knowledge elements), transclusion [189] is used to insert the object into
the current document by reference (Figure 5.8). This ubiquitous and seamless functionality
enables the inclusion, or rather transclusion, of international standards information into a
document referencing that information. Here a figure from the ISO/IEC/IEEE 29148 [140]
standard is transcluded, providing authoritative information to the operator when and where
they need it, without disrupting the current activity. Bibliographic citations are also seamless,
and metadata is preserved and accessible. Here we also the object graph pane rendering the

graph as a familiar document outline.
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HALISP Requirements : Tabular Object Editor

ID Type Requirement Statement Requirement Name Source

Audit Log: How to Write Requirements : Document Examiner

2022-05-10T12:85:11Z [Create] (James W.) Requirement ID #FR/81-001 {..}

1 s .
. . Characteristics of Need and Characteristics of Sets of
2022-85-10T12:05:14Z [Update] (..) Set Source of Req#FR/81-001 to "Greg Z." {.} X )
Requirement Statements Needs and Requirements
2022-05-10T12:05:30Z [Update] (..) Set Requirement Name Req#FR/@1-001 {.}
2022-85-10T12:06:30Z [Update] (..) Set Requirement Statement Req#FR/01-801 {..}
C1 - Necessary C10 - Complete
2022-05-10T12:07:11Z [Create] (James W.) Requirement ID #FR/01-002 {.} A i
R C2 - Appropriate C11 - Consistent
2022-85-10T12:07:14Z [Update] (..) Set Source of Req#FR/@1-802 to "James W." {..} )
C3 - Unambiguous C12 - Feasible
2022-05-10T12:07:30Z [Update] (..) Set Requirement Name Req#FR/01-002 {.} _
C4 - Complete C13 - Comprehensible
2022-85-10T12:08:30Z [Update] (..) Set Requirement Statement Req#FR/01-802 {..} ) -
C5 - Singular C14 - Able to be Validated
2022-05-10T12:09:11Z [Create] (James W.) Requirement ID #FR/01-003 {.} C6- Feasibl
- Feasible
2022-85-10T12:09:14Z [Update] (..) Set Source of Req#FR/@1-803 to "James W." {..} 07 -Verifiabl
- Veritiable
2022-05-10T12:09:30Z [Update] (..) Set Requirement Name Req#FR/@1-003 {..}
10 C8 - Correct

2022-05-10T12:10:30Z [Update Set Requirement Statement Req#FR/01-003 {.}

C9 - Conforming

Activities DR =~ Q 2 &L Q HALISP Requirements : Development AR 12:05 PM

Figure 5.6: Writing requirements in a tabular editor.

The operator is now in the midst of specifying their system, and is developing a suitable
view conforming to a viewpoint [104] for their stakeholders (Figure 5.9). The appliance
always provides human- and machine-readable textual syntax for corresponding graphical
elements, allowing the operator to fine-tune and automate operations that manipulate
graphical elements. On the top-left and right of Figure 5.9 is the same object, represented as
validated declarative text and familiar boxes-and-connectors. Any operation the operator
performs on the graphical or textual representation is reflected in the other immediately,
because it is the same object being manipulated and the appliance works with live objects.
As before, any text or object shown here is interactive and navigable.

Figure 5.9 also shows an interactive session where the operator can perform non-destructive

tests and exploratory operations, or programmatically commit versioned changes using the

105



'd N\
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N

Architecture

Logical
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g
:
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Figure 1. ARCADIA system architecture illustrative model®

Need Understanding

Designing a System that satisfies needs requires that the Systems Engineers Bookmarks:
first elicit and define Stakeholder Needs. This process is not always that straight- X . " X
. . . - . . Operational Analysis Writing Requirements
forward, and part of the importance is being explicit and formal in the defini- i i
. . Functional Needs Necessary and Sufficient
tions of Stakeholder Needs and Goals. These clear statements are stored in the i .
</| Quality Needs Hardware Requirements
. Logical Architecture Safety Requirements
My Annotations: Physical Architecture Security Requirements
[ 120-223 ] A capabilities database stores the requirements and reference models Model-Based System Architecture Process Performance Requirements
[ 236-250 1 A requirement is a necessary capability of the system Viewpoints Interface Requirements
[ 360-418 1 For more details check the SEBoK wiki Stakeholder Needs Reliability Requirements
Requirements Engineering Packaging Requirements
Functional Requirements Training Requirements
Quality Requirements Maintenance Requirements
L Activities DR =~ Q 2 &L Q Document Examiner SR 12:05 PM)

Figure 5.7: Researching how to model system architectures.

Seamless DE Meta-language. Although the syntax shown is LISP-like, other surface syntaxes
may be available, depending on the domain-specific language (DSL) being used. Contextual
actions are available in the bottom-right pane, giving the operator easy access to common
actions and offering the operator a visual indicator of what is possible without having to
remember the function’s existence before using it.

Again, in Figure 5.10 we see the bidirectional editing of textual and graphical representa-
tions, as well as the ubiquitous availability of the editor and graph renderer. In addition to
the interactive session pane described above, a group chat is afforded to the operator. With
Activity-Based Computing (ABC) and the Seamless DE Appliance, collaboration is built-in.
There is no need for the operator to exit the current activity to start collaborating with

colleagues. The human collaborator sees the activity screen, except where the operator has
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NOTE  The recursion can also be bi-diractional, with requirements from the system requiring further analysis at the
system-ol-interest level. This is not shown in Figure 3 for simplicity of the figure

Although systems engineering processes are often depicted in a time-linear
fashion they are in general recursive and iterative. Figure 3 shows a diagram
from the ISO/IEC/IEEE 29148:2011 standard for requirements engineering, and
you may notice the note below that bidirectional recursion is not shown for
simplicity of the diagram. The reader may already be well-aware that the
design process is iterative, and not everything will be known about the

system before it is designed in detail. So it is quite natural to learn during
system development and feed that information back to other parts of the
architecture model.

Note: You may learn more about ISO/IEC/IEEE 29148:2011 standard for
requirements engineering by exploring the document in the Object Graph Pane.

ISO/IEC/IEEE 29148:20171 : Document Object Graph

Foreword

Introduction

1. Scope

2. Conformance

2.1 Intended Usage

2.2 Conformance to processes

2.3 Conformance to information item content

2.4 Full conformance
2.5 Tailored conformance
3. Normative references

4. Terms, definitions and abbreviated terms

4.1 Terms and definitions

4.2 Abbreviated terms

5. Concepts

5.1 Introduction

5.2 Requirements fundamentals
5.3 Practical considerations

5.4 Requirement information items
6. Processes

6.1 Requirement processes

6.2 Stakeholder requirements definition process

6.3 Requirements analysis process

6.4 Requirements engineering activities in other technical processes X/

Bookmarks:

Operational Analysis

Functional Needs

Quality Needs

Logical Architecture

Physical Architecture

Model-Based System Architecture Process
Viewpoints

Stakeholder Needs

Requirements Engineering

Functional Requirements

Quality Requirements
M

Writing Requirements
Necessary and Sufficient
Hardware Requirements
Safety Requirements
Security Requirements
Performance Requirements
Interface Requirements
Reliability Requirements
Packaging Requirements
Training Requirements
Maintenance Requirements

DEeasQ

Activities
\

Document Examiner

NROE 12:05PM |

Figure 5.8: Using transclusion in a document.

prohibited visibility of sensitive information tracked by the appliance. The operator may also
give temporary, measured control of the input devices to the collaborator when necessary to
receive assistance in the current activity. This kind of collaboration is seamless, without the
usual dance of “can you see my screen?” and “can you hear me now?”

The above HCI mock-ups and operational concept descriptions highlight areas where
the Seamless DE Appliance noticeably differs from existing DE environments. Project
management, architecture modeling, declarative and functional programming, knowledgebase
exploration, and collaboration were presented as indicative of common activities in digital
engineering. Other multiphysics modeling, analysis, and simulation would operate in much

the same way, for example. The graph-based knowledgebase keeps track of all the objects in

the appliance, and is therefore natively capable of assembling the Authoritative Source of
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HACK Requirements Specification Tree : Object Editor HACK Requirements Specification Tree : Object Graph

(require 'macro-cad/diagrams/tree)

Stakeholder Needs
(tree-diagram { :auto-layout :vertical-tree

:title "HACK Requirements Specification Tree"

’ Engineering Standards

|

(node {

:version { :major @ :minor 1

:rid :macro-cad-system-requirements

iroot true

:background-color "#000000"
rtext-color "#ffffff"

tinputs [ (node { :rid :stakeholder

:background-color
(node { :rid :engineering
:background-color

:patch 0 } }

-needs

"#ececec" })

-standards

"#ececec" }) ] }

(node { :rid :knowledgebase-requirements }
{ :rid :knowledgebase/database-requirements })
{ :rid :knowledgebase/memex-requirements })

(node
(node
(node

{ :rid :knowledgebase/metalibrary

-requirements }))

HACK System

Requirements

]

Knowledge-base
Requirements

Systems Modeling
Meta-Language
Requirements

HACK Machine
Requirements

Database
Requirements

"HALISP"
Meta-Language
Requirements

Virtual Machine
Requirements

Memex
Requirements

Model-Driven

Dedicated Hardware
Requirements

Engineering Library

node :rid :systems-modeling-metalanguage-requirements
( { Y 9 guag q ' Requirements

(node { :rid :metalanguage/HALISP-requirements })

(node { :rid :metalanguage/MDE-library-requirements })

(node { :rid :metalanguage/math-library-requirements }))
(node { :rid :macro-cad-machine-requirements }

(node { :rid :machine/VM-requirements })

(node { :rid :machine/hardware-requirements })

(node { :rid :machine/UI-requirements }))))

User Interface
Requirements

Meta-Library
Requirements

Math Library
Requirements

Interactive Session: Actions Available:

p (ref :macro-cad-system-requirements)
% SysML Package(showing metadata) Run Impact Assessment
{ Show All Children

:type SysML/Package

Run Simulation Add Block/Part
Add Requirement
Add Package
Add Relationship

Add Comment

Show Direct Relationships
:name "HACK System Requirements" Show Uses in SysML Diagrams

:description "A Package of categorized Packages of Requirements" Annotate

Verify System Properties
Modify Object Metadata

Configure Diagram

:version { :major @ :minor 1 :patch 1 }
:date-created (date 2022 5 1)

Control Versions
Find in Model Tree

:metrics { :use-in-diagrams 4, :number-of-all-children 10688 } Configure Auto-Layout Validate
} View History Ask Al Advisor
> (help :metril] Edit Tabular Data Publish

Activities DR =~ Q 2 &L Q Project HALISP : Development AR 12:05 PM

Figure 5.9: Textual/visual bidirectional editing.

Truth (ASoT) with full change control and audit capabilities. Therefore, the common DE
tasks and artifacts fall out of the elegant design of the system, without the need for expensive

integration, operator training, and remediation of errors and defects.

5.5 Needs Analysis

As systems engineers we are typically aware of the many expressed and adumbrated needs
of stakeholders, and are ourselves stakeholders of the digital engineering system (DES). In
principle, DE covers all the engineering activities needed to design, manufacture, deploy, and
sustain engineered systems. These activities may include those which inform and enhance

engineering activities such as business and mission analysis, project portfolio management,
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prelude : Object Editor prelude : Object Graph
(defn and
"Logical AND"
[a b]
(if (not a)

false HALISP

(if b true false)))

(defn second
"Select the second element in a sequence"
[1st]
(nth 1st 2))

(defn third prelude
"Select the third element in a sequence"

[1st]
(nth 1st 3))

:type Module

:doc 'Standard module of common functions...'

:version { :M @ :m 1 :p 0 }

(defn fourth
"Select the fourth element in a sequence”
[1st]
(nth 1st 4))

Interactive Session: Group Chat:

b (+22222) Bob B.:What is the prelude module? never heard of it.

% 10 (Integer) James W.:The prelude module has some basic functions like first, second, third
3 James W.:They are defined in HALISP instead of being primitives

Bob B.:OK - what's a primitive?

James W.:It's a function implemented in the virtual machine, written in the
host language.

Bob B.:I need to read more of the documentation. hold on @

Activities DR =~ Q 2 &L Q Project HALISP : Development AR 12:05 PM

Figure 5.10: Unified Engineering Environment with collaboration.

knowledge management, and others as described in Refs. [74,91]. Although most engineered
systems are developed by teams large and small, history teaches us that usable and worthwhile
systems are also sometimes developed by a single dedicated person. Therefore the Seamless
DE Appliance shall support both individual and team-based engineering activities, without
locking in the operator to workflows only available to larger enterprises typically associated
with DE. Based on experience and understanding of similar systems, we can begin the needs
analysis of Seamless DE, keeping in mind that stakeholder needs and requirements must
iteratively undergo V&V as described in Refs. [116,117]. Stakeholder requirements appear

above or below their corresponding explanatory passages.
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5.5.1 Essential Engineering Capabilities

As a digital engineering system (DES), the appliance must support the wide range
of engineering activities as integrated model-based capabilities. These activities include
those defined in many international standards such as ISO/IEC/IEEE 15288 [91], ISO/
IEC/IEEE 29148 [140], and SAE ANSI/EIA-649C [190]. Such standards provide essential
activity definitions useful for top-down needs analysis, supporting further requirements
analysis activities that derive requirements targeting particular engineering capabilities. Some

essential stakeholder requirements for engineering are summarized below in list form.

REQUIREMENTS:

The Seamless DE Appliance shall provide capabilities for systems engineering.
o The Seamless DE Appliance shall provide Systems Modeling Language (OMG SysML
v2) as an embedded domain-specific language.
o The Seamless DE Appliance shall provide language support for modeling security
countermeasures (cf. SysML-Sec [191,192]).
o The Seamless DE Appliance shall provide Risk Analysis and Assessment Modeling
Language (OMG RAAML) as an embedded domain-specific language.
o The Seamless DE Appliance shall provide Soft-goal Interdependency Graphs as an
embedded domain-specific language.
o The Seamless DE Appliance shall provide decision support capabilities.
The Seamless DE Appliance shall provide capabilities for project and program management.
o The Seamless DE Appliance shall provide a project modeling language as an embedded
domain-specific language.
o The Seamless DE Appliance shall provide the capability to perform Performance
Evaluation and Review Technique (PERT) analysis on a system project model.
o The Seamless DE Appliance shall provide the capability to produce Gantt charts of a

system project model.
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The Seamless DE Appliance shall provide the capability to produce a Work Breakdown

Structure chart of a system project model.

The Seamless DE Appliance shall provide capabilities for configuration management.

The Seamless DE Appliance shall provide model version-control capabilities.

The Seamless DE Appliance shall provide configuration management workflows.

The Seamless DE Appliance shall provide requirements engineering capabilities.

The Seamless DE Appliance shall manage requirements.

The Seamless DE Appliance shall capture requirements trace.

The Seamless DE Appliance shall generate requirements metrics.

The Seamless DE Appliance shall manage requirements changes.

The Seamless DE Appliance shall provide change-impact analysis.

The Seamless DE Appliance shall control access to requirements changes.

The Seamless DE Appliance shall enable reuse of requirements.

The Seamless DE Appliance shall provide specialty discipline engineering capabilities.

The Seamless DE Appliance shall provide electrical engineering capabilities.
The Seamless DE Appliance shall provide mechanical engineering capabilities.
The Seamless DE Appliance shall provide chemical engineering capabilities.
The Seamless DE Appliance shall provide industrial engineering capabilities.
The Seamless DE Appliance shall provide physical sciences capabilities.

The Seamless DE Appliance shall provide mathematical capabilities.

5.5.2 Knowledgebase System

Every software engineer and user of technical computing software can relate to the dreadful

feeling of searching the Web for questions and answers regarding a specific and sometimes

unique problem. Internet access is often assumed such that operating manuals are no longer

delivered with computers. Hypertext and hypermedia once held the promise of navigable

knowledge elements following the operator’s intention and curiosity. Today, documentation
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is frequently out-of-date and incomplete, owing in part due to its definition being separate
from the artifacts being documented. Complex graphs of knowledge may attend a system
model so stakeholders of various perspectives and generations may understand it. Ontologies
have been identified as a critical aid for communication in MBSE [71,92], wherein concepts
are formally defined and explicitly related in a graph that may be referenced anywhere in the
ASoT.

Scientific computing notebooks have provided researchers partially-reproducible and
partially-interactive documents with the embedded software code used for their scientific
calculations. This type of distribution format has been a boon to scientific reproducibility [193].
Conceivably, textbooks may also be authored in this way so students and researchers can
interact with scientific and mathematical models directly or transclude them in their own
documents with embedded citations. Transclusion is a concept discussed in early hypertext
and hypermedia research that specifies how hypermedia objects can be included in documents
without copying their contents [189]. Linked objects may be updated, and then those updates
will reflect in other objects or documents that transclude the updated object. Transcluded
objects may be browsed so that additional context and information can be found without
losing the path taken [194], similar to how HTML pages are linked together and navigated
by the Web browser.

The Seamless DE Appliance shall provide all the documentation necessary to operate
it, without network access. Systems engineering standard documents such as the Concept
of Operations, Operational Concept, and System Requirements Document, among other
specifications and architecture frameworks, shall be provided to the operator with embedded
support (tutorial or wizard) for guiding the operator in tailoring and using the document
template for their own systems. Reports and documents may be seamlessly generated from
models with the help of semantic document standards [195,196]. Templates may be modified
and versioned without losing access to original revisions. And since it is a tool for DE, it

shall provide textbook material, executable formulas, and interactive diagrams and charts as
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reference and learning material for the system operators (Figure 5.7). Many textbooks and
reference materials are now published under open licenses, thereby easing their inclusion into
the knowledgebase. The Web-based wikis of today cannot compare to the power achievable

by a fully object- and model-based approach with a unified HCI.

REQUIREMENTS:

The Seamless DE Appliance provide a hypermedia library.
o The Seamless DE Appliance shall provide a standards-based ontology.
o The Seamless DE Appliance shall provide a mathematics hypermedia library.
o The Seamless DE Appliance shall provide a sciences hypermedia library.
o The Seamless DE Appliance shall provide an engineering hypermedia library.
o The Seamless DE Appliance shall provide a hypermedia library editor.
o The Seamless DE Appliance shall provide the capability to link any model element to
a hypermedia knowledge-element.
o The Seamless DE Appliance shall provide engineering document templates.
o The Seamless DE Appliance shall provide a dictionary.
o The Seamless DE Appliance shall provide international standards documents as acces-
sible hypermedia.
The Seamless DE Appliance shall provide a content publisher for producing various model
artifacts for use by other systems.
o The Seamless DE Appliance shall produce beautifully®-typeset mathematical and
scientific documents.
o The Seamless DE Appliance shall produce data visualizations (charts, plots, graphs,

tables, etc.).

8LaTeX documents are widely considered to be beautiful, especially for scientific and mathematical documents
where it has enjoyed long use by the academic community. This quality is not necessarily subjective, as there
has been much development time invested in tuning the typesetting algorithms that adjust spacing between
glyphs, lines, paragraphs, boxes, etc. [197,198], while adopting more traditional typesetting techniques such
as ligatures. In particular, mathematical notation relies on intricate layouts not found in typical prose.
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o The Seamless DE Appliance shall produce diagrams that are semantically-valid for
their respective domain-specific language.

o The Seamless DE Appliance shall produce accessible documentation of the system-
under-development.

o The Seamless DE Appliance shall provide documentation of the current activity functions
in less than or equal to two HCI operations.

o The Seamless DE Appliance shall provide a spellchecker.

o The Seamless DE Appliance shall provide a grammar checker.

o The Seamless DE Appliance shall produce hypermedia documents that are linked to
the system model and metamodel for interactive use, e.g. code snippets, simulate-able
system model diagrams, data visualizations, and mathematical calculations.

e The hypermedia documents shall support object transclusion.

5.5.3 Parallel, Concurrency, and Real-Time

The central processing unit (CPU) is a historical and practical bottleneck [199] to
computing architectures. A CPU is difficult to secure due to the sharing of caches and buffers
across otherwise independent, isolated computing processes [200]. Recent cybersecurity
research has revealed multiple microarchitectural flaws related to speculative execution, a
method for improving the execution speed of sequential programs, such as Meltdown [52]
and Spectre [53] that cannot be patched in microcode or software.

Interaction Nets [201] and Propagation Networks [202] may be appropriate theories of
computation that support concurrency and parallelism, and deserve further research and
trade studies in the context of this reference architecture. Likewise, the transputer [203] is
a historical architecture worth studying in light of recent advancements in semiconductor
manufacturing. The Reduceron [204] is an alternative to a traditional CPU by being specially

designed to execute functional programs.
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The Seamless DE Appliance shall be capable of specifying real-time systems — itself a
real-time system. Today, this capability usually requires special tools and knowledge unknown
to many software engineers. However, there have been some high-profile successes, such
as Amazon’s use of Temporal Logic of Actions (TLA™) [205]. More broadly, the Modeling
and Analysis of Real Time and Embedded systems (MARTE) profile [206-208] and Timed
Abstract State Machines [209] have seen adoption by MBSE practitioners. The Seamless DE
Appliance shall use hardware architecture designed for parallelism and concurrency to avoid

the von Neumann bottleneck [199].

REQUIREMENT:

The Seamless DE Appliance shall use a parallel and concurrent computing architecture.

5.5.4 Next-Generation Networking

The Internet is showing its age and its high complexity with some architectural and
security flaws that are difficult-to-impossible to patch [210-213]. Research efforts for a
next-generation Internet have been underway, notable Named-Data Networking (NDN) [214]
supported by the National Science Foundation (NSF), and the Scalability, Control, and
Isolation On Next-Generation Networks (SCION) architecture [215]. As with other advanced
research, their benefits are best realized by integration into a cohesive system.

Alternative Internet architectures may still rely on cryptographic certificates issued by
central authorities, however, introducing a vulnerable central point of failure. Mesh networks,
which use a distributed topology, are designed to sustain damage to network nodes, and spread
the usage load across the network while making data widely available. The Seamless DE
Appliance shall use mesh networking to satisfy the design principle of conviviality [186] and
to support the rapid configuration of private and public networks in support of collaborative

engineering activities.
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REQUIREMENT:

The Seamless DE Appliance shall support next-generation, secure mesh networking topologies

and technologies.

5.5.5 Hardware Acceleration

In contrast to the aging CPU-focused computing paradigm, we now have access to
hardware accelerators such as graphics processing units (GPUs) and field-programmable
gate arrays (FPGAs), as well as application-specific integrated circuits (ASICs) for digital
signal processing and machine learning. So, in addition to being focused on parallel- and
concurrent-computing, the Seamless DE Appliance shall use computing hardware to accelerate
common workload processing. The Seamless DE Appliance shall send common workloads
to FPGAs on-the-fly, without involving FPGA engineers and another workflow. While we
are familiar with GPUs for accelerating video and artificial intelligence workloads, text
rendering is ubiquitous and necessary, and yet currently lacks universal hardware support: a
text-processing ASIC shall obviate millions of lines of code and redundant software libraries.

Cryptography is now ubiquitous, but its implementation often leads to security vulner-
abilities, and some can be devastating [216]. The Seamless DE Appliance shall provide
formally-verified hardware-accelerated cryptography capabilities. However, translators of
high-level code defined using the Seamless DE Meta-language to hardware accelerator mi-
crocode shall be formally-verified such that the translated output can be proven to conform
to its high-level specification. Lastly, hardware acceleration for Satisfiability Modulo The-
ories (SMT) solving shall used for efficient formal verification activities. Other hardware

acceleration capabilities are conceivable and desirable for common processing tasks.

REQUIREMENTS:

The Seamless DE Appliance shall provide hardware acceleration for common system opera-
tions.

o The Seamless DE Appliance shall provide hardware acceleration for text rendering.

116



o The Seamless DE Appliance shall provide hardware acceleration for common crypto-
graphic functions.

o The Seamless DE Appliance shall provide hardware acceleration for matrix calculations.

e The Seamless DE Appliance shall provide hardware acceleration for vector calculations.

o The Seamless DE Appliance shall provide hardware acceleration for tensor calculations.

o The Seamless DE Appliance shall provide hardware acceleration for Satisfiability Modulo
Theories (SMT) solvers.

o The Seamless DE Appliance shall provide field-programmable gate arrays (FPGAs)

that are transparently reprogrammed according to activity-specific loads.

5.5.6 Digital Identity and Access Control

Many digital identity practices still in use today have been rendered obsolete by National
Institute of Standards and Technology (NIST) Digital Identity Guidelines [217]. Passwords,
or at least password hashes, are routinely stolen from corporate databases and sold in
black markets along with other personally identifiable information (PII). In addition, social
engineering attacks can target personal questions whose answers can be used to recover
accounts illegally. A clean-slate computing system has the opportunity to learn from security
decisions made decades ago when devices everywhere were not Internet-connected. In
particular, the operator of the Seamless DE Appliance shall use a HSM that securely holds
private keys in a tamper-proof enclosure.

Object-capabilities (OCAPs) are a powerful alternative [218] to problematic access-control
list (ACL) and role-based access control (RBAC) based systems. They provide granular
control over access to system objects and functions, including over the network where objects
may reside on remote machines. Object-capabilities (OCAPs) provide the best affordances
when designed into the system architecture rather than being added later. Object-capabilities

(OCAPs) thus provide the needed security for enterprise- and government-grade engineering
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programs that may nevertheless need to share certain versioned and redacted information to

third parties such as suppliers and contractors.

REQUIREMENTS:
o The Seamless DE Appliance shall provide object-capabilities (OCAPs).
o The Seamless DE Appliance shall conform to NIST Special Publication 800-63-3 Digital
Identity Guidelines. [217]
o The Seamless DE Appliance shall provide a removable hardware security module (HSM)

for the operator.

5.5.7 Multilingual and Accessible

The use of engineering jargon in system documentation can be difficult to curb without
clear guidelines and automated checkers. Simplified Technical English [145] is already widely
used in the aviation industry, where system model artifacts are shared among people of various
nationalities and native languages and of varying proficiency levels in written English. The
Seamless DE Appliance shall include the hypermedia specification and automated checkers
for ASD-STE100 [145] so that system designers can quickly validate their documented models
against the standard. This facility aids in the development of systems that can be shared,
modified, used, and reused throughout the world.

As with the above multi-lingual requirement, a newly-designed computing system must
support disabled or impaired operators. Specially-designed HCI devices, elements, and
functions appropriate for the disabled have existed for decades. The Seamless DE Appliance
incorporates these requirements to ensure they fit into system architecture and benefit from

the system synergies.

REQUIREMENTS:

The Seamless DE Appliance shall be translate-able to any written human language.

The Seamless DE Appliance shall be accessible to operators with disabilities.
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o The Seamless DE Appliance shall provide text-to-speech assistance of all HCI elements
to a vision-impaired operator.

o The Seamless DE Appliance shall provide keyboard navigational assistance of all HCI
elements to a vision-impaired operator.

o The Seamless DE Appliance shall provide speech-to-text assistance of all sound-enabled
HCT elements to a hearing-impaired operator.

o The Seamless DE Appliance shall provide cognitive assistance to a mentally-impaired
operator.

o The Seamless DE Appliance shall provide alternative HCI interfaces to a physically-

impaired operator.

5.5.8 Performance Profiling and Run-Time Analysis

Today’s software-intensive systems must be explicitly (re-)engineered with the attendant
subsystems and tools to be profiled for performance characteristics. It is unacceptable to
deploy a software component without having measured and understood how it will perform
during typical and intensive use. The Seamless DE Appliance shall support run-time analysis
of memory and compute usage that the operator can switch on when needed, aiding a
comprehensive understanding of the system performance for later modeling, simulation, and

analysis.

REQUIREMENTS:

The Seamless DE Appliance shall provide a tool for performance self-monitoring.
The Seamless DE Appliance shall provide a tool for performance monitoring of the system-of-
interest.
o The Seamless DE Appliance shall provide a configuration switch for system performance
instrumentation.

o The Seamless DE Appliance shall provide a configuration switch for usage analytics.
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5.5.9 Integration with Existing Systems and Data

In order to deal with the plethora of data formats and protocols, a kind of universal
translator component shall be developed. Being formally-verified, the component will convert
data formats [219] into a native format and back again if necessary. Insecure protocols will
not be supported. Likewise, other programming languages may be parsed, but their direct
translation into the Seamless DE Meta-language is untenable. Such an intelligent capability
may be useful to aid in the migration of software packages and algorithms.

As part of the transition period, it may be desirable to emulate software designed for
extant x86/ARM/RISC-V or other ISAs. However, as Spectre-related microarchitecture
vulnerabilities have shown, these CPU architectures cannot be safely used outside of a
strict quarantine or sandbox. Such a sandbox must be hardware-enforced. However, the
desirability of such a capability is worth further study before effort is expended on its design

and implementation.

REQUIREMENT:

The Seamless DE Appliance shall interoperate with qualified external cyber-systems.

5.5.10 Units and Dimensional Analysis

Engineers must use quantities and dimensional analysis to perform analyses and design
systems. Strangely, programming languages often only provide a numerical tower and are
unaware of units and quantities. This scoping decision leaves this facility to be implemented
by programming language users and published as unverified independent libraries, software
packages [220], or even a new special-purpose programming language [221]. However, if
the Seamless DE Meta-language provided a verified library of units and conversions for
dimensional analysis, it would be more appropriate for engineering activities. ISO 80000 [222]
may be used as a SysML profile, and as a starting point, NIST Special Publications 811 [223]

and 330 [224] provide advice on how to use metric units.
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REQUIREMENTS:

o The Seamless DE Appliance shall provide the ISO 80000 library of units of measurement.

o The Seamless DE Appliance shall support type-safe dimensional analysis.

o The Seamless DE Appliance shall provide an arbitrary-precision numeric tower.

e The Seamless DE Appliance shall provide common scientific and mathematical numerical
constants.

o The Seamless DE Appliance shall provide numerical domains that are formally-defined

in hierarchical structure.

5.5.11 Adoption of Existing Standards

Not all international standards are created equal. Standards such as the C programming
language (ISO/TEC 9899 [225]) and POSIX [66] were created ex post facto: attempting
to write down and codify what already existed in the wild. Other standards were born of
industry consortia to satisfy their needs of interoperability. In particular, standards such as
USB and Bluetooth are so lengthy that they defy auditability. The modern Web, too, is a
mess of complex standards that often duplicate functionality commonly available using other
software libraries.

Many of these standards are unnecessary or obsolete under a new computing paradigm, as
they work around design flaws and accrete complexity. Additionally, industry standards that
are not accessible to the general public violate principles of conviviality and trustworthiness,
preventing the operator from independently audit their system’s conformance to those
standards. The Seamless DE Appliance shall provide decision support models to assist in

these complex design decisions.

REQUIREMENT:

The Seamless DE Appliance shall provide architectural decision support of standards adoption.
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5.5.12 Open Governance

Governance of the Seamless DE Reference Architecture will become a significant challenge
as the project grows. Existing governance models including those used in open-source software
projects are unlikely to be sufficient, due to the specialized knowledge in systems engineering
and DE needed by the governing stakeholders. Therefore, an open systems engineering
practice shall be developed to meet the grand challenge, leveraging the capabilities of the

prototype appliance as it is developed.

REQUIREMENTS:

o The Seamless DE Appliance architecture shall be governed transparently.

o The Seamless DE Appliance architecture shall be free and open-source forever.

o The Seamless DE Appliance shall be specified using Simplified Technical English
(ASD-STE100).

5.6 Seamless Digital Engineering Meta-Language
REQUIREMENT:

The Seamless DE Appliance shall provide the Seamless DE Meta-language.

The STEELMAN high-level programming language requirements [226] are now over 40
years old, but many programming languages have ignored its explicit goals and requirements.
Rather, programming languages are often born of the creator’s personal needs and curiosities,
who are generally computer scientists, not systems engineers. No programming language
exists that has been originally designed using SysML and systems engineering processes.
Additionally, programming language designs would greatly benefit from input from human
factors engineering researchers who can properly assess the tradeoffs and affordances that
affect software engineers. Programming languages are often considered in isolation, neglecting
the suite of necessary tools that constitute a programming system [227] such as those

for documentation, testing, profiling, and static analysis. The transdisciplinary systems
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engineering approach used in Seamless DE necessitates a fresh outlook on programming
systems design.

One major flaw with most programming language implementations is that not only are
comments discarded, but the contextual information accumulated through parsing, semantics,
and type checks is thrown away after each use. Comments are written by the engineer to help
explain algorithms, naming choices, to clarify difficult sections, and often to document the
functions and modules themselves. Software engineers commonly rely on external tools that
parse source code separate from the interpreter/compiler and pull out structured data from
comments for use in auto-documentation systems. These external documentation systems have
their limitations, but perhaps most importantly, they are foreign to the language specification.
Many software engineers believe the source code should be its own documentation. Since the
interpreter /compiler, which is by definition the most sophisticated reader of the source code,
discards that critical information, it therefore lacks the capability to bidirectionally link with
other documentation or models.

There is no technical reason why a programming system cannot afford the engineer the
ability to assign SysML and project model information to functions, variables, and modules.
Although this information may not be used in the interpretation of the computer program,
it nevertheless aids in its design and implementation. Therefore, the Seamless DE Meta-
language embeds SysML v2 semantics into its specification facilities such that the SysML
model need not exist separately from the software design it specifies (Figure 5.11). Further,
as a meta-language with its own HCI (Section 5.4), model information may be contextually
hidden, and source code need not be text line-based, instead everything being represented as

Abstract Syntax Trees.

REQUIREMENT:

The Seamless DE Meta-language shall specify program units using SysML v2.
Rather than relying on disparate tools for formal verification, the Seamless DE Meta-

language builds in these facilities for the best mathematical guarantees possible. As with the
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;s SysML v2 "Calc Definition"

« #Applicative Definition » (define:applicative <hello> "Hello, World!"

<hello> Hello, World!

:doc (document "A trivial example function
that takes one formal parameter and

doc
A trivial example function that takes one formal

parameter and returns a personalized greeting. returns a personalized greeting.")
attributes
/type = String — String ttype [ String — String ]

/Version = 123e4567-e89b-12d3-2456-426614174000

parameters

in subject : String
return greeting : String

tin [ subject ]
treturn greeting

;s Hoare triple pre-condition
:requires (> (Llength subject) 0)

assert constraints

requires_nonempty_subject : Precondition
{ (> (Length subject) 0) }

ensures_concatenation : Postcondition ;3 Hoare triple post-condition
{ (> (length greeting) :ensures (> (length out)

(length subject)) } (length subject))

satisfy requirements

:satisfi :FR 1: i t
ref FR/801 : requirement satisfies [ (ref /00 requirement) ]

verifications
ref T/FR-001 : verification :verifications [ (ref :T/FR-001 :verification) ])

/ « #Applicative » \

Pure_Hello : hello
53 SysML v2 "Calc Usage"

parameters (Pure_Hello : hello

in subject : String
(string/concatenate

result "Hello, " subject "!"))

greeting : String = (string/concatenate

\ "Hello, " subject "!"y

Figure 5.11: The correspondence between SysML v2 graphical syntax and LISP-like definitions of
function specification and implementation.
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‘seamless’ definitions from Section 3.4, seamless integration of formal verification capabilities
not only supports their functional correctness and reliability, but also supports their efficiency
use by the system operator. When the operator does not waste time installing, updating,
and configuring tools, they can more easily focus on the work at hand, and thus supporting
convivial mastery and efficiency. Since the appliance provides the knowledgebase which
describes its efficient use, the knowledge gap of the proper application of formal verification
techniques is more easily closed. The facilities that support formal verification also support
formal logic and mathematics, and possibly support other domains such as systems engineering

architecture.

REQUIREMENTS:

The Seamless DE Meta-language shall provide affordances for formal verification.

o The Seamless DE Appliance shall provide an automated theorem prover (ATP).

o The Seamless DE Appliance shall provide an interactive theorem prover (ITP).

o The Seamless DE Appliance shall provide a proof checker for archiving, verifying, and

studying mathematical proofs.

Software compilation is popularly implemented as a critical process prior to shipping
completed software packages. However, this process is designed to support efficient execution
of the software, rather than safety for the operator. The difficulty and resource costs of the
compilation and build processes further widens the gulf between programmers and operators,
forcing the latter group to depend on the former group to satisfy their computing needs. In
Seamless DE, the operator has the facilities already available to customize or design systems.
Rather than being a convoluted, expensive, specialized process, compilation is transparently
performed as a caching step for speeding up execution. The compilation process must itself

be trustworthy and its outputs fully traceable to its inputs.
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REQUIREMENTS:

The Seamless DE Meta-language Programs shall be transparently compiled to human- and
machine-auditable microcode.
o The Seamless DE Appliance microcode shall provide back-references to Seamless DE
Meta-Language code.
o The Seamless DE Appliance microcode shall carry proofs (proof-carrying) of correct
algorithmic execution.
Figure 5.12 shows the high-level parts of the meta-language, including the knowledgebase
with ontologies, engineering embedded domain-specific languages, standard library, and HCI,
as also shown in Figure 5.13. Decomposition continues such that a model-based specification

of the language exists to support standards development, change control, and evolution.

REQUIREMENT:

The Seamless DE Meta-language shall provide the capability of employing domain-specific
languages.

The STEELMAN requirement 3A [226] states, “The language shall be strongly typed.”
While dynamic typing may facilitate prototyping, experimentation, brief studies, and personal
automation, a strong type system is necessary for industrial-grade software. An expressive,
strong type system coupled with computational logic(s) affords static analysis of the system
design, ensuring preconditions, postconditions, and invariants hold where specified. There
are many kinds of type systems, but more powerful systems capable of precisely expressing
the problem domain and corresponding functional solution have recently been deployed in
such general-purpose functional programming languages as FStar [228] and Idris [229, 230].
Dependent type systems afford detailed specification of higher-order state, side-effects, and
input/output computations that reside at the boundary of the software system, known
as effect types. When the core functionality of a software system is composed of pure

(idempotent) functions that reliably transform data structures, the system is easier to analyze

126



Seamless_DE_Appliance \

@e.g. FORTRAN is a DSL for numerical array
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language. So this may be a FIXME.

@Actually, HILISP embeds SysML into the ﬁ

«part def>
<SDEA> Seamless_DE_Appliance

doc
The computer hardware and software
needed to host the Knowledge-base and
Meta-language, forming the primary
functional component of the DEE

log—standards,

«part def>
<HCI> Human-Computer Interface

doc
Activity-Based Computing HCI

«part def>
SDEA_Standard_Library

The algorithms, data structures, and

programming interfaces for accomplishing
common tasks in a programming language

«part def>
Engineering_eDSLs

doc
Engineering embedded domain-specific
languages

«part def»
Knowledge-base

doc
The provided database of common DE
knowledge, including ontologies,

and model libraries

<«part def>
<TASM> Timed_Abstract_State_Machines|

<«part def>
DE_Appliance

doc
An appliance specializing in information:
knowledge, facts, graphics, images, video,
or sound.

An information appliance is designed to
perform a specific activity, such as music,
photography, or writing.

A distinguishing feature of information
appliances is the ability to share
information among themselves.

<part def>
Control_Systems
e ——

<part def>
Array_Processing

«part def»
DE Model Libraries|
1

<part def>
DE Document Templates
<part def>
Standards Documents
——

<part def>
Knols

doc
Knowledge elements that range from
individual notes with metadata, to complete
documents and books.

«part def>
Seamless_DE_Ontology

doc
https://github.com/sy p

_DE_Ontology

Figure 5.12: Major parts decomposition of the Seamless DE Appliance (cf. Figure 5.13).

and reason about. When used throughout a complex software-intensive system, the powerful

type systems afford high reliability, safety, and expressive detail of specifications.

Dependent types allow type specifications to depend on values, affording the system

designer a way to further specify functional behavior.

The FStar language researchers

have used dependent types with multi-monadic effect types and refinement types [231] to

formally verify an industrial-grade cryptography system [232], a distributed system realizing

Communicating Sequential Processes (CSP) concurrency [233], a high-performance key-value

store [234], a cryptographic protocol parser [219], and a hardened memory allocator [235].

These use cases are known to be difficult to implement correctly due to the stringent security

and safety requirements, but with formal verification, the engineers have confidence that

the system will not fail or otherwise violate its security and safety guarantees.

certain verification conditions expressed in the type specifications were not automatically

discharged by the Satisfiability Modulo Theories (SMT') solver, FStar researchers turned
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to meta-programming for automation [236]. The latest computational type theories offer
full computational interpretation [237] and are suitable for type-theoretic foundations of
mathematics [238]. Strong type theories supply the system designer with sound, static
verification methods that encodes the problem-solution domain and prevents errant states

that may cause real-world harm.

REQUIREMENTS:

The Seamless DE Meta-language shall be strongly typed.
e The Seamless DE Meta-language type system shall provide gradual typing.
o The Seamless DE Meta-language type system shall provide dependent types.
o The Seamless DE Meta-language type system shall provide effect types.
o The Seamless DE Meta-language type system shall provide refinement types.
o The Seamless DE Meta-language type system shall provide abstract data types.

e The Seamless DE Meta-language type system shall provide subtypes.

5.7 Full-Source Bootstrap Strategy

The threat of computer backdoors is not to be taken lightly in DE, since they can
circumvent stringent data confidentiality protocols. The Trusting Trust attack in particular
affects software compilers and translators with a self-replicating Trojan horse, first published
in [239] and then described in [240]. This attack was widely believed to be only a theoretical
attack or even impossible to counter, and was largely ignored until Ref. [170] formally proved
that with Diverse Double-Compiling, a compiler can be shown to some degree of confidence
to be unaffected by the Trojan horse. A subsequent grassroots effort [241] has been developed
to establish a full-source bootstrap of a practical computer system [242] to ensure other
components are not affected by the Trusting Trust attack or other subversions. Therefore, the
Seamless DE Appliance shall have a strictly verifiable and independently auditable bootstrap

path.
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Figure 5.13: Reference full-source minimized bootstrap paths to Seamless DE Meta-language
(Section 5.6) and HCI.
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REQUIREMENTS:

The Seamless DE Appliance shall have a clearly-defined and human-auditable bootstrapping
process.
o The Seamless DE Appliance shall be bootstrapped from a tiny (<512-byte) binary seed.
o The Seamless DE Appliance shall be bootstrapped from a self-verifying (modulo the
social proof) theorem prover.
o The Seamless DE Appliance shall document its bootstrapping process and required
knowledge for total reproduction by an unknown party displaced in space and time.
Figure 5.13 depicts the high-level full-source bootstrap strategy, including multiple boot-
strap paths to further reduce the risk of Trusting Trust attacks. Alternate bootstrap paths
also ensure that the target language remains implementable according to its specification.
Diversity of implementations is one of the main factors described by Ref. [170] that fully
counters Trusting Trust. Modeling of these bootstrap paths was included in the Seamless
DE Reference Architecture defined in SysML v2, and shown in Figures 5.14, 5.15, 5.16, 5.17,
5.18, 5.19, 5.20, 5.21, and 5.22.
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The languages used for each bootstrap component were modeled as requirement sets,
and their translator implementations modeled as parts that satisfy those requirements. The
bootstrap paths were organized using SysML packages named after the traditional numerical
stages. The way a bootstrap part is shown to depend on the implementation of a lower part
is with the SysML dependency relation. Separate items representing the source files are not
shown in the following figures. Figure 5.14 shows the overall bootstrap paths of the Seamless
DE Appliance, and its detail is shown in the subsequent figures.

The first bootstrap path (Figure 5.15) is based on CPU-architecture computers, which
must execute only machine code specified by their corresponding instruction set architecture
(ISA). This bootstrap path may benefit from existing full-source bootstraps that we can
execute on the computers we already have. It consists of four stages before reaching the stage
of implementing the Seamless DE Meta-language.

Starting with a POWER9-based computer (Figure 5.16) at stage0, we benefit from its
open-source firmware that affords a lower-level audit compared to most commodity computers.
With a suitable input device and display, the most minimally useful program may be manually
entered as machine code using a paper reference, for example. This program affords the
operator the ability to input programs using ASCII-encoded hexadecimal values of machine
instructions and data.

The next stage (Figure 5.17) builds successively more powerful assemblers with the final
capability of programming with ISA mnemonics as in common assembly languages. Each
part is as small as possible to afford auditability, while providing the most functionality at
that sub-stage to be useful enough to implement the next sub-stage.

Stage2 (Figure 5.18) of the bootstrap path depicted in Figure 5.15 shows how we can
construct successively more powerful Forth interpreters. The Forth stack programming
language, although unsafe, can be implemented in a very small footprint, and then readily
bootstrap the rest of itself. This small footprint and its expressive power make it a suitable

bootstrap language. Being able to bootstrap to standard ANS Forth [243] means we benefit
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Figure 5.14: Overall view of Seamless DE Appliance bootstrap with 3 alternate bootstrap paths
(Figs. 5.15, 5.21, 5.22)
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Figure 5.16: Stage0 of bootstrap path #1 (Figure 5.15).

from the diversity of ANS Forth compilers, which can verify the output of any bootstrapped
interpreters and compilers.

In Stage3 (Figure 5.19), the Kernel LISP language [244] is bootstrapped from the ANS
Forth compiler. That is, a Kernel interpreter is written in ANS Forth. This small-but-powerful
functional programming language offers a leap in expressiveness and safety, and will be used
to bootstrap the next stage (Figure 5.20) which requires the construction of a theorem prover,
constraint solvers, and other computational logic libraries (Section 5.6).

Staged (Figure 5.20) bootstraps a computational type theory from minimal components.
This powerful type theory can then be used to formally specify the Seamless DE Meta-language
according to its reference specification. In this way, powerful formal verification capabilities
are bootstrapped early to support formal verification of the remaining system components.
This method contrasts with existing formal verification facilities that are built on complex
dependency networks of non-formally-verified software components [245,246]. End-to-end
formal verification of hardware and software components was successfully demonstrated

by [247-249], and the same principles apply to the Seamless DE Appliance.
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Figure 5.17: Stagel of bootstrap path #1 (Figure 5.15).
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Figure 5.18: Stage2 of bootstrap path #1 (Figure 5.15).
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collector.
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Figure 5.19: Stage3 of bootstrap path #1 (Figure 5.15).
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Figure 5.20: Stage4 of bootstrap path #1 (Figure 5.15).
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Figure 5.21: Stage0 of alternate bootstrap path #2 which depends on a WebAssembly VM or
ASIC.

Alternatively, the WebAssembly [250-252] offers a powerful, formally-specified boot-
strapping language. Multiple efficient WebAssembly virtual machines exist, satisfying the
implementation diversity metric for fully countering Trusting Trust. And although the Kernel
language shown in Stage3 (Figure 5.19) may be implemented directly using the WebAssembly
stack machine with LISP-like textual syntax, there already exists an ANS Forth-conformant
compiler written in WebAssembly, WAForth [253]. Therefore, this alternate bootstrap path
can continue to first bootstrap stage 3. As noted, a WebAssembly machine may also be
implemented as an ASIC or even a printed circuit board with logic chips, thus dramatically
reducing the Trusted Computing Base of the bootstrap machine and therefore improving its
assurance of trustworthiness.

Other higher-level bootstraps are possible, and although their value is reduced due to high
complexity, they are nevertheless accessible to operators without special equipment. The Guile
Scheme programming language, used in Refs. [242,254], is full-source bootstrapped from [241]
and therefore has a higher trustworthiness factor, despite its complicated implementation and
dependency graph. Alternatively, Ada and SPARK may be used (Figure 5.22) to construct the
Seamless DE Meta-language interpreter. Although they currently lack full-source bootstrap
paths, SPARK provides formal verification facilities that can be used to produce a formally-

verified, high-assurance interpreter. However, the open-source compiler machinery used in
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Figure 5.22: Stageb of alternate bootstrap path #2 (dependencies to other stages not shown).

both of these language implementations is very complicated, representing millions of lines of

unverified, changing code, and is therefore not an ideal bootstrap path.

5.8 Conclusions

By following a transdisciplinary systems engineering approach [63,255] to this mess [1]
of problems in modern computing systems, we can apply greater rigor to the process of
understanding problem space, attain important insights not mentioned in Ref. [22], synthesize
approaches from adjacent domains, and specify the solutions space for digital engineering
using the methods it aims to support. Systems engineers understand not to skip processes
at the beginning of the lifecycle, to avoid greater costs, risks, and schedule delays further
in the lifecycle. Understanding the mission, goals, and objectives (Section 5.2) is critical to
developing suitable system lifecycle concepts, and deriving needs and requirements with an
understanding of current drivers and constraints.

The unique characteristics of each of these bootstrap paths and parts (Section 5.7) change
according to the particular hardware used, although the same basic approach verified by
Diverse Double-Compiling [170] applies. Depending on the assurance level needed, some or all
of the bootstrap stages may be automated with accompanying scripts without diminishing the
value of the full-source bootstrap. However, for a root-of-trust machine in a DE environment,
manual entry with minimal peripherals and computer components may be desirable to

achieve high assurance of defense against backdoors imitating Trusting Trust. The detailed
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model-based documentation provided by the Seamless DE Reference Architecture supports

the repeatability and analyzability of the bootstrap process(es).

5.9 Summary

This chapter addressed RQ4, restated as follows: How does the proposed Seamless Digital
Engineering Reference Architecture meet the needs of “bootstrapping a trustworthy and seamless
digital engineering appliance”?

It answered this research question by addressing its parts, and referring to the results
of previous chapters. Although we cannot comprehensively yet say that the set of goals,
objectives, and needs are fully verified and validated, constituting an Integrated Set of
Needs [116], they are written to answer the parts of this question, namely ‘bootstrapping’,
‘trustworthy’, ‘seamless’, and ‘digital engineering appliance’. Reference architectures are
designed to be updated as we learn more about the problem space and solutions space
(Figure 2.1), especially after successful systems have been fielded. The open-source Seamless
DE Reference Architecture [256] will continue to improve its specificity and completeness to

support multiple competing implementations of a Seamless DE system or appliance.
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Chapter 6

Conclusions and Future Work

When a mess, which is a system of problems, is taken apart, it loses its essential
properties and so does each of its parts. The behavior of a mess depends more
on how the treatment of its parts interact than on how they act independently
of each other. A partial solution to a whole system of problems is better than

whole solutions of each of its parts taken separately.

Russell L. Ackoff [257,258]

6.1 Summary

Through the course of this research and dissertation, key research questions in digital
engineering were addressed.

RQ1 asked, What is Seamless Digital Engineering and what distinguishes it from Digital
Engineering? While we often hear the word ‘seamless’ in the context of digital engineering,
it is considered aspirational and lacks sufficient definition to be measured or compared.
Chapter 2 considers this notion seriously, and by drawing from the literature in MBSE,
computer science, and human-computer interaction research, identifies Seamless DE as a
grand challenge in digital engineering research. The grand challenge criteria and rationale
are documented in Table 2.4. Section 2.4 defines Seamless DE as a high-integrity DE tooling

paradigm oriented toward total system elegance. The complete definition is repeated here:

Seamless Digital Engineering is a digital engineering tooling paradigm that
guarantees model coherence and integrity by affording an elegant human-computer
interface for systems modeling that is end-to-end formally verified down through

the computer hardware.
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Where DE presupposes the complex integration of heterogeneous I'T systems to achieve
its goals, Seamless DE applies MBSE and DE to itself, using rigorous systems and software
engineering processes to develop a purpose-built system that meets the stakeholder needs.
Seamless DE rejects the notion that we can achieve seamless integration without the rigorous
application of SE processes, and highlights the extreme risks and costs of attempting the
DE transition without the requisite preparation and assessment. Section 2.3 makes the case
that a clean-slate development approach is viable, whereas continued investment in fragile
computing systems is foolhardy. The grand challenge described in Section 2.5 invites other
researchers to engage this topic and contribute to its development.

RQ2 asked, How do we precisely define Seamless Digital Engineering and its related
concepts? While Chapter 2 provided a natural language definition of Seamless DE, integration
requirements and design pattern, and architecture tenets, precise definitions of Seamless DE
concepts remained. Chapter 3 used a rigorous ontological framework and formal language
to develop those precise definitions, and related them to existing concepts in SE and DE.
The research drew from a corpus of international standards and other canonical sources, and
identified key sources of concept definitions that were used to develop the ontological definitions
in Seamless DE. These sources included the SQuaRE product quality series [89,90,94,95],
systems and software assurance series [96-98], and the evaluation criteria (“Common Criteria”)
series [106,107]. The Seamless DE Ontology is published open-source at [88].

These concepts, in addition to those in the ISO/IEC/IEEE 15288 standard on system
life cycle processes, were defined within the framework of BFO top-level ontology [85] and
CCO mid-level ontology [70] and thus greatly benefited from additional standardization
efforts made by expert ontology engineers. Essential concepts in DE were developed with
feedback and coordination from the INCOSE DEIX Ontology WG [71]. This diversity of
sources (Table 3.2) is summarized in a proposed domain ontology import hierarchy Figure 3.4,
suggesting that future standardization efforts can improve the rigor and harmonization of

concepts through the use of formal ontology engineering.
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The essential Seamless DE concepts are summarized in Figure 3.5 and include ‘Seamless
Digital Engineering Paradigm’ (Listing 3.1), Correct-by-Construction (Listing 3.2), ‘Seamless
Digital Engineering System’ (Listing 3.3), ‘Seamless Quality Claim’ (Listing 3.4), ‘Seamless
Integration’ (Listing 3.5), ‘Seamless Interface’” (Listing 3.6), ‘Seamless Interaction Capability’
(Listing 3.7), ‘Seamless Quality-in-Use’ (Listing 3.8), and Trustworthiness (Listing 3.9).
Of these, two concepts stand out: Correct-by-Construction and Trustworthiness. While
trustworthiness is already included in the SQuaRE Quality-in-Use standard [90] under the
Acceptability quality-in-use characteristic, it is defined ontologically using concepts in systems
assurance [96] prescribe that trustworthiness is evidence-based. The concept of correct-by-
construction has a long history in computer science [173,259-261] and is now a central
idea, defined as a subclass of assurance goal, in Seamless DE. Finally, to summarize one
key outcome of this ontological analysis, ‘seamless’ was disambiguated into two quality
characteristics and one quality-in-use characteristic, which rely on the definition of Seamless
Interface (Listing 3.6) introduced earlier in Figure 2.13.

RQ3 asked, How do we define requirements in Seamless Digital Engineering? In Chapter 4,
this question was addressed by developing a SysML meta-model based on the latest INCOSE
guidance on writing requirements [116,117]. That guidance identifies and defines 49 Attributes,
42 Rules, and 15 Characteristics of well-formed requirements. This meta-model was extended
from the Model-Based Structured Requirement (MBSR) SysML profile [127] and published
open-source at [125]. The structured patterns of requirement statements as recommended
in [117] fit naturally with MBSE principles and contribute to a rich Authoritative Source
of Truth (ASoT) for needs and requirements. This research was applied on two real-world
projects at NASA JPL [155, 156] where we informally assessed its benefits Table 4.1, while
noting its challenges Table 4.2. In short, the tool integration with the SysML profile provided
the basis from which to rapidly improve the quality of the requirement sets compared to

informal document-based requirements. The INCOSE-derived MBSR. profile and modeling
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technique are therefore essential to developing the high-quality requirements needed for
Seamless DE.

RQ4 asked, How does the proposed Seamless Digital Engineering Reference Architecture
meet the needs of “bootstrapping a trustworthy and seamless digital engineering appliance”?
To address this question, the reference architecture proposed in Chapter 2 was developed
using SysML v2, incorporating research results from Chapter 3 and Chapter 4. Chapter 5
presents the reference architecture starting from DE goals analyzed from Ref. [22] (Figures
2.2,2.3,24,2.5,2.6,2.7, 2.8), to operational concept, stakeholder needs, system requirements
and specification of a systems modeling meta-language. Critically, reflecting the ontological
definitions from the Seamless DE Ontology Annex A: Bootstrappable, the Seamless DE
Reference Architecture provided multiple alternatives for a full-source bootstrap of a Seamless
DE information appliance (Section 5.7). A full-source bootstrap achieves critical security
properties identified and proven by Refs. [170,262] in response to the backdoor vulnerability
disclosure by Refs. [239,240]. Such provable resistance to this high-severity vulnerability is
unachievable in today’s digital engineering environments (DEEs) due to the preponderance
of unaudited source code and severed bootstrap paths. In order for a seamless DE appliance
to achieve trustworthy correct-by-construction, multiple full-source bootstrap paths must
be completed to satisfy independent human auditors. Therefore, the Evaluation Assurance
Level (EAL) 7+ certification goal that the resulting system is free of security backdoors and
correctly implements its detailed specification is achieved through evidence-based, consistent

analysis, without the need for unauditable artifacts generated from extrinsic systems.

6.2 Research Contributions

The research contributions of this dissertation are summarized below, in order of the
research questions from Section 1.2.

In addressing RQ1, Chapter 2 clarified the definition of Seamless Digital Engineering in

contrast with how DE is currently being implemented, and identified it as a grand challenge
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in DE research. It characterized the problem space using SysML v2 depictions and provided
essential requirements derived from relevant literature. The seamless integration design
pattern (Figure 2.13) presented an elegant system [43,44,46] approach compared to commonly
available integration patterns in DE. The architecture tenets from Section 2.4.4 provide
guidance for future research in this area, and the criteria and rationale provided in Table 2.4
establish baseline rationale for continued research in this area. For researchers of digital
engineering, this reframing of DE as a transdisciplinary systems engineering problem may
lead to elegant system solutions for DE stakeholders. For DE industry leaders, this focus on
elegant system design with formally-verified interfaces may lead to new acquisition strategies
that obsolete some IT-focused procurement processes.

In addressing RQ2, Chapter 3 provided an ontological definition of ‘seamless’ and Seam-
less DE in the context of systems engineering standards and based on established top-
and mid-level ontologies. The resulting Seamless DE Ontology assimilated ISO/TEC/TEEE
standards information, including the ISO/IEC 25000-series on the SQuaRE product quality
model into an ontology used to define these seamless DE concepts. The resulting ontology
is an open-source, machine-readable Semantic Web standards-based ontology for DE and
MBSE applications. Stakeholders of DE may appreciate the clarity that such ontology-based
definitions bring to DE acquisition discussions, while practicing engineers and researchers may
adapt and extend the ontology to continue modeling domains of interest while maintaining
ontological coherence. As DE becomes operationalized in organizations, the use of ontologies
to support the definition of ASoTs becomes necessary; as an open-source ontology, the
Seamless DE Ontology can be a critical starting point or a complementary domain ontology.

In addressing RQ3, Chapter 4 presented a complete open-source SysML v1 profile for
digital requirements engineering (DRE) based on structured need/requirement statements. It
demonstrated the application of the profile using an example model in the aerospace domain.
Finally, the INCOSE-derived MBSR approach was validated in a real-world NASA-ESA

Mars Sample Return project in Pre-Phase A [119], with documented observed benefits
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and challenges (Tables Table 4.1 and Table 4.2). Model-based systems engineering and
requirements engineering researchers may use the open-source SysML profile as the basis
for researching MBSRs, contributing extensions, refinements, examples, and evidence to
the body of knowledge. Practitioners may use the profile as-is for lightweight requirements
management work, or explore how it can fit into existing RMT-based workflows.

In addressing RQ4, Chapter 5 presents and provides an open-source Seamless DE Reference
Architecture [256], integrating concepts from earlier chapters into a SysML v2 model ready
for continued development. Where explanatory prose falls short in describing architectures,
the architecture model benefits from language-based validation, contextual annotations, and
unlimited, differentiated detail when necessary. The model of the full-source bootstrap process
conforming to Ref. [170] affords unprecedented detail to describe this complicated process
that often goes ignored in programming language development projects. For computer science
researchers and software engineers, the bootstrap model can serve as a teaching aid and
implementation reference model. For systems engineering researchers and practitioners, detail
of the bootstrap process highlights the systems security implications of this otherwise hidden
and potentially dangerous aspect of digital systems. For DE researchers and practitioners,
the reference architecture may help answer important questions in the acquisition and
sustainment phases of the DEE, or it may be tailored and extended for organization-specific

DE implementation plans.

6.3 Future Work

As a grand challenge, Seamless DE calls for significant future work to explore its im-
plications. Comprehensive research is needed in eliciting stakeholder needs, verifying and
validating the needs to form an Integrated Set of Needs [117], formally transforming those
needs into a verified and validated set of Design Input Requirements [117], developing a
reference architecture with SysML v2 that satisfies the needs and requirements, and con-

structing prototypes for early evaluation. SysML v2 has been chosen to position this work in
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line with the next-generation of MBSE tools. The open-source reference architecture model
provides the concrete basis for further feedback and collaboration. By enacting research and
development of a clean-slate design, the solution space grows, potentially leading to elegant
solutions that could not exist within the constraints of existing I'T systems.

Ontology development in the systems engineering and digital engineering knowledge
domains is ongoing internally among multiple groups, including INCOSE DEIX WG, ATAA
Digital Engineering Integration Committee, INCOSE GfSE Collaborative Artifact, Specifi-
cation, Context and Data Exchange (CASCaDE), OMG Model-Based Acquisition Working
Group, and other entities, varying in ontological frameworks used and level of rigor. Final
results from those working groups are forthcoming. Definition of concepts in Digital En-
gineering is ongoing, and this ontology was developed in tandem with the smaller-scoped
INCOSE DEIX Ontology to be published soon. Future work includes a definition of object
properties, especially those in the systems engineering domain, which was deferred to focus
on the class hierarchy and use of existing BFO and CCO object properties.

Ontological definitions of Seamless DE concepts are offered based on existing and up-to-
date international standards on product quality, but work remains to further define all of
the quality characteristics (Figures 3.3 and 3.2) using additional concepts from the domains
pictured in Figure 3.4. As the ontology grows, it will split into those harmonized domain
ontologies. Within this ontological framework, sub-disciplines of DE, such as digital require-
ments engineering (DRE) and digital quality engineering, may be defined and distinguished
from their traditional counterparts, potentially furthering our understanding and development
of Digital Engineering. The open availability of the Seamless DE Ontology invites researchers
and practitioners to collaborate on its definition and use cases. The standards harmonization
effort involved in the ontology highlights the growing need for formal model-based standards
development, which is especially important to the whole-integrated nature of DE.

Future work will continue to explore the feasibility and effectiveness of INCOSE-derived

MBSR. Future work remains to make full use of SysML modeling tool capabilities in conjunc-
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tion with other tools such as MATLAB, Modelica, and Python to exploit the SysML-based
traceability that the MBSR technique provides. Some INCOSE GtWR, Rules, such as those
disallowing certain words and phrases, may be automatically checked using simple string
matching, achieving a similar capability to existing requirements quality management tools.
Such a capability may be encoded in automated validation suites using custom scripts similar
to the ones we wrote for metrics and legends, although the potential performance impact is
a concern addressable by future research. Macros may be created that employ automated
validation suite results to add and remove «Satisfy» and «Violate» relationships for Rules
amenable to automation. Many other model validation rules may be added that further
enhance the model-based requirements V&V automation afforded by MBSR, such as checking
that architecture decomposition levels match across MBSR-referenced model elements, or
checking for conflicting or redundant requirements.

Automatically-generated requirement statements, as proposed by [127], are provided as a
read-only derived attribute, but future work is needed to make this ‘Derived Requirement
Statement’ attribute more readable while not interfering with model element naming conven-
tions: such as by adding a stereotype to MBSR-linked elements that provides text attributes
for defining the requirement statement fragment depending on its intended pattern slot.
Names of the Pattern Slots and their element values could be used with Large Language
Models or other advanced natural language processing (NLP) models to generate natural
language sentences with proper syntax and grammar. The Condition pattern slot may be
further decomposed following [150], which categorizes conditions into event-driven, unwanted
behavior, state-driven, and optional feature; or it may be decomposed according to a hier-
archical ontology, as shown in [151] and the GtWR Appendix C. The capacity of an ASoT
with MBSRs to answer targeted mission programmatic questions is an area of future research
that depends on the high maturity of both the system architecture model and requirements

engineering organizational processes.
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The revised semantics in SysML v2 present an opportunity to adapt the MBSR Profile
to the new language and to research the change impact and potential benefits. SysML v2
uniformly applies the modeling language design pattern of definition and usage to requirements;
it defines requirements necessarily as constraints with boolean satisfiability; stakeholder
concerns are more explicitly modeled compared to SysML v1; and metadata elements are used
instead of stereotypes. Furthermore, SysML v2 specifies a textual syntax in addition to the
graphical syntax, potentially making model representations such as Figure 4.8 more readable
and amenable to automation. SysML v2 also provides a standardized API for accessing
the system architecture model, which may ease future research in integrating MBSR with
NLP-based and formal requirements engineering tools. This shift toward more model-based
requirements presents new opportunities to enrich the ASoT with metadata and automated
model validation derived from the INCOSE GtWR.

Future work will continue through research involving the Seamless DE Ontology and
Reference Architecture, full formal specification of the Seamless DE Meta-language, and
developing a prototype to eventually fully specify itself is a high priority. The verified
full-source bootstrap processes constitute years of future detailed effort. The same principles
apply to the computer hardware, since electronic design automation software also constitutes
a kind of complex compiler. How can we trust their design outputs? Once an ASIC is
manufactured, how can we trust that it conforms 100% to its formal specification? New
technologies and techniques must be developed for an operator to independently verify their
specific hardware affordably.

There are numerous research paths in the Seamless DE grand challenge that are foreseeable:
open specification of a reference architecture of DE lifecycle(s); computational design of
product-line architecture instantiations for particular form-factors of Seamless DE appliances;
computational type theory-based investigations of seamless system architectures building
from SysML v2 semantics, proving an architecture seamless and trustworthy at the type

level; comprehensive analysis of DE system bootstrap paths, size and effort; technical debt

148



comparisons and type-level analysis of extant computer system architectures. In the short
term, the Seamless DE Ontology will continue to grow, and the Reference Architecture
continue to add detail and feedback from stakeholders. As a grand challenge, decades of

future work awaits for those interested and determined.
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