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ABSTRACT

HEALTHCARE SECURITY AND PRIVACY POLICY COMPLIANCE: A BLOCKCHAIN AND
SMART CONTRACT-BASED ASSURANCE FRAMEWORK

Access to electronic health records (EHRs) is heavily regulated by various policies, includ-
ing federal-level policies, state-level statutes, international data protection laws, and local and
organizational-level policies. These policies may include procedures to ensure compliance with
other organizational-level regulations. In addition, individual patients can establish agreements,
formally known as patient-provider agreements (PPA), with their healthcare providers to express
their consent to access or share their protected health information (PHI). When such policies are
adequately specified and implemented, they go a long way toward protecting EHR data. However,
research has shown that significant policy compliance problems or gaps often go undetected until
after a breach or security incident. Further, a recent study shows that subcultures within a health-
care organization influence whether employees violate policies, perhaps unintentionally. These
observations motivate us to revisit the compliance and provenance aspects of policies.

This dissertation proposes a blockchain-powered, smart contract-based policy-compliance
assurance framework to enforce patient-provider agreements and other applicable policies and
attributes, ensuring policy compliance and provenance in the healthcare sector. This work proposes
a novel compliance review mechanism, Proof of Compliance (PoC), that conducts reviews through
a set of independent, distributed, decentralized auditor nodes from various stakeholders, such as
healthcare organizations, insurance companies, federal and other government agencies, regulatory
agencies, and others mandated by the business requirements. Blockchain smart contracts appear to
be a promising new technology for enforcing policies. In addition, blockchains’ immutable storage
properties and strong integrity guarantees provide hope that an adequate trail of policy compliance

(or non-compliance) can be maintained, thereby facilitating provenance.
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Chapter 1

Introduction

Electronic health records (EHRs) have emerged as a cornerstone in modernizing healthcare.
This offers numerous benefits that enhance efficiency, accuracy, and quality of care and provide a
patient-centered approach to healthcare service delivery [14, 15]. These systems provide immediate
and remote access to patient data, a critical feature that streamlines administrative and medical
decision-making processes [16, 17]. By transitioning from paper-based systems, EHRs signifi-
cantly reduce errors and costs commonly associated with manual and paper-based record-keeping,
enhancing patient safety and care quality and optimizing resources [18, 19]. One of the critical
advantages of EHRs is their ability to promote interoperability across different healthcare platforms
through machine-readable data formats such as Extensible Markup Language (XML) and various
protocols like Health Level Seven - Clinical Document Architecture (HL7 CDA), Fast Healthcare
Interoperability Resources (FHIR) [20,21].

The HIPAA law binds healthcare providers (outlined in 45 CFR §164.524(c)(2)) to provide
healthcare data to patients. This interconnectedness enables seamless sharing of patient data
among healthcare providers, thereby improving continuity of care and the overall healthcare
experience [22,23]. The trend of storing patient information electronically in local databases or
cloud servers underscores the healthcare industry’s commitment to improving the efficiency and
precision of patient care [24,25]. Furthermore, EHR systems play a vital role in strengthening
healthcare services. The constant availability of up-to-date health records is essential for maximizing
treatment productivity and ensuring timely and accurate medical interventions [26, 27].

However, this digital transformation also brings complex information security and privacy
challenges. These are critical for maintaining patient trust and compliance with the applicable
regulatory standards and data protection laws. Data security and privacy violations are increasingly
seen across the healthcare sector [28]. Many of these can be attributed to this industry’s widespread

use of smartphones, internet-connected devices, sensors, wearable devices, mobile-based health



applications, and other I'T-dependent services [29]. Cybersecurity risks, potential breaches, and the
need for stringent access controls raise significant questions. Additionally, interoperability issues,
human factors such as user authentication, and the imperative of legal compliance further compound
the challenges associated with implementing and maintaining EHR systems [30,31].

Laws, policies, and regulations are pivotal to addressing EHR challenges and safeguarding
healthcare data security and patient privacy, thereby promoting trust between patients and health-
care providers. In various global regions, diverse privacy standards, including the General Data
Protection Regulation (GDPR) in Europe [32], the Health Insurance Portability and Accountability
Act (HIPAA) in the United States [33], and My Health Record (MHR) in Australia [34], have been
established to protect patient privacy and personal data [20].

Healthcare organizations must implement technical, administrative, and physical safeguards
to secure EHRs [33]. By enforcing these safeguards, HIPAA helps prevent unauthorized access,
data breaches, identity theft, and other unwanted security incidents. Furthermore, HIPAA mandates
the implementation of privacy policies and procedures to govern the use and disclosure of patient
information. It grants patients certain rights, including access to and amendment of their medical
records. It requires healthcare providers to obtain patient consent for specific uses and disclosures
of their information.

HIPAA also imposes penalties for noncompliance, incentivizing healthcare organizations to
prioritize data security and privacy. These penalties can range from fines to criminal charges,
depending on the severity of the violation. The violation can also lead to reputational damage,
eroding trust from clients and the public. Organizations may face exclusion from federal programs,
financial strain due to legal costs, and increased scrutiny. HIPAA violations can also lead to provider
confusion, increased documentation time, alert fatigue, and potential patient safety issues [35].
According to the Office of Civil Rights Data study, since October 2009, massive security breaches
may have affected more than half of the population in the USA [36]. At least 173 million medical

records were breached due to the policy noncompliance.



Table 1.1: OCR HHS - Compliance Complaint [1-4]

Year | Complains | Compliance Reviews | Technical Assistance | Total Cases
2018 25089 438 7243 32770
2019 29853 338 9060 39251
2020 26530 566 5193 32289
2021 26420 573 4244 31237

Table 1.1 shows the number of compliance complaints received by the U.S. Department of
Health and Human Services (HHS) Olffice for Civil Rights (OCR) [1]. The major reasons for the
complaints are (i) impermissible uses and disclosures of protected health information (PHI); (ii)
lack of safeguards of PHI; (iii) lack of patient access to their PHI; (iv) lack of administrative
safeguards of electronic PHI; and (v) use or disclosure of more than the minimum necessary PHI.

While advancements in security and privacy technology are essential for enhanced protection
of patient data from such incidents, substantial evidence indicates that improper adoption, imple-
mentation, and enforcement of policies contribute significantly to unauthorized access—without
a legitimate "need to know"—to EHR data [37]. Whether intentional or unintentional, users are
often granted access privileges they should not possess. Policies are often not adhered to accurately,
resulting in delays in checking or implementing access control rules. Instances have been observed
in which identical roles and privileges are assigned to all employees. Additionally, individual
patient-level policies are often not rigorously enforced. Auditing and monitoring gaps are also
prevalent, typically occurring only in response to severe complaints or legal mandates [38].

Sarkar et al. [39] present an alternative perspective on security and privacy breaches within the
healthcare industry. They explore the existence of distinct professional subcultures within healthcare
organizations. Through a qualitative study, the authors identify factors that inadvertently lead these
subculture groups to violate information security policies. For instance, when a doctor, positioned
at the top of the subculture hierarchy, seeks access to information beyond their authorized scope,
lower-ranking employees within the subculture may not intervene to prevent it.

Another important factor contributing to policy violations is the lack of effective enforcement
mechanisms arising from the existence of multiple policy bodies. Healthcare is often subject to a

complex web of regulations and guidelines established by various organizations at the national and
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Figure 1.1: Policy Enforcement, Compliance, and Provenance [2, 12]

international levels. This diversity of policy bodies can create challenges and potential conflicts for
healthcare providers and professionals [40,41].

While ensuring the enforcement of system security policies is crucial, it is equally vital to
establish provenance to validate adherence to these policies. Figure 1.1 illustrates the interplay
among enforcement, compliance, and provenance. Effective policy enforcement safeguards health-
care data against unauthorized access and misuse. When policies are adequately enforced, policy
compliance becomes possible, as it requires aligning all actions with the relevant policies. However,
this compliance alone lacks quantifiable measurement or validation. Maintaining the integrity of
policy enforcement activities is essential for accurate assessment of policy compliance. Enforcement
integrity ensures that events are accurately recorded as they unfold. An independent auditor conducts
a policy audit to verify the policy’s compliance status. Provenance, in turn, offers a chronological
record of policy enforcement activities as they unfold.

Security and privacy policy violations do not arise solely from software bugs or other technical
issues. They also stem from various non-technical factors, including user ignorance, misuse of
technology, inadequate training and experience with the required systems, and limited awareness of
regulatory and legal implications. Moreover, organizational and professional influences, including
subcultures, technical privileges, and administrative authority, further contribute to noncompli-

ance. Influences and technical issues are the main drivers of provenance for policy compliance.



Tampering activities occurred in the applied policies and rules, audit trails, access logs, and other
provenance sources. These combined factors pose significant challenges to maintaining provenance
in policy compliance. Tampering with applied policies and rules, audit trails, access logs, and
other provenance sources undermines the integrity of compliance mechanisms. This raises serious
concerns about the transparency and accountability of policy compliance, making it difficult to
attribute responsibility or hold individuals accountable for their actions, especially in cases of policy
violations.

This dissertation proposes a blockchain-powered, smart contract-based policy-compliance as-
surance framework to enforce patient-provider agreements (PPAs) and other applicable policies
and attributes, ensuring policy compliance and provenance in the healthcare sector. This research
introduces a novel compliance review mechanism that conducts reviews through independent,
distributed, and decentralized auditor nodes from various stakeholders, including healthcare or-
ganizations, insurance companies, federal and other government agencies, regulatory agencies,
and other entities mandated by business requirements. The consensus process in a blockchain
network ensures that smart contracts function as intended, without user interference. The proposed
architecture enforces applicable policies and PPAs by keeping audit logs linked to enforced policies
and enforcing access based on smart contracts. Since the blockchain network stores all user policies
and event logs, it provides provenance services. Once smart contracts are fully deployed and
functional, the conditions and mechanisms written into the code can’t be changed.

The remainder of this dissertation is organized as follows: Blockchain and related technologies
used in this research are explained in relation to HIPAA and other data protection laws for health-
care policy compliance in Chapter 2. Chapter 3 contains the related works for healthcare policy
compliance. Chapter 4 presents a method for incorporating informed consent into the PPA and the
contact-based enforcement mechanism. A private or enterprise blockchain-based policy provenance
mechanism is discussed in Chapter 5. Chapter 6 discusses a blockchain consensus mechanism,
Proof of Compliance (PoC), for the proposed framework to verify compliance status. The paper

concludes with a brief discussion, a conclusion, and future directions in Chapter 7.



Chapter 2

Preliminaries/Background

This chapter presents the foundational concepts and theoretical basis necessary to understand the
development of a blockchain-based framework for healthcare security and privacy policy compliance.
Its primary objective is to establish the context, definitions, and core technologies that guide this
research. We discuss technologies and related topics relevant to the compliance framework to
help the interested reader understand and relate the proposed approach’s functionalities. Overall,
this chapter lays the groundwork for the proposed framework and methodology, linking emerging
blockchain capabilities with regulatory requirements such as HIPAA and GDPR to achieve verifiable
policy compliance. It explains how these properties can enhance trust and automate compliance in

distributed healthcare environments.

2.1 Blockchain and Related Technologies Fundamentals

2.1.1 Blockchain

Blockchain is a distributed ledger technology (DLT) designed to securely record transactions
across a decentralized network of computers (nodes) in a transparent, tamper-resistant, and verifiable
manner [42]. Unlike traditional centralized databases controlled by a single authority, blockchains
maintain a consensus-driven record of data shared among participants, ensuring trust without inter-
mediaries [43]. Each transaction is grouped into a block, cryptographically linked to its predecessor,
forming an immutable chronological chain. This structure guarantees data integrity, transparency,
and non-repudiation, as any attempt to alter historical data would invalidate subsequent blocks.
Blockchain networks rely on consensus algorithms, such as Proof of Work (PoW), Proof of Stake
(PoS), or Practical Byzantine Fault Tolerance (PBFT), to validate transactions and maintain syn-

chronization across their distributed nodes [44]. Beyond its origin in cryptocurrencies, blockchain



has evolved into a foundational technology for secure data sharing, digital identity management,
and policy compliance across various sectors [45].

In the healthcare domain, blockchain enables trusted data exchange, patient-driven consent
management, and automated policy enforcement through smart contracts, thus ensuring verifiable
compliance with privacy regulations such as HIPAA and GDPR while enhancing interoperability

and transparency in healthcare ecosystems [46].

Main Characteristics of Blockchain

Blockchain technology exhibits several distinctive characteristics that make it suitable for secure,
transparent, and auditable data management in healthcare policy compliance [47]. The main

characteristics are summarized as follows:

* Decentralization: Blockchain operates on a peer-to-peer (P2P) network where each node
maintains a synchronized copy of the ledger. This eliminates the need for intermediaries, min-
imizes single points of failure, and enhances trust among distributed healthcare stakeholders.

* Immutability: Once a transaction is validated and recorded in a block, it cannot be altered or
deleted without the consensus of the network. This ensures reliable, tamper-proof audit trails
for healthcare operations such as patient consent management and access verification.

* Transparency and Traceability: All network participants can verify transactions stored on
the ledger, ensuring end-to-end traceability. In healthcare, this provides accountability by
maintaining verifiable logs of policy enforcement and inter-organizational data exchange.

* Security: Blockchain employs advanced cryptographic mechanisms, including digital sig-
natures and hashing, to protect transaction integrity and participant identities. Each block
contains the cryptographic hash of the previous one, making the chain resistant to tampering.

* Consensus Mechanism: Transactions are collectively validated through consensus algo-
rithms such as PoW, PoS, or PBFT. These protocols ensure network-wide agreement without

requiring a central authority.



* Smart Contracts: Blockchain supports self-executing scripts, known as smart contracts,
which automatically enforce predefined conditions when triggered. In healthcare policy
compliance, they can encode access control rules, consent policies, and privacy regulations
for automated enforcement.

* Tokenization and Incentivization: Many blockchain platforms issue digital tokens represent-
ing assets, rights, or privileges. These can be used to incentivize participation, compliance, or
auditing activities within healthcare ecosystems.

* Resilience and Fault Tolerance: The distributed nature of blockchain provides high re-
silience to failures or cyberattacks. Even if specific nodes are compromised, the network
continues operating without data loss, ensuring the continuous availability of compliance and

audit records.

These characteristics collectively make blockchain a robust foundation for developing secure,
transparent, and accountable healthcare data ecosystems, enabling verifiable compliance with

privacy and regulatory standards.

2.1.2 Smart Contract

A smart contract is a self-executing digital agreement encoded as a program on the blockchain
that automatically enforces predefined terms and conditions without intermediaries [48]. First
introduced by Nick Szabo in 1994, smart contracts embody the principle of "code as law,” meaning
that contractual clauses are translated into executable code rather than relying solely on legal
interpretation. Each smart contract is stored on the blockchain and executed deterministically by
network nodes when specific conditions are met, ensuring transparency, reliability, and tamper
resistance [49].

In a blockchain network, smart contracts handle key functionalities, including data validation,
access control, payment processing, and policy enforcement [50]. Once deployed, the contract’s code

and results are immutable, making it a trusted mechanism for automating multi-party interactions.



In healthcare security and privacy policy compliance, smart contracts play a crucial role in
automating consent management, enforcing policies, and facilitating regulatory audits. For example,
a patient’s consent agreement can be encoded as a smart contract that grants data access only to
authorized healthcare providers under specific conditions, automatically logging every access event
for compliance verification. This enables fine-grained access control, non-repudiation, and real-
time assurance of compliance across distributed healthcare systems. Despite their benefits, smart
contracts also pose challenges, including the immutability of buggy code, gas-cost optimization,
and alignment with legal frameworks [51]. Therefore, careful design, formal verification, and audit

mechanisms are essential for the secure deployment of smart contracts in healthcare environments.

2.1.3 Consensus Mechanism

A consensus mechanism is the fundamental protocol that enables nodes in a blockchain network
to agree on the validity of transactions and maintain a consistent, tamper-resistant distributed
ledger. In decentralized environments without a single authority, consensus algorithms ensure that
all participants share a common version of the truth, preventing double-spending, unauthorized
modifications, or conflicting transaction histories [52]. Each consensus protocol defines how new

blocks are proposed, validated, and appended to the chain. Common consensus mechanisms include:

* Proof of Work (PoW): In PoW, network participants known as miners compete to solve
complex cryptographic puzzles to validate transactions and generate new blocks. Although
highly secure and decentralized, POW requires substantial computational resources and energy,
making it less suitable for resource-constrained healthcare environments.

* Proof of Stake (PoS): PoS selects validators based on the number of tokens they hold and
are willing to stake as collateral. It is more energy-efficient and achieves faster transaction
finality than PoW, making it well-suited for permissioned healthcare blockchains that require
efficient, scalable compliance verification.

* Delegated Proof of Stake (DPoS): DPoS introduces a voting-based model in which stake-

holders elect a limited set of trusted nodes to validate transactions on their behalf. This



approach increases transaction throughput and governance control, which is beneficial for
consortium-based healthcare blockchain networks.

* Practical Byzantine Fault Tolerance (PBFT): PBFT enables network nodes to reach a
consensus even in the presence of faulty or malicious participants. It is commonly used in
private or consortium blockchains, such as Hyperledger Fabric, providing low-latency and
high-trust consensus, which is ideal for healthcare data sharing and compliance auditing.

* Proof of Authority (PoA): PoA relies on a predefined set of verified validators whose
identities are known and trusted. It ensures high transaction throughput and predictability,
making it effective for permissioned healthcare systems where all participants are regulated

entities.

In the context of healthcare security and privacy policy compliance, selecting an appropriate
consensus mechanism requires balancing trust, scalability, privacy, and governance requirements.
Table 2.1 compares various consensus mechanisms across criteria such as full form, validation
basis, energy consumption, transaction speed, scalability, full tolerance, and others. While PoW
ensures maximum decentralization, mechanisms such as PBFT or PoA are more practical for
healthcare consortia, where trusted participants collaboratively maintain regulatory compliance and

data integrity.

2.1.4 Public, Private, & Consortium Blockchain Network

Blockchain networks are classified based on the accessibility of ledger data, the node participa-
tion process, the consensus mechanism, block mining incentives, and other related factors [53]. This
section provides an overview of public, private, and consortium blockchain networks, including
their properties and applications in the healthcare industry, which aim to deliver improved services

and compliance assurance [54].

Public Blockchain Network

A public blockchain network is an open, permissionless distributed ledger in which anyone

can join, participate, and verify transactions without prior authorization [55]. In this model, all
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Table 2.1: Comparison of Consensus Mechanisms in Blockchain [5-7]

Criteria PoW PoS DPoS PBFT PoA
Full Form Proof of Work ~ Proof of Stake =~ Delegated Practical Proof of Au-
Proof of Stake =~ Byzantine Fault  thority
Tolerance
Validation Basis Computational ~ Token stake and Elected  del- Agreement Pre-approved
effort (mining)  collateral egates by among trusted authorities
stakeholders nodes
Energy Consump- Very High Low Low Moderate Very Low
tion
Transaction Speed Slow Moderate  to Fast Very Fast Very Fast
Fast
Decentralization High Moderate to Moderate Low to Moder- Low
Level High ate
Scalability Limited Moderate High High High
Fault Tolerance High (by de- High Moderate Very High Moderate
sign)
Security Level Very High High  (stake- Moderate (dele- Very High High (identity-
(computation- based trust) gate trust) (Byzantine based trust)
ally secure) fault tolerant)
Governance Model  Open, public Stakeholder- Delegated and Permissioned Centralized au-
competition driven democratic and consensus- thority control
based
Energy Efficiency Very Low High High High Very High
Typical Networks Bitcoin, Ethereum 2.0, EOS, Tron Hyperledger VeChain, Ener-
Ethereum Cardano Fabric, Tender- gyWeb
(legacy) mint
Suitability for Limited due to Suitable  for Suitable  for Highly suitable Ideal for regu-
Healthcare energy cost scalable private consortiums for healthcare lated healthcare
systems with  elected consortium net- entities  with
nodes works known partici-

pants

transactions and blocks are visible to every participant in the network, ensuring transparency,

decentralization, and immutability. Consensus mechanisms such as PoW and PoS are typically

used to validate transactions and maintain ledger integrity. Prominent examples include Bifcoin,

Ethereum, and Polygon. Public blockchains offer robust trust guarantees because the ledger’s state

is collectively maintained by a large number of independent nodes, thereby reducing the risk of

tampering or centralized control.

In the context of healthcare data compliance, public blockchains can serve as neutral audit layers,

enabling verifiable proof of policy enforcement, consent records, or anonymized compliance events.

However, their open accessibility also raises concerns about privacy and scalability, necessitating the

integration of off-chain storage or privacy-preserving cryptographic techniques to protect sensitive
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health information. Therefore, while public blockchains ensure transparency and trust, their use in
healthcare must strike a balance between openness and strict data confidentiality and regulatory

compliance requirements.

Private Blockchain Network

A private blockchain network is a permissioned and access-controlled distributed ledger in
which participation is restricted to a predefined group of trusted entities [55]. Unlike public
blockchains, which allow anyone to read or write data, private blockchains restrict access to
authorized participants, typically governed by a central organization or consortium. This model
provides greater control, confidentiality, and flexibility in compliance, making it highly suitable for
domains such as healthcare, finance, and government [56]. Platforms such as Hyperledger Fabric,
Quorum, and Corda are widely adopted private blockchain frameworks that support fine-grained
access control, modular consensus algorithms, and customizable privacy settings.

In the context of healthcare policy compliance, private blockchains enable secure sharing
of patient information among hospitals, laboratories, insurance providers, and regulators while
preserving data privacy, regulatory alignment, and operational efficiency [57]. Since the participating
nodes are known and vetted, private networks can enforce role-based permissions, implement smart
contract—driven compliance rules, and maintain auditable transaction records without exposing
sensitive information to the public. Thus, private blockchain architectures offer a practical balance
between trust, decentralization, and data confidentiality, supporting secure and compliant healthcare

data ecosystems.

Consortium Blockchain Network

A consortium blockchain network represents a hybrid model that combines the transparency
of public blockchains with the controlled access of private ones [58]. In this setup, the network
is governed by a group of preselected organizations, rather than a single entity, forming a semi-

decentralized trust structure. Each participating member operates a validating node, and consensus
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decisions are made collaboratively by the consortium. This model enhances transparency, trust, and
interoperability while maintaining restricted access and oversight of compliance.

In healthcare environments, consortium blockchains are particularly valuable because they
enable secure collaboration among multiple stakeholders, including hospitals, diagnostic centers,
insurance providers, and regulatory authorities [59]. For instance, patient consent updates, clinical
trial data, or policy compliance records can be shared and verified among consortium members
without relying on a single centralized authority. Frameworks such as Hyperledger Fabric, R3
Corda, and Quorum are often used to implement such systems, offering modular privacy controls
and customizable consensus mechanisms.

Table 2.2 compares public, private, and consortium blockchain networks across criteria such
as access control, governance, consensus mechanism, transaction speed, scalability, data privacy,
trust model, auditability, and others. By balancing decentralization with governance accountability,
consortium blockchain networks provide an ideal foundation for multi-institutional healthcare
compliance frameworks, ensuring data integrity, regulatory alignment, and mutual trust across the

healthcare ecosystem.

2.1.5 Layer 1 Blockchain Network

A Layer I blockchain network refers to the base architecture of a blockchain system, which forms
the foundational layer responsible for consensus, data structure, and transaction validation [60].
It serves as the primary protocol for processing and recording all transactions directly on the
blockchain ledger. Prominent examples of Layer 1 networks include Bitcoin, Ethereum, and
Binance Smart Chain, each providing the essential components of a decentralized network, such as
peer-to-peer communication, distributed consensus algorithms, and cryptographic validation.

In Layer 1 environments, scalability and performance are typically constrained by the consensus
mechanism (e.g., Proof of Work or Proof of Stake), prompting innovations such as sharding and
rollups to enhance throughput [61, 62]. In the context of healthcare policy compliance, Layer

1 networks provide trust, immutability, and transparency, serving as the secure foundation for
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Table 2.2: Comparison of Public, Private, and Consortium Blockchain Networks [8,9]

Criteria

Public Blockchain

Private Blockchain

Consortium Blockchain

Access Control

Governance

Consensus Mecha-
nism

Transaction Speed

Scalability

Data Privacy

Trust Model

Auditability

Regulatory Compli-
ance

Use Case Suitability
in Healthcare

Examples

Permissionless — anyone
can join, read, and write data

Fully decentralized; man-
aged by public consensus
Typically Proof of Work
(PoW) or Proof of Stake
(PoS)

Low to moderate due to net-
work size and public valida-
tion

Limited — constrained by
on-chain validation

Low — transactions are pub-
licly visible

Trustless — relies on public
consensus

Full transparency and trace-
ability
Challenging due to data ex-
posure

Public  verification  of
anonymized audit trails or
research data

Ethereum, Bitcoin, Polygon

Permissioned — only autho-
rized participants can join
and transact

Centralized; managed by a
single organization
Configurable (e.g., RAFT,
PBFT, or custom)

High, as nodes are fewer and
trusted

High — smaller network size
and optimized protocols
High — data visibility re-
stricted to authorized partici-
pants

Trusted — depends on cen-
tral authority

Controlled auditing; internal
logs

Easier to enforce compliance
controls

Internal data management
within a single healthcare or-
ganization

Hyperledger Fabric (private
mode), Quorum (private)

Partially permissioned — ac-
cess limited to consortium
members

Federated; governed by mul-
tiple trusted entities
Collaborative consensus
among consortium members
(e.g., PBFT, Raft)

Moderate; faster than public
but slower than fully private
systems

Moderate — balanced scala-
bility and decentralization
Moderate to high — data
shared within trusted consor-

tium only
Semi-trusted — distributed
trust among consortium
members

Shared auditability among
consortium members

Highly suitable for multi-
party compliance enforce-
ment

Inter-organizational collabo-
ration (e.g., hospitals, regula-
tors, insurers)

Hyperledger Fabric (consor-
tium mode), R3 Corda

deploying higher-level applications—such as smart contract—based compliance frameworks. These

characteristics make Layer 1 blockchains a reliable platform for recording immutable audit trails

and enforcing data access policies in a verifiable and tamper-resistant manner.

2.1.6 Layer 2 Blockchain Network

A Layer 2 blockchain network operates as an extension or scaling solution built on top of a

Layer 1 blockchain [60,63]. It is designed to enhance transaction throughput, reduce latency, and

minimize transaction costs without compromising the security and decentralization provided by

the underlying base layer. Layer 2 solutions achieve this by processing most transactions off-chain

and periodically anchoring summarized results back to the Layer 1 network for final settlement and
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verification. Common Layer 2 technologies include State Channels, Sidechains, Rollups (Optimistic
and Zero-Knowledge), and Plasma frameworks [64,65]. Platforms such as Polygon, Arbitrum, and
Optimism exemplify practical Layer 2 implementations built on Ethereum [66,67].

In healthcare data management and policy compliance, Layer 2 networks enable efficient
execution of smart contracts and secure data interactions at scale, thereby making blockchain-
based compliance frameworks more practical for real-world deployment. By significantly reducing
gas costs and improving transaction speed, Layer 2 solutions facilitate large-scale healthcare
operations—such as consent verification, access control, and audit logging—while maintaining
cryptographic integrity and verifiable linkage to the Layer 1 ledger.

While Layer 1 and Layer 2 blockchain networks share the common goal of ensuring secure
and verifiable digital transactions, they differ significantly in their architecture, performance, and
application scope. Layer 1 networks form the core of consensus and security, providing immutability,
decentralization, and trust through native validation protocols such as PoW or PoS. However,
this robustness often comes at the cost of limited scalability and high transaction fees, making
large-scale data operations costly and time-consuming [60]. In contrast, Layer 2 networks are
designed to enhance scalability and efficiency by offloading computation and transaction processing
from the base layer, while still periodically committing verified results to the base layer. This
approach preserves the security guarantees of Layer 1 while enabling high throughput and low-cost
execution [60].

In the context of blockchain-based healthcare policy compliance, Layer 1 networks can serve
as the trusted audit backbone, ensuring data integrity and non-repudiation. In contrast, Layer 2
solutions can support real-time operations, such as frequent consent updates, access requests, or
dynamic compliance verification, enabling seamless integration. Together, they provide a balanced
architecture that combines the security of Layer 1 with the performance and scalability of Layer
2, making blockchain adoption both technically feasible and economically viable in healthcare

ecosystems.
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2.1.7 Blockchain Main Network & Test Network

Blockchain networks maintain a distributed ledger that contains data and executable code (smart
contracts) as transactions in cryptographically and chronologically linked blocks. All participants’
nodes in the network maintain the same copy of the ledger, ensuring data consistency and integrity,
as verified through cryptographic hash values [68]. Transactions are submitted by users and signed
using their private keys. They are then verified using the corresponding public keys and, after
completing blocks via the consensus mechanism, added to the ledger, ensuring agreement among
all participating network nodes. This section discusses an overview of the functionalities of the
blockchain main and test networks for developing, deploying, and testing blockchain-based or

decentralized applications (dApps).

Blockchain Main Network

A Blockchain Main Network (Mainnet) is the fully operational, publicly accessible version
of a blockchain platform on which real transactions occur and hold actual economic value. It
represents the production environment that has transitioned beyond the testing and development
phases (testnets) and operates with its native cryptocurrency, such as Ether (ETH) on Ethereum
or MATIC on Polygon. All activities on the mainnet are permanently recorded on the immutable
distributed ledger and validated by network nodes through consensus protocols such as Proof of
Work or Proof of Stake. Deploying smart contracts or decentralized applications on the mainnet
incurs real transaction fees (gas costs), reflecting the computational resources required to process
and confirm transactions.

Once a block is finalized and added to the ledger, data and code are permanent on the main
network [69]. All blocks are accessible to all participants’ nodes in the public network and to
selected nodes in the private and consortium networks. Therefore, care must be taken to ensure data
security (confidentiality) and users’ privacy, and to address smart contract bugs and other issues
in the deployed code, which remains permanently on the ledger [70]. To avoid these challenges,

it is crucial to thoroughly evaluate and test any applications and smart contracts before deploying
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them to the main network. The test networks play a key role in this context, as discussed in the next

section.

Blockchain Test Network

A Blockchain Test Network (Testnet) is a dedicated experimental environment that replicates
the functionality of a main blockchain network but uses valueless tokens to enable safe, cost-
free testing [71]. Testnets enable developers and researchers to deploy smart contracts, simulate
transactions, and evaluate network performance without the financial risk or security implications
associated with mainnet deployment. Popular test networks include Ethereum Goerli, Sepolia,
and Polygon Amoy, each designed to mirror mainnet conditions, including consensus algorithms,
block times, and transaction structures [72]. Tokens on these networks are typically obtained from
cryptocurrency faucets, which distribute small test amounts for development use [73].

Testnets are invaluable for prototyping and validating smart contract logic, such as patient
consent workflows, policy enforcement conditions, and access control rules, before migrating to
the production mainnet. This ensures that issues related to gas efficiency, logic correctness, and
data privacy are resolved in a controlled environment. Ultimately, the use of testnets provides a
secure and iterative development pathway, reducing the likelihood of errors, vulnerabilities, and
non-compliance in live healthcare blockchain systems.

In the context of healthcare security and privacy policy compliance, blockchain networks
serve as a trusted, transparent execution layer for deploying compliance-related smart contracts,
maintaining immutable audit trails, and verifying consent or policy adherence in real time. Because
data recorded on the mainnet is tamper-proof and globally verifiable, they provide high assurance of
accountability and non-repudiation [74]. However, it also requires strict attention to data privacy,
cost management, and scalability when handling sensitive healthcare information.

In the proposed framework, we utilize blockchain test networks (Sepolia, Georli) to deploy
smart contracts and execute transactions, thereby storing data and performing other operations.
Table 2.3 compares blockchain main and test networks across criteria such as purpose, token value,

data permanence, transaction cost, security level, healthcare compliance use, and others. These help
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Table 2.3: Comparison Between Blockchain Main Network and Test Network

Criteria

Main Network (Mainnet)

Test Network (Testnet)

Purpose

Token Value
Transaction Cost
Data Permanence
Network Accessibility
Security Level

Healthcare Compliance
Use

Examples

Production environment where real
transactions occur and have monetary
value

Uses real cryptocurrency (e.g., ETH,
MATIC) with market value

Real gas fees paid in native cryptocur-
rency

Permanent and immutable record stored
on the public ledger

Publicly accessible and globally verifi-
able ledger

High — validated by a large decentral-
ized network of nodes

Deployment of verified smart contracts
for real compliance monitoring and au-
dit trails

Ethereum Mainnet, Polygon Mainnet,
Bitcoin Network

Development environment for testing
and validation without financial risk

Uses valueless tokens obtained from
faucets for experimental use
No real cost; only simulated gas fees

Temporary or resettable data for testing
purposes

Publicly available but isolated from
mainnet operations

Moderate — suitable for controlled test-
ing, not for production data
Prototyping, simulation, and perfor-
mance testing of compliance logic

Goerli Testnet, Sepolia Testnet, Polygon
Amoy Testnet

us evaluate gas costs, measure the time required to write to and read from blockchain networks, and
assess the functionality of the components of the proposed healthcare security and privacy policy

compliance frameworks.

2.1.8 Blockchain Transaction & Multi-Signature Transaction

The state of the blockchain is modified by writing data to the distributed ledger. Users submit
signed transactions using their private keys to write data to the ledger via the network consensus
mechanism. Before finalization, all transactions are verified using their corresponding public keys.
This section discusses single-signature and multi-signature transactions and their application in the

proposed framework for performing various experimental evaluations.

Blockchain Transaction

A blockchain transaction represents a digitally signed record that facilitates the transfer of data,
assets, or information between network participants in a verifiable and tamper-resistant manner.
Each transaction includes essential elements, such as sender and receiver addresses, input and

output values, digital signatures, and a timestamp [75,76]. Once a transaction is created, it is
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broadcast to the network, validated by nodes through a consensus mechanism (e.g., Proof of Work
or Proof of Stake), and permanently recorded in a block on the distributed ledger. Because every
block references the hash of its predecessor, the resulting chain of transactions becomes immutable,
ensuring traceability and integrity [77].

In the context of healthcare policy compliance, blockchain transactions can encode sensitive
operations such as patient consent approvals, policy updates, or audit log entries. These transactions,
when executed via smart contracts, enable automated enforcement of data-sharing agreements and

provide transparent, verifiable evidence of compliance among healthcare entities.

Multi-Signature Transaction

A multi-signature (multisig) transaction is a blockchain mechanism that requires multiple
authorized digital signatures to approve and execute a transaction, rather than relying on a single
private key [78,79]. This approach enhances security, control, and accountability by ensuring that no
single entity can unilaterally authorize critical operations. A multisig wallet is typically configured
as an M-of-N scheme, where any M out of N authorized participants must sign a transaction for it
to be validated by the network [80].

In blockchain-based healthcare systems, multi-signature transactions play a vital role in pol-
icy enforcement and data access governance [81]. For example, patient data access or record
modification may require joint approval from the patient and the healthcare provider to ensure
compliance with privacy and consent policies. This multi-party authorization model aligns with
healthcare’s legal and ethical requirements by providing non-repudiation, shared accountability, and
protection against insider misuse. Furthermore, multi-signature mechanisms can be combined with
smart contracts to automate conditional approvals, thereby establishing a transparent and verifiable
compliance framework within the blockchain network.

In this proposed healthcare policy compliance framework, multi-signature transactions are used
to approve healthcare data sharing beyond the treatment team for advanced diagnosis, marketing,
and research purposes [3]. In an emergency, the provider and senior supervisor review, evaluate,

and approve emergency PHI access using a multi-signature transaction to save a patient’s life [10].
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Additionally, we introduce this transaction to process health insurance claims and detect and mitigate
insurance fraud [82]. All involved entities are accountable for signing any transaction or operation

using their private keys, since the keys are assumed not to be compromised and publicly available.

2.1.9 Blockchain Wallet & Faucet Cryptocurrency

In the following, we discuss blockchain wallets and faucet cryptocurrency. Wallets store users’
wallet addresses and private keys and sign transactions before submitting them to the blockchain
network. Additionally, faucet cryptocurrency is used to cover the transaction costs on the blockchain

test network.

Blockchain Wallet

A blockchain wallet is a digital tool that enables users to securely store, manage, and interact
with cryptographic keys used to authorize blockchain transactions. Each wallet generates a unique
pair of cryptographic keys. This public key serves as the wallet’s address for receiving transactions,
and the corresponding private key is used to sign and authorize outgoing transactions [83]. The
private key must remain confidential, as its compromise can result in irreversible loss of access or
unauthorized transactions. Blockchain wallets can be classified as software wallets (hot wallets)
and hardware wallets (cold wallets) based on their internet connectivity [84].

In healthcare platforms, blockchain wallets can serve as digital identities for stakeholders,
including patients, healthcare providers, and regulatory authorities. Through wallet-based authenti-
cation, participants can securely sign consent forms, approve policy updates, or access sensitive
medical data under predefined conditions of a smart contract. Thus, blockchain wallets not only
facilitate secure transactions of assets and data but also serve as a trust anchor in ensuring identity
verification, non-repudiation, and compliance traceability in decentralized healthcare ecosystems.
In the proposed framework, we use the Metamask Digital Wallet to sign transactions on behalf of

various users, including doctors, patients, and others, for the experimental evaluations [85, 86].
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Faucet Cryptocurrency

In blockchain networks, every transaction—such as writing data or deploying code—incurs a
computational cost determined by the operation’s size and complexity. Users need to pay transaction
fees (also known as gas fees) to compensate network validators and miners for processing and
storing this data [87]. On main networks (mainnets) such as Bitcoin and Ethereum, these fees are
paid using real cryptocurrencies (e.g., BTC, ETH, or MATIC), which costs actual money.

In contrast, test networks (testnets) are designed for development and experimentation without
financial risk. Transactions on testnets do not require real currency; instead, users use faucet
currency or tokens that mimic the behavior of actual cryptocurrencies but have no economic value.
These faucet tokens allow developers and researchers to freely test smart contract deployment,
transaction behavior, and gas consumption before migrating to the mainnet. Thus, test networks,
such as Ethereum’s test network or Polygon’s test network, provide a cost-free and test environment
for deploying smart contracts, executing transactions, validating system functionalities, identifying
bugs and weaknesses, and optimizing solutions before deploying actual blockchain or DApps to the
mainnet [88].

For the experimental evaluation of the proposed approach, all transactions are submitted to
the Ethereum test networks (Sepolia, Goerli) using the Ethereum Faucet [89]. Faucet tokens are
collected by visiting designated faucet websites and sharing posts on social media platforms like X
(formerly Twitter) and Facebook. The use of the Faucet cryptocurrency enables us to deploy and
test smart contracts, execute transactions, and evaluate other functionalities without incurring any

monetary expenses.

2.2 Healthcare Policy Compliance Requirements

Healthcare policies vary significantly across countries, influenced by political systems, economic
conditions, cultural values, and historical developments. In India, the regulatory framework includes
the Personal Data Protection Bill and the Information Technology Act. European countries adhere

to the General Data Protection Regulation; Australia utilizes My Health Record (MHR); the
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USA follows HIPAA; and Canada abides by the Personal Information Protection and Electronic
Documents Act (PIPEDA). The U.S. government adheres to both domestic and international laws to
maintain the integrity and confidentiality of data. The Emergency Medical Treatment and Labor Act
is a federal law enacted in 1986 that requires hospitals to provide emergency medical treatment to
individuals regardless of their ability to pay or their insurance status. It prohibits patient dumping,
i.e., the refusal of care or the transfer of patients with unstable medical conditions.

Children’s Health Insurance Program (CHIP) is a joint federal and state program that provides
health coverage to children in low-income families who do not qualify for Medicaid but cannot
afford private insurance. In 2016, the 21st Century Cures Act was enacted as a federal law to expedite
advances in health research. It addresses both privacy concerns and the law, which also prohibit
information blocking, in which organizations engage in activities that hinder or prevent access
to electronic health information. Additionally, the 21st Century Cures Act introduces provisions
enabling the compassionate sharing of mental health and substance abuse treatment details with
family members and caregivers. Violations of this prohibition can result in fines of up to 1 million
dollars per instance.

Apart from international and federal policies, health care must even abide by state laws to
address the privacy and security of medical records, like California Confidentiality of Medical
Information Act (CMIA), Colorado Medical Records Privacy Act (CMRPA), Arizona Health Infor-
mation Exchange (HIE), etc. Local and city governments also play a supportive role in healthcare
through public health department regulations and community health initiatives, which supplement
the regulatory framework established by federal and state laws. The HIPAA policy also allows
the organization to develop its own policies and rules to ensure data security. The Facility Access
Control and Workstation Security rules of the physical safeguard security policy are established
and managed in accordance with organizational laws. We are implementing HIPAA and HITECH

policies within our framework to ensure the protection of sensitive data.
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2.2.1 HIPAA Overview

HIPAA, or the Health Insurance Portability and Accountability Act, is a U.S. federal law
enacted in 1996 that establishes standards and safeguards for the protection of sensitive patient
health information, known as protected health information [90]. Ensuring adherence to government
policies outlined in HIPAA is a crucial aspect when constructing any information security framework.
This is particularly important because patients value the confidentiality of their healthcare records.
Patients who do not trust the healthcare framework may withhold essential information from
healthcare providers. The HIPAA policy is divided into four rules as shown in Figure 2.1: (i)
privacy rule, (ii) security rule, (iii) omnibus rule, and (iv) breach notification rule.

The HIPAA Privacy Rule outlines the standards for protecting individuals” medical records and
other personal health information, known as protected health information, held by covered entities
and their business associates. The Privacy Rule sets forth rules and procedures that covered entities
must follow to ensure the confidentiality and privacy of PHI. It establishes individuals’ rights to
access their health information, request corrections, and control its disclosure.

The HIPAA Security Rule is a set of regulations established under the Health Insurance Porta-
bility and Accountability Act (HIPAA) to protect electronic protected health information (ePHI).
It outlines standards and safeguards that covered entities, such as healthcare providers and health
plans, must follow to secure ePHI. The rule encompasses administrative, physical, and technical
safeguards and requires entities to implement policies, procedures, and technologies to safeguard
the confidentiality, integrity, and availability of electronic health information.

The HIPAA Omnibus Rule introduced significant modifications to strengthen the HIPAA pol-
icy. It expanded liability by making business associates directly accountable for compliance with
specific HIPAA provisions, particularly the Security Rule. The rule heightened breach notification
requirements, specifying what constitutes a reportable breach and establishing procedures for noti-
fying affected parties. Additionally, it incorporated amendments related to the Genetic Information
Nondiscrimination Act (GINA), further safeguarding genetic information from misuse in health

plans.
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The HIPAA Breach Notification Rule requires covered entities and their business associates to
notify affected individuals, the U.S. Department of Health and Human Services (HHS), and, in
some instances, the media of a breach of protected health information. A breach is the unauthorized
acquisition, access, use, or disclosure of PHI that compromises its security or privacy. Covered
entities must conduct a risk assessment to determine the probability of compromise. If the risk is
low, breach notification requirements may be waived. Non-compliance with breach notification
rules can result in financial penalties.

The U.S. government also enacted the HITECH Act (Health Information Technology for
Economic and Clinical Health Act), which introduced several policies and provisions to promote the
adoption and meaningful use of health information technology, particularly electronic health records
(EHRs). HITECH significantly amended HIPAA by revising its rules and strengthening enforcement
mechanisms. It introduced new requirements and increased penalties for non-compliance. HITECH
expanded the liability of business associates by holding them directly accountable for compliance
with specific HIPAA provisions. Business associates are now subject to many of the same rules
and penalties as covered entities. HITECH also significantly increased the penalties for HIPAA
violations, providing a tiered structure based on the level of negligence. The maximum annual
penalty for a single contravention increased substantially. HITECH also introduced additional
mandates on data breach notifications. Under the HITECH Breach Notification Rule, in the event of
a data breach, HIPA A-covered entities must notify the individuals affected. Furthermore, notification
must be provided to both the Secretary of Health and Human Services and the media if the breach

involves more than 500 individuals.

2.2.2 HIPAA Regulated Organizations

The regulations outlined in the HIPAA Rules pertain to both covered entities and business
associates. Entities, organizations, and agencies that fall within the scope of a covered entity, as
defined by HIPAA, are obligated to adhere to the Rules. These regulations mandate safeguarding

the privacy and security of health information and grant individuals specific rights regarding their
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Figure 2.1: Types of HIPAA Rules [2]

health data. In cases where a covered entity engages a business associate for healthcare-related
activities, a formal contract or arrangement must be in place. Figure 2.2 shows the HIPAA-regulated
organizations.

The HIPAA regulation typically requires covered entities and their business associates to
establish contracts, known as business associate agreements (BAAs), to ensure the proper protection
of protected health information. These contracts also define and, as necessary, restrict the acceptable
uses and disclosures of protected health information by the business associate. According to the
updated regulations, business associates are now directly accountable under HIPAA and subject to
enforcement actions in the same manner as covered entities.

A formal agreement between a covered entity and a business associate must include an outline
of the allowed and mandatory uses and disclosures of protected health information by the business
associate, and stipulate that the business associate will not utilize or disclose the information beyond

what is permitted by the contract or as mandated by law, and mandate the implementation of
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adequate safeguards by the business associate to prevent unauthorized use or disclosure, including
adherence to the requirements of the HIPAA Security Rule concerning electronic protected health

information, etc.

2.2.3 HIPAA Rules Incorporation in Proposed Framework

The proposed framework incorporates the privacy and security rules of the HIPAA/HITECH
policy to protect patient information, adheres to the rules of the regulated organization, and doesn’t
implement the omnibus and breach notification rules as shown in Figure 2.1. The framework adheres

to the following privacy and security guidelines:

» The patient grants consent for the treatment team members to access their information. The
patient also controls the extent of information shared with specific team members and the type
of access, such as read, write, and update permissions. As a result, the privacy and HIPAA
policies related to authorization and disclosure accounting are in compliance.

* The framework enables patients to grant access rights to their emergency contacts, allowing
them to access information. It also allows restricted access to specific information, ensuring
compliance with the confidential communications policy.

* Due to frequent updates to HIPAA policies, those managing patient information must stay

informed of these changes. The healthcare prototype manages workforce training and security
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in accordance with HIPAA policies by implementing an expiration date for HIPAA training,
ensuring compliance with relevant regulations. Authorities cannot access patient health
records once their HIPAA training expires, and access is reinstated only after they complete
the required training renewal.

* Password authentication and information consent mechanisms are employed within the frame-
work to enforce HIPAA policies related to access and audit control. Access to information
is restricted to authorized entities, and the system generates regular audit logs that notify
relevant authorities.

* The workstation security physical safeguard security policy is enforced as the framework is a
licensed application and will be installed on secured workstations. Restricting the application
license to a select number of fully authenticated systems installed on workstations helps

minimize the risk of data breaches.

The developed framework enhances patient transparency by informing patients who access their
information. This instills confidence in patients, assuring them that their data is secure and aligns

with most privacy and security policies outlined in HIPAA.

2.3 Consent-Based Healthcare Data Access

Table 2.4 compares significant global data protection and privacy laws that emphasize consent
as a legal basis for processing personal or healthcare data. This table lists key frameworks, including
HIPAA, GDPR, PIPEDA, PDPA, and CCPA, along with relevant articles or sections that highlight
consent requirements.

Summary: Across jurisdictions, modern data protection frameworks share a common principle:
individual consent is the cornerstone of lawful data processing, especially for sensitive categories
such as healthcare data. Regulations such as the GDPR (EU), HIPAA (USA), PDPA (Singapore),
and the DPDP Act (India) all emphasize that personal health information may not be collected,

used, or disclosed without the explicit, informed, and voluntary consent of the data subject. This
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convergence reflects a global commitment to respecting individual autonomy, transparency, and
accountability in the handling of data.

In the context of healthcare, consent serves not only as a legal requirement but also as a
mechanism of trust and empowerment, allowing patients to control who accesses their medical
information, under what conditions, and for what purposes. However, enforcing and auditing
consent across multiple healthcare entities remains a persistent challenge in centralized systems.
This challenge motivates the exploration of blockchain-based consent management frameworks,
where smart contracts can automate, verify, and record consent transactions immutably. Such
systems can ensure that every access or processing event is cryptographically verifiable, privacy-

preserving, and fully compliant with international data protection principles and regulations.
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Table 2.4: Global Data Protection and Privacy Laws Emphasizing Patient or
Healthcare Data Processing

Data Subject Consent in

Law / Regulation

Jurisdiction / Re-
gion

Consent-Related Provisions (Key Articles / Sec-
tions)

Focus on Patient or Data
Subject Consent

HIPAA (Health Insur-
ance Portability and Ac-
countability Act, 1996)

GDPR (General Data
Protection Regulation,
2016/679)

UK Data Protection Act,
2018

PIPEDA (Personal Infor-
mation Protection and
Electronic Documents
Act)

PDPA (Personal Data
Protection Act)

CCPA (California Con-
sumer Privacy Act, 2018)

LGPD (Lei Geral de Pro-
tecao de Dados, 2018)

POPIA (Protection of
Personal  Information
Act, 2013)

DPDP Act (Digital Per-
sonal Data Protection
Act, 2023)

Privacy Act, 1988 (as

amended)

United States

European Union

United Kingdom

Canada

Singapore

California, USA

Brazil

South Africa

India

Australia

Privacy Rule, 45 CFR §164.506-508: Requires pa-
tient authorization before using or disclosing Protected
Health Information (PHI) for non-treatment, payment,
or healthcare operations.

Article 6(1)(a): Consent as a lawful basis for data pro-
cessing;

Article 7: Conditions for valid consent;

Article 9(2)(a): Explicit consent required for process-
ing special categories of data, including health data.
Section 8 and Schedule 1, Part 1(1): Consent as a law-
ful basis under GDPR principles; special provisions
for health and social care data.

Schedule 1, Principle 3: Requires knowledge and con-
sent of the individual for the collection, use, or disclo-
sure of personal information.

Section 13-15: Requires consent before collecting,
using, or disclosing personal data; Section 17: Consent
must be informed and specific.

Section 1798.120: Grants consumers the right to opt-
out of data sale and mandates disclosure about data
usage; emphasizes affirmative authorization for sensi-
tive data use.

Article 7(I): Requires consent for data processing;
Article 11(I): Explicit consent required for sensitive
personal data, including health data.

Section 11(1)(a): Processing permitted if the data sub-
ject consents; Section 26: Prohibits processing of spe-
cial personal information, including health data, with-
out explicit consent.

Section 4(1) and 6(1): Personal data may be processed
only for lawful purposes with consent of the Data
Principal;

Section 7: Specifies requirements for valid consent.

Australian Privacy Principle (APP) 3 and APP 6: Con-
sent required for collection and disclosure of sensitive
information, including health records. Express con-
sent is required for the handling of patient data, unless
otherwise exempted by law.

Explicit written consent is
required for sharing PHI
beyond primary care pur-
poses.

Informed, specific, freely
given, and revocable con-
sent is mandatory for pro-
cessing health-related data.

Patient consent required

under GDPR-equivalent
standards for sensitive
health data.

Implied or express consent,
depending on data sensi-
tivity; express consent re-
quired for medical data.
Explicit consent is required
before processing health-
related or sensitive data.
Patient consent is implicit
in opt-in or opt-out provi-
sions for sensitive personal
data.

Informed consent is essen-
tial for processing or shar-
ing patient information.
Explicit patient consent
is required for processing
medical or health records.

be free,
specific, informed,
and capable of with-
drawal—applicable to
digital health data.

consent must
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Chapter 3
Related Works

This chapter reviews the existing literature relevant to the development of the proposed healthcare
policy compliance framework. It examines prior studies, models, and technologies that have
addressed various aspects of policy compliance in healthcare data management and access control.
To provide a structured understanding of the state of the art, the related works are categorized
into five thematic areas: (i) healthcare policy compliance, (ii) treatment team PHI access policy
compliance, (iii) PHI sharing beyond treatment team policy compliance, (iv) emergency PHI
access policy compliance, and (v) policy compliance review. They are discussed in the following
sections. This categorization highlights how current solutions have evolved and where critical gaps
remain, thereby motivating the proposed blockchain-based compliance framework presented in the

subsequent chapters.

3.1 Healthcare Policy Compliance

In the burgeoning landscape of electronic health record (EHR) management, researchers have
proposed innovative blockchain-based frameworks to address challenges such as secure storage,
scalability, and interoperability. Shuaib et al. [91] discussed the physical, technical, and administra-
tive needs of healthcare compliance with the Health Insurance Portability and Accountability Act
(HIPAA) and General Data Protection Regulation (GDPR) and sketched potential blockchain-based
EHR systems and potential areas for improvement.

Piao et al. [92] proposed a blockchain-based GDPR compliance data sharing scheme, aiming to
promote compliance with regulations and provide a tool for interaction between users and service
providers to achieve data security sharing. This work focuses primarily on user authentication and
private data sharing, with less emphasis on provenance. Wu et al. [93] propose an architecture for a

public blockchain-based ledger that can provide policy compliance activities.
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Haque et al. [94] presented an architecture for a GDPR-compliant COVID-19 vaccination
passport (VacciFi) that stores vaccination data in off-chain storage. They use a permissioned
blockchain to enable participating entries to track activities more efficiently. The following four
design principles are identified for GDPR compliance: (i) access to data should be traceable; (ii)
data subjects’ consent should be collected using a smart contract, (iii) blockchain data needs to be
deleted or modified upon request, and (iv) data controllers and processors must be identified. This
work provides insights into the design requirements of our proposed system.

Hasselgren et al. [95] discussed the GDPR articles on compliance matters and their implications
for the healthcare industry. They also perform comparative analyses of four blockchain-based
healthcare application systems, MedRec [96], EMRShare [97], FHIRChain [98], and VerifyMed
[99], to demonstrate compliance with GDPR. There are several recommendations for blockchain
researchers and developers when designing blockchain-based healthcare applications to ensure
compliance with relevant policies and regulations.

Shahnaz et al. [100] propose a blockchain-based framework for EHR and provide secure
storage of electronic records with granular access rules for users. It also addresses the scalability
problem of blockchain by utilizing off-chain storage. This paper focuses exclusively on ensuring
secure information storage, without exploring the implementation of information consent or other
government-mandated privacy standards.

Mayer et al. [101] analyze that Blockchain technology can provide secure, tamper-resistant
storage of medical records, ensuring data integrity and authenticity, and also suggest that the
blockchain directory model and the chain structure can support the continuous growth of medical
records. The blockchain should implement standards such as OpenEHR, HL7 FHIR, HIPAA,
GDPR, IHE, ISO, SNOMED, DICOM, HIE, and PII to facilitate interoperability and ensure the
uniformity of healthcare information for all stakeholders.

Wang et al. [102] develop a combined attribute-based/identity-based encryption and signature
blockchain mechanism to minimize the utilization of different cryptographic systems for different

security requirements in the EHR. This system ensures the integrity and traceability of medical data.
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This work focuses solely on encrypting patient signatures and identities, without addressing the
safeguarding of other sensitive patient information, such as health history and insurance details.
Existing studies suggest the potential effectiveness of blockchain for storing compliance-related
information for provenance; most focus on regulatory policy compliance and do not address
individual policies within patient consent and organizational access control. We are deploying the
patient policy smart contract in the blockchain framework to uphold the integrity of the patient’s

records.

3.2 Treatment Team PHI Access Policy Compliance

Several proposals have been made to adopt blockchain technology in healthcare and e-health
systems. So far, this research has focused on how blockchain can protect medical information
and facilitate the storage and sharing of medical data, analytics, and informed consent systems for
clinical or research experiments. Research on informed consent for clinical diagnosis and treatment
has received some attention [103]. To our knowledge, ours is the first work to employ blockchain
and smart contracts for clinical treatment-informed consent management and enforcement.

Azaria et al. [96] introduce MedRec, a healthcare data management system built on blockchain
technology to improve access and permissions for electronic medical records. The proposed model
addresses four significant challenges: (i) fragmented access to medical data, (ii) a lack of system
interoperability, (iii) limited patient control over their information, and (iv) the need for enhanced
data quality and quantity for research purposes. MedRec provides patients with a comprehensive,
immutable record of their medical history, facilitating easy retrieval of information from healthcare
providers and treatment facilities. By aggregating and encoding references to various types of
medical data on a blockchain ledger, MedRec establishes a transparent and accessible historical trail
for medical information. Our proposed approach also manages permission and data access using
blockchain, similar to the MedRec architecture. It ensures transparency in patient-record access by

obtaining patient consent before sharing the records with team members.
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Xia et al. [104] propose a blockchain-based data-sharing framework that addresses access-
control challenges for sensitive data stored in the cloud by leveraging the blockchain’s immutability
and built-in autonomy. Yue et al. [105] propose a blockchain-powered application, Healthcare Data
Gateway, that enables patients to store, manage, and securely distribute their healthcare information.
The system facilitates the secure processing of healthcare data by untrusted parties through secure
multi-party computation, thereby ensuring patient privacy. Zyskind et al. [106] introduce the use
of blockchain technology for managing access control and securely storing data, with encryption
used to protect the data stored on servers. Fan et al. [107] propose MedBlock, a blockchain-driven
information management system to streamline access and retrieval of electronic medical records
(EMR). It protects users’ privacy through custom access-control protocols and encryption while
sharing data.

Tith et al. [108] propose an electronic consent (e-consent) management model that uses Hy-
perledger Fabric blockchain and a purpose-based access control framework. This system records
all patient data, consents, and metadata related to data access on the blockchain, thereby making
it accessible to participating organizations. A specific chaincode executes the business logic for
handling patient consent, allowing patients to initiate, modify, or revoke their consent directly on
the blockchain. The proposed model can be used to donate data to biobanks for research purposes,
in addition to sharing patient data. However, the Hyperledger blockchain is a permissioned network
in which participants are limited to organizations, potentially reducing transparency to the broader
public. To address transparency issues, our proposed approach uses the public Ethereum blockchain,
allowing participants with stakes to join and maintain the ledger, thereby providing immutable
information to untrusted network participants. Most importantly, Ethereum’s public consensus
mechanism adds more transparency than a permissioned network. In addition, Ethereum smart
contracts are the most widely used, with numerous projects currently under development and
refinement.

Cunningham et al. [109] propose Non-Fungible Tokens (NFTs) as the mechanism for recording

and transmitting records of patients’ consent for medical data use. The proposed model enables
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individuals to record signed consent documents, thereby permitting Data Consumers to request
health information from Data Providers in accordance with the subjects’ consent. Nevertheless,
the application of NFTs to track data provenance in compliance with regulatory standards such as
HIPAA/GDPR remains under exploration.

Albalwy et al. [110] introduce a blockchain-based consent management system, ConsentChain,
facilitating clinical genomic data exchange. Utilizing the Ethereum blockchain, it employs smart
contracts to represent the roles and permissions of patients (who grant or revoke access to their data),
data creators (who gather and maintain patient information), and data requesters (who seek access
to this information). While this work primarily focuses on facilitating the exchange of genomic data
among clinicians, researchers, and bioinformaticians, clinical treatment presents distinct challenges
for consent management compared to genomic data sharing. The treatment process involves various
user actions, such as reading, writing, and modifying data, with access privileges assigned based
on users’ roles. Recognizing the diverse requirements of clinical treatment processes, this work
proposes a consent management framework to address complex permission assignments across
roles, including treatment team members, insurance agents, external doctors, and pharmacists.

Numerous proposals have been made for integrating blockchain technology into healthcare and
e-health systems. Existing research primarily focuses on using blockchain to safeguard medical
records and facilitate the storage and sharing of medical data, analytics, and systems for managing
informed consent in clinical or research settings. There has been some research dedicated to
informed consent in diagnosis and treatment as well [103]. To the best of our knowledge, our study
is the first to leverage blockchain and smart contracts to manage and enforce informed consent in

clinical diagnosis and treatment (Section 4.4).

3.3 PHI Sharing Beyond Treatment Team Policy Compliance

Blockchain technology has increasingly been adopted in healthcare for various services, par-

ticularly for sharing protected health information among healthcare providers, patients, and other
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stakeholders. Blockchain facilitates a more efficient, transparent, and patient-centered delivery of
healthcare services, making it an essential component in modern healthcare infrastructure.

Fan et al. [107] propose a blockchain-based secure system, MedBlock, to share electronic
medical records among authorized users. It provides security and privacy with access control
protocols and encryption technology while sharing patient healthcare data. Shah et al. [111] propose
a medical data management framework to facilitate data sharing. It gives patients full control over
access to their medical data. It also ensures that patients know who can access their data and how it
is used.

Zhuang et al. [112] propose a blockchain-based patient-centric health information-sharing mech-
anism that protects data security and privacy, ensures data provenance, and provides patients with
complete control over their health data. However, consent structure and compliance requirements
are not addressed, which are crucial for giving patients confidence in how their consent is executed
and how data is protected.

Alhajri et al. [113] examine the importance of implementing legal frameworks to safeguard
privacy in fitness apps. By examining how various fitness apps handle consent and privacy policies,
the research highlighted the crucial role of consent under the GDPR. The authors proposed adopting
blockchain technology to govern user consent for the sharing, collection, and processing of fitness
data, ensuring a process centered on human needs and compliant with legal standards. Nonetheless,
the study did not present a technical architecture for its blockchain-based proposal.

Amofa et al. [114] develop a blockchain-based personal health data-sharing framework that
incorporates an underlying mechanism to monitor and enforce acceptable-use policies associated
with patient data. Generated policies are consulted by smart contracts to determine when the
intended data can be shared or otherwise. All entities cooperate to protect patient health records
from unauthorized access and computations.

Balistri et al. [115] design the BlockHealth solution for sharing health data with tamper-proofing
and protection guarantees. They store the patient’s healthcare data in a private database, and the

hash of that data is stored on the blockchain to ensure data integrity. Shen et al. [116] propose
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MedChain, a blockchain-based health data-sharing approach in which data streams are continuously
generated by sensors and other monitoring devices across various patients’ bodies. The collected
data are shared with laboratories and health organizations for diagnosis, advanced treatment, and
further research.

As mentioned in this section, the papers summarize the applications and benefits of blockchain
for healthcare data sharing and essential services. However, they failed to address the security and
privacy requirements mandated by various laws and regulatory agencies, such as HIPAA and GDPR.
The primary requirements for sharing health records are patient consent and appropriate protection,
such as encryption. In addition, it is crucial to maintain audit logs and verify that these activities
do not violate any policies. This work proposes sharing informed consent as the smart contract for

authorization with provenance and compliance-checking mechanisms (Section 4.5).

3.4 Emergency PHI Access Policy Compliance

Yang et al. [117] introduced a novel lightweight break-glass access control (LiBAC) system
designed for the Healthcare 10T, enhancing the security and accessibility of medical data. The
system employs a dual-access method: attribute-based access for routine use and break-glass access
for emergencies, ensuring timely access to patient information by authorized personnel. The LiBAC
is rigorously proven secure in the standard model, with a formal proof substantiating its resilience
against potential cyber threats. Despite its efficiencies, the model relies heavily on a predefined
set of emergency contacts, which may limit its effectiveness in unexpected situations where those
contacts are unavailable or when new, unforeseen stakeholders need access.

Loos et al. [118] investigated the tension between emergency accessibility and security in
medical devices, highlighting the lack of comprehensive break-glass systems tailored to these
devices. They categorized break-glass mechanisms into patient records and medical devices. The
authors explore various emergency access solutions, including proximity-based access, biometric
authentication, UV tattoos, RFID chips, and passive radiopaque markers. Despite proposing

innovative mechanisms, they highlight several challenges, including the need to balance usability
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and security, patient acceptance, and the lack of standardization. The paper urges further research
into unified security protocols that reconcile emergency access needs with robust patient data
protection.

Aski et al. [119] proposed integrating break-glass mechanisms with attribute-based access
control (ABAC) to address emergencies in healthcare IoT systems. In addition to authorizing users
in everyday situations, they introduced a break-glass mechanism that allows emergency handlers
(ESH) to respond to emergencies. The ESH bypasses standard authentication and swiftly accesses
critical patient data when immediate medical action is required. Security measures include data
encryption and key management, with ESH verification through pre-distributed passwords to prevent
unauthorized access and misuse. Experimental analysis indicates the scheme’s efficiency compared
to existing access control systems.

Schefer-Wenzl et al. [120] conduct a survey to investigate delegation and break-glass-based
emergency access control, where standard access policies are insufficient. In delegation models,
a user can transfer access rights or roles to another, discussing role-based and permission-based
approaches while considering constraints such as separation of duty (SoD) and binding of duty
(BoD). The break-glass models are designed for emergencies, enabling temporary bypass of standard
access controls with actions logged to prevent misuse. Analyzing 329 articles and detailing 35 key
approaches, the authors compare models with respect to policy enforcement, support for entailment
constraints, and integration with business processes.

Van Bael et al. [121] described a new access control system that uses loT sensors to collect
contextual data, thereby making break-glass mechanisms more flexible in emergencies. It includes
non-repudiation features by logging all actions during a break-glass event, thereby ensuring ac-
countability through evidence such as biometric data or badge scans. A fail-safe mechanism is also
incorporated to cancel emergency access if activated erroneously. However, the prototype demon-
strates that it is possible and achieves reasonable response times. The proposed approach relies on
the availability and dependability of IoT sensors. It is vulnerable if the integrity of contextual data

is compromised, and establishing comprehensive access policies for all emergencies is challenging.
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The papers in this section summarize the application of emergency access control mechanisms,
such as the break-glass protocol. However, they failed to address the security and privacy compliance
requirements mandated by various laws and regulatory agencies, such as HIPAA and GDPR. This
work proposes a policy compliance framework for emergency PHI access, ensuring that applicable
security and privacy policies are followed while accessing PHI to save a patient’s life in critical

moments (Section 4.6).

3.5 Policy Compliance Review

Garcia-Bernd et al. [122] present a novel workflow designed to enhance the usability audits of
personal health records (PHRs) through an automated, computer-aided usability evaluation (CAUE)
tool named Usevalia. This approach integrates multiple components, including a set of usability
heuristics, a catalog of usability requirements, a corresponding checklist, and predefined tasks to
understand the functionalities of PHRs to be audited. The workflow leverages Usevalia to centralize
and streamline the usability evaluation process, allowing for coordinated work among auditors and
providing remote access to all necessary evaluation materials.

Stevovic et al. [123] address the complex challenge of sharing electronic health records (EHRs)
across healthcare organizations while adhering to varying regulatory and business requirements
in their work on compliance-aware cross-organizational medical record sharing. Their proposed
solution, CHINO, enables healthcare providers to define and enforce their security and compliance
requirements during data sharing. The critical point is the integration of business processes that map
high-level regulatory policies to particular data management operations, ensuring each organization’s
internal systems and processes remain compliant. The implemented prototype was successfully
integrated with OpenMRS, illustrating the system’s ability to manage and enforce diverse regulatory
and business requirements across healthcare settings.

Dae-young et al. [124] develop a sophisticated framework to securely manage the exchange
of extensive health data while ensuring strict compliance with health regulations such as HIPAA.

Amidst the challenges of the COVID-19 pandemic, their framework utilizes semantic web technolo-
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gies to ensure secure and compliant data exchanges through dynamically applied policies. A key
feature of their approach is the Trust Score, which assesses each participant’s reliability in handling
sensitive data. The authors demonstrated the framework’s effectiveness and scalability by applying
it to a simulated scenario using over 1,000,000 synthetic contact-tracing records from the CDC.

Koreff et al. [125] critically examine data analytics in healthcare fraud audits, focusing on how
these tools influence power dynamics and potentially abuse authority. Through qualitative analysis
of interviews and documents, the study revealed that algorithmic decision-making can justify harsh
measures against healthcare providers based on potentially inaccurate interpretations of data. This
misuse of power affects individual providers and has broader implications for the industry’s power
structure. The research highlighted the need for greater transparency and accountability in the
use of data analytics within regulatory frameworks, and the ethical considerations in balancing
technological efficiency with fair governance.

Mohammed et al. [126] propose a detailed analysis of blockchain’s dual scalability and regu-
latory compliance challenges through a literature review. They explored more advanced options,
including sharding, which partitions the blockchain into parallel-processing components to expe-
dite transactions, and layer-2 methods such as rollups and the Lightning Network, which remove
transactions from the main chain to reduce latency and facilitate scaling.

While these works offer hope that blockchains could be a viable solution for storing compliance-
related provenance information, most focus on regulatory compliance. Compliance with individual
policies expressed in a patient-provider agreement, patient consent management, and organizational

access control policies is outside the scope of these works.

39



Chapter 4

Policy Enforcement

Policy enforcement is the process of applying the required or applicable set of policies through
a mechanism that evaluates an access request against them. In addition to the relevant policies, it
also considers other components, such as subject and object attributes, environmental conditions,
and other factors mandated by business requirements. Applicable policies are adequately selected,
evaluated, implemented, tested, and deployed to be available for execution. These policies are
selected according to business requirements, legal jurisdictions, regulatory mandates, contractual
obligations, and other factors. The entity that does this part is known as the policy implementer.

Proper mechanisms must be in place to execute, evaluate, and enforce the policies mentioned
above that are relevant to any authorization or access request. A decision, granted or rejected,
is made based on the applicable policies and attributes of the subject, the requested object, and
the operation. The entity doing this part is the policy enforcer or authorization module. Policy
implementers and enforcers must be separate entities to ensure the Separation of Duties and avoid
potential Conflicts of Interest.

Healthcare policy enforcement is the process of applying and implementing healthcare privacy,
security, and consent management rules through defined procedures, governance mechanisms, and
technical safeguards to ensure that protected health information is handled lawfully, ethically, and
appropriately. In the context of HIPAA and related healthcare regulations, policy enforcement
ensures that PHI access, use, and sharing decisions are consistently governed by patient consent,
clinical role, treatment purpose, organizational policy, contextual conditions, and legal requirements.
Its objective is not only regulatory compliance but also the preservation of patient trust, confi-
dentiality, accountability, and continuity of care. Therefore, robust enforcement mechanisms are
essential to ensure that covered entities, business associates, healthcare professionals, and affiliated
organizations remain accountable for safeguarding PHI and for enforcing privacy and security

requirements throughout treatment, information sharing, and emergency response workflows.
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4.1 PHI Access Classification

The primary regulatory bodies and data protection laws, such as HIPAA, GDPR, and others,
mandate patient consent-based access to and sharing of protected health information. Table 4.1
shows ten (10) types of PHI, considered for each patient, with PHI ID, name, description, and
potential creators. There are three major classifications of PHI access by the healthcare stakeholders.
They are (i) treatment team access for regular treatment and operations, (ii) sharing beyond the
treatment team for better diagnosis, consultation, research, and marketing, and (iii) emergency

access when the patient is conscious or severely injured. Figure 4.1 shows them with the definition.

4.1.1 Treatment Team Access

Authorized treatment team members access healthcare data within healthcare systems to provide
required medical care and services and perform healthcare operations. This includes doctors, nurses,
and specialists collaborating to make informed decisions about diagnosis, treatment plans, and
ongoing care. In addition to direct patient care, health records support essential business operations,
including billing, insurance claims processing, scheduling, and quality assurance. Ensuring seamless
access for healthcare providers while maintaining data privacy and security is critical. Robust access
controls and encryption protocols are essential for safeguarding sensitive information against
unauthorized access or data breaches. The authors propose a consent-based approach to PHI access

compliance for this group [13].

4.1.2 Sharing Beyond Treatment Team

Healthcare data are often shared with parties beyond direct care providers to improve patient
outcomes and drive broader healthcare initiatives. Consultations with specialists, for instance,
allow for more accurate diagnoses and more effective treatment plans. Healthcare data is also
leveraged in research to identify trends, develop new treatments, and improve overall healthcare
quality. Furthermore, anonymized patient information may be used for marketing purposes, such

as promoting relevant health services. However, these practices require strict adherence to data
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Table 4.1: Sample Patient Protected Health Information (PHI) Structure [3,4, 10, 11]

PHI ID PHI Name PHI Description PHI Creator
PHI-1001 Demographic Information Basic personal information like name, date of birth, gender, contact | Patient, Support Staff
PHI-1002 | Previous Medical History Old medical records from another hospitals and providers Patient, Support Staff
PHI-1003 Immunizations, Vaccinations | Immunization records that are administered over time Patient, Pathology Lab Technician
PHI-1004 | Allergies Various allergies sources, triggering condition, remediation Patient, Support Staff, Path Lab Tech
PHI-1005 Visit Notes Physiological data, advice, follow-up, visit details Doctor, Nurse
PHI-1006 | Medications, Prescription Pharmacy information, prescribed medications like name, dosage Doctor
PHI-1007 | Pathology Lab Works Biological samples analysis like blood, tissue, other substances Pathology Lab Technician
PHI-1008 | Radiology Lab Works Imaging results such as X-rays, CT, MRI, Ultrasound, PET scans Radiology Lab Technician
PHI-1009 | Billing, Insurance Bank account, credit/debit card, and insurance policy information Patient, Support Staff, Billing Officer
PHI-1010 | Payer Transactions Bills of doctor visit, lab works, and medications Billing Officers, Insurance Agent

PHI is accessed by the treatment team
0 1 members like doctor, nurse, support staff, Treatment Team
lab technician, pharmacist, and others .
PHI is shared beyond the treatment team -

0 2 members for various purposes such as Sharlng Beyond
consultancy from external hospital, Treatment Team
marketing, research, and so on.

PHI Access
Providers need to access PHI when there
03 is an emergency and patient is unable to Emergency Access
give consents for accessing the data.

Figure 4.1: Protected Health Information (PHI) Access Classification [4]

protection regulations to maintain patient privacy and obtain informed consent. The authors of [3]

proposed a policy-compliance assurance framework that relies on patient consent to share PHI.

4.1.3 Emergency Access

In life-and-death situations, such as when a patient is unconscious or critically injured and
admitted to the emergency room, immediate access to their healthcare information becomes crucial
for treatment. In most cases, healthcare providers obtain consent from patients before accessing
or sharing their medical data with other specialists. However, in emergencies, consent cannot be
obtained in advance due to the unpredictable nature of the situation. Additionally, emergencies
may occur far from a patient’s home or primary care provider, further complicating access to their
medical history. In these scenarios, obtaining consent from the injured or incapacitated patient is
impossible, as they may be unconscious or unable to communicate. This creates a unique challenge

for healthcare professionals, who must act swiftly to provide life-saving care.
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Emergency access protocols, such as the Break-Glass Protocol, enable healthcare providers
to temporarily bypass consent, ensuring they can access essential information while maintaining
compliance with privacy regulations and audit controls. If a patient is admitted to the same hospital,
who is the primary care provider? Transferring data is unnecessary, as doctors would access it
through the same EHR system. Data access can be performed from the emergency room while
treating the patient or in the ambulance while transferring the patient from home or the accident
scene to the hospital. When a patient receives regular treatment and medical services from one
hospital but is admitted to another hospital for emergency treatment. The patient’s health data
must be shared between the primary care provider and the current provider. Providers must satisfy
additional data protection and patient privacy requirements for transferring data. We assume data is
transferred from the primary provider to the emergency provider through the proper channel.

Each sort of PHI access has a different set of compliance requirements. This research inte-
grates patient consent with the Patient-Provider Agreement and deploys it as smart contracts in
the blockchain network. Then, the PPA is enforced while authorizing the PHI access request.

Enforcement activities are captured and stored for later compliance review.

4.2 Policy Enforcement - Proposed Approach Overview

The proposed policy enforcement approach centers on capturing patient-informed consents
for three critical healthcare scenarios: treatment team access, PHI sharing beyond the treatment
team, and emergency PHI access. These consent requirements are formally integrated into a Pa-
tient—Provider Agreement, which serves as the patient-specific contractual foundation for governing
PHI access and disclosure. Once the PPA is established, its relevant consent components are
extracted, verified for integrity, and deployed to the blockchain as patient-associated smart con-
tracts. In this architecture, the blockchain acts as a trusted, tamper-evident platform for storing and
executing consent rules, while the smart contract functions as the authoritative source for consent
validation during access-control decisions. When a PHI access or sharing request is submitted, the

authorization module queries the corresponding smart contract and evaluates the returned consent
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information together with applicable policies, subject and object attributes, purpose, environmental
conditions, and regulatory requirements. Based on this combined evaluation, the system determines
whether the requested PHI access or sharing action should be permitted or denied. This approach
strengthens policy enforcement by making patient consent executable, transparent, immutable,
and directly usable in real-time authorization decisions for routine treatment, inter-organizational

sharing, and emergency access scenarios.

4.3 Patient-Provider Agreement (PPA)

The patient-provider agreement aims to clarify each party’s responsibilities in the treatment
process. The goal is to improve outcomes, lower risks, and better educate patients. A multicenter
study [127] evaluated the utility of the PPA, the extent to which patients understood it, its ability to
educate patients in an unbiased manner about treatment, and the feasibility of incorporating a PPA
into clinical practice. Both patients and doctors believe this PPA helped them decide on a course of
treatment and was fair in laying out the treatment’s risks and benefits. Most patients reported that
the PPA was "somewhat helpful" or "very helpful" in deciding on a course of treatment and that it
was "easy to understand."

A PPA, also known as a contract, varies by organization. Healthcare organizations adjust what
they need from patients and what they expect of them to align with those needs, treatments, and
responsibilities. This is done based on the nature and needs of treatment and services. Additionally,
the components and representation of the PPA vary across hospitals and clinics. Examples include
general hospitals, emergency rooms, urgent care or walk-in clinics, dental care, cancer treatment,
physiotherapy, etc. Figure 4.2 shows the major components of a PPA. Algorithm 1 illustrates the
iterative process of creating a PPA with the required components. A PPA is formally composed of
six (6) tuples:

PPA = (PC,PrC, TIC,SIC,EIC, ROC)

satisfying the following requirements:
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Figure 4.2: Patient-Provider Agreement (PPA) Components [2—4, 10-12]

(A) PC'is a finite set of patient components containing the patient’s personal information, contact
information, mailing information, pharmacy information, billing and insurance information,
emergency contact, and others. The patient is responsible for providing and maintaining valid,
accurate, and updated information for these components.

(B) PrC is a finite set of provider components, including the treatment team, prescription, and
others. The provider is responsible for creating an effective team to provide appropriate care.
All aspects of treatment, insurance coverage, and billing are considered during the patient’s
treatment period.

(C) T1C is afinite set of treatment-informed consent components. It denotes that the patient has
permitted the designated treatment team to access medical records. Treatment team members
include doctors, nurses, support staff, lab technicians, billing officers, emergency contact

persons, and others assigned by the authority.
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Algorithm 1: Patient-Provider Agreement (PPA) Formation [2,3,11,13]

Input :(i) PC, (ii) PrC, (i) TIC, (iv) SIC, (v) EIC, (vi) ROC, (vii) Rpp 4, (viii) BNgc

1 /* Rppa: secured PPA repository, BNgc: blockchain network smart contract =/

Result : A formal PPA

Input Parameters Initialization

PPA; + {PC;, PrC;, TIC;,SIC;, EIC;, ROC;} where 7 is patient identity
(i) PC «— {PCl, PCQ, PC3, PC47 PC5, PCG ................
(ii) PrC < {PrCi, PrCs, PrCs, PrCy4, PrCs, PrCs...
(iii) TIC < {TIC1,TICy,TIC3,TIC4,TIC5,TICs
(iv) SIC « {SIC1,S1C4,SI1C3,51C4,SIC5,SICs..............
(v) SIC «+ {EICL EICQ, EIC:;, EIC47 EIC;,, EIC()-
(vi) ROC + {ROC1, ROC32, ROC3, ROCy4, ROCs, ROCs...ROCR}

PPA Components Integrity Calculation

o R W N

—
-

/+ H(9) calculates hash of 9 */

—
~

(a) Hpe + H(PCq, PCa, PC3, PCy, PC5, PCé.......ccovuueeen. PCypr)
(b) Hprc < H(P?”Cl, PTCQ, P?“Cg, P?"C4, PTC57 P?“CG ......... PTCN)
(¢)Hrro <+ H(TIC1,TIC, TIC3,TIC4, TIC5,TIC........ TICT)
(d)Hsro < H(SIC1,SIC,S1C3,S1C4,SICs,S1Cs
(e)Hgrc + H(EIC1,EICy, EICs, EICy, EICs, EICs............. EICg)
(f) Hroc + H(ROC1, ROC3, ROC3, ROC4, ROC5, ROCs..ROCR)
(¢ Hppa, + H(Hpc,Hprc,Hric,Hsic, Here, Hroc)

PPA Finalization

if PPA; is complete then

—
n R W

ROR = om m e
=S8 ® 3

/* presence of PC, PrC, TIC, SIC, EIC, ROC x/

I
[N

if Rppa + PPA;) contains no conflicts then
(i)doRppa < (Rppa + PPA;)

(ii) add IDp p 4, to patient profile, IP;

(iti) call BNgc(IDppa,, Hppa,)

BN NN
- T N

/* PPA integrity verification reference */

[
N

Return: Success (PPA; addedto Rpp 4)
else

I8
28

Error: (Rppa + PPA;) contains conflicts

w
=

/* PPA; revision required to add =/
31 end if

32 else

33 \ Error: PP A; cannot be created (incomplete PPA)

34 end if

(D) SIC is a finite set of sharing informed consent components. It denotes the patient’s consent
to sharing medical data for a specific purpose. Both the sender and the receiver must have
consent.

(E) EIC is afinite set of emergency informed consent components. It denotes that the patient
has permitted the designated treatment team to access medical records.

(F) ROC is afinite set of regulatory and other components. It has security and privacy policies in
place to comply with the requirements of local, state, federal, foreign, and regulatory agencies

(e.g., HIPAA, GDPR) as needed. It also includes contractual obligations in some cases.

A patient-provider agreement is formed upon a patient’s hospital visit. The terms and conditions
of the contract become invalid after a certain period. A single patient may have several contracts.

Several patient-provider agreements must be created and adequately documented to deliver health-
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care services. Managing many contracts involves tasks such as contract creation, development,
testing, updating, and related activities. If the requests include contracts, the authorization module

must consider them alongside other required policies when making access decisions.

4.4 Treatment Team PHI Access Policy Compliance

There are many users in the healthcare system. Each user plays a distinct role and assumes
distinct responsibilities in performing their job. The treatment team for a patient includes doc-
tors, nurses, support staff, lab technicians, billing officers, the patient’s emergency contact, and
other hospital employees assigned by the authority. Some outside members are insurance agents,
pharmacists, or pharmacy technicians; doctors or lab technicians from another hospital. For a
patient’s treatment period, all aspects, from treatment to insurance coverage and billing, are taken
into account. Informed consent users can be anyone from five groups of people: (i) treatment team
member, (ii) emergency contact, (iii) external users, (iv) insurance company agent, and (v) pharmacy.
External users are from different hospitals when a patient is transferred for better treatment, as
needed. Usually, external users have temporary access to admitted patients’ health records.

The term "object" refers to an electronic version of a patient’s medical history maintained by
the healthcare provider over time. It may include all the administrative and clinical information
pertinent to the patient’s care under a specific provider, such as demographics, progress notes, issues,
medications, vital signs, previous medical history, immunizations, laboratory information, and
radiology reports. These objects must be protected from unauthorized users. The primary purpose
of informed consent is to permit patients to allow users to perform certain operations.

In the healthcare industry, many operations are performed by authorized personnel to fulfill
required tasks. Some common operations are view/read, add/write, update/modify, delete, etc. In
the view operation, users can only view or read healthcare records or resources if the request is
valid and complies with all applicable policies. The state of the data is unchanged by this operation,

ensuring data integrity. However, granting access without appropriate credentials can compromise
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confidentiality and privacy. On the other hand, the write operation changes the state of the records

or healthcare data. If proper policy enforcement is not enforced, data integrity is compromised.

4.4.1 Treatment Informed Consent (TIC)

Figure 4.3 shows the components of Treatment Informed Consent. The Treatment Informed
Consent formally is composed of four tuples: TIC = (U, O, OP, CON) satisfying the following

requirements:

(a) U is a finite set of authorized users denoted as {u1, ug, us, .....u, }. The user can perform
operations on healthcare resources under specific conditions.

(b) O is a finite set of protected objects, otherwise known as protected healthcare resources. A
finite set of protected objects (O) denoted as {01, 02, 03, .....0, }

(c) OP is a finite set of operations denoted by {op1, ops, 0ps, ...op, }. Operations represent the
system actions that authorized users can perform on the objects. Examples of operations are
read, write, and update.

(d) CON is a finite set of conditions. It indicates the conditions that must be satisfied by the
user to perform operations on the protected objects. A finite set of conditions, CON, can be

denoted as {con, cony, cong, ...con, }.

There may be various constraints or conditions under which consent can be enforced, rejected,

revoked, or otherwise. The conditions can be, but are not limited to:

(i) Time Constraints: In time constraints, any user can access a patient’s healthcare data within
a particular time. For example, the time condition for consent is regular office hours: 8 am-5
pm. In this case, the request is rejected if any subject seeks access to the patient’s record
beyond this time. The attempt is recorded as an audit trail event.

(i) Date Constraints: The date constraints limit the calendar date. No access request is granted

beyond the intended date.
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Figure 4.3: Informed Consent Components [2,11,13]

(Saturday-Sunday, holidays, etc. Based on the day, the subject can access data. Suppose a

regular doctor has a duty on workdays. On weekends, the doctor is unavailable.

Location-based Constraints: The location-based condition allows users to access information
from a specific location, like a hospital building, inside an emergency room for treating
emergency patients, and others.

IP-based Constraints: 1P-based condition limits healthcare users from accessing resources

from specific IPs. Device IPs must be from the known list; otherwise, no access is granted.

frequency-dependent conditions. Suppose an external doctor is given five times the view

permission. Once the doctor has read the patient’s specified records five times, the consent

expires, and access is denied. There is no access without getting new consent.

The abovementioned list is not fixed under the conditions, but we consider them in this study.

Other conditions may arise depending on the nature of the treatment, patient characteristics, provider

business policies, and other relevant factors. With sophisticated technology, malicious attackers can
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spoof conditions to trick the system into accessing sensitive healthcare data and other compromised
credentials. Proper layered defense mechanisms must be deployed to ensure that the credentials of

conditions are accurate, not fabricated or manipulated.

4.4.2 Treatment Informed Consent (TIC) Smart Contract Deployment

Once a Patient-Provider Agreement is created and stored in the repository, all informed consent
components are deployed as smart contracts. Steps 4a, 4b, and 4c in Figure 4.4 show the process.
The authorization module must access these smart contracts and integrate them into the decision-
making process alongside other required components. These components include the subject, object,
operational attributes, environmental conditions, and organizational, regulatory, and additional
policies as necessary. In this approach, a single smart contract serves as the consent container. If
there is no contract, then a new contract is created and added to the patient profile and hospital
systems for services. The contract address is an identifier for a smart contract on the blockchain
that stores and retrieves informed consents. This smart contract comprises both functions and data,
structured into two distinct data units: the consent repository and the consent archive (Figure 4.6).
The repository holds active informed consents, accessible to the authorization unit for processing
access requests. Conversely, the archive stores inactive, read-only historical consents. They are
not executable for current authorizations and are crucial for compliance verification and resolving
disputes in investigative or legal contexts.

The smart contract deployment unit, SCDU, collects all consent components from the PPA
and verifies their integrity to confirm that the collected consents have not been deliberately or
inadvertently modified. In step 3 in Figure 4.4, PPA integrity as the hash from Algorithm 1 (Hppa4,)
is stored in the blockchain network along with PPA ID. To verify PPA integrity, SCDU calls the
corresponding smart contract function to retrieve the PPA integrity value stored in the network.
After receiving, it compares with the current integrity from the PPA repository. Any modification of
consent components voids the consent. If no modifications are made, SCDU creates and deploys

smart contract(s) to the blockchain network. The SCDU serves as a secure, trusted API that
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Figure 4.4: Treatment Informed Consent - Smart Contract Deployment [2, 11, 13]

maintains the integrity of consent components without modification. It also ensures that no consent-
related information is disclosed to any unauthorized entities. However, this paper doesn’t provide a

detailed architecture and functional mechanisms of SCDU.

4.4.3 Patient Treatment Team Members

The treatment team for a patient includes doctors, nurses, support staff, lab technicians, billing
officers, insurance agents, and the patient’s emergency contact. As the treatment period for a patient,
we encompass all aspects from treatment initiation to insurance coverage and billing. For this
study, we consider one member from each category, such as doctors, nurses, and other healthcare
professionals. However, there might be multiple team members in each category. Table 4.2 shows
the patient-treatment team members and their responsibilities during and after treatment. Team
members are randomly selected from those available. An emergency contact person is designated by
the patient, not randomly selected for the treatment team. Algorithm 2 shows the steps of treatment

team creation for a patient. Table 4.3 contains the PHI operations for treatment team members.
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Table 4.2: Patient Treatment Team Members and Responsibilities [2, 11]

SN | Treatment Team Member | Responsibilities

1 Doctor (DOC) Viewing patient’s healthcare data

2 Nurse (NRS) Creating new patient’s healthcare data

3 Support Staff (STF) Correcting erroneous or appending patient’s healthcare data
4 Billing Officer (BLO) Viewing patient’s healthcare data

5 Radiology Lab Tech (RLT) | Creating new patient’s healthcare data

6 Pathology Lab Tech (PLT) Correcting erroneous or appending patient’s healthcare data
7 Emergency Contact (EMC) | Viewing patient’s healthcare data

8 Pharmacist (PHR) Creating new patient’s healthcare data

9 Insurance Agent (INA) Correcting erroneous or appending patient’s healthcare data

1 Access
Subjects irats .
.0 Authorization Patient Public
.&. e Module | S — Blockchain
6 Access (AM) Repository “3a Network
Decision
(Permit/Deny)

Policy
Repository

Attribute
Repository

____________________________
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NELIRS Related Required Attributes Return ~ ,’

Figure 4.5: Informed Consent Enforcement Process for PHI Access Authorization [11]

4.4.4 Treatment Team PHI Access Authorization Process

Capturing and storing informed consent is not enough. There must be mechanisms in place
to enforce consent for making PHI access authorization decisions for the treatment team member.
Consent enforcement ensures that related consents are executed and that access decisions are made
for requests. In the proposed model, all consents are stored on the public blockchain network as
smart contracts and cannot be enforced until invoked. The Authorization Module considers all
applicable consents from a patient while making an authorization decision for access requests. The
AM also considers applicable policies and required attributes. The attributes can be subject, object,
operation, or environmental attributes. Figure 4.5 shows the consent enforcement process.

When a subject sends an access request (R) in Step /, the AM checks the blockchain by

contacting the patient’s smart contract (Steps 2a and 2b) to find information on the informed consent
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Algorithm 2: Patient Treatment Team (PTT) Creation [2]

Input :(i) DOC, (ii) NRS, (iii) STF, (iv) BLO, (v) RLT, (vi) PLT, (vii) EMC, (viii) PHR, (ix) INA
1 /+x Rppr: secured PTT repository, BNgc: blockchain network smart contract */
Result : A formal treatment team

2 PTT Member Initialization

3 PTT, + {DOC;, NRS;,STF;, BLO,;,RLT;, PLT;, EMC;, PHR;,IN A;} for patient identity ¢

4 (i) DOC + {DOC1, DOC42, DOCs, ....... ,DOCp}

5 (ii)NRS(—{NRSl,NRSQ,NRS;j, ....... 7,NRSN}

6 (iii) STF < {STF1,STF>,STF3,....... ,STFs}

7 (iv) BLO < {BLO1,BLO2,BLOs,....... ,BLOp}

8 (v) RLT < {RLT:,RLT>,RLT3,....... ,RLTR}

9 (vi) PLT < {PLTy,PLT>, PLT5,....... ,PLTp}

10 (vii) EMC <+ {EMC1,EMC2, EMCs, ....... ,EMCg}

11 (viii) PHR < {PHR;,PHR2, PHR3, ....... ,PHRp}

12 (ix)[NA{—{INA1,INA2,INA37 ....... ,INA[}

13 PTT Finalization

14 if PTT; is complete then

15 /+ complete: presence of all members */
16 if RprT + PTT;) contains no conflicts then

17 (i)do Rppr < (Rpprr + PTT;)

18 (ii) add ID p; to patient profile, IP;

19 (iii) call BNSC (HDPTTi s HPTTT;)

20 /* later PTT integrity verification =/
21 Return: Success (PT'T; added to R ppr)

22 else

23 Error: (Rppr + PTT;) contains conflicts

24 /+ PTT; revision required to add =/
25 end if
26 else

27 Error: PTT; cannot be created (incomplete PTT)
28 end if

related to the request (Steps 3a and 3b). It also looks up policies related to the request in Steps
4a and 4b and gathers the necessary attributes in Steps 5a and 5b. After reviewing the consent,
policies, and attributes, the AM decides whether to grant access. This decision is returned to the
subject in Step 6. Following the decision, the AM records details of the decision-making process on

the blockchain as event logs through the smart contract.

Table 4.3: Treatment Team Member-Oriented PHI Operations [2, 11]

PHIID | Read Operation Write Operation | Update Operation
PHI1001 | Patient, DOC, STEF, EMC Patient, STF Patient, STF
PHI1002 | DOC, Patient Patient, DOC Patient, DOC
PHI1003 | DOC, Patient, PLT PLT PLT
PHI1004 | DOC, Patient, NRS Patient, PLT Patient, PLT
PHI1005 | DOC, NRS, Patient, EMC DOC DOC
PHI1006 | DOC, Patient, NRS, PHR, INA, EMC | DOC DOC
PHI1007 | PLT, DOC, Patient, EMC PLT PLT
PHI1008 | RLT, DOC, Patient, EMC RLT RLT
PHI1009 | Patient, BLO, INA BLO, Patient BLO, Patient
PHI1010 | Patient, BLO, INA BLO, INA BLO, INA
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This study assumes the authorization module is secure and has not been tampered with. The
communication between the AM and the blockchain is protected against attacks by malicious users.
We don’t provide the detailed structure of the authorization module. However, we refer the interested
readers seeking a deeper understanding of the module’s functionalities to the Attribute-Based Access

Control (ABAC) model, as detailed in the work of Hu et al. [128].

4.4.5 Treatment Team PHI Access - Experimental Evaluation

Ethereum Virtual Machine (EVM)-based blockchains are selected for the experiment of the
proposed approach. It offers a Turing-complete smart contract language, Solidity, which enables
the implementation of our model’s logic. We developed smart contracts for storing and retrieving
informed consent and tested them on the test networks Arbitrum, Polygon, and Optimism to ensure
reliability before deployment. Since smart contracts, once deployed, are immutable and errors can
incur financial and reputational costs, rigorous testing on these networks is crucial. Ethereum’s
Remote Procedure Call (RPC) API is used to deploy smart contracts to these test networks [129].
Using public RPC, a toolkit for blockchain application development, eliminates the need to maintain
a blockchain node for contract interactions, while incurring minimal resource usage (CPU, HDD,
bandwidth) on the local machine. Faucet ETH and MATIC serve as gas to authorize transactions
using the Metamask wallet [85].

Figure 4.6 shows the smart contract structure that acts as a container. Each smart contract has
functions and data as storage. Functions perform specific operations, including consent creation, al-
teration, termination, and expiration. The contract also stores consent as data. There are two storage
scopes: an informed consent repository that contains active consent executable for authorizations,
and an informed consent archive that contains historical consent resulting from consent alteration,
termination, and expiration operations. The archive provides a read-only repository, so consent
from here cannot be executed. A transaction is depicted in Figure 4.7 from Blockchain Explorer.
The following discusses gas consumption and time requirements to assess the functionalities of the

proposed approach for three test networks: Polygon, Arbitrum, and Optimism.

54



e Sa pr- x| S0
{ LS ’ Data_
Functlon@ \ / z N
-
-

| 1

1 ! - ~ K D i
: : b N - :
1 1 . | 1 - c !
21 5| Creation — 1 3 2 I
: | i | g 7 1
5 ] 1 ! c E' 5 ¢ 1
i [ b 1| 8 & Sz ||
f, 2ali by, 5B | 2,0 BF |
2 : Alteration @ ! . - | €< ||
E% | 1| E& S '
35 ' AR 3c | £ !
i | 1 C £ !
& 3a > Termination ; 3 e = & :
2 i 1 ' I

o ] N , 4b dc
43 | . | Expiration Z —> 1 'I
\ 4 * ’

~—

Figure 4.6: Informed Consent Smart Contract Structure [11]

@® Transaction Hash: 0x9a3122555¢ce80f96fc4d587d95¢37d73bd2bc75432ea6a5845f7f2b9408cedc8
@ Status © success

@ Block: 46197056 280082 Block Confirmations

@ Timestamp: (® 7 days 1 hr ago (Feb-22-2024 01:18:36 AM +UTC)

% Transaction Action: Call oxf1scf672 Method by 0x767978...37ce965E on (= 0xB6ef3F...4a41630b
® From: 0x7679788512D3¢14489f183c8F85E4¢1337ce965E

® To: 0xB6ef3Ff1a433fd4952B9d1e432b0ccbe4a41630b (]

@ Value: @ 0 MATIC ($0.00)

® Transaction Fee: 0.005332231553322315 MATIC  $0.01

@® Gas Price: 1.500000015 Gwei (0.000000001500000015 MATIC)

@® Gas Limit & Usage by Txn 3,556,817 | 3,554,821 (99.94%)

@® Gas Fees: Base: 0.000000015 Gwei | Max: 1.50000003 Gwei | Max Priority: 1.5 Gwei

® Burnt & Txn Savings Fees: # Bumnt: 0.000000000053322315 MATIC (< $0.000001) & Txn Savings: 0.000000000053322315 MATIC (< $0.000001)

Figure 4.7: Informed Consent Transaction Information [11]

Smart Contract Deployment and Consents Storage Cost

Gas is required for any public Blockchain activity that writes or modifies data [130]. Some
functions send ether (or any other ERC20 token), mint and send NFTs, deploy smart contracts,
modify blockchain state, and so on. For this work, we only need to consider the costs of smart
contract deployment and function calls for writing data to the blockchain network. The cost of
calling a function depends on the number of times it is invoked and on the amount of data that must

be stored or modified on the blockchain network.
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Figure 4.8: Patient-Provider Agreement - Integrity Writing Cost [11]

PPA Integrity Storage Cost: Figure 4.8 displays two side-by-side bar graphs comparing
transaction costs for PPAIngerityContract smart contract deployed in Optimism, Polygon, and
Arbitrum test networks. The size of a PPA hash for integrity is 32 bytes. The left graph shows costs
in USD, while the right graph presents costs in native tokens (ETH for Optimism and Arbitrum,
MATIC for Polygon). A clear trend is evident: Arbitrum’s transaction costs are substantially
higher than those of Optimism and Polygon, with its bars reaching the upper limits of the graphs.
This suggests that users may face significantly higher fees on the Arbitrum network, which could
influence their choice of platform for transactions or smart contract interactions.

Patient Smart Contract Deployment Cost: Figure 4.9 displays two bar charts comparing the
gas costs for deploying identical smart contracts across three test networks. The left chart uses a
logarithmic y-axis to highlight the large difference in deployment costs, particularly showing that
Arbitrum incurs higher costs than Optimism. The variation in deployment costs is attributed to
the cost of native tokens and network congestion levels at the time of deployment. These factors
contribute to the observed cost differences despite identical contract codes, as illustrated in the

figure.
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Figure 4.9: Treatment Informed Consent - Smart Contract Deployment Cost [11]

Informed Consents Writing and Reading Time Requirement

All the read calls of smart contracts are gas-free. Smart contract deployment and execution
stages are the basis for the time cost of on-chain activities. Any blockchain-based applications
require two kinds of time requirements: (i) block data writing and (ii) block data reading.

Writing Time: Writing time includes smart contract deployment and adding data. A new
block is added to the Ethereum main network every 12 seconds on average, ideal for the proposed
purposes [131]. So long as there is sufficient space in new blocks, a new transaction would take, on
average, no more than 12 seconds. If block congestion occurs, the time required for a transaction
to be included in a block may increase. However, users can influence this by paying more gas
for faster block confirmation. Given that users may artificially extend the confirmation time of
their transactions. Table 4.4 shows the writing time for various consent numbers for test networks.
Table 4.10 depicts the writing-time consent administration operations for the same test networks:
alteration, termination, and expiration. These operations require moving consents from the active
repository to a read-only archive. In both tables, Arbitrum requires less time than the other two
networks. This is because of the sequencer design and network congestion management [132]. The
same smart contracts and consents are used for all test networks.

Reading Time: The reading time indicates the required time to get data from the block of the

blockchain ledger. All the read calls of smart contracts are gas-free. Table 4.5 depicts the reading
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Table 4.4: Treatment Informed Consent Writing Time [11]

Consents Polygon Optimism Arbitrum
4 5.708 Sec 2.744 Sec 1.885 Sec
8 6.689 Sec 2.702 Sec 1.633 Sec
12 7.092 Sec 3.562 Sec 6.825 Sec
16 5.418 Sec 8.464 Sec 3.181 Sec
20 7.448 Sec 7.363 Sec 1.586 Sec
24 5.457 Sec 8.375 Sec 5.778 Sec
28 6.772 Sec 7.805 Sec 1.730 Sec
32 5.972 Sec 7.943 Sec 3.390 Sec
36 5.542 Sec 7.736 Sec 1.834 Sec
40 6.128 Sec 7.573 Sec 2.119 Sec
44 7.536 Sec 7.390 Sec 7.536 Sec
48 5.521 Sec 7.698 Sec 3.394 Sec

Table 4.5: Treatment Informed Consent Reading Time [11]

Consents Polygon Optimism Arbitrum
4 0.466 Sec 0.228 Sec 0.427 Sec
8 0.472 Sec 0.52 Sec 0.289 Sec
12 0.497 Sec 0.208 Sec 0.727 Sec
16 0.591 Sec 0.201 Sec 0.975 Sec
20 0.504 Sec 0.223 Sec 0.330 Sec
24 0.923 Sec 0.221 Sec 0.304 Sec
28 0.600 Sec 0.235 Sec 0.305 Sec
32 0.909 Sec 0.245 Sec 0.32 Sec
36 0.526 Sec 0.229 Sec 0.719 Sec
40 0.812 Sec 0.257 Sec 0.363 Sec
44 0.742 Sec 0.457 Sec 0.247 Sec
48 0.631 Sec 0.557 Sec 0.266 Sec

time for various consent numbers for test networks. For the same test networks, the reading time for
consent administration operations is tabulated in Table 4.11. Maintaining a node locally reduces
network read time, enabling real-time access to block data. The system continuously synchronizes
with the blockchain network to update the ledger data. Hospital authorities can maintain local nodes

to expedite authorization decisions.
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4.5 PHI Sharing Beyond Treatment Team Policy Compliance

The secure and compliant sharing of protected health information is paramount in the rapidly
evolving digital healthcare landscape. This paper underscores the dual focus on the benefits of PHI
sharing and the stringent need for security and privacy policy compliance. PHI sharing significantly
enhances the quality of patient care and coordination, contributing to more accurate diagnoses,
efficient treatment plans, and a comprehensive understanding of the patient’s history. However,
compliance with strict privacy and security policies, such as those mandated by laws such as
HIPAA, is required to realize these benefits. A critical innovation in this domain is the integration of
blockchain technology, which provides a decentralized, tamper-evident ledger system. This system
ensures the authenticity and integrity of PHI while facilitating patient consent management. The
incorporation of smart contracts into blockchain platforms further revolutionizes the sharing of
PHI. These contracts automate consent-related processes, ensuring that PHI access and sharing
comply with patient preferences and legal requirements. This approach streamlines the consent
management process and enhances trust and transparency between patients and healthcare providers.
The synergy between efficient PHI sharing, stringent policy compliance, and blockchain-enabled
consent systems promises to significantly improve healthcare delivery while upholding the highest

data privacy and security standards.

4.5.1 PHI Sharing Problem Motivation

Electronic health record systems have significantly improved healthcare services, such as
enhanced collaboration among healthcare professionals, more accurate diagnoses, faster treatment,
and convenient access to patient-protected health information [133]. EHR systems greatly facilitate
access to and sharing of digitized healthcare information, enabling providers to exchange sensitive
medical data with other professionals easily. Data sharing is essential for numerous aspects of patient
care, including improving diagnosis and treatment plans through consultations with specialists,
leveraging advanced technologies to enable more precise radiology and pathology analyses, and

enhancing the overall quality of patient care [134]. Furthermore, healthcare data are used for
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research and marketing, provided that specific requirements are met [135]. Health records can be
shared through the EHR system using health information exchanges (HIE), specialized networks that
rely on interoperable systems to share electronic health information seamlessly and securely [136].
Providers also share PHI through email or other electronic mediums [137]. Regardless of the
PHI-sharing mechanism, ensuring the security of health data and patient privacy is mandatory.

Acquiring patient consent for healthcare information sharing is paramount for adhering to policy
compliance, particularly concerning regulations like the HIPAA in the U.S. and the GDPR in the
E.U. [138]. These regulatory frameworks emphasize the protection of health information and the
patient’s right to privacy. Patient consent is a cornerstone of these regulations, ensuring individuals
have control over their health data and its dissemination. Under HIPAA, healthcare entities must
obtain explicit consent before sharing healthcare data for purposes beyond treatment, payment, or
healthcare operations. Similarly, the GDPR imposes strict guidelines on data consent, processing,
and privacy, granting individuals the ’right to be forgotten’ and the autonomy to decide how their
data is used and shared. From a policy compliance perspective, obtaining proper patient consent is
both a legal requirement and a trust-building measure, reinforcing the patient-provider relationship.
It ensures transparency in data handling and builds patient confidence, knowing their sensitive
information is shared respectfully and responsibly. As healthcare continues to integrate with various
technologies, upholding these consent protocols is crucial for maintaining the security and privacy
of patient data and adhering to global data protection standards.

Unauthorized access to and disclosure of health data are everyday occurrences in the healthcare
industry and heighten security and privacy concerns. Table 1.1 shows the number of compliance
complaints received by the U.S. Department of HHS OCR [1]. The primary reasons for the
complaints are (i) impermissible uses and disclosures of PHI, (i1) lack of safeguards of PHI, (iii)
lack of patient access to their PHI, (iv) lack of administrative safeguards of electronic PHI, and
(v) use or disclosure of more than the minimum necessary PHI. These issues can be minimized by
obtaining patients’ consent for data access and sharing decisions and by employing appropriate

data protection mechanisms, such as encryption and anonymity. Consent enables patients to control
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their healthcare journey, allowing them to make choices that align with their best interests and
well-being [139].

Enhanced security and privacy technologies are essential for protecting patient data against
compromise, misuse, or disclosure. However, substantial evidence indicates that the root of
many unauthorized EHR access and sharing lies in inadequate policy adoption, implementation,
and enforcement [140, 141]. Often, users are granted access privileges inappropriately, whether
intentionally or not. Policy compliance often falls short, and access control measures are not
rigorously monitored or enforced in a timely manner. A common oversight is the blanket assignment
of identical roles and privileges to all employees, neglecting the nuances of individual patient-level
policies. Moreover, auditing and monitoring practices are typically reactive, triggered only by
serious complaints or legal mandates, rather than proactive and consistent. These policy specification
and enforcement flaws significantly affect informed consent policies, underscoring the need for a
more accurate and systematic approach to protect patient healthcare data and preserve privacy.

It is essential to address the following concerns to guarantee compliance with the applicable
privacy and security policies, industry best practices, and contractual obligations for sharing PHI:
(1) Patient-level policies or consents are often not timely or adequately enforced in healthcare data
sharing. (ii) Patients lack assurance that consent for access or sharing purposes is carried out strictly
by designated users, and only if the stipulated conditions are met are all other requests rejected. (iii)
Data sharing over email or other mediums is insecure due to the absence of encryption or the use
of inadequate and weak encryption algorithms and key sizes. (iv) The centralized hospital system
serves as a singular source of truth and a potential single point of failure for managing audit trails.
(v) The absence of a verifiable, unaltered record for consent execution and sharing PHI highlights
the need for comprehensive consent provenance. (vi) Compliance assessments and audits are not
conducted accurately and promptly to check compliance status.

To address the aforementioned challenges and requirements, this paper proposes a blockchain-
and smart-contract-based framework for managing and enforcing informed consent when sharing

PHI with entities outside the treatment team. The approach ensures that PHI is shared only when
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the sender has obtained the necessary permission from the patient and that the sharing aligns with
specific, predefined purposes. In addition to enforcing patient consent, this approach integrates
other relevant security policies and industry best practices to ensure data protection. The HIPAA
Security Rule mandates that the requirements for transmission security are outlined under 45 CFR
§ 164.312(e)(1) Technical Safeguards [142]. However, the proposed approach does not directly
guarantee security mechanisms like encryption for data protection. Instead, it leverages an honest
broker that acts as a blind, secure entity to evaluate the intended PHI and certify its status, with
respect to whether the required protection mechanisms are satisfied [143].

The broker’s attestation is then recorded in blockchain-based audit trails, along with other
relevant activity data, to support future compliance evaluations and validation. It supports the use
of blockchain-based audit trails or provenance mechanisms, which are essential for tracking PHI-
sharing activities. Moreover, the proposed framework provides a compliance-checking mechanism
in data-sharing activities, ensuring adherence to applicable policies.

Smart contracts, [144], provide an automated, transparent system that upholds the integrity
and accountability of consent to share PHI. Through this smart contract-based approach, the
proposed framework not only automates processes but also guarantees the accurate execution
of informed consent, thereby enhancing the security and reliability of PHI sharing. Blockchain
technology ensures the immutability of submitted records, safeguarding the integrity of the audit
trail and enabling the detection of any unauthorized alterations. Blockchain security features,
including non-repudiation, ensure that participants cannot deny their actions [145]. Smart contracts
are also designed to generate notifications for operational activities, enhancing transparency and
accountability [146].

This work is the first to capture patients’ informed consent for PHI sharing, to ensure policy
compliance by preserving provenance, and to conduct compliance checks. It also considers and
enforces other applicable security policies and industry best practices mandated by laws, regulations,
standards, and contractual obligations to meet compliance requirements. Specifically, this paper

makes the following contributions.
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* Implementing a mechanism to capture patients’ consent for sharing healthcare data beyond
the treatment team members.

* Storing obtained consents in decentralized and distributed networks (blockchain) to overcome
a single point of truth sources and failure.

» Considering applicable security and privacy policies, regulatory requirements, and contractual
obligations to ensure compliance-based sharing.

» Enforcing informed consent and applicable policies while making authorization decisions to
share health records.

* Equipping blockchain-based audit trail mechanisms to guarantee data provenance.

* Incorporating compliance assessment methods to identify compliance and non-compliance
with PHI sharing.

* Last but not least, offering consent services to provide precise and comprehensive insights

into the consent granted and the extent of its execution.

4.5.2 PHI Sharing Policy Compliance - Proposed Approach Overview

The main objective is to ensure compliance with applicable security and privacy policies for PHI
sharing. To ensure compliance, we need effective policy enforcement, including the maintenance of
provenance and the prompt and adequate performance of compliance status checks. For enforcement,
this paper considers patient-informed consent, in which the sender has the patient’s permission
to share the intended PHI with the receiver for specific purposes. Also, proper data protection
mechanisms are considered. However, rather than directly ensuring data protection, this work relies
on an honest broker to verify and certify the data protection mechanism. PHI-sharing activities
are recorded as audit trails to provide provenance and reconstruct events in a manner that reflects
their actual occurrence. A private blockchain-based approach is proposed (Chapter 5). Finally, a
blockchain consensus mechanism, Proof of Compliance, is introduced in Chapter 6 for auditing.
This audit rigorously examines enforcement actions against policy standards and informed consent,

using provenance data to verify and certify the policy’s compliance status when sharing health
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records. The seamless integration of policy enforcement, provenance, and the auditing process

underpins a secure and compliant system.

4.5.3 Sharing Informed Consent (SIC) Structure

Sharing informed consent is formally composed of four tuples: SIC' = (S, R, PHI, P) satisfy-

ing the following requirements:

(a) S is a finite set of authorized senders denoted as {s1, s2, S3, -..... ss} for s number of senders.
The sender may share certain healthcare data with the receiver, provided the receiver has
the patient’s permission. The sender may be a member of the patient’s treatment team or a
representative of the provider.

(b) R is a finite set of authorized users who receive protected health information from authorized
senders. A finite set of » number authorized receivers denoted as {ry, 72,73, ...... r.}. The
receiver may be from other hospitals, labs, medical research institutes, pharmaceutical
companies, marketing departments, government officials, and other relevant healthcare and
research organizations.

(c) PHI is a finite set, d number, of health data denoted by {phiy, phis, phis, ...... phig}. Ttis
an electronic version of a patient’s medical data that healthcare providers keep over time.
They are protected health information and contain sensitive patient information. PHI must be
protected from any unauthorized access, disclosure, or sharing.

(d) P is a finite set of purposes. It indicates the senders’ objective in sharing PHI with the
receivers. Receivers must use the received PHI for the intended purposes. A finite set of

purposes, a p number, can be denoted as {p1, p2, 3, ......Dp }-

The objective of sharing protected health information specifies the reasons for its disclosure.
The recipient must utilize the shared PHI exclusively for its designated purpose. The potential

reasons for sharing PHI in this study include, but are not limited to:

(1) Treatment: Providers or patients need to share PHI with other providers from external

hospitals to provide better treatment. Additionally, patients may need to relocate to different
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Figure 4.10: Sharing Informed Consent Structure [3]

regions, such as states or countries, due to family relocation, job transfers, or new employment
opportunities. Patients need to share or transfer their healthcare data from previous providers
to their current one.

(i) Diagnosis: Present providers sometimes need more skilled human resources, appropriate
machinery, instruments, or sophisticated technology to diagnose disease. However, it is
urgent to do so to provide appropriate treatment and services, thereby saving patients’ lives or
minimizing harm. Patients’ health data must be transferred or shared with other providers or
labs to complete the diagnosis and develop appropriate treatment plans.

(iii) Marketing: Healthcare data sharing for marketing purposes involves using patient data to
promote healthcare services, products, or initiatives. This can help healthcare providers tailor
their services to patient needs, inform patients about new treatments or products, and improve
patient engagement. Only the receiver entity can use the shared data as intended and should
not share it with other associates for extended business purposes.

(iv) Research: Sharing PHI for medical research purposes holds significant potential for advancing

medical knowledge, leading to breakthroughs in understanding diseases, improving and
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developing new treatments, improving healthcare systems and services, and enhancing patient

outcomes. Patients’ privacy and rights must be respected.

Other purposes may exist, depending on the nature and requirements of the treatment, the
patient’s condition, and the provider’s business policy, among other factors. This study considers
only the four purposes mentioned above. After receiving the shared data, the receiver performs the
specified operations to complete the task. It is assumed that the receiver cannot share data with
other users who lack the patients’ permission. More specifically, the receiver’s healthcare system
does not allow the sharing of PHI by any means, such as printouts, email, or screenshots. However,
this paper doesn’t provide detailed mechanisms or techniques for preventing data sharing without

patients’ consent at the receiver end.

4.5.4 Sharing Informed Consent - Smart Contract Deployment

Once a Patient—Provider Agreement is finalized, it is securely stored in the PPA repository.
Subsequently, an integrity marker, such as the hash value Hpp,, generated by Algorithm 1, is
recorded on the blockchain, along with the corresponding PPA identifier, to enable detection of
any unauthorized modifications in the future. These processes are illustrated in Steps 2 and 3 of
Figure 4.11. Afterward, the Smart Contract Deployment Unit retrieves all sharing-informed-consent
components from the finalized PPA, as shown in Step 4. In Step 5, the SCDU verifies the integrity of
these components to ensure that no intentional or accidental alterations have occurred. As a trusted
and secure entity, the SCDU does not modify the content of the consent; any detected alteration
renders the consent invalid.

If the consent components are verified as authentic and unchanged, the SCDU proceeds to create
and deploy the corresponding smart contract on the blockchain network in Step 6. For each patient,
a single smart contract stores all consent records associated with that patient. If no such smart
contract already exists, the authority deploys a new contract, transfers ownership to the patient, and
updates the smart contract address in both the patient profile and the hospital information systems.

The contract address serves as the unique identifier for a smart contract on a blockchain network.
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Figure 4.11: Sharing Informed Consent - Smart Contract Deployment Process [3]

Once deployment is completed, the patient profile and hospital systems are updated accordingly in
Step 7.

This smart contract-based mechanism provides an automated, transparent, and accountable
framework for managing informed consent. Once consent records are deployed to or added to the
smart contract, they become immutable and cannot be altered. In Step 8, authorized users with the
required credentials can query the blockchain network directly to obtain informed consent responses.
The authorization module interacts with these smart contracts. It integrates their outputs with sender
and receiver attributes, purpose specifications, environmental conditions, organizational policies,

and regulatory requirements to inform decisions on PHI-sharing requests.

4.5.5 Honest Broker, Applicable Policies, and Industry Best Practices

In addition to patient consent, the proposed approach incorporates relevant security policies and

industry best practices before sharing protected health information. For instance, a security policy
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might require a data protection mechanism during data transfer between systems. For treatment and
diagnosis purposes, encryption is a recommended protection method.

As an industry best practice, the Advanced Encryption Standard (AES) is preferred over the Data
Encryption Standard (DES). Furthermore, it advises using a robust, lengthy encryption key (256
bits) rather than a weaker, shorter one (64 or 128 bits). The sender must encrypt the intended PHI
using the AES-256 algorithm while leaving it in the system for treatment and diagnosis. However,
this proposed approach does not directly encrypt healthcare data or ensure a strong key size during
encryption. Additionally, it does not address key management mechanisms, including creation,
storage, sharing, updating, and deletion. It is assumed that key management is performed securely
and independently.

Similarly, anonymity is a recommended protection method for marketing and research purposes,
where patient identifiers must be removed before sharing. The targeted PHI must be anonymized
using proper techniques and tools before sending the data from the host healthcare system to the
receiver. The host system indicates where patients’ PHI is created or presently stored. Healthcare
organizations deploy appropriate encryption and anonymity mechanisms. This study does not
directly ensure PHI encryption and anonymity. Instead, this approach relies on an honest broker, a
trusted entity that evaluates the encryption algorithm, key size, and the data’s anonymity status [143].
After verification, the honest broker certifies or attests to the status, which is recorded in audit trails
as proof of policy compliance verification, along with other components, such as informed consent
and timestamps.

Depending on the healthcare organization’s policies and practices, this broker could be either a
human or an automated (non-human) entity. The honest broker’s role is confined; it does not share
healthcare data with other entities. It also does not analyze data to gain insights about the patient or
share those insights. Effectively, it functions as a "blind’ entity, ensuring encryption standards and

the anonymity status of the PHI without engaging with the actual data content.
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Figure 4.12: Compliance-Based PHI Sharing Authorization Process [3]

4.5.6 PHI Sharing Authorization Process

Consent enforcement ensures that related consents are executed when making decisions about
PHI-sharing requests. All consents are stored on the public blockchain network as smart contracts
and cannot be enforced until invoked. The Authorization Module considers the sharing of informed
consent in accordance with applicable policy and the required attributes when making decisions.
The attributes may be subject, object, operation, or environmental attributes. The sender must
provide the necessary credentials for identification and authentication. Figure 4.12 illustrates the
enforcement of informed consent for PHI sharing authorization.

A sender submits a data sharing request to the PHI sharing unit in Step /. The sharing unit
forwards the request to the authorization module for a decision in Step 2. It also requests that the
PHI storage unit send the intended PHI to the protection mechanism unit in Steps 2a and 2b. The
honest broker receives encrypted or anonymized data in Step 3. After analyzing, it sends a report
to AM in Step 4. The AM queries the blockchain network via the corresponding smart contract to

obtain the sharing-informed consent information for the sharing requests in Step 3a and 4a. It also
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makes queries for requests related to applicable policies and required attributes in Steps 3b and 3c.
It receives the policy and attributes in Steps 4b and 4c. After evaluating, it makes an authorization
decision and sends it to the sharing unit in Step 5. If the request is approved, the sharing unit
receives encrypted or anonymized data, depending on the purpose, in Steps 7a and 7b. Then, it
delivers the intended PHI through email or protocol to the receiver in Step 8.

The audit trail recording unit collects logs from AM in Step 6a and from the honest broker in
Step 6b. It combines logs and stores them as an audit trail in Step 6¢ of the Private Audit Blockchain.
Chapter 5 discusses block structure and others. The compliance status checking is done in Steps 9a,
9b, and 9c by the PoC consensus mechanism. Compliance status reports are produced in Step 10.
Chapter 6 discusses the required mechanism. For this study, it is assumed that the authorization
module remains uncompromised and untampered with. It serves as the reference monitor for access
decisions and must be tamper-proof [147]. Also, the communication channel between AU and the

smart contract access points or apps is secured from malicious users.

4.5.7 PHI Sharing - Experimental Evaluation

The Ethereum Virtual Machine (EVM)-based three blockchain test networks (Arbitrum, Polygon,
and Optimism) are chosen for the experiments. We developed and deployed smart contracts to
store and retrieve PPA integrity and informed consent data in test networks. Ethereum’s Remote
Procedure Call (RPC) API is used to deploy smart contracts and execute transactions on these
networks [129]. Utilizing public RPC eliminates the need to maintain a blockchain node for contract
interaction, assuming minimal resource usage (CPU, HDD, Bandwidth) on the local machine. We
used the Metamask wallet to sign and authorize transactions using ETH and MATIC faucet tokens
as gas. Healthcare providers may invest in infrastructure, such as blockchain nodes, web interfaces,
and mobile applications, to enable seamless service interactions between patients and healthcare
systems. Storing informed consent on public blockchains like Ethereum incurs direct monetary
costs. Patients, insurance companies, and others can share these costs, such as those for doctor visits,

medications, and laboratory tests. The following discusses gas consumption and time requirements.
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Figure 4.13: PHI Sharing - PPA Integrity Storage Cost [3]

Gas Consumption

Gas is required for all Ethereum network activities that involve writing data or modifying the
blockchain state. Smart contract deployment and function calls incur costs for writing data to the
blockchain network, which are considered in this work. A contract is deployed for each patient
separately to manage consent-related queries efficiently. The cost of smart contract deployment
is proportional to the code size [148]. This is a one-time cost for a single-contract deployment.
The cost of calling a function depends on the number of times it is invoked and on the amount of
data that must be stored or modified on the blockchain network. Figure 4.13, 4.14, 4.15, 4.16, and
4.17 show the contract deployment and consent storage costs in gas (token) and USD for three test

networks.

Time Requirement

Blockchain-based applications have specific requirements for block data writing and reading
times. Writing time includes smart contract deployment and data addition. Table 4.6 shows the
writing time for various consent numbers for the test networks. The reading time is the time required
to retrieve data from a block in the blockchain ledger. All the read calls of smart contracts are gas-
free. Table 4.7 shows the test network’s reading time for various consent numbers. The same smart

contracts and consents are used for all test networks. Maintaining a node locally reduces network
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reading time, enabling real-time access to block data. The system continuously synchronizes with

the blockchain network to update the ledger data. Providers can maintain local nodes to enable

faster authorizations.

4.6 Emergency PHI Access Policy Compliance

HIPAA, GDPR, and other data protection laws and regulations mandate patients’ consent to
access and share their data. They also impose compliance requirements for healthcare organizations.
Non-compliance cases or failures to comply carry financial, reputational, business, and other

penalties. In emergency medical situations, accessing a patient’s protected health information or
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records can be critical to saving lives, especially when the patient is unconscious or unable to
consent. This section addresses the need for a secure, compliant, auditable system for emergency
PHI access. We propose a blockchain- and smart contract-based policy compliance framework
in which the emergency duty doctor requests access and must obtain approval from the senior in
charge, which is recorded via multi-signature transactions. Once access is granted, the patient or
their emergency contact is notified. To prevent unauthorized modifications, all actions are captured
as immutable audit logs within a private blockchain network. The compliance check employs a
novel Proof of Compliance consensus mechanism to ensure that all access requests adhere to defined

policies. This framework provides transparency, accountability, and security for emergency access

to PHI.
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Table 4.6: Sharing Informed Consent - Writing Time to Blockchain Network [3]

Consents # Polygon Optimism Arbitrum
4 6.719 Sec 8.459 Sec 6.854 Sec
8 5.961 Sec 7.785 Sec 6.068 Sec
12 5.972 Sec 7.738 Sec 6.338 Sec
16 6.309 Sec 7.762 Sec 6.063 Sec
20 6.085 Sec 8.163 Sec 6.081 Sec
24 6.015 Sec 7.482 Sec 2.476 Sec
28 10.117 Sec 7.718 Sec 6.521 Sec
32 10.041 Sec 8.268 Sec 2.451 Sec
36 10.045 Sec 7.736 Sec 6.662 Sec
40 14.039 Sec 7.797 Sec 2.458 Sec
44 10.048 Sec 7.881 Sec 6.201 Sec
48 10.138 Sec 8.971 Sec 6.174 Sec

4.6.1 Emergency PHI Access Problem Motivation

The digitization of healthcare data brings numerous benefits, including improved access to
information, the ability to provide real-time and remote care, and sophisticated services [15]. It
enhances patient outcomes by providing healthcare professionals with a comprehensive medical
history and supporting coordinated care. Efficiency increases as administrative processes are
streamlined, reducing errors and paperwork [149]. As healthcare data becomes increasingly
digitized, distributed, and interactive, concerns about patient privacy and the security of healthcare
information and systems are growing within the healthcare ecosystem [150]. Various security and
privacy regulations are imposed worldwide to protect patient privacy and data security. HIPAA
& HITECH (USA), GDPR (EU, UK), APPs (Australia), PIPEDA (Canada), APPI (Japan), and
others are adequate data security and privacy laws. These privacy and data protection laws and
regulations typically require data subjects, particularly patients in the healthcare industry, to provide
consent to the processing of their data for the intended purposes. Without permission, data should
not be collected, processed, used, or shared beyond the mentioned purposes. This is crucial when

collecting data to avoid security and privacy violations and lawsuits.
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Table 4.7: Sharing Informed Consent - Reading Time from Blockchain Network [3]

Consents # Polygon Optimism Arbitrum
4 0.426 Sec 0.399 Sec 0.234 Sec
8 0.366 Sec 0.423 Sec 0.201 Sec
12 0.337 Sec 0.425 Sec 0.239 Sec
16 0.346 Sec 0.423 Sec 0.259 Sec
20 0.327 Sec 0.442 Sec 0.288 Sec
24 0.344 Sec 0.579 Sec 0.241 Sec
28 0.358 Sec 0.536 Sec 0.221 Sec
32 0.361 Sec 0.495 Sec 0.288 Sec
36 0.401 Sec 0.512 Sec 0.225 Sec
40 0.36 Sec 0.482 Sec 0.206 Sec
44 0.361 Sec 0.462 Sec 0.233 Sec
48 0.522 Sec 0.434 Sec 0.224 Sec

Healthcare providers and other users mainly access patients’ healthcare data in three different
circumstances: (i) accessed by the treatment team members for providing treatment and services
and performing business operations; (ii) shared with others beyond the treatment team, including
enhancing diagnosis and treatment plans through consultations with specialists, research and
marketing endeavors, and others; (iii) emergency access when a patient is unconscious or insured
and admitted in an emergency room in a life-and-death situation. Healthcare providers usually take
consent for treatment and sharing purposes. Due to the uncertainty of the emergency, permission
is not taken in advance. Also, an emergency may be far from the home or primary care provider.
However, obtaining consent from an admitted or injured patient is not possible during an emergency,
as the patient is unconscious or incapacitated. It is a life-and-death situation. Healthcare providers
may need to bypass traditional consent processes to access PHI for life-saving treatment. The
"break glass" protocol or emergency access control is used [151]. However, this access must
comply with strict policy and regulatory requirements to protect health records, patients’ privacy,
and accountability.

Security and privacy policy compliance requirements for emergency access include, but are
not limited to (A) patient must be experiencing a medical emergency and unconscious or unable
to give consents to access PHI; (B) provider (hence known as Requester) must get approval from

seniors (hence known as Approver) in charge to access PHI, (C) seniors in charge must determine
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the emergency and give approval; (D) PHI access must be done from the emergency room or patient
carrying ambulance; (E) PHI access activities (audit logs) must be stored and not modified once
recorded under any situations; (F) compliance review or audit must be done after treatment has
been done without any delay according to the applicable policies; (G) patient or emergency contact
person must be notified about PHI access; (H) separation-of-duty must be maintained and enforced
strictly to keep functionalities of the requester, approver, audit log unit, and auditors; (/) Last but
not least, least privileges and need-to-know must be maintained to make sure that the requester can
access no less-no more health records to provide treatment and services to contain the situation
and make the patient stable. In addition to these requirements, others may be determined by the
organization’s business nature, regulations, legal jurisdictions, contractual obligations, and other
relevant factors.

Current research and practice focus on ensuring compliance with requirements in an isolated,
non-time-sensitive manner. The following issues must be addressed for compliance assurance: (a)
requester and approver must be accountable; (b) audit logs must be captured as they happened and
protected from modifications under any situations by any users; (c) enforcing separation of duty
to ensure that not a single entity can manipulate every step; (d) maintaining least privilege and
need-to-know for protecting healthcare data and patient privacy by not disclosing some PHI locked
by the patient; (e) assuring that after accessing PHI compliance review must be done quickly to
check the compliance status and inform patient or emergency contact personnel without any delays.

This section proposes a policy compliance framework for emergency PHI access to overcome
the abovementioned issues and ensure streamlined policy compliance assurance. The proposed
approach captures required information, stores it, and performs compliance reviews. A provider or
requester submits an emergency access request for an admitted patient. Then, the senior in charge
or approver evaluates the patient’s condition and determines the criticality of the situation. If it is an
absolute emergency, then the approver endorses the request. At this point, both the requester and
approver sign the request as a multi-signature transaction using their corresponding private keys.

A signed transaction is submitted to the blockchain network. Multi-signature-based blockchain
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transactions ensure that no single entity can submit transactions in the network. Emergency PHI
access activities are captured and stored in a private audit blockchain to provide an immutable access
history for compliance review. Finally, a compliance review process is proposed using a blockchain
consensus mechanism called Proof of Compliance. Where a set of independent, decentralized, and
distributed audit nodes perform compliance checking using provenance information.

Blockchain technology has inherent properties: security, transparency, and immutability [152].
At its core, it is a distributed ledger technology that records transactions across multiple nodes,
ensuring that registered transactions cannot be altered. This feature ensures data integrity once
it has been committed to the blockchain and significantly increases the system’s fault tolerance
and reliability. Integrating multi-signature transactions is essential to the proposed approach, as it
establishes a decentralized and immutable record of interactions [153].

To the best of our knowledge, this work is the first to capture and enforce a multi-signature-based
emergency PHI access policy compliance assurance framework. This paper makes the following
contributions: (i) Integrating patient consent into the patient-provider agreement (PPA) and enforcing
it while making an emergency PHI access decision. (ii) Leveraging Approver to evaluate and
determine the PHI and access level for the submitted request by the Requester to ensure the least
privilege and need-to-know basis emergency PHI access. (iii) Smart contract-based separation-of-
duties enforcement to ensure that Requester, Approver, Provenance Unit, and Compliance Reviewer
are separate and independent entities. (iv) Storing approval request information in the public
blockchain using a multi-signature transaction scheme. Thus, the Requester and Approver cannot
deny their actions, making them accountable for assuring compliance. (v) Implementing audit log
provenance using a private blockchain to provide immutable PHI emergency access activity data.
(vi) Performing compliance review using a decentralized and distributed consensus mechanism
called Proof of Compliance to determine the compliance status of every emergency PHI access.
(vii) Conducting extensive experimental evaluations for the proposed approach on required smart
contract deployment, PPA integrity, and informed consent storage and retrieval. (viii) Last but not

least, performing and analyzing the gas costs, in token and USD, for informed consent and other
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required smart contract deployment, storing PPA integrity, and informed consent. Additionally, we

are analyzing the time requirements for writing and reading data to/from the blockchain network.

4.6.2 Emergency PHI Access - Proposed Approach Overview

The primary goal is to enforce the necessary consents and policies for emergency access and
to capture essential PHI access activity to verify compliance with security and privacy require-
ments. Proper policy enforcement is crucial for ensuring compliance with provenance records and
conducting timely compliance reviews, thereby maintaining a secure and compliant system. For
enforcement, this paper considers patient-informed consent, in which the patient locks PHI to restrict
access during an emergency. This research leverages multi-signature-based approval of access
requests to ensure that PHI is not accessed unnecessarily. The emergency PHI access activities
are captured and recorded in a private blockchain network as audit logs to provide provenance and
reconstruct events that reflect their actual occurrence. Finally, a blockchain consensus mechanism,
Proof of Compliance, is employed to examine enforcement actions against the applied policy and

informed consent, using provenance data to verify and certify the compliance status.

4.6.3 Emergency Informed Consent (EIC) Structure

Before approval, patients must be informed about the emergency informed consent, specifically
which PHI must be restricted from access. Figure 4.18 shows the EIC conceptual structure.

Emergency informed consent is formally composed of two tuples:

EIC = (PHI, LS)

satisfying the following requirements:

(a) PHI is a finite set, d number, of health records denoted by {phiy, phis, phis, ......phis}. It is
a digital version of a patient’s medical history maintained by healthcare providers over time.
Classified as protected health information (PHI), it contains sensitive patient details that must

be safeguarded against unauthorized access, disclosure, and sharing. Table 4.1 illustrates
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Emergency Informed Consent (EIC)

EICID HEALTH DATA LOCK STATUS

<

Protected Health Information (PHI) Lock Status (LS)
attr, attr, attry | ... attry, attr, attr, attr; | ... attry
PHI, - - - - LS,
PHI, - - - - LS,
PHI, LS,

Figure 4.18: Emergency Informed Consent (EIC) Structure [10]

ten types of PHI considered for each patient, including PHI ID, name, and description. In
emergencies, healthcare providers access these records to deliver life-saving treatments.

(b) LS is the lock status of the intended PHI with two values: Locked and Unlocked. A finite
set of lock statuses, a d number, can be denoted as {ls1, [sq, ls3, ...... lsq}. The Locked status
indicates the PHI cannot be accessed at any moment under any circumstances. The providers
cannot access Locked PHI during an emergency. At the same time, PHI can be accessed during
an emergency if the lock status is Unlocked. The patient must consult with the corresponding
providers before locking PHI. It should not impose any burden on providing life-saving

treatment during an emergency.

There is a one-to-one mapping between each PHI and its lock status: (phiy, lsy), ..., (phig,sq).
This mapping ensures that patient privacy is respected and health records security is maintained

during emergency access.

4.6.4 Emergency Informed Consent - Smart Contract Deployment

Once a PPA is established and stored in the repository, all components of the emergency-
informed consent are transformed into smart contracts and deployed on the blockchain network.

Figure 4.19 illustrates this EI/C smart contract deployment process. The Smart Contract Deployment
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Figure 4.19: Emergency Informed Consent (EIC) Smart Contract Deployment Process [10]

Unit first retrieves all informed consent components from the PPA, as described in Step 4. In Step 5,
the integrity of these components is verified to ensure that no intentional or accidental modifications
have occurred. As a trusted, secure entity, the SCDU guarantees that any alteration to the consent
components would invalidate the deployment process.

Once the components are verified as authentic and unmodified, the SCDU generates and deploys
the corresponding smart contracts onto the blockchain network in Step 6. It then updates both the
patient profile and the hospital system in Step 7. Finally, in Step 8, authorized users with appropriate
credentials can directly query the blockchain network to obtain informed consent responses. This
smart contract-based mechanism provides an automated and trustworthy framework that preserves
the integrity, accountability, and immutability of deployed consents. After integration into the
blockchain as smart contracts, consent rules cannot be altered, thereby preventing unauthorized mod-
ifications. The authorization module subsequently interacts with these smart contracts, combining

their outputs with other system components to support emergency PHI access decisions.
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Figure 4.20: Proposed Emergency PHI Access Policy Compliance Assurance Framework [10]

4.6.5 Emergency PHI Access - Authorization Process

Consent enforcement ensures that related consents are executed when making decisions regard-
ing emergency PHI access requests. All consents are stored on the public blockchain network as
smart contracts and cannot be enforced until invoked. The Authorization Module (AM), like the
Break-Glass Protocol, considers emergency-informed consent in accordance with applicable policy
and required attributes when making decisions. The attributes may be subject, object, operation,
or environmental. The Requester must provide the necessary credentials for identification and
authentication. Figure 4.20 illustrates the enforcement of informed consent for the emergency PHI
access authorization and policy compliance assurance framework.

The Requester submits an emergency PHI access request to the Approver in Step 1. The Approver
evaluates and determines the urgency of the admitted patient. Then, the Approver approves the
access requests through the Multi-Signature Approval System (MSAS) in Step 2. Both Approver and
Requester use their private keys to sign the transaction. In Step 3, the signed request is submitted
to public blockchain networks, such as Ethereum, to be added to their distributed ledgers. Later,

this deployed transaction serves as a source of truth, holding the signers accountable. In Step 4,
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the approved request is forwarded to an emergency AM, such as the Break-Glass Protocol, for a
PHI access authorization decision. The AM queries the blockchain network via the corresponding
smart contract to obtain emergency-informed consent information and signed request-approval
transactions for the submitted access request in Step 6a. It also makes queries for requests related to
applicable policies and required attributes in Steps 6b and 6c.

After evaluating, it makes an authorization decision and sends it to the EHR in Step 7 and a
notification to the patient’s emergency contact in Step 8. If the access request is approved, the
intended PHI is delivered to the Requester in Step 11. The audit logs recording unit, ALRU, collects
logs from the MSAS in Step 5 and from the AM in Step 9. It combines logs and stores them as
audit logs in Step 6¢ in Private Audit Blockchain. Chapter 5 discusses block structure and others.
The compliance review is done in Steps 12a, 12b, and 12¢ by the Proof of Compliance consensus
mechanism. Compliance status reports are produced in Step 12d. Chapter 6 discusses the required
mechanism. For this study, it is assumed that the authorization module remains uncompromised
and untampered with. It serves as the reference monitor for access decisions and must be tamper-
proof [147]. Also, the communication channel between AM and the smart contract access points or

apps is secured from malicious users.

4.6.6 Separation-of-Duty (SoD) Enforcement

There are four significant actors in the proposed approach: (i) the Requester who submits the
request to access patient data; (i1) the Approver who evaluates the situation and determines the
level of access required by the Requester; (iii) the Provenance Unit who maintains all audit logs
and applied policies; and (iv) the Compliance Reviewer who performs compliance checking to
determine the compliance status for every emergency access. These four actors must be distinct
entities. No one entity should perform more than one task. Figure 4.21 depicts the SoD requirements
for emergency PHI access compliance. This proposed approach delegates smart contracts to enforce

the separation of duties among those entities to avoid conflicts of interest.
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Figure 4.22 shows the SoD enforcement approach for the entities that must be separated for
various phases. In Phase 1, the Requster and Approver must be different users. The MSAS checks
and enforces this condition during the request approval process by the Approver, as shown in
Figure 4.20. In the next Phase 2, it is ensured that the Provenance Unit is different from the
Requster and Approver. The ALRU ensures that while collecting and storing audit logs in the private
audit blockchain. Finally, it is ensured that the Compliance Reviewer is a separate entity from the
Requster, Approver, and Provenance Unit (Phase 3). The proposed Proof of Compliance maintains

the Phase 3 conditions while performing the compliance review.

4.6.7 Emergency PHI Access Approval

After submitting the emergency access request, the Approver evaluates the situation and makes
the decision. If conditions demand, the submitted request is approved and forwarded to the
authorization module for the final PHI access decision. Both the request and the approval are
signed by the Requester and Approver using their private keys or wallets. The signed transaction
is submitted and recorded on the public blockchain to provide an unaltered source of truth for
emergency PHI access compliance reviews. This is done through the multi-signature scheme of
blockchain technology [153]. Due to the cryptographic properties, both Requester and Approver

cannot deny their actions regarding PHI access.

4.6.8 Emergency PHI Access - Experimental Evaluation

The Ethereum Virtual Machine (EVM)-based blockchains are chosen for the proposed approach

experiments. It offers a Turing-complete smart contract language, Solidity, which enables the
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implementation of our model’s logic. We developed smart contracts for storing and retrieving
informed consent, testing them on test networks: Ethereum and Optimism to ensure reliability
before deployment. Since smart contracts, once deployed, are immutable and errors can incur
financial and reputational costs, rigorous testing on these networks is crucial. Ethereum’s Remote
Procedure Call (RPC) API is used to deploy smart contracts on these test networks [129]. Utilizing
public RPC eliminates the need to maintain a blockchain node for contract interaction, assuming
minimal resource usage (CPU, HDD, Bandwidth) on the local machine. Faucet ETH serves as gas

to authorize transactions using the Metamask digital wallet [85].

Writing Cost

In the proposed approach, audit logs are stored in the audit blockchain, and compliance status is
stored in the compliance blockchain. Both are private blockchain networks in which participants
are limited to organizations. This doesn’t instill public trust. To avoid this, block IDs and hashes
are stored on a public network, such as Ethereum, to ensure integrity. Figure 4.23 shows the block
integrity storage cost in tokens for two public blockchain networks: Ethereum and Optimism. The
USD costs are depicted in Figure 4.23. Ethereum is Layer 1, and the Optimism is Layer 2 [63,154].
Layer 1 is the core blockchain framework for implementing the network’s consensus mechanism,
transaction validation and storage, and native token functionality. Layer 2 is a secondary framework
built on top of an existing Layer 1 blockchain to enhance the scalability and efficiency of the Layer I
blockchain without compromising its security or decentralization. It performs transaction validation
and storage outside the Layer I network, while storing the proof on it. The Layer 2 solution
processes more transactions per second, reducing transaction costs and shortening confirmation

times.

Multi-Signature Transaction Cost

The two entities must sign every access request. It costs for each multi-signature operation.
Figure 4.24 shows the costs of the Ethereum and Optimism blockchain networks. The prices

fluctuate significantly, with a maximum of $18.26 and a minimum of $1.41 for Ethereum, as noted

84



Ethereum (1 ETH = 3054.63%) Optimism (1 ETH = 3054.63%)

(a) - Avg: 80.22 | 087 - Avg: 0.35 -
- Min: 18.31 e Ming 0,16
200 - Max: 224.20 0.7 -~ Max: 0.78
0.6
150 |
& 0.5 |
“u [}
=1 -] I A
100 0.4 ; [
0.3
50
0.2
0 20 40 60 80 100 0 20 40 60 80 100
Days Days
Figure 4.23: Emergency PHI Access - Smart Contract Deployment Cost [10]
Top 25% (High Values) Bottom 25% (Low Values) ~—— Middle Range (Ethereum) Middle Range (Optimism)
Ethereum Multi-Signature Cost Costs Optimism Multi-Signature Cost Costs
Mean: 6.69 Mean: 0.03
Max: 18.26 Max: 0.07
Min: 1.41 0.060 | Min: 0.01 4
15-
0.045 -
o 107 . 1a
z 2
=) . z .
. 0.030 . Fofoe
| | H ‘ | ‘ | HHHHHH 1 ool
0 2 10 50 80 100 0 20 40 60 50 100
Days Days

Figure 4.24: Emergency PHI Access - Multi-Signature Cost [10]

in Figure 4.24a. The average transaction cost over the 100 days is approximately $6.69. The graph
shows several spikes, suggesting periods of high gas prices, possibly due to network congestion.
Figure 4.24b shows the cost for Optimism, which is lower than on Ethereum, with values ranging

from $0.068 to $0.013. The average cost is much lower at $0.03.

Time Requirement

Blockchain-based applications have specific requirements for block data writing and reading
times. Writing time includes smart contract deployment and data addition. Table 4.8 shows the
writing time for various emergency informed consent numbers for the test networks. The reading

time is the time required to fetch data from the block in the blockchain ledger. All the read calls of
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Table 4.8: Emergency Informed Consent - Writing Time to Blockchain Network [10]

Consents # Polygon Optimism Arbitrum
4 5.256 Sec 8.167 Sec 4.519 Sec
8 6.329 Sec 8.926 Sec 6.713 Sec
12 6.653 Sec 7.156 Sec 6.907 Sec
16 5.923 Sec 7.692 Sec 4.683 Sec
20 7.465 Sec 8.426 Sec 6.651 Sec
24 5.562 Sec 7.318 Sec 6.098 Sec
28 10.927 Sec 8.925 Sec 2.142 Sec
32 10.518 Sec 8.145 Sec 4.782 Sec
36 10.637 Sec 7.562 Sec 6.872 Sec
40 11.268 Sec 7.498 Sec 4.329 Sec
44 12.519 Sec 7.387 Sec 7.602 Sec
48 13.876 Sec 8.156 Sec 5.274 Sec

smart contracts are gas-free. Table 4.9 shows the test network’s reading time for various emergency
informed consent numbers. The same smart contracts and consents are used for all test networks.
Maintaining a node locally reduces network reading time, enabling real-time access to block data.
The system continuously synchronizes with the blockchain network to update the ledger data.

Providers can maintain local nodes to enable faster authorizations.

4.7 Informed Consent Management and Administration

This section briefly explains the operations involved in consent administration, including consent
creation, alteration, termination, expiration, and archiving. Ensuring these operations are carried out
without introducing privilege conflicts, leakages, or incomplete treatment teams is crucial. The most
important aspect of these operations is to ensure that they do not disrupt the treatment process. For
example, suppose consent from a pharmacy agent is withdrawn. In that case, the agent cannot access
or process the patient’s prescription to provide medications, which can cause delays in treatment
and ultimately lead to life-threatening consequences. The consent owner or patient must invoke
consent modification and termination functions. Additionally, consent expiration and archiving

operations should be performed automatically as default functions when the conditions are met.
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Table 4.9: Emergency Informed Consent - Reading Time from Blockchain Network [10]

Consents # Polygon Optimism Arbitrum
4 0.357 Sec 0.378 Sec 0.265 Sec
8 0.352 Sec 0.329 Sec 0.231 Sec
12 0.467 Sec 0.398 Sec 0.276 Sec
16 0.394 Sec 0.571 Sec 0.246 Sec
20 0.331 Sec 0.603 Sec 0.276 Sec
24 0.354 Sec 0.613 Sec 0.215 Sec
28 0.329 Sec 0.423 Sec 0.234 Sec
32 0.426 Sec 0.612 Sec 0.247 Sec
36 0.353 Sec 0.376 Sec 0.265 Sec
40 0.436 Sec 0.602 Sec 0.291 Sec
44 0.524 Sec 0.421 Sec 0.221 Sec
48 0.462 Sec 0.342 Sec 0.237 Sec

Consent management is a complex, multi-step process that requires careful planning to ensure

efficiency and meet all relevant standards and requirements.

4.7.1 Informed Consent Creation

This process involves generating new consent, with complete details and functionalities outlined
in Subsections (4.4.2, 4.5.4, and 4.6.4), including the necessary components and their interplay.
New consents can be formulated either during or after the Patient-Provider Agreement is established
to accommodate the addition of new members to the treatment team. However, integrating new
consents may lead to conflicts with existing ones, such as an incomplete treatment team. Therefore,
a thorough check is required to avoid conflicts or issues before adding consent to the patient’s smart
contract. After successful verification, the consent is deployed as a smart contract. The procedure
is encapsulated in Algorithm 3, which details the sequential steps required for successful consent

creation.

4.7.2 Informed Consent Alteration

There are times when it’s necessary to update a consent for various reasons, such as correcting
errors, modifying current users, objects, or conditions, adding new users, entities, or conditions,

dropping users, objects, or conditions, and other similar purposes. The old consent is added to
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Algorithm 3: Informed Consent Creation [11]

Input: (i) IC ¢y : New Informed Consent, (ii) Ry : Informed Consent Repository
Output: Success or failure status

1 Consent Creation

2 if (Ryo + IC new) contains no conflicts then

3 /+ conflicts mean incomplete treatment team or process, leakage/contradictions */
4 ifR[C — (RIC’ —‘rH(CNew) == True then

5 return success: 1C ey, is added to Ry

6 /% ICNew 1s ready to be executed for authorizations */
7 else

8 return error: IC neo, is not added to Ry

9 /% ICpNew must be modified and tested to be added to Rjo */
10 end if

1 else

12 return error: modify/update 1C ¢,

13 /+ avoid leakage/contradictions */
14 end if

Algorithm 4: Informed Consent Alteration [11]

Input: (i) ICp;4 : Old Informed Consent ID, (ii) IC y ¢, : New Informed Consent, (iii) Ry : Informed Consent Repository, (iv)
AR : Informed Consent Archive
Output: Success or failure status
1 Consent Modification
2 if(Ryo - ICpyq :) contains no conflicts then

3 /+ leakage/contradictions */
4 if no conflict is in (Ryc - ICo1q + IC ey ) then
5 ifRrc <+ (Rro 4+ ICNew) == True then
6 (i)do AR;¢c + (AR]c+ICOld)
7 (ii) add IC py¢,, to patient profile
8 return success: 1C e added to Ry
9 /* ICp;q cannot be executed */
10 /* ICnew can be executed now */
11 else
12 ‘ return error: 1Cn ¢y, is not added to Ry
13 end if
14 else
15 return error: modify/update IC ¢y,
16 /* avoid leakage/contradictions */
17 end if
18 else
19 return error: 1Co;q : cannot be modified
20 /+ avoid leakage/contradictions */
21 end if

the consent archive if any modification occurs. The complete process is described in Algorithm 4,
including all necessary components and operations. When obtaining or providing consent, there’s
a risk of inadvertently introducing errors that could lead to unwanted events, including security
incidents. Once a mistake is identified, it’s crucial to resolve it immediately to avoid adverse

incidents or PHI disclosures.
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Algorithm 5: Informed Consent Termination [11]

Input: (i) ID;o: Informed Consent ID, (ii) Ry : Informed Consent Repository, (iii) AR ;¢ : Informed Consent Archive
Output: Success or error status
1 ifD;c isin Ry then
if no conflict is in Ry — ID;¢c then
(i)doR;c + (Rrc —ID;¢)
/» delete selected informed consent from repository */
(ii) do AR;c + (AR;¢ +1D;¢)
/* add deleted informed consent to archive */
return success: D¢ is terminated from Ry
/+ ICp;q cannot be executed */

AR Y T OV

else

—
=

return error
/+* Ryc —IDje contains conflict )
end if

-
D=

else

—
I

return error
15 /+ ID;o does not exist in Rjo */
16 end if

4.7.3 Informed Consent Termination

Consent withdrawal occurs when patients decide to halt their data sharing. Additionally, if
consent is erroneously assigned or contains onerous conditions, it can be rescinded by the patient
or the overseeing hospital authority. Upon revoking consent, it is imperative to inform all relevant
parties. The revoked consent is then documented in an archive to address any subsequent legal or
regulatory inquiries. Algorithm 5 shows the step-by-step instructions for the termination operation.
It’s important to note that if the revoked consent is critical to ongoing treatment, its removal could

result in severe consequences, including disruptions to care, medication availability, or services.

4.7.4 Informed Consent Expiration

Consent may be invalidated if predefined conditions are not met, such as specific dates or access
limits. For instance, if a doctor is granted consent to access a patient’s data up to five times, this
consent automatically expires upon the fifth access. Any attempt to access the data a sixth time
would be unauthorized due to the expiration of consent. Consent conditions, including access
frequency and other relevant details, are designed to remain valid. Algorithm 6 presents a set of
instructions for the expiration process from initiation to completion. The system must monitor these
conditions automatically to prevent delays and oversights, ensuring efficient and accurate consent

management.
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Algorithm 6: Informed Consent Expiration [11]

Input: (i) CON;: Informed Consent Conditions, (ii) Ry¢: Informed Consent Repository, (iii) AR ¢ : Informed Consent Archive
Output: Success or error status

1 Consent Expiration

2 for con <~ CON;¢g, 0 CON;g,  byldo

3 foric < Rrcg,,,. tORicy, , by 1do

4 if con is not satisfied by ic then

5 (i)dOR]C (—(chf’ic)

6 /+ delete expired informed consent from repository */
7 (ii) do AR;c + (AR;¢ + ic)

8 /+ add expired informed consent to archive */
9 else

10 end if

11 end for

12 end for

Algorithm 7: Informed Consent Archiving for Alteration, Termination, and Expiration [11]

Input: (i) ID;c: Informed Consent ID, (ii) Ry : Informed Consent Repository, (iii) AR : Informed Consent Archive
Output: Success or error status

1 Consent Archiving

2 if (Ryo - ID;¢ :) contains no conflicts then

3 /* conflicts mean incomplete treatment team/process, leakage/contradictions */
4 (i) doRjc + (Ryc —IDgc)

5 /+ delete altered, terminated, and expired informed consent from repository */
6 (ii) do AR[C — (ARIC’ +H]D)[c)

7 /* add altered, terminated, and expired informed consent to archive */
8 ifRrc + (Rre —IDj¢) && ARj¢ + (AR;¢ + IDj¢) == True then

9 return success: 1D ;o removed from Ryc and added to ARy

10 /+ IDrc cannot be executed for authorization */
11 else

12 ‘ return error: IC n ¢y, is not added to AR ;&

13 end if

14 else

15 return error: 1D : cannot be removed

16 /* avoid leakage/contradictions */
17 end if

4.7.5 Informed Consent Archiving

This procedure moves modified, withdrawn, and expired consents into a read-only archive or

repository. It ensures that no consent within this database remains active and cannot be used to

authorize access to protected health information. The archive’s primary objective is to maintain a

record of consents to address legal or regulatory queries and facilitate verification of policy compli-

ance, given that certain operations may have been conducted under these consents. Furthermore, it

allows patients to view all their historical consents, including any altered, revoked, or expired. The

consent archiving process is outlined in Algorithm 7.
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Figure 4.25: Informed Consent Creation, Alteration, Termination, and Expiration Cost [11]

4.7.6 Consent Creation, Alteration, Termination, and Expiration Cost

The creation operation involves writing new consents to the active consent repository. The
other operations—alteration, termination, and expiration—require transferring active consents to
the read-only archive, thereby changing their status from active to historical. Figure 4.25 illustrates
the variation in transaction fees for different operations as the number of consents increases on three
test networks. The volatility observed in these graphs can be attributed to network congestion, yet
the price differences remain minimal. There is a noticeable, gradual increase in cost correlating with
the rise in consent. Using scientific notation on the graph’s scales facilitates uniform axis labeling.

It provides a coherent point of comparison for vastly different values, with the power denoted at the

top for reference.
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4.7.7 Consent Administration Operation Time Requirement

Writing time includes smart contract deployment and adding data. A new block is added to
the Ethereum main network every 12 seconds on average, ideal for the proposed purposes [131].
So long as there is sufficient space in new blocks, a new transaction would take, on average, no
more than 12 seconds. If block congestion occurs, the time required for a transaction to be included
in a block may increase. However, users can influence this by paying more gas for faster block
confirmation. Given that users may artificially extend the confirmation time of their transactions, this
could lead to discrepancies. Table 4.10 depicts the writing-time consent administration operations
for the same test networks: alteration, termination, and expiration. These operations require moving
consents from the active repository to a read-only archive. In both tables, Arbitrum requires less
time than the other two networks. This is because of the sequencer design and network congestion
management [132]. The same smart contracts and consents are used for all test networks.

The reading time is the time required to retrieve data from a block in the blockchain ledger. All
the read calls of smart contracts are gas-free. The reading time for consent administration operations
is tabulated in Table 4.11. Maintaining a node locally reduces the time required to read from the
network, enabling real-time access to block data. The system continuously synchronizes with the
blockchain network to update the ledger data. Hospital authorities can maintain local nodes to

expedite authorization decisions.

4.8 Consent Services

The consent service provides patients with concise, clear, and consistent insights into both
the given and executed consent, delivered in real time and in an informative manner. Patients
need to know to whom they have provided consent, for what specific purposes, involving which
resources, and under which conditions. Furthermore, patients should clearly understand how their
consent is obtained, including details such as who performs which operations and when. To ensure
transparency and accountability, the service provides various assurances regarding the consent

provided and the actions taken. This section explores the consent services tailored for patients
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Table 4.10: Writing Time for Informed Consent Administration Operation in Seconds [11]

Consents Alteration Operation Termination Operation Expiration Operation
Polygon | Optimism | Arbitrum | Polygon | Optimism | Arbitrum | Polygon | Optimism | Arbitrum
4 6.610 7.109 2.597 6.705 6.838 2.574 6.665 7.050 2.597
8 6.670 6.967 2.465 6.769 6.874 2.284 6.592 6.916 2.210
12 6.671 6.962 2.484 6.860 6.979 2.787 6.622 6.842 2.307
16 7.024 2.871 2.240 6.667 6.946 2.349 6.729 6.839 2.485
20 6.926 6.974 2.327 6.826 7.126 2.552 6.697 6.928 2.127
24 6.739 7.066 2.562 6.732 7.053 2.849 6.850 6.875 2.784
28 6.839 7.022 2.486 10.774 2.848 2.304 7.232 2.876 2.418
32 6.797 7.128 2.809 6.853 6.862 2.299 6.581 7.067 2.324
36 6.862 7.176 3.127 6.714 6.839 2.361 6.613 7.266 2.687
40 6.942 7.630 2.533 6.683 6.958 2.602 6.658 7.084 2.414
44 7.000 7.011 2.886 6.680 6.884 2.166 10.655 6.760 2.163
48 6.948 7.195 2.597 6.891 7.036 2.409 6.818 2217 2.548

Table 4.11: Reading Time for Informed Consent Administration Operation in Seconds [11]

Consents Alteration Operation Termination Operation Expiration Operation
Polygon | Optimism | Arbitrum | Polygon | Optimism | Arbitrum | Polygon | Optimism | Arbitrum
4 0.417 0.466 0.482 0.381 0.419 0.401 0.410 0.427 0.395
8 0.426 0.419 0.472 0.411 0.411 0.427 0.398 0.401 0.405
12 0.424 0.418 0.480 0.403 0.438 0.389 0.405 0.408 0.429
16 0.602 0.547 0.462 0.560 0.485 0.399 0.422 0.420 0.399
20 0.479 0.528 0.503 0.551 0.538 0.482 0.463 0.624 0.461
24 0.508 0.714 0.465 0.453 0.482 0.537 0.541 0.574 0.515
28 0.564 0.639 0.566 0.476 0.478 0.481 0.515 0.672 0.467
32 0.632 0.563 0.629 0.514 0.504 0.449 0.493 0.513 0.501
36 0.685 0.657 0.632 0.487 0.495 0.552 0.484 0.555 0.590
40 0.832 0.859 0.674 0.499 0.513 0.811 0.476 0.632 0.601
44 0.890 0.753 0.642 0.495 0.504 0.473 0.528 0.494 0.556
48 1.197 0.838 0.639 0.494 0.501 0.547 0.552 0.515 0.559

within the proposed system, focusing on services oriented towards users, resources, operations, and
conditions [110].

Consent Services Mechanism: A consent provenance service mechanism is proposed based
on graph databases, as depicted in Figure 4.26. It initiates by collecting comprehensive informed
consent information, including consent, related events, execution times, and more, from the public
blockchain network (Step 1). This data is then stored in a graph database for further processing (Step
2). The processing unit retrieves consent-related information upon service requests and generates
detailed reports (Step 3). These reports provide various service orientations: (i) user-oriented, (ii)
resource-oriented, (iii) operation-oriented, and (iv) condition-oriented services. A trusted and
secure API, or Oracle, facilitates data acquisition from the blockchain network and subsequent
storage in the graph database. This setup enables ongoing monitoring of patient-related smart
contract activity on the blockchain, capturing data for processing. Utilizing a graph database

facilitates consent services by effectively handling complex relationships among patients, consents,
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Figure 4.26: Proposed Graph Database Based Consent Service Providing Mechanism [11]

Condition-Oriented Services

and healthcare events, enabling simplified data retrieval and insightful visualization of consent
patterns [155].

User-Oriented Services: Patients can track specific users’ consents, viewing a list of resources
they’ve authorized for user operations, along with applicable conditions like access frequency and
duration. This enables patients to audit any actions taken with their resources, ensuring transparency.
Figure 4.27 illustrates the consents granted by patient .Jordan to doctor Dawvid, covering resources:
Visit Notes, Prescription, Radiology Lab Report, Pathology Lab Report, and Immunization History,
detailed with operations and conditions. Furthermore, Figure 4.28 displays the executed consents
with operations, frequency, and access timing.

Resource-Oriented Services: Patients may require information on consents granted and
executed for specific resources. The object-oriented consent service specifies all permissions,
detailing who is authorized to perform which operations and under what conditions. Figure 4.29
presents a sample of such permissions, including the operations and conditions associated with each
user and resource. Similarly, Figure 4.30 illustrates the actual usage of these permissions, showing
various events with details on who performed what action, when, and other information.

Operation-Oriented Services: This service provides detailed reports on both granted and
executed consents for operations such as (i) read, (ii) write, and (iii) update. While reading
operations do not affect data integrity, they may compromise confidentiality in the presence of
unauthorized access. Conversely, write and update operations can compromise data integrity.
Ensuring that only authorized users and actions can modify data integrity is essential.

Conditions-Oriented Services: Several conditions must be met for consent to be enforced for

PHI access authorizations. Patients must be assured that these conditions are thoroughly verified. In
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this service mode, detailed information on both granted and executed consents is provided, with
a focus on the associated conditions. This allows comprehensive visibility into how all included

conditions are addressed and evaluated for making authorizations.

4.9 Contract-Based Access Control

We propose an extended version of the Attribute-Based Access Control Model [156] to integrate
the Patient-Provider Agreement for authorizations with other applicable policies and attributes.
The proposed model is referred to as the Contract-based Access Control Model. Integrating PPA
into the access control model improves transparency and accountability and facilitates compliance
monitoring.

Figure 4.31 contains proposed model components. The solid line with the arrow indicates a

request/command, and the dotted line with the arrow means a response/feedback. The dotted line
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Figure 4.31: Contract-Based Access Control Model [2,12]

with circles (purple) indicates the request/command and the response/feedback. Their interactions
and descriptions are discussed below.

Subject (SB): A subject is a human user or non-person entity (NPE), such as a device that issues
access requests to perform operations on objects. Subjects are assigned one or more attributes. A
total m number of authorized subjects can be represented as {sby, sba, sbs, sby, .....Sby, }.

Subject Attributes (SA): Subject attributes of a subject, such as a name, date of birth, home
address, training record, and job function, may, individually or combined, comprise a unique identity
that distinguishes that user from all others. A finite number, total n, of subject attributes is defined
as {say, sas, sas, say, .....sa, }.

Object (OB): An object can be a resource or requested entity and anything upon which a subject
may operate, including data, applications, services, devices, and networks. A finite number, total p,
of objects to be protected can be written as {0b;, 0by, 0bs, 0by, .....0b, }.

Object Attributes (OA): An object’s attributes help to describe and identify it. Attributes
include the object name, creator, creation time, and other relevant details. A ¢ number of object

attributes can be expressed as {oa, oas, 0as, 0ay, .....0a,}.
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Operation (OP): An operation is an action that can be requested by any subject for any object.
Only a subject can be authorized to perform a requested operation on an object if the policy allows
it. A finite, total r, of actions to be performed are denoted as {op1, opa, 0ps, 0p4, -....0p,. }.

Environment Condition (EC): Environmental conditions are dynamic factors, independent of
subject and object, that may be used as attributes at decision time. They may include location, time,
day of the week, threat level, device ID, user IP address, temperature, and other relevant details. A
finite, total s, of environmental conditions can be expressed as {ecy, ecy, ecs, ecy, .....ecs}.

Policy Contract Administration Point (PCAP): It provides functionalities for creating, storing,
managing, and testing policies, PPAs, SB, OB, and EC attributes.

Attributes Repository (AR): It contains all SB, OB, and EC attributes. Before storage, PCAP
ensures the authenticity and integrity of the attributes’ sources and values, as the repository will
later serve as the standard for verifying and comparing the user-provided attributes, informing
authorization decisions.

Policy Contract Repository (PCR): The PCR contains digital policies (DPs) and metapolicies
(MPs) of obligatory policies like organizational policies, regulatory agency policies, and access
control policies. A policy specifies the rules for determining whether requested access should be
allowed, based on the attributes of the SB, OB, and EC.

Patient-Provider Agreement Repository (PPAR): It contains all valid contracts made by
patients and providers. The Policy Contract Decision Point or PCDP must execute PPAs related to
an access request.

Policy Contract Decision Point (PCDP): It computes access decisions by evaluating the
applicable policies from PCR, PPAs from PPAR, and attributes from AR.

Policy Contract Information Point (PCIP): The PCIP is the retrieval source of the attributes
required for policy evaluation to make authorizations by PCDP.

Policy Contract Enforcement Point (PCEP): After making authorizations, the PCDP forwards

decisions to PCEP. The PCEP can access protected resources and objects through a Resource
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Access Point (RAP). Multiple RAP might exist, but every object is accessible only through a single
RAP.

Policy Contract Audit Trails (PCAT): It contains the activities happening in the system and
related to policy compliance. All activities other than those related to policy compliance are not
required for this proposed model. The actions can be adequately reconstructed from PCAT to

recreate the events performed by PCEP, PCDP, PCIP, PCAP, and SB.

4.9.1 Achieving Provenance and Compliance

The data access control process for provenance and compliance is summarized in Figure 4.32,
and the steps are as follows:

Step 1 and 10: The subject puts the request to PCEP in Step 1 with the required credentials and
attributes. The subject receives the object in Step 10 if an access request is granted. Otherwise, the
subject receives the access denial decision.

Step 2 and 7: PCEP forwards the subject access request in Step 2 with the credentials and
attributes received from the subject to PCDP to make the decision. In Step 7, PCEP receives the
access decision made by PCDP.

Step 3, 4, 5, and 6: In Step 3, PCDP requests PCIP to retrieve the attributes of the subject
and object and environmental conditions related to the access request. PCDP also asks the policy
repository to find the applicable policies. It also requests that the PPAR retrieve the PPAs between
the patient and the provider for the access request. In Step 5, PCIP retrieves the attributes from the
attribute repository. PCDP receives responses in Step 6.

Step 8 and 9: If access is granted, then PCEP gets the object in these steps.

Step 12: PCAP updates the attribute, policy, and patient-provider agreement repository.

Step 11 and 13: In Step 11, PCEP, PCDP, and PCIP record the activities as audit trails to
PCAT. When PCAP updates repositories, its activities are recorded in Step 13.

Step 14: PCVP gets all required information from repositories to certify policy compliance.
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Chapter 5

Policy Provenance

While enforcing policy to ensure security and privacy is essential, it is equally important to
maintain provenance to demonstrate policy compliance. However, policy compliance cannot be
measured or validated in isolation. An independent auditor performs a policy audit to certify the
policy’s compliance status using available provenance data. To measure policy compliance, it is

essential to maintain the following:

* Policy lineage

* Integrity of policy enforcement activities

Policy lineage comprises all policies on which the authorization module bases its authorization
decisions. Enforcement integrity means the events are recorded as they happen. Provenance provides
a lineage of policy enforcement activities as they are executed. This section details the mechanisms

for provenance to ensure policy lineage and the integrity of audit logs.

5.1 Provenance Requirements

The main requirement for provenance is to maintain or protect data integrity. Provenance
data integrity demands maintaining the data and the corresponding time information. Under any
circumstances, no one should be able to modify the data or the timestamp. Policies must be preserved
as they are executed to make authorization decisions, and when they are executed. Similarly, activity
data or audit logs must be stored with timestamps. It is necessary to ensure that no entity can alter
the data once it has been captured and recorded. There must also be a mechanism to control access
to the audit log. Not every user can access the audit log. This research proposes a blockchain-based
provenance mechanism for an assurance framework for healthcare security and privacy policy

compliance.
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5.2 Provenance via Blockchain

The blockchain network acts as a platform that has two major components: (i) smart contracts
and (ii) storage capacity. Figure 5.1 depicts the provenance services via the blockchain network.
The smart contract provides integrity services for attributes, policies, and access control mechanisms.
The blockchain network stores various types of data, including policy, policy hashes, attributes,
access control, health records, audit trails, and other data. The proposed framework captures and
deploys informed consent as a smart contract to the public blockchain. It serves as a patient-driven
policy governing the access and sharing of protected health information. When the corresponding
smart contract is executed to authorize, the network generates activity logs that are stored on the
blockchain and timestamped. This provides the policy lineage used later for policy compliance

review or audit.

5.3 Policy Enforcement Audit Log

An audit log records information about the user, the operation performed on which health
records, the time, and, based on which policy, whether the access request was granted. It may
contain additional information required for business requirements and other obligations. An audit
log must be sufficient to reconstruct past events and hold users accountable for their actions. To

provide audit log provenance, data integrity must be ensured so that it cannot be tampered with
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by any users under any conditions. Additionally, controlling the audit log to prevent unauthorized
access 1s necessary to ensure the security of health records and protect patient privacy.

Given the provenance requirements, we propose an audit log storage system based on a private
blockchain network. The private blockchain offers the same properties as the public blockchain
while providing greater control over access. A private blockchain is a setup in which a closed group
of users determines the consensus mechanism and other properties, such as block structure, size,
and contents. Figure 5.2 shows the structure of the policy enforcement audit log-capturing and
storage unit. All policy enforcement activities are collected and stored as audit logs on the private

blockchain network. The private Ethereum blockchain network stores audit logs.

5.3.1 Private Block Integrity on Public Blockchain

A private blockchain is a system configured for a select group of participants who establish
consensus and specify features such as block structure, block size, and block contents [56]. To
safeguard against intentional alteration of audit and compliance blocks, the proposed approach
stores the block ID and hash as block-integrity metadata on a public blockchain, such as Ethereum,
thereby ensuring block integrity. Figure 5.3 illustrates the process of storing block IDs and hashes of
private blocks on the public blockchain network. This dual-layer approach ensures that the private
blockchain retains integrity over its operations while leveraging the security and immutability
of the public blockchain [157]. An API/Oracle is developed and deployed to store and retrieve
block-integrity information in the blockchain network. Here, the API/Oracle is a secure, trusted,
and blind entity that doesn’t reveal any information to unauthorized users. Authorized users submit
requests to determine the integrity status of any private block. The API/Oracle checks whether the
requested block has been modified and returns an appropriate response.

A private blockchain network is configured, controlled, and maintained by a set of closed groups
or organizations. It is possible to tamper with the ledger by manipulating the consensus mechanism
and other configurations. To avoid this, the proposed approach stores the block ID and hash as

block integrity metadata on a public blockchain, such as Ethereum, to ensure that audit logs are
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not intentionally modified. Later, authorized users can verify the integrity of the audit logs using
stored block integrity from the public blockchain. An API/Oracle is developed and deployed to
interact with a blockchain network from another one. Since smart contracts cannot communicate
directly between blockchain networks. An API/Oracle is a trusted, blind entity that reads data from
the source and transfers it to the destination without modifying or revealing it to other entities. The

detailed mechanism of the API/Oracle is out of the scope of this paper.

5.3.2 Private Blockchain-Based Audit Log Provenance

Database management systems can store and process policy enforcement activities or audit
logs. However, it is required to deploy a separate entity to ensure the integrity of the database
that stores the audit logs. Data integrity is a key requirement for provenance compliance. If
integrity is not maintained, the entire compliance effort is questionable and not accepted in business
processes or legal matters. Depending on an external module to ensure integrity may compromise
the objectives. To avoid this, we propose a private blockchain (Ethereum private or enterprise setup)
instead of database systems. Since blockchain networks inherently provide integrity properties by
cryptographically and chronologically binding blocks in the ledger.

In Chapter 6, a consensus mechanism, Proof of Compliance (PoC), is proposed to verify the
compliance status of enforcement activities. A dedicated set of auditor nodes performs compliance-
checking operations in accordance with the consensus algorithm. Additionally, the existing smart
contract framework can perform various operations to provide services, including all audit logs for a

particular user or object, as well as compliance services. To execute the PoC consensus mechanism,

103



audit logs must be stored on a blockchain. Storing data on public blockchain networks is costly.
Moreover, systems generate large volumes of data, and audit logs contain sensitive information

about users’ actions. We avoid storing audit logs on the public blockchain.

5.4 Provenance - Treatment Team PHI Access

This section describes the provenance mechanisms established to preserve the integrity of policy
lineage and ensure the authenticity of audit logs related to the treatment team’s access to health
information. For effective and accurate policy compliance assessment, it is essential to maintain
two key elements: (i) the consent and policy lineage associated with treatment team access and (ii)

the PHI access audit logs generated from treatment team activities.

5.4.1 Treatment Team Consent and Policy Lineage

For treatment purposes, patient consent is collected and recorded on the blockchain via smart
contracts. Once deployed, these smart contracts are immutable and cannot be altered. Each informed
consent for treatment contains four key components: (i) the user ID of the individual authorized to
access the patient’s health records, (ii) the health record ID or Protected Health Information (PHI)
ID, (ii1) the permitted operations, such as reading, writing, updating, or deleting health records, and
(iv) the conditions governing access to PHI, including constraints related to time, day, and location.

The blockchain ledger maintains a complete lineage of consent policies associated with the
treatment team’s access to health information. If a consent requires modification, a new smart
contract must be deployed, and this new contract is recorded with its own timestamp. As a result, the
blockchain preserves a verifiable history of changes to consent over time. This lineage information
can effectively support policy compliance audits, accountability reviews, and access governance

verification.
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5.4.2 Treatment Team PHI Access Audit Logs

Figure 5.4 presents the block structure and components of the private audit blockchain designed
to log PHI access by the treatment team. Each block comprises a header containing metadata and a
data section containing audit log entries. Each audit log entry consists of three elements: (i) audit
log ID, (ii) informed consent ID, and (iii) timestamp data. The audit log ID uniquely identifies
each access event, whereas the informed consent ID refers to the specific consent used to authorize
access to the health records. Using this informed consent ID, the associated consent attributes
can be derived, including the user ID, PHI ID, operation, and access conditions. The timestamp
data indicates when the health record was accessed, thereby enabling traceability and supporting

subsequent audit and compliance review activities.

5.5 Provenance - PHI Sharing Beyond Treatment Team

Enforcing an applicable set of policies is crucial, but preserving data provenance to show
adherence to these policies is also essential. Nevertheless, policy compliance cannot be quantified
or confirmed in isolation. An independent auditor conducts a thorough policy audit to verify
compliance with the policy, utilizing the available provenance data to ascertain and certify the
policy’s compliance status. For an accurate policy compliance assessment, two critical elements

must be diligently maintained: (i) consent and policy lineage and (ii) PHI sharing activity audit
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trails. This section describes the detailed provenance mechanisms for preserving the integrity of the

policy lineage and ensuring the authenticity of the audit trails.

5.5.1 PHI Sharing Consent and Policy Lineage

Policy lineage involves a comprehensive record of all policies that guide the authorization
module’s decisions. It’s a transparent and traceable record of the policy history and its application
in decision-making processes. In this study, informed consent is primarily considered for decision-
making. Since all consents are deployed as smart contracts, blockchain networks can create policy
lineages. However, this paper does not consider other HIPAA-related policies, such as physical

security, provider training, etc [142].

5.5.2 PHI Sharing Activity Audit Logs

Integrity in policy enforcement ensures that events are documented faithfully, reflecting the
sequence and nature of actions taken. This authenticity is crucial for transparency and accountability.
Provenance plays a key role by providing a detailed, unalterable history of policy enforcement
actions as they are carried out, thereby safeguarding against record tampering. The alteration of
audit trails or unauthorized access to healthcare data is strictly prohibited to maintain the sanctity of
the process. Maintaining the integrity of the audit trail is essential for ensuring policy compliance. If
integrity is compromised, checking compliance status to identify both compliant and non-compliant
cases is questionable. The blockchain provides these requirements as ledger properties. This work
adopts a private blockchain as an audit trail storage system.

Figure 5.5 illustrates the private audit blockchain’s block components and structure. Each
block comprises a header containing metadata and a data part that stores the audit trail data. Each
audit trail has five components: (i) audit trail ID; (ii) informed consent ID or SIC ID; (iii) honest
broker ID; (iv) honest broker report; and (v) timestamp data. The audit trail ID provides unique
identifiers; the informed consent ID, or SIC ID, indicates the consent executed to share the intended
PHI. From the SIC ID, it is possible to get the components: sender, receiver, PHI, and purpose.

The honest broker ID indicates which broker certifies or attests to the intended PHI’s protection
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Figure 5.5: PHI Sharing Audit Log Transaction Structure [3]

status (encryption or anonymity). Finally, the timestamp indicates when the sharing authorization is
completed. Steps 6a, 6b, and 6¢ in Figure 4.12 show the process of capturing audit trails from the
authorization module and honest broker.

Enforcement activity data are collected and stored on a private blockchain, known as an audit
blockchain, as immutable records to ensure consent provenance and maintain compliance. The
private blockchain network is managed and maintained by an authority, so that read and write
permissions are granted to a limited set of participants. In this case, the trust and transparency
of the private blockchain are questionable. It doesn’t provide a public eye to maintain trust and
transparency. Storing audit trails on the public blockchain gives trust and transparency, which is
another issue to consider. Firstly, audit trails contain sensitive information, such as user activities,
and storing them on a public blockchain creates security and privacy concerns. Secondly, audit
trails generate large volumes of data that require substantial storage on the public blockchain. This
is not feasible from a business perspective, as it increases operational and treatment costs, as well as
service charges.

To address the aforementioned issues, this research uses a private blockchain, known as the

private audit blockchain, to store audit trail data. Then, it stores the private audit blockchain block
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ID and hash as an integrity check on the public blockchain. Storing block ID and integrity incurs a
small cost, providing trust and transparency. Any modifications to private audit blockchain data can
be detected by comparing the block’s current and stored hashes with those on the public blockchain.
Figure 5.3 illustrates the relationship between private and public blockchains, specifically for storing
audit block IDs and ensuring integrity in a public blockchain like Ethereum. We have configured a
private blockchain using the Ethereum client [158] with the necessary smart contracts and APIs to

capture and store audit-trail data on the audit blockchain.

5.6 Provenance - Emergency PHI Access

Enforcing an applicable set of policies is crucial, but preserving data provenance to show
adherence to these policies is also essential. Nevertheless, policy compliance cannot be quantified
or confirmed in isolation. An independent auditor conducts a thorough policy audit to verify
compliance with the policy, utilizing the available provenance data to ascertain and certify the
policy’s compliance status. For an accurate policy compliance assessment, two critical elements
must be diligently maintained: (i) emergency PHI access request approval and (ii) emergency
PHI access audit logs. This section describes detailed provenance mechanisms for preserving the

integrity of emergency PHI access request approvals and ensuring the authenticity of audit logs.

5.6.1 Emergency PHI Access Approval

After submitting the emergency access request, the Approver evaluates the situation and makes
the decision. If conditions demand, the submitted request is approved and forwarded to the
authorization module for the final PHI access decision. Both the request and the approval are
signed by the Requester and Approver using their private keys or wallets. The signed transaction
is submitted and recorded on the public blockchain to provide an unaltered source of truth for
emergency PHI access compliance reviews. This is done through the multi-signature scheme of
blockchain technology [153]. Due to the cryptographic properties, both Requester and Approver

cannot deny their actions regarding PHI access.
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Figure 5.6: Emergency PHI Access Audit Log Structure [10]

5.6.2 Emergency PHI Access Audit Logs

Integrity in policy enforcement ensures that events are documented faithfully, reflecting the
sequence and nature of actions taken. This authenticity is crucial for transparency and accountability.
Provenance plays a key role by providing a detailed, unalterable history of policy enforcement
actions as they are carried out, thereby safeguarding against record tampering. The alteration of
audit trails or unauthorized access to healthcare data is strictly prohibited to maintain the sanctity of
the process. Maintaining the integrity of the audit trail is essential for ensuring policy compliance. If
integrity is compromised, checking compliance status to identify both compliant and non-compliant
cases is questionable. The blockchain provides these requirements as ledger properties. This work
adopts a private blockchain as an audit log storage system.

Figure 5.6 illustrates the private audit blockchain’s block components and structure. Each block
comprises a header containing metadata and a data part that stores the audit trail data. Each audit
log has seven components: (i) audit log ID; (ii) patient ID; (iii) PHI ID; (iv) Requester ID; (v)

Approver ID; (vi) PHI access location; and (vii) timestamp data.
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The audit log ID uniquely identifies each access log, while the patient ID refers to the patient
receiving emergency life-saving treatment. The PHI ID indicates the specific health records accessed
during treatment, as depicted in Table 4.1. Patients can lock any particular health record in EIC.
The Requester ID identifies the healthcare provider treating the admitted patient and requires access
to the patient’s data. The Approver ID corresponds to the person responsible for evaluating and
endorsing the access request in light of the current authorization state. These access requests and
endorsements are securely recorded on a public blockchain network, such as Ethereum, using
a multi-signature process, thereby ensuring non-repudiation by the involved parties. The PHI
access location identifies the physical setting, such as an emergency room or an ambulance, from
which healthcare records are accessed. Finally, the timestamp denotes the time at which the access
authorization is performed. Steps 5 and 9 in Figure 4.20 show the process of capturing audit logs

from the MSAS and AM. The ALRU stores audit logs in a private audit blockchain in Step 10.

5.7 PoC Transaction and Block Structure

The proposed Proof of Compliance or PoC' mechanism retrieves audit logs from the audit
blockchain, requires informed consent from the public blockchain network, and obtains applicable
policies from the policy repository. After performing the compliance verification, the compliance
status for each audit log is generated and stored in the compliance blockchain. The compliance
blockchain is a private blockchain that stores audit log IDs and their corresponding compliance
statuses. The following describes the (i) audit log transaction structure, (ii) audit log block structure,

(iii) compliance transaction structure, and (iv) compliance block structure.

5.7.1 Audit Block Transaction Structure

An audit log indicates that a single operation has already occurred in the system. This study
considers two types of audit logs, as depicted in Figure 5.7. Figure 5.7(a) shows the audit log for
treatment team access. Next, Figure 5.7(b) shows the log structure for PHI sharing. The major

components are discussed below.
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* Audit Log ID: It is an ID to identify the audit log uniquely in the Audit Blockchain as well as
in the Compliance Blockchain.

* Timestamp Data: A timestamp is the block creation time. The time has been given in seconds
since 1.1.11970. For compliance checking, this time value is crucial.

» Treatment-Informed Consent ID: The HIPAA privacy law mandates patients’ consent for
accessing their health records [159, 160]. This work stores patient-informed consent for
treatment in the public blockchain network. The detailed process can be investigated in [13].
There are four components in every given informed consent: (i) user; (ii) PHI, (iii) operation,
and (iv) conditions. The complete consent can be retrieved from the public blockchain using
the consent ID included in the audit log.

* PHI: It is an electronic version of a patient’s medical data that providers keep over time. They
are protected health information and sensitive patient information. PHI must be protected
from unauthorized access, disclosure, and sharing. Table 4.1 shows the sample health records,
categorized by ID, name, and description.

* User ID: This unique user ID performs various operations. It is also referred to as the subject,
which may be a treatment team member or any other hospital staff member. In this study, we
don’t consider external users to be members of the treatment team.

* Operation: It represents the system action authorized users can perform on the objects or PHI
when certain conditions are satisfied. Examples of operations are read, write, and update.
Not all members have access to all forms of PHI to perform their job responsibilities. In
addition to the treatment team, the patient has the right to read, write, and update specific
health records.

» Sharing Informed Consent ID: Sharing informed consent means the patient’s consent to share
medical data for a specific purpose. The sharing informed consent is stored in the public
blockchain network, which has four components: (i) sender, (ii) receiver, (iii) PHI, and (iv)
purpose [3]. All components are retrieved from the public blockchain network using this

consent ID included in the audit log. Both the sender and the receiver must have consent.
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Figure 5.7: Audit Log Transaction Structure [4]

The sender can share specific healthcare data with the receiver, provided the receiver has
the patient’s permission. The sender may be a patient treatment team member or a provider.
The receiver may be from other hospitals, labs, medical research institutes, pharmaceutical
companies, marketing departments, government officials, etc. The purposes may be treatment,
diagnosis, marketing, research, etc.

* Honest Broker ID & Report: An honest broker is a trusted entity that evaluates the encryption
algorithm, key size, and data anonymity status [143]. After checking, the honest broker

certifies or attests to the status, which is recorded in audit trails as proof.

5.7.2 Audit Blockchain Block Structure

The audit log block contains a certain number of audit logs generated by the clients and captured
by the log daemon or authorization module. It includes some block metadata in addition to the log
data, as depicted in Figure 5.8. The network participants can determine the number of log records.
If the number of records is fixed, the block size will remain constant. Otherwise, the block size
would vary. This paper stores a fixed number of log records per block to keep all block sizes the

same.
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Figure 5.8: Audit Blockchain Block Structure [4]

5.7.3 Compliance Block Transaction Structure

Compliance Status: The auditor nodes determine the compliance status based on the consensus
agreement through a decision-combining algorithm. The status can be complainant, non-compliant,

or not-determined.

* Compliant: It indicates that the authenticated subject operates by the relevant or applicable
policies. We consider consent-based access to or sharing of protected health information.
Users access or share PHI only with patients’ consent. Otherwise, they will not be able to
access or share PHI.

* Non-Compliant: In this scope, the applicable policies are violated, and the authenticated
subject is neither supported nor carried out in operation. This violation is subject to corrective
actions, including employee warnings, training, transfers, and termination. Additionally,
organizations should deploy new security systems or update existing ones to minimize

violations.
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* Not-Determined: In this situation, it is not possible to determine the status of any audit log or
executed operation. This may be due to the unavailability of the required information, such as
policies, informed consent, and other relevant documents. Additionally, some auditor nodes
were unable to determine the compliance status. These cases must be investigated later to

resolve the issues.

5.7.4 Compliance Blockchain Block Structure

The compliance block is an organized structure designed to record the compliance status of
audit logs securely. Figure 5.10 shows the compliance block structure. Each compliance block
includes a unique audit log ID and a corresponding compliance status, categorized as compliant,
non-compliant, or not-determined. These blocks are then stored within the private compliance

blockchain, providing an immutable record of all verified compliance checks.

5.8 Private Block and Audit Log Integrity Verification

b

Not everyone should access the audit logs, as they contain sensitive information about users
executed operations and access to protected health information. Access to audit logs must be
controlled and restricted to a specific group of users with privileges consistent with the organization
and other applicable policies. However, accessing or checking a user’s activity data for various
purposes is necessary. Therefore, a process must exist to verify the integrity of a user’s audit logs
from the audit blockchain without disclosing other users’ activity data.

We propose a zero-knowledge-based audit-log integrity verification process, as shown in Figure
5.11. A user provides audit logs or activity data and receives either modified or unmodified responses
from the system. Upon receiving a user request, the Integrity Verifier (IV) retrieves the block ID
and its integrity from the audit blockchain. Then, IV queries the public blockchain to retrieve the
block hash for the audit blockchain block ID. If the audit block’s integrity and the stored hash
on the public blockchain match, then IV is reported to the user as unmodified or tampered with.

Otherwise, the activity data is tampered with in the audit blockchain.
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Moreover, all blocks in the audit blockchain are added via consensus. A single-bit modification
invalidates all the blocks from the tampered block, indicating any modification. Here, the Integrity

Verifier acts as a blind, trusted entity, analogous to an API or Oracle. It does not disclose data
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Figure 5.11: Audit Logs Integrity Verification [2]

to other entities and analyzes data for its own interest. It also does not modify any data while

processing users’ requests.

5.9 Private Audit Blockchain Setup

We have chosen private blockchain infrastructure to manage the provenance of audit logs,
specifically an Ethereum private network deployed with the Go Ethereum (geth) client. This
approach enhances data security and provides centralized control over policy-provenance activities.
The private network employs the Proof of Authority (PoA) consensus algorithm, specifically the
Cligue protocol, to mine and validate the audit trails. Additionally, as the Proof of Compliance
algorithm evolves, modifications to the Cligue algorithm can be implemented to adapt the block

structure to meet specific requirements.
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Figure 5.12: Private Audit Blockchain Miner Node Operations [2]
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Figure 5.12 shows the miner node responsible for the end-to-end transaction handling process.

Beginning with the submission of transactions. Once a transaction is submitted, the miner node

includes it in a block and then proceeds to mine the block to validate it. Furthermore, the miner

node actively broadcasts the mined data to all other nodes in the network, ensuring a synchronized,

up-to-date ledger across the entire system.

Figure 5.13 shows the configuration file for the genesis block of our private network. In

blockchain technology, a genesis block is the initial block in the chain, and the JSON file encapsu-

lates the network’s foundational parameters. In this file, the "chainld" attribute is set to "12345,"

which denotes the unique identifier assigned to the private network. The "period" attribute defines

the block time, which determines the interval between consecutive blocks in the blockchain.
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Chapter 6

Policy Compliance

Policy enforcement, provenance, and compliance checking are essential and interconnected,
providing an overall compliance assurance framework. Required and applicable policies must be
enforced through timely and proper enforcement mechanisms. Proper policy enforcement protects
healthcare data from unauthorized access and misuse. While enforcing system security policies is
essential, maintaining provenance to demonstrate policy compliance is equally important.

All enforcement activities or audit logs must be captured and stored in the system as they occur.
Maintaining provenance integrity is essential for measuring policy compliance. Audit logs must
also be protected from modification by any means or anyone. The applied or applicable policy
lineage must also be maintained to verify compliance. Enforcement activities, audit logs as they are
executed, and policy lineage together provide provenance.

Compliance is achieved when the policy is adequately enforced, since all actions must be taken
in accordance with the applicable policy. However, this compliance is not measurable or verifiable
by itself. An independent entity separate from the enforcement and provenance entity performs a
policy audit to certify the policy’s compliance status.

The healthcare industry is subject to varying degrees of regulatory oversight, and compliance
with these regulations is essential for its operation and growth. The specific regulatory landscape
varies across countries and regions, adding complexity to the industry. Non-compliance or compli-
ance failure can lead to various business and legal issues, including medical and business license
suspension, employee termination, monetary fines, business restrictions within a particular jurisdic-
tion, loss of business reputation, and patient or client dissatisfaction. These non-compliance cases
are most often identified during internal, external, or third-party audits and reviews.

To help healthcare organizations detect early non-compliance issues, this chapter presents a
consensus mechanism, Proof of Compliance (PoC)) [4]. Where a set of distributed, decentralized,

and independent auditor nodes verifies the compliance status of any logical operations or accesses
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that have already been approved, granted, or executed in the system to access sensitive health
records. The PoC' auditors work on audit logs and consent-provenance data that are securely stored
and maintained on the audit and public blockchains. Chapter 5 presents the detailed proposed
mechanism for maintaining a private blockchain-based audit-log provenance system. The PoC
consensus mechanism helps organizations minimize compliance challenges. Organizations can
consider PoC' outputs and take further actions to reduce non-compliance cases, thereby avoiding

compliance issues and business losses.

6.1 Introduction

Electronic health records (EHRs) have emerged as a cornerstone in modernizing healthcare,
offering numerous benefits that enhance efficiency and quality of care [18]. These systems provide
immediate and remote access to patient data, a critical feature that streamlines medical decision-
making. By transitioning from paper-based systems, EHRs significantly reduce errors and costs
commonly associated with manual record-keeping, thereby enhancing patient safety, affordability,
and quality of care [17,19]. One advantage of EHRs is their ability to promote interoperability
across healthcare platforms. This interconnectedness enables seamless sharing of patient data
among healthcare providers, improving continuity of care and the overall healthcare experience.
They enhance clinical cooperation and improve diagnostic accuracy [15,22].

However, this digital transformation also introduces complex information security and privacy
challenges that are critical for maintaining patient trust. To address these challenges, the healthcare
industry not only adopts robust security technologies but is also highly regulated, subject to
specific laws, privacy standards, policies, and best practices that govern healthcare operations
and services [161]. Examples of these are the General Data Protection Regulation (GDPR) in
Europe [162], the Health Insurance Portability and Accountability Act (HIPAA), and the Health
Information Technology for Economic and Clinical Health Act (HITECH) in the USA. These
regulations are designed to protect patients, ensure the quality of care, and prevent fraud and abuse.

Many of these laws require healthcare organizations to implement technical, administrative, and
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physical safeguards to secure EHRs [33]. These safeguards include access controls, encryption,
authentication measures, and regular security assessments. By enforcing these safeguards, the laws
help prevent unauthorized access, data breaches, and identity theft.

Furthermore, some of these laws mandate the implementation of privacy policies and procedures
to govern the use and disclosure of patient information. They grant patients certain rights, including
access to and amendment of their medical records. They require healthcare providers to obtain
patient consent for specific uses and disclosures of their information. Failure to comply can result
in security incidents, healthcare data breaches, fines and penalties, and criminal charges. It can
also damage a company’s reputation, making it challenging to attract and retain customers and
employees.

Unfortunately, even then, unauthorized access to and disclosure of health data remain prevalent
in healthcare settings, heightening security and privacy concerns. For example, Table 1.1 shows
the number of compliance complaints received by the U.S. Department of Health and Human
Services (HHS) Office for Civil Rights (OCR) [1]. The primary reasons for the complaints are (i)
impermissible uses and disclosures of PHI, (i1) lack of safeguards of PHI, (iii) lack of patient access
to their PHI, (iv) lack of administrative safeguards of electronic PHI, and (v) use or disclosure of
more than the minimum necessary PHI.

The following issues must be addressed to avoid or minimize policy violations, protect healthcare
data from unauthorized access, and preserve patients’ privacy and autonomy over their consent and
healthcare resources. (i) Health records access activities or audit logs must be recorded as they have
happened in the healthcare systems to recreate the events. (i1) Audit logs must be protected from
tampering once recorded. (iii) Compliance checking or audit review should be done correctly and
promptly to find the compliance status. (iv) A single entity should not perform compliance checking
to avoid questions regarding transparency and any influence or bias. (v) Corresponding stakeholders’
participation in the compliance checking process increases transparency and acceptability of the

audit outcome. (vi) Audit reports must be presented to the corresponding entities promptly and
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adequately. (vii) Last but not least, healthcare organizations must take effective measures for
non-compliance cases to prevent further policy violations.

To address the challenges and requirements mentioned above, this paper proposes a novel
consensus mechanism, Proof of Compliance (PoC), for verifying compliance with audit logs. Audit
logs are stored in a private blockchain network called Audit Blockchain. Where a set of independent
auditor nodes performs compliance verification using the PoC blockchain consensus mechanism in
a decentralized, distributed manner to determine the compliance status as compliant, non-compliant,
or not-determined. After determining the compliance status, the audit log ID and the compliance
status are stored in another private blockchain network, the Compliance Blockchain (Figure 6.1).
Private blockchain block ID and hash for integrity are stored on the public blockchain. Involved
entities can verify the integrity of private blockchain data against the public network, since any
modification to the private blockchain alters its integrity.

The assumptions and scope of this approach include the following: (a) required policy selection,
evaluation, implementation, and enforcement are done by the healthcare organizations correctly
and promptly. (b) Audit logs are captured accurately and on time from the healthcare system and
delivered to the storage unit without any integrity violations. (c) Patients’ consents are stored on the
public blockchain network, and the required policy lineage is maintained in the policy repository.
(d) Patient-consent-based policy compliance criteria indicate that accessing health records without
consent constitutes a policy violation. (e) Lastly, only logical activities are considered for compliance
verification, such as patient electronic health records, physical location access, and other relevant
operational processes. Based on these assumptions, this paper focuses on maintaining provenance
and on compliance checking using blockchain and consensus mechanisms.

We examine the architectural design of PoC, illustrating how it integrates with existing blockchain
infrastructures and how it can be implemented to enforce compliance without sacrificing the core
principles of decentralization, security, and scalability that blockchains offer. Moreover, we address
the challenges and opportunities PoC presents in real-world applications, providing insights into

how this mechanism can pave the way for broader blockchain adoption across various regulated
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industries. The PoC extends the blockchain’s capability to autonomously verify transactions by
incorporating compliance verification as an integral part of the consensus process. Unlike its prede-
cessors, PoC is specifically designed to ensure that all transactions and their corresponding blocks
achieve consensus through traditional means and adhere to a predefined set of compliance rules.
These rules can be dynamically adjusted to meet evolving regulatory standards, internal audits,
and governance frameworks, making PoC a versatile tool in the blockchain toolkit. Healthcare
regulations are constantly evolving, so providers must stay current with the latest requirements.

In the evolving landscape of blockchain technology, where the integrity and security of dis-
tributed systems are paramount, consensus mechanisms are essential for maintaining network
consensus and trust. Traditional consensus models, such as Proof of Work (PoW) and Proof of
Stake (PoS), have been instrumental in addressing double-spending and Sybil attacks within various
blockchain architectures. However, as blockchain applications permeate sensitive and highly regu-
lated sectors, such as healthcare, finance, and supply chain management, there emerges a pressing
need for a consensus mechanism that not only ensures transactional integrity and network consensus
but also enforces compliance with external regulatory requirements and internal governance policies.
This necessity gives rise to the concept of "Proof of Compliance," a novel approach that bridges the
gap between blockchains’ autonomous, trustless nature and the stringent compliance demands of

modern-day applications.

6.2 Consensus-Based Policy Compliance Review

The primary function of the blockchain consensus mechanism is to reach consensus on a set
of transactions or data within a decentralized, distributed ledger. Each node must agree on and
maintain the same set of transactions for a given block. To do this, a set of tasks must be done.
Primary tasks include (i) collecting client transactions and storing them in the transaction memory
pool for selection in the next block. (ii) Verifying signed transactions using the clients’ public keys
to ensure the claimed or authenticated clients submitted the transactions. (iii) Checking the client

account balances to ensure they have enough transaction processing fees and other amounts if the
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transaction transfers any balance, such as tokens or cryptocurrency. (iv) Ordering the transactions
for the block proposal. If submitted transactions are legitimate, they originate from the claimed users
and have sufficient account balances to process transactions and transfer balances. (v) Proposing
the block to other nodes or validators. (vi) Collecting block transaction processing fees and block
rewards (if available). (vii) Lastly, taking the blame or being accountable/responsible if anything
goes wrong, like invalid transactions in the proposed block.

Many users, nodes, and validators compete to be selected as block proposers, miners, or
validators, or as forgers, to perform the aforementioned tasks. However, there is only one vacancy
per block. The most popular and widely used consensus mechanisms are Proof of Work (PoW),
Proof of Stake (PoS), Delegated Proof of Stake (DPoS), Proof of Elapsed Time (PoET), Proof of
Authority (PoA), Practical/Istanbul Byzantine Fault Tolerant (P/IBFT), and others. These algorithms
employ various mechanisms to select the block proposer, miner, validator, or forger to perform the
seven (7) tasks mentioned above. For instance, the PoS uses validators’ stakes and ages, whereas
the PoW uses computational capacity to select the block proposer.

Compliance checking ensures that transactions or operations are executed in accordance with
applicable policies and regulations. Activity data or audit logs must be recorded and protected
from modification. The lineages of the applied policies must also be maintained at that time. Audit
logs and policies together provide provenance for audit verifications. The entity responsible for
compliance checking must be separate from those that perform operations or track provenance data.

Manual auditing, centralized auditing, or third-party auditing are questionable for their various
challenges, such as being time-consuming, costly, prone to human error, vulnerable to attacks,
lacking transparency, dependent on external entities, and resulting in increased costs, etc. [163,164].
To address these issues, a decentralized, distributed process is necessary to conduct compliance
reviews against relevant policies. A blockchain consensus mechanism provides these properties to
ensure transparency and accountability of PHI access compliance validation.

However, the available consensus mechanisms mentioned earlier do not provide policy-compliance

checking. Compliance checking encompasses functionalities beyond those of the current consensus
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mechanism. Compliance-checking unique processes (using provenance to verify compliance status)
necessitates a new consensus mechanism that complements the functionalities of existing consensus
mechanisms, as outlined in the seven points above. To address this, this paper proposes a compliance
mechanism, Proof of Compliance, to validate compliance status in a decentralized and distributed
manner. In a scenario where a set of independent auditor nodes performs compliance checking of

audit logs using policy lineages, without a central or single entity.

6.3 Proposed Approach Overview

The proposed Proof of Compliance consensus mechanism for the healthcare industry would
provide a means to ensure the compliance status of all activities and transactions granted and
executed within the healthcare system. The compliance status can be (i) compliant, (ii) non-
compliant, and (iii) not-determined and checked against applicable policies, regulatory requirements,
industry standards, and others required by the business natures, contractual obligations, legal
jurisdiction, regulatory mandates, and so on. This mechanism would help to increase the overall
trust and reliability of the healthcare ecosystem, making it a more valuable tool for patients,
providers, business associates, insurance companies, regulatory agencies, and other stakeholders.

Figure 6.1 depicts the proposed approach, whereas Figure 5.7 shows the T'xn structure. The
private blockchain block ID and hash, which ensure integrity, are stored on the public blockchain.
This allows involved entities to verify the integrity of private blockchain data against the public
network, since any modification to the private block alters its hash. Figure 6.1 depicts the proposed
approach.

The following sections discuss the detailed Proof of Compliance consensus mechanism, the
functionality of participant nodes, the audit log and compliance transaction and block structures, the
private block ID and integrity storage process on the public blockchain network, policy compliance

services, and initial experimental outcomes.
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6.4 Policy Compliance Criteria and Verification

Policy compliance refers to the adherence to established rules, guidelines, or regulations,
collectively known as policy, set by an organization, industry, or governing authority to ensure
proper behavior, operational integrity, and risk management [165]. It involves meeting the following
requirements: (i) Policies must be set according to business requirements and other obligations and
communicated among the applicable stakeholders. (ii) Any access or operation request must be
validated against the applicable policy before deciding. (iii) Any activity information or audit logs
must be preserved so that past events can be reconstructed to make the involved entities accountable.
Under any conditions or by anyone, the logs must not be tampered with once captured and recorded.
(iv) An independent entity, known as auditor, separated from the enforcer and audit log maintainer,
must review the audit logs against the applied policy.

In healthcare, major data protection laws and regulatory agencies, such as the GDPR and HIPAA,
mandate patient consent for the collection, storage, processing, sharing, and other operations. The

authors of [3, 13] proposed patient-consent-based PHI access for treatment team members and
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sharing beyond the treatment team for marketing, research, advanced diagnosis, and consultation
with another provider. This work focuses on consent-based policy compliance criteria and validation
approaches. However, the proposed PoC mechanism applies to any set of policy compliance criteria

defined by the organizations.

6.4.1 Compliance Checking Components

The major components of the proposed consent-based policy compliance checking approach
are patient consent, consent execution timestamps, audit logs, and audit log timestamps. They are

discussed below in terms of the required conditions.

* Each consent represents a patient’s permission to access a specific set of health records under
predefined conditions. The finite set of consents is denoted as C' = {cy, ¢s, c3, . .., ¢, }, Where
each element c; corresponds to an individual consent record.

* Each consent ¢; is associated with a timestamp indicating when it was executed. This set of
consent timestamps is denoted as T = {t.,,tcy, tes, - - -, te, }» Where ¢, records the time at
which consent ¢; was executed.

* Each audit log entry captures an access attempt or activity associated with approved requests.
The finite set of audit logs is represented as L = {ly,ls,1ls,...,l,}, where each entry ;
corresponds to a recorded access action.

* Each audit log entry /; has an associated timestamp that records the exact time of access or
activity. This set of audit log timestamps is denoted as T, = {¢,,,t,,, 1, - .., 1, }, where t,

marks the time at which the activity in log /; occurred.

The conditions (i)t;, > t., and (ii)t;, —t., < 0 must be satisfied by both timestamps. They
indicate that data access must happen after the corresponding request is evaluated, consent is
executed, and a grant decision is made. The business requirements and other obligations determine
the value of 9.

This work assumes that a single consent governs each access request to simplify compliance

checking. In practice, multiple consents influence the decision-making process for a data access
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Figure 6.2: Audit Log Capture [4]

request, where a single log entry could correspond to several consents. However, in this study, each
audit log entry is associated with a single consent, resulting in a one-to-one mapping between access

requests and consents.

6.4.2 Access Token and Audit Log Capture

Only approved access requests are considered in the compliance evaluation. Unsuccessful or
denied requests are neither recorded nor evaluated for policy compliance. Granting access doesn’t
guarantee that the user can access health records, even with approved requests. Figure 6.2 illustrates
the audit log capture process using the Access Token defined below. Upon receiving a user request,
the authorization module evaluates it and makes a decision. If the decision is granted, an Access
Token is created and sent to the healthcare system and audit log recording unit. Both use time
information to grant PHI access and to record audit logs. An audit log is also created and stored in

the log repository if no access is made.

Definition 1. [Access Token T] T is defined as a tuple representing authorized access, composed
of three components:

T = (Rm tstartv tend)
Where:

- R, denotes the unique Request ID associated with the user’s access request,
- tsart Yepresents the Access Start Time when the access is first permitted; users cannot access

health records before this time,
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- leng represents the Access End Time when the access expires. After this time, users will no

longer be able to access healthcare data.

Access to data is allowed for the user only if the access attempt is made within the specified time
interval:

Zfstart S tattempt S Zfend

where tapempe 1S the timestamp of the access attempt. Any access attempt outside this interval is

denied. For the access attempt of request R;, T1,, = tqttempr must be satisfied.

6.4.3 Compliance Status Verification

Definition 2. [Compliance Criteria (] The compliance function ¢ maps each audit log entry to
its corresponding executed consent, verifying that an authorized consent underpins each recorded
access. Formally, ( : L — C, where L represents the set of all recorded audit logs, and C

represents the set of all executed consents.

(=l cll<i<n}

6.5 Participant Nodes and Transaction Flow

Multiple nodes participate in the Proof of Compliance mechanism to perform various functions
to complete the compliance verification process for the submitted audit logs. The following discusses
the Orderer, Validator, Auditor, and Committer nodes along with their corresponding activities in
the proposed approach. In addition to these nodes, the patient gives consent, and those are deployed
to the public blockchain as detailed in [3, 13]. The client nodes perform system activities, which are
captured in audit logs and stored on the private audit blockchain. The following discusses the tasks
of the participant nodes, message communication, and the transaction flows between the nodes.

Algorithm 8 shows the steps of the PoC process.
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Algorithm 8: Proof of Compliance (PoC) Consensus Mechanism [4]

Input : (i) list of transactions (T'zns) and (ii) set of policy Plcy
Output :

(i) list of accepted/rejected transactions (T'zn.s)

(ii) list of transactions that are policy compliance
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(i) Orderer Node: 1t performs all transactions and consents to ordering services. Audit logs
from the audit blockchain are processed as blocks. This node gets a block from the audit blockchain
and related consent from the public blockchain. Then, it transfers them to the Validator node for
verification.

(ii) Validator Node: 1t verifies the audit block integrity from the public blockchain, as the block
ID and hash are stored previously for integrity. If no modifications are made, the audit logs and

required consents are transmitted to the auditor nodes to conduct the compliance review.
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(iii) Auditor Nodes: These nodes are responsible for checking the compliance requirements
for regulations and other applicable bodies. Auditor nodes can include hospitals, local and state
governments, the federal government, regulatory agencies, insurance companies, business associates,
accreditation bodies, independent auditors, and others arising from contractual obligations. Each
node functions as an honest entity, analyzing provenance data, audit trails, and applicable policies
to determine the compliance status of activities. They don’t store data for further analysis, share,
or transfer with other users. The compliance status can be one of Compliant, Non-Compliant, or
Not-Determined.

(iv) Committer Node: After performing the compliance review of the submitted block, this
node writes the compliance data as a compliance block in the compliance blockchain network. After
writing, it stores the compliance block ID and hash in the public blockchain for later verification.
After writing the transactions to the ledger, no entity can modify the blocks or transactions.

All participant nodes must communicate with each other [166]. The communication may be (i)
one-to-one, (ii) one-to-many, (iii) many-to-one, and (iv) many-to-many according to the network
requirements. They can be any of the following based on the nodes’ functionalities and network
requirements: (i) unidirectional and (ii) bidirectional. The message communications are done in
atomic broadcast or total order broadcast fashion [167]. Where all participant nodes receive
the same set of required messages in the same order, that is, the same sequence of messages. The
atomic broadcast ensures that either messages are eventually delivered correctly to all participants,
or all participants abort the messages without side effects. However, this paper does not provide a
detailed functional mechanism for message communication.

Figure 6.3 shows the sequence diagram of the transaction flow. The network has various
participating nodes, as described above. Each node performs different operations. In the following
section, transaction flow and multiple operations are described.

(a) Consent and Transaction Submission: Patient consent is captured and stored in the public

blockchain for authorizing health records access requests. Consent is also required for the compli-
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ance review. Client nodes submit transactions for validation and compliance checks before adding
them to the ledger. The client nodes use their private keys to digitally sign all transactions.

(b) Audit Logs Integrity Verification and Order: After receiving transactions from Client
nodes, Orderer nodes perform signature verification to ensure that submitted transactions come
from legitimate clients who claim to be the originators of the submitted transactions. Signature
verification is done through a private key pair. Clients sign transactions using their private keys.
Order nodes verify signed transactions using clients’ public keys. All public keys are published
publicly to every node of the network. Once signatures are verified, all transactions are ordered and
submitted for verification and policy compliance checking.

(c) Compliance Verification: In this stage, if a transaction complies with all the applicable
policies, then auditor nodes mark the transaction as compliant. Otherwise, the transaction is marked
as non-compliant. This process repeats for all transactions validated by the validator node.

(d) Transaction Committed and Ledger Modification: Once transactions are verified, executed,
and compliance checked, they are committed as finalized and can’t be modified after this point.
Finally, the compliance block is written to the compliance blockchain. After writing to the ledger,

the compliance block ID and hash are recorded on the public blockchain for later verification.

6.6 PoC Decision Combining Algorithm
The algorithm aggregates these individual outcomes, applying rules to resolve conflicts and
derive a unified compliance status, ensuring consistent and trustworthy decision-making. Figure 6.4

shows the decision-making process.

6.6.1 Decision Counting Threshold

Suppose a total of s number of auditor nodes exists in the PoC network. A batch of transactions
is sent with the required information to evaluate compliance status. It is not always the case that
we will receive s responses. There may be cases in which auditors’ responses are lost due to

connectivity issues, power failures, intentional non-submission of results, the auditor node being
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offline, or, after the process starts, the auditor node going offline due to a system error, among
others [168]. Now, consider that m is the number of responses from the auditors out of s. We need
to set a threshold, 7, that must be satisfied to make the compliance decision for an audit log. The

following conditions must be satisfied to make the compliance decision:

(i)s>m and (i)s >m>n or s>D, >n

Where D,, is the number of received decisions from the m number of auditors (A), and 7 is the
minimum number of decisions that must be present to make the decision. If there is no loss, this

s = m 1is ideal. Then the conditions became:
((ym =15 or D, >

In the ideal case, all auditors receive the required information and return results after the
compliance evaluation. The value of the 7 is determined and influenced by the design decision, the

organization’s business nature, legal requirements, contractual obligations, and others. If m < 7 or
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D,, < n, the compliance status is assigned as "Not-Determined" to avoid any policy violation. As

"Not-Determined" cases must be further investigated to check the reasons or any violations.

6.6.2 Auditor Obligations

Let A be a set of r numbers of obligatory auditors, defined as Ag = {a,,, ary, Ay, ..., a0, }
where each a,, represents an individual obligatory auditor node whose participant in the PoC process

is mandatory. The number of obligatory auditor participant, ¢, is counted as follows:

Y= i d(a,, € A)
i=1

Where 0(.) is an indicator function that equals / if a,, is a participant of the auditor set A and 0
otherwise. The condition: ¢ = r must be satisfied. If no condition is imposed on the mandatory

participation of the auditors, Ag, the above requirements are waived.

6.6.3 Auditors and Decisions

Let m denote the total number of auditor nodes. The following information is given.

Let A be a set of auditors, defined as A = {aq, as, as, ..., a,}, where each a; represents an

individual auditor node.

* Let D be a set of decisions corresponding to each auditor in A, defined as D = {d;,ds,ds, ..., d,},
where d; is the decision made by the a; auditor node for a given transaction, where d; €
{Compliant, Non — Compliant, Not — Determined}.

 Each auditor node a; in set A makes a compliance decision d; in set D. Therefore, here is a one-
to-one mapping between each auditor node and its decision: (ay,d), (az,ds), ..., (am,dm).
This mapping enables us to jointly analyze the decisions and apply the PoC decision-
combining algorithm.

* Let W be a set of weights defined as W = {wy, ws, ws, . .., w,, }, where w; represents the

weight of an individual auditor node a;. The final compliance decision is derived from the

majority rule over the decisions.
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Purpose of Weighting: Weighting allows for differentiated influence among auditors. For
instance, an auditor from a regulatory agency may carry greater weight due to their authority,
whereas an internal auditor may have a standard weight. This flexibility is beneficial in settings in
which some nodes bear greater responsibility for compliance oversight. This weighted decision-
making model provides a robust framework for ensuring fair and accurate compliance outcomes in
a decentralized, consensus-driven environment. The weight of the auditors would be determined
and influenced by business requirements, legal jurisdictions, regulatory mandates, industry-standard
best practices, contractual obligations, and other factors.

Weight Threshold: It ensures that a compliance decision is made only when the cumulative
influence of participating auditor nodes reaches a predefined minimum level. Let €2 represent the

weight threshold and W, the total weight of all auditor nodes, calculated as:

m
Wtotal - § w;
=1

where w; is the weight of the i-th auditor node and m is the total number of auditors. The decision-
making process proceeds only if W, > €2. If this condition is satisfied, the compliance mechanism
computes the weighted counts for each decision type (Compliant, Non-Compliant, Not-Determined)
and determines the final compliance status according to the defined majority rules.

If Wioa < €2, the system delays the decision, requesting additional input to meet the threshold.
This ensures that decisions are not based on insufficient or low-weight contributions, thereby
enhancing the reliability and fairness of the PoC mechanism. Alternatively, the compliance status

can be determined as "Not-Determined"” to avoid policy violations.

6.6.4 Decision Counting and Combining Process with Weight

In this scope, all the auditor nodes don’t bear the same weight values, where w; # ws # w3 #
... # wy,, indicating that they don’t have an equal impact on the decision. The weight value

depends on the auditor’s nature and business requirements.
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Decision Counts with Weight: The total counts for each type of decision with weight are

calculated as follows:

(i) Cw= Zwai.(S(Di = Complaint)
i=1

(17) Ny = Z Wa,.0(D; = Non — Complaint)

=1

(i7i) Uy = Z Wq;.0(D; = Not — Determined)
i=1

Where §(.) is an indicator function that equals / if the inside condition is satisfied and 0 otherwise.

Decision-Combining Process with Weight: After counting each decision type, the final
decision is made by majority vote. The Weighted Not-Determined dictates to others if they are equal
to it. The distinct combinations are given in Table 6.1. The final decision Dyy f;,,,; can then be set

based on predefined majority rules, such as:

» Weighted Compliant Majority: This decision is made when the majority decision is Weighted
Complaint or Cyy > Ny and Cyw > Uy out of m decisions made by the auditors regardless
Nw > Uw or Uw > Ny or Uy = Nyy.

» Weighted Non-Compliant Majority: This decision is made when the majority decision is
Weighted Non-Complaint or Ny > Cw and Ny > Uy out of m decisions made by the
auditors regardless Cyy > Uy or Uy > Cy or Cyy = Uy.

» Weighted Not-Determined Majority: This decision is made when the majority decision is
Weighted Not-Determined or (i) Uy > Cw and Uy > Ny, or (ii)) Uy = Cw = Uw, or
(iii) Uy = Cw > Uw , or (iv) Uy = Ny > Cy out of m decisions made by the auditors

regardless Cyy > Ny or Ny > Cyw or Cyy = Nyy.

6.6.5 Decision Counting and Combining Process without Weight

In this setting, all auditor nodes have the same weight, where w; = wy = w3 = -+ = wy,,

indicating that they have equal impact on the decision.
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Decision Counts without Weight: The total counts for each type of decision are calculated as
follows:

Table 6.1: Proof of Compliance (PoC) Decision Combining Scope with Weight [4]

SN  Decision Counting Combination-Weight Final Decision-Weight (Dvy £;,,4,)

1 Cw > Ny > Uw Cw
2 Cw > Uw > Ny Cw
3 Cw > Ny = Uy Cw
4 NW > (CW > UW NW
5 Nw > Uy > Cw Ny
6 Ny > Cw = Uw Nyy
7 Ny = Cw > Uw Nyy
8 Uw > Cw > Nw Uw
9 Uw > Nw > Cw Uw
10 Uw = Cw > Ny Uw
11 Uw > Cw = Nw Uw
12 Uw = Ny > Cw Uw
13 Cw = Ny = Uy Uw

Table 6.2: Proof of Compliance (PoC) Decision Combining Scope without Weight [4]

SN  Decision Counting Combination Final Decision (D ¢;;,4;)

1 C>N>U C
2 C>U>N C
3 C>N=UTU C
4 N>C>U N
5 N>U>C N
6 N>C=0U N
7 N=C>U N
8 U>C>N U
9 U>N>C U
10 U=C>N U
11 U>C=N U
12 U=N>C U
13 C=N=0U U
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(a) C= Z d(D; = Complaint)

i=1
m

(b) N= Z d(D; = Non — Complaint)

i=1
m

(¢c) U= Z 0(D; = Not — Determined)
i=1
Where 4(.) is an indicator function that equals / if the inside condition is true and 0 otherwise.
Decision-Combining Process without Weight: After counting, the final decision is made
by majority vote. The Not-Determined dictates to others if they are equal to it. The distinct

combinations are given in Table 6.2. The final decision D;,,; can then be set based on predefined

majority rules, such as:

» Compliant Majority: This decision is made when the majority decision is Complaint or C >
N and C > U out of m decisions made by the auditors regardless N > U or U > Nor U = N.

* Non-Compliant Majority: This decision is made when the majority decision is Non-Complaint
or N > Cand N > U out of m decisions made by the auditors regardless C > Uor U >
CorC=0U.

* Not-Determined Majority: This decision is made when the majority decision is Not-Determined
or(()U>CandU >N,or(ii) U=C =0, or(iii) U=C > U, or (iv) U = N > C out of

m decisions made by the auditors regardless C > Nor N > Cor C = N.

6.7 PoC Participant Incentive

The proposed approach does not provide direct incentives for participating auditor nodes.
Auditor nodes engage in the PoC consensus mechanism as part of their core responsibilities,
fulfilling compliance requirements mandated by their respective organizations or regulatory agencies.
Participation in the compliance evaluation process is restricted to auditor nodes that meet specific,

pre-established criteria, ensuring that only authorized and qualified entities are involved. This
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restriction maintains the integrity of the compliance process and prevents unauthorized access.
Furthermore, the information used to determine compliance status is carefully managed to avoid
compromising security or privacy.

Xiao et al. [169] identified five critical components of a blockchain consensus protocol: (i)
block proposal, (ii) information propagation, (iii) block validation, (iv) block finalization, and (v)
incentive mechanism. Though the five components provide essential functionalities for blockchain
consensus, a new blockchain consensus protocol proposal may not cover all of them. For instance,
we consider the PoC for a permission network in which several organizations must approve the
auditor nodes. The incentive mechanism is indispensable for participant nodes in permissionless
blockchain networks. This work aims to extend PoC to public networks and to incorporate incentive

mechanisms in future work.

6.7.1 Healthcare Data Security and Patient Privacy

The auditor nodes verify the compliance status of healthcare workers’ access activities. They
must access the deployed and applicable policies, along with their corresponding audit trails. In
this situation, the audit nodes do not access any protected health information directly or indirectly.
However, activity logs can contain sensitive information about health professionals and patients.
For example, learning about a patient’s ongoing treatment from the audit trails is possible. If a
specialist doctor accesses a patient’s health data, it can be concluded that the doctor is treating the
patient. In the proposed Proof of Concept (PoC) consensus mechanism, the auditor nodes serve as
secure, trusted, and blind entities. They don’t reveal data to other unauthorized users. They don’t
analyze data to learn about providers and patients. They do not modify or tamper with data or PoC
decisions. They do not store data intentionally. They analyze data solely for compliance status
decisions. The complete protocols for them to act as secure, trusted, and blind entities are currently

not addressed in this paper. They are our future research directions.
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6.7.2 Blockchain Data as Court Evidence

In June 2018, a landmark court judgment affirmed for the first time that electronic data stored
on a blockchain could be considered valid electronic evidence. Subsequently, in a separate case in
2019, the court extended this recognition to the authenticity and integrity of electronic evidence
stored on a blockchain and evidence generated by the blockchain itself [170]. The Blockchain
Technology Act, House Bill 3575, passed by the House of Representatives on May 29, 2019, and
enacted in January 2020, governs the utilization of blockchain technology in transactions and legal
proceedings. The Act sets forth regulations, imposes limitations, and defines terms, including
blockchain and electronic records. According to the Act, using a blockchain to create, store, or
verify a smart contract, record, or signature does not undermine its legal effect or enforceability.

Moreover, electronic evidence on a blockchain is deemed sufficient when the law mandates
written records. Similarly, for situations requiring a signature, an electronically recorded signature
on a blockchain or blockchain evidence confirming a person’s intent to provide a signature is
considered satisfactory [171]. Hence, implementing our prototype using blockchain for smart
contract storage complies with US law. The hospital can submit complaints about policy violations

against offenders, supported by evidence from our blockchain framework.

6.8 Experimental Evaluation

This section provides experimental evaluation to demonstrate the functionality of the proposed
consensus mechanism and assess the compliance status of logical health record access. The
evaluations focus on the following aspects: (i) Setting up private Ethereum networks for the audit
and compliance blockchain. (i) Measuring the gas cost for writing block integrity data to public
blockchain networks. (iii) Analyzing the time required for writing and reading block integrity
data to/from public blockchain networks. (iv) Evaluating the time needed for compliance block
construction. (v) Assessing the throughput of compliance checks. Each aspect is discussed below,

accompanied by the necessary data, figures, and tables.
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Environment Setup

To implement the blockchain model, we use Node.js to develop server-side programs for
the roles of Client, Orderer, Auditor, and Committer in our network. Each node operates as
an independent JavaScript program, performing essential functions for blockchain operations.
The client node features a Command Line Interface (CLI) to generate synthetic data that mimics
healthcare transaction activities and audit logs. This data tests the blockchain system’s performance
and reliability. Nodes were encapsulated in Docker containers to ensure isolated, consistent
environments, thereby simplifying dependency management and network communications [172].
We used Go Ethereum Docker image version 1.13.15 for our private network setup. This setup
effectively imitates a distributed ledger. Testing was conducted on an Apple Mac M1 Air running

macOS Sonoma version 14.3, with 256 GB storage and 8 GB of unified memory.

Block Integrity Writing Cost

In the proposed approach, audit logs are stored in the audit blockchain, and compliance status is
stored in the compliance blockchain. Both are private blockchain networks in which participants
are limited to organizations. This doesn’t instill public trust. To avoid this, block IDs and hashes
are stored on a public network, such as Ethereum, to ensure integrity. Figure 6.5 shows the block
integrity storage cost in tokens for three public blockchain networks: Ethereum, Binance Smart
Chain, and Optimism. The USD costs are depicted in Figure 6.6. The first two networks are
Layer 1, and the third network is Layer 2 [63,154]. Layer I is the core blockchain framework for
implementing the network’s consensus mechanism, transaction validation and storage, and native
token functionality. Layer 2 is a secondary framework built on top of an existing Layer I blockchain
to enhance the scalability and efficiency of the Layer 1 blockchain without compromising its security
or decentralization. It performs transaction validation and storage outside the Layer I network,
while storing the proof on it. The Layer 2 solution processes more transactions per second, reducing

transaction costs and shortening confirmation times.
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Figure 6.6: Private Block ID and Integrity Storage USD Cost—Public Blockchain Networks [4]

Time Requirements

Before processing any data from the private network, the block integrity is verified from the
public network. This requires access to a public blockchain network to read the stored private
blockchain block IDs and hashes. This study leverages Ethereum’s Remote Procedure Call (RPC)
API to deploy smart contracts and execute transactions on these networks [129]. Writing and
reading time requirements are measured for three networks: Ethereum, Binance Smart Chain,
and Optimism. Table 6.3 shows ten (10) writing time requirements. Table 6.4 shows ten (10)
reading time requirements. Additional time is required because transactions traverse the API servers.
Maintaining a local public blockchain node provides real-time access to block data, reducing the
time spent reading it. The system continuously synchronizes with the blockchain network to update
the ledger data. Providers can maintain local nodes to enable faster integrity verification. However,

time differences are not accounted for in this study.
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Table 6.3: Writing Time to Public Blockchain Networks [4]

Writing SN. | Ethereum | Binance Smart Chain | Optimism
1 6.719 Sec 6.854 Sec 8.459 Sec
2 5.961 Sec 6.068 Sec 7.785 Sec
3 5.972 Sec 6.338 Sec 7.738 Sec
4 6.309 Sec 6.063 Sec 7.762 Sec
5 6.085 Sec 6.081 Sec 8.163 Sec
6 6.015 Sec 2.476 Sec 7.482 Sec
7 10.117 Sec 6.521 Sec 7.718 Sec
8 10.041 Sec 2.451 Sec 8.268 Sec
9 10.045 Sec 6.662 Sec 7.736 Sec
10 14.039 Sec 2.458 Sec 7.797 Sec
Average Time | 8.130 Sec 5.197 Sec 7.891 Sec

Table 6.4: Reading Time from Public Blockchain Networks [4]

Reading SN. | Ethereum | Binance Smart Chain | Optimism
1 0.834 Sec | 0.541 Sec 0.631 Sec
2 0.573 Sec | 0.468 Sec 0.453 Sec
3 0.570 Sec | 0.620 Sec 0.404 Sec
4 0.391 Sec | 0.501 Sec 0.650 Sec
5 0.514 Sec | 0.488 Sec 0.406 Sec
6 0.583 Sec | 0.566 Sec 0.495 Sec
7 1.577 Sec | 0.579 Sec 0.421 Sec
8 0.463 Sec | 0.442 Sec 0.438 Sec
9 0.580 Sec | 0.504 Sec 0.415 Sec
10 0.483 Sec | 0.495 Sec 0.398 Sec

Average Time | 0.660 Sec | 0.532 Sec 0.470 Sec

Compliance Block Construction Time

After performing compliance checking and block finalization, it is time to confirm the com-
pliance block. The Auditor nodes are responsible for compliance checking and for making final
decisions on the compliance status. The Committer nodes finalize blocks by writing the compliance
block to the compliance blockchain ledger. It does not include the time required by the Orderer
nodes to fetch audit logs from the private audit blockchain, obtain informed consent from the public
blockchain network, and retrieve applicable policies from the policy repository. Figure 6.7(a) shows
the compliance block construction time, where the maximum time is 4.317, the minimum is 4.134,

and the average is 4.19 seconds.
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Compliance Checking Throughput

It is the number of transactions per second that can be processed after all required operations
are performed. For the Proof of Compliance consensus mechanism, the operations performed
are compliance checking and finalizing the compliance block by the Auditor and Committer
nodes. Figure 6.7(b) depicts the throughput in transactions per second (TPS), where the maximum

throughput is 48.38, the minimum is 46.33, and the average is 47.70 TPS.

6.9 Policy Compliance Services

Policy compliance services provide the status of healthcare providers’ adherence to the required
security and privacy policies to protect sensitive healthcare data. Services also indicate how
healthcare providers maintain the integrity of healthcare operations to provide patient treatments
and essential healthcare services. Figure 6.8 illustrates the proposed mechanism for providing
policy compliance services. Users can access default service reports containing all audit logs and
their corresponding compliance status. Additionally, they can submit customized queries to receive

reports. User- or request-related data is fetched from the audit blockchain and the compliance
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Figure 6.9: Policy Compliance Service Report Structure

blockchain. A trusted entity or an API-based Compliance Service Provider Unit intercepts, processes
service-related requests, and produces and delivers reports to the requested users. Figure 6.9 depicts
the policy compliance service report structure. At the end of each audit log type, a compliance
status is added and reported to the corresponding users. The details about audit logs are discussed

in Figure 5.5. Policy compliance services for patients and users are discussed below.

Treatment Informed Consent ID Conditions Status

Audit Log ID

Operation

Timestamp

T5351 TIC52752 PR8573 PHI5900 Read C1C2C3C4C5C6 4/19/2024, 4:06:12 PM Non-determined
T5352 TIC36507 PHR6187 PHI1879 Write C1C2C3C4 4/19/2024, 4:06:12 PM Compliant
T5353 TIC40636 ICA3540 PHI4049 Update C1C2C3C4C5 4/19/2024, 4:06:12 PM Compliant
T5354 TIC73352 PR1977 PHI3805 Read C1C2C3C4C5C6 4/19/2024, 4:06:12 PM Compliant
T5355 TIC64084 PHR8069 PHI9749 Write C1C2C3C4C5C6C7 4/19/2024, 4:06:12 PM Compliant
T5356 TIC46434 ICA1289 PHI3769 Update C1C2C3C4C5C6 4/19/2024, 4:06:12 PM Non-compliant
T5357 TIC95689 PR5882 PHI2183 Read C1C2C3C4 4/19/2024, 4:06:12 PM Compliant
T5358 TIC31098 PHR5533 PHI8110 Write C1C2C3C4C5C6 4/19/2024, 4:06:12 PM Compliant
T5359 TIC84090 ICA3385 PHI7849 Update C1C2C3C4C5C6 4/19/2024, 4:06:12 PM Compliant
T5360 TIC6451 PR1919 PHI1649 Read C1C2C3C4 4/19/2024, 4:06:12 PM Compliant
T5361 TIC536 PHR5767 PHI5016 Write C1C2C3C4C5 4/19/2024, 4:06:12 PM Compliant
T5362 TIC90668 ICA4928 PHI5950 Update C1C2C3C4C5 4/19/2024, 4:06:12 PM Compliant

Figure 6.10: Policy Compliance Service Sample Report
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6.9.1 Services for Patients

Patients must know who accessed their healthcare data, when, and under what circumstances.
They also need to know the compliance status of each access. As all audit logs and compliance
status are provided in a timely and adequate manner, patients can be confident in the security and
privacy of their healthcare data. If a patient discovers that their health records were accessed without

their consent, they may file an official complaint.

6.9.2 Services for Users

Here, users access patients’ health information, healthcare facilities, and other objects protected
by the security and privacy policy. These users may be members of the treatment team, such as
doctors, nurses, support staff, radiology and pathology lab technicians, billing officers, pharmacists,
insurance company agents, and patients’ emergency contact personnel. Others may include providers
and lab technicians from external hospitals, where patients seek advanced care and sophisticated
diagnostics that primary care providers cannot provide. For example, a doctor, David, can check the
number of patients and the health records he accesses over a specific time period, as well as their
compliance status. David can learn about non-compliant cases in which he has violated security and
privacy policies from compliance reports. Then, he can collaborate with the relevant authority to
enhance his knowledge, skills, and performance, thereby preventing further policy violations. This
retroactive process enables health workers such as David to enhance their awareness and skills in
protecting sensitive patient data by enforcing security and privacy policies.

Policy compliance services increase trust among patients, providers, and other involved entities
by ensuring transparency through blockchain-based audit logs and PoC-based compliance status.
These services can be provided to various entities, including insurance companies, local, state, and
federal governments, regulatory agencies, and international data protection agencies. These entities
can access services if policy and regulatory requirements mandate their involvement. However, at
this point, this paper considers only the patients and users who access health records and healthcare

facilities. In future communications, other entities will be added for the services.
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6.10 Chapter Conclusion

In conclusion, the proposed Proof of Compliance consensus mechanism offers a transformative
solution for compliance checking in the healthcare industry. Blockchain technology and consensus
mechanisms provide a transformative solution to address compliance requirements heavily influ-
enced by regulations. Compliance with security and privacy policies and regulations reflects the
extent to which healthcare organizations adhere to these policies and regulations. It also shows
the integrity of the operations in handling sensitive patients’ health records. This mechanism not
only enhances the overall trust and reliability of the healthcare ecosystem but also incentivizes
participants to maintain high levels of compliance. Overall, the PoC mechanism has the potential to
redefine the intersection of trust and compliance with regulatory standards in the healthcare industry,
providing a secure and reliable platform for all stakeholders.

As our next step, we aim to formally verify the Proof of Compliance consensus mechanism.
Formal verification of PoC is essential in establishing its reliability and robustness, particularly in
compliance-sensitive sectors such as healthcare. This process involves creating precise mathematical
models of the PoC protocol to prove unequivocally that it adheres to its intended compliance rules
under all conditions. This rigorous analysis helps ensure that the PoC mechanism meets performance
and security standards, dynamically aligns with evolving regulatory requirements, and fosters trust,
thereby facilitating wider adoption in the healthcare industry. Such verification is essential to
confirm the security and effectiveness of PoC systems before deployment in sensitive and critical

healthcare application environments.
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Chapter 7

Conclusion and Future Directions

This chapter summarizes the dissertation’s findings, highlighting the key results, benefits, and
challenges encountered throughout the study. It also discusses the study’s limitations and presents
concluding remarks along with future research directions that collectively encapsulate the core

contributions and broader implications of this research.

7.1 Conclusion

Policy compliance and provenance are critical for ensuring healthcare organizations adhere to
security and privacy policies and measures designed to protect sensitive healthcare data and patient
privacy. Timely enforcement of these policies and conditions during authorization processes is
equally essential. This proposed work emphasizes the significance of patient-provider agreements
by integrating them with existing policies, enhancing their effectiveness. It extends the traditional
attribute-based access control model with a blockchain-based smart contract framework to ensure
robust policy enforcement, provenance, and compliance.

Introducing the Proof of Compliance (PoC) consensus mechanism facilitates compliance verifi-
cation through independent, distributed, and decentralized auditor nodes. This approach enhances
transparency, assurance, and accountability for all stakeholders in the healthcare ecosystem. Lever-
aging the inherent immutability and transparency of blockchain technology, smart contracts can
automate and enforce policy rules, thereby strengthening trust, operational efficiency, and account-

ability across healthcare operations.

7.2 Future Research Directions

Many promising areas for research, development, and refinement remain to be explored. The

key directions are briefly discussed below, each offering opportunities to enhance the proposed
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framework’s capabilities and maturity. Together, these efforts will pave the way toward a more

intelligent, transparent, and resilient healthcare compliance ecosystem.

* Blockchain-Based Healthcare Data Access: Future work will focus on developing a private
blockchain-based solution to enable patients’ secure access to their healthcare data while
maintaining rigorous compliance with privacy and regulatory requirements. In this model,
each patient will have controlled access to their data as collected and managed by healthcare
providers. The approach will also ensure that healthcare data is not collected, processed, or
shared beyond its intended and authorized purposes, thereby strengthening trust, transparency,
and accountability in data management.

* Framework Integration Test: As the proposed framework evolves, the enforcement, prove-
nance, and compliance verification components have been designed and evaluated individually.
In the next phase, all these components will be integrated into a unified system to validate their
interactive functionalities and ensure that the overall policy compliance framework operates as
intended. Scripted healthcare providers will simulate healthcare operations using synthetically
generated patient data, during which provenance information will be automatically captured,
and a real-time compliance review will be performed to assess the system’s effectiveness and
accuracy.

» Compliance Framework Validation: Future research will focus on validating the proposed
policy compliance framework through both formal verification and empirical studies. Formal
validation techniques, such as model checking and theorem proving, will be employed to
ensure the logical correctness, consistency, and completeness of the framework’s enforcement
and compliance mechanisms. In parallel, empirical evaluations will be conducted using real
or synthetically generated healthcare datasets to assess the framework’s practical performance,
scalability, and reliability in real-world conditions. The combined use of formal and empirical
validation will strengthen confidence in the framework’s robustness, ensuring it meets both

theoretical soundness and practical applicability requirements.
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* Real-World Implementation and Validation: The next phase involves collaborating with
healthcare institutions to implement this blockchain-based architecture in real-world scenarios.
This includes evaluating its efficacy, applicability, and regulatory acceptance among key
stakeholders, including healthcare providers, patients, business associates, regulatory agencies,
insurance companies, and others. By doing so, the proposed model can be fine-tuned to meet
practical and regulatory requirements, ensuring its successful integration into the healthcare
domain.

* AI/ML-Based Compliance: Future research can focus on integrating Artificial Intelligence
(Al) and Machine Learning (ML) techniques into the proposed policy compliance framework
to enable intelligent detection, prediction, and analysis of policy violation patterns. This
integration would support proactive decision-making, adaptive policy enforcement, and

continuous improvement of compliance effectiveness in dynamic healthcare environments.
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