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ABSTRACT

SPACE COMMUNICATIONS RESPONSIVE TO EVENTS ACROSS MISSIONS (SCREAM):

AN INVESTIGATION OF NETWORK SOLUTIONS FOR TRANSIENT SCIENCE SPACE SYSTEMS

The National Academies have prioritized the pursuit of new scientific discoveries using
diverse and temporally coordinated measurements from multiple ground and space-based
observatories. Networked communications can enable such measurements by connecting
individual observatories and allowing them to operate as a cohesive and purposefully designed
system. Timely data flows across terrestrial and space communications networks are required to
observe transient scientific events and processes. Currently, communications to space-based
observatories experience large latencies due to manual service reservation and scheduling
procedures, intermittent signal coverage, and network capacity constraints. If space
communications network latencies could be reduced, new discoveries about dynamic scientific
processes could be realized. However, science mission and network planners lack a systematic
framework for defining, quantifying and evaluating timely space data flow implementation
options for transient scientific observation scenarios involving multiple ground and space-based
observatories. This dissertation presents a model-based systems engineering approach to
investigate and develop network solutions to meet the needs of transient science space systems.

First, a systematic investigation of the current transient science operations of the National
Aeronautics and Space Administration’s (NASA) Tracking and Data Relay Satellite (TDRS) space

data network and the Neil Gehrels Swift Observatory resulted in a formal architectural model for



transient science space systems. Two methods individual missions may use to achieve timely
network services were defined, quantitatively modeled, and experimentally compared.

Next, the architectural model was extended to describe two alternative ways to achieve
timely and autonomous space data flows to multiple space-based observatories within the
context of a purposefully designed transient science observation scenario. A quantitative
multipoint space data flow modeling method based in queueing theory was defined. General
system suitability metrics for timeliness, throughput, and capacity were specified to support the
evaluation of alternative network data flow implementations. A hypothetical design study was
performed to demonstrate the multipoint data flow modeling method and to evaluate
alternative data flow implementations using TDRS. The merits of a proposed future TDRS
broadcast service to implement multipoint data flows were quantified and compared to expected
outcomes using the as-built TDRS network.

Then, the architectural model was extended to incorporate commercial network service
providers. Quantitative models for Globalstar and Iridium short messaging data services were
developed based on publicly available sources. Financial cost was added to the set of system
suitability metrics. The hypothetical design study was extended to compare the relative
suitability of the as-built TDRS network with the commercial Globalstar and Iridium networks.

Finally, results from this research are being applied by NASA missions and network
planners. In 2020, Swift implemented the first automated command pipeline, increasing its
expected gravitational wave follow-up detection rate by greater than 400%. Current NASA
technology initiatives informed by this research will enable future space-based observatories to

become interoperable sensing devices connected by a diverse ecosystem of network service providers.
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Chapter 1

Introduction

The study of transient scientific phenomena using diverse ground and space-based
observatories present new opportunities for scientific breakthroughs [1] [2]. Many types of
transient scientific events occur randomly and require prompt follow-up observations by multiple
observatories to obtain data of the highest scientific value [3] [4] [5].

Networked communications allow multiple observatories to operate as a cohesive and
purposefully designed system [6] [7] [8]. Currently, communications to space-based
observatories experience large latencies due to manual service reservation and scheduling
procedures, intermittent signal coverage, and network capacity constraints [9]. If space
communications network latencies could be reduced, new discoveries about dynamic scientific
processes could be realized [10]. However, science mission and network planners lack a
systematic framework for defining, quantifying and evaluating timely space data flow
implementation options for transient scientific observation scenarios involving multiple ground
and space-based observatories. This dissertation presents a model-based systems engineering
approach to investigate and develop network solutions to meet the needs of transient science

space systems.



Dissertation Outline

Chapter 1 introduces the dissertation research and provides an outline of the document.
Chapter 2 provides a literature review and presents the research questions addressed in the
dissertation. Chapter 3 develops and demonstrates two complimentary space communications
network service access methods to address time-sensitive mission needs using the Neil Gehrels
Swift Observatory and the Tracking and Data Relay Satellite (TDRS) space data network. Chapter
4 develops two functional reference architectures to extend publish-subscribe-based terrestrial
transient science data flows to space-based observatories, defines a design and evaluation
method to evaluate the suitability of candidate network solutions, and demonstrates the method
in a hypothetical design study of a transient science space system using the TDRS space data
network. Chapter 5 extends the transient science space system architecture models, applies the
design and evaluation method to the commercial Iridium and Globalstar networks and compares
the relative suitability of two commercial network messaging services to TDRS for a hypothetical

transient science space system design study. Chapter 6 presents the conclusions of this research.



Chapter 2

State of the Field

The current state of transient science operations and space data network solution
formulation and planning practices are discussed in this section.
Current Transient Science Operations

There is growing demand for timely, collaborative, multi-observatory operations concepts
across NASA’s astrophysics, heliophysics, Earth science and planetary science mission domains
[10]. In astrophysics, a new window on the universe has been opened with the advent of
gravitational wave and high-energy neutrino detections made possible by new classes of ground-
based observatories [11] [12] [13]. The astrophysical processes originating these messengers are
poorly understood, but timely and diverse measurements from multiple space and ground-based
observatories can lead to greater insights than would otherwise be possible [1] [14] [15].

Timely bidirectional data flows with space-based observatories are needed to realize the
full potential of ground and space-based transient science observations. The TDRS Demand
Access System has adequate capacity to provide continuous low-latency communications from
multiple space-based observatories to the ground, so that other observatories may follow-up on
space-based observations of transient events. However, there is no present means for quickly
sending data from the ground so that one or more space-based observatories may follow-up on
events detected by other ground or space-based observatories. Instead, to conduct follow-up

operations, mission operators must wait for the next pre-scheduled network service period to



send new commands and data products to their space-based observatories or call network
operators on the telephone to manually arrange a new service period.

NASA’s Neil Gehrels Swift Observatory, operational since 2005, is a “first-of-its-kind multi-
wavelength observatory” conceived for the study of Gamma Ray Bursts (GRB) and other transient
astrophysical events and processes [4] [16] [17]. The Swift Observatory is comprised of three
complimentary instruments on a single Low Earth Orbiting platform. The Burst Alert Telescope
(BAT) has a field of view of approximately one sixth of the sky at a time. The BAT detects and
localizes the celestial coordinates of a GRB source to within 1-3 arcminutes. Information about
the GRB event source is rapidly transmitted to Swift’s ground operators using the TDRS Demand
Access System and then to the scientific community via a terrestrial science messaging
application known as the Gamma Ray Burst Coordinates Network (GCN). The total latency, from
GRB detection onboard Swift to the dissemination of data products to the scientific community
via the GCN occurs within 20 seconds. Swift’s flight software autonomously determines whether
to engage in follow-up observations of the transient GRB source with its other onboard
instruments based on the relative priority of its pre-planned activities, the relative angle between
the GRB source and the sun, and other constraints. If Swift’s flight software determines that a
follow-up observation should be made, it will perform a slewing maneuver so that the transient
source location is within the narrower field of view of its X-Ray Telescope (XRT) and Ultraviolet
and Optical Telescope (UVOT) instruments. During follow-up operations, refined localization data
and preliminary science data products at the XRT and UVOT instrument observing bands are
disseminated via TDRS and the GCN. The stream of information about the transient source

delivered by Swift allows scientists and operators for other space and ground-based



observatories determine whether or not they will perform follow-up observations according to
their local priorities and constraints.

Today, the GCN has approximately 650 contributing scientists at observatories worldwide
who exchanging information about transient sources using over 120 notification types.
Participants may choose to subscribe to the GCN by specifying the topic, method, format and
frequency of notification.

The scientific community may also submit requests to the Swift science duty officer to
observe transient sources identified by their own observatories or to test hypotheses formulated
based on information they have gained through the GCN. Swift receives approximately 1,400
such “target of opportunity” (TOO) requests per year. These requests are categorized according
to urgency and priority, with the most urgent requests needing observation within a few minutes
to less than four hours. If ground-to-space data transport latencies could be reduced, new
discoveries about dynamic scientific processes could be realized.

The GCN uses a common terrestrial information technology messaging design pattern
known as publish-subscribe to enable multi-observatory transient science operations [18]. The
publish-subscribe design pattern allows a sender to broadcast a message to all interested
receivers. It allows publishers (senders) to categorize messages into classes (GCN notification
types), which can then be sent to subscribers (receivers) without the need for publishers to know
the specific network routing and addressing details of the subscribers. Subscribers provide these
details along with their subscription preferences to a central registry (e.g., the GCN). Some

ground-based optical, radio and other observatories have implemented automated machine-to-



machine interfaces with the GCN minimize follow-up observation latency. Research is needed to
explore how the publish-subscribe design pattern can be applied to space data networks.
Current Network Service Formulation and Planning Practices

The Goddard Space Flight Center’s Near Space Network (NSN) provides a single point of
contact for space communications and navigation network service planning and operations for
space missions venturing up to two million kilometers from the Earth [19]. The NSN serves as a
network service broker, matching user needs with the capabilities offered by the commercial
market when possible, and with government owned assets, such as TDRS, when necessary. NSN
mission users are diverse, and include NASA, other U.S. government agencies, commercial and
international robotic and human mission users.

Scientists and mission planners initiate contact with NSN in a variety of ways to discuss
their network service needs. During the mission formulation phases, mission concepts and their
network needs are often closely held, as there are typically several mission proposal teams vying
for selection. Because all missions need space communications network infrastructure,
knowledge firewalls are placed between network planners working with different proposal
teams. However, the resulting fragmentation of knowledge about mission needs can lead to
missed opportunities for coalition building and advocacy for new capabilities. Additionally,
knowledge fragmentation can lead to sub-optimal and inconsistent network solution
recommendations from individual network planners.

Network feasibility assessments begin with network planners gathering information from
mission stakeholders, such as the science objectives, orbit parameters and space

communications data flow needs [20]. Network planners analyze the feasibility of satisfying



mission needs within the constraints of current communications resources, including spectrum
availability and infrastructure capabilities and capacity. If the initial mission needs cannot be
satisfied, NSN network planners propose potential trade-offs and alternatives, including
augmentations to the network infrastructure, until a viable mission concept emerges. NSN
maintains robust and validated space communications modeling and simulation tools to support
network feasibility assessments. NSN performs approximately 90 assessments per year, at
differing degrees of fidelity, as mission proposals mature over time. However, these tools have
limitations for their applicability to multi-observatory transient science operations concepts.

First, the tools are primarily oriented towards predicting physical and link layer behaviors
for radio frequency interfaces between a single space-based observatory and a network service
provider node [21]. Transient science observation scenarios involve multipoint data flows across
terrestrial and space-based networks to initiate, coordinate and execute follow-up operations.
Presently unexamined factors, such network configuration wait times, are required to evaluate
the feasibility of multi-observatory transient science scenarios.

Second, the network loading tools, which assess the expected increase in network
utilization and cross-mission resource contention during the projected mission operational
lifespan, assume mission user service needs are independent. This is valid for traditional science
mission concepts, which typically involve steady-state data collection activities. However,
transient science scenarios have corelated user service needs, as multiple observatories respond
to a transient event.

Third, a major limitation of current feasibility assessments is that mission concepts and

network architecture representations are commonly developed on an ad hoc basis using static



and informal representations in tools such as Microsoft Word, PowerPoint and Excel. Such an
unstructured approach can result in disconnects between the mission concept and network
service formulation process and downstream system development lifecycle activities.

In summary, there is a need to improve the NSN’s current network feasibility assessment
process to incorporate unique aspects of multi-observatory transient science scenarios using a

more rigorous approach to system architecture.

Model-Based Systems Engineering Overview

Systems engineering involves the purposeful formulation, implementation, operations
and sustainment of technical systems to address human and societal needs [22]. During
formulation, systems engineers communicate recursively with stakeholders to assess needs,
perform analyses and evaluate multifaceted trade-offs [23]. The design and evaluation of multi-
observatory transient science scenarios and candidate network solutions spans multiple
engineering disciplines, involves economic and other factors which cross managerial domains of
control and requires predictions about the behaviors of systems that may not yet exist.

A mature system concept is specified by a baseline set of requirements and their
traceability to both a concept of operations (comprised of a set of discrete scenarios) and an
architectural representation of the system [23]. Prior to establishing this baseline, changes to
system elements may occur rapidly as alternatives are explored and evaluated. Microsoft Word,
PowerPoint and Excel are prevalent tools for describing system structure, behaviors, and
relationships. These tools do not enforce syntactic or semantic rules or manage relationships

among the instances of elements and their relationships represented in each tool. As a result,



traditional system representations have limited reusability, high variability across engineering
practitioners, and ambiguous or poorly defined syntax and semantics [24].

Model-based systems engineering (MBSE) is an approach that promises several
advantages over the more common ad-hoc approach to system representation [24]. MBSE
leverages object-oriented methods and technologies that emerged from the discipline of
software engineering. Specifically, a profile of the Unified Modeling Language (UML) known as
Systems Modeling Language (SysML) has been developed to meet the needs of the systems
engineering community. To carry out MBSE, a modeling language, modeling method and
modeling tool are needed [25]. SysML is gaining acceptance as a more generalized systems
engineering language, and there is an active commercial modeling tool market [26]. SysML
provides a syntactically concise and semantically rich visual vocabulary for describing system
structure, behaviors, requirements, allocations and parametric through a set of interconnected
and extensible diagrams. These attributes ensure architectural traceability, consistency and
rigorous specification of system representations at all levels in the system hierarchy. MBSE
provides a promising means to address the limitations of current space communications network
feasibility assessments.

Establishing credible multi-observatory transient science scenarios, including their
relative scientific merit and the innovative potential of the enabling technologies, is a pre-
requisite for competitive selection and funding for further technology and system development
in the NASA systems engineering lifecycle [23] [27]. In addition to the limitations of current
feasibility assessment tools discussed previously, the tools are also oriented towards computing

relatively high-fidelity responses for point design solutions. The model configuration set-up and



computational run-time for a response prediction varies based on the novelty and complexity of
the problem at hand but is not likely to scale well under conditions involving large numbers of
observatories interacting in complicated ways. A relatively quick and simple method to predict
and understand the relative merits and costs of alternative candidate network solutions is
needed to explore the systems engineering tradespace for transient science space systems.

Changes to the space sector are occurring due to new and emerging commercial entrants
in launch services, satellite manufacturing and operations services, and other space-based
services. These market forces are expected to increase access to space, resulting in many more
space platforms and, consequently, greater demand for space communications network services
[28]. Prior work has established the need for improved space mission data timeliness for a broad
range of important latency-sensitive applications [29] [30]. In addition, there is growing
recognition for the need to consider scenarios involving distributed satellite systems, whereby
functionality traditionally allocated to a single monolithic platform is instead allocated among
multiple spacecraft that interact in order to achieve desired goals [6]. Multi-observatory transient
science space systems present one example of an emerging class of latency-sensitive distributed
satellite systems.

As a result of these trends, there is a need for a more comprehensive and systematic
approach to understand and manage the complexity involved in engineering complex
information-intensive aerospace systems. MBSE offers an improved means for translating broad
architecture visions into tractable engineering problems in the concept development lifecycle

phase. MBSE provides reusable and extensible system representations to reduce variability
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among engineers, ensures architectural traceability for analysis, and provides continuity for

development in downstream lifecycle phases.

Research Questions

The overarching question for this research is:
How can space data network solutions be designed and evaluated for multi-observatory
transient science space systems?
To address the overarching research question, three component research questions have been

defined and decomposed into tasks.
Research Question #1

What are the factors that significantly influence data latency and network traffic for a
transient science space system using the TDRS space data network?
The tasks described in Table 1 are performed to systematically investigate the contributors to
data latency and network traffic for a transient science space system involving a single space-
based observatory using the TDRS space data network.

Table 1: Summary of tasks for Research Question #1.
Task Description
1.1 Develop and analyze a descriptive architectural model for transient science space
systems.
1.2 Develop quantitative models for data latency and network traffic.
1.3 Apply the quantitative models to a real-world transient science space system.
1.4  Analyze and interpret results.

Research Question #2

How can the publish-subscribe messaging design pattern be applied to space data networks

and its impact be evaluated for transient science space systems?
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The tasks described in Table 2 build on the results of Research Question #1 and address
transient science space systems involving more than one space-based observatory. Alternative
multipoint data flow solutions using the TDRS space data network are investigated in a
hypothetical design study of a transient science space system.

Table 2: Summary of tasks for Research Question #2.
Task Description

2.1 Extend the architectural model from Task 1.1 to incorporate publish-subscribe
behaviors for space data flows.

2.2 Develop quantitative models in accordance with the architectural changes in Task 2.1.

2.3 Apply the quantitative models to a hypothetical transient science space system design
study.

2.4 Analyze and interpret results.

Research Question #3
How do commercial service provider network solutions compare to TDRS for transient science
space systems?

The tasks described in Table 3 build on results of Research Question #1 and #2 to
incorporate commercial network service providers. Results for commercial network providers are
compared to those of TDRS in an extension of the hypothetical design study from Research
Question #2.

Table 3: Summary of tasks for Research Question #3.
Task Description

3.1 Extend the architectural model from Task 2.1 to incorporate commercial network
service providers.

3.2 Develop quantitative models of commercial networks based on publicly available data
sources and in accordance with the architectural changes in Task 3.1.

3.3 Apply the commercial network quantitative models to a hypothetical transient science
space system design study.

3.4 Analyze and interpret results.
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Chapter 3

Chapter 3 addresses Research Question #1:
What are the factors that significantly influence data latency and network traffic for a
transient science space system using the TDRS space data network?
This work was published in the American Institute of Aeronautics and Astronautics Journal
of Aerospace Information Systems in June 2021 as “Evaluation of Timely Communications Access

Methods using NASA Space Network.”

Introduction

There is growing interest in developing collaborative and time-sensitive science
operations concepts involving multiple distributed observatories within the National Aeronautics
and Space Administration’s (NASA) astrophysics, heliophysics, Earth and planetary science
mission domains [6] [7]. For example, a new window on the universe has been opened in
astrophysics with the advent of gravitational wave and high-energy neutrino measurements
made possible by new classes of ground-based observatories [11] [14]. The scientific processes
originating these observables are poorly understood, but diverse and temporally responsive
measurements from multiple distributed space and ground-based observatories provide greater
insights than would otherwise be possible [14] [15]. A summary of the state-of-the-practice for
NASA’s transient science operations is provided in this section, examining the Neil Gehrels Swift
Observatory’s use of network services as a motivating case study. Additionally, this section

discusses the research strategy and chapter organization.
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Background

Launched in 2004, the Neil Gehrels Swift Observatory is a first-of-its-kind multi-
wavelength observatory created for the study of gamma-ray bursts (GRB) and other transient
astrophysical sources [16]. The Swift observatory is comprised of three complimentary
instruments on a single low-Earth orbiting (LEO) spacecraft [16]. Swift’s innovative concept of
operations is enabled by a direct-to-earth ground station network and a space relay network.
High-fidelity science data is collected and stored onboard the observatory from both pre-planned
observation targets and from randomly occurring transient scientific sources. Downlink of this
data occurs at fixed pre-scheduled intervals to the ground station network via an X-band link
service [31]. Concurrently, the ground network provides lower data rate bi-directional S-band
link services between the observatory and the mission operations center (MOC) for tracking,
telemetry and command data. This data is used to operate, maintain and sustain the observatory.
The ground network provides intermittent connectivity to Swift due to limitations associated
with ground network coverage, loading and the observatory’s orbit geometry.

NASA’s Space Network (SN)! provides global communications coverage for Swift and
other LEO users. The SN consists of a constellation of geosynchronous Tracking and Data Relay
Satellites (TDRS) and their associated ground segment. The SN Demand Access System (DAS)
provides Swift with on-demand access to S-band space-to-ground (i.e., return) communications

services using a code-division multiple-access scheme and pre-allocated communications

1 A major reorganization within the Space Communications and Navigation Program occurred in October 2020. The
Space Network and Near Earth Network projects were integrated into a single project office known as the Advanced
Communications Capabilities for Exploration and Science Systems (ACCESS) project. Subsequent chapters in this
dissertation refer to the ACCESS space relay component as the TDRS space data network.
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resources [31] [32]. Upon detection of a transient gamma-ray source, Swift uses DAS to send
preliminary data products, such as localization and gamma-ray flux information, to the ground
within 20 seconds [31]. Additional quick-look data products associated with its X-ray and ultra-
violet optical instruments may follow within minutes [31]. A transient science messaging
application, known as the Gamma-ray Burst Coordinates Network (GCN), further disseminates
these data products to the scientific community via the Internet using a publish-subscribe design
pattern [17]. GCN information is sometimes used to initiate and coordinate follow-up
observations of a transient source among scientists and operators of complimentary optical,
radio or other types of space and ground-based observatories. Some ground-based observatories
have implemented automated machine-to-machine interfaces to the GCN to minimize their
follow-up observation latency [17]. Members of the scientific community can also submit
requests for observations of transient sources to the Swift science operations team [16] [17].
Swift scientists receive approximately 1,400 such requests per year, which are categorized by
urgency and priority [16]. The most time-sensitive transient sources require unplanned follow-
up operations by the Swift observatory within a few minutes to less than four hours from the
time of notification [16].

The SN does not presently have the capability to provide users with on-demand access to
ground-to-space (i.e., forward) communications services comparable to the timely return
services provided by DAS. When Swift receives an urgent and high-priority transient source
notification from a GCN participating observatory, its mission operators coordinate by telephone
with SN operators to manually arrange expedited access to network services. SN operators report

that the minimum wait time for manually arranged service access is 20 minutes. Additionally,
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Swift and SN operators report that manual intervention imposes substantial task burden. Fig. 1
below illustrates the current concept for time-sensitive multi-observatory science operations
involving SN. The left panel illustrates the role of SN DAS (noted by a dashed line) in enabling
transient event observation data to be returned quickly from space-based observatories for
further dissemination to the scientific community via terrestrial networks. The right panel
illustrates the current need for manual operator intervention (noted by the red hourglass) to
request and grant network access in order to send user commands directing follow-up

observations of externally identified transient events to space-based observatories.

Transient TDRS Relay Time-sensitive Operations Time-sensitive Operations TDRS Relay
Event ﬁ— (Detection & Dissemination): (Follow-Up Observation):
P A Observe transient event and Build new commands encoding
; , \ disseminate notification to follow-up operations and access I‘ \
7 \ scientists and operators of other network services to send them / \
’, / \ observatories for follow-up to the observatory ! \\
N V2 \ observations / \
§ 4 \ ) X IS
o7 ' ! §
g \ 5
9 \ Minimum 20-minute 1 ~°5’
\\ Access Wait Time /
\ I
\ 1
x Terrestrial Network Terrestrial Network !
) Data Data Y
SN Ground SN Ground
Segment ‘v’ . . \  Segment
Data: Transient notification (detection time, sky location, observable properties) Data: Network service access request, commands (pointing location, config.)

Space observatories send unplanned data to the ground Operator arranged network access is current practice
quickly using the SN Demand Access System to send unplanned data to space observatories

Fig. 1: Current concept for distributed time-sensitive transient science operations using SN.

If timely access to bi-directional space communications services were available, it could
be used to transport many types of coordination, management and control traffic among diverse
users and network service providers, thus enabling a more network-centric, automated and
commercialized space mission enterprise [9]. The literature provides several concepts for

improving service access timeliness in direct-to-earth and space relay networks. Notably, pre-
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scheduled blocks of time are reserved on NASA’s Deep Space Network to monitor and respond
to beacon tones signaling unplanned service needs from any of several mission spacecraft within
a coverage area [33] [34]. The technique of pre-scheduling network service periods to achieve
timeliness outcomes for unplanned needs is conceptually similar to the Space Network gap-filling
method developed in this research. The Deep Space Network has long network configuration and
inter-user setup times (45 min. and 15 min., respectively) and high service utilization, making a
timely event-driven service access method impractical [34]. Previous efforts have proposed and
demonstrated alternative methods for implementing timely access to SN ground-to-space
network services using delay/disruption tolerant networking protocols and broadcast services
[35] [36]. However, these efforts have failed to achieve stakeholder consensus on user needs and
network requirements within the broader NASA mission and network services architecture.
Additionally, the proposed methods have required costly engineering modifications to SN
systems. The continued lack of timely access to bi-directional network services presents an
obstacle to the scientific discoveries enabled by distributed time-sensitive space mission

operations.
Research Strategy and Chapter Organization

This research addresses the shortcomings of prior efforts and advances the network
services roadmap for enabling distributed time-sensitive space mission operations. Two methods
for users to obtain timely access to network services using SN are developed within NASA’s
overarching mission and network architecture. The goals of the conceptual modeling effort are
to establish and demonstrate a rigorous, traceable and consistent model-based systems

engineering approach for describing and assessing network capabilities within the context of
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driving user operational scenarios. Next, pathfinder experiments are designed within the
constraints of the as-built SN systems to allow the effectiveness of the methods to be
demonstrated and evaluated in the context of a time-sensitive Swift operational scenario. In
addition, the pathfinder experiments are intended to deliver operational value to existing users,
to increase stakeholder advocacy for investments in future network service capabilities, and to
clarify system trade-offs and priorities for enabling distributed time-sensitive space operations.
Section 1 of this chapter provides background for this work and introduces the Swift user
mission case study. Section 2 provides architectural context and conceptual development for a
pre-determined gap-filling network access method and a random event-driven network access
method, including measures of effectiveness and potential applications for each method. Section
3 presents the experimental design and results of these methods in the context of a Swift
operational scenario. Section 4 provides a discussion of results and identifies next steps. Section

5 presents the conclusions from this chapter.

Conceptual Development

This section describes the conceptual development of two network service access
methods using a model-based systems engineering approach and discusses applications for each
method.

Architecture Context

The Space Communications and Navigation (SCaN) Program is responsible for all aspects

of the space communications and navigation infrastructure used by NASA’s science and human

exploration missions [37]. SCaN requirements encompass electromagnetic spectrum policy
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coordination, advanced technology development and operational network services for user

platforms located on or near the Earth, other heavenly bodies and beyond the solar system. SCaN

has identified eight broad groupings of use cases, which identify the primary network behaviors

and attributes involved in meeting the requirements of its diverse users. SCaN has also defined a

set of user need categories and associated parameters which provide a basis for assessing the

effectiveness and efficiency of its network capabilities and services across the use case groups.

SCaN user need categories are defined and described in Table 4.

Table 4: Network user need categories.

User Need _—
. Description
Categories
Data Volume The amount of data generated or received by the user within a defined
period of time. Includes science mission data, engineering telemetry,
commands and navigation data.
Latency The allowable time to deliver data from a source to a destination. Mission

Dependability

Access

Navigation

Mission and
Platform
Specific

latency needs may vary by data type, application or operational scenario.

The availability, proficiency and reliability of network services for which
network service providers are held accountable to users.

The ability to obtain network services at a specified time, or with a specified
timeliness or with a specified frequency.

The ability to perform orbit determination, maneuvering and navigation
functions based on accurate and precise network time and frequency
references, signal observables or data services.

The ability of network solutions to satisfy user mission and platform needs
and constraints (e.g. operational constraints imposed by science activities,
orbital eclipse periods, platform size, weight, power etc.)

This research is concerned with improving the effectiveness and efficiency of network

access in support of transient science user operations that involve coordinated and time-sensitive

follow-up activities across multiple observatories. Such operations are associated with two
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groups of SCaN use cases: 1) near-Earth robotic users with low latency and complex data
transport needs and 2) user and network mission operations.

Several Systems Modeling Language (SysML) diagrams were developed iteratively to
relate and further specify the system architecture associated with the two applicable use case
groups. SysML provides a standardized visual vocabulary for describing system architectures
using a set of interconnected object-oriented diagrams [24]. SysML is useful for ensuring
traceability, consistency, and rigorous specification of system representations at all levels in the
system hierarchy [24]. A system-level block definition diagram and activity diagram were
developed to demonstrate traceability and conformance to the SCaN architecture. These
diagrams serve as the root of the gap-filling and event-driven access methods developed in this
research.

A system block definition diagram represents structural aspects of the system, including
its boundary, hierarchy and primary interfaces, using blocks that group related functions and
resources [24]. The structural model of a transient science space system is presented as a SysML

block definition diagram in Fig. 2.
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Fig. 2: Structural model of a transient science space system.

A transient science space system is comprised of one or more user segments which
interact collaboratively and dynamically through a network service provider segment on
timescales that may range from tens of seconds up to several hours. The user segment is further
decomposed into three elements supported by three actor classes. The observatory element
performs scientific measurements, processes and stores data and commands, and executes
spaceflight functions. The mission control element supports the management and control of the
technical aspects of observatory operations, including specialized components to create and
verify command loads for observatory flight software and to build network service access
requests. The mission operator actor uses the observatory and mission control elements to
perform user operations. The science operations element supports the management and control
of the scientific aspects of observatory operations, including scientific target priorities and
scientific data analysis. The mission scientist actor uses the science operations and mission

control elements to fulfill the mission’s scientific objectives. The science community publishes
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notifications of transient scientific events associated with the science operations of external
space or ground-based observatories to terrestrial Internet Protocol networks. When notified of
a transient scientific event from the science community, the mission scientist must decide
whether to preempt planned activities in order to conduct follow-up observations. The mission
scientist works closely with the mission operator to implement follow-up operations since new
observatory commands specifying the observation parameters must be built and unplanned
access to network services may be necessary to deliver the commands to the observatory within
the overall latency constraints of the observation scenario. The network service provider
segment is partitioned in conformance to the interfaces established in the SCaN Architecture
Definition Document. It is comprised of three elements and two actors. The abstract network
manager actor class represents several specialized roles, including mission commitment
managers and service scheduling planners, among others. For the purposes of this research, this
actor class is responsible for interacting with users about their network service delivery needs
occurring more than one week into the future. Network operators are responsible for the
operational monitoring and control functions of the network service provider, including
interactions with users for unplanned service access. The service management element ingests
service access requests from users. This information is used by network managers to develop
deconflicted and prioritized service schedules among all users during the schedule planning
phase. The service management interface is also used to provide service access request status
information to users. The network control element ingests valid network service tasks provided
by the service management element or manually by network operators, issues configuration

directives to network resources, and reports status to network operators. Finally, the service
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execution element performs the functions associated with establishing an end-to-end data
transport path between the user’s terrestrial and space-based element (i.e., the mission control
and observatory elements).

A system activity diagram represents behavioral aspects of the system by defining and
relating a set of activities and information involved in performing an operational workflow [16].
The activities are allocated to the structural elements defined in the system block definition
diagram, ensuring cohesion of the overall conceptual model [16]. The behavioral model for a
transient science space system conducting follow-up observations is presented as a SysML
activity diagram in Fig. 3. This representation places the contribution of network access
timeliness within the context of other system latency contributors within the transient science

follow-up observations operations concept.
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Fig. 3: Operations concept for follow-up observations of an externally identified transient
scientific source.
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The following preconditions apply to this operations concept: the user mission is
conducting nominal pre-planned operations and has been granted network service access
periods through the pre-determined network scheduling process. The activity flow is initiated by
detection of a transient scientific event by the external science community. The science
community identifies salient parameters characterizing the transient event, such as its celestial
location and time of detection, and publishes this data as a notification to subscribed space
mission users over terrestrial Internet Protocol networks. The transient notification is received
by the mission control element. The mission scientist must decide (or delegate to automation)
whether to preempt planned activities in order to conduct follow-up operations. This choice is
represented by the first decision node in the activity flow (labeled “Follow Up?”). If the mission
scientist elects to perform follow-up operations, then a new flight software command load
specifying the desired observatory operations must be built by the mission operator or generated
autonomously by the mission control element. Timely network service access is needed to send
the new command load to the observatory. As a result, the mission scientist must decide (or
delegate to automation) whether the next pre-scheduled service access period is sufficiently
soon to meet the overall latency objective for the follow-up observation, or if more timely access
is necessary. This choice is represented by the second decision node in the activity flow (labeled
“Request New Access?”). The two methods developed in this research are pertinent to this
second decision. As will be developed further in subsequent sections, the gap-filling method
achieves guaranteed timeliness outcomes by increasing the frequency of pre-scheduled service
periods during direct-to-earth network coverage gaps, while the event-driven method achieves

best-effort timeliness outcomes by reserving a new service period during real-time operations
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using novel rapid access procedures. The gap-filling method and event-driven method are
illustrated respectively by the blue and red activity flow branches. Since the gap-filling method is
implemented during the nominal schedule pre-planning phase, if the mission scientist decides
not to request new service access, then the new command load must wait to be sent until the
next pre-scheduled service access start time, as represented by the blue hourglass. If the mission
scientist decides to request new service access, then a sequence of activities to request, reserve
and provision services are performed by the system elements indicated in the diagram. Each of
these activities contribute to the expected wait time of the event-driven method, represented
by the red hourglass. Network services are executed at the service access start time, allowing the
new command load to be sent from the mission control element to the observatory element. The
observatory element then receives, processes and executes the commands. As a postcondition
to this operations concept, the observatory completes the follow-up operations specified by the
new command load.

It is important to note that the conceptual model of the transient science space system is
abstract. In a fully implemented transient science space system, use of either or both methods
may be suitable. Further specification of the transient science space system model is necessary
to assess the effectiveness and efficiency of the methods for their application in a defined

operational scenario.
Gap-Filling Network Access Method Definition and Development

At the present time, NASA’s network operations are planned two or more weeks in
advance of service execution. Mission users forecast their service needs, compute the set of

visibility periods between their orbiting spacecraft and compatible ground or relay
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communications networks, and formulate service requests in terms of a service configuration
code and access time on specific communications nodes. Service providers evaluate these
requests based on pre-established priority lists and negotiate conflicts among users. A de-
conflicted service schedule is disseminated to users approximately one week before the start of
the active execution period. The active schedule execution period is also referred to as the real-
time operations phase. The schedule defines a fixed batch of communications service periods
over seven days. Prior to the start of the active period, users and network actors build and load
command sequences to their respective elements that will execute the specified configurations
according to the schedule. Under nominal conditions, the user and network system elements
execute the schedule autonomously, with varying degrees of supervision by mission and network
operators.

Swift’'s concept of operations relies on obtaining access to services from two
complimentary communications networks. The Swift observatory has two onboard
communications subsystems, each tailored for its purpose and for ground or relay network
compatibility. Service access requests for the ground network and space relay network (i.e. SN)
are handled separately, with different user interfaces and service specification parameters.
Swift’s typical ground network schedule provides communications access roughly every 30 to 120
minutes, with larger service gaps of 4 to 8 hours also possible due to variations in orbit coverage
and resource blocking by higher-priority users. SN DAS resources are pre-allocated so as to be
continuously available as the observatory transits the SN’s Atlantic, Pacific and Indian Ocean
regional service areas. Timely on-demand access is achieved by configuring the Swift relay

communications subsystem with pointing and handover information for a reserved SN DAS
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resource. Although the Swift observatory is compatible with SN pre-scheduled S-band multiple-
access services, these capabilities are not routinely used. However, for spacecraft emergencies
and the highest-priority transient event notifications, SN service access is requested and
allocated manually.

Many transient events of scientific interest occur following a Poisson random arrival
process [15] [38] [3]. As a result, it is possible to statistically analyze the access timeliness
characteristics for fixed service schedules [39]. The access timeliness characteristics for a fixed
schedule can then be evaluated for suitability for a given time-sensitive operational scenario.
Three measures of effectiveness are identified and applied from the literature to characterize
access timeliness for fixed service schedules: the maximum gap duration, Gapmax, and its
likelihood of occurrence P[Gapwax], the expected (mean) gap duration, E[Gap] and the expected
user wait time to access services, E[Access] [20].

Consistent with the abstract concept of operations defined previously in Fig. 3, a time-
sensitive operational scenario is triggered by the random observation and notification of a
transient event by the science community. Transient notifications may follow the arrival rate
distribution characteristics of the scientific observable or some other distribution depending on
the details of a given operational scenario. The arrival rate distribution can be used to predict the
number of occurrences expected within a given fixed schedule (or any subset interval) [39]. This
information is useful in evaluating the feasibility and suitability of a given gap-filling method
implementation. Regardless of the transient notification arrival rate, the specific arrival time of a
given notification is completely random within a fixed schedule interval and is therefore equally

likely to occur at any moment in time within it [39].
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Continuous access to return communications services, such as with SN DAS, allows
notifications of transient events detected by space-based observatories to be disseminated on-
demand. However, when external (e.g., ground or other space-based) observatories generate a
transient notification, bi-directional communications for sending and verifying receipt of
commands to a space-based observatory must wait for the next pre-scheduled communications
event to occur?. The probability that a transient notification will arrive in an interval where there
is a service gap can be computed as the sum of gap durations (Gap,) divided by the duration of
the fixed schedule (Tf — Tp). The service gap of maximum duration, Gapwmay, is also the most
probable gap within which a transient notification should be expected to arrive (i.e., Gapmax is
the mode of the probability distribution of service gaps within a fixed schedule). The likelihood
that a transient notification will arrive within the maximum gap duration of a fixed schedule is

given by Eq. 1.

Gap
P[GapMax] = ( o

Tr —Tp) (1)

2 In principle, if a transient notification arrives during a service period, then the access wait time is zero. However, in
practice it may be difficult for current systems to process a transient event notification, generate new commands
that update or replace the planned command set for the service period, send the new commands to the observatory
and verify their receipt within the remaining duration (i.e., following the notification arrival) of a typical 8 to 10
minute ground network service period. As a result, a more sophisticated model than presented in this chapter could
be developed that would account for the response processing latencies (i.e., the sum of the factors identified above),
the probability of usable service periods given a notification arrival during a service period (i.e., those that contribute
zero access wait time), and the increased wait time that would result from unusable service periods. The magnitude
of the wait time contribution due to unusable service periods could be bounded by the sum of the response
processing time, the service period duration, and the duration of the subsequent service gap. However, the
probability of a transient notification arriving during a service period is typically much less than the probability of an
arrival during a gap (roughly 10% and 90%, respectively), and unusable service periods would occur at some fraction
of the small service period arrival probability. As a result, the overall impact of accounting for these complicating
factors on the total expected access wait time for the gap-filling method is small. Accordingly, the model presented
in this chapter provides a simplified but reasonable estimate of the expected access wait time.
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The expected service gap, E[Gap], is the mathematical mean of the distribution of discrete
gap durations, Gap;, present in a fixed service schedule interval (Ts— Tp). It measures the average
length of the service gap found if the gap durations are sampled randomly, as is the case with
transient notification arrivals. It is constructed as the sum of each gap duration multiplied by its

probability of occurrence within the fixed schedule interval, given by Eq. 2.
Ga
E[Gap] z Gap; P (2)
(T, —-T0)

Random transient notifications are equally likely to arrive at any moment within the
interval of the mean gap duration. For example, if a transient notification arrives at the first
instant of a service gap, the wait time to service access is approximately equal to the gap
duration. However, if the transient notification arrives at the last instant of a service gap, the wait
time is approximately zero. Over a large number of arrivals, the average wait time within the gap
interval approaches one half of the expected service gap duration, given by Eq. 3.3

ElGap] 3)

E[Accessgaprining] = 2

Fig. 4 provides a model and summary of the access timeliness measures of effectiveness
for fixed service access schedules, illustrated with a notional schedule and three random

transient notification arrival events.

3 A formal proof is presented in Tijms [19, pp. 15-17]
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Model of Network Service Access Timeliness after Transient
Notification for a Fixed Service Schedule
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Fig. 4: Model of network service access timeliness for a fixed service schedule.

For missions that only have access to a single ground network service provider, the access
timeliness measures of effectiveness are governed by the constraints imposed by coverage,
orbital geometry and the network loading from other users. However, missions that have access
to more than one network provider (including space relay networks or other ground networks
with complimentary coverage) may influence the access timeliness measures of effectiveness for
fixed schedules by requesting secondary network service periods to fill the largest and most
probable primary network service gaps during the nominal schedule pre-planning phase. In this
way, the gap-filling method relies on the frequency of fixed schedule service periods from all
provider networks to achieve desired access timeliness outcomes. The gap-filling method is
illustrated by the blue colored branch of the concept of operations defined previously in Fig. 3.

In the case of Swift, the SN could serve as such a secondary network provider. Since the combined
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primary and secondary network schedules are pre-determined, the gap-filling method can be
used to ensure access timeliness outcomes without the need for real-time manual intervention
to access services. The disadvantages include the expenditure of planning resources to reserve
secondary network service periods that may not be used (i.e., if a transient notification does not
arrive) and potential opportunity costs of the reserved secondary network resources for other
uses. Missions seeking to implement the gap-filling method should account for the transient
notification arrival rate as well as the temporal decay rate of the scientific value associated with
the transient observable in the time-sensitive operational scenario. These factors should be
compared to the feasibly achievable access timeliness outcomes of a gap-filling method
implementation, with a full accounting of costs and benefits among mission and network
stakeholders. For example, although a hypothetical long-term gap-filling method implementation
for a rarely occurring transient observable with fast-decaying scientific value may impose
prohibitive stakeholder costs, perhaps stakeholders might agree to implement a short-term
campaign in order to demonstrate or validate the potential value of a new multi-observatory
workflow or to gather new observable signatures for development and training of future onboard
algorithms. A notional representation of the gap-filling method concept of operations is provided

in Fig. 5 below.
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Concept for Gap-Filling Method using Fixed Ground Network
and Space Network Access Schedules
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Missions with access to multiple network providers can achieve guaranteed
expected access timeliness outcomes by requesting gap filling service events
during the nominal schedule planning phase

Fig. 5: Concept for achieving guaranteed expected access timeliness outcomes using SN as a
secondary provider.

Event-Driven Network Access Method Definition and Development

The event-driven network access method involves the activities indicated by the red
colored branch of the concept of operations defined previously in Fig. 3. There are several pre-
conditions that must be satisfied in order to implement an event-driven service access method.
First, it should be possible to close the free-space communications link for the greatest possible
duration over the observatory’s trajectory, as unavoidable service gaps occur when the link
cannot be closed. This is influenced by observatory and network factors such as transmit power,
receiver sensitivity, antenna gain patterns, error correction coding, visibility and separation
distance, among others. Second, since the service instances are unplanned, the observatory must
be in an “always listening” state to detect and acquire the initiation of services. To satisfy the first

two preconditions, the observatory requires precise timing and navigational-state awareness, a
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pre-defined set of possible service access nodes for antenna pointing and tracking, and the ability
to correct for trajectory induced doppler frequency effects. The Swift observatory satisfies these
preconditions for SN services. Next, network systems must be able to accept and disposition
service access requests during the active schedule execution period. Swift’s most time-sensitive
transient notifications require service access within a few minutes up to four hours. To meet
these demands, network systems must also have the ability to execute service periods within
minutes or hours following receipt of the access request. This requires sufficiently available
resource capacity or advanced traffic management capabilities. Over the summer of 2019, the
authors held a series of discussions with SN operators, conducted a thorough review of SN
documentation and performed a preliminary analysis of a resource availability dataset for the
TDRS multiple-access S-band services. Results from this work established that SN systems satisfy
the preconditions for an event-driven service access method. Additionally, the authors identified
latent, but little known or used SN capabilities that allow users to incorporate flexibility in the
specification of service requests, which can result in improved access wait times. The
contributors to service access wait time outcomes for the SN event-driven method are identified
and developed subsequently.

For nominal pre-planned operations, SN users build and submit batches of service access
requests during the fixed schedule planning phase using the SN’s service management interface
to the MOC. This allows users to request and reserve future service periods using a standard set
of messages and configuration parameters that are exchanged between the user MOC systems
and SN systems. Once granted, SN service periods are guaranteed in the weekly fixed schedule,

except in rare instances of unplanned outages or spacecraft emergencies.
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The SN event-driven service access method occurs within the active period of fixed SN
schedules and relies on the same service management interface used for fixed schedule service
planning. Users may build and submit service access request messages during the active period
provided they conform to a set of scheduling ground rules. One such rule specifies that the
minimum lead time between receipt of a service access request message and the start of the
service period shall be no less than 10 minutes for all SN service types. This lead time accounts
for the request processing and SN system configuration setup time. The largest wait time
contributor to the 10-minute service start lead time is the 6-minute worst-case inter-user
pointing time for the TDRS mechanically steered antenna used for SN single-access services.
However, the SN event-driven method uses multiple-access services, which rely on the TDRS
electronically steered phased array resources. The inter-user setup time for multiple-access
services is specified as 30 seconds. This suggests that the minimum service lead time may be
significantly reduced if, in the future, the SN systems could filter requests for multiple-access
services from requests for single-access services and apply differing processing constraints.

An important measure of effectiveness for time-sensitive operations is the minimum
service access wait time, Accessyin. The minimum service access wait time is achievable when
the requested SN resource is available and depends on the wait time contributions of the service
access request message build process (RequestBuild) and the specified minimum service start

lead time (MinimumLead). The minimum service access wait time is given by Eq. 4.

Accessyin = RequestBuild + MinimumlLead (4)
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Unlike the guaranteed access provided in fixed schedules, event-driven service access
requests are fulfilled using SN’s unreserved resource capacity on a first-come-first-served basis.
Event-driven service access is blocked by previously reserved time periods for user services and
SN maintenance and sustainment activities. As a result, it is important to characterize the
durations of blocking periods, Blockingi, for the event-driven method. SN publishes a registry of
available resources during the active period, known as the TDRS Unused Time (TUT) registry. The
TUT registry includes available and reserved time periods for each TDRS node and service type.
The set of blocking periods is measured directly from the TUT registry as the reserved intervals.
This allows calculation of the SN blocking likelihood, P[Blocking], and the expected duration of
blocking periods E[Blocking].

The blocking probability is computed as the sum of blocking period durations divided by

the fixed schedule analysis interval (Tf— To), described in Eq. 5.4

] < Blockmgl
P[Blocking] = E (5)
— (T, —Ty)

The expected blocking duration, E[Blocking], is the mathematical mean of the distribution
of blocking durations present over the analysis interval. It measures the average duration of the
blocking duration found if the blocking durations are sampled randomly, similar to the approach
employed in Eq. 2. It is constructed as the sum of each blocking duration, Blocking;, multiplied by

its probability of occurrence, P[Blocking], given by Eq. 6.

4 Note, the probability that a TDRS resource is available can be computed similarly, but because resources must
either be reserved or available, the probability of resource availability is also equal to one minus the blocking
probability.
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E[Blocking] = z Blocking; <—
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i

The magnitude of the expected blocking duration can be reduced by increasing the
number of simultaneous multiple-access forward service instances available in an SN service
region. This could be achieved by adding additional TDRS nodes in a region or by splitting the
forward array on second and third generation TDRS nodes into two independent beams.
However, this would require modification to the as-built SN systems.

The expected service access wait time if an SN resource is blocked, E[AccesSsiocking],
encompasses the two wait time contributors found in the minimum access wait time calculation
(Accesswmin, provided by Eq. (4) as well as the added wait time contributed by the expected
blocking duration. SN multiple-access resources must also be reconfigured between uses. As a
result, a final wait time contributor, (InterUserSetup), occurs following an SN blocking period. The
expected service access wait time, E[Accessaiocking], if blocking occurs is provided in Eq. 7.

E[Blocking]

> + InterUserSetup (7)

E[AccessBlocking] = AccesSyin +

Finally, the total expected service access wait time for the SN event driven method can
be calculated as a probability weighted sum of the access wait time outcomes for when a
resource is available (Accesswmin) or blocked (E[Accesssiocking]), provided by Eq. 4 and Eq. 7
respectively. The total expected service access wait time for the event-driven method,

E[Accesseventpriven], is given by Eq. 8.

E[AccesSgyentpriven) = P[Blocking] * E[AccessBlocking] + (1 — P[Blocking]) » Accessyin  (8)
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The measures of effectiveness for the event-driven method can be used by mission and
network planners to assess the feasibility and value of time-sensitive mission operations
concepts. First, the minimum access wait time is useful as a screening mechanism to filter out
time-sensitive concepts which require more timely service access than is achievable with SN
systems or to identify the degree to which SN wait time contributors must be improved to make
a mission concept viable. The probability of blocking provides users with information about how
frequently the minimum and blocking access wait time outcomes will occur. The expected
duration of blocking periods is useful to users for the specification of flexible service start times.
As part of the Schedule Add Request message, SN allows users to indicate service start time
flexibility as a plus or minus time tolerance. Service start time flexibility reduces the likelihood
that a requested service instance will be blocked. The SN scheduling system will shift the
requested service start time according to the specified start time tolerances, ensuring users
achieve the minimum wait time by allocating a service instance immediately preceding or
following a blocking period. The expected duration of blocking period is also a useful metric for
network managers since its magnitude can be reduced by increasing the capacity of supportable
service instances within a given service region. The expected access wait time when blocking
occurs provides the average wait time outcome when resources are not available. This metric
can be used by mission planners to judge the expected value of a time-sensitive operations
concept when resources are not available. Finally, the total expected service access wait time for
the SN event-driven method provides a weighted average metric for the event-driven method.
Users conducting time-sensitive operations are likely to have non-linear timeliness preferences,

with their value of an outcome decaying as a function of time. As a result, users may more clearly
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judge the value of service access timeliness based on the component outcomes and probabilities
(i.e., wait times experienced if SN resources are available or blocked) rather than the more
abstract probability weighted average, which does not represent a realized operational outcome.

Fig. 6 provides a model of the SN event-driven method and a summary of the measures
of effectiveness that are most salient for user access wait time outcomes with the event-driven
method. It is comprised of a notional set of blocking periods and two event-driven service
instances illustrating access wait times when resources are available and when blocked.

Equations for the highlighted measures of effectiveness are also represented.

Model of Event-Driven Space Network Access Timeliness with
Resource Blocking Events
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Fig. 6: Model of network service access timeliness for an SN event-driven service access
method.
The event-driven access method allows users to request service access as needed,
reducing the operational planning and network utilization costs imposed by the gap-filling
method. However, service access is not guaranteed due to resource blocking by previously

reserved events. Missions seeking to implement the event-driven method should account for the
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transient notification arrival rate as well as the temporal decay rate of the scientific value
associated with the transient observable in the time-sensitive operational scenario. These factors
should be compared to the achievable access wait time outcomes provided by the SN event-
driven method, with a full accounting of costs and benefits among mission and network
stakeholders. Since the event-driven method involves claiming small windows of available
resource time for near-term use, it is suitable for long-term transient observation campaigns or
campaigns with rarely occurring transient observables. Such campaigns would likely impose
prohibitive network utilization costs if implemented using the gap-filling method. Applications
for the event-driven method may include demonstration or validation of a new multi-observatory
operations workflow or gathering new observable signatures for development and training of

future onboard observatory algorithms.

Experimental Design & Results

This section develops the service access method pathfinder experiments. It provides
details for a specific time-sensitive mission operational scenario, discusses the experimental
setup and application of the two service access methods in the context of this scenario, and

presents the experimental results.
Swift Operational Scenario Definition

A Swift follow-up observation operational scenario was chosen to demonstrate and
investigate the suitability of the two service access methods. This operational scenario is
consistent with and traceable to the abstract operations concept presented in Fig. 3 and provides

the additional details necessary to assess the effectiveness and efficiency of the methods.
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Detecting the electromagnetic counterparts associated with gravitational waves is a major new
scientific objective in astrophysics. Detectable gravitational-waves are observed with ground-
based observatories with an expected arrival rate of one per week [40]. Swift is capable of
observing the gamma-ray, X-ray and ultra-violet optical electromagnetic counterparts to
gravitational-waves. However, the Swift observatory cannot itself detect gravitational-waves or
identify which electromagnetic transient events are associated with them. The Swift observatory
continuously feeds instrument data into a working buffer where the data is processed to identify
and classify observed transient events. Electromagnetic events which satisfy an observable
threshold result in the creation of a transient notification, which is disseminated to the ground
through the SN DAS. In addition, the high-fidelity raw data associated with the observation is
transferred from the working buffer into persistent storage for downlink to the ground network
at the next pre-scheduled access time. Swift’s working data buffer is overwritten every 30
minutes. When a ground-based observatory detects a gravitational-wave, a transient notification
is created and sent to the Swift MOC via the GCN terrestrial network. If any electromagnetic
counterparts were coincidentally observed by the Swift observatory, but do not satisfy the
onboard observable threshold, this data is at risk of being overwritten in the working buffer and
lost. Therefore, whenever the Swift MOC receives a transient notification from a gravitational
wave observatory on the GCN indicating a gravitational wave detection, a follow-up command to
transfer data from the observatory’s working buffer to its persistent storage must be executed

by the observatory within 30 minutes of the gravitational wave detection event.
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Gap-Filling Network Access Method Experimental Design and Results

In August 2018, Swift and SN operators held a teleconference to plan a gap-filling method
pathfinder experiment. The primary objective of the pathfinder was to measure and assess the
benefits and costs to Swift and SN stakeholders to determine if the gap-filling method was truly
implementable in an operational environment. As a preliminary strategy, meeting participants
agreed that an SN service period would be requested approximately every 60 minutes during the
largest ground network coverage gaps, targeting an expected access wait time of 30 minutes.
The Swift operations team agreed to provide forecasted view periods between the Swift
observatory and TDRS nodes to the SN scheduling office no later than 12 days before the start of
the active period week. Swift operators requested a minimum service period duration of 10
minutes to ensure adequate time for signal acquisition and for the Swift flight and ground
systems to connect and synchronize. Swift accepted a “low” SN priority designation for the
adjudication of gap-filling service periods.

On 2018 Day-of-Year (DOY) 304 Swift operators submitted a batch of nine SN service
access requests during the largest anticipated ground network coverage gap for DOY 316. Swift
operators received confirmation of both ground network and SN fixed schedules by DOY 310. Six
SN service access requests were granted, resulting in an access request success rate of 66.7%.
The granted ground network schedule had a maximum gap duration of 4:03:34 (H:MM:SS),
beginning at 6:04:46 UTC and ending at 10:08:20 UTC. The next largest gap of 2:56:25 (H:MM:SS)
began at 10:21:08 UTC and lasted until 13:17:33 UTC. No attempt was made to reduce the third
largest gap of 2:42:58 (H:MM:SS), from 13:26:48 UTC to 16:09:46 UTC. No data were provided

for ground network contacts before or after DOY 316. As a result, analysis interval for the
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experiment is defined from the first and last known ground service periods, from 3:12:29 UTC to
19:32:48 UTC. With a gravitational wave arrival rate of one per week, Swift’s probability of
needing to conduct a gravitational wave follow-up operation within the experimental period was
9.6%.

Notably, Swift operators made duplicative requests for service periods beginning at
approximately 6:00:00 UTC and 10:30:00 UTC. This was done because of the uncertainty that
requested service periods would be granted. Swift’s true need was to have either a ground
network or SN service period to avoid a potential gap greater than eight hours beginning at
4:53:57 UTCto 13:17:33 UTC. The duplicative 6:00:00 service periods were both granted, yet only
the ground network service period was granted at approximately 10:30:00 UTC. A summary of

Swift’s requested and granted communications service periods for DOY 316 is provided in Fig. 7

below.
Swift Network Events for 2018 DOY 316
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Fig. 7: Summary of requested and granted gap-filling service periods for 2018 DOY 316.
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Table 5 provides a summary of the measures of effectiveness for the pathfinder
experiment considering three fixed schedule cases: ground network only, ground network and
the requested SN service periods, and ground network and the granted (actual) SN service
periods.

Table 5: Summary of Swift's access timeliness outcomes from the gap-filling experimental

pathfinder.
Max.lmum Gap Expected Expected Service
Duration, Gapwax, Gap Access Wait Time
Fixed Schedule Cases & Likelihood, Duration, E[Accesscapril ]'
P[GapMax] E[Gap] (H.Ml\;?;";l;lng
(H:MM:SS, %) (H:MM:SS) T
Ground Network Only 4:03:34, 25% 2:19:19 1:09:39
Ground + Space Network 2:42:58, 17% 0:59:56 0:29:58
(Requested)
Ground + Space Network 2:42:58, 17% 1:11:44 0:35:52
(Granted)

Although no gravitational wave notifications arrived during the experimental period,
augmenting the ground network schedule with pre-planned SN service periods resulted in a 49%
reduction in expected service access wait time as compared to the ground network only case.
The expected access wait time for the granted service periods exceeded the 30-minute threshold
for Swift’s gravitational wave follow-up operational scenario. However, the timeliness threshold
would have been met if the SN had adequate capacity to grant all of the requested service
periods. In addition, the experimental results compare favorably to the minimum 20-minute
access wait time achievable with the state-of-the-practice manual intervention method.

The Swift operations team reported 1.0 additional hour of effort for the planning of the
nine SN service access requests. The achieved reduction in access time satisfies many of Swift’s

other time-sensitive operational scenarios which require responses in less than four hours.
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Importantly, the timeliness improvements were achieved without the need for real-time
operator intervention.
Event-Driven Network Access Method Experimental Design and Results

The authors installed an instance of the Space Network’s service management element,
known as the Space Network Access System (SNAS), at the Goddard Space Flight Center’s
Communications Standards and Technology Laboratory (CSTL) in October 2019. The CSTL SNAS
software client was configured to replicate the Swift MOC SNAS instance and connected via
terrestrial mission network to the SN’s Alternate Network Control Center (ANCC) in White Sands,
New Mexico. The ANCC is the high-fidelity engineering test instance of the SN’s network control
element. Together these systems comprise the experimental setup for the event-driven service
access method.

The first step for users of the event-driven method to access SN services is to build an SN
service access request (RequestBuild). The specific message type for SN users to request service
access is known as a Schedule Add Request (SAR). Users have three options, with varying degrees
of autonomy, for building and submitting SAR messages. The most basic option to create a SAR
involves parameter specification via text fields and pull-down menus through the SNAS graphical
interface. According to SN scheduling ground rules, the specified service period start time
parameter must be no sooner than 10 minutes following receipt of the SAR by the SN network
control element. To build a request resulting in the minimum achievable service access wait time,
users must compute a time offset following receipt of the transient notification that includes the

request build time and the minimum lead time to service period start.
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An experimental service access request build procedure which results in a SAR message
specifying the minimum allowable wait time (Accesswvin) was documented for the SNAS graphical
interface. The authors executed the procedure several times to benchmark SAR build times. Valid
and fully specified SAR messages were consistently built in the SNAS user interface within 40
seconds without haste. The procedure was provided to Swift mission operators in December
2019. SNAS also allows users to simplify scheduling of repeated service instances that have the
same structure by defining “prototype” SAR messages. Prototype SAR messages reduce the build
time and potential for user input error by allowing users to save the configuration of parameters
that do not change. All parameters specifying a service instance with the minimum service access
wait time, except for the service start time offset, can be saved as a prototype SAR message. As
a result, use of the prototype SAR message can reduce SAR build times to approximately 15
seconds. Finally, SN users may implement an External Processing System to extend and automate
the service management capabilities of SNAS. Accordingly, computation of the minimum service
start time offset and complete specification of an event-driven SAR message can be fully
automated. A summary of the SAR build times (RequestBuild) for each build option is presented
in Table 6 below.

Table 6: Summary of SN service access request build options and associated build times.

Build Time,
Schedule Add Request (SAR) Message Build uild |m<? .
Options RequestBuild Basis
P (H:MM:SS)

SNAS Graphical User Interface 0:00:40 Demonstration
Prototype Schedule Add Request 0:00:15 Demonstration
External Processing System (Fully 0:00:05 Estimate

Automated)
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The authors conducted verification testing of the documented scheduling ground rules
that contribute to access wait time using the CSTL SNAS instance and the ANCC. Limited test
results indicated that the documented 10-minute minimum lead time (MinimumLead) can be
reduced to six minutes plus a variable SAR processing delay ranging from 2 to 23 seconds.
However, this reduced minimum lead time has not yet been validated on the operational SN
network control element. Accordingly, the baseline scheduling ground rule of a 10-minute
minimum lead time is presented for the results in this chapter. The documented multiple-access
service scheduling ground rule for inter-user setup time (InterUserSetup) of 30 seconds was
experimentally verified.

The authors performed an analysis of over 60 days of operational TDRS Unused Time
reports for three TDRS nodes, comprising more than 3,700 blocking periods, to estimate the
probabilistic factors that influence access wait time for the event-driven method®. Each TDRS
node selected for this analysis is stationed in a unique service region to ensure global coverage.
These nodes constitute the most suitable subset of the larger TDRS constellation for transient
science applications and are currently used by Swift. Each TDRS node has the capacity to support
several simultaneous service instances for multiple-access return services. In the dataset

analyzed, the TDRS nodes always had unscheduled capacity for least one multiple-access return

5 An analysis of the available period distribution was also performed to ensure that when a resource is (or becomes)
available, it is available for the required duration of the requested service period. Swift currently schedules a four
minute service period to send and verify receipt of follow-up commands. The probability of an available period being
equal to or greater than four minutes was found to be 98.7%. The results reported in this chapter ignore the small
effects of the percentage of available periods that are not long enough to satisfy the minimum user service period
duration. Note, because the service period duration is a user-specified parameter in the SAR, SN systems will never
allocate available periods that are too small to complete the user’s operation. As a result, available but unusable
periods manifest as slightly longer (i.e., by the duration of the available but unusable period) blocking periods than
would be manifest in the TDRS Unused Time dataset. Improving user flight and ground software synchronization
times and user radio signal acquisition performance would minimize the likelihood and impact of this occurrence.
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service instance. Blocking occurred for multiple-access forward services only, as each TDRS node
can presently support a single service instance of this type at a time. As a result, blind
commanding or using the continuously available DAS for verification that the sent command was
received does not provide any improvement in service access wait time. The probabilistic factors
associated with SN blocking periods were derived from the TDRS Unused Time dataset and are
as follows: the mean constellation probability of blocking (P[Blocking]), the expected duration of
a blocking period (E[Blocking]), and the expected wait time contribution due to blocking periods
(E[Blocking]/2).

The analysis of TDRS blocking periods revealed the presence of a number of long duration
blocking periods greater than 100 minutes. These long duration blocking periods are associated
with SN operational scenarios that do not involve LEO user services, such as SN maintenance and
sustainment, pre-launch user compatibility testing and high-altitude balloon campaigns. TDRS
nodes have substantial coverage overlap allowing SN planners to minimize the impact of long
duration blocking periods on the overall SN service availability. Additionally, LEO missions such
as Swift will transit the coverage area of all TDRS nodes in the constellation over the course of
each orbit, providing at least three opportunities to obtain service access approximately every 90
minutes. As a result of these factors, the long duration blocking periods increase the expected
(mean) access wait time contribution due to blocking periods beyond what is likely to be
experienced by LEO users. The median blocking period and associated access wait time
contributions were calculated to quantify the degree to which the mean access timeliness metrics
are impacted by the long duration blocking periods. The median wait time due to blocking was

found to be 28 seconds less than the mean wait time. A summary of the probabilistic factors
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associated with SN blocking periods, including factors calculated with the median blocking
duration, are provided in Table 7 below.

Table 7: Summary of probabilistic factors associated with SN blocking periods.

Expected Exr?ecfed _ Median Wait Probability of  Probability of
Duration Wait Time Meqlan Time Added SN Resc?urce SN R.eso.u.rce
of Blocking Added D.ue to Duratlc?n of Due to B|0Cklflg Avalla.blllty
E[Blocking] Blocking Blocking Blocking P[Blocking] P[Available]
(H:MM:SS) E[Blocking]/2  (H:MM:SS) (H:MM:SS) (Mean, 3-node (Mean, 3-node
(H:MM:SS) Constellation) Constellation)
0:05:55 0:02:58 0:05:00 0:02:30 16% 84%

If the SN resource is blocked, the wait time due to blocking is added to the additional wait
time contributors identified in Eq. (7). If the requested SN resource is available, the minimum
service access wait time is achievable, and comprised of the factors identified in Eq. (4). A
summary of the access wait time outcomes for the three SAR build options are provided in Table
8 below.

Table 8: Summary of SN event-driven method service access wait time outcomes for three SAR

build options.
Minimum Expected Access Wait
A Wai Ti If Blocki Median A Wai
Schedule Add Request cce.ss ait ime ocking efjlan ccess. ait
Build Obtion Time, Occurs, Time If Blocking
P Accesswin E[Accesssiocking] Occurs (H:MM:SS)
(H:MM:SS) (H:MM:SS)
SNAS Graphical User 0:10:40 0:14:08 0:13:40
Interface
Prototype Schedule Add 0:10:15 0:13:43 0:13:15
Request
External Processing System 0:10:05 0:13:33 0:13:05

(Fully Automated)

Finally, the total expected access wait time for the event-driven method is calculated as
a weighted average sum of the access wait time outcomes, accounting for the probability that

SN resources are either available or blocked when service access is requested, as described in Eq.
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8. The total expected access wait time results for the event-driven method are summarized in
Table 9 below.

Table 9: Total expected access wait time for mean and median blocking contributions and each
SAR build option.

Total Access Wait Time for the Total Access Wait Time
Event-Driven Method - Using for the Event Driven
hedule Add R . o . .
S¢ e‘;‘::d gdtioe:uest Expected Blocking Wait Time, Method - Using Median
P E[AccessStventpriven] Blocking Wait Time
(H:MM:SS) (H:MM:SS)
SNAS Graphical User 0:11:13 0:11:09
Interface
Prototype Schedule Add 0:10:48 0:10:44
Request
External Processing System 0:10:38 0:10:34

(Fully Automated)

Discussion of Results

The SN provides global communications coverage for LEO users, in contrast to the
intermittent coverage provided by direct-to-earth ground networks. Transient science missions
have relied on manual intervention by SN operators to obtain more timely service access than is
possible from fixed ground network service periods. The results of this research provide an
evaluation of two complimentary methods for improving service access timeliness outcomes
using SN. Table 10 summarizes and compares the state-of-the-practice, gap-filling and event-

driven service access methods.
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Table 10: Summary of SN timely service access methods.

State-of-the-
Practice

Gap-filling Method

Event-driven
Method

Method
Implementation

Implementation
Timeframe

Degree of

Automation

Dependability

Timeliness
Outcomes

Application
Suitability

Relies on manual
intervention by
user and network
operators

During real-time
operations

Manual-only

Best-effort due to
blocking, staffing
and other
constraints

At least 20 min.
following service
access request

Spacecraft
emergencies; not
suitable for
nominal transient
science operations

Relies on the frequency of
pre-determined service
periods from ground and SN
provider networks

During the nominal schedule
pre-planning phase

Partial or full automation

Guaranteed based on
mission priority

Depends on the magnitude
and number of fixed
schedule service gaps

Suitable for short-term use

to validate new observation
workflows or measurements;
suitable for long-term use to
mitigate timeliness impacts

of the longest ground gaps

Relies on novel SN
procedures to
quickly access

available services

During real-time
operations

Partial or full
automation

Best-effort due to
blocking and first-
come-first-served
scheduling policy

~10 min. wait time
achievable 84% of
the time; expected

wait time < 14 min. if

blocking occurs

Suitable for long-
term transient
observation
campaigns or for
rarely occurring
transient
observables

Traditional space communications service planning and operations processes introduce
systemic inefficiencies when users have emergent time-sensitive operational needs. These
inefficiencies are amplified in transient science applications, where multiple users must interact
and collaborate in dynamic workflows. The systemic inefficiencies can be attributed to the

inability of current processes to adequately accommodate random user traffic needs, the inability
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of users to specify goal-oriented service access parameters to achieve desired outcomes and the
lack of shared or coordinated service planning and information among provider networks.

The gap-filling method pathfinder experiment illustrates many of these inefficiencies.
Swift operators were required to plan and submit two separate batches of service access
requests to the ground network and SN for operations occurring 12 to 19 days in the future.
While Swift required the ground network service instances to perform nominal Swift operations,
the gap-filling SN service instances were scheduled to reduce the expected service access wait
time just in case an unplanned follow-up operation was needed. Each SN service access request
included parameters specifying a specific TDRS node at a specific time, setting up a binary
resource allocation choice for SN schedulers: either a higher-priority user requested the same
resource at the same time or it is available. User adoption of goal-oriented service access
requests incorporating flexibility in the specific service delivery node, service start time, or service
duration would reduce the impact of SN resource blocking and improve the expected wait time
for service access. The SN offers basic flexible scheduling capabilities, but these features are not
widely known or used at the present time. Widespread adoption of goal-oriented service access
requests would allow network service providers more discretion to efficiently allocate service
delivery tasks to network resources across partnered commercial or other federated service
providers. Future research is planned to understand the lack of user adoption of SN flexible
scheduling features, which may reveal a presently unknown barrier to the emergence of a robust
network provider ecosystem for LEO users. Finally, the two duplicative service access requests

submitted by Swift operators for overlapping ground and SN service periods illustrates user and
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network planning burden and resource allocation inefficiencies that could be addressed by
improved coordination of service planning information among provider networks.

Results from the event-driven pathfinder experiment demonstrate that the 10-minute SN
minimum lead time to service period start, as specified in SN documentation, dominates the
expected service access wait time contributions from all other sources. Testing performed on the
ANCC revealed that the minimum lead time factor is comprised of a fixed 6-minute component
and a variable, but small delay associated with SAR processing. As a result, it may be possible to
reduce the minimum lead time by up to 40% without modification to current SN systems. Future
work to operationally characterize the variable processing delay and to validate the fixed
component of the SN minimum lead time could result in improved access timeliness beyond the
results reported in this chapter. Furthermore, the fixed 6-minute component of the minimum
lead time appears to be set by the worst-case inter-user pointing time for the TDRS mechanically
steered antenna used for single-access services. The event-driven method relies on the
electronically steered multiple-access TDRS phased array resources, which have a specified and
experimentally verified inter-user setup time of 30 seconds. This suggests that the minimum
service lead time may be reduced by up to 95% if the SN systems could filter time-sensitive event-
driven multiple-access service requests from requests for the single-access services.

The access wait time outcomes of the event-driven method provide substantial
improvements in effectiveness and efficiency when compared to the reported 20-minute
minimum service access wait time achievable with the current manual intervention method. The
minimum event-driven access wait time outcome is a 47-50% improvement to the manual

intervention method depending on the SAR build option selected by the user. The largest
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expected service access wait time outcome of a little over 14 minutes, which occurs if blocking is
present and SARs are built using the graphical interface, is also an improvement over the manual
intervention method. Both event-driven method timeliness outcomes satisfy Swift’s gravitational
wave follow-up scenario threshold of 30 minutes. Additionally, the event-driven method reduces
or eliminates real-time operator burden, depending on the user selected SAR build option.
However, an increase in the number of transient science observatories conducting simultaneous
follow-up operations will increase the probability of resource blocking, leading to longer user
access wait time outcomes. Future work is needed to explore the relationship between the traffic
demands of larger-scale multi-observatory transient science workflow concepts and SN service
delivery capacity. A summary of the SN access wait time contributors identified by this research

and a roadmap for possible improvements is provided in Fig. 8.

Roadmap to Improve Access Wait Time Contributors
Reduce Largest Contributor First

Baseline SN Systems:
As-built / As-documented

Step 1:

Validate min. lead time
reduction test results on _
operational systems
Step 2:
Assess feasibility of lead time _

ground rule change for event-
driven access requests

SAR Build Time (Using an External Processing System)

M Inter-User Setup (SN Multiple-Access Services)

Step 3:
o fen e mmmm==e=efm= B Wait Time Added Due to Blocking (Mean)
Asse‘ss cost/benefit of SN 2 Future Work |
capacity enhancementsfor + ___________1 Minimum Service Start Lead Time (Ground Rule)
larger-scale follow up scenarios
0:00:00 0:02:00 0:04:00 0:06:00 0:08:00 0:10:00 0:12:00 0:14:00

Access Wait Time (H:MM:SS)

Fig. 8: Roadmap to improve SN access wait time contributors for the event-driven method.
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Conclusion

The two service access methods developed by this research can be used in complimentary
ways to mitigate the systemic inefficiencies of traditional service planning processes for time-
sensitive mission operations. Transient science missions can apply the results from this research
to automate the analysis of weekly ground network service gaps and identify the number and
timing of SN gap-filling service periods that would achieve the desired average service access wait
time. Then, the gap-filling batch of SN service access requests could automatically be built and
submitted using an External Processing System. This process results in a guaranteed expected
service access wait time outcome, which must be balanced with the additional loading imposed
on SN resources through negotiations among mission and network stakeholders. For operational
scenarios where the gap-filling method is infeasible, the event-driven method can be invoked
during the active period to provide users with best-effort access to services using the available
(unreserved) SN capacity. Test results indicate that the baseline SN systems can provide event-
driven service access in as little as six minutes, with the possibility of reducing access wait times
to under one minute if modifications to the processing priority of SN multiple-access service
access requests are made.

In summary, the results from this research indicate that the as-built SN systems have
adequate capabilities and capacity to support infusion of the gap-filling and event-driven
methods to current and future users with time-sensitive mission operational needs. These
methods are consistent with and traceable to NASA’s overarching network and mission
architecture. Process and technical options to substantially improve user service access

timeliness outcomes beyond the results reported in this chapter were identified. Future work is
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planned to better understand the impact to access timeliness outcomes caused by the dynamic
traffic loading associated with multiple interacting space-based observatories. In addition, future
opportunities to conduct pathfinder experiments incorporating commercial service providers are
envisioned to meet the increasing need for network services enabling distributed time-sensitive

space mission operations.
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Chapter 4

Chapter 4 addresses Research Question #2:
How can the publish-subscribe messaging design pattern be applied to space data networks

and its impact be evaluated for transient science space systems?

Introduction

The study of transient scientific phenomena using diverse ground and space-based
observatories presents new opportunities for scientific breakthroughs [1] [2]. Many of the most
relevant transient scientific events emerge randomly and require prompt observations to obtain
data of the highest scientific value [3] [4] [5]. The activities of multiple observatories may be
structured into purposefully designed transient science observation scenarios whose successful
execution depends on timely data flows across terrestrial and space communications networks
[6].

Multipoint messaging applications allow dissemination of data from one source to
multiple destinations in a communications network [18]. Communications network users register
their preferences about message topics and data contents using a publish-subscribe relational
model [18]. Space-based observatories presently provide timely notifications of transient events
to ground-based mission operators using the continuously available space-to-ground data
transport services of the NASA Near Space Network’s Tracking and Data Relay Satellite (TDRS)
space relay communications network [32]. Notifications of transient event observations are

subsequently disseminated by multipoint data flows to the scientific community using transient
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science messaging applications such as the Gamma-ray burst Coordinates Network (GCN) over
terrestrial Internet Protocol (IP)-based communications networks [41] [17]. Some ground-based
observatories have implemented machine-to-machine interfaces to the GCN to automate timely
follow-up observations.

The TDRS space data network and the GCN transient science messaging application allow
space-based observatories to initiate multi-observatory transient science observation scenarios.
However, space-based observatories cannot presently be connected to transient science
messaging applications to perform timely follow-up observations due to limitations in ground-to-
space communications network infrastructure, protocols and autonomy [42] [43] [35] [44]. In
addition, current design and evaluation methods do not account for important considerations
raised by multi-observatory transient science observation scenarios, such as the impact of
correlated user demand for space data network services and the amplification of data traffic
induced by the scenario, among others. Science mission and network planners lack a systematic
framework to formulate and evaluate solution options for implementing multipoint space data
flows in transient science observation scenarios.

The three goals of this research are: (1) to define two functional reference architectures
for implementing timely multipoint ground-to-space data flows, (2) to provide a multipoint space
data flow design and evaluation method for transient science observation scenarios and (3) to
apply the functional reference architectures and multipoint space data flow design and

evaluation method in a notional transient science space system design study.
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Concept and System Model Development

Section 1 (this section) defines two functional reference architectures for implementing
timely multipoint ground-to-space data flows. The command pipeline and notification pipeline
provide mission and network planners with alternative solution templates for the design of
transient science observation scenarios involving multiple space-based observatories.

Concept Definition

A transient science space system is comprised of at least two observatories — with at least
one being space-based — whose operations are connected by time-sensitive data flows. Mission
and network planners purposefully design a transient science space system by creating a model
that defines one or more ways in which the functions and information flows among the system
elements can fulfill its scientific objectives [45]. Functional reference architectures encode a
particular allocation of system functions and information flows that can be used as a solution
template for common design problems [24]. Alternative functional reference architectures
facilitate design exploration and evaluation analyses because they have differing dependencies,
risks and other characteristics used by planners to judge the suitability of a design solution.

The command pipeline and notification pipeline functional reference architectures
provide two alternative approaches to achieve the timely dissemination of data from the ground
to multiple space-based observatories. The reference architectures describe a functional
interface to a terrestrial multipoint science messaging application within an end-to-end multi-
observatory transient science observation scenario. Each reference architecture can be
implemented to automate service management data flows, which allow users to signal their

timely data transport needs to the space data network, and service execution data flows, which
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transport user data from a ground-based source to space-based destinations. The command
pipeline and notification pipeline reference architectures are represented using the conventions
of Systems Modeling Language (SysML). Data flow coordination and sequencing control

considerations for each reference architecture are also discussed.
Command Pipeline Functional Reference Architecture

The command pipeline serves as a functional interface to the terrestrial transient science
messaging application. It is implemented at the mission operations centers of space-based
observatories involved in a transient science observation scenario. It is subscribed to messages
from the transient science messaging application and automates follow-up observation decisions
according to the users’ preferences. The command pipeline automates traditional mission
control functions, including requesting access to the space data network, building observatory
commands in accordance with mission security policies and sending the command data to the to
the space-based observatory at the reserved space data network access period.

End-to-End Operational View
An end-to-end operational view of the data flows for a transient science observation scenario
involving command pipelines at several space mission operations centers (MOCs) is provided in

Fig. 9.
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Fig. 9: Operational view of a transient science scenario using command pipelines to
implement follow-up observations.

The operational flow in Fig. 9 begins when a transient scientific event is detected by the
initial space-based observatory (Observatoryg) in the transient science observation scenario.
Information about the transient event from Observatoryg is sent to the ground via a timely space-
to-ground data transport service, such as the TDRS Demand Access Service, or at a pre-reserved
space data network access time. The space data network sends information from Observatoryo
to its mission operations center (MOCy) using an interface to an IP-based terrestrial network. At
MOGC, (or an associated science operations center), the information from Observatoryo is
processed into a data product. This data product will be distributed as a message to multiple
destinations according to pre-defined preferences from the scientific community and operators
of other observatories. Preferences could include the desired notification topics, message data
formats, and timeliness (e.g. as soon as possible, daily summary etc.). A science messaging
application applies these preferences and uses an IP-based network to implement multipoint
data flows to many ground and space-based observatory control centers simultaneously. To

achieve operational efficiency and timeliness, some ground-based observatories have
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implemented interfaces and control algorithms to allow the data product from the science
messaging application to initiate autonomous follow-up observations.

Continuing to follow Fig. 9, the command pipeline serves as the functional interface to
the science messaging application. Acommand pipeline implemented at each mission operations
center (MOC1, MOC,, MOC3s) performs planning and specification of the follow-up operations for
its associated observatory. Specifically, the command pipeline applies the decision rules and
constraints, builds or selects appropriate software commands encoding the desired follow-up
operations, and obtains timely access to the space data network link to send commands to its
space-based observatory. The space-based observatory can perform its specified follow-up
operations once it receives command data from the command pipeline implemented at its MOC.

An amplification of the demand for space data network services can occur when the
follow-up operations scenario involves multiple space-based observatories. The timeliness with
which a space data network can deliver commands to all observatories is a performance metric
useful for assessing the feasibility of multi-observatory transient science scenarios and in
evaluating the overall suitability of alternative design solutions.

In summary, the command pipeline serves as a functional interface to the science
messaging application within an end-to-end transient science observation scenario. A command
pipeline is implemented at each mission operations center involved in a transient science
observation scenario. It is responsible for the service management data flows associated with
obtaining timely access to space data network links and for building, securing and sending the

command data to the space data network at the reserved space data network access time. The
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command pipeline interface (red), ground-to-space service management (orange) and service
execution (blue) data flows are illustrated in Fig. 9.

The end-to-end operations represented in Fig. 9 are intended to serve as a template for
the composition of more complex transient science observation scenarios. For example,
Observatory: which serves as a data destination in the above scenario may become the data
source (Observatoryo) in a multi-tiered operations scenario. More complex scenarios may be
designed that apply sequencing rules among observatories or that involve conditionally
branching pathways that would be activated based on timely indicators in the science message
data stream. The design of such complex scenarios can expand upon the simple example
provided here.

System Structure

The structural model of a transient science space system developed in Chapter 3 and in
Roberts et al. has been extended to illustrate the relationship of the command pipeline within
the system hierarchy [46]. Specifically, the command pipeline is represented as a component of
the mission control element within the user segment of a transient science space system. The
science community external actor represents the source observatory and science messaging
application depicted in the end-to-end operational view in Fig. 9. The user segment represents
one or more users of the space data network. The network service provider segment represents
a single space data network for simplicity. However, NASA is increasingly investing in
technologies that would allow for interoperability with many emerging commercial space data

network service providers. Future work is planned to address the implications of commercial
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space relay and direct-to-Earth space data network service providers for transient science space

systems. The command pipeline is illustrated within the system hierarchy in Fig. 10.
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Fig. 10: Structural model of a command pipeline within the overall transient science
space system hierarchy.

Activity Flow and System Allocation

The command pipeline functional architecture automates mission control functions that
have traditionally been performed by manual procedures to improve the efficiency and
timeliness of follow-up observations of transient events. The command pipeline activity flow and

allocation within system structure are illustrated in Fig. 11.°

® The service management activity flows acknowledging receipt of a user’s service access request and confirming or
rejecting the requested access times are not shown for clarity.
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Fig. 11: Activity flow of a command pipeline allocated to elements in the system
structure.

As depicted in Fig. 11, the activity flow originates with the scientific community external
actor. The science community external actor represents the source observatory and science
messaging application depicted in the end-to-end operational view in Fig. 9. The scientific data is
received by the command pipeline component within the mission control element of the user

segment. The command pipeline implements a follow-up decision algorithm that evaluates the
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relative scientific priority, operational feasibility and engineering constraints associated with
follow-up observations of the transient source described in the data received from the science
messaging application. In the affirmative case, the activity flow splits into two parallel paths. One
path leads to the software build or selection of the appropriate commands specifying the
sequence of follow-up operations to be performed by the observatory. Generally, commands are
unique to each observatory and have low data volume, ranging from as little as a few bits up to
a few kilobits. Once the command is built or selected, it is stored until the service execution start
time of the space data link. The other path leads to a second decision node, which evaluates
whether a new service access request should be submitted to the space data network to improve
the timeliness of the command delivery to the observatory. In cases where the decision to
perform follow-up operations depends on the achievable timeliness that the command can be
delivered to the observatory, it may be necessary to incorporate feedback between the service
access and follow-up decision nodes. In cases where users have pre-scheduled space data
network access, the second decision node evaluates whether the wait time until the next pre-
scheduled service is acceptable. In these cases, it is not necessary to initiate a new space data
network service access request and the activity flow merges at completion of the command build
activity. If more timely access to space data network services is necessary, the command pipeline
initiates a service access request, which is sent to the network service provider’s service
management element.

When designing transient science observation scenarios with command pipelines, it is
important to consider how the intended cross-observatory coordination behaviors will be

implemented. This may involve the need for additional decision algorithms or activities across
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user-to-user or user-to-network service provider interfaces. For example, many space data
network services are reserved by other users weeks in advance for pre-scheduled operations. As
a result, timely service access may be subject to latencies induced by the blocking of specific
resources. To improve the probability of successfully reserving timely space data network
services, the service access request may include flexibility or goal-oriented parameters, such as
windows of acceptable service start times spanning multiple service providing resources. Space
data networks may also publish a registry of unused times, which can be ingested and used by
the command pipeline to inform the parameter specification for a new service access request
(e.g. only request access for available resources). For network service providers that employ a
first-come-first-served scheduling policy for unused resources, such as the TDRS space data
network, some coordination of the service access request specification parameters may be
needed across user command pipelines to ensure the appropriate priority and sequencing of
service access among the observatories in the scenario. This coordination is needed to avoid
service access priority inversions — a condition where a higher priority user is blocked by a lower
priority user simply because the lower priority user’s service access request was received first.
Network service providers with sophisticated scheduling capabilities could implement the
sequencing constraints and access priorities necessary to implement a multi-observatory
scenario.

Once the service access request is received by the network service provider, a series of
activities involving the reservation of resources, configuration of resources and transport of
space data are performed by the service management, network control and service execution

elements, respectively.
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At the service access start time, the command is sent from the command pipeline and
received by the observatory. The observatory subsequently processes the command and
executes the follow-up operations specified by the commands.

Summary

The command pipeline functional reference architecture maintains the traditional system
partitioning and functional allocation between the user and network service provider segments.
The command pipeline activity flow describes the automation of user mission control and
network service management functions to achieve improved operational efficiency and
timeliness. To implement a command pipeline, the network service provider’s service
management element must have the capability to accept short lead-time user service access
requests and have adequate capacity to execute services on timescales appropriate for the
transient science scenario. The TDRS space data network satisfies these preconditions [46]. The
network service provider’s scheduling capabilities should be considered for scenarios involving
multiple space-based observatories. Coordination among user command pipelines may be
necessary to implement any sequencing or access priorities required by the scenario when the

network service provider uses a first-come-first-served scheduling policy.

In collaboration with this research, the Swift mission implemented the first known
command pipeline in January 2020 [17]. As a result, Swift has increased its expected
detection rate of electromagnetic counterparts to ground-observed gravitational waves by

greater than 400%.
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Notification Pipeline Functional Reference Architecture

Traditional space mission analysis and design practices identify two classes of
communications data traffic: (1) mission data (i.e. data from the instrument payload) and (2)
engineering data (i.e. spacecraft tracking, telemetry and command data) [20]. This research
highlights multipoint event notification data as a third increasingly important class of space data
traffic. Notification data are messages comprised of mission, engineering, environmental and
other operational event status and state change information. Notification messages are
disseminated by multipoint data flows connecting users and network service provider nodes.
Notification messages are used to synchronize and orchestrate activities across space-based
observatories and with the space data network. The timeliness requirements for notification data
flows are driven by the higher-level synchronization and orchestration needs of a particular
application or operational scenario. Notification data are implemented as standardized messages
to mitigate the potential demand amplification and traffic amplification impacts of multipoint
data flows. The asynchronous messaging standard published by the Consultative Committee on
Space Data Standards (CCSDS) has been identified in the literature as one suitable approach to
implement standard notification messages for space systems [47]. The security architecture for
users of notification data is consistent with the science and multi-organizational spacecraft
mission profiles described in the CCSDS Security Architecture for Space Data Systems Magenta
Book [48]. A more detailed discussion of information security functions and implementation
considerations applicable to notification pipelines can be found in Sanchez Net et. al. [49].

Although the notification pipeline reference architecture is suitable for a wide variety of
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applications, this section focuses on its application to multi-observatory transient science
observation scenarios.

The notification pipeline serves as a functional interface to the terrestrial transient
science messaging application and provides a subscription-based content delivery service to
space-based observatories. It is implemented by the space data network service provider as an
extension to traditional network service management functions. The notification pipeline is
subscribed to messages from the transient science messaging application. It applies pre-defined
user preferences about information received from the terrestrial science messaging application
and orchestrates multipoint space data flows transporting the notification message to space-
based observatories. The notification pipeline converts and applies space data standards and
protocols to data received from the terrestrial science messaging application to mitigate the
impacts of correlated service demand and traffic amplification in multi-observatory transient
science scenarios. The notification pipeline reference architecture requires reallocation of some
functions traditionally performed by the user mission control element to the observatory. In
particular, the observatory must have sufficient autonomy to respond with appropriate follow-
up observation behaviors based on the receipt of standardized common notification messages,
in contrast to the unique observatory-specific commands used in command pipelines.” As
compared to the command pipeline reference architecture, the notification pipeline may simplify

user access, improve data timeliness and offer better scalability to large numbers of subscribed

’Observatory autonomy is also needed for information security, fault-detection, and other supporting functions to
enable appropriate follow-up observation behaviors.
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observatories depending on the design details of the multipoint data flows and the capabilities
of the space data network.
End-to-End Operational View

An end-to-end operational view of a multi-observatory transient science observation

scenario involving a notification pipeline is provided in Fig. 12.
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Fig. 12: Operational view of a transient science scenario using a notification pipeline to
implement follow-up observations.

Within the end-to-end transient science observation scenario depicted in Fig. 12, the
notification pipeline serves as a functional interface between the science messaging application
and the space data network. Users of the notification pipeline (MOCi1, MOC,, MOCs) pre-register
their service management preferences with the space data network. These preferences could
include subscription attributes such as the desired topics or source observatories, observable
thresholds indicated in the science message data stream, and delivery timeliness or sequencing

requirements among multiple space-based observatories. This information is used by notification
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pipeline algorithms to reserve and execute space data network services in accordance with the
users’ preferences and the multi-observatory transient science observation scenario objectives.

Compared to the multipoint data flows of command pipelines, notification pipelines are
intended to diminish the impacts of correlated service demand and traffic amplification by
disseminating common standardized data products for use by multiple space-based
observatories. Although the data volume of common standardized notification messages may be
comparable to that of a unique command, the notification pipeline functional architecture does
not preclude the dissemination of high-fidelity science data products directly among
collaborating space-based observatories. However, such scenarios would demand greater
degrees of available network bandwidth and observatory onboard processing. The usage of
command pipelines or notification pipelines in multi-observatory transient science observation
scenarios has an influence on several system suitability metrics that will be discussed and
guantitatively explored in subsequent sections of this chapter. To enforce common data
standards across multiple space-based observatories, the notification pipeline performs any
necessary processing to convert the terrestrial science messaging application data products into
the appropriate space data standards and protocols before disseminating the notifications to the
subscribed observatories. More details about candidate space data standards and protocol stack
recommendations for implementation of a notification pipeline can be found in references [47]
and [50].
System Structure

The structural model of a transient science space system developed in Roberts et al. has

been extended to illustrate the relationship of the notification pipeline within the system
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hierarchy [46]. Specifically, the notification pipeline is represented as a component of the service
management element within the network service provider segment of a transient science space
system. The science community external actor represents the source observatory and science
messaging application depicted in the end-to-end operational view in Fig. 12. The user segment
represents one or more users of the space data network subscribed to a notification pipeline. As
with the command pipeline, a single network service provider is considered for simplicity. The

notification pipeline is illustrated within the system hierarchy in Fig. 13.
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Fig. 13: Structural model of a notification pipeline within the overall transient science
space system hierarchy.
Activity Flow and System Allocation
The notification pipeline functional architecture enables space-based observatories to
perform timely and automated follow-up observations by interfacing terrestrial transient science

messaging applications with space data networks. The notification pipeline activity flow and

allocation within the system structure are illustrated in Fig. 14.
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Fig. 14: Activity flow of a notification pipeline allocated to elements within the system
structure.
As depicted in Fig. 14, the activity flow originates with the scientific community external
actor. The science community external actor represents the source observatory and science
messaging application depicted in the end-to-end operational view in Fig. 12. The scientific data

is received by the notification pipeline component within the service management element of
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the network service provider segment. The notification pipeline processes and converts the
terrestrial science message application data to comply with space data messaging application
standards and protocols. The notification pipeline implements a decision algorithm to assess
whether the scientific data message received form the terrestrial science messaging application
satisfies the pre-determined user preferences and constraints for autonomous dissemination to
one or more space-based observatories. If so, the notification pipeline requests space data
network service access as a proxy for each subscribed users’ mission control element. The
notification pipeline may also implement the scheduling capabilities necessary to achieve any
sequencing order or access priorities among the subscribed space-based observatories involved
in a complex multi-observatory transient science observation scenario.

The service access requests generated by the notification pipeline for each subscribed
user are submitted to the traditional service management functions of the network service
provider. A series of activities follows involving the reservation of services, configuration of
resources, and data transport functions, performed by the traditional service management,
network control and service execution elements, respectively.

At the service access start time, the common notification data is sent from the notification
pipeline and received by one or more space-based observatories. Each observatory subsequently
processes the standardized space notification message data and evaluates whether and how to
perform follow-up operations to carry out its role in the transient science observation scenario.

If so, the observatory executes the appropriate follow-up operations.
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Summary

The notification pipeline functional architecture enables space-based observatories to
perform timely and automated follow-up observations by interfacing terrestrial transient science
messaging applications with space data networks. It requires changes to the traditional system
partitioning and functional allocation between the user and network service provider segments.
The notification pipeline expands traditional network service management functions by applying
pre-specified user preferences about the dissemination of terrestrial messaging application
content, converting terrestrial messaging data to appropriate space messaging and security data
standards and protocols and reserving access to space data links for the transport of notification
messages on behalf of the user. In addition, space-based observatories must have sufficient
autonomy to respond with appropriate follow-up observation behaviors based on the receipt of
standardized notification messages, in contrast to the unique observatory-specific commands
used in command pipelines. As compared to the command pipeline reference architecture, the
notification pipeline may simplify user access, improve data timeliness and offer better scalability
to large numbers of subscribed observatories, especially if the multipoint data flows are
implemented by physical space broadcast links. The TDRS space data network has experimentally

demonstrated a suitable implementation of a physical space broadcast link [36].
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Presently, there are no instances of multipoint space messaging notification pipelines
in operation. However, the notification pipeline functional reference architecture is
compatible with TDRS and other space data networks, provided they have the capability to
accept short lead-time user service access requests and have adequate capacity to execute
services on timescales appropriate for the user’s operational scenario. Furthermore, the Swift
observatory is presently able to perform similar onboard autonomy tasks called for by the
notification pipeline functional reference architecture. Specifically, Swift’s follow-up decision
algorithm can evaluate the relative priority of interrupting its pre-planned observations with
the narrow field-of-view X-ray and optical instruments when its wide field-of-view Gamma-
ray burst instrument detects a transient source. Within several seconds of detection, the Swift
observatory may slew to the celestial coordinates of the detected Gamma-ray burst and begin
unplanned observations at the X-ray and optical wavelengths. In principle, it should not
matter to the Swift follow-up decision algorithm whether the Gamma-ray burst was detected
by an instrument co-manifested on the same spacecraft bus or whether the notification
comes from another observatory. In short, there are mature technical and operational

foundations in place for the implementation of notification pipelines.

Multipoint Space Data Flow Design and Evaluation Method Development

Command and notification pipelines provide a means to use space data networks to
achieve the automated multipoint data flow patterns found in terrestrial science messaging
applications. However, quantifying the effects of command and notification pipelines in transient

science systems pose several new challenges to current space mission design and analysis
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practices. For example, coordinated user behaviors in a transient science observation scenario
impact both the demand for access and traffic loading of space data networks. Transient science
observation scenarios may impose requirements for access precedence and data delivery
sequencing among users that are beyond the capabilities of current space data network
scheduling capabilities. Finally, utilization of space data network services is impacted by the
frequency with which the transient science observation scenario is executed. Section 2 (this
section) provides a mathematical framework and transient science observation scenario

modeling guidelines to address each of these challenges.

Theoretical Framework

Queueing theory is concerned with the mathematical study of the delays of waiting in line
[39]. Queueing models have been applied to inform system design and analysis in diverse
engineering, manufacturing and logistics contexts. Queueing models provide a quantitative
framework for relating queue arrival processes and servicing processes to system timeliness,
capacity and throughput outcomes [39] [51]. As such, queueing theory provides a well-
established basis for modeling, analysis and evaluation of data flows in transient science space
systems.
Queue Arrival Process Modeling Guidelines

In defining the inputs to this process, we first consider the space data network service
request arrival processes within an end-to-end transient science observation scenario. Transient
scientific events occur randomly in space and time. An initial observation from a space or ground-
based observatory initiates the transport of science data products within terrestrial transient

science messaging application, as depicted in the command and notification pipeline operational
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views, Fig. 9 and Fig. 12 respectively. Space mission users may use command or notification
pipelines to initiate the necessary activities to execute space data flows to their observatories, as
described in Fig. 11 and Fig. 14 respectively. The queue arrival process for a transient science
scenario can therefore be characterized by two factors: the mean occurrence rate of a transient
scientific event and the number of associated space data flows it initiates. The number of
associated space data flows (i.e. the batch size) initiated by occurrence of the transient scientific
event depends on both the scenario design and the space network data flow implementation.

Transient scientific events commonly occur following a Poisson arrival process [38] [15].
The Poisson probability mass function and cumulative distribution function for a class of transient
scientific events (or, more precisely, the functions describing the probabilities of their detection)
can be used to estimate the frequency and number of expected occurrences that a transient
science observation scenario will be triggered over a time interval.

The number of space data flows initiated by the transient event can be deterministic or a
random variable depending on the scenario design. For example, three observatories could
always need space data network services when a gravitational wave event is detected yet have
differing thresholds for triggering space data flows in response to Gamma-ray burst detections.
In this case, the probability functions of the access request batch size should be specified in the
scenario design. For unspecified, emergent or ad hoc transient science scenarios, the statistical
characteristics of the batch size may be empirically derived and used to inform operational
network traffic load-balancing approaches.

A generalized framework for modeling a simple scenario involving a deterministic ground-

to-space multipoint data flow may be expanded to investigate more complex scenarios involving
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bi-directional sequences of multipoint data flows over time. In such a multi-tiered scenario, one
or more of the first-tier data destination observatories may publish new information about the
transient source, initiating a second-tier set of multipoint space data flows, and so on. The
probability of initiating a conditional branch in a multi-tiered scenario should be specified by an
additional random variable for each branch.

The probability functions for the occurrence process of a transient scientific event and its
associated demand for space data flows in a scenario serve as inputs to the queueing model’s
servicing processes. The relationships between the queue arrival processes and servicing
processes determine the system timeliness, capacity and throughput outcomes. Characterization
of a scenario’s queue arrival processes can be helpful to mission and network planners by
providing a basis for first-order scenario feasibility screening using established servicing

capabilities and constraints of candidate space data network solutions.

Queue Servicing Process Modeling Guidelines

Next, we consider the space data network access request servicing processes. The access
request servicing processes are strongly influenced by user and network service provider design
factors, design implementations and constraints. Accordingly, understanding the relationships
and design trades that influence servicing processes within a transient science space system can
be used to inform opportunities to conduct short-term transient science pathfinder scenarios
within the constraints of existing user and space data network implementations as well as to
identify longer-term mechanisms to enhance system capabilities.

User segment design factors that impact the servicing processes include ground and flight

software component synchronization delays, the data volume of the data product to be
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transported, whether data contents are unique to the observatory (i.e. from a command
pipeline) or common with other space-based observatories in the scenario (i.e. from a
notification pipeline) and the observatory orbit parameters, which describe its position and
velocity state vectors as a function of time. If users employ manual procedures to perform the
command pipeline activities, these delays should also be included into overall scenario latency
budgets.

Network service provider segment design factors that impact servicing processes include
the number and geographic coordinates or orbit parameters of the servicing nodes (i.e. direct-
to-Earth ground stations or space relays), pre-service and inter-service configuration setup and
teardown delays, discrete software, hardware or protocol-imposed data rate limits, and the
number of simultaneous space link service instances available per servicing node.

The interfaces between user and network segments also impact servicing processes.
Traditional space mission analysis and design practices focus much attention on the design of the
service execution interface. This includes user and network design choices for mutual
compatibility (e.g. spectrum band, frequencies, and space telecommunications standards), and
satisfaction of tracking and link closure criteria (e.g. pointing, range, velocity, doppler offsets,
signal transmit power and receiver sensitivities, data rates, link margin thresholds, acceptable bit
error rates, etc.). The ephemerides of user observatories in relation to network service provider
nodes can also influence delays due to light travel time and the traffic loading, as there may be
periods when multiple observatories are in view of only one servicing node. Important service
management interface design factors include the implementation and associated delays of the

automated processing activities allocated to command and notification pipelines (described
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respectively in Fig. 11 and Fig. 14), the space data network traffic loading and utilization patterns
for other users, and the scheduling priority among users internal and external to the scenario.
There are additional factors that affect the servicing processes related to the operational
assumptions and capabilities of the user and network service provider segments. For example,
users may require synchronous bi-directional data flows to assure delivery of commands or
notifications sent to the observatory or adopt a one-way commanding or notification approach.
Alternative security and data transport protocols could also impact the servicing processes. For
example, NASA’s current space data networks implement circuit-switched data flows through
bent-pipe space relays or directly with terrestrial ground stations. However, delay and disruption
tolerant networking (DTN) protocols will enable more advanced types of network control
functions and packet-switched data flows in space data networks, including multi-hop routing,
in-transit data storage and queueing, data multicasting, and packet-level traffic prioritization
capabilities. In addition, DTN protocols may allow for service management metadata to be
included within the user data stream. This would allow space data network service providers to
perform traffic management in a similar fashion to terrestrial IP networks and remove the need
for the “out-of-band” service management activities depicted in the command and notification
pipeline activity flows (Fig. 11 and Fig. 14 respectively). The impacts of alternative network
security and DTN protocols on the system servicing processes can be explored using software-in-
the-loop simulations within an orbit propagation and space communications link modeling

environment.
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System Suitability Metrics

System suitability metrics are quantifiable features of a system that can inform the
likelihood and degree of satisfaction of the system objectives. Suitability metrics for evaluating
space data network solutions for transient science space systems are provided in Table 11.

Table 11: Space data network suitability metrics for transient science space system
design studies.

Suitability
Metric System Suitability Metric Definition Notation
Category
Timeliness Service start wait time for the i observatory in the scenario SSWT;
Metrics Time to complete scenario instance data flows TTC
] Number of space data network service instances per scenario NS/
Capacity instance
Metrics e e .
Long-term space data network utilization imposed by the scenario NU
Scenario instance data volume throughput Dv
Throughput . . .
Metrics Effective scenario servicing data rate EDR
Long-term scenario data volume throughput LTDV

A hypothetical design study illustrating a transient science space system queueing model
implementation and use of the suitability metrics to evaluate alternative scenario and space data
network solutions will be presented in Section 3.

Multipoint Space Data Flow Design & Evaluation Method Definition

A transient science observation scenario is instantiated by time-sensitive data flows that
orchestrate space data network access and data transport activities involving one or more space-
based observatories. The suitability of alternative implementation solutions for achieving the
scenario objectives can be explored quantitatively through modeling and simulation of the

transient science space system’s queue arrival and servicing processes. System suitability metrics
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provide indicators for mission planners and scientists as to the overall scenario feasibility and
relative merits of alternative scenario data flow implementations. An iterative data flow design

method for transient science space system design studies is illustrated in Fig. 15.

Step 1: Step 2: Step 3:
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Scenario or Simulation Outcomes

Step 4:

Revise & Iterate

Fig. 15: Data flow design method for transient science space system design studies.

The iterative scenario data flow definition, analysis and evaluation method depicted in Fig.
15 can be further decomposed and implemented according to the steps below.
1. Specify the data flow characteristics of the scenario.
a. Specify data types involved in the scenario.
i. Multipoint Event Notification Data (e.g. common alerts, operating status or
other situational awareness information sent to one or more destination)
ii. Science Mission Data (e.g. instrument #1 data, instrument #2 data, etc.)
iii. Engineering Data (e.g. spacecraft commands, telemetry, etc.)
b. Specify source/destination data flow relationships among user elements, including
any sequencing requirements or conditional branches in the scenario.
i. Single source to single destination (One-to-One) e.g. a notification of a volcanic

eruption event sent to a single specified Earth science space user MOC or
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2.

observatory [7]. The data contents for One-to-One flows may be non-standard
since they are intended for a single destination.

Single source to multiple destinations (One-to-Many) e.g. a notification of
gravitational wave event multicast to subscribed astrophysics ground and
space-based observatories or other applications where data products may be
replicated and multicast or published for dissemination to a set of pre-
specified or subscribed users. The data contents for One-to-Many flows
provide opportunities for flexibility and efficiencies to network service
providers if they are standardized among the user destinations for a given
multi-cast data subject or topic area.

Single source to all destinations (One-to-All) e.g. a network advisory message
indicating a service outage, a solar energetic particle health and safety alert,
or other applications where data products may be replicated and broadcast to
all users. The data contents for One-to-All flows provide opportunities for
flexibility and efficiencies to network service providers if they are standardized

globally across all user destinations.

Specify the timeliness goals or threshold requirements for the data flows.

Specify the data volume of data products in the scenario data flows.

Specify the occurrence rate or probability distribution characteristics of the triggering
scientific event, as well as the probabilities for any conditional data flow branches in
the scenario.

Implement system queueing behavioral model or simulation.
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a. ldentify and characterize user-network service provider node topology factors (e.g.,
node coverage, loading, compatibility, range, and link closure satisfaction criteria)

b. Identify and characterize service management factors (e.g., service access request
and provisioning processes)

c. ldentify and characterize service execution factors (e.g., signal acquisition,
synchronization latencies, data rates).

d. Formulate and execute a quantitative model or simulation that predicts outcomes for
the system suitability metrics.

3. Evaluate outcomes for the system suitability metrics.

4. Revise and iterate scenario or data flow implementation alternatives.

Summary

Queueing theory provides a well-established mathematical framework for the design and
evaluation of transient science space systems. Many user and network service provider design
factors can impact the outcomes of the system suitability metrics. In some cases, simplifying
assumptions can be made to adequately model the queueing processes and determine the
feasibility of a scenario implementation by a candidate space data network solution. In other
cases, the relative influence of the myriad design factors on the outcomes of the system
suitability metrics can be more accurately and precisely determined using Design-of-Experiments

and Monte Carlo techniques.
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Transient Science Space System Design Study

A transient science space system is comprised of observatories whose operations are
connected by purposefully designed time-sensitive data flows. The objective of Section 3 (this
section) is to apply the command pipeline and notification pipeline functional reference
architectures developed in Section 1 and the multipoint space data flow design and evaluation
method developed in Section 2 to an example transient science space system design study. Four
multipoint space data flow implementations using NASA’s TDRS space relay data network are

examined in the context of a transient science observation scenario.
Scenario Definition

Three notional space-based astrophysical observatories are in the planning phase of
development and have engaged NASA’s Near Space Network planners to design and evaluate
space data flow implementations for their missions. Each space-based observatory is owned and
operated by different entities (e.g. by NASA itself, by a NASA international partner and by a NASA
academic partner) and will be controlled by separate operations centers. The observatories will
perform independent pre-specified survey observations of differing astrophysical sources during
nominal operations. Additionally, mission planners seek to understand the feasibility and design
options for a transient science observation scenario involving the three space-based
observatories. The data flows for nominal operations will not be analyzed in this example design
study for brevity.

The transient science observation scenario is initiated by ground-based detection of
gravitational-waves associated with the in-spiraling and merger of two neutron stars. The

objective of the scenario is to perform follow-up observations of electromagnetic emissions using
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the three space-based observatories as soon as possible following notification from the ground-
based observatories. Information about the neutron star merger transient event is disseminated
from the ground-based observatories to subscribed users in the science community via the
Gamma-ray Burst Coordinates Network (GCN) transient science messaging application.

Due to launch manifest and logistical considerations, the three space-based observatories
will be deployed from the International Space Station as a string-of-pearls constellation with the
following characteristics: a circular orbital plane at 400 kilometers altitude, 52 degrees inclination
with a 15 second separation time between the observatories (i.e., each observatory orbits with
the same longitude of the ascending node and maintains an orbital phasing offset in true anomaly
of approximately 2 degrees between each observatory).

An operational view of the end-to-end transient astrophysical processes, observables and
transient science observation scenario is illustrated below in Fig. 16.
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Fig. 16: Operational view of astrophysical processes and a transient science observation
scenario for neutron star merger events.
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Design Study Scope

The Near Space Network oversees NASA’s network planning and operations for missions
venturing out to two million kilometers from Earth. The Near Space Network is comprised of
commercial, international and NASA owned and operated direct-to-Earth ground stations as well
as the NASA owned TDRS space relay data network. User command and science data associated
with pre-planned nominal mission operations are well-suited for servicing by direct-to-Earth
ground stations and can be designed using traditional methods. However, transient science
observation scenarios pose several challenges for mission and network planners due to their
random occurrence, their need for timely follow-up observations and the resulting amplification
of demand and traffic for space data network services. The command and notification pipeline
reference architectures and the multipoint space data flow design and evaluation method
provide new tools for mission and network planners to address these challenges. The TDRS space
relay data network is amenable to the needs of some simple transient science observation
scenarios for observatories in low-Earth orbit because of its coverage, service management and
service execution capabilities. As a result, the scope of network solutions considered by the
design study will be limited to multipoint data flow implementations using the TDRS space data
network.
TDRS Coverage

TDRS provides global communications coverage for observatories in low-Earth orbit.
Global coverage is achieved by stationing at least three geosynchronous TDRS satellites (i.e. TDRS
nodes) in overlapping service coverage regions, known as the Atlantic Ocean Region, Pacific

Ocean Region and Indian Ocean Region. Geosynchronous satellites have circular orbits with
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altitudes of approximately 36,000 kilometers above the Earth’s equator and complete one orbit
approximately every 24 hours. Each TDRS node could communicate with a low-Earth orbit
satellite for approximately 60% of its orbital period with an irreducible light travel time delay of
approximately one quarter of one second.

NASA’s low-Earth orbiting space-based observatories commonly operate in nearly circular
orbits at altitudes ranging from 400 to 850 kilometers, and at inclinations from equatorial to polar
sun-synchronous, roughly 0 to 100 degrees. The orbital period of a low-Earth orbit satellite is
approximately one orbit every 90 minutes. As a result, low-Earth orbiting satellites will transit
one of the three TDRS service coverage regions in approximately 60 minutes. However, the
relative positions of low-Earth orbiting satellites will generally vary due to differences in orbital
altitude, inclination, orbit maintenance needs, maneuver timing, and perturbations due to the
oblateness of the Earth, atmospheric drag and solar radiation pressure among other factors. As
aresult, the number of low-Earth orbit satellites within a TDRS service coverage region (or in view
of a TDRS node) is a random variable whose characteristics can be empirically estimated for a
defined time period using powerful orbit propagation and communications link simulation tools
such as Systems Tool Kit.

TDRS Service Management & Service Execution Capabilities

The TDRS Demand Access System provides transient science observatories, such as Swift,
with timely access to space-to-ground (i.e., return) data transport services. Timely space-to-
ground data transport services for multiple simultaneous users are achieved using multiple-
access beamformed links and pre-allocated network resources. Specifically, TDRS nodes and

associated strings of ground signal processing and data handling equipment are allocated to
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continuously track and handover service responsibilities for the observatory as it transits the
coverage region of each TDRS node [32].2 Timely space-to-ground data transport services allow
space-based observatories to initiate multi-observatory transient science observation scenarios
through the GCN science messaging application.

The TDRS space data network does not presently provide users with continuous access to
ground-to-space (i.e., forward) data transport services. However, an experimental TDRS
broadcast link was demonstrated in 2016 and could provide multiple simultaneous users with
continuous ground-to-space data transport services [36]. The broadcast link could be
implemented using the forward link beamformers and antenna array on TDRS nodes.’
Alternatively, the as-built TDRS service management interface allows users to invoke event-
driven ground-to-space data transport services using traditional beamformed forward links.°
The latencies associated with event-driven ground-to-space data transport services have been
well characterized in Chapter 3 and in Roberts et. al. [46].

Design Study Point of Departure
The ultimate objective of the multipoint data flow design and evaluation method is to

facilitate stakeholder consensus on a network solution for the transient science observation

& The TDRS constellation is currently comprised of three third generation nodes, three second generation nodes and
four first generation nodes. Demand Access System services are available from first and third generation nodes only
due to implementation constraints in the second-generation nodes.

% Presently all 10 operational TDRS nodes can support one forward service instance using the beamformed antenna
array. Each second and third generation TDRS node could support up to two simultaneous forward service instances
with ground segment upgrades. As a result, Near Space Network planners have operational and engineering
development options available to implement a TDRS broadcast service without adverse impacts to pre-scheduled
users.

10 Beamformers direct the link to a space-based observatory and track it during a service execution period. TDRS link
design characteristics and service configuration parameters typically vary for different users. A TDRS broadcast link
has standardized signal characteristics and is directed to encompass the node’s coverage region at the expense of
signal power density and hence achievable data rate.
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scenario. As a point of departure, the design study will develop executable models to evaluate
the relative outcomes on the system suitability metrics for two implementations of the
multipoint data flows in the scenario: 1) a command pipeline and TDRS node servicing each
observatory sequentially using beamformed links and 2) a notification pipeline and TDRS node
servicing each observatory in parallel using a broadcast link. Evaluation of the point-of-departure
results may lead to revision and iteration of the scenario and data flow design factors until a
consensus network solution is achieved or the scenario is determined infeasible with the
considered network implementations.

Physical views of the command and notification pipeline data flow implementations for
the point-of-departure network implementations are provided by Fig. 17 and developed in the

following section.
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Fig. 17: Physical view of command pipeline (left) and notification pipeline (right)

multipoint data flows implemented by TDRS.

Multipoint Space Data Flow Design and Evaluation Method Application

The multipoint space data flow design and evaluation method defined in Section 2 is

applied to the defined transient science observation scenario within the scope of the design

study.
Step 1: Specify the data flow characteristics of the scenario.

The data flow characteristics of a scenario are specified in a five-part sequence, described

below.

Step 1a: Specify data types of the scenario.
This scenario may involve commands (engineering data types) or common messages

describing attributes of the transient source such as time of detection and celestial location
(notification data types). For simplicity, engineering telemetry from the space-based observatory

to the ground indicating receipt of the command or notification data onboard the space-based

observatory is not required.
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Step 1b: Specify source/destination data flow relationships among user mission elements, including
any sequencing requirements or conditional branches in the scenario.

Transient science event information received from the science messaging application
initiates an activity sequence to implement multipoint ground-to-space data flows. There are
three space-based observatories in this scenario. There are no data delivery order sequencing
requirements among the observatories nor are there conditional data flow branches in this
scenario. Command data originates from separate user command pipelines instantiated at user
mission control elements and ends at the respective user space-based observatories. Notification
data originates at the network notification pipeline and ends at the user space-based

observatories.

Step 1c: Specify the timeliness goals or threshold requirements for the data flows.
The command or notification data flows shall be delivered as soon as possible to the
space-based observatories and must be delivered no later than 10 minutes (600 seconds)

following initiation of service access processes for space data network services.

Step 1d: Specify the data product volumes in the scenario data flows.

Command data is unique to each space-based observatory and for this scenario has a data
volume of 800 bits per observatory command. Notification data is common to all space-based
observatories involved in the scenario and has a data volume of 800 bits per notification message
in this scenario. Information security, error-correction encoding, and other data transport

protocol overheads are assumed equivalent for command and notification data and are ignored.
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Step le: Specify the occurrence rate or probability distribution characteristics of the triggering

scientific event as well as the probabilities for any conditional data flow branches in the scenario.
It is estimated that a detectible neutron star merger event occurs following a memoryless

random occurrence process with a mean occurrence rate of 5 events per day. There are no

conditional data flow branches in this scenario.

Step 2: Implement system queueing behavioral model or simulation.

The queueing behavioral model and simulation is implemented by identifying and
mathematically relating the arrival and servicing factors described below. Communications
coverage simulations and empirical experiments with the as-built TDRS systems provide the basis
for estimating the queue arrival and servicing factors associated with the command and
notification pipeline implementations.

Step 2a: Identify and characterize user-network service provider node topology.

The user-network service provider node topology characteristics can contribute latency
in the data flow due to light travel time, gaps in coverage and gaps in satisfaction of the link
closure criteria between the observatories and TDRS nodes. In addition, node topology
characteristics support quantification of the impacts of the scenario’s correlated user service
demand. Specifically, scenario node topology simulations can provide the set of possible TDRS
node servicing opportunities for the observatory. When combined with other design factors that
affect data flow implementations, this information leads to the scenario’s queue arrival
distribution per TDRS node (or, stated alternatively, each TDRS node’s expected loading). This
distribution is characterized by the number of space-based observatories in the scenario to be

serviced by a TDRS node within a defined time period.
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The orbital elements of the user and network service provider nodes allow the relative
positions of the nodes to be determined over time. The space-based observatories are to be
launched from the International Space Station into a constellation consisting of a single circular
orbital plane at 400 kilometers altitude, 52 degrees inclination and are phase separated by 15
seconds. The TDRS nodes are in a circular geosynchronous orbit at roughly 36,000 kilometers
altitude, with small but varied inclinations, and are phase separated into three service coverage
regions around the Earth. As described previously, all satellites vary in their orbital altitude,
inclination and phasing parameters due to mission needs, natural perturbations and operational
decisions. The North American Defense Command publishes a public catalog of precise orbital
elements for satellites and other objects in space that are derived from regular observations. A
commercial aerospace modeling and simulation platform known as Systems Tool Kit (STK) was
used to ingest publicly available orbital elements for the TDRS constellation, propagate the orbits
of all satellites involved in the scenario over a defined time period, and compute the overall
coverage and individual TDRS node loading results. A single TDRS node from each service
coverage region was simulated. The orbits were propagated using Satellite Took Kit's J4
propagator algorithm which includes perturbations on the orbits over time because of the Earth’s
oblateness. A visualization of the ground track for TDRS nodes and observatories from the

simulation is provided in Fig. 18.
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Fig. 18: Visualization of the ground track for TDRS nodes and observatories from the STK
simulation.

Verification procedures were performed to investigate the sensitivity of results to the
simulation timestep and analysis period (i.e. the simulated duration of time over which coverage
and TDRS node loading statistics are calculated). After several iterations, a time step of 60
seconds over a simulated period of 35 days was found to give replicable results without losing
much fidelity as compared to smaller timesteps and longer simulated periods. For example, as
compared to a run with a timestep of 1 second and a simulation period of 180 days, the
maximum, minimum and median coverage statistics for a single TDRS node and user satellite did
not change, while the mean and standard deviation varied only slightly at 0.50% and 1.70%
respectively.

The simulation results verify global coverage of the user constellation with the specified
TDRS nodes. There is substantial overlap in coverage among the three TDRS nodes, with each
TDRS node covering approximately 60% of the observatories’ orbits. It is assumed that the TDRS
nodes operate at 100% availability, with no planned or unplanned outages due to maintenance

activities or reliability issues.!* Therefore, there is no latency in the scenario due to gaps in

1 In practice, availability approaching 100% is achieved through constellation-level load balancing and redundancies.
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coverage. The simulation results also verify the maximum total latency due to light travel time is
approximately one quarter of one second.?

A suitable user terminal, such as the Vulcan Wireless NSR-SDR-S/S, was selected for each
observatory to satisfy compatibility and link closure criteria for use of the services of the TDRS
constellation [52]. Adequate link margins ensure there is no latency induced by signal dropouts
during service execution.

The simulation results indicate that despite substantial coverage overlap by the three
TDRS nodes, there are substantial periods when the observatories are concentrated within the
coverage area of a single TDRS node due to their small orbital separation distance. As a result,
the queueing model can be simplified by analyzing the outcomes for when a single TDRS node
must service all three observatories in its coverage region without relying on the coverage
overlap from TDRS nodes in other regions. This simplification captures the correlated demand
and traffic amplification aspects of the scenario that are not presently analyzed by current space
data network planning methods. However, it will produce results that predict somewhat worse
outcomes than the more complicated case where coverage overlaps from more than one TDRS
node are considered.

Step 2b: Identify and characterize service management factors.

The network service provider service management activities differ in the command and

notification pipeline reference architectures. For command pipelines, notification from the

science messaging application about a transient scientific event initiates the creation of an access

12 Total light travel time is computed based on the range from the TDRS ground terminal to the TDRS servicing node
in geosynchronous orbit and from the TDRS servicing node to the space-based observatory.
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request within the operations center of each space-based observatory. This process results in a
batch of service access requests arriving to the space data network’s service management
interface. Notification pipelines provide a subscription-based transient science data content
delivery service to space-based observatories. They are implemented by the network service
provider as an extension to traditional space data network service management functions.
Notification pipelines interface directly with terrestrial science messaging applications. User
mission controllers pre-specify their space data network access preferences based on the
attributes of the transient event message received directly by the notification pipeline from the
science messaging application. The notification pipeline orchestrates space data network access
activities to deliver standardized space notification messages to observatories in accordance with

users’ preferences and scenario objectives.

Command Pipeline Implementation

A command pipeline automates the follow-up decision logic, observatory command-build
and TDRS service access request activities. It is assumed that the command pipeline instantiated
at each of the mission operations centers would have similar decision processing and command
build latencies, and that variations in the data transport time over terrestrial Internet Protocol
networks from the different control centers is negligible. A command pipeline automates the
build of service access requests to the TDRS service management and network control
subsystems using an External Processing System. The service access request build latency using
an External Processing System has been estimated as less than 5 seconds.

The three service access requests arrive simultaneously at the TDRS service management

interface and are queued for processing. To estimate the request processing time, a total of 30
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service access requests were submitted to the engineering test instance of the TDRS service
management and network control subsystems. The median processing time per request was 2
seconds with a standard deviation of 7 seconds.

The TDRS service management and network control subsystems implement a minimum
service start lead time following disposition of a service access request. Experimental results
demonstrated that services could be successfully scheduled with as little as 6 minutes of lead
time. Experimental results verified the minimum inter-user service lead time of 30 seconds. The
minimum service start lead time and minimum inter-user service lead time were also
experimentally verified to be fixed values imposed by TDRS network subsystems.

Event-driven access requests from command pipelines are fulfilled using unreserved
periods on TDRS nodes and allocated on a first-come-first-served basis. As a point of departure
for the design study, the probability of blocking due to pre-scheduled user service periods and
the associated latencies are ignored for simplicity. Data flow implementations that satisfy the
scenario timeliness requirements using simplified models should be re-analyzed with higher-
fidelity models before stakeholders select this implementation as the preferred network solution.
Scenarios that cannot be satisfied despite ignoring the impacts of blocking are likely infeasible
with this command pipeline implementation.

Notification Pipeline Implementation

A notification pipeline implemented through a continuous TDRS broadcast service does
not yet exist. However, an experimental TDRS broadcast link has been demonstrated and
provides a basis for estimating the performance attributes of the notification pipeline

implementation for this scenario [36].
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A broadcast service has a one source-to-all destinations data flow relationship. Because
the notification pipeline disseminates a common standard message to all space-based
observatories via a continuous transmission link, the service management and associated
network control functions are greatly simplified from the general notification pipeline reference
architecture activity flow shown in Fig. 14. The general notification pipeline reference
architecture could be applied in federated multi-network service provider topologies (i.e., where
the notification pipeline interfaces with more than one service management element) or to
disseminate notification messages to multiple space-based observatories within the same
beamwidth of a beamformed link if a continuous TDRS broadcast service is not implemented.

For the TDRS broadcast service implementation, the notification pipeline receives
messages from the terrestrial science messaging application, converts them to a standard space
data format, such as the Asynchronous Message Service (CCSDS 735.1-B-1), and disseminates
them to the TDRS ground terminal for broadcast to space-based observatories in accordance with
users’ pre-defined content delivery preferences. This process is fully automated and is estimated
to take less than one second.

Step 2c: Identify and characterize service execution factors.

The network service provider’s service execution activities are the same for the command
pipeline and notification pipeline reference architectures. However, differences that affect the
system suitability metric outcomes arise in the implementation of the scenario’s service

execution activities using beamformed links as compared to broadcast links.
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Command Pipeline Implementation

Command pipelines generate unique observatory commands for each user in a transient
science observation scenario. Space-based observatories typically have differing service
execution link parameters and configuration settings. As a result, three unique beamformed
links, each a TDRS network service instance, are required to implement the multipoint data flow
for this scenario. At the service execution start time, a signal is directed from the TDRS node to
the user observatory, implementing the final link in the data flow.!* At the maximum TDRS
forward data rate of 300,000 bits per second, the time required to transport the specified
command data volume to an observatory in this scenario is less than 0.003 seconds. However,
there are implementation specific latencies associated with the observatory’s acquisition of the
TDRS signal and synchronization of the user flight and ground systems. The latency to transport
the command data volume is much less than the combined acquisition and synchronization
latencies experienced during service execution. For example, a typical event-driven service
execution period for the Swift mission is two minutes to allow adequate margin for the
acquisition and synchronization processes, yet once the link has been established data transport
from the Swift control center to the observatory takes less than 1 second. The minimum
allowable TDRS service execution period was experimentally verified to be 60 seconds. For the
hypothetical design study, it is assumed that the user signal acquisition, software synchronization

and data transport processes can be completed within the fixed 60 second TDRS minimum

13 A command pipeline data flow originates at the user’s mission operations centers. The data flow passes over a
terrestrial Internet Protocol network to the TDRS terrestrial network gateway. From the TDRS gateway, the data
passes to a TDRS ground terminal and into space to the TDRS node where it is then forwarded from the TDRS node
to the observatory by the beamformed link.
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service duration. As a result, beamformed link service instances have a deterministic execution
duration of 60 seconds.

Execution of the first service instance occurs following the minimum service lead time
interval. Following completion of the first service instance, an inter-user lead time of 30 seconds
occurs prior to initiation of the second service instance. Similarly, following completion of the
second service instance, an inter-user lead time of 30 seconds occurs prior to initiation of the
third service instance. The scenario data flows are complete at the end of the third service
execution period.

Notification Pipeline Implementation

The notification pipeline in this study is implemented by a TDRS broadcast service that
disseminates common standard space messaging data to all observatories using a single
continuous service instance per TDRS node. The TDRS broadcast service is implemented by
directing the antenna array to radiate with a wide beamwidth toward the Earth. Use of the
broadcast service requires all observatories to implement subsystems that receive, identify,
process and respond to common notifications encoded in the broadcast signal. This eliminates
the latencies associated with the minimum service start lead time, signal acquisition and
synchronization time and the inter-user lead time associated with discrete beamformed link
implementations.

InJuly 2016, Heckler et al. demonstrated the feasibility of implementing a TDRS broadcast
service [36]. Using the TDRS-12 node, four elements of the TDRS forward antenna array were
placed in broadcast configuration. Signal power measurements were made at the ground and

onboard the International Space Station. These measurements validated the modeling and
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simulation performance predictions. A TDRS broadcast service user terminal design suitable for
the resource limitations of a small satellite platform was also identified. The experimental results
showed that a TDRS broadcast link can support data rates of 1024 bits per second with robust
margins.

As a point of departure for this study, the full bandwidth of the broadcast link is assumed
to be available for allocation to servicing the scenario’s data flow needs. Scenarios that cannot
be satisfied despite full allocation of the TDRS broadcast link bandwidth are likely infeasible with

this notification pipeline implementation and may require a direct user cross-link topology.

Step 2d: Formulate and execute a quantitative model or simulation that predicts outcomes for the
system suitability metrics.

The degree of fidelity and complexity of the quantitative model or simulation needed to
make valid and meaningful distinctions among implementation options in a design study depends
on many factors. Models or simulations for screening the feasibility of candidate solutions in the
conceptual development phase may simplify some details that would be important to include in
models used for making network service commitments. Careful application of quantitative
reasoning and engineering judgement are necessary to substantiate and justify modeling and
simulation implementation choices.

Step 1 and Step 2 of the multipoint data flow design and evaluation method identified
several factors that can impact the queue arrival and servicing processes for the scenario. These
factors are formulated into quantitative models for the point of departure data flow
implementations to predictively quantify the outcomes of the system suitability metrics

introduced in Table 11. The models developed subsequently are intended to illustrate a suitable
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level of fidelity for initial feasibility screening and relative comparison of the implementation
options for the transient science observation scenario. As a result, some factors judged to have
small impacts on the suitability metric outcomes or common to all implementations (e.g., light
travel time) are not modeled.
Command Pipeline Quantitative Model Implementation

A summary of the queue arrival and servicing design factors and their characteristics for
the command pipeline implementation identified in Steps 1 and 2 of the data flow design and
evaluation method are provided in Table 12 below.

Table 12: Summary of data flow design factors for the command pipeline
implementation.

. . Fixed or .
Factor Arrival/Service Step Value Basis
Random
Number of -
Space-Based Arrival 1b Fixed 3 SpeCI.erd b.y
. Scenario Design
Observatories
Occurrence
Rate.of Arrival le Random 5 per day Specn_fled b_y
Transient (mean) Scenario Design
Science Event
Data Volume Service 1d Fixed 800 bits Specn_fled b_y
Scenario Design
nght. Travel Service 2a Fixed < 1second Simulation
Time
Coverage Service 2a Fixed 0 seconds Simulation
Gaps
Link Dropouts Service 2a Fixed 0 seconds Documentation
Service
Access Service 2b Fixed 5 seconds Estimate
Request Build
Service
Access Service 2b Random 2 seccfnds Experimental
Request (median)
Processing
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Minimum

Service Start Service 2b Fixed 360 seconds  Experimental
Lead Time
Inter-
nter Qser Service 2b Fixed 30 seconds Experimental
Lead Time
. . ) Specified in
Blocking Service 2c Fixed 0 seconds .
Implementation
Data Rate Service 2C Fixed 300,000 bits Documentation
per second
Minimum
Servi
erV|c_e Service 2c Fixed 60 seconds Experimental
Execution
Period
Number of
Service
Instz.mces Service 2c Fixed 3 Specified b_y
Required to Implementation
Execute
Scenario

Quantitative models to predict outcomes for each of the system suitability metrics for the
scenario’s command pipeline data flow implementation are developed below. These models are
generally applicable when all observatories in a scenario using command pipelines must be

serviced by a single TDRS node with beamformed forward links.

Timeliness Modeling

There are two system suitability metrics for timeliness. The first, service start wait time
for the " observatory, SSWT;, measures the queue wait time for each user to begin its servicing
by the TDRS space data network. It is computed as the expected time interval from initiation of
the service access process until the service start time for the ' observatory in a scenario with N

total observatories.
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Three TDRS queue servicing factors contribute to the service start wait time: the minimum
service start lead time, Min_Lead, the minimum service execution time per user, Min_SE, and the
inter-user lead time, Inter_User.1,), which is a transitional configuration teardown and setup
period that occurs between users serviced sequentially by a TDRS node. The service start time
for each observatory in the scenario can be calculated by Eq. 9.

N
SSWT; = Min_Lead + Z(Min_SE(i_l) + Inter_User(i_l’i)) 9)

-1

The second timeliness metric is the time to complete the scenario service instance, TTC.
TTC measures the expected time interval following initiation of the service access process until
the final service execution period ends, completing the data flows in the scenario instance. The
time to complete the scenario service instance can be calculated by Eq. 10.

TTC = SSWTy + Min_SEy (10)

Capacity Modeling

There are two system suitability metrics for capacity. First is the number of space data
network service instances required per scenario instance, NSI. For the simple deterministic data
flows of this scenario, NSI, is specified in the implementation. It is equal to the total number of

space-based observatories in the scenario, N, provided in Eq. 11.

NSI =N (11)
Second, the long-term space data network utilization of a scenario, NU, measures the
expected time the network is busy servicing the scenario divided by the total network capacity

available for all users. The network utilization metric provides a basis for evaluating the impact
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of the long-term space data network loading that will be imposed on the network service provider
for a scenario implementation.

The expected time the space data network is busy servicing the scenario is the product of
the number of times the scenario is expected to occur multiplied by the expected servicing time
required to complete scenario instance. The number of scenario instances that are expected to
occur is based on the expected occurrence rate of the transient scientific event, Event_Rate. The
time to complete a scenario instance, TTC, is provided in Eq. 10. The TTC metric is inclusive of
the minimum service start lead time, Min_Lead. Since TDRS nodes are not busy servicing the
scenario during the minimum service lead time, the Min_Lead factor is subtracted from TTC to
obtain the network servicing time for the scenario instance.'*

The total network capacity is computed as the product of the number of individual TDRS
nodes providing services for the scenario, Num_Servicing_Nodes and their availability,
Node_Availability.r> The evaluation period is the duration of time over which outcomes for the
system suitability metrics are evaluated and is carefully chosen to adequately characterize the
long-term effects of randomness in the system behavior. The 35-day simulation period,
Simulation_Period, was found to adequately characterize TDRS node coverage and loading

variations using model verification procedures in Step 2a of the data flow design method. The

14 The TDRS service management interface imposes the minimum service start lead time, Min_Lead, constraint on
all new service access requests whether they are submitted weeks in advance through the nominal scheduling
process or generated from command pipelines in response to a transient scientific event. Users who have a pre-
reserved service access period on a TDRS node that overlaps with the minimum lead time of an event-driven access
request from a command pipeline are not in conflict, provided the pre-scheduled service access period ends prior to
the end of the minimum lead period of the event-driven access request. More precisely, to avoid a scheduling
conflict, the pre-scheduled service period must end, and the inter-user lead time must occur prior to the service
start time of the event-driven service period. Wait times due to blocking are not considered in this design study for
simplicity.

15 More precisely, the total network capacity is calculated on a servicing resource basis. Since presently each TDRS
node can provide only one beamformed forward service instance at a time, the number of servicing nodes is used.
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long-term mean occurrence rate of the transient scientific event, Event Rate, is specified in the
scenario. For more sophisticated analyses, the distribution characteristics of the scientific event
could be specified based on empirical scientific datasets or theoretical models and the effects of
the occurrence rate uncertainties could be analyzed using simulation and statistical methods.
Such methods would allow the estimation of confidence intervals for values of the affected
system suitability metrics.

The long-term network utilization of a scenario is provided by Eq. 12.

Event_Rate * (TTC — Min_Lead) .
Num_Servicing_Nodes * Availability * Simulation_Period (12)

UScenario =

Throughput Modeling

There are three system suitability metrics for throughput. First, the total data volume
transported by the space data network for a scenario instance, DV, is the sum of the command
data volume sent by each of the command pipelines to their respective observatories, DV;. The
command data volume and number of user command pipelines are deterministic as specified in

the scenario implementation and given by Eq. 13.

DV = ZDVi (13)

Next, the effective scenario servicing data rate, EDR, provides a basis for evaluating the
time efficiency of a scenario implementation. EDR is calculated as the ratio between the total
data volume delivered for a scenario instance, DV (Eg. 13), and the scenario time to complete,
TTC (Eq. 10). EDR is inclusive of queue servicing wait times in a scenario implementation that are

not typically captured in traditional network feasibility analyses. EDR is calculated by Eq. 14.
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DV
EDR = — (14)

Finally, the long-term scenario data volume throughput, LTDV, quantifies the total data
volume the space data network is expected to transport while a scenario is in operations. It is
computed as the total data volume delivered for a scenario instance, DV (Eq. 13), and the

occurrence rate of the transient scientific event, Event_Rate, provided in Eq. 15.

LTDV = DV * Event_Rate (15)
Notification Pipeline Quantitative Model Implementation

A summary of the queue arrival and servicing design factors and their characteristics for
the notification pipeline implementation identified in Steps 1 and 2 of the data flow design and
evaluation method are provided in Table 13 below.

Table 13: Summary of data flow design factors for the notification pipeline
implementation.

Fi
Factor Arrival/Service Step xed or Value Basis
Random
Number of
Specified b
Space-Based Arrival 1b Fixed 3 pecu. 'e y
. Scenario Design
Observatories
Occurrence Specified by
Rate.of Arrival le Random 5 per day Scenario Design
Transient (mean) (Observable
Science Event Target)
Data Volume Service 1d Fixed 800 bits SpECI.erd b_y
Scenario Design
nght. Travel Service 2a Fixed < 1 second Simulation
Time
Co(\;/::;ge Service 2a Fixed 0 seconds Simulation
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Link Dropouts Service 2a Fixed 0 seconds Experimental

Space
Notification
Format
Processing

Service 2b Fixed <1 second Estimate

1024 bit
Data Rate Service 2c Fixed 0 s Analytical
per second
Number of
Service
Instz.mces Service 2 Fixed Specified b_y
Required to Implementation
Execute

Scenario

Quantitative models to predict outcomes for each of the system suitability metrics for the
scenario’s notification pipeline data flow implementation are developed below. These models
are generally applicable when all observatories in a scenario using notification pipelines must be
serviced by a single TDRS node with a broadcast forward link and the full bandwidth of the
broadcast link is allocated to servicing the scenario data flows-1®
Timeliness Modeling

Several simplifying assumptions about the notification pipeline implementation are made
for the service start wait time model. First, the notification message format and user preference
processing latencies are assumed to be small and are ignored. All observatories are assumed to

be connected to the TDRS broadcast link continuously. Small connectivity outages due to TDRS

18 Although the design study scenario’s node topology allows for a single broadcast link to service is data flows, three
concurrent broadcast links must be provided by the TDRS constellation to perform handovers between TDRS service
coverage regions and to ensure global coverage for scenarios involving observatories in more diverse orbits. Further
investigation and model development work is necessary to study broadcast link bandwidth allocation trades for
servicing the multipoint data flows of multiple concurrent scenarios involving general user orbits at the TDRS
constellation level of analysis.
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node handovers, channel perturbations or other sources are ignored. Finally, it is assumed that
all observatories receive the standard notification message from the broadcast link
simultaneously. As a result, the service start wait time for each observatory, SSWT;, equals zero.

The scenario time to complete, TTC, occurs when the common standardized notification
message is received by all observatories. Since all observatories are serviced by a single broadcast
link and receive the same message in parallel, TTC is calculated as the notification data volume,

DV, divided by the TDRS broadcast link data rate, Broadcast_Data_Rate, provided by Eq. 16.

DV
= 1
rre Broadcast_Data_Rate (16)

Capacity Modeling

A single broadcast link network service instance, NS/, is required to transport the scenario
data.

The long-term network utilization of a scenario, NU, is provided by Eqg. 12 using the
notification pipeline model for TTC (Eq.16) and a value of zero for the minimum service start lead
time, Min_Lead, due to continuous connectivity of the broadcast implementation.

Throughput Modeling

The total data volume transported by the space data network for a scenario instance, DV,
is specified by the scenario and equal to 800 bits.

The effective scenario servicing data rate, EDR, is calculated by Eq. 14 using the specified

data volume, DV, and the scenario time to complete, TTC (Eq. 16).
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The long-term scenario data volume throughput, LTDV, is calculated by Eq. 15 using the
specified notification pipeline value for total data volume delivered for a scenario instance, DV,
and the and the occurrence rate of the transient scientific event, Event_Rate.

Step 3: Evaluate system suitability metrics.

The quantitative models developed in Step 2d of the multipoint data flow design and
evaluation method were executed for the design study’s point of departure scenario
implementations to compute predictive outcomes for the system suitability metrics. The results
are provided in Table 14: below.

Table 14: System suitability metric outcomes for command and notification pipeline
scenario implementation options.

Command Pipeline Notification Pipeline
Suitability Multipoint Data Flows Multipoint Data
Metric Metric Implemented Flows Implemented Units
Category Sequentially by in Parallel by
Beamformed Links Broadcast Link'’
SSWT; =360
SSWT; SSWT, =450 0 Seconds
Timeliness SSWTs =540
Metrics
TTC 600 0.78 Seconds
Capacity NSI 3 1 Number
Metrics NU 0.46 % 0.002 % Percent
DV 2,400 800 Bits
Throughput  EDR 3.2 1,024 Bits per
. Second
Metrics Bits per
LTDV 12,000 4,000
Day

17 Several design factors were ignored in the broadcast link model implementation that would prohibit realization of
such low absolute TTC and Network Utilization outcomes in practice. Nevertheless, accounting for queue servicing
latencies identified in Table 13 but ignored in the quantitative models (e.g., light travel time and ground processing
latencies to prepare and send space data), it is reasonable to expect at least one order of magnitude improvement
in timeliness and utilization outcomes compared to the beamformed link command pipeline implementation due to
the large fixed magnitude of the beamformed link start and inter-user lead times (600 and 30 seconds, respectively).
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The timeliness goals and threshold requirements for the scenario data flows were
specified in Step 1c of the data flow design method: “The command or notification data shall be
delivered as soon as possible to the space-based observatories and must be delivered no later
than 10 minutes (600 seconds) following initiation of service access processes for space data
network services.”

The TTC values for both command and notification pipelines satisfy the threshold
requirement for data delivery under the stated assumptions of the models. However, the
notification pipeline implementation achieves two orders of magnitude better delivery times for
all observatories than the command pipeline implementation.!? The network utilization for the
scenario is more than 200 times less with the notification pipeline than for the command pipeline
implementation.'? The scenario instance data volume, DV, and long-term scenario data volume,
LTDV, transported by the space data network is 3 times less with the notification pipeline. Finally,
the effective data rate of the notification pipeline is over 300 times greater than that of the
command pipeline implementation.

Although the models developed in Step 2d are relatively simple, the modeling results
provide important information for system planners. First, the advantages of the notification
pipeline implementation in the system suitability metrics are clear, whereas the command
pipeline model results indicate little margin exists for meeting the 600 second TTC performance
requirement. Careful attention to the command pipeline scenario and modeling assumptions are
needed to improve confidence that the command pipeline implementation is a viable solution.
For example, the TDRS constellation is currently comprised of 10 TDRS nodes. For service

coverage regions with more than one TDRS node, the TTC for the command pipeline
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implementation could be improved by parallelizing the observatory servicing tasks among
multiple TDRS nodes. However, such an approach would require a mechanism for coordinating
service access requests among the independent user command pipelines. The flexible scheduling
parameters in a TDRS service access request message could provide such a mechanism, but it
would need to be universally adopted by the users in the scenario. Alternatively, the command
pipeline TTC could be improved by increasing the relative spacing among the observatories such
that only one node is present in each TDRS service coverage region, enabling parallel TDRS
servicing by beamformed links from three different TDRS nodes. However, this approach would
not be viable if the increased spacing among observatories has unacceptable impacts to the
science objectives.

The modeling results indicate that the command pipeline implementation bears a
technical risk due to the predicted TTC performance and that the notification pipeline
implementation is a superior solution on all system suitability metrics. However, factors such as
achieving agreement on a common notification data standard and information security
architecture among the scenario’s independent mission users, implementing sufficient onboard
autonomy for each of the observatories and establishing an engineering development project to
implement the notification pipeline for the TDRS space data network may pose other kinds of
risks to the viability of the notification pipeline implementation. In addition, both implementation
options also carry unquantified uncertainties associated with resource contention from other
transient science and traditional users. As a result of these risks and uncertainties, mission and
network planners may need to revise and iterate the scenario design and implementation

options.
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Step 4: Revise and iterate scenario design or data flow implementation alternatives.

Based on the insights discussed in Step 3, two revisions to the implementation options
are examined. The first revision pertains to the SSWT and TTC timeliness metrics for the
command pipeline implementation. The second revision examines the system suitability metrics
for a command and notification pipeline implementation using a shared broadcast service.
Revision 1: Command Pipeline Implemented with Parallel Servicing by Beamformed Links from
Three TDRS nodes

The orbital parameters of the observatories were defined in Step 2a of the data flow
design method. The first revision increases the spacing (i.e., difference in true anomaly) between
the observatories from approximately two degrees separation to 120 degrees separation,
allowing parallel servicing of each observatory by a beamformed link from the TDRS node in each
of the three service coverage regions. A physical view of the revised scenario is provided in Fig.

19.
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Fig. 19: Physical view of command pipeline multipoint data flows implemented in

parallel by beamformed links.

As a result of the parallel servicing enabled by the new orbital phasing, the service start

wait time, SSWT,, for the three observatories is equal to the minimum service start lead time,
Min_Lead. The time to complete, TTC, data flows in the scenario instance equals the minimum

service start lead time, Min_Lead plus the minimum service execution period, Min_SE. The

revised models for SSWT and TTC are given by Eq. 17 and Eq. 18 respectively.
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SSWT; = Min_Lead (17)

TTC = SSWT; + Min_SE (18)

The revised models for SSWT and TTC impact the outcomes for the network utilization,
NU, (Eq. 12) and effective data rate, EDR, (Eq. 14). No other system suitability metrics are
impacted by the revised scenario implementation.
Table 15 provides a comparison of results for the point of departure (original) and revised
command pipeline implementations.
Table 15: Comparison of results for the original and revised command pipeline scenario
implementations.

Revision 1:
Command Pipeline

Command Pipeline

Suitability Multipoint Data Multiooint Data
Metric Metric  Flows Implemented P Units
. Flows Implemented
Category Sequentially by .
Beamformed Links in Parallel by
Beamformed Links
SSWT; =360
Timeliness SSWT; SSWT, =450 360 Seconds
Metrics SSWT;3 =540
T7C 600 420 Seconds
Capacity NS/ 3 3 Number
Metrics NU 0.46 % 0.12% Percent
DV 2,400 3,400 Bits
Throughput EDR 3 5.7 Bits per
Metrics Second
LTDV 12,000 12,000 Bits per Day

The revised observatory orbit phasing allows parallel servicing of each observatory in the

scenario. The service start time for Observatorys is reduced by 33%. The time to complete the

118



scenario instance is reduced by 180 seconds, providing a 30% margin for satisfaction of the 600
second maximum latency requirement. The network utilization is improved by 74% and the
effective data rate is improved by 44%.
Revision 2: Command and Notification Pipeline Implemented in Parallel by Apportioned Broadcast
Link

The full bandwidth of the TDRS broadcast link was assumed to be allocated for
implementation of the notification pipeline in Step 2c of the data flow design method.
Broadcasting a standard notification message to all users simultaneously provides the most
timely and efficient use of the broadcast link bandwidth. However, this approach requires that
all users agree to standardize on the notification message and implement onboard autonomy to
respond appropriately to the notification message contents. The second revision allocates both
command and notification traffic to the broadcast link. The advantage of this revised
implementation is that user missions may improve their timeliness outcomes by avoiding the
wait times associated with discrete beamformed link servicing without the need for additional
onboard autonomy or achieving consensus within the larger science community on the
standardized notification message contents. The disadvantage is that apportioning broadcast
service bandwidth to disseminate a unique command message to a single user is inefficient, since
the unique command is of no value to all other users of the broadcast link. A physical view of the

revised scenario is provided in Fig. 20.
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Fig. 20: Physical view of command and notification multipoint data flows implemented
in parallel by a broadcast link.

The TDRS broadcast link bandwidth is apportioned into independent channels using a
time-division multiplexing technique. The channels are serviced for a fixed period in a repeating
sequence until the command or notification data assigned to each channel is delivered to the
space-based observatory. In the apportionment scheme proposed by Heckler, four channels are

dedicated to ground-to-space commands or notifications for an effective simultaneous channel

servicing rate, SSR, of 20 bits per second per channel [36].

Complex queueing behaviors may occur in scenarios that require usage of more than four
channels, where the data volumes of each command or notification message are variable, and

when command or notification traffic for other scenarios must be serviced. These factors are not
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considered in this design study for simplicity but are important considerations for the design of
a future TDRS broadcast service. In addition, the small latency contributions at each user mission
operations control center for building the unique commands and from the network notification
pipeline processing are ignored. Consequently, the scenario results presented subsequently
represent the best possible outcomes under the implementation assumptions of the apportioned
broadcast service.

The revised scenario allocates user commands to three channels and a common
notification message to the fourth channel. This approach allows unique commands to be sent
to the three space-based observatories in the baseline scenario and allows any future space-
based observatories to participate in the scenario provided they adopt the standard common
notification message.

Under the stated assumptions, the scenario service start time for all space-based
observatories occurs simultaneously and immediately following announcement of the neutron
star merger transient event to the terrestrial transient science messaging application. The total
scenario data volume, DV, is calculated by Eq. 13 and includes the data volume of each unique
command plus the common notification message. Per the scenario specification, the data volume
of each command sent by each of the command pipelines to their respective observatories and
the data volume of the notification, DV;, are each equal to 800 bits. As a result, each channel of
the broadcast service completes its ground-to-space data transport servicing task at the same

time. The revised model for the scenario time to complete, TTC, is given by Eq. 19.

r7e = 2% (19)
~ SSR
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A single broadcast link network service instance, NS/, is required to transport the scenario
data, as in the original dedicated broadcast service implementation.

The long-term network utilization the revised scenario, NU, is provided by Eq. 12 using
the revised model for TTC (Eq. 19) and a value of zero for the minimum service start lead time,
Min_Lead, due to the continuous link provided by the broadcast service implementation.

The effective scenario servicing data rate, EDR, is calculated by Eq. 14 using the total
command and notification data volume delivered for the revised a scenario instance, DV, and the
revised model for scenario time to complete, TTC (Eq. 19).

The model for the long-term scenario data volume throughput, LTDV, is provided by Eq.
15 using the total command and notification data volume, DV, delivered for the revised scenario
instance.

Table 16 provides a comparison of results for the point of departure (original) notification
pipeline broadcast link implementation and the revised broadcast link implementation with

bandwidth apportioned for command and notification pipelines.
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Table 16: Comparison of results for the original and revised broadcast link scenario

implementations.

Revision 2: Command

Notificati
Notification Pipeline and Notification

Pipeline Multipoint

Suitability Multipoint Data
. . Data Flows ]
Metric Metric  Flows Implemented . Units
. Implemented in
Category in Parallel by
17 Parallel by
Broadcast Link )
Apportioned
Broadcast Link’

Timeliness  SSWT; 0 0 Seconds
Metrics TTC 0.78 40 Seconds
Capacity NSI 1 1 Number
Metrics NU 0.002 % 0.08 % Percent

DV 800 3,400 Bits
Bit
Throughput  EDR 1,024 80 s per
. Second
Metrics Bits per
LTDV 4,000 16,000 P
Day

The revised implementation of command and notification pipelines by an apportioned

broadcast link allows users to retain the traditional architecture for commanding space-based

observatories at the expense of less efficient outcomes on nearly all system suitability metrics as

compared to the original broadcast implementation of a notification pipeline. The revised TTC of

40 seconds is more than 50 times greater than the dedicated broadcast service implementation.

However, the revised TTC is still 15 times faster than the maximum allowable scenario TTC

requirement of 600 seconds. The increases to the scenario instance data volume (DV), long-term

data volume (LTDV) and network utilization (NU) are due to the unique commands for each

observatory in addition of the common notification data in the revised implementation. Inclusion

of common notification data in the revised scenario provides an infusion pathway for future
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observatories to participate in the scenario without further impact to the system suitability
metrics. Finally, the effective scenario servicing data rate, EDR, of the TDRS broadcast service was
reduced from the maximum achievable rate of 1024 bits per second to a proposed four channel

apportionment, resulting in an effective scenario servicing data rate of 80 bits per second.

Discussion of Results

Terrestrial science messaging applications enable dynamic and coordinated observations
of transient scientific phenomena among diverse and spatially distributed observatories.
Information is exchanged among observatories using publish and subscribe messaging
relationships, which define multipoint data flow patterns within a communications network.
Science messaging applications use categorical topics and data message contents specific to the
scientific objectives of the community they serve. Some ground-based observatories have
implemented machine-to-machine interfaces with science messaging applications to automate
timely follow-up observations in response to information received from the science messaging
application. Terrestrial science messaging applications can implement timely multipoint data
flows using the addressing, routing, multicast and differentiated datagram packet transport
capabilities of Internet Protocol-based networks.

Direct extension of science messaging applications to space-based observatories is
constrained by current space data network protocols and manual procedures to request,
provision and execute space data transport services. Traditional space data network design and
operations are oriented towards servicing pre-planned and uncorrelated data transport needs

for individual users. By contrast, transient science observation scenarios impose randomly
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occurring and correlated user demand for time-sensitive multipoint data flows on space data
networks. Such scenarios may impose network access precedence or sequencing requirements
among the observatories. Multi-tiered and conditionally branching scenarios based on
information in the user data stream are also possible.

This research has made several advances to facilitate the design and evaluation of
multipoint data flows used in transient science observation scenarios. First, the command
pipeline and notification pipeline functional reference architectures provide alternative
approaches for implementing timely multipoint ground-to-space data flows in the context of
current space data network systems, protocols and procedures. As a compliment to existing
timely space-to-ground communications services, the reference architectures enable space-
based follow-up observations in end-to-end transient science observation scenarios. Second, a
multipoint data flow design and evaluation method based in queueing theory was defined and
applied to transient science observation scenarios. Third, a design study for a notional multi-
observatory transient science scenario was performed to demonstrate how the impacts of
alternative command and notification pipeline implementations can be quantified and evaluated
using the multipoint data flow design method and system suitability metrics. A summary of the

notional design study results is provided in Table 17.
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Table 17: Summary of results for alternative implementations of the transient science
observation scenario.

Revision 2:
.. Command
Command Revision 1: e
.. Notification and
Pipeline Command . e
. . Pipeline Notification
Multipoint Pipeline Multipoint Pipeline
Suitability Data Flows Multipoint P p' .
. . Data Flows Multipoint .
Metric Metric Implemented Data Flows Units
. Implemented Data Flows
Category Sequentially Implemented
. in Parallelby Implemented
by in Parallel by .
Broadcast in Parallel by
Beamformed Beamformed . 17 .
) ) Link Apportioned
Links Links
Broadcast
Link'’
SSWT; =360
Timeliness SSWT; SSWT, =450 360 0 0 Seconds
Metrics SSWTs =540
T7C 600 420 0.78 40 Seconds
Capacity NSI 3 3 1 1 Number
Metrics NU 0.46 0.12 0.002 0.08 Percent
DV 2,400 2,400 800 3,400 Bits
Throughput  ppp 3.2 5.7 1,024 80 Bits per
Metrics Second
LTDV 12,000 12,000 4,000 16,000 B'g'azer

Command Pipeline Discussion

The command pipeline reference architecture preserves the current functional

allocations between the user and space data network service provider system domains. As a

result, command pipelines for simple transient science scenarios can readily be implemented

using space data networks that provide a real-time service access request and provisioning

interface, including the TDRS space data network and emerging commercial direct-to-Earth

network service providers. In collaboration with this research, the Swift mission implemented
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the first known command pipeline for science applications in January 2020. The Swift command
pipeline issues a command to the observatory to archive raw instrument data in response to a
message received through the GCN science messaging application indicating that ground-based
observatories have detected a gravitational wave transient event. The Swift command pipeline
has increased the detection rate of gamma-ray bursts associated with ground-observed
gravitational wave events by 400% [53]. More sophisticated scenarios involving multiple space-
based observatories may require new queue management mechanisms to coordinate and
enforce network access precedence or sequencing rules required by the scenario. In addition,
implementing command pipeline data flows using discrete beamformed links to each space-
based observatory has limitations as the number of space-based observatories involved in
transient science scenarios increases. Such limitations are illustrated in the Table 17 results. The
outcomes on the system suitability metrics for command pipelines implemented by beamformed
links, whether sequentially by a single TDRS node or in parallel by multiple TDRS nodes, have
significantly worse outcomes on nearly every system suitability metric when compared to the
command pipeline implemented by an apportioned TDRS broadcast link. A TDRS beamformed
link can provide 15,000 times greater link data rate than the apportioned broadcast link data rate
(300 kilobits per second versus 20 bits per second, respectively). However, very little data volume
is required to encode an observatory command (approximately 800 bits). The high data rates of
beamformed links provide little benefit when transporting small data volume commands. The
latencies induced by the long lead time to request, provision, and execute data transport services
for beamformed links dominate the latencies induced by the transport of commands by a very

low but continuous data rate provided by an apportioned broadcast link. Consequently, although
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the specific suitability metric outcomes for different multi-observatory scenarios using the TDRS
space data network will vary, the relative suitability ranking of the three command pipeline
implementations explored in the design study will hold true for typical observatory command
data volumes. In summary, a scenario involving command pipelines used by any number of
space-based observatories will execute most efficiently using an apportioned broadcast
implementation, and scenarios where the observatories are spatially distributed to allow parallel
servicing with beamformed links will execute more efficiently than those with spatial
distributions that necessitate servicing multiple observatories sequentially with a single TDRS
node.!8

A disadvantage to using an apportioned broadcast link for dissemination of unique
command data is the opportunity cost of the link bandwidth, since only a single observatory can
make use of the command data that is disseminated to all space-based observatories. As the
number of unique commands disseminated by the broadcast link increases, the queue servicing
time will also increase, eventually reaching a point of impracticality. Notification pipelines
provide a means to address the inefficient use of broadcast link bandwidth apportioned for
unique commands by disseminating common standardized notification messages that can be

used by multiple subscribed space-based observatories.
Notification Pipeline Discussion

The notification pipeline reference architecture introduces several changes to traditional

user and space data network functions, and more closely approximates the publish-subscribe

18 For scenarios involving observatories in various orbits, simulations can be used to characterize the varying number
of observatories that must be serviced sequentially or can be serviced in parallel over a defined observation
campaign period, as described in Step 2a of the multipoint data flow design method.
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behaviors found in terrestrial science messaging applications. First, the space data network
subscribes to messages published to a terrestrial science messaging application. The notification
pipeline processes terrestrial science messages into secure standard common space data
notification message. Then, the notification pipeline implements, by proxy, user preferences
about the notification messages based on science topic, observed event attributes, or other
characteristics. Next, the notification pipeline performs traditional network access activities to
disseminate the notification message to space-based observatories. In this way, the notification
pipeline simplifies user access and provides timely multipoint data flows for transient science
observation scenarios. In addition, the notification pipeline could implement complex network
access precedence or sequencing requirements established by the users involved in the transient
science scenario using a rule-based data routing function. However, notification pipelines
present new challenges for security, integration testing and validation. Robust fault detection
and isolation controls are needed to mitigate risks of unanticipated emergent behaviors arising
from autonomous interactions among the user and network nodes. The notification pipeline
requires consensus among the science community of interest on standard notification message
protocols and contents. Additionally, the notification pipeline requires allocation of follow-up
decision making in response to notification messages received by the space-based observatory.
The use of common standardized notification messages and a dedicated broadcast link
implementation enables the most efficient servicing of all subscribed space-based observatories,
as illustrated by the results in Table 17. However, a practical broadcast link would need to
apportion bandwidth to allow servicing of multiple simultaneous transient science scenarios or

to concurrently transport other types of time-sensitive multipoint notification traffic.
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Nevertheless, the use of a broadcast link to disseminate common standardized notifications for
use by multiple space-based observatories will always be more efficient than apportioning the
broadcast bandwidth to unique commands for a single observatory. In principle, notifications
could be disseminated by beamformed links, although this approach would lessen the parallel
servicing advantages and scalability of a broadcast link.
Demonstration & Practical Considerations

In the notional design study, it was assumed that TDRS data transport services were
available without blocking from pre-scheduled users or contention for access with other transient
science observation scenarios. This assumption allows distinctions between the alternative
beamformed link and broadcast link servicing approaches to be clearly seen in the Table 17
results. Presently all 10 operational TDRS nodes can support one service instance using the
forward antenna array. Each of the six later generation TDRS nodes could support up to two
simultaneous forward service instances with ground segment upgrades. An analysis of TDRS
forward service utilization presented in Chapter 3 and in Roberts et. al. suggests that it could be
possible to implement a policy that allocates pre-scheduled user service periods across the TDRS
constellation to eliminate or minimize blocking for transient science observation scenarios [46].
As a result, Near Space Network planners likely have operational and engineering development
options available to implement transient science scenario data flows using beamformed and
broadcast links without adverse impacts to pre-scheduled users.

Presently, the Near Space Network has no official requirements or memoranda
documenting transient science space system user needs. There is no stakeholder consensus to

implement a notification pipeline nor an operational broadcast service. Additionally, there is no
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policy to allocate pre-scheduled service periods across the TDRS constellation to minimize
blocking for transient science users. As a result, current users seeking to implement transient
science observation scenarios are limited to beamformed link implementations of command
pipelines and must contend with blocking due to pre-scheduled services by other TDRS users.
The expected latency introduced due to blocking by pre-scheduled TDRS users was explored and
guantified in Chapter 3 and in Roberts et. al. [46]. The impacts of contention with pre-scheduled
TDRS users should be incorporated into the queueing behavioral models as necessary to reflect
the queue servicing factors of the TDRS constellation when evaluating any proposed multi-
observatory transient science scenario.

Swift’s results from its implementation of the first command pipeline demonstrate the
value of extending publish-subscribe behaviors to space data networks and serve as an exemplary
pathfinder for the further development of transient science observation scenarios. Based on the
TDRS servicing models developed in Section 3, the maximum command pipeline servicing
capacity per TDRS node is estimated to be approximately 40 space-based observatories if
implemented by sequential beamformed links and approximately 325 space-based observatories
if using the apportioned broadcast link. Considering the blocking probability and duration of
blocking periods for beamformed links, each TDRS node has a maximum servicing capacity of
approximately 10 space-based observatories. This implies that the current state of the TDRS
space data network has sufficient capacity to support the operations of additional multi-
observatory transient science scenarios using command pipelines implemented by sequentially
beamformed links provided their scenario time to complete requirements are on the order of 10

to 90 minutes. To satisfy scenarios with timeliness requirements of less than 10 minutes or for
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scenarios involving larger numbers of space-based observatories, an apportioned broadcast link
implementation of command pipelines is needed. As the value of multi-observatory transient
science concepts becomes more readily apparent, the apportioned broadcast link could
transition from transporting command pipeline data to notification pipeline data over time to

maximize efficiency.

Conclusion

The command and notification pipeline reference architectures developed by this
research reflect the particularities of current space data network protocols and procedures. Such
protocols and procedures are rooted in an intermittently connected and pre-reserved circuit-
switched service delivery paradigm for individual users within a single service provider network.
Command and notification pipelines orchestrate the “out-of-band” service access processes used
by space data networks to achieve multipoint space data flows. By contrast, terrestrial Internet
Protocol networks use a continuous connectivity and packet-switched service delivery paradigm
to route data between any source and destination on the network using federations of diverse
network service providers.

The Near Space Network is presently leading commercialization and interoperability
efforts for direct-to-Earth and space relay network services to provide users with more diverse
multi-network service provider implementation options for their mission data flows. NASA and
other international space agencies have endorsed Bundle Protocol to transition space data
networks to a packet-switched service delivery paradigm and overcome the unique challenges of
operating wireless communications networks in the space domain. A concise summary of end-

to-end data flow use cases and current space-terrestrial interoperability approaches for Internet
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Protocol and Bundle Protocol networks can be found in [50] and [54]. Future work is needed to
make seamless interoperability between space and terrestrial communications networks a

reality.
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Chapter 5

Chapter 5 addresses Research Question #3:
How do commercial service provider network solutions compare to TDRS for transient science

space systems?

Introduction

The National Academy of Sciences has identified time-domain multi-messenger
astrophysics — the coordinated observation of transient scientific sources with complimentary
ground and space-based observatories — as the highest-priority sustaining activity for the 2020’s
[55]. Advances in space mission planning methods and network infrastructure to enable time-
sensitive observations are necessary to realize the full potential of multi-messenger astrophysics
[1].

The NASA Near Space Network (NSN) was chartered in October 2020 to provide a single
point of contact for space data network service planning and operations for user missions
venturing up to two million kilometers from the Earth [56]. The NSN seeks to leverage commercial
capabilities to increase the efficiency and robustness of NASA-owned infrastructure [57].
Although the NSN will continue to rely on services from some government owned assets,
including the Tracking and Data Relay Satellite (TDRS) space relay constellation, NSN has been
chartered to take a “commercial first” approach for meeting the requirements of future mission

users.
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Over the course of several decades, NASA has developed and sustained robust modeling
and simulation capabilities for its government-owned space data network assets [21]. These
capabilities have been used to design and evaluate network solutions for NASA’s mission users
[58]. However, detailed technical models of commercial network assets are often proprietary.
Furthermore, the commercial market for direct-to-Earth and space relay network services is
rapidly evolving. The NSN has prototyped a new modeling and simulation tool to address these
challenges. The tool presently allows network planners to rapidly evaluate potential solutions to
satisfy mission user needs for commercial direct-to-Earth and commercial space relay network
topologies. It relies on a set of moderate-fidelity regression models derived from orbit and
communications link simulations of commercial network assets. The modeling and simulation
parameters for the commercial network assets are based solely on publicly available data
sources, including trade journal articles, conference proceedings, public filings with the Federal
Communications Commission and data from company websites. The goal of the tool is to allow
mission and network planners to rapidly explore and identify potential commercial network
solutions for more detailed, and likely proprietary, investigations. This approach maximizes the
commercial network solution trade space while protecting the proprietary information of
commercial service providers. In addition, the tool helps ensure replicability of commercial
network solution trade space analyses despite the knowledge firewalls placed between network

planners working on mutually competitive science mission proposal teams.
State of the Practice

The TDRS Demand Access System (DAS) provides timely space-to-ground communications

services, allowing space-based astrophysical observatories such as Swift and Fermi to alert
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ground-based observatories of transient scientific events within seconds of detection using
terrestrial science messaging applications [32] [16] [41]. Rapid space-to-ground communications
service response times are achieved through use of dedicated (i.e., continuously reserved and
allocated) ground-based communications signal beamformers for each DAS user. However, the
ground-to-space (i.e., forward) communications signal beamformers are located onboard the
TDRS spacecraft. Presently, the onboard beamformers have the capacity to support a single
ground-to-space service instance at a time.'® TDRS capacity constraints and resource contention
among multiple users currently limit the achievable response time for ground-to-space
communications services. However, ground-to-space service capacity constraints could be
alleviated with planned upgrades to the TDRS ground system [59].2° In 2016, Heckler et al.
demonstrated that a continuous ground-to-space TDRS broadcast service with a usable
bandwidth of 1,024 bits per second is feasible with additional TDRS ground enhancements [36].%!

Mission operators need timely ground-to-space communications services to send

commands and other data to space-based observatories to perform follow-up observations of

1% In addition to the electronically steered arrays, each space-based TDRS node has two high gain mechanically
steered antennas capable of bidirectional communications. The TDRS high gain antennas are not suitable for routine
time sensitive commanding applications due to their higher utilization and slower service setup latency. As a result,
use of the mechanically steered antennas is not considered in this research.

20 The second and third generation space-based TDRS nodes were designed with the capability to split the forward
antenna array into two independent beams. With ground system upgrades, each second and third generation TDRS
node could support two simultaneous ground-to-space service instances.

21 gplitting the forward array reduces the available power for each link by approximately three decibels, translating
to a reduction in the maximum achievable communications link data rate. The relatively low broadcast data rate
results from the power losses due to splitting the TDRS forward beam and transmitting into a wide volume covering
all low-Earth-orbit users simultaneously. The bandwidth of the broadcast service could be allocated for individual
user commands or for common notification messages that aid in autonomous mission operations. Ground
enhancements to integrate the data streams onto the broadcast service are required. In addition, users are required
to maintain continuous connectivity with the broadcast service to eliminate service setup and signal acquisition
latencies. Users must also manage connectivity handovers across TDRS nodes during their orbit. Pre-scheduled
services using the second independent TDRS beam would be performed as they are presently but have lower
available signal power due to the splitting of the forward array.
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transient scientific events. In 2020, Swift implemented the first known autonomous command
pipeline for a space-based observatory [53]. Following receipt of a transient science event
notification from a terrestrial Internet Protocol-based science messaging application, the Swift
command pipeline autonomously generates a follow-up observatory command, schedules a
TDRS ground-to-space communications service instance and sends the command to the Swift
observatory in as little as 14 minutes [53]. However, since the scientific value of a follow-up
observation decreases with time, minimizing ground-to-space data delivery timeliness is
essential. Two non-NASA technology pathfinder missions identified in the literature are planned
to evaluate the performance of commercial space data networks for transient astrophysics
applications. The AGU Remote Innovative CubeSat Alert (ARICA) satellite was launched in
November 2021 as part of the Japan Aerospace Exploration Agency (JAXA) Innovative Satellite
Technology Demonstration Program [60] [61]. The University of Melbourne is developing the
Space Industry Responsive Intelligent Thermal satellite (SpIRIT) for launch in 2022 [62]. ARICA
and SpIRIT will fly both Iridium and Globalstar mobile terminals to evaluate the communications
response time of each network.

Iridium and Globalstar differ in significant ways from the TDRS space data network. TDRS
was designed to provide global coverage to a limited population of government-owned space-
based mission users according to a pre-determined service schedule. By contrast, Iridium and
Globalstar are personal satellite communications networks designed to provide on-demand
service access to large populations of commercial Earth-based users. Several efforts to model
and simulate the expected coverage of commercial personal satellite communications networks

for space-based users have been undertaken in the literature [63] [64] [65]. However, results
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from these efforts vary widely in part due to differing assumptions about the design
characteristics of user and provider nodes (i.e. antenna, signal and link parameters), the
performance of proprietary service initiation and mobility management protocols, and the
effects of the relative orbital dynamics (e.g. range, velocity, doppler, etc.) between user and
provider nodes over time. The literature also provides data from ground and flight testing of

Globalstar and Iridium networks for space-based users [66] [67].
Research Objectives

The research objectives of Chapter 5 are 1) to extend the descriptive model of a transient
science space system developed in Chapter 3 and Chapter 4 to incorporate commercial service
providers, 2) to develop quantitative models estimating system outcomes with the Globalstar
and Iridium commercial service providers and 3) to compare the relative suitability of the as-built
TDRS network with the commercial Globalstar and Iridium network solution options for a

hypothetical design study of a transient science follow-up observation scenario.

System Model Development

A hypothetical design study for a transient science observation scenario is extended using
a multipoint data flow design and evaluation method.?? The four major steps of the method are

illustrated in Fig. 21.

22 The hypothetical design study and scenario details are defined in Chapter 4, Section 3.
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Fig. 21: Data flow design method for transient science space system design studies
(Chapter 4).

In Step 1, abstract system model views of a transient science space system incorporating
commercial service providers are developed using Systems Modeling Language (SysML). In Step
2, quantitative models to estimate suitability metric outcomes using Globalstar and Iridium
commercial networks for the scenario data flows are derived from the literature and
computational simulations. In Step 3, results from the commercial network service provider
models are compared with those of the TDRS network.?? The optional Step 4 is not demonstrated
here.

Step 1: Specify the data flow characteristics of the scenario.

The NSN serves as mission users’ single point of contact for network planning and
operations across government-owned and commercial service provider space data networks. The
NSN corresponds to a level in the abstract system hierarchy that sits above the functions of any
individual space data network. Accordingly, the NSN’s service management functions go beyond
those of a single space data network since they must broker and orchestrate the data transport

services executed by others.

2 Quantitative TDRS models and results are presented in Chapter 3 and Chapter 4.
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In this hypothetical design study, the NSN serves as the network service provider. Mission
and NSN analysts must evaluate the suitability of government owned (TDRS) and commercial
space data network options to implement timely, randomly occurring, command data flows for
a transient science scenario.

System Structure

The command pipeline functional reference architecture preserves the traditional
allocation of user and network service provider functions, making it suitable for implementation
with commercial space data networks.?* Based on a review of the literature, the command
pipeline functional reference architecture is also consistent with the interfaces and constraints
of both the Globalstar and Iridium commercial networks [66] [67].2°

An abstract structural model of a transient science space system with a command pipeline

is extended to include one or more commercial service providers in Fig. 22.

24 The command pipeline functional reference architecture was developed in Section 1 of Chapter 4.

25 Although implementation details vary, Globalstar and Iridium support an Internet Protocol-based application
interface with terrestrial users (mission operations centers). Both commercial networks can provide timely and
secure bi-directional data flows with a mobile (space-based) terminal. Qualified space-based user terminals exist for
each commercial network and fit within the typical design accommodation budgets of small satellites. The literature
also addresses regulatory approval and licensing processes for government users of commercial personal satellite
communications networks with national and international spectrum authorities. The low data volume required to
encode commands for a typical spacecraft (800 bits in the hypothetical design study) are suitable for the short burst
text messaging services offered by each commercial provider. In addition, the space-to-ground data flow provides
an option for ground mission operators to verify receipt of commands sent to the spacecraft. The suitability of
Globalstar and Iridium space-to-ground data flows for command verification and transport of science mission data
are not considered in the scope of this hypothetical design study.
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Fig. 22: Structural model of a transient science space system with commercial service
providers.

Science Community

The association between the network service provider’s service management element
and the external commercial service provider actor reflects the NSN’s role as a broker of
commercial services. The network control and service execution functions and their associated
actors pertain to government-owned network assets that provide services to NSN, such as the
TDRS space data network. As in Chapter 4, the command pipeline is illustrated as an extension to
the user mission control element.

Activity Flow and System Allocation

Command pipelines accelerate follow-up observations of transient scientific events for
space-based observatories. Command pipelines generate and send commands from the users’
terrestrial mission operations centers to their respective space-based observatories in response
to notifications of transient scientific events received from a terrestrial Internet Protocol-based

science messaging application.
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An abstract behavioral model of the functional allocation of activities for a command

pipeline data flow involving a commercial service provider is provided in Fig. 23.
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Fig. 23: Activity flow of a command pipeline using a commercial space data network
service provider.

The literature provides data to estimate the queue wait time and data flow service
instance execution time for the activities allocated to the commercial service provider.
End-to-End Operational View

A hypothetical transient science observation scenario was defined in Section 3 of Chapter
4. The end-to-end operational view of the scenario has been extended to illustrate the three

space data network provider options in Fig. 24.
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Fig. 24: Operational view of a transient science observation scenario illustrating three
space data network options.
There are no further extensions to the abstract system models and data flow

characteristics of the scenario defined in Section 3 of Chapter 4.

Step 2: Implement system queueing behavioral model or simulation.

Transient science observation scenarios pose several new challenges to current space
mission design practices. Queueing theory provides a quantitative foundation for assessing the
suitability of alternative network implementations of the required data flows for a transient
science scenario. Chapter 4 provides a systematic multipoint data flow design and evaluation
method along with a set of system suitability metrics to address the system planning challenges
posed by transient science observation scenarios. Also in Chapter 4, results are presented from
a hypothetical transient science space system design study using the TDRS space data network.

This section presents quantitative data from the literature and new modeling results to estimate
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system outcomes using the Globalstar and Iridium commercial networks. In the literature, Voss
et. al. provide a detailed discussion on the use of Globalstar network services for space missions,
including ground and flight experimental designs and results [66]. Riot et. al. provide a similarly
detailed discussion and experimental results for Iridium [67]. These references provide
foundational information about each commercial service provider’s system architecture,
operational requirements and constraints, and data flow testing outcomes. The subsequent
section interprets and applies information from these sources in the context of a hypothetical

multi-observatory transient science scenario.

Queueing Processes in Globalstar and Iridium Commercial Networks

As developed in Chapter 4, the queue arrival process for a transient science scenario can
be characterized by two factors: the mean occurrence rate of a transient scientific event
(Event_Rate, specified at 150 occurrences per month) and the number of associated space data
flows it initiates (NS, specified at 3 network service instances per scenario instance). The number
of associated space data flows (NS/) initiated by an occurrence of a transient scientific event
depends on both the scientific observation strategy defined by the scenario design and
implementation details of the data flows.2®

In the hypothetical design study, the scenario defines ground-to-space data flows
between each of the three ground-based mission operations centers and their associated space-
based observatories. A representative command data volume of 800 bits per ground-to-space

data flow is specified in Chapter 4. The small command data volume is suitable for encoding and

2For example, data flow implementation options explored in Chapter 4 include use of common notifications versus
unigue commands and use of point-to-point spot beams versus multi-point broadcast links.
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transport using the Short Messaging Service (SMS) and Short Burst Data (SBD) services offered
respectively by Globalstar and Iridium [66] [67]. The timeliness requirement for the scenario is
specified as follows: “The command data shall be delivered as soon as possible to the space-
based observatories and must be delivered no later than 10 minutes following initiation of service
access processes for space data network services.”

To implement end-to-end data flows, the Iridium and Globalstar commercial service
providers rely on low-Earth-orbiting space nodes, space-ground gateway stations and Internet
Protocol-based terrestrial networks. Wireless mobile user terminals connect to the networks
through non-tracking spot-beams from the space-based provider nodes. The commercial
networks use proprietary signals and protocols for user registration, authentication, mobility
management and other aspects of service access and execution. The commercial networks
provide an application interface to Internet Protocol-based networks through which user ground
control centers may send command data messages through the network to the user’s wireless
mobile terminal onboard the space-based observatory. The commercial networks encode, store,
forward and, if necessary, retransmit user command data received through the application
interface using non-standardized procedures and protocols. The commercial networks are
designed to handle randomly initiated user data flows and have the capacity to support large
numbers of simultaneous user service instances. Accordingly, the commercial networks perform
independent and parallel queue servicing of the user command data transport demands of the

transient science scenario.

145



System Suitability Metrics

In Chapter 4, three technical suitability metric categories for evaluating alternative space
data network solutions are defined.?’ In this section financial cost is added as a fourth suitability
metric category.

The total financial cost of implementing a space data network solution can be estimated
based on three component metrics. First, Cpey, is the non-recurring engineering development
and/or commercial procurement costs for the space and ground user-network interfaces (e.g.,
space-based user terminal and ground interface hardware and software). Second, Cier, is the non-
recurring cost for integration and testing to demonstrate compatibility and successful data flows
across user and network systems. Third, Comass, is the recurring cost for operating, maintaining
and sustaining data services (e.g., periodic service charges and costs for performing software
patching and security updates).

The expanded set of system suitability metrics is provided below in Table 18.

27 The three technical metric categories are timeliness, capacity and throughput.
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Table 18: Space data network suitability metrics for transient science space system

design studies.

Suitability
Metric System Suitability Metric Definition Notation
Category
Timeliness Service start wait time for the i" observatory in the scenario SSWT;
Metrics Time to complete scenario instance data flows TTC
Capacity Number of network service instances per scenario instance NS/
Metrics Long-term space data network utilization imposed by the scenario NU
Scenario instance data volume throughput DV
Throughput Effective scenario servicing data rate EDR
Metrics Long-term scenario data volume throughput LTDV
Financial Development and/or procurement cost of user-network interfaces Cpev
Cost Integration and testing cost of user-network interfaces Cer
Metrics Operations, maintenance and sustainment cost of services Comas

Timeliness Modeling

Network timeliness outcomes depend on intrinsic network latency factors and on
scenario-dependent service gap periods.
Intrinsic Network Latency Factors

The minimum timeliness outcomes achievable by a network depend on intrinsic latencies
associated with factors such as service initiation protocols, setup and routing delays and data
transport rates. Generally, the intrinsic latency of a network, Intrinsic_Latency, is a random
variable whose distribution can be characterized by sending representative messages between
endpoints of the network when there is end-to-end connectivity (i.e., a service gap does not
occur). For simplicity, the mean value for intrinsic latency is used to model the minimum
timeliness outcome in this hypothetical design study. More sophisticated analyses may use

Monte Carlo techniques to sample the distribution of minimum timeliness outcomes. This
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approach is especially well-suited for end-to-end system modeling where the characteristics of
the timeliness distribution may have significant impacts on overall system effectiveness
outcomes.

For the Globalstar network, in 2016 Voss et al. reported results from ground testing of
Globalstar SMS mobile-terminated data flows. An automated script initiated 244 representative
command message data flows from an emulated user mission control center to a ground-based
wireless mobile terminal. The reported mean time to transport the message was 28 seconds. As
a result, Intrinsic_Latency of the Globalstar network equals 28 seconds.

For the Iridium network, in 2021 Riot et al. reported results of similar but less extensive
ground testing (10 data flow trials) characterizing the inherent latency of Iridium SBD mobile-
terminated data flows. Although the distribution of outcomes is not published, the range of
observed message transport latencies were between 10 and 20 seconds. These results are
consistent with mobile-terminated SBD data flow ground test results published in 2005 by
McMahon and Rayburn [68]. The midpoint of the range of observed values (15 seconds) is used
for the Iridium mean intrinsic network latency. As a result, Intrinsic_Latency of the Iridium
network equals 15 seconds.

For the commercial networks, the contribution of the Intrinsic_Latency variable to the
TTC timeliness suitability metric is expressed subsequently in Eq. 22 and Eq. 23.

Factors that contribute to the intrinsic latency of the TDRS network were identified,
analyzed and quantified in Chapter 3 and Chapter 4. The intrinsic latency of the TDRS network is
dominated by a fixed minimum service start lead time. TDRS scheduling ground rules specify the

minimum service start lead time to be 10 minutes from acceptance of a user service access
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request message. Ground testing with the engineering instance of the TDRS service management
and network control systems demonstrated that user access request messages specifying as little
as six-minute lead times are accepted and scheduled, whereas requests specifying lesser lead
times are rejected. The experimentally determined six-minute service start lead time is used for
the purpose of the hypothetical design study. Two much smaller variable wait time contributors,
the user’s service access request message build time and the network’s access request processing
time, are estimated to contribute an additional mean wait time of 5 seconds. As a result the
intrinsic latency for the TDRS network to start servicing a single TDRS network user, or the first

user in a serial queue, is six minutes and five seconds.

Scenario-Dependent Network Service Gap Latency Factors

Scenario-dependent network service gap periods may occur due to planned or unplanned
user or network downtime, resource blocking from other users, or failure to close the free-space
communications link due to orbit geometry and other user and network design factors. Each of
these contributing factors can be represented as a random variable with a characteristic
distribution derived from empirical data sources. For the hypothetical design study, it is assumed
that user and network nodes have no service gaps due to planned or unplanned downtime.
Service gap characteristics and their impact on timeliness outcomes were quantified in Chapter
3 and Chapter 4 for the TDRS network. The probability of TDRS service gaps due to blocking was
found to be 16%. TDRS blocking periods were found to contribute a mean wait time of 2 minutes
and 58 seconds. Orbital and communications link simulation results in Chapter 4 verified that
there are no TDRS service gaps due to coverage or link dropouts for the user orbits in the

hypothetical design study.
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Globalstar and Iridium have sufficient capacity to service the scenario data flows in
parallel without concern for resource blocking. A prototype NSN commercial service provider
modeling and simulation tool is used to compute periods when the free-space communications
link cannot be established with the space-based observatories in the hypothetical design study,
resulting in data characterizing service gap distributions for each network.?® A summary of
modeling results characterizing the service gaps in the hypothetical transient science scenario for
each commercial service provider is provided in Table 19.

Table 19: Summary of results characterizing service gaps for a hypothetical scenario
using commercial service providers.

Service Gap Characteristics Globalstar Iridium Units
Service Gap Probability 40% 70% Percent
Mean Service Gap Period 04:04 06:47 MM:SS
Max Service Gap Period 22:09 26:11 MM:SS
Expected Wait Time Contribution 02:09 04:25 MM:SS

Timeliness Suitability Metric Models

In the hypothetical design study, TDRS network capacity and topology constraints lead to
serial servicing of users in the scenario. As a result, the TDRS network timeliness models
developed in Chapter 4 differ from those of the commercial networks developed here. The TDRS
models developed in Chapter 4 ignore service gaps due to blocking from pre-scheduled user

services. The TDRS service gaps due to blocking were characterized in Chapter 3. The TDRS

28 The space-based observatories in the hypothetical design study are in circular orbits at 400 km altitude and 52
degrees inclination. For a given communications link design, service gap results depend on the relative orbital
geometries between user and network service provider nodes. Relative orbital geometries vary over differing
timescales and can be affected by natural perturbations and active maneuvers. The goal of the NSN commercial
service provider tool is to allow mission and network planners to rapidly explore and identify potential commercial
network solutions prior to undertaking higher-fidelity simulations based on proprietary information.
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network timeliness models developed in Chapter 4 are extended to incorporate the impacts of
TDRS service gaps in this section.

There are two system suitability metrics for timeliness. The first, service start wait time
for the " observatory, SSWT;, measures the queue wait time for each user to begin its servicing
by the space data network. Since Globalstar and Iridium space-based nodes have high capacity
to service users in parallel and the three co-orbiting user observatories have the same service
gap distributions, the SSWT experienced by each user is the same. This simple relationship is

expressed mathematically in Eq. 20.

SSWT; = SSWT (20)

For the TDRS network, the model for SSWT; provided in Chapter 4 represents the
minimum service start wait time for each observatory in the scenario, SSWTwin, since blocking
periods due to pre-scheduled user services are ignored in Chapter 4.

The second timeliness metric is the time to complete the scenario service instance, TTC.
TTC measures the expected time interval following initiation of the service access process until
the final service execution period ends, completing the data flows in the scenario instance. Since
users are serviced in parallel and the command message data volume is small compared to the
communications link data transport rate of each commercial service provider, TTC is considered

equal to SSWT.?° This relationship is expressed mathematically in Eq. 21.

TTC = SSWT (21)

2 The literature provides observed values for the link data rates of each commercial service provider on the order
of 350-1000 bits per second for space-terminated messages for a data transport latency for an 800 bit command
message of approximately 1 second [66] [67] [68]. The message data transport latency is included in the inherent
latency datasets presented for each commercial service provider.
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For the TDRS network, the minimum TTC (TTCwmin) occurs when there are no blocking
periods due pre-scheduled user services and can be calculated directly with the TTC model
provided in Chapter 4.

For the commercial networks, the minimum TTC is equal to the intrinsic latency of each

commercial service provider network. This relationship is expressed mathematically in Eq. 22.

TTCyn = Intrinsic_Latency (22)

For the commercial networks, the minimum TTC occurs during periods when there is end-
to-end connectivity between the user’s mission control center and the space-based observatory.
If a service gap occurs, TTC is equal to the intrinsic network latency plus the wait time due to the
service gap. The probability of experiencing a service gap due to loss of the free-space
communications link for each commercial service provider is provided in Table 19. Since the data
flows of the transient science scenario are initiated in response to random events, the expected
wait time due to a service gap is equal to half the duration of the mean gap period.3® The
expected wait time due to the distribution of service gap periods for each commercial service
provider is provided in Table 19. A model of the expected TTC if a service gap occurs (TTCsqp) for

the commercial networks is provided in Eq. 23.

TTCgqp = Intrinsic_Latency + Expected_Gap_Wait_Time (23)
For the TDRS network, if a service gap due to blocking occurs, the time to complete the

scenario (TTCesep) is equal to the minimum time to complete the scenario (TTCwmin) plus the

30 Roberts et al. and Chapter 3 provide fuller development and discussion of probabilistic wait time contributions for
event-driven transient science scenarios.
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expected wait time due to the blocking period. The expected wait time of a service gap due to
blocking, Expected_Gap_Wait_Time, was found to be 2 minutes and 58 seconds in Chapter 3. A
model of the expected TTC if a service gap occurs (TTCsqp) for the TDRS network is provided in

Eq. 24.

TTCgap = TTCuin + Expected_Gap_Wait_Time (24)
For the TDRS and commercial networks, the total expected TTC (TTCrotal) is a probability
weighted sum of the TTCwin and the expected TTCsap. The probability of a service gap occurrence,
PGap, is provided for each commercial service provider in Table 19 . For the TDRS network Pgap

was found to be 16% in Chapter 3.3 A model for TTCrotq is provided in Eq. 25.

TTCrotat = (1= Poap) * TTCrmin + Poap * TTCoap (25)
Capacity Modeling
There are two system suitability metrics for capacity. First is the number of space data
network service instances required per scenario instance, NSI. For the simple deterministic data
flows of the hypothetical scenario, NS/ is equal to the total number of space-based observatories

in the scenario, N. This relationship is expressed mathematically in Eq. 26.
NSI = N (26)

The second capacity suitability metric is the long-term space data network utilization of a

scenario, NU. NU measures the expected time the network is busy servicing the scenario divided

31 per the scenario assumptions defined in Chapter 4, the three user service access requests are treated as a single
scheduling trial with a probability of success equal to one minus the blocking probability, Pgap.
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by the total network capacity available for all users. The network utilization metric provides a
basis for evaluating the impact of the long-term space data network loading that will be imposed
on the network service provider for a scenario implementation.

The expected time the space data network is busy servicing the scenario is the product of
the transient scientific event mean occurrence rate, Event_Rate, and the total expected servicing
time to complete the scenario data flows (TTCrotal). The total network capacity is computed as
the sum of all available servicing channels in the commercial provider network. The literature
indicates that the Globalstar and Iridium networks have the capacity to support large numbers
of simultaneous user data flows.>? Each available network channel can support mobile-
terminated short message data rates on the order of 350-500 bits per second.

The hypothetical scenario’s mean occurrence rate is specified at five events per day. Each
transient scientific event deterministically initiates three user data flows, each carrying 800-bit
command messages. As a result, the expected long-term network utilization of the scenario is
negligible for each commercial service provider.

Throughput Modeling

There are three system suitability metrics for throughput. First, the total data volume
transported by the space data network for a scenario instance, DV, is the sum of the command
data volume sent by each of the command pipelines to their respective observatories, DV;. The
command data volume and number of user command pipelines are deterministic as specified in

the scenario implementation and given by Eq. 27 below.

32 Voss et al. report that each space-based Globalstar network node is designed to support 2,500 data channels.
McMahon and Rathburn report that the Iridium SBD services are “optimized for high capacity and efficiency when
sending small amounts of data.”
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DV = Z DV, (27)

Next, the effective scenario servicing data rate, EDR, provides a basis for evaluating the
time efficiency of a scenario implementation. EDR is calculated as the ratio between the total
data volume delivered for a scenario instance, DV, and the total expected scenario time to
complete, TTCrota. EDR is inclusive of queue servicing wait times in a scenario implementation
that are not typically captured in traditional network feasibility analyses. EDR is calculated by Eq.

28 below.

DV
EDR= ——— (28)
TTCTotal

Finally, the long-term scenario data volume throughput, LTDV, quantifies the total data
volume the space data network is expected to transport while a scenario is in operations. It is
computed as the total data volume delivered for a scenario instance, DV, and the occurrence rate

of the transient scientific event, Event_Rate, provided in Eq. 29 below.

LTDV = DV = Event_Rate (29)
Financial Cost Modeling
The total lifecycle financial cost of implementing a space data network solution can be
estimated based on three component metrics. First, Cpev, is the non-recurring engineering
development and commercial procurement costs for the space and ground user-network

interfaces. Second, Cigr, is the non-recurring cost for network planning, integration and testing,
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culminating in successful data flows across user and network systems. Third, Comas, is the
recurring cost for operating, maintaining and sustaining data services.

For typical space mission design studies, it is impractical to model all of the factors that
influence the network solution lifecycle costs represented by the system suitability cost metrics.
Network solution lifecycle costs are also influenced by many external factors and apportioned to
users or network service providers based on variety of conditions and arrangements,
complicating the cost modeling task [69]. Some aspects of cost modeling are straightforward but
lack public data sources. For example, users may procure a space-qualified wireless terminal from
several commercial vendors (a contributing factor to Cpey) but pricing data is often marked as
proprietary information. Factors which influence the total Comas include costs for operating
maintaining and sustaining network assets, which are largely borne by the network service
provider, and user operational service costs, Cops, Which are paid by the user to the service
provider. In an efficient market, the total revenue a network service provider obtains from user
operational service costs (Cops) balance the total Comss costs borne by the network service
provider. Within this context, results from operational service cost models (Cops) are needed at
the “per user” level-of-analysis for user decision and planning purposes and at the “multi-user”
scenario level-of-analysis to inform aggregate planning and bulk service procurement decisions
by service brokers such as NSN.

The literature provides sufficient data to illustrate at least one model for each of the cost
suitability metrics. Operational cost models at the individual user and scenario levels-of-analysis

are also developed for each of the three candidate network solutions. All costs are reported in
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United States Dollars (USD) in the year identified by the data source. No adjustments are made
in the models to normalize for the time varying purchasing power of the dollar.
Iridium Cost Model

Riot et al. provide cost data for the Iridium service plan they selected in March 2020.
Activation of a wireless mobile-terminal is reported to be $40. A one-time activation fee to enable
Internet Protocol-based ground-to-space (mobile-originated) data flows is also reported but is
not strictly required within the scope of the hypothetical design study.33 Activation fees,
Activation_Fees, are a contributing factor to network integration and test costs.

A model of the network integration and test cost suitability metric, Ciar, is provided by Eq.

30.
Cigr = ZActivation_Fees (30)

Fees for monthly service plans, Monthly_Plan_Fee, are a contributing factor to
operational service costs. Riot et al. report the monthly SBD subscription fee for their selected
plan to be $19.50. The monthly fee includes usage data volumes up to 136,000 bits
(Monthly_Allowed_Data_Volume). Monthly data overage fees are billed at $1.40 per 8,000 bits
(Overage_Rate).

The expected monthly operational service costs for the scenario can be calculated using
the long-term data volume throughput of the scenario, LTDV, and the corresponding model

provided in Eg. 31 and Eq. 32. Note, individual user service costs for participation in the scenario

33 An additional $500 setup fee to enable Internet Protocol-based space-to-ground data flows is required for Iridium
to transport telemetry to mission control centers. Typically, missions require acknowledgement messages verifying
receipt of the command onboard the spacecraft. However, the scope of the hypothetical design study is limited to
an evaluation of ground-to-space data flows, as they are the limiting factor in timely transient science follow-up
observation scenarios.
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can also be calculated using only the long-term data volume associated with the individual user
within a scenario.
If LTDV < Monthly_Allowed_Data_Volume
Cops = Monthly_Plan_Fee (31)
If LTDV > Monthly_Allowed_Data_Volume
Cops = Monthly_Plan_Fee + Overage_Rate x (LTDV — Monthly_Allowed Data Volume) (32)
Additional sources of lifecycle cost data for Iridium were not identified in the literature.
Globalstar Cost Model
Voss et al. report cost data for procurement of Globalstar space-qualified mobile
terminals and a 2015 monthly service plan with tiered costs based on data volume usage.?*
However, the cost data reported are for simplex user terminals and space-to-ground (mobile-
originated) data services. Ground-to-space (mobile-terminated) data services seem to require
procurement of a more complex duplex mobile terminal and likely follow a somewhat different
service pricing schedule. Additional sources of lifecycle cost data for Globalstar were not
identified in the literature. As a result, costs for the simplex user mobile terminal and operational
services are presented here as illustrative models for Cpev and Cops. Results for these models are
not calculated in the hypothetical design study since they do not correspond to mobile-
terminated data flows. However, results from these models could be calculated and may be
adequate for rough order of magnitude cost estimating and solution feasibility screening

purposes until more current and authoritative cost data sources can be identified.

34 Cost information is not presented in the main conference paper. It appears in the backup section of the associated
presentation file [66].
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The procurement cost of wireless user terminals, Terminal_Unit_Cost, is an important
contributor to overall development costs (Cpev). Voss et al. report the procurement cost for an
engineering model (non-flight qualified) simplex wireless mobile terminal to be $1,400. The cost
of a space-qualified simplex mobile terminal is reported to be $3,600. The space-qualified mobile
terminal cost includes some items traditionally accounted for under integration and testing costs
in government-led development projects, including electromagnetic interference testing and
certification and radio frequency spectrum authorization and licensure costs.

A space-qualified user terminal unit is required for each observatory in the hypothetical
design study. In addition, an engineering model unit of the mobile terminal is typically required
for each user to support ground and flight system development, testing and sustaining activities.
A simple model of the wireless terminal procurement cost for each user in the scenario is

provided by Eq. 33.

Cpep = z Termial_Unit_Cost (33)

Voss et al. report the 2015 monthly simplex service plan fees according to the tiered

pricing structure in Table 20.
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Table 20: 2015 Globalstar monthly simplex service plan cost tiers, adapted from Voss et

al.
Verified Kilobytes of Data Received Cents/Byte, 2015 USD?°
(Cost_Rate)
0-360 1.00
361 -1,800 0.75
1,800 - 3,600 0.50
3,600 - 18,000 0.40
18,000 - 65,318 0.30

The expected monthly operational service costs, Cops, can be calculated using Table 20
using the appropriate rate, Cost_Rate, for the long-term data volume throughput of the scenario,
LTDV. The units for LTDV are in bytes and the costs are in cents in Eq. 34. Note, individual user
service costs for participation in the scenario can also be calculated by inputting only the long-
term data volume associated with the individual user within a scenario.

Cops = LTDV * Cost_Rate (34)
TDRS Cost Model

The NASA Space Communications and Navigation Mission Operations and
Communications Services document provides guidance for developing network lifecycle cost
estimates for mission planners including TDRS service rates as of August 2021 [69]. TDRS
operational service costs are based on the total number of service minutes provided. Use of the
TDRS multiple-access forward service for ground-to-space data flows cost $15.00 per minute of
service. TDRS multiple-access return services cost $9.00 per minute of service, so a mission

seeking to establish a bi-directional link to send and verify receipt of commands onboard the

35 A 15% discount from the listed rates is offered for academic users.
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spacecraft is charged $24 per minute of service. A 66% discount to the service rates is applied for
mission users with a Commercial Space Launch Act agreement.

The scope of the hypothetical design study is limited to an evaluation of ground-to-space
data flows, as they are the limiting factor in transient science follow-up observation scenarios.
The expected monthly operational service costs for the scenario can be calculated as the product
of the transient science event occurrence rate, Event_Rate, and the number of service instances
per scenario, NS/, the per minute TDRS multiple-access forward service cost, TDRS MAF _Cost,
and the expected service duration of each data flow service instance in the scenario.

At the maximum TDRS forward data rate of 300,000 bits per second, the theoretical time
required to transport the specified command data volume to an observatory in this scenario is
less than 0.003 seconds. However, there are implementation specific latencies associated with
the observatory’s acquisition of the TDRS signal and synchronization of the user flight and ground
systems. Additionally, the minimum allowable TDRS service execution period, Min_SE, was
experimentally verified to be one minute. For the hypothetical design study, it is assumed that
the user signal acquisition, software synchronization and data transport processes can be
completed within the fixed one-minute TDRS minimum service period. As a result, TDRS service
instances have a deterministic execution period of 60 seconds.

The expected monthly operational service costs of the scenario, Cops, are calculated using
the model provided in Eq. 35. Individual user service costs for participation in the scenario are
calculated using only the number of network service instances required by the individual user

within a scenario.

Cops = Event_Rate * NSI x Min_SE * TDRS_MAF _Cost (35)
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Additional sources of lifecycle cost data for TDRS were not identified in the literature.

Step 3: Evaluate system suitability metric outcomes.

In Step 3, the quantitative models developed in Step 2 are executed for the hypothetical
design study. Modeling results for the commercial service providers are compared with those of
the TDRS network.

The system suitability metrics are intended to provide information to assist both user
missions and network service providers in evaluating the feasibility and relative merits of
alternative network solutions for a multi-observatory transient science scenario. A summary of

results is provided in Table 21.
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Table 21 System suitability metric outcomes for network implementation options of a

hypothetical transient science scenario.

Suitability
Metric Metric Globalstar Iridium TDRS Units
Category
User; = 06:05
Timeliness SSWTwin 00:28 00:15 User, = 07:35 MM:SS
Users = 09:05
TTCwmin 00:28 00:15 10:05 MM:SS
TTCrotal 01:20 3:10 10:33 MM:SS
Capacity NS/ 3 3 3
NU Negligible Negligible Negligible Percent
Throughput DV 2,400 2,400 2,400 Bits per Scenario
Instance
EDR 30 12 3.2 Bits per Second
LTDV 360,000 360,000 360,000 Bits per Month
. . US Dollars Per
Financial Cost Cops No Data*® $59 $6,750 Month?”
For the hypothetical design study, the timeliness outcomes for alternative

implementations of ground-to-space data flows are examined. Specifically, the timeliness

requirement for the scenario is specified as follows: “The command data shall be delivered as

soon as possible to the space-based observatories and must be delivered no later than 10

minutes following initiation of service access processes for space data network services.”

The Globalstar and Iridium commercial service providers satisfy the scenario timeliness

requirement by a wide margin, even when accounting for the impact of service gaps (TTCrotal).

36 The data and model for Globalstar cost presented in Step 2 is for space-to-ground (mobile-originated) simplex
data flows, whereas the scenario data flows are ground-to-space (mobile-terminated). If pricing for Globalstar
ground-to-space data flows is the same, the estimated monthly cost of the scenario data flows is less than one dollar.
37 Nominal dollar values from the year specified in the data source (i.e., values are not normalized for purchasing

power)
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The TDRS network is unable to meet the scenario timeliness requirement, even when the impact
of service gaps due to blocking are ignored (TTCwmin). The dominant wait time contributors to the
TDRS TTCumin outcome are the fixed minimum service start lead time (six minutes) and queue
servicing delays (three minutes).?®

The network service providers must evaluate the expected impacts of a new transient
science scenario on their ability to satisfy the data transport demands of other users. The
expected network utilization metric allows network service providers to compare utilization of a
transient science scenario relative to the available network capacity. The Globalstar and Iridium
commercial service providers were designed to handle large numbers of randomly initiated user
data flows. Although the available capacity of commercial service providers is difficult to
determine precisely (and is likely proprietary information) it is unlikely that they have less
available capacity than the TDRS network. The TDRS network utilization for the hypothetical
design scenario is less than half of one percent of the available capacity. As a result, the network
utilization for all network providers is considered negligible.

The effective data rate (EDR) provides an indicator of the technical efficiency of a network
solution because it normalizes differences in the communications link data rates and expected
latencies among different network service providers. Although the TDRS multiple-access forward
S-band communications link data rates are up to 1,000 times faster than those of the L-band

commercial service providers, this advantage is offset by other factors, as illustrated by the

38 The TDRS queue servicing delays arise from the as-built TDRS node capacity constraint of one multiple-access
forward service instance per node. The TDRS network imposes a fixed inter-service instance delay of 30 seconds.
The minimum TDRS service period is 60 seconds. These queue servicing delays can be seen by comparing the service
start wait time (SSWT) outcomes for each of the three users in the scenario.
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difference in EDR outcomes. The commercial service providers are approximately four to 10
times more efficient at transporting the scenario data than TDRS.

The financial cost of monthly data services (Cops) provides an indicator of the economic
efficiency of a network solution. TDRS operational service costs are two orders of magnitude
greater than those of the Iridium network for the volume of data transported in this scenario.
The TDRS network operational service cost model is based on the number of service minutes
provided, whereas the commercial service provider cost models are based on the volume of user

data transported.

Discussion of Results

The coordinated observation of transient scientific sources with complimentary ground
and space-based observatories requires advances in space mission planning methods and
network infrastructure. As the single point of contact for NASA space data network service
planning and operations for missions venturing out to two million kilometers from Earth, the NSN
seeks to leverage commercial network service provider capabilities to increase the efficiency and
robustness of NASA-owned infrastructure.

A hypothetical design study of a transient science follow-up observation scenario was
presented in this research to illustrate a new multipoint space data flow design and evaluation
method. A set of descriptive SysML architectural models for implementing multipoint space data
flows using command pipelines was extended to incorporate commercial network service
providers. A set of moderate fidelity quantitative models were developed to predict data flow

timeliness and other suitability metrics outcomes for alternative network solutions. An additional
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system suitability metric, financial cost, was added to facilitate network solution suitability and
screening decisions.
Key Findings

The summary of results in Table 21 indicates that both the Globalstar Short Messaging
Service and Iridium Short Burst Data commercial services are viable solutions for disseminating
timely commands to space-based observatories, while the as-built TDRS network fails to satisfy
the data delivery timeliness requirement in the hypothetical design study.

The minimum time to complete the scenario (TTCwmin) timeliness outcomes of both
commercial service providers are substantially better than those of the as-built TDRS network
which are driven mainly by the TDRS fixed service start lead time. A TDRS scheduling ground rule
requires a minimum service start lead time of 10 minutes following a user service request.
However, ground testing performed with the TDRS scheduling engineering unit found that service
requests were accepted with as little as six minutes of lead time. Nevertheless, the literature
demonstrates that the intrinsic latencies of the commercial service providers are regularly less
than 30 seconds, and in one instance, as little as 10 seconds.

Scenarios involving many co-orbiting spacecraft also benefit from the large capacity of
the commercial service providers. The minimum user service start wait time (SSWTwin) metric
outcome illustrates the effect of the limited TDRS node servicing capacity, resulting in additional
gueue wait time due to the fixed TDRS minimum service period (one minute) and inter-user setup
lead time (0.5 minute) as users are serviced serially in the hypothetical design study. The free-

space command data volume transport time, which depends on the communications link data
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rate and light trave time between user and service provider nodes, was negligible for TDRS and
the commercial service providers.

TDRS provides 100% orbital coverage to the scenario users, but their randomly initiated
command data flows must contend with blocking from pre-scheduled service periods for other
TDRS users. By contrast, commercial service providers experience communications signal
coverage gaps but have the capacity to handle large numbers of simultaneous users. The TDRS
mean wait time due to blocking (2 minutes 58 seconds) was found to be comparable to the mean
wait times due to signal coverage gaps predicted by the NSN’s prototype commercial service
network modeling and simulation tool (2 minutes 9 seconds for Globalstar and 4 minutes 25
seconds for Iridium).3® The probability weighted average time to complete a scenario instance
(TTCrotal) is more than three times greater than that of the commercial service providers.

Operational services for the TDRS network are priced based on the number of service
minutes used, whereas the commercial service providers use a pricing model based on the
volume of user data transported. Since coordinating follow-up observations in a transient science
scenario involves an uncertain number of data flows transporting low data volume command
messages, a data volume-based pricing model is more advantageous to both users and bulk-buy
service brokers such as NSN. This advantage is illustrated in the large difference in expected

operational service cost for the scenario data flows ($6,750 for TDRS and $59 for Iridium).

39 The TDRS blocking probability can be expected to increase as the population of transient science users grows. The
magnitude and frequency of Globalstar and Iridium signal coverage gaps depend on user satellite altitude and
inclination and other factors. The results presented in this research are based on TDRS blocking data collected in
2019 and for a simulated user orbit of 400 kilometers altitude and 52 degrees inclination.
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Demonstration and Practical Considerations

The narrow scope of the hypothetical design study was intended to illustrate the new
challenges to space mission design and network planning posed by transient science space
systems. An evaluation of TDRS and commercial network solution options for performing one-
way command data flows in a transient science scenario was performed. The suitability of the
commercial networks for traditional mission critical command and telemetry data flows and for
high-volume science data flows was not investigated. The likelihoods and consequences of
commercial provider service gaps due to data losses, equipment failures, operator proficiency or
other service availability factors were also not considered. Nevertheless, the possibility for
improved timeliness outcomes, along with the modest financial costs and spacecraft
accommodation requirements, suggest that transient science observatories could fly commercial
user terminals for opportunistic transient science data flows as a compliment to a more
traditional high-reliability direct-to-Earth or space relay user terminal. In practice, each user
mission must consider and balance solutions to satisfy users’ traditional network service needs
alongside those for one or more transient science observation scenarios. Accordingly, the
evaluation method presented in this research may be expanded or applied as an augmentation
to existing methods to manage the broader set of traditional mission design and network service
planning concerns.

The quantitative models and system suitability metric outcomes presented in this
research are intended for design feasibility and network suitability screening without reliance on
proprietary information. The models and results rely on publicly available experimental and

design data and statistical regressions of computational orbital and communications link
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simulation data. Several random variables and probabilistic suitability metric outcomes were
characterized and modeled using statistical mean values. This approach has advantages as well
as limitations. For example, if the scenario required command data to be delivered within four
minutes at least 50% of the time a transient scientific event occurs, system planners could quickly
determine that the as-built TDRS network is not viable, based on the experimental evidence and
model of TTCwmin, and that either commercial service provider could potentially be a viable
solution. However, the probability weighted average timeliness model (TTCrotal) is not sufficient
to determine the likelihood of satisfying the timeliness requirement by the commercial service
providers. Characterizing the likelihood of attaining timeliness (and other suitability metric)
outcomes could be determined using design-of-experiments empirical techniques or Monte
Carlo computational simulation methods. The reliability of the timeliness results would depend
on the accuracy of the scenario-dependent service gap model, which could be improved using
proprietary communications link simulations or experimental results from Globalstar and Iridium
space-based user pathfinder missions.

The latency contributed by the communications network is one part in an end-to-end set
of processes that contribute to overall system effectiveness metrics, such as the expected
number of events observed during a campaign. Although the TDRS, Globalstar and Iridium
networks are suitable for some transient science applications, none of the network service
options are able to regularly achieve data delivery timeliness outcomes of less than
approximately 30 seconds. To improve the communications network latency further, a TDRS
continuous broadcast service could be implemented with upgrades to the TDRS ground systems

[36]. Alternatively, a transient science messaging broadcast service could be provided by a
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commercial network service provider. High data rate and low latency services could also be
achieved by direct user crosslink topologies [70]. Emerging commercial space relay and satellite-
based internet broadband service providers may also provide high bandwidth and low latency

network solution options.

Conclusion

International researchers in Japan and Australia, as well as an emerging ecosystem of
commercial value-added resellers, are demonstrating the potential value of commercial short
burst data and messaging service provider networks for space-based user applications. The
findings of this research support the proposition that the Globalstar and Iridium commercial
service providers can provide complimentary capabilities to the NSN by addressing limitations of
the as-built TDRS network to support transient science observation scenarios. Refinements to
the NSN prototype commercial service provider quantitative modeling tool are anticipated as
more data become publicly available and experience is gained through practical interactions with
the transient science mission design community. Such interactions will also contribute to the
refinement of transient science user needs and future network service requirements
development. The increasing miniaturization, processing efficiency, and software-defined nature
of space-qualified wireless user terminals may allow for complimentary multi-network service
provider solutions viable for transient science users. Future services available to transient science
users may include a TDRS or commercial broadcast service or incorporation of new commercial

service providers within the NSN.
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Chapter 6

Chapter 6 presents conclusions from the dissertation research.

The study of transient scientific phenomena using time-sensitive measurements from
multiple space-based observatories present new challenges to traditional space data network
planning methods and current space data network infrastructure systems. This dissertation has
defined and completed a series of tasks to address the overarching research question:

How can space data network solutions be designed and evaluated for multi-observatory

transient science space systems?

Summary of Findings

In Chapter 3, a systematic investigation of transient science operations involving the Neil
Gehrels Swift Observatory, the TDRS space data network and the GCN terrestrial multipoint
(publish-subscribe) science messaging application resulted in a descriptive architectural model
for transient science space systems codified in the formalisms of SysML structural and behavioral
diagrams.

The magnitude and distribution of network service gap periods was determined to be a
significant factor for data latency in transient science operations. Two methods for achieving
timely network services were defined, experimentally demonstrated and compared. The gap-
filling method relies on pre-scheduled service events from complimentary network service
providers to reduce the magnitude of the largest network service gaps. The gap-filling method

results in guaranteed mean timeliness outcomes at the expense of reserving network service
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periods that may go unused. The event-driven method allows on-the-fly access to network
services in response to unplanned transient scientific events. The event-driven method results in
timeliness outcomes that depend on fixed and random wait times associated with service
reservation, service setup and resource blocking by pre-scheduled network users. The network
traffic for a transient science observation scenario was determined to be significantly influenced
by the occurrence rate of the transient scientific event and attributes of the space data flows
required by the scenario, such as the data volume and number of service instances required to
execute the scenario. Quantitative models for both methods were developed, and results were
calculated for a Swift transient science scenario using the TDRS space data network. The results
indicate that the TDRS space data network has adequate capabilities and capacity to allow
implementation of both methods by users for transient science applications. Swift has
operationalized both methods to perform for rapid follow-up observations of ground-based
gravitational wave detections.

In Chapter 4, the transient science space system architectural model was extended to
address scenarios involving multiple-space based observatories. The command pipeline and
notification pipeline functional reference architectures describe two alternative space-terrestrial
network interface design patterns that achieve multipoint (publish-subscribe) data flows. The
command pipeline preserves traditional functional partitioning across the space mission user and
space data network interface. The notification pipeline requires users to adopt standardized
event notifications and allocates greater autonomy to the user mission platform to achieve
improved timeliness outcomes and reduced network traffic for transient science scenarios. A

guantitative multipoint space data flow modeling method based in queueing theory was defined.
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General system suitability metrics for timeliness, throughput and capacity were specified to
support the evaluation of alternative network solutions for transient science data flows. A
hypothetical design study was performed to apply the command and notification pipeline
reference architectures and evaluate alternative TDRS space data flow implementations for a
multi-observatory transient science scenario. The merits of a proposed future TDRS broadcast
service implementing command or notification pipeline data flows were quantified and
discussed.

In Chapter 5, the transient science space system architectural model was extended to
incorporate commercial network service providers. Quantitative models for Globalstar and
Iridium short messaging data services were developed based on publicly available data sources.
Financial cost was added to the set of system suitability metrics. The hypothetical design study
in Chapter 4 was extended to compare the relative suitability of the as-built TDRS network with
the commercial Globalstar and Iridium network solutions options. The results of the hypothetical
design study indicate that both Globalstar and Iridium are viable solutions for disseminating
timely commands to space-based observatories. Although the TDRS network has greater
coverage of users in low-Earth-orbit, Globalstar and Iridium are capable of achieving more timely
outcomes due to the large, fixed minimum service start lead time of the as-built TDRS network.
Additionally, both commercial networks have the capacity to handle large numbers of
simultaneous user data flows per service provider node, mitigating the impacts of amplified user

demand and traffic when a transient scientific event occurs.
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Research Contributions

Results from this research address the growing demand for responsive, collaborative,

multi-observatory scientific operations concepts by providing a credible model-based systems

engineering approach to design multipoint space data flows and evaluate the relative suitability

of alternative space communications network solutions. Specifically, the primary contributions

of this dissertation are highlighted below.

An extensive review of the literature and state-of-the-practice for transient
science space system planning and operations.

Identification and quantification of the fixed and probabilistic factors that
influence data latency and network traffic for low-Earth-orbit missions using the
TDRS, Iridium and Globalstar space data networks.

A rigorous architecture reference model describing the high-level structure and
behavior of transient science space systems, including two functionally distinct
design options (command and notification pipelines) available to system planners
to implement multipoint space data flows.

Conceptual development and quantitative models for two network scheduling
methods (gap-filling and event-driven) to improve data timeliness outcomes as
compared to the state-of-the-practice. The scheduling methods were
experimentally demonstrated using the Swift mission and TDRS space data
network.

Conceptual development and quantitative models illustrating the influence of

standardized event notification data on system outcomes. Notification data are
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common messages, distinct from traditional space mission and engineering
datatypes, used to synchronize and orchestrate activities across multiple space-
based observatories.

e A novel model-based systems engineering method and set of suitability metrics
for designing and evaluating network solutions for transient science space
systems.

e Synthesis and demonstration of the model-based systems engineering method
and models in a hypothetical transient science space system design study
comparing the suitability of as-built and potential future government and
commercial space data network solutions.

e Evidence supporting the proposition that the commercial Globalstar and Iridium
short messaging data services provide advantages to transient science users due
to their lower intrinsic latencies and greater capacity to support simultaneous data
flows, as compared to traditional space relay networks such as TDRS.

e Adding to the limited model-based systems engineering application case history
for distributed systems.

Results from this research will also be used to inform NASA’s technology investment and
implementation roadmap for a timely TDRS ground-to-space communications service and the
commercialization efforts of the Near Space Network.

A notable practical contribution of this research is that the Swift mission implemented

the first known fully autonomous command pipeline in January 2020. As a result, Swift has
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increased its expected detection rate of electromagnetic counterparts to ground-observed

gravitational waves by greater than 400%.

Future Work

In the future, multipoint data flows transporting command and notification data will be
achieved by seamless internetworking between space and terrestrial data networks. The
complexity associated with accessing space data network services will be abstracted from the
user akin to the experience provided by current terrestrial wireless networks. NASA, in
partnership with commercial and international partners, is presently planning such an
interoperable network between the Earth and the Moon [71] [72]. Transient science observation
scenarios implemented using command and notification pipelines can serve as important
pathfinders and drivers to accelerate space-terrestrial internetworking technology infusion and
infrastructure development. As space-terrestrial internetworking protocols are adopted by users
and network service providers, science messaging applications can be extended directly to space-

based observatories, as depicted in below in Fig. 25.
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Fig. 25: Operational view of a transient science scenario executed using space-terrestrial

internetworking protocols.

Seamless internetworking of space-based observatories with Earth’s terrestrial networks could
give rise to innovative space operations concepts akin to the “if-this-then-that” automation recipes used
in the internet-of-things. Such concepts rely on event-driven machine-to-machine configuration, control,
status and synchronization data flows that are not easily captured by traditional space mission design and
network planning processes. The command and notification pipeline functional reference architectures,
along with the multipoint data flow design and evaluation method presented in this research, can enable
a future when space-based observatories become interoperable sensing devices connected by a diverse

ecosystem of network service providers.
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