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ABSTRACT

THE APPLICATION OF MODEL-BASED SYSTEMS ENGINEERING TO UNDERSTAND
SECURITY OF SYSTEMS USING SAE J1939

The Engineering community is adopting a Digital Engineering approach enabled by Model-
Based Systems Engineering (MBSE) as an effective tool for designing complex systems. As tech-
nology continues to rapidly advance, security risk mitigation and requirements engineering is be-
coming a prominent and important factor in the cybersecurity domain. As a result, engineering
methods and frameworks must constantly be improved and updated to implement the successful
realization of cyber-physical systems (CPS). With the inherent connectivity, accessibility, and lack
of security making CPSs attractive targets for cyber attacks, integrating security considerations
into system development is crucial. With ’security by design’ being a fundamental pillar of system
development, MBSE plays a pivotal role in shaping secure system architectures.

In this thesis, I explore the application of MBSE to the system security domain, focusing on
secure system development and the incorporation of security by design throughout the system
development phase. This is accomplished by investigating the utility of MBSE in understanding
the vulnerabilities of a Medium to Heavy Duty (MHD) vehicle, improving its security posture, and
providing recommendations on how to improve the process.

This is achieved by first exploring the utility of simulation using model-based tools to better
understand complex systems, and bridge the gap between bottom-up and top-down approaches.
Next, an established method, MBSEsec, is applied to the system of interest (SOI) to develop se-
curity controls for the vehicle’s transport protocol. Additionally, recommendations are provided
for improving the method’s effectiveness in documenting vulnerabilities, and risk. MBSEsec is

a security-focused MBSE method using SysML to develop a system architecture that highlights

il



security design considerations. The method’s structured workflow facilitates the elicitation of se-
curity requirements and controls using specific systems modeling activities.

The primary focus is on the heavy vehicle network transport protocol, J1939, serving as the
SOI. The discovery and validation of new exploits that take advantage of vulnerabilities in the
data-link layer of the protocol highlights the need to elicit better security requirements for cyber-
physical systems (CPS). Using the J1939 network as the SOI for this work allows the models to
be supported by and validated with on-vehicle testing. This work contributes a survey of modeling
approaches for secure system design.

Lastly, this thesis details the development of a novel approach for system-level mission-focused
security goal elicitation. EGRESS: Eliciting Goals for Requirement Engineering of Secure Sys-
tems, incorporates best practices from security requirement engineering works, and utilizes Model-
Based Systems Engineering to formulate security goals for cyber-physical systems, aiming to cre-

ate more comprehensive security requirements.
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Chapter 1

Introduction

1.1 Motivating the Problem

Modern systems throughout many industries such as automotive, aerospace, medical, indus-
trial, and defense have become very complex. As a result of innovation, both complexity, and
change will continue to escalate in products, services, and systems. As new systems continue to
be developed and incrementally improved, there is a need for a well-defined process for life cy-
cle management and development that reduces system risk. As a result, engineering methods and
frameworks must constantly be improved and updated in order to implement the successful real-
ization of these complex systems. The primary factors that make modern systems so complex are
many, to name a few [4]:

1. Interactions of many parts (including autonomous parts, ie.)

2. Networked hierarchical activities (ie. Social networks, System of systems)

3. Unexpected or unpredictable emergence (ie. Accidents, system breakdowns)

4. Complicated transition laws (ie. markets, cascading failures)

The practice of systems engineering involves managing and combining the work of multidisci-
plinary engineering fields, with the goal of realizing the successful design of complex systems that
meet stakeholder needs. This process typically follows the ’System-V" diagram [5] also known as
the System Development Life Cycle (SDLC). This process involves four primary phases; Require-
ments Elicitation, System Design, Implementation and Testing, and Deployment and Maintenance.
Due to the rise in the complexity of design, organizations are moving away from document-based
engineering approaches to digital engineering and model-based activities in the system design
process [6]. Model-Based Systems Engineering (MBSE), a methodology that employs digital en-
gineering tools like SysML (Systems Modeling Language), has gained considerable traction in de-

signing and developing complex systems. This is especially true for cyber-physical system design



where it has been adopted by the Department of Defense and various companies [7]. The Interna-
tional Council on Systems Engineering (INCOSE) describes MBSE as the formalized application
of modeling to support system requirements, design, analysis, verification, and validation activ-
ities beginning in the conceptual design phase and continuing throughout development and later
life cycle phases [8]. Some of the advantages of model-based engineering include the decrease in
development time, enhanced analysis, and increased re-uses of elements within a system [9].
Along with the rise in system complexity and the need for better design methodologies, also
comes the ever-growing persistent cybersecurity threat. Cybersecurity can be defined as the prac-
tice of protecting systems, networks, and programs from digital attacks. The cybersecurity threat
is one of the most challenging obstacles to cyber-physical systems in today’s world. The INCOSE

handbook states [5]:

"As the world becomes increasingly digital, the issue of cybersecurity is a factor that
systems engineers need to take into account. Both hardware and software systems are
increasingly at risk for disruption or damage caused by threats taking advantage of

digital technologies"

Cyber attacks have rapidly increased in the past decade, targeting nearly every system that
can be digitally accessed [10]. The rise in attacks compels the need for strong cyber-defense
strategies, especially with the important roles that electronic devices play in the operation of major
systems. For example, today’s connected vehicles depend on hundreds of embedded CPSs to
perform correctly all the time regardless of operational environment or user behavior (malicious,
benign or otherwise). Moreover, these CPSs are becoming increasingly popular cyber attack targets
because of their inherent connectivity, ease of access, and lack of security. Reports of cyber attacks
on power grids, medical devices, and even complex vehicles highlight the growing need to secure
such CPSs [11] [12]. Car hacking competitions and conferences are becoming more commonplace
in the cybersecurity industry [13] with new vulnerabilities constantly being discovered. In light
of these persistent threats, it is important to implement strong systems engineering methods and

techniques that enable the development of secure system architectures.



Nguyen et al. conducted a study of the state of the art of MBSE for cyber-physical systems
(CPS) and concluded that there is a lack of engineering security solutions for CPSs, and that there
are few industrial case studies of the use of MBSE for secure design. Nguyen also found that
MBSE could be a key means to tackle the challenge of security threats primarily through security
by design, abstraction, and the implementation of security objectives (Confidentiality, Integrity,
and Availability) in the early stages of system design [14].

With ’security by design’ being a fundamental pillar of system development, MBSE’s role in
secure system architecture is highly valued. Research shows that the engineering community views
model-based systems engineering favorably based on an analysis of over 60 references discussing
the approach [15]. The findings determined analysis and communication capabilities to be some of
the most stated benefits of MBSE. The model-driven approach to secure architecture has also been
proven to promote collaboration between system designers and security experts [16]. Madni et al.
highlight that a lack of attention to system architecture and its influence on design can potentially
lead to integration challenges later in the design process. They highlight that there is a tendency to
rush the architecture stage, which leads to premature bounds on system design and life-cycle costs
[6]. Furthermore, much of the current CPS design processes do not address security and security
requirement elicitation until a preliminary architecture is established for the System of Interest.
Additionally, most security-oriented methods require foundational security requirements and some
level of system structure as input to begin the security analysis. There is a lot of potential for the
use of MBSE to reduce both the issues of premature architecture specification, and requirement
elicitation.

When it comes to system design, it is important to distinguish between two fundamental ap-
proaches. Traditionally, two primary design methodologies have been employed in the construc-
tion of complex systems: the top-down and bottom-up approaches. The top-down design approach
involves starting with a high-level overview of a system, breaking it down into smaller compo-
nents, and refining the details progressively. This method emphasizes understanding the system’s

preliminary architecture early on but might delay understanding of lower-level details. In con-



trast, the bottom-up approach begins with building individual components and subsystems and
gradually integrating them into a larger system, promoting a deeper understanding of fundamen-
tal elements but potentially lacking a clear understanding of the system structure until later in the
design process [17]. The systems engineering design process involves a combination of both ap-
proaches, which changes based on the specific stage of the system design. In the early stages of
systems engineering, the top-down approach is commonly used. Starting by defining the high-
level requirements and system architecture, then identifying the major components, interactions,
and functionalities that the system needs to achieve. This helps to establish a clear vision of
the overall system and its objectives. During the detailed design phase, when the focus shifts to
individual components, the bottom-up approach is adopted. Ultimately, successful systems en-
gineering involves a continuous iteration between the top-down and bottom-up approaches. The
high-level architecture guides the development of the lower-level components, and insights gained
from implementing these components can lead to refinements in the overall system design. With
this perspective in mind, it is important to note that this work primarily focuses on the refinement
and implementation of the top-down approach to system design, specifically in regard to system
security.

This thesis aims to explore and enhance the practice of Model-Based Systems Engineering
(MBSE) in system development and promote the integration of security by design through the
system development phase. Its objective is to contribute to the existing knowledge by investigating
the application of MBSE in the early design process, specifically in relation to securing vehicles
and vehicle networks. This is achieved by exploring the utility of MBSE in understanding system
vulnerabilities, applying established MBSE methods and frameworks from the security field to a
novel system and providing recommendations, and developing a new approach for security goals

elicitation for secure systems.



1.2 Research Questions

One of the largest challenges engineers and organizations face when developing a cyber-
physical system is solving how to create a ’secure system’. With a majority of security methods
and techniques in both industry and literature not relating to SE, this paper hopes to explore the
convergence of MBSE and secure system design methodologies in the system development pro-
cess. This thesis is written in hopes that it will consolidate information regarding system security,
model-based systems engineering, requirements engineering, and Cybersecurity principles. Fig 1.2

illustrates the area of the system development life-cycle in which the role of MBSE is explored.

The below research questions and tasks will guide this work.

Role of MBSE?

System
Requirements

High-Level
Design

Detailed design and
Implementation

Figure 1.1: Role of MBSE in system design

Question 1: How can security be incorporated into the system development
process using MBSE?
Motivation: INCOSE Vision 2035 states that “The Future of Systems Engineering Is Predom-



inantly Model-Based” (p.33), and that “Cybersecurity will be as foundational a perspective in
systems design as system performance and safety are today” (p. 37) [18]

Research Tasks:

1.1 Develop an understanding of systems modeling (SysML in Cameo) and of the SOI: Truck Net-
works

1.2 Build a simulation of real-time network attacks (SysML) and investigate benefits

1.3 Investigate what methods exist that incorporate MBSE to develop more secure systems

1.3.1 Investigate literature, methods, applications and tools related to: SE, MBSE, Security Re-
quirements Engineering, and primary security-related systems engineering standards

1.4 Demonstrate the utility/applicability of selected security MBSE approach to truck networks
1.5 Evaluate the approach, highlighting its benefits, and shortcomings

Output: J1939 Network attack simulation, demonstrated utility and value of an MBSE method for

secure system development

Question 2: How can MBSE be leveraged to conduct security requirement
elicitation in the design of secure systems?
Motivation: “The system shall be secure” is not an adequate security requirement. Specified se-
curity requirements often become security-specific architectural constraints [19] [20].
Research Tasks:
3.1 Investigate literature, frameworks, and methods related to security requirement elicitation
3.2 Support the development of a Security Focused Goal Elicitation Method using MBSE (EGRESS)
a. Develop an MBSE model that implements the proposed method
3.3 Apply the new method to a proposed system and investigate its utility.
3.4 Demonstrate the benefits of the outputs of this method to the rest of the design process.
Output: A proposed approach to elicit security goals for systems in conceptual design using

MBSE.



This work will begin with investigating the use of MBSE by building an advanced understand-
ing of a modeling tool and implementing it in vehicle truck networks. This work will then use a
proposed method to secure discovered vulnerabilities in the J1939 protocol and discuss findings
and shortcomings. The proposed method will be applied to a second system of interest, through
which recommended improvements will be implemented into the method. Finally, this work will
assist in developing a method that covers the gaps in current MBSE security methods and demon-

strate its utility for system development through modeling.

1.3 Background

1.3.1 Introduction to MBSE

The overarching goal of MBSE is not to replace traditional document-based systems engineer-
ing, rather, it is to facilitate traditional SE activities resulting in enhanced communications, spec-
ification and design, design integration, and re-use of artifacts and models. In a document-based
SE approach, a large amount of information about a system is gathered containing everything from
stakeholder needs, trade studies, analysis reports, procedures, and design decisions. While all of
this information is necessary for an effective system design, it is difficult to maintain, synchro-
nize, update and revise. The role of MBSE is to capture and guide the system design through
the development of a system model. The INCOSE SE handbook states that "MBSE formalizes
the application of SE through the use of models", and that MBSE "allows systems engineers to
have a single and traceable source of truth for the system requirements, specification, design, and
validation and verification" [5].

The INCOSE Systems Engineering Vision 2035 highlights that the future of SE Is predomi-

nantly model-based, stating that

"Although a growing number of systems engineering organizations have adopted model-
based techniques to capture systems engineering work products, the adoption is un-

even across industry sectors and within organizations. Custom, one-off simulations



are used for each project, and there is still limited reuse of models especially during

critical early phases of systems architecting and design validation." [18]

Here, we can see that MBSE’s role in engineering and system design will only become more
critical as we look to the future and that there is a current need for centralized and proven MBSE
methodologies. With the inherent complexity of modern systems, and the constant threat of cyber-
security, the objective of MBSE is to serve as part of the engineering baseline, and the emphasis is
placed on defining and evolving the model using model-based tools [21]. Effectively, the systems
model is developed and elaborated simultaneously with the system under development during the
conceptual development and system development phases. In the field of SE, the challenge of com-
munication across engineering disciplines, completeness of design, and well-traced documentation
are all addressed through the use of MBSE [22].

Effective systems modeling relies on three core MBSE elements. These elements are the mod-
eling language, modeling tool, and modeling method [21]. Fig 1.1 illustrates the role of the core
elements of MBSE within the systems engineering process. Ultimately, these three core elements
combine to produce a systems model that includes system specifications, design, analysis, and ver-
ification. The model consists of model elements that represent different key parameters such as
requirements, design, test cases, design rationale, behaviors, blocks, and their interrelations [21].

The generation of system models requires a modeling language that defines the syntax (model-
ing elements) and a standardized medium for communicating and information sharing. The mod-
eling language defines the elements, relationships, and visual aspects of the diagrams. Typically,
when discussing modeling languages, the two most common languages to arise are the Unified
Modeling Language (UML) and the Systems Modeling Language (SysML), and the distinction
between these two is very important. UML is a language for specifying, visualizing, construct-
ing, and documenting artifacts of software and non-software systems (eg. business models) [23].
Due to the complexity of the SE process, and the domain-specific terminology required, UML
is not sufficient for systems modeling. In a joint effort, the Object Management Group, and IN-

COSE worked together to develop a domain-specific modeling language for systems engineering -



Systems Engineering
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Systems Thinking
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Figure 1.2: MBSE role in systems engineering

SysML. Simply put, SysML is a profile of UML - a systems engineering-domain-specific modeling
software. Every effective model has three major aspects, Requirements, behavior, and structure,
which are the three primary categories of the taxonomy of SysML diagrams, as can be seen in
figure 1.3. Within the field of MBSE, the use of Systems Modeling Language (SysML) is the most
common and established language [24]. It is important to note that modeling Languages are not

tied to specific methodologies, but are a means of implementing them.

Developing a system model using SysML

As can be seen in Fig 1.2, there are 9 primary types of SysML diagrams used in MBSE. The
four behavior diagrams are used to describe the behaviors of the system and its elements. These
diagrams help answer questions such as; What do the structural components do or perform? How
do things flow among or through the system? What operating states does the system have? and
how do the sequence of events take place during the operation of the system [25]?

The four structure diagrams describe the structure and performance of the system in terms

of; components (block elements) and how they are hierarchically connected, parts, detailing the
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Figure 1.3: Taxonomy of SysML diagrams

internal structure of the components, performance indicators and variables that define how well
the system and its components are satisfying requirements, and organization which outlines the
containment of the model elements.

Requirement diagrams rest in their own category of the system model. They are used to depict
and organize text-based requirements and illustrate their relationships and hierarchy. They can be
used to support matrix displays that display requirements being satisfied by functions and structure.

Within these diagrams, system elements are represented as specific fypes of elements. These
element rypes in the SysML language possess a variety of different characteristics and features,
such as value parameters, parts lists, unit of measure, ports, etc. Each element relationship also
has unique characteristics that help define and illustrate the nature of the relationship such as flow
rates and directional indicators.

Using these primary sub-types of SysML diagrams, a system model can be developed to reflect
any system. Modeling tools for MBSE are a special kind of authoring software that implements
the rules for modeling and visualization based on modeling languages to create and manipulate the
model [21]. The tool is the actual interface between the language and method, and the engineer.
Properly developed tools provide the users with all of the key capabilities required to develop sys-
tem models. Some of the industry-tested tools are Cameo Systems Modeler, Enterprise Architect,

and Rhapsody.
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A systems model is built based on different SE activities performed throughout the design pro-
cess and by different engineering teams [24]. In order to develop a consistent model, different
methods provide guidance and a structure that defines what needs to be modeled, at which stages
in the process, and how to do it (Techniques). Modeling without a method to be followed results
in an ineffective and incoherent model that becomes very difficult to implement and interpret. A
complete modeling method defines a clear scope and purpose of the model, as well as clearly
defined activities to follow. In [26] Sannes et. al. highlight that modeling methods can be cate-
gorized into four primary subsections; Methods compliant with SE standards, methods compliant
with aeronautical standards, methods associated with a modeling tool, and methods that were not
originally designed for MBSE. Sannes’s work provides System Engineers with decision criteria for
effective selection of the appropriate MBSE languages, tools and methods. The author also high-
lights that many issues remain to be explored in terms of languages, tools and methods to promote
the transition of the industry away from document-based design to MBSE. A variety of different
modeling methods exist in the literature, some of the most prevalent being Object-Oriented System
Engineering Methodology (OOSEM), MagicGrid, and NASA JPL State Analysis.

In an effort to better understand MBSE, Campo et al. conducted a survey of previous studies
concerning the effectiveness of MBSE, then conducted a study of their own. The objective of the
study was to investigate how the SE community perceives the value of MBSE. The primary re-
search question was; What attributes and impacts of MBSE are perceived positively or negatively
in literature? Based on an analysis of over 60 references discussing the approach, the systems en-
gineering community view model-based systems engineering favorably. The findings determined
Analysis and communication capabilities to be some of the most stated benefits of MBSE. The
extensive review of SE literature found a 4:1 positive to the negative-attribute ratio for MBSE. [15]

Originally, MBSE was dedicated to managing the complex system creation in terms of key
SE activities such as system requirements, design, analysis, verification, and validation activities
leaving security aspects aside. This work focuses on how to leverage MBSE for secure system

design while implementing security principles into the MBSE process.
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1.3.2 Key Systems Engineering and System Security standards

In order to address the question of how can ’security by design’ be improved in early system
development, it is important to have a foundational understanding of the guiding principles laid
out in the literature. These guiding standards help shape the current state-of-the-art for security
and secure system design. Understanding these standards is vital to ensure effective system de-
velopment and proper security control implementation. The key guidance documents influencing
the system development efforts in this work are the ISO/IEC/IEEE 15288 (Systems Engineering
lifecycle process) [27], ISO/IEC/IEEE 42010 (Architecture Description - MBSE models) [28], and
the INCOSE Handbook for Systems Engineering [5]. The key Guidance documents influencing
the implementation of security and MBSE efforts in this work are NIST 800-160v1 specification
(Systems Engineering lifecycle process) [27], NIST 800-53 v2 (Security and Privacy Controls for
Federal Information Systems and Organizations) [29], and SAE ISO 21434 (Need for Cybersecu-

rity) [30].

Systems Engineering Standards

The Key systems engineering standards that influence this work are as follows:

ISO/IEC/IEEE 15288: Systems and Software Engineering - System Life Cycle Processes:
This standard is one of the foundational documents in systems engineering and is heavily ref-
erenced in the INCOSE SE handbook. This document provides a framework for systems and
software engineering processes, including the system development life cycle. While it doesn’t
specifically focus on cyber security, it offers valuable insights into how Model-Based Systems
Engineering (MBSE) can be integrated into the system development process. This document em-
phasizes the systematic and structured approach to systems engineering, which highlights the need
for MBSE to enable the development of a detailed and traceable model. This standard also high-
lights the need for early requirement elicitation and analysis, which is one of the primary benefits
of using MBSE. Lastly, the standard promotes an incremental and iterative design process that has
a robust architecture. MBSE facilitates the creation of detailed system architecture models and is

very effective at promoting traceability and iteration.

12



ISO/IEC/IEEE 42010: Systems and Software Engineering - Architecture Description: This
standard lays out the guidelines for architecture descriptions, encompassing MBSE models. It
provides valuable guidance on how to structure, organize, and ensure the quality of architecture
descriptions, leading to improved communication and collaboration among stakeholders. Within
Model-Based Systems Engineering (MBSE), this standard holds significant importance as it fur-
nishes essential principles for articulating the system’s structure, behavior, and requirements, with
special consideration for security-related aspects. This standard maintains an architecture-centric
view of the system, and highlights that MBSE facilitates security architecture by design, leading
for early capture of security related elements. Lastly, the standard highlights the need or stake-
holder involvement in architecture definition, which promotes better traceability throughout the
design process to ensure the system is meeting stakeholder concerns.

INCOSE Systems Engineering Handbook: Although not an ISO/IEC standard, INCOSE
published the Systems Engineering Handbook, which is a valuable reference for all matters re-
lated to systems engineering. It covers various aspects of systems engineering, including mod-
eling techniques and tools. INCOSE outlines 14 Systems Engineering Technical Processes from
ISO/IEC/IEEE 15288 [27] in the Systems Engineering Handbook [5]. These processes enable
systems engineers to identify system needs and shape the design across engineering disciplines to
meet stakeholder requirements. Starting from conceptual design and spanning the entire lifecycle,
these processes facilitate coordination between specialists, engineering disciplines, stakeholders,
and operators, resulting in a system solution that fulfills performance, environmental, interface,
and design constraints.

INCOSE also discusses the importance of security engineering within the design process. The
objective of security engineering is to ensure that the system can function under disruptive con-
ditions caused by misuse and/or malicious behavior. INCOSE details the important sources for
potential disruptive conditions and the importance of using SE principles to mitigate the risks. The
handbook highlights that in order to minimize the security risk potential of a system during its

life cycle, design engineers must be provided with a complete set of security-related requirements.
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These requirements must be derived from stakeholder security interests during the stakeholder
needs and requirements definition process and should be captured in clear system requirements.
This document also emphasizes that established security requirements must be allocated to func-
tional system elements during the architecture design process.

The INCOSE handbook also discusses the benefits of MBSE, and the primary methods that
can be followed when building a model. The benefits of MBSE are described as improved com-
munications, increased ability to manage system complexity, improved product quality, enhanced
knowledge capture, and improved ability to teach and learn SE fundamentals [5]. The book states
that leveraging MBSE throughout the SE design process significantly improves system require-

ments, architecture, and design quality.

System Security Standards

NIST 800-160v1: National Institute of Standards and Technology (NIST) Special Publication
800-160, is a comprehensive document that provides guidance on systems engineering principles
and practices for building secure and resilient information systems. The publication emphasizes
the integration of security and resilience principles into the entire SDLC, from planning to de-
commissioning. It provides an in-depth exploration of systems engineering fundamentals, risk
management, and the essential aspects of security and resilience integration. The guidelines un-
derscore the importance of tailoring the system development lifecycle to meet specific system
requirements while focusing on security engineering practices such as threat modeling, secure
coding, and access control, as well as resilient engineering considerations like redundancy and
continuity planning. By addressing these critical aspects, this document supports organizations in
creating robust and dependable systems capable of withstanding adverse events and safeguarding
sensitive information [31].

Appendix D of the standard discusses the approach and considerations for applying concepts
of a secure system. The objective of this approach is to deliver system capabilities at an acceptable
performance level while minimizing loss occurrence and extent. The approach incorporates both

preemptive and reactive aspects to achieve intended behaviors and outcomes. Preemptive mea-
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sures involve addressing potential loss scenarios before they occur, while reactive measures focus
on informed decision-making and actions after a loss event. The design approach emphasizes iden-
tifying intended behaviors and outcomes, recognizing potential loss conditions, altering the system
design to prevent or limit loss, and iteratively addressing potential failure scenarios. The standard
highlights that early recognition of states in which loss may occur leads to preemptive solutions.

NIST SP 800-53 Revision 5: NIST Special Publication 800-53 Revision 5 serves as a valuable
framework for security and privacy controls in federal information systems and organizations. This
standard provides vital guidance for securing systems through a comprehensive set of security
controls and a risk-based approach. These standards play a crucial role in safeguarding sensitive
data and protecting against cyber threats in government agencies and beyond.

Its utility in the context of Model-Based Systems Engineering (MBSE) lies in its control se-
lection and tailoring capabilities, allowing organizations to choose and adapt security controls that
align with the specific requirements of their system models. SP 800-53 encourages the integra-
tion of security controls into the system development life cycle, which can be applied to MBSE
by embedding these controls directly into system models and designs. The risk-based approach
advocated by the standard aligns well with MBSE principles, facilitating the early identification
and mitigation of security risks during the modeling process. Furthermore, SP 800-53 promotes
traceability, enabling clear linkage between security controls, system requirements, and system
architecture in MBSE.

SAE ISO 21434: Need for cybersecurity: ISO 21434 serves as a comprehensive guide for
cybersecurity development in vehicles. It encompasses vocabulary, objectives, requirements, and
guidelines for cybersecurity engineering. The standard outlines a step-by-step process for cyber-
security activities, starting from concept definition and extending through product development,
verification, validation, production, and operations and maintenance. One crucial aspect of ISO
21434 is the Threat Analysis and Risk Assessment (TARA) section. TARA involves several steps,
including asset identification, threat scenario identification, impact rating, attack path analysis, at-

tack feasibility rating, risk value determination, and risk treatment decision. Incorporating this
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process during the conceptual development of the system can help in generating security require-

ments, and integrating appropriate security controls.

1.3.3 Survey of existing MBSE methods for security

After exploring the different languages, tools, and methods that have been introduced for
MBSE, Saqui-Sannes et al. [26] concluded that there has been a lot of work and publishing on
modeling languages and tools, but there is a lack of MBSE methods that facilitate these languages
and tools. D. Mazeika et al. [32] explored the current modeling approaches for security analy-
sis and identified the most prominent methods for using MBSE for secure design. Based on the
conclusions in the Mazeika work, these four methods were explored, as well as any other well-
documented methods that utilize MBSE as a core pillar of the process. As noted previously, a
Systems Modelling language is not sufficient to effectively run a project or design a system. A
language must be combined with an appropriate methodology designed to facilitate effective ’se-
curity by design’. It is important to note that the focus of this review of methodologies is to present
methods that incorporate both MBSE and security aspects of system design. While methods exist
that just focus on security (ex. TARA), and others that just use MBSE (ex. OOSEM), this section
focuses on those that incorporate both.

SysML-Sec: A Model Driven Approach for Designing Safe and Secure Systems [16]

This work introduces a SysML model-driven approach designed with the primary goal of pro-
moting collaboration between system designers and security experts. The SysML-Sec method
presents an extension of SysML diagrams for security as well as a methodology to be used for
securing embedded systems. The three main phases of the methodology include a system analy-
sis phase (based on the Y-Chart approach system analysis), a system design phase (Based on the
standard V model), and a system validation phase. The methodology recommends beginning with
an analysis of both requirements and vulnerabilities while identifying the main functions of the
system. Roudier demonstrates the method with an example of securing vehicle network commu-

nication.
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The methodology presents good techniques to document and analyze the system for vulnerabil-
ities and recommends beginning the approach by identifying security objectives, and system assets.
However, it is not clear how the security requirement definition and attack scenario definition steps
are structured. The relationship between the attack analysis and the mapping of functions over ex-
ecution nodes is very difficult to follow from a model’s perspective. The SysML-Sec methodology
recommends beginning the security design process with an architectural analysis which implies
that a preliminary architecture must exist. A more effective approach to secure system design ap-
pears to be beginning with the development of system goals, context, and use cases, followed by
preliminary security requirements.

Enhancing CHASSIS: A Method for Combining Safety and Security [33]

The Combined Harm Assessment of Safety and Security for Information Systems method de-
fines a process for security and safety evaluation, emphasizing the importance of addressing both
of these aspects of a system during the development phase. CHASSIS is used in the requirements
engineering process during the development lifecycle, with a particular focus on eliciting func-
tional, safety, and security requirements. Raspotnig et al. highlight that one of the key advantages
of CHASSIS is the use of visualization capabilities to ease communication between stakeholders of
various backgrounds in combined safety and security assessments is very beneficial. They discuss
that there are no popular model-based development techniques that incorporate both safety and
security, that also center both assessments around common artifacts (diagrams), which highlights
the need for MBSE in these phases of development. This method extends the UML use case dia-
gram with additional elements of misuse and misuser to allow defining attackers and their threats
to the system of interest within the diagrams. While this method highlights good techniques, it is
outdated and focuses on eliciting requirements, not effective model development.

UMLSec: Extending UML for Secure Systems Development [34]:

The UMLSec approach is a light extension of the Unified Modeling Language (UML) that of-
fers a means to specify security requirements for a system under analysis. Instead of introducing

new diagrams, UML Sec employs specialized stereotypes written in the Object Constraint Lan-
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guage (OCL). These security-related stereotypes facilitate the expression of security requirements
and the depiction of potential attack and failure scenarios, utilizing standard UML diagrams like
use case, activity, and sequence diagrams. It is designed to help analysts and developers to model
the security aspects of a system, such as security policies, access control mechanisms, and secu-
rity protocols. While in theory, this method would be very effective, it assumes a known system
architecture at some level and is based on known threats. It, like many other methods, starts with
an assumption that a set of security requirements already exist. The method also focuses on the
development of stereotypes, instead of a thorough model development process, and is based on
UML, an older language, not tailored for domain-specific systems engineering terminology.
MBSEsec: Model-Based Systems Engineering Method for Creating Secure Systems [2]
MBSEsec incorporates security analysis into the systems engineering process at an early stage
of system design. The MBSEsec method outlines the activities and steps for designing secure sys-
tems with the SysML security profile. The method involves four phases that provide the appropri-
ate techniques and diagrams to be used. The first phase involves identifying and capturing security
requirements in a SysML requirements diagram or table. The second phase involves defining the
structure of the system by capturing and allocating assets using the block definition diagrams and
allocation relationships. The third phase outlines the process for modeling behavioral and struc-
tural threats and risks through misuse case, activity, and threat definition diagrams. Lastly, the
fourth phase defines security control objectives and controls using activity diagrams and a control
definition diagram. The MBSEsec method states that its primary objective is to "develop a feasible
and efficient MBSE method for creating secure systems while respecting ISO/IEC 27001 [Infor-
mation Security Management] requirements". The objective of MBSE is to facilitate system design
that further aligns with security methods, as highlighted by this method. While the objective of
MBSEsec is to derive security controls, it can also be used to elicit better security requirements.
Adjusting the sequence in which the phases are accomplished, with a focus on deriving functional
security requirements can be very beneficial to the design process. This method loses effectiveness

if there is no preexisting or preliminary architecture, and if a threat and risk assessment has not
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been conducted. This method requires a detailed understanding of a system and would be harder
to use if the design began with stakeholder needs.

Integrating Security Requirements Engineering into MBSE: Profile and Guidelines [32]

This work focuses on the application of security requirements engineering to MBSE. It high-
lights that MBSE does not directly address the security aspects of a system, rather it is a tool that
can be used to generate better requirements. The paper presents a security profile that can be used
in SysML to characterize and allocate the security aspects of a previously modeled (Legacy) sys-
tem. The profile defines new security-related stereotypes that are used throughout the model to
characterize different elements and is primarily comprised of assets, threats, and vulnerabilities.
This work also presents a security domain model that outlines assurance concepts, items to be
protected, and risk-related concepts. However, this work does not clarify the inputs that must be
generated before using this profile. It is important to have a clear CONOPS, as well as established
security goals before using this profile. It also does not present an effective means of verifying that
all security requirements are met by the system design.

Towards an Integrated Model for Safety and Security Requirements of Cyber-Physical
Systems [35]

Brunner et al. introduce a domain-agnostic approach to jointly model security and safety re-
quirements. The work combines best practices from requirements engineering, risk management,
and systems and software engineering to produce a generic model that can be aligned with pre-
existing modeling techniques by not introducing specialized concepts. A key distinction of this
method is that it begins with defining clear security goals, which act as a foundation for the se-
curity requirements that follow. In order to address the risk scenarios, the model assumes that all
safety and security requirements are non-functional. This limits the scope and effectiveness of
these requirements, whereas other methods encourage functional safety and security requirements
as the primary means of secure system development. Constraining safety and security require-
ments as nonfunctional increases the risk of missing a security requirement designed to prevent a

certain risk scenario.
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Identifying Security Issues with MBSE while Rebuilding Legacy Software Systems [36]

Mazeika et al. introduce the use of MBSE to tackle security issues when recreating legacy
software systems. The paper provides an approach to applying various techniques in the MBSE
environment in order to secure such systems. The authors highlight that MBSE is a valuable tool
because of its effectiveness in enhancing communication between stakeholders, modeling, com-
paring, building current and future systems, conducting change analysis, and in rapid prototyping.
Mazeika et al. detail the security techniques that can be used in MBSE: Security requirements
engineering, Misuse cases, attack scenarios, and security controls. The authors then present their
approach to securing legacy systems which involves capturing security requirements and goals,
capturing the system assets, modeling threats and risks, and deciding objectives and controls.
These steps are all effective activities to accomplish, however, this method fails to detail the ap-
propriate inputs to this approach, as well as the intended outputs that this method provides. Once
the security controls are developed, there needs to be an indication of where the design process
should go next. This method must have clear inputs and an iterative process that then leads the
design team smoothly into the next phase of the system development. This work is a precursor to
the introduction of the MBSEsec methodology, therefore, it follows a similar pattern of steps and
techniques.

A Conceptual Model-Based Systems Engineering Method for Creating Secure Cyber-
Physical Systems [37]

Larsen et. al. provide a review of relevant state-of-the-art MBSE methods including MB-
SEsec, CHASSIS, SysML-Sec, and SEED. The paper then provides a comparison of terminology
between the methods, and highlights the advantages and disadvantages of each. The authors then
produce a conceptual security-orientated solution very similar to MBSEsec and apply it to an air
traffic control system. This paper is helpful in summarizing the well-established MBSE security
methodologies but fails to introduce significant new ideas or contributions.

A taxonomy of MBSE Approaches by Languages, Tools and Methods [26]
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While not particularly focused on security aspects of system design, this paper details, as well
as compares and contrasts the different languages, tools, and methods involved with MBSE. By
doing so, it provides System Engineers with decision criteria for the effective selection of the ap-
propriate MBSE languages, tools and methods for a given system. The paper provides an overview
of semi-formal modeling languages, like SDL (Specification and Description Language), UML,
AADL (Architecture and Analysis Description Language), MATLAB Simulink, and a detailed de-
scription of SysML. De Sannes et. al. highlight that modeling methods can be categorized into
four primary subsections; Methods compliant with SE standards, methods compliant with aero-
nautical standards, methods associated with a modeling tool, and methods that were not originally
designed for MBSE. This paper was used as a tool in selecting the appropriate languages, tools,
and methods for this work.

Systems Thinking and Model-Based Systems Engineering’s Utility to Solve Complex Or-
ganizational Problems - Cyber-Physical System Design Team [38] Span et. al. apply MBSE to
better design cyber-physical design teams. This work provides a great example of a well-written
systems engineering paper, focused on the use of MBSE, and utilizes SysML. In this paper, MBSE
and systems engineering principles are applied to enhance the security posture of cyber-physical
design teams. The paper addresses the current state of CPS design teams using SysML artifacts,
highlighting their vulnerabilities, and provides a recommended solution. The paper is an excellent
demonstration of how a systems engineering paper should be structured in regard to the merging

of MBSE and cybersecurity.

1.3.4 Relevant Security Requirements Engineering frameworks

In the later sections of this work, the emphasis shifts towards integrating Model-Based Sys-
tems Engineering (MBSE) into the early stages of system development, particularly in the context
of security requirement elicitation. The subsequent literature review highlights various notable
approaches employed for security requirement engineering (SRE), along with their respective lim-

itations. Included is also a review of the STRIDE method for security threat analysis modeling,
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which is used in Chapter 3. This comprehensive review aims to provide insights into the most
effective strategies that can be incorporated into MBSE for the requirement elicitation phase.

Security Requirements Engineering Process (SREP) [39]

The Security Requirements Engineering Process (SREP) is a systematic methodology designed
to address the need for the early integration of security considerations into system development.
This method is designed to ensure that security requirements are effectively identified, docu-
mented, and managed throughout the system development life cycle. SREP involves structured
activities like security risk assessments, threat modeling, and the selection of security controls to
mitigate identified risks. It is a foundational methodology in the field of Security Requirements
Engineering (SRE), and emphasizes the proactive inclusion of security requirements in the devel-
opment process to foster a security-centric system design. One of the key contributions of SREP
is the implementation of a Security Resource Repository, which is based on the idea of reusing se-
curity requirements proposed. The approach aims to build and manage security knowledge, assure
the quality of security work, and focus on security early in the requirements stage of develop-
ment through reuse, generic threats, and requirements from a shared repository. Along with the

repository, SREP outlines the following activities to be followed during the development process:

1. Agree on Definition: Define stakeholders, security policies, and the organization’s vision,
forming the foundation for overall security requirements.

2. Identify Vulnerable and/or Critical Assets: Identify vulnerable and critical assets (Typically
done by requirements engineer)

3. Identify Security Objectives and Dependencies: Involves identifying security objectives and
dependencies using the predefined repository. Documented through security policies and a
Security Objective Document.

4. Identify Threats and Develop Artifacts: Focuses on finding threats that could target assets

and developing artifacts like misuse cases, attack tree diagrams, and UMLSec use cases
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5. Risk Assessment: Estimates security risk based on relevant threats, their probability of oc-
currence, and negative impacts, with risk impact and likelihood both categorized on a scale
of 1-5 in terms of severity.

6. Elicit Security Requirements: Corresponding requirements or clusters of requirements are
identified for each threat, and additional security-related requirements are discovered.

7. Categorize and Prioritize Requirements: Categorizes and prioritizes security requirements
based on the impact and likelihood analysis of threats.

8. Requirements Inspection: Validates the quality of teamwork and deliverables, assessing the
overall security requirements engineering process

9. Repository Improvement: Updates to the repository are made with new and modified ele-

ments.

It is important to note that SREP’s effectiveness is limited by the expertise and quality of threat
modeling conducted, making it potentially challenging for inexperienced practitioners to identify
and prioritize security risks adequately.

Security Requirements Engineering: A Framework for Cyber-Physical Systems [40]
This paper introduces a security requirements engineering framework for cyber-physical systems
called Cyber-Physical Systems - Security Resource Repository (CPS-SRR). This method is an
extension of SREP and is designed to create a secure CPS development process. The purpose of the
paper is to demonstrate that SREP has many advantages, and is effective when extended to Cyber-
Physical Systems. The authors introduce the framework as a centralized approach to security
requirements engineering that allows for the storage of key information about the system and its
domain and can be easily modified throughout the process of iteration. The framework involves the
progression through 11 activities very similar to that of SREP, and it aimed at developing security

requirements, specifically for cyber-physical systems:

1. Agree on definitions and gather security goals
2. Identify vulnerable and/or critical assets

3. Identify security objectives and dependencies
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Identify threats and develop artifacts
Domain analysis and vulnerability identification

Risk Assessment

N & R

Develop Patch Management

8. Elicit Security Requirements

9. Categorize and prioritize requirements
10. Requirements inspection

11. Repository improvement

As the steps in this approach progress towards eliciting security requirements in step 8, the
activities in the initial part of this framework are security goal definition, asset identification, se-
curity objective development, and threat and vulnerability identification. This top-down approach
is facilitated effectively by beginning with defining security goals in step 1, whereas other ap-
proaches do not begin with them at all. Once the security goals and critical assets are defined,
the methodology progresses to identifying threats and vulnerabilities and uses misuse cases and
attack trees to develop artifacts. However, modeling is only added during steps 4 and 5 instead
of the onset of goal definition. Establishing a model from the genesis of system development will
substantially improve the effectiveness of the model by incorporating traceability into the security
design processes.

A comparison of security requirements engineering methods [41]

This work provides a detailed summary of the primary methodologies for security requirement
engineering. Fabian et al. highlight that the security requirement engineering process must support
engineers in identifying the security goals of the stakeholders. The paper emphasizes that the

process of converting stakeholder needs to requirements is extremely crucial to system success:

"This process must establish a coherent set of security requirements for the entire
system, which is complete and consistent within itself and with the other kinds of re-

quirements that are relevant for the system."
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The authors also discuss that security requirements are consequences of the identified threats to the
system. And that all security requirements must be done before the design of the system, because of
the influence that these requirements may have on the final design. Fabian et al. discuss that in the
security requirement engineering community, the distinction between security goals (abstract) and
security requirements (more detailed) is often not completely precise. The paper helps distinguish
the difference between security goals and requirements in the following manner:

Security goals are defined as very general statements about the security of an asset. They
are primarily established based on a stakeholder’s expressed concerns about an asset. They are
traditionally classified into integrity, confidentiality, and availability goals.

Security requirements capture security goals in more detail. They refer to a particular piece
of information that refines one or more security goals.

The paper then summarizes different security requirement engineering frameworks, the rele-
vant methods are summarized below:

Security quality requirements engineering methodology (SQUARE)

This is a comprehensive methodology for security requirement engineering. It is primarily used for
software development and provides an organizational framework for carrying out security require-
ment engineering activities. It is comprised of 9 steps: 1. Agree on Definitions 2. Identify security
goals 3. Develop artifacts 4. Perform risk assessment 5. Select elicitation technique 6. Elicit
security requirements 7. Categorize requirements 8. Prioritize Requirements 9. Requirements in-
spection. This framework offers a very effective means of developing security requirements and
follows the foundational elements defined by SREP, with validation built in as exit criteria for each
step. However, there is an identified lack of resources or approaches in regard to eliciting security
goals from stakeholders in an efficient and effective manner (Steps 1 and 2).

Misuse cases: UML-based approach
As opposed to the traditional use case approach in systems engineering, UML-based Misuse cases
identify behavior not wanted in the system to be developed. Simply put, misuse cases are caused

by misusers. This approach requires the modeling of an abbreviated use case diagram which is
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composed of use cases and actors, as well as misuse cases and misusers. This approach helps
brainstorm and conceptualize other security requirements and goals that must be addressed. The

five steps of this iterative method are as follows:

1. Identify critical assets in the system
Define security goals for each asset
Identify threats for each security goal

Identify and analyze risks for the threats

A

Define security requirements

While the use of misuse case diagrams is very effective in this stage of system development, the
approach does not cover requirement elicitation based on the misuse cases, ensuring all require-
ments are included, validation, verification, conflicting requirements, or the interplay between
security and other non-functional requirements.

Engineering Security Requirements [19]

Firesmith’s primary findings state that "Most Requirements engineers are poorly trained to elicit,
analyze, and specify security requirements, often confusing them with the architectural security
mechanisms that are traditionally used to fulfill them." They end up specifying design constraints
rather than true security requirements. The common problem with specifying security require-
ments is that they tend to be accidentally replaced with security-specific architectural constraints
that may unnecessarily constrain the most appropriate security mechanisms for the system. To
combat this problem, Firesmith introduces 12 types of security requirements that are useful for
guiding the requirements engineers and the process of eliciting precise security requirements.

These 12 include:

Identification Requirements

Authentication Requirements

Authorization Requirements

Immunity Requirements
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* Integrity Requirements

* Intrusion Detection Requirements
* Nonrepudiation Requirements

* Privacy Requirements

* Security Auditing Requirements

* Survivability Requirements

* Physical Protection Requirements

* System Maintenance Security Requirements

The author highlights that often security control mechanisms are selected as requirements and
may unnecessarily over-constrain the system implementation. Therefore, the requirements must
have clear guidelines and specifications, in order to not lead to any preemptive design decisions.

Security Requirements Engineering: A Framework for Representation and Analysis [42]
Haley et al. claim that Security Requirements must satisfy three criteria: definition, assumptions
and satisfaction. While the work is focused on software security requirements, the need for a
systems approach is clearly highlighted. The paper discusses the importance of context in a re-
quirement, i.e. confidentiality could be solved by protecting the actual data physically (locked
door). They propose to generate security goals by first enumerating all system assets, then postu-
lating actions that would violate security concerns for the assets, i.e. brainstorm threats and threat
vectors. Then, a set of security goals can be generated by listing the actions that need to be taken
to prevent (or avoid) the threats to the assets.

STRIDE - Threat Modeling Designing for Security [43] The STRIDE method was proposed
by Microsoft, and represents a mnemonic for six different types of security threats that a system
may encounter. STRIDE helps identify and categorize threats by focusing on six main dimensions:
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege. This structured approach helps security professionals analyze and mitigate potential

security risks in software and system design by considering these threat categories. Each threat

27



category relates to a specific security theme that is violated. Table 1.1 outlines the relationship

between the six threat dimensions and their associated security theme.

Table 1.1: STRIDE Threat Classification

Security Threat Security Theme

Spoofing Authentication
Tampering Integrity
Repudiation Non-Repudiation

Information Disclosure | Confidentiality

Denial of Service Availability

Elevation of Privilege Authorization

In simple terms, the STRIDE security threats are described in the following manner [44]:
Spoofing: Pretending to be someone or something you’re not in the system.
Tampering: Changing or messing with real information.
Repudiation: Denying you did something in the system when you actually did.
Information Disclosure: Unauthorized access to secret data or a data breach.
Denial of Service (DoS): Stopping legitimate users from using a service.
Elevation of privilege: Gaining more access rights in the system when you shouldn’t have them.
This framework plays a vital role in systems security engineering and modeling by providing
a structured and systematic approach to identifying and categorizing security threats. This frame-
work is particularly valuable for several reasons. Firstly, it helps security professionals and sys-
tem engineers to comprehensively assess and classify potential risks and vulnerabilities associated
with a system. Secondly, STRIDE establishes a common language for discussing and document-
ing these threats, which is essential for effective communication and collaboration among various
stakeholders involved in system development. Furthermore, it assists in risk assessment, enabling

organizations to prioritize and address the most critical security concerns. Once threats are iden-
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tified using STRIDE, it facilitates the development of tailored security controls and mitigation

strategies to address those threats effectively.

1.3.5 Key Automotive related literature

The automotive industry significantly influences security engineering by integrating advanced
technologies into vehicles, leading to interconnected and data-driven ecosystems. With the increas-
ing adoption of connected cars and autonomous features, security engineering and secure system
design have become paramount to safeguard against cyber threats targeting vehicle systems. The
industry’s focus on developing standards such as the ISO/SAE 21434 (Need for cybersecurity)
demonstrates its effectiveness and commitment to establishing robust cybersecurity practices, em-
phasizing the critical intersection of automotive innovation and security engineering. Therefore,
key automotive-related literature that discusses secure system design will be reviewed below.

Case Study for Defining Security Goals and Requirements for Automotive Security Parts
Using Threat Modeling [45]

This paper focuses on the importance of threat modeling in enhancing the security of automo-
tive systems, especially in the context of connected cars and increasing cyber threats. It emphasizes
the systematic identification of potential threats and the subsequent derivation of security goals and
requirements to mitigate these threats. The paper utilizes the Microsoft threat modeling process,
beginning with asset identification and use case functional definition, followed by threat identifi-
cation using STRIDE to classify and identify potential threats. Once the threats were identified,
the paper utilized the HEAVENS method to classify security risk levels. The following steps of the
Microsoft modeling process were followed in the case study: Identify Assets, Create an Architec-
ture overview, Decompose the Application, Identify the Threats, Document the Threats, and Rate
the Threats. HEAVENS was introduced as a means of risk assessment, in which threat levels are
assessed, considering factors like Expertise, Window of Opportunity, Knowledge, and Equipment.
Simultaneously, the impact levels, including Safety, Financial, Operational, and Privacy, are evalu-

ated. These combined threat and impact assessments led to the determination of security levels for
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each threat, subsequently leading to the development of security goals and requirements. While
the paper utilized a combination of best practices to effectively derive security requirements and
goals, it proved the necessity of a centralized approach and model to relate each phase to the next.

Cyber Security Threat Analysis and Modeling of an Unmanned Aerial Vehicle System
[46] This paper focuses on the security threats and challenges associated with Unmanned Aerial
Vehicles (UAVs) and their communication networks. Using a goal-oriented approach, the authors
conduct a high-level systematic risk assessment of a generic UAV. The approach begins with ar-
chitectural definitions of the UAV and its communication module, followed by a threat and risk
analysis of the system using the CIA classification methodology. The authors then develop a hi-
erarchical model of the discovered threats to the UAV, and evaluate each risk using likelihood and
impact criteria. Using a risk evaluation grid, each risk was evaluated using a prescribed numerical
scale. This paper demonstrated the utility of combining architectural definition with risk analysis
phase, and the combination of models and text-based approaches. The paper demonstrates the
effectiveness of likelihood and impact as effective means of risk classification, however, the in-
corporation of security controls and requirements is never discussed. It is important to ensure that
the outputs of a risk assessment provide streamlined feedback capabilities to security requirements
and control elicitation processes.

Information Security Risk Management of Vehicles [47]

This paper applies the ISO 27005-defined Cybersecurity risk management process to assess the
cybersecurity risks associated with modern vehicles. It defines "assets" within the realm of road
vehicles as components significantly impacting road safety and personal information security. The
authors categorize four vulnerability classes in vehicle protection, encompassing direct and indirect
(USB) physical access, as well as close-range (Bluetooth) and long-range wireless access. Risk is
defined as a product of threat probability and consequence and key risks are detailed for the power
unit, chassis, electronic body systems, and comfort systems. The results of the risk management

approach demonstrated that all but the comfort systems pose substantial cybersecurity risks. This
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research offers a robust methodology for risk definition and classification, serving as a valuable

foundation for vehicle risk assessment.

J1939

In order to apply, test, and analyze different systems engineering security methods and tools,
a system must be selected on which to perform these tasks. The system of interest for the initial
part of this work was the network protocols on Medium to Heavy Duty (MHD) vehicle networks,
specifically the J1939 transport protocol. The following section discusses the system of interest
as well as relevant literature that was instrumental in gaining an understanding of the network, its
intricacies, and its shortcomings.

MHD vehicle mechanical operations, as well as data recording and display, are primarily con-
trolled by Electronic Control Units (ECUs). These ECUs form networks within the vehicle to
communicate information and commands to other entities via a bus topology. The ECUs within
these vehicles utilize J1939 which is an application layer communication protocol built on top of
the controller area network (CAN). The MHD community is invested in increasing the security of
J1939 network communications.

Protocol overview:

The J1939 protocol is a set of Society of Automotive Engineers (SAE) standards that designate
how various ECUs communicate using the CAN bus for MHD vehicles. This standard, consisting
of multiple documents, corresponds to five out of the seven Open Systems Interconnection (OSI)
layers. J1939-21 covers the data link and transport layer [1], while J1939-71 covers the application
layer [48]. These two layers set the rules for constructing messages and accessing the bus, as well
as what data is contained in each message sent onto the network.

The messages communicate data such as engine speed, wheel-based vehicle speed, and accel-
erator pedal position; a complete list can be found in J1939-71. This standardization of messages
allows for communication between ECUs from different manufacturers.

Typical communication on the network falls into one of two categories: Destination-specific,

or Broadcast messages. Destination-specific communication between two ECUs follows a specific

31



progression of messages. The first message by the sending party is a Request to Send (RTS) mes-
sage that contains information about the amount of data (packets) and the sequence in which they
will be sent. The receiving party then sends a Clear to Send (CTS) message that contains details
on the amount of data to be sent in the following messages, according to the RTS information. The
sending party can then send the information in data transfer (DT) messages until the transfer is
complete. Lastly, the receiving party sends an acknowledgment message to confirm the reception
of the data.

Broadcast messages are messages sent to all parties on the network (destination address OxFF)
containing information that can be used by many ECUs. A broadcast message is initiated by
sending a broadcast announcement message (BAM) containing information about the number of
packets and bytes to be sent. It is then followed by a single or multiple messages containing the
data packets. The broadcast messaging format does not require CTS or acknowledgment messages
from the receiving party. Communication can also be initiated from the receiving party by sending
a destination-specific request message that details the information needed. The communication
then follows the same structure.

Exploiting Transport Protocol Vulnerabilities in SAE J1939 Networks [49]

This paper presents five different cases in which shortcomings of the J1939 standard are exploited.
The paper first introduces the SAE J1939 standard as well as the Controller Area Network (CAN)
that is used on Medium to heavy vehicles. The paper then details the structure of J1939 messages,
such as parameter groups, Parameter Group Numbers (PGNs), Protocol Data Units (PDUs), Source
addresses, and destination addresses. The paper then explains how typical communication between
ECUs on the network takes place. The paper then details previous work that discovered exploits
in the J1949 protocol and explains that his paper will expound on these ideas, as well as validate
some of the already established attacks. Chatterjee then details the experimental test setup that
was used to test and validate the 5 exploits. The test bed consisted of 4 separate ECM and EBC
configurations, with a laptop connected to the ECM via a can bus. The test-bed also consisted of

the actual Kenworth truck that we have here at CSU. The following five attacks were conducted on
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the test-bed and the results were reported: 1. Request Overload Attack (Validation) 2. Connection
Exhaustion Attack (Validation) 3. BAM Block Attack 4. Malicious Clear to Send (CTS) Attack 5.
Memory Leak Attack. Of the five attacks, the first two were successful on all test setups. The last

three were only successful on one ECM configuration.

1.4 Objectives

Given everything discussed above, the objective of this work is to contribute to systems security
research in hopes that I will progress the state-of-the-art and improve elements of systems engi-
neering and Model-Based Systems Engineering that pertain to secure system design in the early
stages of development using SAE J1939 and vehicle networks. Additionally, this thesis is written
in hopes that it will consolidate information regarding Model-Based Security engineering, security
requirements and controls, and Model-based security methods for outside reference. These ob-
jectives will be addressed through accomplishing the research tasks associated with each research

question discussed above.

1.5 Opverview

This thesis is divided into six chapters:

» Chapter 1 provided an introduction to the work, including the motivation for the work, an
outline of the research questions, background on MBSE, and a literature review of related

standards and research.

» Chapter 2 focuses on the utilization of Model-Based Systems Engineering (MBSE) through
SysML simulation to better understand and enhance the security of complex systems, specifi-
cally in the context of the J1939 protocol used in heavy-duty vehicles. It introduces the J1939
protocol, explores known vulnerabilities, and presents two attack models. The chapter high-
lights the benefits of MBSE simulation as a powerful tool for collaboration, brainstorming

solutions, and bridging the gap between stakeholders and subject-matter experts.
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 Chapter 3 focuses on the application of the Model-Based Systems Engineering method; MB-
SEsec to secure the J1939 network protocol on the Lab’s research truck. The chapter outlines
how MBSEsec is used to develop security requirements, allocate assets, model threats and
risks, and create security controls for the J1939 protocol. It explores the benefits and short-
comings of the method, emphasizing the iterative nature of the method, the value of using
MBSE for security analysis, and the recommended inclusion of an "attacker" element to

enhance security measures.

* Chapter 4 introduces significant updates and enhancements to the MBSEsec methodology
through the application of the MBSEsec methodology to a new System of Interest. The
changes focus on a more robust risk classification approach, incorporating qualitative and
quantitative elements, as well as traceability, simulation, and the iterative refinement of risk
criteria and control effectiveness, offering a dynamic framework to make informed design

decisions and improve overall system security posture.

* Chapter 5 introduces the EGRESS method as a novel approach to generating security goals
during the conceptual design phase of Cyber-Physical System (CPS) design. This method
combines elements of STPA, MBSEsec, and other approaches, leveraging MBSE as a foun-

dation to streamline security goal elicitation and identification.

* Chapter 6 concludes the thesis with a restatement of the abstract, contributions, and lists

some future works for project improvement.

1.6 Contributions

In light of the objectives and having followed a structured approach, the principal contributions

of this thesis are:

* Developed SysML models that reflect J1939 protocol network attacks.
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Presented at Western States Regional Conference 2023 (WSRC) on: A Demonstration of
MBSEsec Applied to Securing J1939 Protocols on Heavy Vehicle Networks (Thesis Chapters
2 and 3)

Paper accepted and in publishing through IEEE Aerospace Conference 2024: A Demon-
stration of MBSEsec Applied to Securing Cyber-Physical System Communications (Thesis

chapter 3)

Co-Authoring a Journal Paper: (EGRESS): Eliciting Goals for Requirement Engineering of

Secure Systems (Thesis chapter 5)

Developed SysML models that support both MBSEsec and EGRESS papers, as well as sec-

ondary models applied to the MRZR system.

Developed a EGRESS template overlaid on top of the MagicGrid framework in SysML
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Chapter 2
Modeling and simulation of J1939 Transport

Protocol Attacks

2.1 Introduction

Often in the field of systems engineering, modeling is performed without simulation. Typically,
modeling acts as a validation mechanism to bring stakeholders, end users, engineers, and business
holders into agreement. These models serve as static architectural blueprints that act as a source
of truth and reference throughout the system life cycle [50]. Simulation typically finds its utility
in validating the effectiveness of a model, however, little research has been conducted in the eval-
uation of the benefits and effectiveness of MBSE for this step in system design. Zeigler et al. [51]
highlight that the absence of proper modeling and simulation infrastructure creates gaps in our
understanding of complex engineering systems. These gaps result in unexpected behaviors and the
discovery of unexpected vulnerabilities. To address this issue, efforts in literature are in progress
to better integrate Model-Based Systems Engineering (MBSE) with advancements in model-based
simulation.

While the question of the utility of model simulation to validate models remains to be addressed
in the literature, this work will focus on the utility of simulation through model-based tools to better
understand complex systems. As mentioned before, early system design typically follows a top-
down approach, which starts with a high-level overview of a system, breaking it down into smaller
components, and refining the details progressively. However, when dealing with securing systems
that have already been fielded and have vulnerabilities that have been discovered and exploited,
a bottom-up approach is warranted in order to develop a detailed understanding of the exploited
components. These types of systems typically require the implementation of a security control,

which is defined as a safeguard or countermeasure prescribed for an information system designed
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to protect the confidentiality, integrity and availability of the asset’s information and to meet a set
of defined security requirements [52].

The implementation of effective security controls in a cyber-physical system typically involves
consulting subject matter experts as part of an Integrated Product Team, who can brainstorm effec-
tive solutions at the component level. Effective systems engineers must be able to translate these

solutions into well-documented security requirements and controls.

6. System
Test and
Validation

5. System Design

1. System Definition

4. Subsystem Testing 2. Subsystem

and Integration Definition
Security Controls
& = = N =
Simulation A s. Subsystem Design 3. Subsystem Design _J
S . =
2. Component ’ 4. Subsystem Test
Testing and ‘ and Integration

N Integration
5. System Integration
1. Component Design
6. System

Test and
Validation

Top-Down Approach

Bottom-Up Approach

Figure 2.1: Chapter 2 within Bottom Up and Top Down approaches

The top-down approach to system security design allows for the functions to dictate the form,
where the overall security-related functions of the system will dictate the design and implemen-
tation of secure components. This approach first investigates what the system intends to do and
the how follows during the subsystem and component design. In contrast, the bottom-up approach

focuses on securing the components and subsystems, which then iteratively are brought together to
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make the system functional. This is typically how security is conducted in system design because
securing system functionality before the form is difficult. However, it is difficult to obtain holistic
security implementations when beginning with component design. Systems engineers typically
lack a bottom-up understanding of complex systems and therefore rely on the input of subject
matter experts to provide the details. This chapter explores the use of MBSE as a tool for model
simulation to better understand complex systems with the goal of enhancing collaboration between
system engineers and experts in the field of security and merging the gap between these two ap-
proaches. Fig 2.1 highlights where this work fits within the context of the top-down and bottom-up
approaches to system design. As can be seen, using simulation to better understand a system of in-
terest converges at the subsystem and component level, a point where systems engineers typically

lack a detailed understanding, and where a lot of design decisions are made.

System
Requirements

High-Level
Design

J1939 Attack
Simulation

Detailed design and

Implementation

Figure 2.2: Location of work within SE V-diagram

The utility of simulation to enhance the understanding of systems engineers will be investigated
by modeling attacks on the J1939 network protocol that have been validated on the Lab’s research
truck. Fig 2.2 elaborates where this chapter fits in the systems engineering V-diagram. As can be

seen, the target of this model is the design and implementation of a network protocol within the

38



truck network. The goal is to use MBSE simulation to better understand the details of a system

whose implementation has flaws, leading to exploited vulnerabilities.

2.2 Understanding the System of Interest

2.2.1 Building context for the SOI

In order to better understand the role of J1939 within the truck as a whole, and capture the
context in which the protocol is used, a block definition diagram was developed in SysML to
identify what is external to the system that may either directly or indirectly interact with the system.
The block definition diagram for the Truck Domain in Figure 2.3 defines the Vehicle and the
external systems, users, and other entities with which the vehicle may interact. This diagram
helps frame the big-picture context as well as the top-level blocks (elements for the model) in
which the simulation takes place. As can be seen, the truck domain is generally comprised of
vehicle occupants, the physical environment, the truck itself, and external actors involved with the

maintenance of the vehicle.

bdd [Package] System Context[ System Context ])

«block»
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Truck
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Figure 2.3: Block Definition Diagram of Truck Domain

The components of the domain are generalized into three categories; vehicle occupants, po-

tential hazard, and external user which provides a hierarchy to the system domain. Developing
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Figure 2.4: Top Level Hierarchy of Truck

a context architecture enables engineers and stakeholders to consider actors of interest that may
either directly or indirectly interact with the system, as well the environment in which the system
is designed to operate. This step can be considered ’complete’ when all relevant elements external
to the system have been identified.

A block definition diagram was then developed to capture the top-level hierarchy of the truck
domain (Fig 2.4. This diagram includes a top-level block called Truck which provides the context
for the other blocks in the diagram. The Truck block is decomposed into functional components
that divide the system into the following subsystems: Physical components, Display components,
External communications, sensors, and Data components. This diagram specifies the blocks and

their interrelationships, which depicts multiple levels of the system hierarchy from the top-level
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domain or context block down to the blocks representing the vehicle components [53]. As can
be seen in Figure 2.4 the system of interest is highlighted in blue. This block is comprised of
all the components of the truck that deal with data transmission using the J1939 protocol. It is
important to note that the system of interest was simplified for the sake of the simulation. This
model elaborates on the communication between two ECUs, although a typical MHD vehicle may
have up to 50 ECUs on its network. Since these simulations are designed to replicate the effect
of an attacker on a truck network, the element attacker was added to demonstrate the presence of
an attacker within the truck network. Practically, in order to reproduce the actions that an attack
may perform on the network, a block with this title was appropriate, therefore the attacker can be
seen as one of the parts within the data components block. In order to construct a simulation that
replicates the attacks conducted on the J1939 protocol of the tuck, it is important to first understand

the system of interest at a level that enables a detailed simulation.

2.2.2 J1939 Protocol

The J1939 protocol is a set of Society of Automotive Engineers (SAE) standards that desig-
nate how various electronic control units (ECUs) communicate across a Network. This protocol is
widely used in heavy-duty vehicles and industrial applications, facilitating standardized commu-
nication between electronic control units over the controller area network (CAN). This protocol
defines a comprehensive set of parameter groups and messages for various vehicle functions such
as engine control, transmission, diagnostics, and more. J1939 enhances interoperability and diag-
nostics, contributing to efficient and reliable operation in complex vehicle and machinery systems

This standard consists of multiple documents, corresponding to many of the Open Systems
Interconnection (OS]) layers. The Open Systems Interconnection (OSI) is a conceptual framework
that standardizes how different networking protocols interact and communicate. It is divided into
the following seven layers:

1. Physical Layer: The lowest layer of the model and deals with the physical transmission of

data over the network.
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2. Data Link Layer: Manages the framing, addressing, and error control of data packets. It
ensures reliable point-to-point or broadcast communication.

3. Network Layer: Responsible for addressing, routing, and forwarding data between different
parts of the network.

4. Transport Layer: Ensures reliable end-to-end communication, including error detection and
correction as well as sequencing of data.

5. Session Layer: Manages the establishment, maintenance, and termination of communication
sessions between two entities.

6. Presentation Layer: Responsible for data translation, encryption, and formatting. This layer
ensures that the data exchanged can be understood by both parties

7. Application Layer: The top layer of the framework, is responsible for the interaction between
software applications and the transmitted data.

J1939-21 covers the data link and transport layer [1], while J1939-71 covers the application
layer [48]. These three layers set the rules for constructing messages and accessing the CAN bus,
as well as what data is contained in each message sent onto the network. The messages com-
municate data such as engine speed, wheel-based vehicle speed, and accelerator pedal position; a
complete list can be found in J1939-71. This standardization of messages allows for communica-
tion between ECUs from different manufacturers. Figure 2.5 illustrates the relation of the relevant
J1939 documents to the overarching OSI model.

According to these documents, the network communication process can be categorized into two
distinct types: Destination-specific communication and Broadcast communication. In the context
of destination-specific communication between two Electronic Control Units (ECUs), a structured
message progression is followed to ensure effective data exchange. Initiating this sequence is the
transmitting ECU, which dispatches a Request to Send (RTS) message containing crucial metadata
such as data packet count and sequencing specifics. This RTS message serves as the foundation for
the subsequent data transfer. Upon reception of the RTS, the receiving ECU responds with a Clear

to Send (CTS) message. The CTS message functions as an acknowledgment of the RTS receipt and
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Figure 2.5: J1939 Layers in relation to OSI model

delineates the specific data quantity that the receiving ECU is prepared to accept. Subsequently,
the transmitting ECU commences the transmission of data through a series of data transfer (DT)
messages.

These DT messages encapsulate the actual data payload and are transmitted in accordance with
the specifications outlined in the CTS message. The receiving ECU systematically reconstructs the
incoming data packets to reconstitute the original information. Significantly, if the receiving ECU
anticipates the need for additional data, it can continue the CTS-initiated interaction by sending
further CTS messages. These successive CTS messages convey the required data quantity, allowing
the transmitting ECU to progressively transfer more data through additional DT messages. Upon
the successful completion of data transmission, the receiving ECU concludes the communication
sequence by transmitting an acknowledgment message. This acknowledgment serves as a formal
confirmation of the accurate reception of the transmitted data, aligning with the guidelines specified
in the J1939-21 document. Figure 2.6 illustrates the communication in the form of a sudo-sequence
diagram taken from the J1939 specifications.

Broadcast messages encompass communications disseminated to all network participants (ad-
dress OxFF), providing information relevant to multiple Electronic Control Units (ECUs). The
broadcast messaging process entails a systematic sequence to facilitate effective data distribution.

The broadcast sequence commences with the transmission of a broadcast announcement message
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Figure 2.6: Error free point to point communication [1]

(BAM) by the initiating ECU. This BAM incorporates vital data, including the count of data pack-
ets and the total bytes slated for transmission. Subsequently, a series of one or more messages,
carrying the actual data packets, follow the BAM. Unlike the destination-specific communication
process, the broadcast messaging protocol deviates in that it does not necessitate the involvement of
Clear to Send (CTS) or acknowledgment messages from the recipients. This divergence simplifies
the broadcast communication flow, contributing to the efficient dissemination of shared informa-
tion. It’s important to note that communication initiation can also stem from the receiving party.
In such cases, a destination-specific request message is transmitted, outlining the specific informa-
tion required. Following this request, the communication unfolds along the same structured lines
as previously detailed. Figure 2.7 illustrates typical broadcast communication in the form of a

sudo-sequence diagram taken from the J1939 specifications.
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2.2.3 J1939 Exploits

Currently, the industry standard for connecting to in-vehicle networks of MHD vehicles is
through the J1939 Diagnostics port which allows for direct access to the vehicle bus. The conse-
quence of this design is that limited access control can be applied to regulate the types of entities
that connect to the network. Moreover, the CAN bus is a broadcast medium without the ability to
identify valid senders [54]. There is no inherent security on a typical CAN bus. Once accessed,
either via a physical connection to the J1939 port or through wireless connections like telematics,
an attacker can read J1939 data, send messages, and send commands to the ECUs. When obtaining
access to the network, the attacker can claim any approved source address, which gives it the abil-
ity to impersonate important entities such as the engine control module (ECM). It is also possible
for the attacker to send any J1939-compliant message across the network with total control over
all parameters of the message [55].

Attacks have been discovered at multiple layers of network communication, primarily the ap-

plication layer, network management layer, and data-link layer. Chatterjee et al. [49] present five
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different cases in which shortcomings of the J1939 data-link layer can be exploited. Using a robust
test bed, the five exploits were validated. The five attacks are detailed below:

1. Request Overload Attack - The J1939 transport protocol specifies that direct request mes-
sages to an ECU must all be processed. This attack involves overloading a target ECU with request
messages all containing the same parameter group number. Since the ECU is attempting to process
all of the incoming messages, it fails to perform its normal operations.

2. Connection Exhaustion Attack - The J1939 standard states that only one connection for
multi-packet data transfer can be established at any time for an ECU. The attack takes advantage
of this specification and denies legitimate entities access to the ECU by maintaining a spoofed
open connection with an ECU and sending messages periodically.

3. BAM Block Attack - The attack takes advantage of the fact that the standard specifies that
ECUs must respond to destination-specific requests. It is executed by sending request messages
for data that would otherwise be a periodic broadcast message to the network. By doing this, other
parties are denied the data.

4. Malicious CTS Attack - This attack is initiated by sending a CTS message that specifies
a different amount of data to be sent than was indicated in the RTS message, meaning the send-
ing ECU receives a different value of data packets than anticipated. Due to the information not
aligning, the ECU enters an unknown state.

5. Memory Leak Attack - This attack involves using the CTS message to request more data
packets that an RTS message specifies, hoping for the sending party to ’leak’ more data than
intended.

The primary effects of these attacks lead to one of two outcomes; a denial of service (DoS)
to the ECU, or an ECU processing (memory) malfunction. Both of these effects lead to a de-
graded functionality of the ECUs and therefore are effective at damaging vehicle functionality.
The Request overload attack and connection exhoustion will be used as vulnerabilities that will be

simulated in SysML to further understand the system of interest. It is also important to note that
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other vulnerabilities exist on other layers of the protocol, but this work focuses on securing the

J1939 Transport protocol, and on these verified and effective attacks.

2.3 Model Based Simulation development

2.3.1 Model Development

The system context diagrams for both the truck domain and the top level hierarchy of the com-
ponents were used as the foundational models for the network simulations. The data components
block within the block definition diagram was elaborated through the use of an internal block di-
agram, which describes the structure of the data components block in terms of how its parts are
interconnected [53]. Using internal block diagrams, interface relationships between the compo-
nents are established. Data flow is represented by the connections established between the ports on

each element.

Connection Exhaustion Attack

Once an architecture was established, and the appropriate components were identified, the
model was elaborated to describe the behavior of a system during a connection exhaustion attack.
Figure 2.8 illustrates an elaborated internal block diagram. The top of the diagram consists of
three system elements ECU I, ECU 2, and Attacker, which are all connected through ports and
connectors. The ports are illustrated as small squares on the boundary of the parts to represent an
access point through which the elements interface. The behavior of these three blocks are described
through state machine and activity diagrams illustrated below each block. It is important to note
that in order to simulate an attack, it was only necessary to have three primary elements; two ECUs
and an attacker.

The attack modeling began with building state machine and activity diagrams that describe
normal ECU traffic on the network. Nominal traffic consists of typical back-and-forth information

sharing among the ECUs that allow the truck to function normally.
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Figure 2.8: Elaborated Internal Block Diagram

State machine diagrams were first established to outline the different states in which the two
ECUs could be. Normal communication consisted of both ECUs remaining in a comms with other
ECUs state, in which typical network traffic took place. These states were characterized by activity
diagrams that specify the sequence of messages that would be sent during normal communication.
As can be seen in Figure 2.8, the state machines entered an initial state once the simulation began,
these initial states would trigger the message sequence detailed by the appropriate activity diagram.

The implementation of the Attacker element was done through the establishment of a flow
relationship (through a connector) between the Attacker and ECU 2. In the case of this model, the

attacker was strictly bound to communicate only with the second ECU. Similar to the two ECUs,

48



the attack behavior was characterized by a state machine and activity diagram. The activity diagram
outlined the sequence of actions that the attacker completes during a connection exhaustion attack.

The systems model was designed to auto-generate a sequence diagram that documents the
messages sent across the network throughout the simulation. This was done in order to produce an
artifact that accurately represents the model’s behavior. As can be seen in Figure 2.9, The sequence
diagram begins with normal network traffic between the two ECUs. Once the attack is initiated,
the Attacker element establishes a connection with ECU 2 and exhausts the connection through
repeated CTS messages.

The benefits of this sequence diagram are twofold, first, it verifies that what was modeled
actually takes place and that the sequence of messages and behavior is in order. Second, it provides
an effective means of documenting the attack, which can be used as a tool to educate stakeholders

and team members who are not SME:s in the field of truck networks.

Request Overload Attack

Using the same foundational model as the connection exhaustion attack, a second internal
block diagram was developed for the Request overload attack by elaborating the data components
block. In the case of this model, the internal structure of the network was simplified to three
components; ECU 1, Attacker, and Bus. The objective of this attack is to overload a target ECU
with request messages all containing the same parameter group number, which would overwhelm
the receiving ECU, and cause it to malfunction. Therefore, the model was built to first demonstrate
simple network traffic leaving a single ECU, then an attacker action was implemented. Figure
2.10 illustrates the internal block diagram as well as the state machines and activity diagrams that
characterize behavior. This figure also illustrates how the model visually progresses through the
simulation which can be seen through the green red and yellow status of different elements.

It is important to note that the simulation was kept simple and was designed to demonstrate the
attack sequence through the development of a sequence diagram (Figure 2.11), therefore only the

elements required to generate an appropriate sequence diagram were used.
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Figure 2.10: Screen capture of Internal Block Diagram of Request overload attack mid-simulation

2.4 Anticipated benefits and conclusions

This chapter explored the use of MBSE simulation as a tool for enhancing collaboration be-
tween systems engineers, stakeholders, and experts, as well as its role in developing secure sys-
tems. The convergence of top-down and bottom-up approaches during the component and sub-
system design highlighted the need for tools to enhance collaboration between system engineers
(Top-down), and subject-matter experts design engineers (Bottom-up). MBSE simulation was ex-
plored as a viable tool for meeting this need. In this chapter, two context diagrams were built in
order to better understand the role of J1939 within the truck system of systems. Once the context
was defined, and the appropriate components that rely on J1939 were identified, two models were
built which replicate two attacks that exploit network vulnerabilities.

Understanding that the future of systems engineering is model-based, this SysML simulation
tool served as an effective means of demonstrating a problem within a system. Especially in

the field of network protocols, which deal with message sequences and delicate time intervals,
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these models served as a method of visually highlighting the issues with the protocol, with activity
diagrams to detail why certain network behaviors lead to such attacks. In the case of the connection
exhaustion attack, the simulation demonstrated how an attacker can establish a connection with an
ECU and maintain the connection for extended periods of time.

These models serve as dynamic and interactive visualizations, enabling stakeholders to gain
deeper insights into potential threats and their ramifications. Importantly, they provide decision
support capabilities, enabling teams to make informed regarding system security. Specifically,
our simulations excel at illustrating attack scenarios with a high degree of realism. The sequence
diagrams accurately mimic network behaviors and vulnerabilities, offering clear and interactive
engagement with all parties involved. Additionally, activity diagrams were used to describe why
certain network behaviors lead to such attacks, making difficult network concepts and attack mech-
anisms accessible to both technical and non-technical stakeholders. For instance, in the case of
the connection exhaustion attack, the simulation demonstrates how an attacker can establish and
maintain a connection with an ECU for extended periods, shedding light on the critical network
behaviors that lead to such threats.

Another benefit to SysML simulation is its use as another tool to enhance collaboration and
brainstorming for solutions to the demonstrated issues. These models serve as dynamic platforms
where cross-functional teams of system engineers, subject-matter experts, and stakeholders can
come together. These simulations, with their interactive and visual nature, encourage stakeholders
to actively engage in discussions. They provide a shared context where team members can collec-
tively explore potential solutions, experiment with various strategies, and analyze their effects on
system behavior. The iterative nature of MBSE allows for a hands-on, solution-oriented collabo-
rative environment that contributes to the generation of innovative and effective countermeasures.
By leveraging SysML simulation in this manner, organizations harness the collective intelligence
of their teams, ultimately leading to more robust and secure system designs.

Lastly, a notable perceived benefit of MBSE simulation is its ability to bridge the gap be-

tween stakeholders and subject-matter experts (SMEs) at the critical juncture where top-down
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and bottom-up approaches converge. In complex system development, stakeholders often bring
high-level requirements and strategic goals (top-down), while SMEs possess detailed technical
knowledge and insights (bottom-up). This convergence point can be a point of potential miscom-
munication and misalignment. MBSE simulation, with its capacity to create visual and interactive
models, provides a common language and platform where these two groups can collaborate ef-
fectively. Stakeholders gain a deeper understanding of technical intricacies, and SMEs can grasp
the broader strategic context. The simulations serve as a bridge, translating high-level objectives
into actionable technical requirements and, conversely, illustrating how detailed technical deci-
sions impact overarching system goals. Having used MBSE to explore the vulnerabilities through
simulation, it will now be used to generate solutions through structured modeling following a

methodology.
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Chapter 3
Investigation of MBSEsec method for secure system

development

3.1 Introduction

As stated in the introduction to this work, the objective of this thesis is to investigate the appli-
cation of MBSE in the early design process, specifically in relation to securing vehicles and vehicle
networks. In this chapter, this will be addressed through the application of an MBSE method for
secure design. The second research question in this work is "What methods exist that incorporate
MBSE to develop more secure systems?", the first part of this question was addressed through a lit-
erature review in section 1.3.3 of existing MBSE methods for security. In this chapter, the selected
method is applied to two separate systems, the first is detailed in the previous chapter, the J1939
transport protocol. The second system to which this method was applied was a Defense Advanced
Research Projects Agency (DARPA) remote vehicle.

In the context of the system development lifecycle, Figure 3.1 illustrates where this work falls
on a System-V diagram. At the point where system requirements are being refined and established,
and a preliminary architecture is being drafted for the system.

A significant shift has occurred in the last 50 years, with functionality being largely delivered
previously through mechanical actuation to a high reliance now on software and electrically imple-
mented functionality [56]. This functionality change has resulted in a majority of complex systems
now being Cyber-Physical Systems (CPS), where the mechanical physical functionality is largely
delivered or controlled via an electronic, cyber-based approach. The push for the interconnection
of devices increases functionality and convenience features, but these also increase the vulnerabil-
ity profile [57]. Aerospace and vehicle-based systems are key examples of cyber-physical systems

that need a systems approach to master the complexity of interactions and secure functionality
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Figure 3.1: Where MBSEsec fits into the system life cycle

in the current digital environment. This chapter will explore the use of the model-based systems

engineering method MBSEsec to secure such cyber-physical systems.

3.2 Application of MBSEsec to J1939

The J1939 protocol is implemented as an enabling "subsystem’ on the truck network and drives
many of the network requirements and ECU message handling behavior. Therefore, the use of a
method to secure this protocol falls between system requirements and high-level system design, as
illustrated in Figure 3.1.

As stated previously, the motor vehicle industry is increasingly interested in the cybersecurity
of vehicles, both of automobiles and heavy trucks. As with most complex CPSs, such as airplanes
and aerospace vehicles, road vehicles communicate over an internal physical network infrastruc-

ture. In the field of Medium and Heavy duty (MHD) road vehicles, the primary means of software
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communication is through the Controller Area Network (CAN), as highlighted in the previous
chapter.

The success of CAN technology in the automotive industry has led the aerospace sector to
embrace CAN as a viable solution for secure, reliable, and cost-efficient communication [58]. In
a parallel manner to the SAE J1939 standard governing heavy vehicle CAN communication, de-
scribed in detail in section 2.2.2, the ARINC-825-4 standard defines communication standards
for avionics systems on aircraft using CAN [59]. The ARINC-825-4 is an emerging standard
for aviation network communication protocols and is currently used in aircraft for systems such
as environmental control, doors, galleys, smoke detection, potable water, and de-icing. Its re-
liability and efficient data exchange, as well as its compatibility among components, has led to
large-scale integration efforts within aerospace systems [58]. This integration is evident in the
Airbus A350 aircraft, where design directives request the use of ARINC-825 [60]. Due to the
extensive research already conducted on CAN security in the automotive field, these same security
considerations have been thoughtfully extended to the ARINC-825-4 standard [61]. This conver-
gence highlights the applicability and relevance of exploring the application of MBSE for security
to both ground vehicle and aerospace network communication. The utility of MBSE is also evi-
denced in the Department of Defense Digital Engineering strategy, which highlights the need for
cyber-physical system design that employs digital engineering tools including model-based sys-
tems engineering [7]. This model-driven approach to secure architecture has also been proven to
promote collaboration between system designers and security experts [16].

With the rapid technological advancements of cyber-physical systems and improvements in
vehicle autonomy and connectivity, network security continues to rise as a critical field of research.
Vehicle transport protocols operate as an application layer protocol on top of the Controller Area
Network and are responsible for ensuring that messages are transmitted and processed reliably and
efficiently between senders and receivers. However, poorly written requirements and inadequate
security controls can result in vulnerabilities in these protocols, as seen in section 2.2.3. These

vulnerabilities can be exploited by malicious actors to compromise the safety and security of the
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Figure 3.2: MBSEsec method workflow adapted from [2]

vehicle. To mitigate this risk, MBSE can be used to develop better requirements and security
controls for vehicle network transport protocols. By leveraging MBSE, engineers can follow a
structured approach to the design and implementation of these protocols, reducing the likelihood
of vulnerabilities being introduced.

This chapter applies the MBSEsec method detailed in section 1.3.3 to secure the transport
layer protocol from vulnerabilities discussed in section 2.2.3. Figure 3.2 illustrates the MBSEsec
method adapted from [2]. The iterative method follows four main phases that include: identifying
security requirements, capturing and allocating assets, modeling threats and risks, and deciding
objectives and controls. The outputs of this method are security requirements and security controls

that address previously overlooked vulnerabilities.

3.3 MBSEsec Applied to J1939

The MBSEsec method was selected to be applied to the system of interest because of its clear
and distinguished phases of design, and the perceived effectiveness of iteration throughout the
method. While some of the other methods focused heavily on requirements or partitioning, MB-
SEsec presented the most holistic, balanced, and systems engineering-focused approach to devel-
oping a secure system. The other methods that were concidered were introduced before 2016,
and are specialized in one field of system security, while MBSEsec is the most recent, and was
developed with a best practices approach.

Before beginning to develop a security-oriented model of the system of interest (SOI), the MB-

SEsec security profile was implemented using a UML profile diagram. Profile diagrams are a type
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Figure 3.3: ECU Security Requirements

of diagram used for customizing and extending the SysML language to meet specific modeling
requirements for a particular system or organization. Profile diagrams are an important aspect
of model-based systems engineering (MBSE) and are used to define stereotypes, tagged values,
and constraints that can be applied to SysML elements. This profile serves as a means to trans-
late security concepts into modeling language stereotypes that can be implemented throughout the
model [32]. The security profile encompasses several key elements, including security require-
ment, asset, risk, risk treatment, vulnerability, threat, and security control. These stereotypes cre-
ated within the security profile can then be readily applied to various elements within the system,

enabling the comprehensive integration of security concepts into the model.
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3.3.1 Identify Security Requirements

With a fundamental understanding of the SOI, and the current vulnerabilities established, se-
curity requirements that reduce the attack risk of these threats were drafted. Since the primary
structural elements on the truck network are the ECUSs, it is clear that these entities will be the ones
targeted by attacks. The discovered vulnerabilities highlight the fact that the ECUs are the system
assets that must be secured. Because ECU software is confidential information and not publi-
cized by the manufacturers, it must be treated as a black box. With that being said, the security
requirements focused on ECU behavior and message handling. A system-level requirement was
defined as "Secure CAN Bus Network" which serves as the parent for the security requirements.
The subsequent requirements that were developed focused on securing the ECUs from the current
vulnerabilities within the transport protocol, and established functions and behaviors that prevent
and mitigate these attacks. Figure 3.3 illustrates the security requirements diagram that was gen-
erated for the ECUs on the truck network. The top-level security requirements for the system are

described below:

1) Input validation and Sanitization - This requirement establishes that once a network connec-
tion is made with a sending or receiving party, the ECU will store the initial value of packets
requested or established to be sent and will validate all incoming messages against the initial

parameters.

2) Bounded dynamic memory management - While the ECUs are treated as black boxes, it was
deduced that the primary reason for ECU malfunction is due to memory overload. When a
high volume of messages floods the ECU, or a message is received that contains packets out
of bounds, the ECU memory is responsible for the processing. Setting an upper bound on
the amount of memory allocated for processing new messages would prevent the ECU from

memory overload and malfunction.

3) Connection Restart - This requirement ensures that if data transmission between two ECUs

fails, the receiving party will terminate the connection after five failed attempts to receive
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data and restart the connection with a request message. This ensures the reduction in Denial

of Service attacks.

4) Message rate regulation - Since two of the validated exploits involve high-frequency mes-
sages being sent to a single ECU, a requirement was established to ignore messages from a
sending party if they are sent within a given interval. This requirement aims at reducing DoS

attacks, as well as preventing processing malfunctions.

5) Ignore invalid CTS messages - This requirement was established to ensure functions were
implemented to screen for invalid CTS messages. This will defend against Malicious CTS

message attacks and Memory leak attacks.

6) BAM Defense - This requirement ensures that no destination-specific messages will alter the

necessary broadcast messages to other ECUs.

The security requirements were iteratively updated as the attacks were analyzed and the security

controls were refined in the following phases.

3.3.2 Capture and Allocate Assets

This phase of the MBSEsec methodology involves representing the structure of the system and
allocating assets as stereotypes defined in the MBSEsec profile to the elements within the system.
In order to capture the appropriate system structure, standard network traffic from the CAN Bus
was monitored by connecting to the onboard diagnostics port of our truck. The truck that was
used to collect this information was a 2014 Kenworth T270, a medium-duty truck designed for
commercial applications. The primary ECUs on the network were determined to be the Engine
Control Module (ECM), Electronic Brake Control Module (ECM), Transmission Control Module
(TCM), and Body Controller (CECU). In order to complete the structure of this system, the Bus,
Diagnostic Application, and Attacker were added. It is important to note that due to the system’s

compromised state, the attacker was added to ensure a system was designed that assumes an at-

61



bdd [Package] Structure [ Asset Structure Definition ])
««SK:;ZT;» «Software Asset»
bus «block» CAN bus
Truck Network (Sy Context) Bus
EBC port ECM port Attacker port Valid Source port TCM port CECU port
| g | g 1 1
= E - =

«System Asset» «System Asset» «Threat» «System Asset» «System Asset» «System Asset»

«block» «block» «block» «block» «block» «block»

Electronic Brake Controller | | Engine Control Module| Attacker Diagnostics Application| | Transmission Control Module| | Body Controller (CECU
values values values values values values
Source Address : Integer Source Address : Integer Source Address : Integer Source Address : Integer Source Address : Integer Source Address : Integer
«Software Asset» «Software Asset» «Software Asset» «Software Asset» «Software Asset» «Software Asset»
«block» «block» «block» «block» «block» «block»
EBC Controller Applicati ECM C Applicati OBD Software TCM Controller Application CECU Controller Application
«System Asset» «System Asset» «System Asset» «System Asset» «System Asset» «System Asset»
«block» «block» «block» «block» «block» «block»
EBC Hardware ECM Hardware Attacker Hardware OBD Hardware TCM Hardware CECU Hardware|
«System Asset» «System Asset» «System Asset» «System Asset» «System Asset» «System Asset»
«block» «block» «block» «block» «block» «block»

EBC Interface ECM Interface Attacker Interface OBD Interface TCM Interface CECU Interface

Figure 3.4: Asset Structure Definition

tacker had infiltrated the network. While not explicitly part of the MBSEsec profile, this addition
follows the principle of zero trust, which is a strategic objective of secure system design.

Using Blocks to depict the entities, and parts to illustrate the important components of the
blocks, an Asset Structure Definition diagram was created. Each structural element comprised
key components such as hardware, controller application (software), and interface. Next, the as-
set classes that were created as stereotypes in the MBSEsec profile were allocated to the system
blocks. Fig. 3.4 illustrates the complete structure and asset definition for the truck network. After
the stereotypes were applied, the security requirements were allocated to the appropriate system
assets. The process of assigning assets and security requirements to the structural elements of
the system established a traceable relationship among these elements, facilitating the creation of a
comprehensive model (Appendix A, Fig. A.2). This traceability was used later in the process to

ensure all requirements were satisfied, and all system assets were properly allocated.

3.3.3 Model Threats and Risks

This phase consists of modeling both behavioral and structural security specifications. For
behavioral risk and threat definition, a Misuse Case diagram (Appendix A, Fig. A.1) was developed
to describe the goals of a system from the perspective of the users of the system, as well as the

goals of the misuser to exploit the system. In this diagram, the goals are described in terms of
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Figure 3.5: Threat and Risk Definition Diagram

functionality that the system must support, and the exploited functionality that the attacks support.
The diagram acts as the overall vulnerability specification and describes the interaction between
an attacker and the truck network. The misuse case diagram was further elaborated with activity
diagrams that describe the attack scenarios stemming from the previously discussed vulnerabilities.
The activity diagrams are comprised of swim lanes that represent the behavior of each actor within
the scenario. Fig. 3.6 illustrates the attack scenario for the connection exhaustion attack.
Structural risk and threat definition was completed by using the MBSEsec Risk Definition
Diagram. The following elements were used in the diagram: Vulnerability, Threat, Risk, Risk
Impact, and Risk Treatment. These classes were specified as part of the MBSEsec profile and are
used to structurally elaborate the systems’ risks. Fig. 3.5 displays the Threat and Risk Definition
diagram that was created for the system. The risk associated with this system can be defined as
"An attacker is able to disrupt normal functions of an ECU by tampering with its operations via

various malicious message attacks", which is applicable to all system assets on the network. The
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vulnerability of the system can broadly be described as a "Lack of security controls on the J1939
Transport Protocol" which is comprised of the attacks previously characterized. The threats that
stem from the vulnerabilities are either "Denial of Service" threats or "ECU malfunction" threats.
These two threats cause three primary Risk Impacts: Communication Disruption, a hindrance to
normal operations, and loss of available memory. The Threat and Risk diagram is the primary
artifact used to generate the appropriate security controls for the system. The Threat and Risk
definition process was iterative, with further elaboration of the model completed as the attack

scenarios were expounded.
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Figure 3.6: Attack scenario depicting the connection exhaustion attack
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3.3.4 Decide objectives and controls

The final step of the MBSEsec method involves developing a risk mitigation approach by cre-
ating security controls. In the case of the MHD vehicle Network J1939 Protocol, the security
objective is to defend against transport protocol attacks. Security controls in the form of activity
diagrams were developed to meet the security requirements and objectives by reducing the risk of
both DoS attack impacts and ECU malfunctions. Two security control diagrams were developed.
It is important to note that a secondary objective of the security controls is to minimize false de-
tection of malicious messages because this would further disrupt network communication. The

security controls are listed below:

1) Validate and Sanitize incoming messages - This security control outlines an algorithm that
dictates whether an ECU maintains a connection with another party. The ECU must first
check the capacity it has to process a new message, and will only proceed with process-
ing if there is enough memory. The ECU must then determine the message format. If it
is a broadcast message it will simply process and store the data, and if it is a destination-
specific message it will continue. The algorithm then specifies for the ECU to check certain
characteristics about the incoming message to ensure that it is from a valid party. These
characteristics include CTS message frequency and CTS message volume. If data is to be
transmitted, the ECU tracks the packets expected to be received and verifies the parameters
with the incoming messages. If an inappropriate number of packets is sent or received, the
connection is terminated. The Validate and Sanitize incoming messages security control is

illustrated in Fig. 3.7.

2) BAM Block Defense - In order to prevent BAM Block attacks, a security control was imple-
mented through an activity diagram that ensures ECUs will continue to broadcast BAMs re-
gardless of destination-specific data requests. This will prevent destination-specific requests

from denying data to the rest of the network.
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Activity diagrams were then created that encapsulate the described security control behavior of
the ECUs. These security controls were then allocated to the appropriate system assets through
an allocation matrix. In order to ensure that the security requirements for the system were met,
a requirements satisfaction matrix was developed and crosschecked with the established control
behavior (Appendix A, Fig. A.3). Throughout the "Decide Objectives and Controls" phase, the
model was iteratively updated to ensure that the security requirements were refined and that be-

haviors were allocated to the correct system assets.
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Figure 3.7: Message validation and sanitization security control
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Lastly, a security objectives and control diagram was created to structurally define the control
objective, risk treatment, and the security controls (Appendix A, Fig. A.4). In this diagram, the
relationship between risk, and risk treatment is defined, and a "generalization" relationship is made
between the security controls and the risk treatment. The security control activity diagrams are also
attributed to the security control classes within the diagram to ensure traceability. This diagram
ensures that the security controls, in the form of activity diagrams, present a preventive behavior

structure and specific actions that would allow for fulfilling the security control objective.

3.4 Conclusions from Application of MBSEsec

This chapter demonstrated the use of MBSEsec to elicit security requirements, identify system
assets, model threats and risks, and generate security controls for a cyber physical system’s network
transport protocol with previously validated exploits. Beginning with a detailed understanding
of J1939 and its existing vulnerabilities, an initial iteration of security requirements and asset
definition was effectively achieved. With the Authors’ extensive background knowledge of J1939
and its security threats and vulnerabilities, eliciting security requirements was possible because the
risks and threats to the system were well understood. A critique of MBSEsec is beginning with
security requirements can be challenging if there is limited system knowledge. This is the case
for new systems in design and a possible challenge for practitioners with limited expertise on the
system or similar systems. If a full system architecture is present, more security requirements are
likely to be available or generated, but systems in earlier phases of system design will have more
unknowns in implementation and more challenges to compiling a set of security requirements to
begin the MBSEsec method. Our assessment of MBSEsec is its utility is highest for uncovering
new security controls for systems already fielded or with a detailed architecture.

Throughout the phase of modeling threats and risks, iterative updates were made to the security
requirements, ensuring the mitigation of the elaborated attack scenarios on the system. Modeling
the threats and risks forced the team to better understand the vulnerabilities, and therefore en-

hance and update the security requirements as the model progressed. The MBSEsec method’s
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structure, coupled with the dynamic nature of MBSE, facilitated continuous updates to the model.
The presence of embedded traceability within the model greatly simplified the identification of
gaps in security controls and requirements. As the design process progressed, requirements un-
derwent multiple updates, and security control objectives were modified to address the evolving
understanding of system threats and risks. Consequently, a comprehensive model was achieved,
encompassing refined security controls and requirements.

The application of the MBSEsec profile (stereotypes) to the model elements helped focus the
modeling process on the security aspect of the system. Characterizing different elements within
the model with their security-related stereotypes helped facilitate the modeling techniques, diagram
development, and traceability. This was especially helpful when developing the Threat and Risk
Definition, Asset Structure, and Security objective and control diagrams.

To enhance the applicability of the MBSEsec method to fielded cyber-physical systems, we
created an additional structural element, attacker, to be modeled in the system architecture. In
our case, the J1939 network protocol was already known to have active vulnerabilities that were
previously exploited, but we recommend for all systems there is value in including an attacker
element as a part of this security analysis. This is based on the zero trust architecture principles
specified in [62] where we assume a network will be compromised at some point. Utilizing the zero
trust principle enables further elaboration and enhancement of the security controls, which can be
seen in the implementation of the Message validation and sanitization security control that tests

each incoming message against a set of parameters to ensure that the message is not malicious.
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Chapter 4
Recommended improvements to the MBSEsec

Method

4.1 Application of MBSEsec MRZR

The first application of the MBSEsec methodology was to a cyber-physical system that was
understood thoroughly by our team and was primarily used to elicit requirements and controls
for the J1939 protocol given all the industry’s best practices for securing this system. Applying
MBSEsec to the J1939 protocol provided a detailed understanding of both the system of interest
and the modeling methodology, and enabled effective brainstorming and documentation of the
outputs; requirements, and controls. However, to further examine the utility of MBSEsec, and the
utility of MBSE to secure system design, the approach was applied to a second vehicular system
comprised of similar network configurations and properties. In this application of the methodology,
the objective was to investigate how MBSEsec can help find additional security considerations
with a potentially lower security Subject-Matter Expert (SME) level, and prove its value in being a
repeatable and iterative approach, enabling better requirements and security control development.

The system to which the MBSEsec is applied is a remote control system applied on top of
an off-road vehicle, the MRZR platform developed by Polaris. The MRZR is a versatile and
lightweight all-terrain vehicle designed for military use. It offers high levels of mobility and can
be configured for various mission requirements, making it well-suited for rapid deployment and
maneuverability in challenging terrains.

The design team for this remote control system had already conducted a cybersecurity table-
top, in which they performed a risk analysis, and detailed the primary vulnerabilities that can be
expected for the system. With the appropriate documentation from the system’s design team, a

model was developed using the MBSEsec methodology to accurately reflect the system design.
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Figure 4.1: Polaris MRZR [3]

The objective of the model development was to investigate how well the model could document
the system, as well as its effectiveness as a tool to make better design decisions at earlier phases of
system design when SME input is less frequent.

In the development of the model, a few shortcomings of the approach were discovered in phase
3 of the methodology: Model Threats and Risks. In the following sections, these shortcomings
are discussed, and a recommended improvement to the MBSEsec methodology is detailed. It is
important to note that the goal of this section is to improve the MBSEsec method by adding rigor
while limiting the complexity of the model development process, with the goal of improving its

posture as an effective tool for engineers.

4.1.1 MBSEsec shortcomings

During the model development, the first two steps of the MBSEsec process were accomplished
in which initial security requirements were established, the system architecture was defined, and
assets were allocated to system elements. These two phases were completed in accordance with
the documentation provided by our partners, as well as effective systems engineering practice. In
order to effectively accomplish the third phase of modeling threats and risks, a working group

with subject-matter experts from the lab was created in order to implement the third phase into the
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model using the provided cybersecurity tabletop. In doing so, we found that the threat and risk
definition phase lacked a sufficient level of qualitative detail when addressing risk.

Currently, this phase of the method involves structural and behavioral definition of the threats
and risks that pertain to the system. The behavioral definition involves the use of activity diagrams
and misuse cases, and the structural definition involves developing a threat and risk definition di-
agram. When detailing the MBSEsec method, the author alludes to the implementation of risk
criteria into the model through the implementation of a block stereotype Risk Assessment Config-
uration with an attribute Criteria for Accepting Risks as seen in Figure 4.2. However, other than
implementing a Risk stereotype with a risk level enumerated from one to ten, no quantifiable rela-
tionship is established to ensure that risks are mitigated and that they do not exceed an established
threshold. The Author of MBSEsec does not discuss or expound on how to incorporate the Crite-
ria for Accepting Risk defined in the risk assessment configuration stereotype, or how to classify
levels of risk that pertain to each vulnerability. Lastly, there is no defined relationship between the

security controls and their ‘reduction’ of the risk caused by vulnerabilities.
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Figure 4.2: MBSEsec stereotypes pertaining to risk

While the profile does address the value of risk by providing a way to numerically define it, the

extent to which it would help progress the user of the method to produce better security controls
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is very limited. It is important to note that MBSE and methods such as MBSEsec are not designed
to replace the conventional methods of risk analysis, rather they are used to document and capture
the most relevant information for system design, such as the outputs of a risk assessment, and
implement them into the model for improved results and design decisions. This chapter will focus

on improving MBSEsec’s utility as a tool to perform simple and effective risk classification.

4.1.2 Recommended Changes

In order to address these changes, new techniques and diagrams were added to the third and
fourth phases of MBSEsec (Figure 4.3). The objective of these additions is to add a more robust
definition of threats and risk within the model, enabling better documentation, which leads to more
secure design decisions. The added techniques and diagrams were developed with the user in mind

and were applied using SysML'’s capabilities.

Updated VIBESEsec Method

Phase 1 Phase 3 Phase 4
Identify Security Requirements Model Threats and Risks Decide Objectives and Controls

Techniques: Techniques:

Misuse Cases . Security Objectives and
Attack/Threat scenarios Controls Structure diagram (extension
Threat & Risk Definition of UML Class diagram)
diagram o Activity Diagrams

ulnerability Definition Diagram o
Risk Rollup Template
Allocation Matrix and

Instance Table

Figure 4.3: Recommended updates to MBSEsec

In its simplest form, the outputs of a risk assessment are the discovered or suspected vulnerabil-
ities that threaten the system, and their associated likelihood and impact, as well as recommended
mitigations and controls. Likelihood can be defined as the probability or chance that a specific
threat will occur, quantifying the potential for its realization. Impact can be defined as the sever-
ity and consequences of a threat, measuring the extent of harm, loss, or adverse effects it could

cause [63]. These quantities are often defined in a "heat map’ where the risks of vulnerabilities are
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graphically depicted using colors to indicate the severity or impact of various risks. Both Likeli-
hood and impact are quantified by receiving a rating between 1 and 5, with five being the highest
severity or frequency, and one being the lowest [63] [39].

While there are many ways to define and classify risk, STRIDE (1.1) stands out as an effective
framework for defining risks, provides structured categorization, establishes a common language,
and aids in risk prioritization. STRIDE allows for the systematic identification of security threats,
ensuring that no critical risks are overlooked, and helps organizations communicate and collaborate
effectively among various stakeholders.

Using these two basic principles of both qualitative risk definition in the form of STRIDE, and
quantitative risk definition in the form of threat likelihood and impact, a more robust threat and risk
definition phase was implemented. As can be seen in figure 4.3, The Threat and Risk Definition
diagram was updated, a vulnerability Definition Diagram was created, a Risk Rollup pattern was
introduced, and Allocation Matrices and Instance tables were added. In order to demonstrate the
changes to the method, the MRZR system and its associated documentation is used as the system

of interest.

4.1.3 Vulnerability Definition Diagram

Currently, the MBSEsec method defines risk using a threat and risk definition diagram, as seen
in Figure 3.5 in chapter 3. While this diagram provides value, it does not provide a means of
documenting the vulnerabilities as well as their associated quantifiable risk characteristics. There-
fore, a vulnerability definition diagram was implemented to meet this need. A block definition
diagram that follows the structure of an attack tree was implemented into the model. Attack trees
are a visual tool used in risk analysis to model and analyze potential threats or attacks on a sys-
tem [64]. They are effective because they provide a structured way to break down and visualize
various attack scenarios, starting from a central objective or goal of an attacker and branching into
sub-goals and specific attack techniques. By visually representing attack paths and dependencies,

engineers can improve their overall security posture, making them a valuable asset in the field of
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cybersecurity and risk management. This diagram is used as a structural definition of all the rel-
evant vulnerabilities that threaten the system and follows the same pattern as an attack tree. The

‘parent’ block in this diagram is titled "System Security Risk".
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Figure 4.4: Vulnerability Definition Diagram

In order to capture the different attack paths that the attacker may attempt to achieve, the
system risk block is composed of five elements, each representing a different component of the
STRIDE methodology for classifying threats. In this diagram, the STRIDE framework is used to
categorize and analyze potential threats to the system, each block in the diagram will represent the
different threats: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service,
and Elevation of Privilege [44]. In the case of the MRZR system in Figure 4.4, the vulnerabilities
that were discovered all fell into three of the five classifications; Spoofing, Information Disclosure,

and Denial of Service. As can be seen in the diagram, each vulnerability is classified with the

74



MBSEsec stereotype Vulnerability, and each element of STRIDE is composed of its associated

vulnerabilities.

4.1.4 Characterizing Risk

Once the attack tree is built, and the primary vulnerabilities are established, a roll-up pattern is
implemented into the diagram. A roll-up pattern is a modeling technique that represents the hierar-
chical aggregation of components within a system. It involves creating aggregation relationships,
assigning property values, and rolling up information from lower-level components to higher-level
blocks using parametrics. Using this approach enables a simple yet effective qualitative evalua-
tion of the systems’ risk. In the vulnerability definition diagram, each block is elaborated with its
respective Impact and Likelihood using value properties.

As mentioned above, the output of a risk analysis is an outline of all the vulnerabilities that
threaten the system, along with their associated impact and likelihood. Adding these value types
enables each vulnerability to be structurally defined with its associated risk characteristics. It is
important to note that MBSEsec is not intended to be a standalone risk assessment, but rather a tool
to capture the appropriate elements of the analysis. As seen in Figure 4.5, each vulnerability dis-
covered in the cybersecurity tabletop for this system is assigned a value property for its likelihood

and impact. A scale of 1-5 was used for classifying each vulnerability.
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Figure 4.5: Value properties assigned to each block
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Using a roll-up parametric pattern in SysML, the total risk of the system can be calculated
through the sum of all the vulnerabilities. This is done by multiplying the likelihood by the impact
and summing up all the risks into one value assigned to the System Security Risk block. A simple
equation was used within each block to derive the appropriate risk value, which can be seen in
Equation 4.1. J. Woodruff defines risk as the chance that someone or something that is valued will
be adversely affected in a stipulated way by the hazard [65], and defines risk as the multiplication
of the severity of the harm (Impact) by the Likelihood of the occurrence. In the same manner,
Equation 4.1 was used in the model to calculate the total risk for the system, where the individual
risks were summed as the parametric "rolled up" the block hierarchy.

Overall risk for each vulnerability:

Total = (Likelihood x Impact) + » _ Total Risk (4.1)

4.1.5 Risk Roll up Diagram

With an overall risk defined for the system, a Risk roll-up diagram is then created to define
a framework to analyze the system’s risk posture. As can be seen in Figure 4.7, a Security Risk
Rollup block with the appropriate MBSEsec ’Risk Assessment configuration’ stereotype was im-
plemented. Through the use of a generalization relationship, the Security Risk Rollup block is
attributed two constraints; Risk Criteria and Normalize Risk. These two constraints are the means
by which the system risk posture is evaluated. As mentioned previously, the MBSEsec method
provides a ’criteria for accepting risk’ but does not provide a means of testing whether this crite-
rion is met. It also provides a ’scale’ from 1-10 for ranking a certain risk, but does not provide any
context to the scale or a means to use it for evaluation purposes. These two constraint blocks help
solve these issues in the current methodology. The Normalize Risk constraint block is designed
to normalize the system risk value in order to ensure that systems with a different number of vul-
nerabilities can be compared and analyzed on the same scale. This is accomplished with equation

4.1.
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Normalized system Risk Equation:

Total Risk
Number of Vulnerabilities x 25

Relative Risk = 4.2)

The relative risk defined in the constraint block outputs a value between 0 and 1, which specifies

the severity of the risk posture, with a 0 inferring no risk from the vulnerabilities, and a 1 inferring

every vulnerability is likely to occur and have high impacts.
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Figure 4.6: Risk Roll up diagram

The Risk Criteria constraint simply compares the normalized system risk to the risk threshold
defined by the user (Equation 4.3). This enables the SysML tool to notify the user whether the
system risk is below the threshold.

Risk Criteria Equation:

Relative Risk < Threshold 4.3)
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Lastly, the Security Risk Rollup block is elaborated with a parametric diagram which is im-
plemented in order to execute the defined constraints (Figure 4.7). Using the user inputs of a risk
threshold and the number of discovered vulnerabilities, as well as the previously established ’total

risk’, the parametric diagram evaluates the system’s risk posture.

par [Block] Security Risk Rollup[ Security Risk Rollup])

system Risk : System Security Risk
Thresh j «constraint»

AThreshold : Real
A : Risk criteria

totalRisk : Real TOtalj «constraint» {relative <= Thresh}
" : Normalize Risk relative relative :]
ANum_vulnb : Real total_vulnerab:]

{relative=Total/(25*total_vulnerab)}

Figure 4.7: Risk Roll up diagram

4.1.6 Simulating the risk Analysis

The additions to the MBSEsec model are designed to be run as a simulation, in which the
values of likelihood and impact are defined for each vulnerability, and the simulation will output
the values of overall risk, normalized risk, and whether the system meets the defined risk threshold.
If the threshold is met, the values are displayed in green, and if it is not, the values are displayed

in red.

4.1.7 Updated Threat and Risk Definition Diagram

Lastly, the threat and risk definition diagram proposed by MBSEsec was revised to reflect the
proposed changes. First, The elaborated system security risk block was added to the diagram to
further characterize the overall system risk. As can be seen in Figure 4.8, the Security Risk block

indicates that the system’s total risk is at 168 based on the risk roll-up and that the system sta-
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tus is "pass" in regard to meeting the threshold requirements. Implementing this block enhances
traceability, and provides better documentation. Second, the vulnerabilities classified in the vul-
nerability definition diagram (attack tree) were added to the diagram. To simplify the diagram, the
threat blocks were removed, due to a lack of contribution to the model. All the ’trace’ relation-
ships and block stereotypes were preserved from the previous MBSEsec iteration. As the model
is simulated, the displayed values would change, therefore enabling a much better qualitative risk

definition.
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Figure 4.8: Revised Threat and Risk Definition

4.1.8 Integrating Security controls

Phase 4 of the MBSEsec method defines the process for defining security controls. However, as
mentioned previously, there is no qualitative relationship between the effectiveness of the selected
security controls and the overall system risk. Therefore, to better integrate the risk definition and
security control phases, a Security Control Diagram was developed (Figure B.1, Appendix B), in
which each security control is specified, as well as its mitigation effectiveness as a percentile (be-

tween 0-1). In order to implement the control effectiveness into the model simulation, a ‘control’
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value property was added to the vulnerabilities in the attack tree to be used as part of the Risk Roll-
up process (See Figure 4.5). Using the Mitigation effectiveness value assigned to each security
control, a new overall risk is calculated for each vulnerability, implementing the added mitigation
effectiveness value. As can be seen in Equation 4.4, the mitigation effectiveness was added to the
risk calculation.

New overall risk for each vulnerability, with added mitigation effectiveness:
Total = (Likelihood x Impact) x (1 — Mitigation Effectivness) + Z Total Risk 4.4)

Figure 4.9 demonstrates the parametric diagram that was implemented into the model in order
to perform the risk roll-up for the system. As the controls are articulated, a mitigation effectiveness
value between 0 and 1 is assigned to each vulnerability to characterize how effective the mitigation

will be at reducing the vulnerability impact and likelihood.
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Figure 4.9: Overall risk roll-up parametric

By incorporating the security controls into the model simulation and implementing their associ-
ated mitigation effectiveness, a comprehensive model simulation can be executed to systematically

assess the security posture of the system. This process allows for a dynamic view of how the sys-
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tem’s risk level evolves with different security measures, enabling users to evaluate the effective-
ness of these controls in risk reduction and make informed decisions about their implementation.
Leveraging the simulation capabilities inherent in SysML, stakeholders can iteratively refine the
system’s risk criteria, adjust control effectiveness, and consequently engineer a heightened level of

security for the system.

4.1.9 Overview of Revised MBSEsec

The following section outlines the new steps to follow when using the MBSEsec Method.
Underlined descriptions highlight the recommended changes. Table 4.1 details the added diagrams

to the method, the SysML elements used, and the rationale behind the additions.

Phase 1 - Identify Security Requirements

a) Identify security requirements as an additional part of functional and non-functional require-
ments. Capture requirements in a SysML Requirement diagram or table using the "Security
Requirement" Stereotype. Utilize an overall system Use Case Diagram to better refine Phase

1.

Phase 2 - Capture and Allocate Assets

a) Define the system structure using a block definition diagram (bdd).

b) Define the system asset types that the design team must secure. Capture them in an Asset

Structure Definition diagram (extension of a bdd).

¢) Using an allocation matrix, link system structural blocks and assets with the SysML ’alloca-

tion’ relationship.

Phase 3 - Model Threats and Risks

a) Behavioral security specification: Using the Use Case diagram developed in phase one, use

the extended Use Case diagram for identifying Misuse Cases.
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Table 4.1: Recommended changes to MBSEsec

Added MBSEsec

SysML Elements

Diagram Diagram type(s) Used Utility

- Block a) Follows attack tree pattern for speci-
Vulnerability defi- | Block definition di- | _ Vulnerability | fying threats
nition diagram agram stereotype b) Provides simple documentation of

- Risk rollup pat-
tern

all vulnerabilities
c¢) Enables the application of the roll-up
parametric

Risk Roll-up Dia-
gram

Block  Definition
Diagram and Para-
metric Diagram

- Block

- Constraint Block
- Risk Assessment
config Stereotype

- Risk Rollup Para-
metrics

- Value Properties

a) Provides a more effective "Risk As-
sessment Configuration’, by qualita-
tively evaluating the system risk

b) Provides the capability of specifying
the likelihood and impact of each vul-
nerability

¢) Enables the use of simulation to iter-
atively refine the system’s risk criteria
and mitigation effectiveness

. - Block a) Refines and tailors the previous
Updated Threat | UML Package Dia- | - Class Threat and Risk Definition diagram to
and Risk Definition | gram -Vulnerability document the appropriate changes to
Stereotype Phase 3
- Risk S'ter.eotype b) Provides improved traceability
- Associations
_ Class a) Captures the selected security con-
Security Controls | UML Package Dia- | _ Security Control trols
Diagram gram Stereotvpe b) Provides the ability to enumerate
pe each control with its mitigation effec-
- Effectiveness | .
Enumeration tiveness
c¢) Enables traceability between vulner-
abilities and controls
Controls to Vulner- Allocation Matri - Block a) Ensur'es all vulnerabilities have been
abilities Allocation | * Ccaton Matmix | - Class appropriately *controlled’
- Allocate Rela- | b) Improves model traceability
tionship
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b) Behavioral security specification: Elaborate the Misuse Cases with activity diagrams to

model the attack scenarios.

c) Structural security specification: Using the knowledge gained from the behavioral security

definition, develop a vulnerability definition diagram (attack tree), and apply the

"RiskRollupPattern’ to the System Security Risk element.

d) Structural security specification: Implement the Security Risk Rollup diagram into the model.

Simulate the Security Risk Rollup block, specify the number of vulnerabilities, the

risk threshold, and each vulnerability’s likelihood and impact.

e) Structural security specification: Develop the New Threat and Risk Definition diagram as a
summary of Phase 3. The following elements should be created and linked: System Asset;

Risk; Risk Impact; System security Risk; and Vulnerability.

Phase 4 - Decide Objectives and Controls

a) Capture all the selected security controls in the Security Controls Diagram (UML Class Di-

agram).

b) Simulate the Security Risk Rollup block with the appropriate mitigation effectiveness values

applied to each vulnerability. Ensure that the overall system risk is below the threshold.

¢) Summarize results in a Security Objectives and Controls Structure diagram (an extension of

the UML Class diagram) for defining elements of security objectives and controls.

d) Develop Activity Diagrams that identify workflow or algorithm for the selected security

control.

4.2 Discussion of results

This chapter summarizes the conclusions and results obtained through the investigation of the

MBSEsec methodology, particularly its utility in securing intricate cyber-physical systems. In this
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chapter, the MRZR remote control system was used as the system of interest for the application
of the MBSEsec method. This work uncovered shortcomings within the methodology, primarily
in the phase of modeling threats and risks. While the methodology introduced stereotypes that
addressed risk such as the Risk Assessment Configuration, the method lacked a quantifiable com-
ponent to risk, and did not relate risks to their mitigations.

Consequently, a series of enhancements were proposed designed to bolster MBSEsec’s effec-
tiveness. These changes encompassed a more robust risk classification approach, emphasizing
effective documentation, and simulation capability. New techniques and diagrams, such as the
Vulnerability Definition Diagram and Risk Roll-up Diagram, were introduced. These refinements
enabled a more detailed understanding of threats and risks to the system. The integration of a
qualitative and quantitative approach to risk assessment, using STRIDE for threat categorization
and likelihood multiplied by impact for risk assessment, improved the method’s capability for risk
evaluation. The Risk Roll-up Diagram provided a comprehensive view of the system’s risk pos-
ture, provided parametric to normalized risk values, and compared them to user-defined thresholds

for a clearer risk assessment.
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Figure 4.10: Allocation of security controls to vulnerabilities
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NIST SP 800-53r5 [29] states that "The combination of a catalog of security and privacy con-
trols and a risk-based control selection process can help organizations comply with stated security
and privacy requirements, obtain adequate security for their information systems, and protect the
privacy of individuals." The provided additions and changes to the MBSEsec method support the
risk-based control selection methodology detailed in this standard, therefore helping the modeling
process better align with the standards. These changes offer an actionable framework for engineers
to iteratively refine their system’s risk criteria, evaluate the effectiveness of security controls, and
enhance the overall security posture of their systems. The two primary benefits of these recom-
mended changes are the enhanced traceability between vulnerabilities and security controls and
the ability to simulate the risk evaluation and make iterative changes to the model mid-simulation.
Figure 4.10 illustrates the result of allocating the system’s vulnerabilities to their associated se-
curity controls discovered in the stakeholder cybersecurity tabletop. As can be seen in the figure,
each vulnerability has at least one security control designed to mitigate its effect. With the vul-
nerabilities following the structure of an ’attack tree’ it can be seen that all the security controls
are allocated by means of implication to the overall system security risk. These security controls

were all attributed to an associated “mitigation effectiveness’ which enables the effective use of

simulation.
# Name Likfllig;?d Imsz;lt : ‘ totaél:iaslk : E?:cl:%i?/t;gss
: Real
1 B[] Instances
2 | [ = system Security Risk 0 0 101 0
3 [E = system Security Risk.spoofing 3 4 20 0
4 [=] system Security Risk.spoofing.gps spoofing 2 4 2 6
5 =] system Se;uri_ty Risk.spoofing.malicious Software 1 4 2 2
Update/Injection
6 =] system Security Risk.spoofing.geofenced Malware 4 3 4 8
7 [E = system Security Risk.information Disclorue 3 3 30 0
8 =] system Security Risk.information Disclorue.arp poisoning 4 5 11 9
9 =] system Security Risk.information Disclorue.spectre/Meltdown/Retbleed 3 5 10 5
10 [l (=] system Security Risk.denial of Service 5 4 51 0
11 =] system Security Risk.denial of Service.onboard Memory Exhaustion 3 5 6 9
12 [=] system Security Risk.denial of Service.steelthread 3 4 4 8
13 [=] system Security Risk.denial of Service.forced Interface Desync 3 5 5 10
14 =] system Security Risk.denial of Service.syn flood to wmi 3 2 6 0
15 [=] system Security Risk.denial of Service.cpu resource exhaustion 4 5 10 10

Figure 4.11: Instance table of risk values assigned to the vulnerabilities of the Polaris MRZR
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One of the key benefits of simulation is the streamlining of decision-making for the user
through parameter adjustments. This is best accomplished through the use of an instance table,
which is a tabular representation of system elements and their states in a simulation. Using an
instance table provides a concise overview of the system vulnerabilities, which helps facilitate
the efficient management of simulation scenarios. As can be seen in Figure 4.11, the vulnerabili-
ties discovered for the Polaris MRZR were assigned the appropriate likelihood and impact values,
along with the calculated mitigation effectiveness. Each vulnerability was then given a risk value,
for example, the ARP poisoning vulnerability was given likelihood and impact values of 4 and 5
respectively. The associated mitigation effectiveness was 9, bringing the total risk to 11 (20-9=11).

As the simulation is run, these values can be updated, and the table reflects the new outputs.
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Figure 4.12: Simulation of updated MBSEsec without controls implemented

Figures 4.12 and 4.13 illustrate the utility of using the simulation capability of the model to
generate better security controls. Figure 4.12 demonstrates the model simulation with the ten
implemented vulnerabilities to the system, with the relative risk being 0.5996 which is above the
threshold of 0.5. Once the mitigation effectiveness values were added to each vulnerability based
on the selected security controls, the overall system risk decreased to an allowable level of 0.4164.
These figures demonstrate the utility of using MBSE as a tool for relating system risks captured in

a risk analysis to the resort of the system design (requirements, structure, and security controls).
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Figure 4.13: Simulation of updated MBSEsec with controls implemented

This chapter presents MBSE and MBSEsec as valuable tools in the domain of cyber-physical
system security design. As the digital landscape evolves, this methodology continues to adapt,
improve, and fortify our understanding of system security. The recommended changes to the
method provide a dynamic view of how the system’s risk level evolves with different security
measures, enabling a simple evaluation of the effectiveness of each control and making informed
decisions about its implementation. Secondly, the recommended changes help in predicting and
optimizing the system’s responses to potential security threats and vulnerabilities, enabling users
to proactively identify and address security weaknesses. Lastly, they add a layer of documentation,
traceability, and robustness to the model, enabling systems engineers to utilize an MBSE model as

an effective ’source of truth’ for the design process, as cybersecurity continues to progress toward

“security by design’.
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Chapter 5
The application of using the enhanced MBSEsec

method to eliciting security goals

5.1 Introduction

The INCOSE Vision 2035 states that one of the key objectives is that "Cybersecurity will be
as foundational a perspective in systems design as system performance and safety are today" [18].
To achieve this vision statement and address security design from a system’s inception, system
goals for security must be elicited and translated into functionality-focused security requirements
for CPS design. Based on the previous chapter’s work on exploring MBSE’s use for security, and
the lessons learned from the analysis of MBSEsec, in this chapter, I discuss the contributions made
by MBSE to a new security goals elicitation method.

The systems engineering community continues to focus on and improve system requirements
elicitation as requirements provide the design to specifications that are verifiable and testable to en-
sure the system meets the user’s needs. However, as can be seen in the literature review conducted
in section 1.3.4, most security requirement elicitation methods use threat and risk assessments
that require a preliminary or detailed system architecture to elicit security requirements. While
beneficial, this approach does not address security in conceptual system design before a system
architecture is identified. Thus, the design trade space to implement a secure system architecture
is limited and relies heavily on the knowledge of available subject-matter experts.

The third research question proposed in this work is "How can MBSE be leveraged to support
security requirement elicitation in the design of a secure system?" To answer this question, this
chapter focuses on the contribution of MBSE to a new approach intended to generate security
goals in the conceptual design phase of system design for Cyber-Physical Systems (EGRESS).

The goal of this method is to expand the options for system design to create an inherently secure
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system. This is done by setting security goals that guide initial design choices and serve as the
foundation for defining additional security requirements throughout the design process. Using
MBSE as the foundation, a security goals elicitation method was developed that streamlines and
combines STPA, MBSEsec, and other best practices in modeling and requirement engineering. A
balance was achieved by using preexisting SysML diagrams and adding custom profiles in order
to develop the most effective method. As opposed to the previous two chapters, this work falls at
the highest level of abstraction within the System-V model, between the concept of operation and

system requirements (Figure 5.1).

Security Goals
Elicitation

Method
System

Requirements

High-Level
Design

Detailed design and
Implementation

Figure 5.1: Security goals elicitation in system lifecycle

5.2 The EGRESS Method

The EGRESS method is designed for application in the conceptual design phase of complex
cyber-physical system design before a preliminary architecture is established for the System of
Interest (Sol). As highlighted previously, there is a gap in this field in regard to eliciting early secu-
rity requirements when architectural features are unavailable. Figure 5.2 outlines the overall flow

of the EGRESS method, with the recommended modeling techniques to be followed. The method
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begins with stakeholder input and employs an iterative approach combining structural and behav-
ioral analysis to derive security-focused goals for guiding subsequent design activities. The output
of this method is a set of security-focused system goals, laying the groundwork for the elicitation

of SMART (Specific, Measurable, Achievable, Relevant, Time-bound) security requirements.
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Figure 5.2: EGRESS Method

The following sections outline the EGRESS methodology step by step, and detail how MBSE

was used to elaborate the methodology.
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5.2.1 Step 1: Define System Purpose and Goals

The first step of the EGRESS method is to develop clear system purpose and system goal
statements. These statements are designed to guide the rest of the modeling process in a conceptual
manner and should be taken directly from stakeholders and any system documentation available,
ideally a CONOPS or OPSCON. The purpose and goals statements are at the highest level of
abstraction for the system and ensure stakeholder agreement on the mission and vision of the
system’s intended use.

It is prescribed to document the system purpose and goals through a custom SysML Block
Definition Diagram that characterizes the elements and defines their relationship to one another.
Custom block stereotypes Goal, Purpose, and Method are created to allow the user to clearly
label each block. Custom relationships of In order to, and By means of are created to define the
relationship between the elements. These relational elements are implemented to help demonstrate
how the elements relate to one another. For example, the Purpose of the system must be achieved
In order to accomplish the system Goal. And the system Purpose is completed by means of the
Method. This diagram can be used as a tool for stakeholder alignment, to ensure that all parties

agree on the definitions.

5.2.2 Step 2: Develop System Context

The purpose of this step is to capture the context in which the system will operate. In this
step, system engineers and stakeholders must consider the domain in which the system operates,
including external actors of interest that may either directly or indirectly interact with the system.
This step can be considered ’complete’ when all relevant elements external to the system have been
identified. The objective of this step is to provide a clear outline of the system domain, to provide
all parties involved an understanding of what is ’in bounds’ for the system design and what is a
relevant environmental concern, but not a part of the system design. It is important to note that
this phase does not focus on any internal parts or behavior of the system, rather it is a structural

representation of all external elements of the system around the SOI.
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This step is to be captured through a block definition diagram that defines all the objects and
elements through system blocks. The block definition diagram visually represents system con-
text, defines system boundaries, and identifies external actors, fostering clear communication. The
diagram facilitates traceability, ensuring consistent integration of security considerations through-
out the system engineering process. Additionally, it helps bridge the gap between technical and

non-technical stakeholders, creating a shared understanding of the system’s context.

5.2.3 Step 3: Elaborate Use Cases for SOI

Step 3 of EGRESS involves developing a top-level use case diagram for the system under
consideration. The primary purpose of this diagram is to depict the system’s objectives from the
perspective of its users [53]. These objectives are defined in terms of the functions the system needs
to support and how external entities or actors interact with the system. This provides a broader
context for understanding the system’s functional aspects and outlines high-level behavioral goals
that the system must fulfill.

Developing this diagram serves several important purposes. Firstly, it identifies key actors
involved in the system and ensures that the primary use cases encompass all critical behavioral
elements of the system. Additionally, this diagram acts as a valuable tool for brainstorming and
facilitates reaching stakeholder agreement. Furthermore, it aids in establishing and refining the
system’s context and boundaries as the development process progresses. This step is captured
through a use-case diagram which not only create key use cases for the system but also offers a
dynamic visual representation that aids in stakeholder communication, agreement, and ongoing

refinement of the system’s functional objectives.

5.2.4 Step 4: Define System Unacceptable Losses and Hazardous states

This step involves the systematic definition of system unacceptable losses and the identification
of hazardous states that may lead to these losses. Unacceptable losses are specific, undesirable
outcomes as defined by the key stakeholders. System losses should identify what is of highest

value to the stakeholders and differentiate from what is nice to have/desired. Unacceptable losses

92



can be mission, personnel, or equipment losses with common unacceptable losses including loss
of life or mission essential equipment [66]. Hazardous system states are a set of system conditions,
that when paired with a worst-case set of environmental conditions, can lead to an unacceptable
loss. Identifying hazards can also serve to refine and clarify the list of unacceptable losses, as each
hazard should be mapped to one or more unacceptable losses (otherwise it is not a hazard or the
list of unacceptable losses is incomplete).

This step is captured by a simple block definition diagram used to document the hazard and
loss elements, as well as trace the relationship between the two. Two new stereotypes, Loss and
Hazard are introduced to this diagram, which enables the clear distinction between the types of
elements in the diagram. These stereotypes also enable simple and easy traceability later in the
model. As shown in Figure 5.2, this step provides a good opportunity to iterate on the first few
steps of EGRESS and update the System OPSCON as needed. The stakeholder alignment and
system understanding gained through the activities of defining the system purpose, elaborating its
context, top-level behavioral functionality, and unacceptable losses are non-negligible and provide

a solid foundation for the system design efforts.

5.2.5 Step 5: Draft Initial Security Goals

Initial security goals are now drafted for the system. These system-level security goals are
based on ensuring that the system does not enter the hazardous states identified in Step 4. These
goals must act as constraints to prevent the system from entering these states. The security goals
are defined using a standard SysML requirements table and are allocated to corresponding system
hazards with a custom prevents relationship, which ensures that each system Hazard has been
“prevented’ by security goals.

It is important to emphasize that while integrating custom elements into SysML for EGRESS
is highly beneficial, heightened customization concurrently introduces increased complexity for
users. Therefore, instead of opting for a potentially complex custom table, we chose to use a

requirements table, a familiar tool for SysML users, to define security goals. This decision prior-
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itizes user understanding and ease of use amidst the potential challenges associated with elevated

customization in SysML.

5.2.6 Step 6: Elaborate Misuse Case Diagram

This step of the EGRESS method involves further elaboration of the previously established use
case diagram. A Misuse case diagram is an extension of the use case diagram that focuses on de-
tailing the high-level attack scenarios and the involved malicious actors. This step is accomplished
by adding an attacker actor to the use case diagram and brainstorming possible vulnerabilities and
attack vectors a malicious actor may attempt to exploit. The misuse case diagram is used as a
brainstorming tool to consider high-level potential attack vectors independent of a candidate sys-
tem architecture. To simplify and structure this step, we propose reviewing each use case for its
susceptibility to Confidentiality, Integrity, and Availability (CIA) exploits. The CIA Triad is well-
defined and commonly used to structure many security analyses. The CIA definitions are defined

and detailed throughout the ISO 27000 series of standards [67], [68]:
* Confidentiality: Ensure only authorized parties can access sensitive data and processes.
* Integrity: Ensure information is not altered, corrupted, or destroyed.
* Availability: Ensure authorized users can obtain information and use processes.

CIA provides a structured classification of potential threats and organization by the threat type
to the system. Custom SysML stereotypes Availability Attack, Confidentiality Attack, and Integrity
Attack, are added and used to label misuse cases with which element of CIA is under attack. A
new dependency, Exploits, is added that documents which misuse cases exploit which primary use
cases of the system. Additionally, a attacker stereotype was used to the actor blocks to enhance
traceability.

The goals of this step are threefold:
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1. This step brainstorms how we enter hazardous states from a security perspective, and can
be used as a tool for identifying any hazardous states not previously considered prior to this

step.

2. Developing a more detailed understanding of the potential attack vectors and potential vul-

nerabilities to the system. As well as classifying these possible threats with CIA.

3. A validation of the initial security goals is performed by reviewing if the goals in Figure 5.8

address preventing misuse cases identified in this step.

5.2.7 Functional Modeling and Security Critical Functions

In this step of the modeling process, the top-level use cases identified in 5.2.3 are elaborated
through activity diagrams that describe the key behaviors of the system. By doing this, important
activities can be identified as security-critical functions. It is important to note that the behavior
diagrams are not intended to introduce any design constraints, but rather outline the expected high-
level behavior from the system. As a new contribution, we propose identifying important activities
in each activity diagram as security-critical functions as a custom stereotype security critical func-
tion. The behaviors identified as a security critical function are then used to ensure that security
goals have been produced to protect these actions. This enables goal verification and traceability.
In addition to classifying security-critical functionality, custom stereotypes are used to identify if
the critical activity has information confidentiality integrity or availability concerns. This helps
guide the identification process and incorporates security principles into the identification process.

The objective of this step, through the use of Misuse cases, is to uncover any additional security
goals that may have been overlooked during structural analysis. One of the advantages of MBSE
modeling is its capability to represent both the functional and behavioral facets of a system. This
comprehensive approach aids in identifying diverse security aspects of the system that might not

be explicitly enumerated through other methods.
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5.2.8 Goal Verification

Once the behavioral analysis is complete, the initial security goals can be evaluated for their
completeness and accuracy. This is done by developing allocation matrices, and crosschecking all
security-critical functions to ensure that each one is allocated to at least one specific security goal.
If gaps are identified, then new security goals can be added and related to hazards and functions
for traceability.

This step in EGRESS is accomplished by creating an allocation matrix comparing security-
critical functionality to the current security goals. If each security critical function is not addressed
by a security goal, then we need to add a new security goal to address the security of the system
functionality. The allocation matrix enables traceability within the system elements and is automat-

ically updated as changes are made, therefore making it a tool for ensuring design completeness.

5.2.9 Output - Initial System Goals for Security

The resulting output of EGRESS is a table consisting of a list of security goals developed
and verified through both structural and behavioral modeling. These goals are system-level goals
elicited from a security lens. They are NOT system requirements, instead, they form a foundation
in which specific measurable system requirements can be elicited as a part of the system design
process using existing available best practice methods (such as MBSEsec) available in the com-

munity of practice.

5.2.10 EGRESS Stereotypes

In order to support the incorporation of the EGRESS method into a systems modeling language,
custom stereotypes were defined for various steps within the method. Table 5.1 summarizes the
stereotypes that were implemented into five of the diagrams recommended for the system model.

The implementation of these stereotypes facilitates the integration of the EGRESS method into
the standard SysML modeling language. They are crucial for capturing the security-specific nu-

ances and concepts of EGRESS, which ensures that the resulting model is highly representative
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of the methods’ objective; eliciting early system security goals. Furthermore, the use of custom
stereotypes enables a more streamlined and coherent modeling process, enhancing the effective-

ness of brainstorming and stakeholder engagement, and ultimately contributing to the method’s

effectiveness in addressing the unique characteristics of the targeted system of interest.

Table 5.1: Stereotypes & Elements used in proposed EGRESS Diagrams

EGRESS Diagram Custom Stereotype(s) SysML Element
S P 4Goal | 5%
t
ystem umose and Goa - Purpose _Class
Diagram - Method
- By means of
- In order to
Loses and Hazards - Hazard - Block
- Loss - Allocate
Requirement table (SysML - Hazard  Requirement
Standard) - Prevent
- Confidentiality _ Use Case
) ) Attack -
Misuse Case Diagram - Inteerity Attack - Association
A g'l {),1, A - Include
- Availability At- _ Extend
tack - Generalization
- Attacker
- Exploits
- Initial Node
Activity Diagrams (SysML - Security Critical ) Act?wty Final
Standard) Function - Action
- Control Flow
- Decision and
Merge
- Fork and Join
- Swimlanes

5.2.11 Tracability

A key benefit of the application of MBSE to the EGRESS approach is the embedded traceability

within the model. Significant traceable relationships include:

 Security Goals to stakeholder defined system objectives (unacceptable losses)
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* Hazardous states to unacceptable losses
* Security critical functions to Security Goals

Traceability empowers decision makers with clear information on how a security goal is re-
quired to ensure required system functionality in adverse operating conditions. This presents strong
evidence to combat the mindset of security as an inconvenience or an unnecessary cost. This be-
comes even more effective as future specific security requirements are elicited. They can then be
mapped back to the system security goal which is mapped to hazards and losses thus empowering
the design engineers with clear rationale for answering the question of why the security feature or

control is required.

5.3 EGRESS Method Applied to Off-Road Navigation System

To demonstrate the utility of this method, we decided to apply the EGRESS method to a new
system concept. This system can be described as an *Off-Road Navigation system’, and its pro-
posed purpose is to provide reliable and user-friendly navigation guidance through outdoor natural
terrains that do not have pre-existing paths. The system aims to provide users with reliable direc-
tions, real-time updates, and essential information to ensure safe and efficient navigation through
these untamed landscapes. To accomplish this, the system will offer intuitive and personalized nav-
igation instructions leveraging onboard sensors, GPS communication, and mapping algorithms. It
will also consider the distinctive features of the terrain, encompassing factors such as topography,
vegetation, and natural landmarks.

This system is inspired by collaborative work with government partners utilizing the MRZR 4.1
and for the sake of confidentiality, will not be elaborated further. However, the EGRESS process

began with top-level stakeholder documentation from our partners.

5.3.1 Define System Purpose and Goals

In the case of the Off-road Navigation system, a purpose and goal diagram was generated

that captures the highest level of abstraction of the system. These statements should bring the
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stakeholders and engineers to an agreement and can be documented both in the model and the
system OPSCON or CONOPS to guide the security goals elicitation process. Figure 5.3 illustrates
the use of the purpose and goal diagram. In practice, this diagram helps facilitate discussion and
agreement on these definitions, as well as relate each conceptual element through the relational

phrases.

bdd [Package] System Goals[ Purpose and Goals diagram])

«Goal»
System Goal
«In Order to»

T T T T >
I Enable transit across
untamed terrain that lacks
«Purpose» pre-established paths.
Eccentric Navigation

«By means of»
Provide eccentric navigation 1
guidance through outdoor _ _ _ _ «Bymeansofy |
natural terrain that lacks
pre-established paths _«Blm@nsi)f»_‘ | |
| | |
Vi i Vi
«Method» «Method» «Method»
Navigating Communicating Sensing

Figure 5.3: Off-Road Navigation system Purpose and goals diagram

As can be seen in figure 5.3, the three stereotypes of purpose, goal, and method are elaborated

and the relationship between each one is clear.

5.3.2 Develop System Context
In this second step of the EGRESS method, we identify all the elements external to the system
that must be considered. In the case of an Off-road Navigation System, the majority of the elements
pertain to the environment in which it operates. This diagram frames the ’big-picture’ context of
the system of interest through top-level blocks that represent key elements within the environment.
The context diagram (Figure 5.4) illustrates the elements that the system of interest will interact

with. As can be seen in the diagram, the navigation system is modeled as a ’component’ of the
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bdd [Package] Structure [ Domain Context Diagran‘])
«domain»
Untamed outdoor terrian
Traverses «blocky
o fatural Barriers | | ciifts/hilsides

«block» «block» o:;bltOCkI»
Satellite Offroad vehicle EECCS |~ -

FBlocks Trees and rocks

Wildlife

«block»
«block» Manmade features (roads, bridges, houses, walls...)
Navigation system
«block»
\ People «block»
\ Friendly
«block»
«comment» Unfriendly

System of Interest

«block»

Weather

Figure 5.4: Off-Road Navigation system Context diagram

Off-road vehicle and is highlighted as the system of interest. The elements within the environment
such as natural barriers and Weather represent objects that the system of interest will physically
interact with, whereas the satellite represents an external actor that the navigation system will

interact with for data and communication purposes.

5.3.3 Elaborate Use Cases for SOI

Having established the system’s purpose and goals, and built a context diagram for the system,
the use case diagram serves as a means of establishing behavioral goals for the system. It is
important to note that this step should be completed with no preliminary architecture in mind, and
should not introduce any design constraints. The Off-road navigation system use case diagram
(Figure 5.5) reflects the key use cases for this system. In the diagram, the user is represented on

the left, and the external actors are represented on the right.
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uc [Package] Use Cases [ Use Case ])

«system»
Terrain Navigation System

Update target
location
Navigate along route

/

\ «extend»’ ] ) \@
\ / Determine Location g
\ «include» / Satellite
/

Headquarters

User 7 Get user Z
parameters \ e
\ / e
~ \ / Securely
q ~N il
«include» 4 «include» broadcast

location

v
Calculate Directions
extension points
Target change
—«include»

=
—_
Calculate Terrain I

External sensors

Secure actors

Figure 5.5: Off-Road Navigation system Use Case Diagram

As illustrated in the diagram, the two primary use cases for the user of the system are navigate
along route, and get user parameters, which describe two primary functions that the system must

accomplish from the end user perspective.

5.3.4 Define System Unacceptable Losses and Hazardous states

This step involves the systematic definition of system unacceptable losses and the identification
of hazardous states that may lead to these losses. This step is supported by a simple block definition
diagram used to document the hazard and loss elements, as well as trace the relationship between
the two.

Two new block stereotypes, Loss and Hazard were introduced into this diagram, which enables
the clear distinction between the types of elements in the diagram. These stereotypes also enable
simple and easy traceability later in the model. As can be seen in Figure 5.6, the unacceptable
losses include property damage, injury/death, loss of vehicle, and mission failure.

As the hazardous system states were elaborated and refined, the unacceptable Losses were

clarified and updated to ensure that the losses encompassed all key undesirable outcomes of the
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bdd [Package] Concept Analysis [ Losses and Hazards ])

elements in the
untamed terrain

irrecoverable
damage to All Losses Unaple to navigate
terrain

~ J/ J/ J/ -7

«Loss» «Loss» «Loss» «Loss»
Property Damage Injury/Death Loss of vehicle Mission Failure
N N N RR LA MUK
| | r-——=-rMrMrM--——-—-—-—- - - I‘I****I‘“***ﬂl
r***'l‘**’l‘*l\*ffffflkl“l ***** — *,*,*,*L’I-****l\***ﬂl
| L,,ILJI, ,,,,k,,,h,,,,'r/lp | [
| | | | | | | [
A
| [ ! | T **|:‘|‘* -~ ===
| [ | - [ ! !
«Hazard» «Hazard» «Hazard» «Hazard» «Hazard»
Misinterpretation Degraded sensor Vehicle enters uncontrollable Vehicle does not maintain Exposure of sensitive
of terrain functionality or unrecoverable state safe distance from vehicles, information under the
terrain, and other ob {f wrong conditions

«block»
Hazards

Figure 5.6: EGRESS Losses and Hazards diagram

stakeholders. Each hazard was then mapped to one or more unacceptable Losses, building the
traceable relationships to ensure that each Loss and Hazard was relatable and required for the

system.

Legend 5
! Trace (Direct and Implied) N
= H H H (V]
© : : : [=)]
c I o o ©
523§
23 ¢8 0
o N
55558
°© 3 8 8 s
& 9 s &
[E1 ] Concept Analysis 3 3 5 2
=] Degraded sensor functionality +
i ] Exposure of sensitive information unde| 1 A
E-] Misinterpretation of terrain 1 A
i ] Vehicle does not maintain safe distance 4 .7 .7 7 .7
- & Vehicle enters uncontrollable or unrecol 3 .7 .7 .7

Figure 5.7: Hazards to Losses traceability
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5.3.5 Initial Security Goals

Here we generate initial security goals for the Off-road navigation system based on the objec-
tive of preventing the system from entering the hazardous states defined in 5.3.4. As can be seen
in the table, column one defines the security goal, column two describes the security goal, and col-
umn three allocates the goal to the appropriate Hazard(s) that it is designed to prevent. Figure 5.8
illustrates the initial security goals defined and allocated to the appropriate system hazard(s). For

example, Security goal 3.1 titled Critical Sensor ID, is attributed to the system hazard Degraded

sensor functionality
# ‘ 2 Name ‘ Text ‘ Id ‘ Hazard
The system should validate sensor inputs against available Misinterpretation of terrain
1 [Rl 1 Sensor input validation terrain maps 1 = nterp
=1 Vehicle enters uncontrollable or unrecoverable state
- The system should not transmit mission critical information = Exposure of sensitive information under the wrong conditions
2 (&l 2 Secure comms over unsecure methods 2
The system should have redundant safety critical sensors Degraded sensor functional
3 B [’ 3 Redundant Sensors 3 — g. ty
=1 Vehicle enters uncontrollable or unrecoverable state
4 [ 3.1 Critical Sensor ID i([:jrétrl]iiar:es:nsors for navigation and terrain mapping must be 31 =] Degraded sensor functionality
) The system should maintain minimum user defined =] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
5 B[R 4 safe separation separation limits 4 )
=1 Vehicle enters uncontrollable or unrecoverable state
) A The system should allow users to input minimum =] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
6 [®] 4.1 Min Separation Distances separation distances 4.1
7 | [& 5 Selectable position sharing ‘cr:;ai\i'ﬁttiif: should have selectable position sharing 5 =] Exposure of sensitive information under the wrong conditions
8 |5 B 6 Display and warnin The system should display the potential hazards and 6 =] Vehicle enters uncontrollable or unrecoverable state
pay 9 obstacles along route =] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
) ) . ) The system should have both audible and visual warning =] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
9 (Rl 6.1 Audible and visible warnings | indicators for hazards along route 6.1

=1 vehicle enters uncontrollable or unrecoverable state

The user should be notified and accept any change to target 7 =] Vehicle enters uncontrollable or unrecoverable state

10 [Rl 7 Changes to destination destination

Figure 5.8: Initial System Security Goals

5.3.6 Elaborate Misuse Case Diagram

In this step of the process, the previously defined use case diagram is elaborated (Figure 5.9).
An attacker element is added, and the use cases are reviewed for their susceptibility to CIA attacks.
Once a susceptibility is defined, a misuse case is added to the diagram, and an activity diagram
detailing the attack sequence is built to describe the attack. For the Off-road navigation system,
the availability attack of blocking the systems’ location services is a potential threat.

As demonstrated in Figure 5.9, a misuse case can exploit more than one system use case, which

can be seen on the "exploits’ relationship highlighted. For clarity and emphasis, the misuse case
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uc [Package] Misuse Cases [ Misuse Case])

Sate{lile

«system»
Terrain Navigation System

«Exploits» Determine Location

———————— extension points
lost location services
«Availability Attack»

o
Block location — .
services  _/— — — — — — — . — F—— — — — Update target Headquarters
«Exploits» / location
s
/ Ve
«lnclude»/ y Securely
«extend» , 7 broadcast o
/ s location

—

Secure actors
External sensors \

\ «include»
/ Ve
Calculate Terrain
= = Calculate Directions

extension points
Target change

/
/
|
7
«include» / |
7 |
/
4 ! Exploit
«EXploits»
Q p E o
PN \/—JL\ «Integrity Attack»
User\ Navigate along route «Exploits» provide false
extension points @0 — — — — — — — — directions «Attacker»

False directions Malicious Actor

Figure 5.9: Off-Road Navigation system Misuse Case Diagram

elements and relationships are highlighted in red to distinguish malicious activity from operator

goals.

5.3.7 Activity Diagramming and Security Critical Functions

In this step, activity diagrams are developed for each use case. As seen in Fig. 5.10 the activity
diagrams detail the high-level activities that the system is expected to perform. In the case of this
diagram, the Off-road navigation system is tasked with updating its coordinates, acquiring data
from internal sensors, and satellites, and calculating the local terrain and elevation maps. Since
receiving data from the satellite requires external communication, this activity was identified as a
security critical function, and classified as an Information Integrity threat. Similarly, validating the
authenticity of an external connection during secure communication is a security critical function,

and is classified as an Information Integrity threat.
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Figure 5.10: Security critical ID for *Calculate Terrain’ and ’Comms’ use cases

The objective of this step is to validate that all security-critical functions are ’covered’ by the
defined security goals. These security-critical functions were then allocated to the appropriate

security goals.

5.3.8 Goal Verification and final output

As described above, the goal of this step is to verify existing security goals and add any that
are missing through a behavioral analysis of the system. In the case of the Off-road navigation
system, an activity titled authenticate user was identified, as did not have a corresponding security
goal. Therefore, a new security goal, User Authentication and Authorization was developed to
accommodate for this gap.

As can be seen in Figure 5.11, the activity diagram highlights the key activities that the system
is expected to accomplish as it obtains the user parameters before providing navigation. The activ-
ity Authenticate user was identified, and Security Goal number 12 was added (Fig 5.12 to ensure
that all users are authenticated and authorized before use.

Fig 5.12 outlines the validated set of security goals derived from both structural and behavioral

modeling of the system of interest.
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(act [Activity] Get user Parameters[ Get user Parameters] ) )
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Figure 5.11: Security critical ID for *Get User Parameters’

5.4 Discussion and Conclusions

This chapter introduces a novel method, EGRESS (Eliciting Goals for Requirement Engineer-
ing of Secure Systems), for eliciting security goals at the system level with a mission-focused ap-
proach. Utilizing best practices from loss-driven engineering analysis and employing Model-Based
Systems Engineering (MBSE), EGRESS facilitates goal generation with enhanced traceability and
a primary emphasis on mission-centric considerations. Addressing a critical gap in the concep-
tual design phase of cyber-physical system development, the work aligns with the INCOSE Vision

2035, emphasizing the need for security to be as foundational a requirement in system design as
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# |

A Name

Text

| 1d]

Hazard

[®] 1 Sensor input validation

The system should validate sensor inputs against available
terrain maps

The system should not transmit mission critical information

=] Misinterpretation of terrain
=1 Vehicle enters uncontrollable or unrecoverable state
= Exposure of sensitive information under the wrong conditions

2 L&l 2 Secure comms over unsecure methods 2
The system should have redundant safety critical sensors Degraded sensor functionalif
3 = [Rl 3 Redundant Sensors 3 — g. ty
=1 Vehicle enters uncontrollable or unrecoverable state
L itical sen: for navigation and terrain mapping must ional
4 & 3.1 Critical Sensor ID _Cn ical sensors for navigation a d terrain mapping must be 31 = Degraded sensor functionality
identified
) The system should maintain minimum user defined ] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
5 & [Rl 4 Safe separation separation limits 4 .
=1 Vehicle enters uncontrollable or unrecoverable state
. . . The system should allow users to input minimum ] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
6 [®l 4.1 Min Separation Distances separation distances 4.1 4 !
. . The system should have selectable position sharin itive i i iti
7 [& 5 Selectable position sharing capab\glities ould ha able position sharing 5 =] Exposure of sensitive information under the wrong conditions
8 ©[H 6 Display and warning The system should display the potential hazards and 6 =] Vehicle enters uncontrollable or unrecoverable state
obstadles along route ] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
5 [H 6.1 Audible and visible warnings The system should have both audible and visual warning 61 =] Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles
indicators for hazards along route : =1 Vehicle enters uncontrollable or unrecoverable state
- The user should be notified and accept any change to target i
10 [& 7 Changes to destination user pt any g 9 7 =] Vehicle enters uncontrollable or unrecoverable state
destination
[Rl 8 External Connection The system should validate the authenticity of external = Exposure of sensitive information under the wrong conditions
Authentication and connections (Satellites, other vehicles, C2) and limit - N .
RS - ; o e Misinterpretation of terrain
11 Authorization external inputs to authorized entities only (white listing, 8 =] P
role based access control) - Derrived from reviewing
security critical functionality in activity diagrams
[’] 9 User Authentication The system should implement role based access control to =1 Vehicle enters uncontrollable or unrecoverable state
12 and Authorization ensure only valid users can input system parameters. 9 [ Vehicle does not maintain safe distance from vehicles, terrain, and other obstacles

=1 Exposure of sensitive information under the wrong conditions

Figure 5.12: System goals table with added constraints

functionality and safety. It contributes a best-practice-based approach for eliciting security goals
during the early stages of complex CPS design using structural and behavioral system analysis.

Furthermore, the utility of implementing this method through MBSE provides a structured
and systematic approach, enhancing the overall efficiency and effectiveness of the security goal
elicitation process within the complex system design context. To further represent the utility of
EGRESS, and its role within system design, the EGRESS method can be implemented within the
MagicGrid Framework [69]. The MagicGrid framework is a structured approach to systems en-
gineering, developed to address increasing complexity in the field. It organizes the system into
layers of abstraction and pillars, emphasizing requirements, behavior, structure, and parameters
across problem, solution, and implementation domains. Compatible with ISO 15288, the frame-
work guides processes from business analysis to detailed design, integrating model-based design
practices and facilitating interdisciplinary collaboration.

Figure 5.13 illustrates the implementation of the EGRESS steps using the MagicGrid MBSE
framework in SysML. It is important to note that EGRESS is specifically designed to facilitate
security requirement elicitation using conceptual design, whereas MagicGrid defines the model-

ing process in its entirety. As can be seen in the figure, EGRESS falls heavily on the conceptual
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Figure 5.13: Implementation in SysML of an augmented magic grid using EGRESS showing a sequence of

modeling activities

and problem domain region of the framework. This domain is dedicated to addressing the early

stages of systems engineering, focusing on defining and understanding the problem that needs to

be solved. The conceptual layer of abstraction involves analyzing stakeholder needs, conducting

high-level conceptualization, and defining system requirements. Through its recommended dia-

grams, EGRESS can provide clear and coherent descriptions of the problem domain pertaining

to security, laying the foundation for subsequent phases in the systems security engineering pro-

cess. In order to accommodate for the use of hazard and loss analysis in EGRESS, the Functional
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Analysis block under behavior was substituted for Conceptual Analysis. Future work involves de-
veloping a complete EGRESS profile which would add structure to the metamodel, and ensure that
the creation and interpretation of model elements is accurate and consistent. This would also facili-
tate interoperability between different tools and modeling environments, promoting a standardized

understanding of the system being modeled.

109



Chapter 6

Conclusion

This thesis presents an extensive exploration of Model-Based Systems Engineering (MBSE)
methodologies applied to the field of systems engineering, with a particular focus on security,
enhancing collaboration, eliciting security requirements, modeling threats and risks, and eliciting

security goals. Below are the major conclusions from each chapter:

MBSE Simulation for Collaborative Systems Engineering:

This first chapter laid the foundation by showcasing the potential of MBSE simulation in en-
hancing collaboration among systems engineers, stakeholders, and experts. The system of interest
(J1939) was detailed and structurally modeled through SysML modeling tools. SysML simulation
tools were effectively employed to expose vulnerabilities in network protocols, providing dynamic

visualizations that aid in decision-making and fostering cross-functional collaboration.

Investigation of the MBSEsec method

The second chapter introduced MBSEsec as a robust methodology for eliciting security re-
quirements and modeling threats in cyber-physical systems. The methodology was applied to the
J1939 protocol to develop security controls that would mitigate the previously modeled vulnera-
bilities. The structure of the MBSEsec method, along with its dynamic characteristics, allowed for
iterative modifications to the model. The incorporation of inherent traceability within the model
significantly simplified the detection of deficiencies in security controls and requirements. Notable
enhancements, including the introduction of the "attacker" element and adherence to zero trust
principles, strengthen the methodology’s applicability to fielded systems, ensuring a proactive ap-

proach to cybersecurity.
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Enhancements to MBSEsec for Cyber-Physical Systems:

The third chapter critically evaluated the MBSEsec methodology through its application to a
new system autonomous off-road system (MRZR) and proposed enhancements, addressing short-
comings in the method’s threat modeling and risk assessment. Elements such as roll-up patterns,
parametrics, new stereotypes, and simulation were used to produce a more comprehensive model
that enabled a more detailed understanding of the threats and risks to the system. The integration
of qualitative and quantitative risk assessment approaches, along with new diagrams, enhances the

method’s effectiveness in evaluating and mitigating system risks.

EGRESS for Mission-Focused Security Goal Elicitation:

The fourth chapter introduced EGRESS, a novel method focusing on mission-centric security
goal elicitation in the early stages of complex cyber-physical system design. The use of MBSE to
produce necessary artifacts through a model greatly improved the utility of the approach. Align-
ing with the INCOSE Vision 2035, EGRESS provides a structured and systematic approach for

security goal elicitation, contributing to the foundational role of security in system design.

6.1 Future Work

Working on this thesis uncovered additional research questions that did not fall within the
original scope of the work. Future work in this field may involve further exploration of MBSE
simulation with parameters and logic that more accurately reflect system behavior. Quantitative
evaluation of the benefits of model simulation to improve communication and collaboration be-
tween SMEs and systems engineers would be highly beneficial.

Further refinement of MBSEsec to component-level requirements would help an MBSE model
embrace the role of ’source of truth’ for a system under design and would help bridge the gap
between software developers and systems engineers. It is also recommended to conduct a detailed
comparison of the results of using MBSEsec and other security threats and risk analysis methods.

This work provides a foundation for demonstrating the application of MBSEsec to a cyber-physical
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system and the promising merits of utilizing MBSE for secure system design, but I do not provide
an exhaustive comparison against the results of other security analysis approaches.

Lastly, future work could be done on discussing if a new item ’System Goal’ should be a
formally represented item in an MBSE requirements table. Currently, SysML does formally dif-
ferentiate between a system requirement vs. goal. As such we used the stereotype ‘requirement’
but the addition of formal goals within SysML could provide utility clarity beyond just security

applications.
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