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ABSTRACT

AUTOMATING INVESTIGATIVE PATTERN DETECTION USING MACHINE LEARNING
& GRAPH PATTERN MATCHING TECHNIQUES

Identification and analysis of latent and emergent behavioral patterns are core tasks in inves-
tigative domains such as homeland security, counterterrorism, and crime prevention. Development
of behavioral trajectory models associated with radicalization and tracking individuals and groups
based on such trajectories are critical for law enforcement investigations, but these are hampered
by sheer volume and nature of data that need to be mined and processed. Dynamic and com-
plex behaviors of extremists and extremist groups, missing or incomplete information, and lack
of intelligent tools further obstruct counterterrorism efforts. Our research is aimed at developing
state-of-the-art computational tools while building on recent advances in machine learning, natural
language processing (NLP), and graph databases.

In this work, we address the challenges of investigative pattern detection by developing al-
gorithms, tools, and techniques primarily aimed at behavioral pattern tracking and identification
for domestic radicalization. The methods developed are integrated in a framework, Investigative
Pattern Detection Framework for Counterterrorism (INSPECT). INSPECT includes components
for extracting information using NLP techniques, information networks to store in appropriate
databases while enabling investigative graph searches, and data synthesis via generative adver-
sarial techniques to overcome limitations due to incomplete and sparse data. These components
enable streamlining investigative pattern detection while accommodating various use cases and
datasets. While our outcomes are beneficial for law enforcement and counterterrorism applications
to counteract the threat of violent extremism, as the results presented demonstrate, the proposed
framework is adaptable to diverse behavioral pattern analysis domains such as consumer analytics,

cybersecurity, and behavioral health.
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Information on radicalization activity and participant profiles of interest to investigative tasks
are mostly found in disparate text sources. We integrate NLP approaches such as named entity
recognition (NER), coreference resolution, and multi-label text classification to extract structured
information regarding behavioral indicators, temporal details, and other metadata. We further use
multiple text pre-processing approaches to improve the accuracy of data extraction. Our training
text datasets are intrinsically smaller and label-wise imbalanced, which hinders direct application
of NLP techniques for better results. We use a transfer learning-based, pre-trained NLP model by
integrating our specific datasets and achieve noteworthy improvement in information extraction.

The extracted information from text sources represents a rich knowledge network of popula-
tions with various types of connections that needs to be stored, updated, and repeatedly inspected
for emergence of patterns in the long term. Therefore, we utilize graph databases as the foremost
storage option while maintaining the reliability and scalability of behavioral data processing. To
query suspicious and vulnerable individuals or groups, we implement investigative graph search
algorithms as custom stored procedures on top of graph databases while verifying the ability to
operate at scale. We use datasets in different contexts to demonstrate the wide-range applicabil-
ity and the enhanced effectiveness of observing suspicious or latent trends using our investigative
graph searches.

Investigative data by nature is incomplete and sparse, and the number of cases that may be
used for training investigators or machine learning algorithms is small. This is an inherent con-
cern in investigative and many other contexts where the data collection is tedious, available data
is limited and also may be subjected to privacy concerns. Having large datasets is beneficial to
social scientists and investigative authorities to enhance their skills, and to achieve more accuracy
and reliability. A not so small training data volume is also essential for application of the latest
machine learning techniques for improved classification and detection. In this work, we propose
a generative adversarial network (GAN) based approach with novel feature mapping techniques to
synthesize additional data from a small and sparse data set while preserving the statistical charac-

teristics. We also compare our proposed method with two likelihood approaches. i.e., multi-variate
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Gaussian and regular-vine copulas. We verify the robustness of the proposed technique via a sim-
ulation and real-world datasets representing diverse domains.

The proposed GAN-based data generation approach is applicable to other domains as demon-
strated with two applications. Initially, we extend our data generation approach by contributing to a
computer security application resulting in improved phishing websites detection with synthesized
datasets. We merge measured datasets with synthesized samples and re-train models to improve
the performance of classification models and mitigate vulnerability against adversarial samples.
The second was related to a video traffic classification application in which to the data sets are
enhanced while preserving statistical similarity between the actual and synthesized datasets. For
the video traffic data generation, we modified our data generation technique to capture the tem-
poral patterns in time series data. In this application, we integrate a Wasserstein GAN (WGAN)
by using different snapshots of the same video signal with feature-mapping techniques. A trace
splitting algorithm is presented for training data of video traces that exhibit higher data throughput
with high bursts at the beginning of the video session compared to the rest of the session. With
synthesized data, we obtain 5 - 15/% accuracy improvement for classification compared to only
having actual traces.

The INSPECT framework is validated primarily by mining detailed forensic biographies of
known jihadists, which are extensively used by social/political scientists. Additionally, each com-
ponent in the framework is extensively validated with a Human-In-The-Loop (HITL) process,
which improves the reliability and accuracy of machine learning models, investigative graph al-
gorithms, and other computing tools based on feedback from social scientists. The entire frame-
work is embedded in a modular architecture where the analytical components are implemented
independently and adjustable for different requirements and datasets. We verified the proposed
framework’s reliability, scalability, and generalizability with datasets in different domains. This
research also makes a significant contribution to discrete and sparse data generation in diverse

application domains with novel generative adversarial data synthesizing techniques.
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Chapter 1

Introduction

Investigative pattern analysis and detection generally refers to recognizing patterns and regu-
larities of communication and behavioral activities. It facilitates forensics as well as surveillance
of suspicious activities and trends. Investigative pattern analysis is applicable in diverse domains
and is still an emerging area with many challenges related to dynamic, incomplete, and unreliable
data, and need for handling diverse types of information. The growth of social networking has
resulted in the generation massive amounts of data applicable in investigative pattern detection.
Large-scale predictive and analytical behavioral models can now be conceived due to the advance-
ments of machine learning and big data concepts in recent years. Identifying and analyzing latent
and emergent behavioral patterns are noteworthy in homeland security, consumer analytics, cy-
bersecurity, behavioral health, and other domains where patterns of behavioral indicators provides
expressive insights. Such data can be represented as dynamic graphs (Carley, Pfeffer, Morstatter, &
Liu, 2014; Klausen, Libretti, Hung, & Jayasumana, 2018), and are often observable in interactions
via social networks (Klausen, Marks, & Zaman, 2018; Lara-Cabrera et al., 2017). Organizations
and law enforcement bodies continually seek to detect insider threats using technical indicators and
alerts recorded over time (CERT Division Software Engineering Institute, 2019). Risk assessment
protocols in cybersecurity require techniques to observe sequences of suspicious activities within
considerable time frames. Businesses track an individual’s online purchase habits to determine
the potential for future purchases (Edelman & Singer, 2019, 2015). Identification of behaviors that
precede suicide is of vital interest (Jashinsky et al., 2014; Olson, 2011) to mental health profession-
als. Graph-based models that allow mining and tracking of such behavior appear to be a promising
approach. In this research, we are particularly interested in identifying homegrown violent ex-
tremism, which is a cause of concern in many countries (Klausen, Campion, Needle, Nguyen, &

Libretti, 2016).



The statistics about violent extremist attacks indicate the severity of the threat by violent ex-
tremists in the USA (Valverde, 2017) and Europe (Nesser, Stenersen, & Oftedal, 2017). In 2015-
2017, there was a significant rise of the violent extremist attacks in the western world, which
increased the terrorist activities in many countries. Previously, the 9/11 attacks resulted in the
largest number of deaths, about 3,000 people were killed in the United States caused by violent
extremism (Valverde, 2017). Since then, from Sept. 12, 2001, to Dec. 31, 2016, there were 85
attacks in the USA by violent extremists resulting in 225 deaths based on the statistics from the
U.S. Extremist Crime Database (Freilich, Chermak, Gruenewald, & Parkin, 2014). Terrorism ex-
perts reveal the threat of jihadist attacks against the US and the West persist due to the terrorist
organization’s continued ability to attract followers and inspire or direct attacks (Hoffman, n.d.;
Homeland Security Committee, 2018; Muramudalige, Hung, Jayasumana, & Ray, 2019). The US
House of Representatives Homeland Security Committee reported in October 2018 a 63% increase
in the number of ISIS-inspired attacks within the last few years, just as the so-called Caliphate was
dwindling in size (Homeland Security Committee, 2018). In 2019, Easter Sunday attacks in Sri
Lanka by homegrown violent extremists killed more than 250 people (Kapur, 2019), which implies
the continuous danger of violent extremism has been spread not only in the western countries but
all over the world. Therefore, identifying violent extremists and their trajectories in advance in a
timely manner is important to overcome these attacks and make the world a safer place.

Radicalization is a process of having extreme political, social, or religious ideals that could be
enforced to violent extremism. The term “radicalization” is commonly used but controversial. It
is shorthand for “radicalization to violent extremism,” which implies a process view of how indi-
viduals move from beliefs to actions (Borum, 2012). For this reason, a recent guide issued by the
Office of the Director of National Intelligence uses the term “mobilization” to indicate the overt be-
havioral dynamics associated with growing radicalization leading to terrorism-related actions (The
office of director of national intelligence, 2019). A person gets radicalized through a sequence
of activities; these include the consumption of extremist ideas and propaganda through internet

sources and the association with other radicalized peer groups (King & Taylor, 2011; Klausen et



al., 2016; Klausen, Libretti, et al., 2018). Detecting homegrown violent extremists is a tedious and
challenging task because they live inside the ordinary society and may not be exposed until the
day of the attack. Social and political scientists, and law enforcement authorities seek to identify
homegrown violent extremists using specific behavioral indicators that in some cases only slightly
deviate from normal people’s behavior. A recent booklet issued by the Office of the Director of
National Intelligence (The office of director of national intelligence, 2019) with collaboration by
the FBI, the US National Counterterrorism Center, and the US Department of Homeland Security,
describes the lists of observable indicators of potential violent extremists. It also defines a home-
grown violent extremist (HVE) as a person who advocates, engages in, or is preparing to engage in
or support terrorist activities in furtherance of a foreign terrorist organization’s objectives, but who
is acting independently of foreign terrorist direction (The office of director of national intelligence,
2019). The complicated behavioral patterns of homegrown extremists make the investigations
extremely challenging. The behavioral indicators are sometimes individually innocuous and it re-
quires further investigation and surveillance to detect links among other persons to identify the

violent extremist activities and their networks.

1.1 Motivation

Counterterrorism and law enforcement professionals have been encountering diverse chal-
lenges in trying to detect violent extremism. One of the problems is not too little but too much
information. In November 2019, Russell E. Travers, the then acting director of the National Coun-
terterrorism Center, described the problem in a speech he made at the Washington Institute for
Near East Policy. “I’ve spent my entire career working analytic issues and will say unequivocally
that counterterrorism has the worst signal-to-noise ratio of any discipline I've ever worked,” he
said. He went on to specify “my ops [operations] center receives something in excess of 10,000
terrorism-related intelligence reports a day through which we need to sift. And those 10,000 reports
contain 16,000 names. Daily.” (R. E. Travers, National Counterterrorism Center, 2019). Investi-

gators cannot process manually heavy volumes of data on the scale described in the above quote.



Furthermore, many of the erroneous queries lead from focusing on accurate plots that may cause
serious troubles.

Another significant challenge is that initial tasks and/or attacks have been conducted as groups
in many cases. Therefore, finding such attacks in advance is an intimidating challenge to detect
how indicators are emerging among individuals or groups in a large population. An FBI study in
2018 from 63 cases of “active shooter” found no demographic factors that were sufficient to detect
in advance the individuals posing a threat of extreme violence (Silver, Simons, & Craun, 2018).
However, the FBI explored that in nearly all the cases a bystander, observed radicalized behaviors
and sometimes preparatory planning but did not report their observations. Three people on aver-
age observed such behaviors, and the perpetrators displayed 4 or 5 concerning behaviors, including
discussing their discretions. In 75% of the cases, the concerning behaviors were initially monitored
between six months to two or more years before the incident/attack. Obviously, identifying behav-
ioral indicators is important in preventing terrorist attacks in advance, and scalable and efficient
tools are required for law enforcement to track the radicalized individuals with sufficient lead time
to prevent, interfere or intercept. These dynamic behavioral indicators deliver more insights in a
temporal context and relationships among indicators/individuals facilitate rich information graph
models. Such dynamic graph models provide a powerful tool to represent such diverse information
and facilitate these types of analysis.

Further, these dynamic approaches are required to evaluate frequently with expertized knowl-
edge from relevant bodies because especially the concept of “risk” is challenging to apply or quan-
tify. Threat prevention needs immediate decisions in response to limited information in an oper-
ational and dynamic environment. These assessments benefit from probabilistic modeling based
on evidence to distinguish the regular behaviors and actions associated with the type of violent ex-
tremism that raised concerns. The purpose of a dynamic approach to threat assessments is instead
to evaluate any changes in an individual’s behavior that suggest an increased concern to commit

violent extremist activity (Freeland, Klausen, & Pagé, 2019).



The following motivating example, described in (B. W. Hung, Jayasumana, & Bandara, 2019),
demonstrates why graph-based, dynamic analysis methods are needed to support counterterrorism
efforts. The behavioral indicators and association graph of the extremists, involved in the San
Bernardino terrorist attack in 2015 are shown in Figure 1.1 (B. W. Hung, Jayasumana, & Ban-
dara, 2018). The perpetrators of the attack, Syed Farook and Tashfeen Malik, initially met on an
extremist dating site. The two married in Saudi Arabia, then traveled to the U.S. together and sub-
sequently got legally married in Riverside, California. Both had direct contacts with radicalized
groups via social media, and both went along to a shooting range for weapons training before the
attack. Enrique Marquez, a friend and a former neighbor of Farook, provided the weapons used
in the attack. Investigators believe the plot was not detected before the attack because the couple
radicalized separately before meeting each other (Times, 2015). Had these individuals been iden-
tified as a group, their collective behavior could have signified a sudden extremist development or
a threat of an attack. To identify such plots, it is vital to detect associations and collective behav-
iors. While such efforts are tedious, semi-automated analytics could more efficiently identify and
measure groups of people and their shared behavior. With the use of natural language process-
ing techniques, it is becoming possible to extract large knowledge networks (Hung et al., 2019),
mining of which require techniques that are scalable and adaptive.

Identifying and distinguishing criminal activities of individuals, gangs and other crime orga-
nizations from networks and collections of information, and tracking their latent and emergent
behaviors are overwhelming tasks for law-enforcement authorities. The FBI says there are over
30,000 violent street gangs, motorcycle gangs, and prison gangs that are criminally active in the
U.S. (Federal Bureau of Investigation (FBI), 2020b). In the recent years, gang violence has been
further aggravated by taunting between gang members on social media in the U.S (Blevins et al.,
2016). Detecting such activities is non-trivial as individual behaviors may not follow all the pro-
file components or steps, while the group/gang as a whole does. Thus, efficient mechanisms are
needed to track partially matching profiles of individuals which taken together satisfy the profile

of interest.
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Figure 1.1: San Bernardino Terrorist Attack, 2015. Behavioral indicators and association graph of Syed Fa-
rook, Tashfeen Malik, and Enrique Marquez show signals of their collective radicalization and preparations
for the attack

These problems motivate us to implement an end-to-end investigative pattern detection frame-
work that consists of various computing tools for automating the process of investigative pattern
detection. The social and political experts investigate the behavior of extremists and criminals
through their past activities. Investigative data analysis for prediction and prevention often in-
volves similar graph mining operations. Investigative data such as radicalization and criminal data
are highly connected, and often contain social media connections among individuals, and also
association with suspicious activities, events, and locations. Such data implicitly represents a com-
plex multi-dimensional network that facilitates analysis through complex graph search and pattern
matching operations. Some online social network platforms also offer graph search on their net-
works (Facebook, 2020; Twitter, 2020); however, they allow the use of very limited amounts of
data due to scalability, confidentiality, or legal constraints. Moreover, data integrity is a concern
in online social networks due to the proliferation of fake accounts. The biographical data used in

this study has been manually collected from court documents and other public sources on Ameri-



can homegrown Salafi-jihadist terrorism offenders (Klausen et al., 2016; Klausen, Libretti, et al.,

2018).

1.2 Contributions

Administrative bodies and law-enforcement authorities are continuously looking for efficient
and robust solutions to detect violent extremists and groups in advance to overcome these attacks
as they remain vigilant against future terrorist attacks by investigating and intercepting those on
suspected radicalization pathways to violent extremism (Hung et al., 2019). Social and political
scientists, law enforcement authorities study existing profiles and already committed attacks to
identify the features of behavioral indicators of extremists and model behavioral profiles to deter-
mine forthcoming interested individuals and groups. The process of transforming to an extremist
is dynamic and complicated because it depends on a wide range of behavioral indicators, per-
sonalities, and situations. In our research, we utilize the datasets of Klausen’s Western Jihadism
Database (WJDB) (Klausen, Libretti, Renugopalakrishnan, & et al, 2020), a collection that in-
cludes information on approximately 6,600 individual jihadists of Western origin or residence who
have engaged in criminal terrorist action. All the data derives from public sources ranging from
court records, government press releases, and autobiographical statements made by the terrorism
offenders themselves on social media or in jihadist forums.

In this research, we propose an end-to-end investigative pattern detection framework consisting
of several components in automating investigative pattern detection through machine learning and
graph pattern matching techniques. The proposed techniques and tools are initially validated with
WIDB’s data, and the Human-in-the-loop (HITL) plays a significant role in validating the pro-
posed framework where social scientists iteratively provide feedback to improve the accuracy and
efficacy of the computational complements (Hung et al., 2019). Further, we implement the frame-
work with a modular architecture where the components are easily pluggable in other investigative

detection contexts with different datasets. Our contribution is as follows:



* We propose an end-to-end investigative pattern detection framework that integrates different
functional components to automate investigative pattern detection through machine learn-
ing and graph pattern matching techniques. The implemented tools are interdependent each
other to achieve the process of automating the investigative pattern detection. We developed
tools and techniques to extract relevant information in disparate text sources, then the ex-
tracted data was modeled as an information network and stored in an appropriate database.
We implemented graph search algorithms on top of the data storage to query suspicious
individuals and groups. Further, we developed a novel synthetic data generation scheme
for small and sparse datasets to apply machine learning and classification techniques. We

discuss each component descriptively in the following.

* As investigative information is available mainly in disparate text sources such as court or-
ders, analysis reports, and news articles, information extraction represents a crucial step in
this process. We utilized NLP techniques such as named entity recognition, coreference
resolution, multi-label text classification to extract radicalization behavioral indicators and
other relavent details. We also applied different data pre-processing and cross-validation

techniques to address the data-specific challenges in investigative text datasets.

* The extracted data from text sources were arranged as a comprehensive information network
consisting of records/behavioral details of extremists and suspicious individuals. Having
appropriate data storage is important to store information in long term and query data effi-
ciently. We utilized a graph database, a convenient data store to address the efficiency and

scalability of dynamic, large, and heterogeneous knowledge networks.

* We implement investigative graph search to identify suspicious individuals and groups from
large information and knowledge networks. The proposed investigative graph search algo-
rithms are built on top of graph databases while addressing the efficiency and scalability as
applied to networks. We apply the developed investigative graph search routines over several

networks for different investigative domains.



* In investigative and many other contexts, smaller and incomplete datasets mitigate the pos-
sibilities of applying machine learning and classification techniques. To address these chal-
lenges, we introduce a data generation technique with novel feature mapping techniques
for sparse and incomplete data. The proposed architecture is composed of an adversarial

autoencoder (AAE) and novel feature mapping techniques.

We initially applied the proposed data generation to enhance the WIDB (Klausen et al.,
2020) extremist profiles, which assist social scientists in extensively studying different be-
havioral patterns and combinations. We formalize our data generation strategy to generate
complex data objects with a hierarchical structure with a smaller set of actual data. We

further compare our technique with traditional statistical data generation approaches.

* The synthetic data generation scheme that we generated is also applicable to other domains
that lack sufficient data to train machine learning and classification models. We apply and
demonstrate our data generation technique in two other applications in different domains
where experiences lack data to train machine learning classification models; phishing web-
sites detection and video traces classification. In Phishing website detection, we use an
Adversarial Autoencoder (AAE) to generate samples that mimic the phishing websites and
provide metrics to assess the quality of the generated samples. We test these samples against
models trained with real-world data. Some of the generated samples are able to evade the
existing detection model. We then use a portion of these samples in training. The new ma-
chine learning models are more robust and have higher accuracy. In other words, real-world
phishing site data augmented with AAE synthesized data used for training the model is more

effective for phishing detection.

* In video traces classification, we expand our data generation technique to synthesize time-
series data. Unlike conventional internet applications such as web browsing and peer-to-
peer(P2P), video streaming has dominated the global network traffic for the past few years,

raising many challenges for network providers. With the demand for interactive videos, a.k.a



360° videos, resource requirement for video streaming has been further enhanced. Prior
identification of these video traffic is helpful for effective provisioning of network resources,
but the data encryption and privacy concerns limit such evaluations. Therefore, collecting
a significant amount of data to train machine learning classifiers has become a challenge.
Hence, we propose a novel Generative Adversarial Network (GAN) based data generation
solution to synthesize video streaming data that helps to improve the classification accuracy
significantly. Here, we propose a Wasserstein GAN-based approach with appropriate data

mapping pipeline for time-series data.

1.3 Outline

The rest of this dissertation is structured as follows. Chapter 2 reviews the related work on
tools and techniques implemented in the proposed investigative framework, and applications used
for validate the framework. Chapter 3 widely discusses the problem statement and the research
objectives. Chapter 4 presents the overall proposed framework; INSPECT: Investigative Pattern
Detection Framework for Counterterrorism. Chapter 5 and 6 comprehensively discuss the data
extraction using various NLP techniques and proposed investigative graph search, respectively.
Chapter 7 generally discusses the novel data generation technique for complex object genera-
tion. Chapter 8, 9, and 10 presents the different applications of the proposed data generation
method. Chapter 8 describes the radicalization trajectory generation for extremists. Chapter 9
and 10 presents the details of phishing data generation and video traces generation, respectively.

At last, Chapter 11 concludes the summary of the research and discusses the future directions.

10



Chapter 2
Background & Related Work

We comprehensively discuss literature that is related to components implemented and inte-
grated into the investigative pattern detection framework. Therefore, we present the related work
on information extraction from disparate text sources, pattern detection, and graph search in het-
erogeneous social networks. Furthermore, we review the literature in data generation using both
statistical and deep learning approaches and data generation applications in different domains that
we apply during this work. Initially, we explain the details of different investigative datasets that

we mainly utilized in the research.

2.1 Investigative datasets

We mainly used Klausen’s Western Jihadism Database (WJDB) [22], a collection that includes
information on approximately 6,600 individual jihadists of Western origin or residence who have
engaged in criminal terrorist action. All the data originates from public sources ranging from
court records, government press releases, and autobiographical statements made by the terrorism
offenders themselves on social media or in jihadist forums. Coders/Analysts were trained to read
a variety of publicly accessible documentation for evidence of the over 24 distinct behavioral in-
dicators theorized to be associated with radicalization and instructed to record the dates at which
such behaviors were publicly observed. This analysis enabled the retrospective estimation of time-
lines for the radicalization trajectories. The coders manually extracted a core set of sentences and
sentence fragments used to create a labeled dataset to implement computing tools in the INSPECT
framework. The dataset utilized to train different NLP techniques for information extraction in
these text sources. The efforts aided coders in improving their annotation process while validating
the labels via NLP models. Further, we converted the WIDB to a graph database (Section 6.9),
initially stored in a SQL database, and verified the efficacy of querying graph databases for such

highly connected data. Then, we use the same radicalization trajectories in WJDB to initially

11



implement the data generation technique for small and sparse datasets (Chapter 8). To validate im-
plemented computing tools of INSPECT in other domains, we used different sets of data in various

applications, and those were discussed descriptively in later Chapters.

2.2 Information extraction from text sources and natural lan-

guage processing techniques

Natural language processing and machine learning algorithms in information extraction tasks
have been used successfully in other domains such as understanding patient medical profiles in
free-text clinical notes (Friedman, Rindflesch, & Corn, 2013; Kreimeyer et al., 2017; Amazon Web
Services (AWS), 2021) and detecting cyberbullying (Xu, Jun, Zhu, & Bellmore, 2012; X. Zhang
et al., 2016). In the counterterrorism domain, nascent applications include detecting terrorist in-
tentions (Brynielsson et al., 2013) or determining a social media account’s state of radicalization
(Lara-Cabrera et al., 2017). To our knowledge, there has not been heretofore an effort to clas-
sify text for the presence of distinct radicalization indicators in a manner that is consistent with a
risk assessment protocol developed by terrorism experts (Klausen, 2016; Klausen, Libretti, et al.,
2018).

Moreover, we note that this information extraction effort is intended to support a growing body
of work to develop a capability that assists analysts in rapidly mining law enforcement and in-
telligence databases for cues and risk indicators as well as dynamically assessing individualized
violent extremism risk at scale through computational modeling (B. Hung, Jayasumana, & Ban-
dara, 2017; B. W. Hung et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019; Muramudalige et
al., 2019). The underlying approach leverages advances in graph pattern matching over a hetero-
geneous knowledge graph in order to identify those on a trajectory of extremist violence according
to a risk assessment protocol. Our work here supports the construction of such knowledge graphs
by extracting structured information from law enforcement and intelligence reports.

Our effort to use computational modeling to assist analysts and case workers responsible for

sorting diverse pools of people thought to present a risk to public safety is inspired in part by
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comparable efforts in public health management approaches to preventive intervention. Notable
examples in this line of investigation is the use of NLP techniques for identifying high risk child
abuse cases (Castellani, Griffiths, Rajaram, & Gunn, 2018).

The research involved in fulfilling these assumptions is often underestimated. The use of digital
technology and NLP techniques for risk assessment rests on two premises: 1) the risk factors and
overt behaviors associated with the specific pathology have to be known, and 2) the ability of
algorithms to sort case loads from data. Expectations of what machine learning technologies can
do should be tempered by the caveat that research on the psycho-sociology of violent political
extremism is itself work-in-progress (Smith, 2018), and the best methods for harnessing machine
learning techniques to track complex human behaviors are in the early stages of development.

Recently, transfer learning has been gained a significant advancement in image classification.

Keras !

, a Python machine learning library provides many pre-trained deep learning models
that are made available alongside pre-trained weights for image classification (Keras Applica-
tions, n.d.). Furthermore, the transfer learning capabilities were already applied for text classi-
fication. BERT (Bidirectional Encoder Representations from Transformers) (Devlin, Chang, Lee,
& Toutanova, 2019) is one of the best NLP models available with significant enhancements in the
NLP domain especially having smaller and incomplete training datasets. BERT is designed to pre-
train deep bidirectional representations from the unlabeled text by jointly conditioning the left and
right context in all layers. BERT advances state of the art for eleven NLP tasks. BERT is a generic
NLP library that allows customizing the last layers of the neural network to achieve various NLP
tasks. Fundamentally, BERT excels at handling what might be described as ‘context heavy’ lan-
guage problems. We used BERT for multi-label text classification for radicalization information

extraction with the WJDB dataset and obtained significant improvement compared to other NLP

approaches.

'https://keras.io/
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2.3 Investigative graph search

Our work is on inexact graph pattern matching in graph databases while focusing on inves-
tigative applications involving social elements. Social network analysis has received significant
attention and made important advances in recent years, largely due to the success of online so-
cial networking and media-sharing sites, and the consequent availability of diverse complex and
heterogeneous social network data (Bonchi, Castillo, Gionis, & Jaimes, 2011). In many problem
domains related to social networking data, exact match solutions do not provide insightful answers,
e.g., assessing behavioral patterns for investigations, evaluating purchase patterns, studying disease
patterns, and providing recommendations. Therefore, inexact matching techniques are beneficial,
and such approaches allow finding subgraphs that nearly satisfy a given query graph.

The exact subgraph matching problem is a relatively easy task as we look for a given pat-
tern. Ullmann’s Algorithm (Ullmann, 1976) is known to be the initial approach for exploring
isomorphic patterns based on query graphs in larger networks (Asiler & Yazici, 2017), and the
structural pattern of the query graph. It iterates through all possible mapping nodes by performing
depth first search algorithm while engaging various pruning techniques. Matching order strate-
gies and effective pruning rules are further enhanced in VF2 (Cordella, Foggia, Sansone, & Vento,
2004), QuickSI (Shang, Zhang, Lin, & Yu, 2008), and GADDI (S. Zhang, Li, & Yang, 2009).
Tree search-based algorithms are relatively effective for exact matches in big-data contexts. VF3
algorithm (Carletti, Foggia, Saggese, & Vento, 2017) introduces a novel subgraph isomorphism
approach by ensuring the efficient performance on large and dense data graphs, and consists of
depth-first search and backtracking including efficient heuristic rules to reduce the search space.
BB-Graph (Asiler & Yazici, 2017) presents an exact subgraph matching approach with a branch-
and-bound technique using graph databases. They present a novel algorithm using a Neo4j graph
database and utilize database features to improve the search.

Inexact pattern matching techniques have also evolved with social network analysis, where
vast networks of heterogeneous and labeled graph data are available. An incremental graph pat-

tern matching algorithm is proposed in (Kanezashi, Suzumura, Garcia-Gasulla, Oh, & Matsuoka,
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2019) to deal with time-evolving graph data with an adaptive optimization system based on re-
inforcement learning. A best-effort pattern matching technique for labeled graphs is proposed
in (Tong, Faloutsos, Gallagher, & Eliassi-Rad, 2007), which aims to maintain the shape of the
query. An inexact matching technique presented in (Hlaoui & Wang, 2002) based upon dissim-
ilarities between the query graph and the data graph and then seeks to optimize a cost function
by selecting matching nodes. The approach is computationally expensive for dynamic networks.
The graph-querying framework NeMa proposed in (Khan, Wu, Aggarwal, & Yan, 2013) allows
for ambiguity in both the structure and vertex labels. Instead of checking for graph isomorphism,
NeMa identifies the top-k optimal matches by minimizing vertex labels differences and vertex pair
distances. It is designed to return possible results that deviate from a given query pattern and is
applicable when the query graph is not well defined. With two ranking schemas for matches, i.e.,
relevance and distance, another top-k pattern matching method is introduced (Fan, Wang, & Wu,
2013) that presents a generalized top-k matching function that couples both generalized relevance
and distance functions. A top-k user-defined vertex scoring query method for edge-labeled graph
databases is proposed with two scoring techniques (Parisi, Park, Pugliese, & Subrahmanian, 2018).
An inexact matching technique was proposed in (Olmos, Gonzalez, & Osorio, 2006), which was
uniquely defined as finding graphs with identical topology while allowing differences in vertices
and edge labels. In contrast, we consider topology, node and edge labels, as well as node properties
that need to be matched. The inexactness involves identifying a minimal number of matching nodes
and edges. Dual simulation (Ma, Cao, Fan, Huai, & Wo, 2014) extends Ullmann’s algorithm that
searches for binary match relations between query and data graphs. It preserves both parent-child
and child-parent relationships in the match and thus produces more meaningful matches.
Investigative simulation (B. W. Hung & Jayasumana, 2016) extends dual simulation to obtain
inexact matching in isomorphic patterns. It produces matches of potential subjects that may re-
quire further investigation. This work proposes to detect the radicalization of homegrown violent
extremists based on online and offline behavior, and produce a categorical node labeling mecha-

nism by giving weight to each node based on its activity. An investigative framework for detecting
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radicalization trajectories in large heterogeneous graphs (B. W. Hung et al., 2018) demonstrates
the scalability of the approach in a large dataset. We build on (B. W. Hung & Jayasumana, 2016;
B. W. Hung et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019) and provide a more scalable
investigative graph search via graph databases. In (B. W. Hung & Jayasumana, 2016; B. W. Hung
et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019), the data is stored in files which must
be brought into the memory for processing. However, this is inefficient for dynamic data. We
focus on maintaining a graph data store and leveraging its features to make processing of queries

in real-time more efficient.

2.4 Complex object generation

Advanced data collection techniques and online social media platforms produce UDS in an
extraordinary scale, and thus social network analysis can now be used to inform solutions to
many societal issues (Bonchi et al., 2011). However, data integrity is a major concern in social
networks as many fake and misleading data are not uncommon(Muramudalige et al., 2019). In
many disciplines, such as economics, biological, and social sciences, removal of non-verifiable
entries is crucial for maintaining the required data integrity, which in turn leads to UDS. Also,
in many other applications of UDS, data values are unavailable because they were not measured,
not known, or do not exist which is inherent in many social and behavioral domains (Klausen,
Libretti, et al., 2018). Examples include behavioral patterns of specific individuals and groups in
homeland security (Campedelli, Cruickshank, & Carley, 2019; Campedelli, Bartulovic, & Carley,
2019; B. W. Hung et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019), suspicious network
activities in cybersecurity (Peng, Xu, Xu, & Hu, 2017), recommendation systems in consumer
analytics (Vassgy, Ruocco, de Souza da Silva, & Aune, 2019). Among applications related to
healthcare and well-being that face the challenges we address are the behavioral patterns of pa-
tients to determine illnesses (Islam, Shelton, Casse, & Wetzel, 2017; Mancini & Paganoni, 2019),
especially mental and suicidal prevention applications. Various techniques are introduced to han-

dle missing data in different contexts (Folch-Fortuny, Villaverde, Ferrer, & Banga, 2015; MacNeil
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Vroomen et al., 2016). However, there is no such technique to model and synthesize UDS data
to the best of our knowledge. While the proposed method is applicable to a broad set of UDS,
we present results for three specific applications interest to us are applications related to social
networks, homeland security, and medical records.

With the proposed feature mapping technique, we use copula as a parametric modeling ap-
proach to synthesize UDS. Copula based likelihood approach enables modeling dependence struc-
tures for the distributions of dependent random variables (Ly, Pho, Ly, & Wong, 2019) and widely
applied in econometrics (Cherubini, Gobbi, & Mulinacci, 2016), finance (Genest, Gendron, &
Bourdeau-Brien, 2009), and risk management (Jammazi & Reboredo, 2016), especially in model-
ing financial risks (X. Zhang & Jiang, 2019), and diverse ranges of forecasting applications (Z. Wang,
Wang, Liu, Wang, & Hou, 2017; Zhao, Wang, & Zhang, 2019; Panamtash, Zhou, Hong, Qu, &
Davis, 2020). In many engineering applications, it is common to assume that the features are
mutually independent or coupled by a Gaussian or elliptical dependence structure (Torre, Marelli,
Embrechts, & Sudret, 2019). However, most of the cases we have to deal with complex distribu-
tions and vine copulas are capable of overcoming such limitations. Vine copulas are models of
multivariate dependence built from simpler pair-copulas and the vine representation is sufficiently
adaptable to capture complex dependencies (Torre et al., 2019). Therefore, we use both Gaussian
and vine copulas in the likelihood analysis to determine the efficient modeling of unconventional
data.

Generative adversarial networks (GANSs) (Goodfellow et al., 2014) have become an alternative
for data generation without extensive problem-specific theoretical foundation or empirical verifica-
tion (Yan, 2019). The initial GAN architecture (Goodfellow et al., 2014) is capable of capturing the
exact distribution of continuous and complete data but cannot be used for learning the distribution
of discrete variables (E. Choi et al., 2017). Therefore, many derivatives of GAN architecture were
proposed to deal with discrete distributions. Adversarial Autoencoder (AAE) (Makhzani, Shlens,
Jaitly, Goodfellow, & Frey, 2015) is one of the deep-generative network, which is a probabilistic

autoencoder that uses the GAN framework as a variational inference algorithm for both discrete
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and continuous latent variables. AAE has proven its capability by applying in diverse ranges of
disciplines: biology (Kadurin et al., 2017) to computer networks (Shirazi, Muramudalige, Ray,
& Jayasumana, 2020), to obtain exceptional results. Therefore, we select the AAE as the deep-

generative approach to compare the generated data with likelihood approaches.

2.4.1 Synthetic profile generation

Generative Adversarial Networks (GANs) (Goodfellow et al., 2014) use for data generation
without requiring extensive problem-specific theoretical foundation or empirical verification (Yan,
2019). The original GAN architecture (Goodfellow et al., 2014) is capable of capturing the exact
distribution of continuous and complete data but cannot be used for learning the distribution of
discrete variables (E. Choi et al., 2017). The critical need to capture data distribution with discrete
features in diverse application domains such as phishing, medical, crime data, etc. was fulfilled
and proposed the Adversarial Autoencoder (AAE) (Makhzani et al., 2015), which is a probabilistic
autoencoder that uses the GAN framework as a variational inference algorithm for both discrete and
continuous latent variables. With a combination of an autoencoder and the adversarial framework,
medGAN (E. Choi et al., 2017) is able to capture the distribution of discrete features, such as
diagnosis or medication codes.

Other domains also need a good volume of high quality data. Scenarios involving social an-
alytics (B. W. Hung et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019; Muramudalige et
al., 2019), privacy (Beaulieu-Jones et al., 2018), and health informatics are some areas that face
the issue of limited data availability and data incompleteness. Data collection and maintenance are
challenging because of data privacy and confidentiality issues. Behavioral and social network data
are inherently sparse and incomplete because sometimes the behavioral indicators are not shown
or recorded (Klausen, Libretti, et al., 2018). In this research, we proposed an adversarial data gen-
eration technique using sparse, incomplete, and small training samples. The method was validated

via a domestic radicalization dataset which was a small and incomplete dataset.
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2.4.2 Phishing websites detection

Machine learning algorithms are well suited for phishing detection as they can assimilate com-
mon attack patterns such as hidden fields, keywords, and page layouts across multiple phishing
data instances and create learning models that can detect whether a given website is genuine or
phishing. In the prior machine learning approaches (Niakanlahiji, Chu, & Al-Shaer, 2018; Sahin-
goz, Buber, Demir, & Diri, 2019; Mao et al., 2019; Jain & Gupta, 2018; Hong, Kim, Liu, Park, &
Kim, 2020; Patil, Thakkar, Shah, Bhat, & Godse, 2018), researchers engineered novel sets of fea-
tures from diverse perspectives using public datasets or their own generated datasets. The models
were trained on phishing and legitimate datasets. These models were then used to predict whether
unknown datasets are genuine or phishing.

PhishMon (Niakanlahiji et al., 2018) introduced a scalable feature-rich framework with a series
of new and existing features derived from HTTP responses, SSL certificates, HTML documents,
and JavaScript files. It does not rely on third-party services to extract features and is language
agnostic and detects phishing instances in real-time. The authors reported accuracy of 95% on their
datasets. 154 features were extracted based on the content of a webpage merging with four time-
based, two search-based, and 11 heuristic features to create a labeled dataset (X. Zhou & Verma,
2020). Then, they created a balanced dataset with 8180 instances. Zhou et al.compared Random
Tree as the best performing classifier among other classifiers and achieved precision of 99.4%
and 0.1% false positive rate. Visual similarity of phishing and legitimate websites are studied by
comparing Cascading Style Sheets (CSS) using an automated process (Mao et al., 2019). They
proposed a learning-based aggregation analysis mechanism that can distinguish phishing websites
from legitimate ones.

Detecting phishing instances by analyzing the URL of phishing websites have been widely
studied in the literature. Sahinguz et al. (Sahingoz et al., 2019) proposed a set of natural language
processing based features on URL of the websites and ran seven different classification algorithms

to detect phishing websites. This study is language independent and can detect phishing websites in
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real-time without needing third-party services. They achieve a 97.98% accuracy rate for detecting
phishing URLs.

Shirazi et al.(Shirazi, Bezawada, & Ray, 2018) observed datasets used in the literature are
inadvertently biased with respect to the features based on the website URL or content. Moreover,
some of the features may become obsolete with time or as new attacks emerge. Sometimes the
authors extracted features for the first page of legitimate websites, not the other pages. A machine
learning algorithm will be useful if trained on enough data samples, but there is not a simple way
to estimate the needed dataset size. The right size is related to the complexity of the problem and
the complexity of the learning algorithm. This could be seen as a type of sample size determination
(SSD) that evaluates the needed sample size in a specific problem.

For example, Figueroa et al. described a sample size prediction algorithm that conducted
weighted fitting of learning curves in an active learning algorithm (Figueroa, Zeng-Treitler, Kan-
dula, & Ngo, 2012). Active learning systems attempt to minimize the number of required labeled
data and maximize the performance of the model by asking queries in the form of unlabeled in-

stances to be marked by another agent such as the domain expert (Settles, 2009).

2.4.3 Video trace generation and classification

A plethora of works has been done on encrypted video traffic classification using ML ap-
proaches to address two main aspects: security & privacy of the users and network resource op-
timization. In terms of privacy, Li ef al. (Y. Li et al., 2018) fingerprints closed set of YT videos,
using the data collected from network and Media Access Command (MAC) layers. They lever-
age 3 types of neural network models—Convolutional Neural Network (CNN), Recurrent Neural
Network (RNN) and Multi Layer Perceptron (MLP) network—having more than 300 traces for
each video. In (K. Choi et al., 2020), the authors extend the work in (Y. Li et al., 2018) to clas-
sify both content provider and video content based on a hierarchical model consists with XGBoost
classifiers, which takes derived features from flow data. In order to to provide insights for effective

resource allocation and traffic handling, (Dimopoulos, Leontiadis, Barlet-Ros, & Papagiannaki,
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2016; Schmitt et al., 2019) analyze user QoE (Quality of Experience) taking flow level and packet
level information where feature engineered data is fed to traditional ML classifiers. The same goal
is achieved by DNN model feeding raw packet data in (Gutterman et al., 2019; Jiang et al., 2020).
Apart from above 2 aspects, Rezae et al. (Rezaei & Liu, 2019) present recent trends in application
of DNN in network traffic domain highlighting that DNN is more generalizable than traditional
ML methods as they do not require tedious feature engineering efforts.

Before deep-generative techniques are available, probabilistic approaches like copula was used,
which is a likelihood approach that enables modeling dependence structures for the distributions
of dependent random variables (Ly et al., 2019) and widely applied in the finance sector (Genest
et al., 2009). Some copulas are flexible high-dimensional dependence models that can capture
non-Gaussian complex structures (Sun, Cuesta-Infante, & Veeramachaneni, 2019). With the intro-
duction of the Generative Adversarial Network (GAN) architecture (Goodfellow et al., 2014), the
data generation has achieved a remarkable improvement while capturing the underlying complex
distributions. The ordinary GANs are fluent in capturing complete, consistent data distributions
such as images (Karras, Laine, & Aila, 2019), audios (Donahue, McAuley, & Puckette, 2018),
and videos (Clark, Donahue, & Simonyan, 2019). Later, the generative adversarial approaches
for discrete distributions were introduced (Makhzani et al., 2015; Arjovsky, Chintala, & Bottou,
2017). Recently, GANs are being modified to generate time-series data in a diverse range of do-
mains (Fathi-Kazerooni & Rojas-Cessa, 2020; Lin, Jain, Wang, Fanti, & Sekar, 2019). Therefore,
GANSs are widely applicable in many disciplines while addressing different data-specific chal-

lenges.
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Chapter 3

Problem Statement

Identifying latent and emergent behavioral patterns of individuals and groups is crucial in
homeland security, counterterrorism, and other investigative domains. Law enforcement author-
ities and counterterrorism professionals are in dire need of efficient computing tools to detect
violent extremists in advance. Even though the related data is available on large volumes with
the latest data collection methods, incompleteness and sparseness of the data mitigate applying
current detection models and techniques. Analyzing latent and emergent behavioral patterns is a
delicate issue that needs to address scalability and dynamicity in large, heterogeneous social and
knowledge networks. Behavioral patterns analysis is beneficial in a wider range of domains such
as cybersecurity, consumer analytics, and other disciplines where behavioral patterns play a signif-
icant role. Therefore, this work focuses on automating investigative pattern detection that depends
on multiple tasks and requires diverse techniques and tools integrated with machine learning and
graph pattern matching techniques.

Advancements in data collection and text processing technologies now allow collecting and ag-
gregating people’s profile information and behaviors. Such information is represented in the form
of social and knowledge networks consisting of people’s connections and behaviors. Social and
political scientists have intensely studied the behavioral indicators of radicalized people and iden-
tified template profiles that may be used for classification of radicalization stages (Klausen et al.,
2016) (Klausen, Libretti, et al., 2018). Such templates of individuals guide the detection of high-
risk profiles in knowledge networks using various graph search techniques. To address these chal-
lenges, we propose an investigative pattern detection framework for counterterrorism integrated
with different components and thoroughly discussed in Chapter 4. First, we automate steps for
identifying radicalization behavioral indicators in text extracted from disparate text sources such
as court documents, analyst notes, verified social media accounts using a set of natural language

processing tools. The data extraction simplifies the process of forming large informative knowl-
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edge networks. A persistent and scalable data store also enables maintaining the dynamic network
data for a long time. Based on the comprehensive studies of social scientists (e.g., WIDB (Klausen
et al., 2020)), a model graph can be implemented to represent the generic behavior of a suspi-
cious person. Such a model graph is considered a query graph for inexact graph pattern matching.
Investigative graph searches are introduced to explore potential risk individuals and groups on
large knowledge networks. Furthermore, we propose a novel synthetic data generation technique
to mimic the extremist profiles based on their behavioral indicators that aid social scientists to
expand their studies and implement more robust evaluation tools.

The primary goal of this research is to automate the investigative pattern detection process by
comprehensively studying the behavioral indicators of the extremists and implementing an end-to-
end investigative framework for social scientists and law enforcement authorities. The proposed
investigative detection framework significantly narrows down potential individuals and groups that
require further investigations by law enforcement authorities. The proposed framework improves
the efficiency of document inspection for radicalization indicators by social scientists while con-
tributing to the human-in-the-loop (HITL) mode of operation to verify and validate the pattern
detection process. HITL helps to iteratively share the multi-disciplinary knowledge between so-
cial and computer scientists, eventually implementing robust and scalable investigative pattern
detection tools and techniques. While enhancing the efficiency of investigations, it filters a limited
number of potential individuals and groups from an extensive knowledge network that may include
billions of individual data. Ultimately, identifying risk profiles and early intervention will prevent
radicalization and fatal attacks. With the proposed data generation technique for behavioral pat-
terns, which are implicitly sparse and incomplete, we contribute to many other research domains

that suffer from a lack of data records for robust and accurate evaluations and classifications.
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3.1 Objectives

This research develops tools and techniques integrated into an end-to-end framework to effi-
ciently and scalably to detect latent and emergent patterns in large-scale heterogeneous knowledge

networks. To achieve our goal, we classify our specific objectives into the following categories.

3.1.1 Data extraction and NLP techniques

* Develop tools to automate the information extraction from text sources. Usually, this process
is done manually by social scientists and coders and is considered a tedious and inefficient

task

» Accelerate the efficiency of identifying behavioral indicators in disparate text sources and

provide more structured methods to extract information

We integrate several NLP techniques to extract and identify behavioral indicators, notable fea-
tures like timestamps and relationships. To extract related text, trustworthy text sources are utilized
such as court documents, verified social media accounts, and analyst notes of other potentially
risky people. As the first step, we use NER (named entity recognition) to classify person names,
organization names, date and time, etc. Coreference resolution is utilized to identify similar clus-
ters of the subjects and objects of the text. Rule-based matching, which is an annotation method
for finding specific patterns of tokens in the text, is utilized to detect linguistics patterns of be-
havioral indicators. It allows implementing a set of custom rules to identify relevant and unique
text patterns. Furthermore, Multi-label text classification, a supervised machine learning model, is
implemented to classify sentences based on radicalization behavioral indicators. Multi-label text
classification outputs the probability values for each trained indicator (label), implying the sen-
tence’s relevance to the multiple labels. We further use a transfer learning technique, a pre-trained
NLP model called BERT (Bidirectional Encoder Representations from Transformers) (Devlin et
al., 2019), for multi-label text classification by fine-tuning the BERT model with our comparatively

smaller labeled dataset. The further details are described in Chapter 5.
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3.1.2 Investigative graph search

* Implement information and knowledge networks to capture the extracted information from
behavioral indicators while having an appropriate data storage to store these types of hetero-

geneous networks

* Develop algorithms to detect latent and emergent patterns such as those of individuals and
groups of interest in social and knowledge networks using efficient and scalable graph pattern

matching techniques

Large knowledge networks constructed with behavioral patterns are arranged after extracting
behavioral information in text materials using various natural language processing techniques. In
the long run, maintaining behavioral data is challenging due to the dynamicity and velocity of the
data. So, it is essential to have a convenient data store to overcome these obstacles and provide
scalable and efficient analysis. We use graph databases to store knowledge networks because they
facilitate keeping the data as complex heterogeneous graphs. Then, complex investigative graph
searches are required to detect potential individuals and groups. The generic graph template (query
graph) of a suspicious person can be evaluated based on social and political scientists’ extensive
studies of radicalization behavioral indicators. An investigative graph search is more complicated
because there is no fixed way or a pattern to exhibit behavioral indicators in any domain. Therefore,
we implement an inexact, similarity-measure-based graph search on top of graph databases. The
implemented investigative graph search can find similar patterns based upon a query graph in a
given database. The graph search also contains a novel mechanism to detect potential suspicious
groups that collectively satisfy a given query graph. We also verify the scalability and efficiency of

the proposed graph searches with different datasets. The more details are presented in Chapter 6.

3.1.3 Synthetic profile generation

* Implement data generation scheme to synthesize radicalization profiles to overcome the lim-
itations due to small set of documented profiles so that allow machine learning and classifi-

cation techniques may be developed.
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* Extend and enhance the data generation technique as a formal method to use in different

domains which suffer from lack of adequate data.

* Apply, demonstrate and evaluate the synthetic data generation method to other applications
with small and sparse datasets so as to enhance the performance of machine learning tech-

niques.

Only a limited number (hundreds) of actual biographies and trajectories of radicalized persons
are available to study and analyze (Klausen et al., 2020). Having a smaller dataset restricts a
comprehensive analysis and implement precise detection models. Further, synthetic data may help
address confidential and privacy issues due to sensitive information. Moreover, a sufficiently large
dataset will enable training neural networks to capture the features of radicalized or suspicious
people’s behavioral indicators and provide a platform to study and model extremists extensively.
A novel approach using generative adversarial training is proposed to generate extremist profiles
while proving the statistical similarity of the generated results. The general details of the proposed
data generation technique and radicalized profile generation are presented in Chapter 7 and 8, re-
spectively. The proposed profile generation technique is applicable for discrete and sparse datasets
in any other discipline. Therefore, we contribute to the other research areas that lack data due
to various data collection challenges. The details of the other data generation applications are

discussed in Chapter 9 and 10.
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Chapter 4
An Investigative Pattern Detection Framework for

Counterterrorism

4.1 Introduction

Counterterrorism professionals and law enforcement authorities have been searching for proper
and efficient computing tools to identify violent extremists. Due to their dynamic and complex
behavioral patterns, analyzing and modeling these events have been extremely complicated. After
the 9/11 attacks in 2001, and then after 2015, there was a significant enhancement of the violent
extremist attacks worldwide, which led to an increase the terror in many countries. Tracking
and surveillance the behavior of billions of people is unrealistic for investigative authorities with
computing efficacy and scalability. The robust and accurate detection is essential to get rid of false
accusations that will obliterate the trustworthiness of administrative bodies. The FBI too mentioned
the information problem that they dealt with thousands of queries daily (R. E. Travers, National
Counterterrorism Center, 2019). These massive volumes of data are infeasible to process without
having effective and reliable tools. Therefore, there is a critical need for a set of computing tools to
process such data in supporting analysts in these assessments and finally enabling law enforcement
to prevent attacks in advance.

However, analysts face significant challenges with respect to both discovery and knowledge
management (Bellutta et al., 2020). The first is simply scalability—how to produce salient risk
assessments that are derived from the sheer volume of disparate types of data (Hoffman, Meese,
& Roemer, 2015). The data available are often found in disconnected portals, consisting of up-
loaded text reports from the field and not structured such that they can be fused, normalized, and
co-referenced to enable the analysis needed for these risk assessments. The other significant chal-

lenge is dynamics—the dynamical nature of the threat as well as individual behavioral indicators
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Figure 4.1: High level architecture INSPECT (Investigative Pattern Detection for Counterterrorism).

necessitate databases to be updated very frequently (Capellan & Lewandowski, 2018), which in
turn requires more automated analysis capabilities, to include scaling and speeding up structured
information extraction related to radicalization indicators, as well as fusing knowledge such that it
is relatable and contextualized.

Machine learning techniques support the extraction of knowledge and predictions from large di-
verse digital data and are routinely used for predictive purposes. Such methodologies have proved
useful for the extraction of knowledge from diverse digital data and predictive behavioral and so-
cial risk modeling in areas ranging from child abuse to extremist Twitter-users’ adaption to having
their accounts shut down. In this work, we introduce novel investigative pattern-detection frame-
work techniques that rely on behavioral pattern detection of extremists from text and relational
data to flag cases and aid a human analyst to sort signal from noise. To be clear, we are not dealing
with metadata used for the purpose of mass surveillance but an effort to use machine learning to
extract risk profiles from an evidence-based sociological model of human behaviors known to be
associated with escalating risk of violent action (Freeland et al., 2019).

The framework consists of several computing tools in the process of automating the investiga-
tive pattern detection through machine learning and graph pattern matching techniques. The value

of the combination of a machine learning approach to text mining fused with a validated socio-
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logical model of radicalization with network science is the ability of computational methods to
detect behaviorally meaningful signals from large amounts of data at great speed. The sociolog-
ical data used to profile extremist behaviors used here derives from multi-year study of domestic
jihadists by one of the authors. The proposed techniques in the framework may be adapted to other
investigative detection contexts with appropriate datasets. Collaboration between social scientists
and computer scientists is critical to the effort to build evidence-based machine learning models of
complex human behavior. In such collaborative research, human-in-the-loop (HITL) plays a key
role that allows domain expertise (social scientists) to validate the reliability and accuracy of the
proposed investigative pattern detection framework by computer scientists. Further, HITL is an
iterative process to improve the capabilities of the framework while sharing the knowledge and the
experience between social and computational contexts.

The use of behavioral markers to profile extremist radicalization has been subject to controversy
on privacy ground but is now widely accepted by social scientists and law enforcement (Lindekilde,
O’Connor, & Schuurman, 2019). (Radicalization refers to the process by which people come to
support violent extremism and join terrorist groups or commit a terrorist act.) Guidelines issued
by the Office of the Director of National Intelligence with collaboration by the FBI, the US Na-
tional Counterterrorism Center, and the US Department of Homeland Security, enumerates a list
of observable indicators of potential violent extremists drawn from research. A study released by
the FBI in 2019 of 52 ideologically-motivated lone offenders concluded that “they traveled down
the same observable and discernable pathways to violence as other attackers" (Behavioral Threat
Assessment Center of Federal Bureau of Investigation (FBI), 2021). The behavioral model of rad-
icalization used here was developed in previous research by the authors (Klausen, Libretti, et al.,
2018).

To address the critical needs of scanning and mining large volumes of data while adapting
to scale and dynamicity and to support human-in-the-loop investigative searches we propose an
end-to-end investigative pattern detection framework INSPECT (Investigative Pattern Detection

Framework for Counterterrorism). Natural Language Processing (NLP) techniques are integrated
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and adapted in INSPECT to extract radicalization behavioral indicators and features (such as times-
tamps, relationships) in different text sources. The extracted data are arranged to a knowledge
network consisting of behavioral patterns of individuals of interest. Machine learning and graph
pattern matching techniques are used for investigative graph search proposed to identify individ-
uals and groups from the large information and knowledge networks. The solution is built on top
of a graph database, with its convenient data storing mechanism, to achieve the efficacy and scala-
bility for dynamically manipulating large, heterogeneous networks. Further, we introduce a novel
synthetic profile generation technique for behavioral patterns to address two intrinsic challenges in

the domain:

1. the lack of sufficient training data for both human coders (whose expertise pertain to identi-

fication and classification of indicators in documents) and machine learning models

2. The need for shareable anonymized data sets of different sizes and characteristics that do not

violate various privacy regulations or constraints.

4.2 INSPECT architecture

The overall architecture and components of the INSPECT framework is illustrated in Fig-

ure 4.1. It consists of the following major functional components:

1. NLP to identify radicalization indicators in text sources: The details of extremists are mostly
available as news articles, court documents, and reports, which are disparate text sources.
The data consists of various behavioral indicators in different stages of radicalization. We

apply several NLP techniques to extract the behavioral indicators and other information.

2. Graph databases: The extracted data from text sources are innately captured in the form of
a social network that consist individuals together with their behavioral indicators, as well as
links connecting individuals, organizations and behavioral indicators. This dataset is highly

linked and storing and processing such data is a challenging task. Graph databases, designed
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for pattern-based querying over huge volumes, contains many features for mining such net-
works. Therefore, we use a graph database over SQL and NoSQL databases where considers

the relationships (links) between data as equally important as the data itself.

3. Query graph formation: With years of experience observing the extremists’ behavior, social
scientists have studied the diverse patterns of radicalization. We use their empirical knowl-
edge to model query graphs representing the ordinary or specific behavior of an extremist.
The example used here draws in the relational ontology developed by one of the authors

assess contagion networks in a jihadist population.

4. Investigative graph search: We have developed and implemented a set of algorithms to
explore potentially risky individuals and groups on knowledge networks (Muramudalige,
Hung, Jayasumana, Ray, & Klausen, 2021). Graph searches are performed as custom queries
to the graph databases, which enhances the efficiency and the scalability of data processing

while utilizing the database features.

5. Adversarial data generation: We propose a novel synthetic data generation technique to
mimic the behavior of extremists. This method is widely applicable in other domains as well

where the available datasets are small, sparse, or insufficient.

4.2.1 Behavioral indicators extraction in text sources

Investigating the behaviors of already-identified violent extremists is a crucial instrument for
recognizing emerging profiles based on similar behavioral patterns. Most such data is available in
public domain text sources, which may be mined to study their behavioral nature without violat-
ing confidentiality restrictions. Social scientists rely on official press releases, court documents,
trusted news sources and verified social media accounts of extremists. The common practice is
for researchers to read and inspect related text documents and then manually label the behavioral
indicators present (a process known as ‘coding’). The training dataset and text cues used for the

research and to train NLP algorithms was provided by the social scientists at the Western Jihadism
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Figure 4.2: Each indicators’ classification precision across 10-folds for both BERT and SpaCy. x-axis
represents 15 different behavioral indicators (labels). Two training datasets are shown; DS1 (blue) and DS2

(orange).
Project (WJP), and contains phrases, sentences or short paragraphs which were manually labeled
with up to 3 radicalization indicators.

Among different text classification techniques, we have made significant improvements using
multi-label text classification (B. W. Hung, Muramudalige, et al., 2019), a supervised learning
model where text documents are assigned one or more trained categories/labels. We focused ini-
tially on a sentence-level classification for simplicity and a finer analysis granularity for social
scientists. In this work, 15 radicalization indicators are trained on a deep-classification model
where returns probability scores for all labels (indicators) in each sentence in the document. We
use SpaCy library (a convolutional neural network for NLP) and BERT (a pre-trained transfer
learning model for different NLP tasks).

Due to the unbalanced nature of the training data (where some labels are more prevalent than
others), a stratified train-test splitting was implemented to ensure that the resulting test set has a
proportional set of labeled data akin to the training set as well as 10-fold cross validation.

Figure 4.2 depicts the precision scores with 10-folds for each of the labels for both the BERT

and SpaCy models using two recent training data sets. Also displayed are the inter-label stan-
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dard deviations (as error bars) and the intra-label standard deviations (shown below the plots).
In both datasets, BERT outperforms SpaCy because of BERT’s ability to distinguish underlying
data classes as well as a pre-trained model on a diverse range of generic corpora, even though our
datasets are inherently unbalanced and small. Furthermore, the classification results were sent to
social scientists for validation as a part of the HITL process. Based on the model results, social
scientists fine-tuned the training set by understanding the issues in the dataset. Human validation
is essential in the law enforcement domain to produce accurate results with sensitive behavioral
data. Therefore, we have gone through multiple iterations to fine-tuned both the training dataset
and the NLP models in the HITL process.

Our implementation also integrates the Named Entity Recognition (NER), an information ex-
traction technique to detect pre-defined entities in text sources as person names, organizations,
locations, time, etc. We use the SpaCy NER module” to detect date, time, person names, and or-
ganizations. In this case, NER enhances the capability to find relevant metadata of extremists in
diverse text sources, which in turn are embedded while forming knowledge networks. Coreference
resolution is another NLP task to find all expressions that relate to the same entity, which we use
to extract the similar expressions related to an individual. However, our investigations revealed
that the dynamicity and different lengths of the text sources led erroneous results. We were able to
improve the results using different text preprocessing techniques such as lower casing, stop words
removal, lemmatization. With these NLP tasks, we extracted the relevant information, including
behavioral indicators and their relevant metadata, to produce structured knowledge networks. An
important observation is the fact that in the HITL context, these NLP outcomes significantly help
social scientists improve their manual coding process. These enhancements improve their effi-
ciency allowing them to process considerably higher volumes of text sources while magnifying
the knowledge of trajectories, leading to a comparatively larger dataset to train more robust NLP

models.

Zhttps://spacy.io/usage/linguistic-features#named-entities
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Figure 4.3: A subset of results for an inexact match (similarity threshold = 0.7) neighborhood measure in
the WJP graph database based on a given query graph. The highlighted box represents an example query
graph. The blue node represents an individual that presents in the network. Yellow nodes represent the
behavioral indicators with their types. Green and red nodes depict a country and a terrorist organization,
respectively.

4.2.2 Investigative graph search of knowledge networks

Identification of structured information of behavioral indicators via NLP tools and techniques
allows for the formation of an enriched knowledge networks of individuals while dealing with
the dynamicity and scalability of behavioral patterns. Moreover, persistent storage necessitates
storing such time-critical networks for a long term. We use a Neo4 j graph database to store
knowledge graphs while adapting to the dynamicity and scalability of the behavioral data. Neo4;j
is currently the foremost graph database platform and contains various useful features to imple-
ment custom graph searches in a specific domain while enabling the consumption of basic graph
algorithms (Muramudalige et al., 2021).

An investigative search to detect potential extremists or groups in knowledge networks in the
Neo4 j graph database complements the pattern detection and analysis. INSPECT relies on a simi-
larity measure based inexact graph pattern matching technique that we proposed in (Muramudalige
et al., 2021) to investigative individuals and groups. The method addresses the inexact sub-graph
isomorphism problem because the similarity measure executes w.r.t a given query graph. The
query graphs used in these experiments are based on the relational ontology developed by one of

the authors assess contagion networks in jihadist populations.
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An investigative search retrieves a set of suspicious individuals or groups. To this end, our
system integrates a vectorized, similarity-based solution approach called INSiGHT (B. W. Hung
et al., 2018) for investigative graph search. With the understanding of the reliability and scalabil-
ity, we then developed more advanced investigative graph search library that runs on top of the
Neo4 j database with custom procedures was developed: similarity measure (for individuals) and
neighborhood measure (for groups) (Muramudalige et al., 2021). We further discuss the extensive
details of the investigative graph search, including the scalability of this approach with database
features.

The identification of suspicious groups is crucial in law enforcement domains. Radicalized
extremists are known to conspire with individuals or groups with similar interests for specific ob-
jectives. Searching for single-person subgraphs is therefore not sufficient to detect a more complete
risk assessment that includes collectively suspicious behaviors. Investigators believe, e.g., that the
plot in San Bernardino Terrorist Attack in 2015 was not detected before the attack because the
perpetrators were radicalized separately before meeting each other. When detecting multiple in-
dividuals as a group, their collective behavior could have a magnifying effect in sudden extremist
development or a threat of an attack. To identify such plots, it is vital to detect associations and
collective behaviors via the proposed neighborhood measure. Figure 4.3 depicts a subset of the in-
exact neighborhood measure results in the WJP graph database based on the query graph shown in
the highlighted box that represents an example query graph with four different indicators (orange)
and two filtering options by the country (green) and the organization (red). These graph search
techniques allow detectives and relevant authorities to focus on a smaller subset of individuals
who have a higher likelihood of being extremists, rather than surveilling an enormous number of
people, allow them to take necessary actions efficiently within a smaller time frame to avoid such

fatal attacks.
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Figure 4.4: Synthetic data generator architecture for INSPECT consisting of an ordinary adversarial autoen-
coder couples with the proposed feature mapping encoder and decoder. The top row depicts the autoencoder
that reconstructs the feature-mapped data from the latent code z. The second row shows the discriminative
network that predicts whether the samples emerge from the hidden code of the autoencoder ¢(z) or the user-
defined prior distribution p(z). pq(#) and pi(¢(#H)) denotes the actual and the feature-mapped data dis-
tributions, respectively. pg(¢(H')) denotes the generated feature-mapped data distribution. pg(H') denotes
the generated data distribution after send through the feature-mapped decoder. ¢(z|¢(#)) and p(p(H)|z)
denote the encoding and decoding distributions of the autoencoder respectively.

4.2.3 Synthetic profile generation

Having only a very limited number of historical profiles of radicalized individuals, and thus
a limited number of trajectories available are major hindrances in the evaluations and studies re-
lated to radicalization detection. Even though many deep-learning techniques may be applicable to
help identify latent trends in behavioral patterns, such machine learning models still require large
datasets for robust and realizable outcomes. Having smaller number of data limits the knowledge
of human coders who manually annotate the text documents. A critically important requirement
therefore is a data generation technique that generates realistic datasets starting with small and dis-
crete datasets, which is beneficial in various domains. Further, synthetically generated trajectories
provide a significant degree of anonymization with respect to original data, and therefore provides
an important source of shareable and publishable behavioral data without violating any privacy
regulations. Thus synthetic data generation described below is an integrated part of INSPECT.

We propose an adversarial approach that augments adversarial autoencoder (AAE) (Makhzani
et al., 2015) with novel feature mapping techniques. The architecture of our proposed technique is

depicted in Figure 4.4. We consider a behavioral indicator (e;;) is consist of a timestamp (Z;) and
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the category (c;), which is the common in radicalization data. Irrespective of the data is inherently
small and spare, the proposed feature mapping techniques allows to mitigate such challenges flu-
ently. Feature mapping techniques utilize a cumulative distribution of each category to map the
data to a consistent data space.

We have already demonstrated the effectiveness of the data generation technique for enhancing
machine learning tools for other domains characterized by very limited data availability and/or in-
consistencies in data. Synthetic data so generated have led to significant improvements in phishing
websites detection, and video traffic classification. Therefore, the proposed approach is widely ap-
plicable. In radicalization detection, synthetic data generation is extremely useful to improve the
algorithms, and also to train computer and social scientists on different aspects of radicalization.

With all these components in the proposed investigative pattern detection framework, we have
also verified the framework’s robustness and efficiency over diverse datasets. Some of the library
routines are publicly available in https://github.com/cnrl-csu. We have demonstrated
that the NLP techniques, the storage selection, and investigative graph search were implemented
with the consideration of reliability and scalability. Further, the proposed modularized architec-
ture of INSPECT (Fig. 4.1) maintains the generalizability of the detection process that allows us
to add/update/disable different computing components based on the data and the requirements.
Therefore, the proposed framework is capable of grasping diverse datasets and adapting any new

or future technologies.
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Chapter 5
Behavioural Indicator Extraction using NLP

techniques

5.1 Introduction

Modeling and predicting extremist behavior is an overwhelming task for administrative bodies
and counterterrorism officials due to dynamicity and the lack of consistent data. Among the oper-
ational shortfalls that prevent these administrators from achieving required success is the difficulty
in dynamically assessing individualized violent extremism risk at scale given the enormous amount
of primarily text-based records in disparate databases/data sources (MITRE, 2021). Analyzing the
information of existing violent extremists in text documents (e.g., news articles, analysis reports,
court documents, etc.) using well-defined behavioral indicators allows investigating behavioral
models extensively. A booklet issued by the Office of the Director of National Intelligence (The
office of director of national intelligence, 2019) with collaboration by the FBI, the US National
Counterterrorism Center, and the US Department of Homeland Security, describes the lists of ob-
servable indicators of potential violent extremists. According to the definition of a homegrown
violent extremist (HVE) in the booklet, is a person who advocates, engages in, or is preparing to
engage in or support terrorist activities in furtherance of a foreign terrorist organization’s objec-
tives, but who is acting independently of foreign terrorist direction (The office of director of na-
tional intelligence, 2019). Furthermore, the complex behavioral patterns of homegrown extremists
make the investigation more challenging. The current behavioral indicators are sometimes indi-
vidually innocuous since it requires further investigation and surveillance to detect links between
other persons to ensure the violent extremist activities and networks.

The behavioral information is available in erratic data storage, and researchers have to deal

with text irregularities. Therefore, data extraction is a tedious task that leads to one of the key
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challenges in extremist behavioral studies. Thus, human-in-the-loop (HITL) plays a significant
role in collecting data in a well-defined format. The common practice is for social scientists to read
and investigate related text documents and then manually label the behavioral indicators present (a
process known as ‘coding’). The coders manually extracted a core set of sentences and sentence
fragments used to create a labeled dataset to train machine learning models. Coders were trained to
read various publicly accessible documentation for evidence of the 24 distinct behavioral indicators
theorized to be associated with radicalization and instructed to record the dates at which such
behaviors were publicly observed. This analysis enabled the retrospective estimation of timelines

for the radicalization trajectories. 24 behavioral indicators are depicted in Table 5.1.

H ID Name H ID Name H
1 Convert Date 13 Dawa-Real Life
2 Disillusionment 14 Epiphany
3  Trauma 15 Peer-Immersion
4 Personal Crisis 16 Phy./Dom. Training
5 Seeking Information 17 Marriage Seeking
6 New Authority Figures 18 Societal Disengagement
7 Rebellion 19 Desire for Action
8 Lifestyle Changes 20 Passive Support
9 Educational/Occupational Disengagement || 21 Joins Foreign Organization
10 Drop-Out Date 22 Issues Threats
11 Underemployment 23  Steps towards Violence
12 Dawa-Virtual 24 Date of Criminal Action

Table 5.1: Behavioral indicator names collected by WIDB

To date, the coders have annotated over 3000 sentences or paragraph samples extracted from
over hundreds of different primary sources and secondary sources such as the Western Jihadism
Project codebook and the terrorist profiles summarized in [24]. Because a significant number of
sentences or paragraphs refer to two or more indicators, the coders constructed a training dataset
of over 3000 labeled sentences or paragraphs. The results of the implemented models are further
validated by social scientists. Complex behaviors, linguistic winks, and slang present significant

challenges to detection algorithms, including machine learning modeling. In this work, we have
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applied various NLP algorithms for data extraction and iteratively validated by social scientists to

enhance the robustness and accuracy of the detection algorithms as the part of HITL process.

5.1.1 WJDB dataset

The dataset was extracted from Klausen’s Western Jihadism Database (WJDB) (Klausen et
al., 2020), a collection that includes information on approximately 6,600 individual jihadists of
Western origin or residence who have engaged in criminal terrorist action. All the data derives
from public sources ranging from court records, government press releases, and autobiographical
statements made by the terrorism offenders themselves on social media or in jihadist forums. The
size of the dataset is still not sufficient to train any traditional machine learning model because
the training dataset is comparatively small and diverse. In the current project, detailed forensic
biographies were developed for 122 homegrown terrorism offenders who radicalized between 2001
and 2018 and committed terrorism-related crimes in this period. We discuss each NLP approach

we applied to detect and extract relevant information of extremists in the following.

5.2 Named entity recognition (NER)

Named entity recognition (NER) is the task of identifying text spans that mention named en-
tities and classifying them into predefined categories such as person, location, organization, etc.,
based on pre-trained NER models (J. Li, Sun, Han, & Li, 2020). NER follows the fundamentals
for various natural language applications such as question answering, text summarization, and ma-
chine translation. Although early NER systems successfully produced decent recognition accuracy,
they often require much manual effort in carefully designing rules or features (J. Li et al., 2020).
In recent years, deep-learning-based NER pre-trained models have shown significant advancement
in the NLP domain. Therefore, we apply the latest pre-trained NER model® to investigate the de-

tection of different entities related to extremist data extraction. We use different text documents

3https://spacy.io/api/entityrecognizer
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i |of Colorado cpe had been arrested in an alleged plot to kill cartoonist —,aﬂeridlowing radical _Lu Ireland cPe .

Her parents await word of her and their grandson, 6 caRDINAL . Reporting from Leadville ePe ., Colo. 6P — For the parents of | Jamie Pa PERSON  , the news late

Saturday DATE that - police had released their daughter from custody did little to alleviate the question of how she may have become involved with suspects in a plot to kill a -

- cartoonist targeted by _ radicals. When word of her release reached this mountain town, _ stepfather, _ , said it was "both
good news and bad news." Mott and his wife, _ , said they still could not reach their daughter and feared that she and her Gyear-old son, _ , may still be involved

with radical _shehadfnl\owedm ireland GPE  lastyear paTE . Earlier Saturday TME | the | Mofis Loc |had described their daughter, aconvertto | Islam ore  asa

lonely woman looking for acceptance. They were trying to explain how she became linked to a number of suspects arrested in an alleged plot to kill cartoonist _ ,whose 2007

DATE  drawing of the prophet _ with the body of a dog outraged many _ I - police have not identified _ by name but
said that seven cARDINAL people were detained, including an _ . Three carpiNAL others were released Saturday DATE . It's unclear whether m

- release signals exoneration or if suspicions about her linger. But what is clear, according to her parents, is that she long struggled to fit in. She had a hard time making friends, they said, but

became even more isolated when she moved from Denver GPe 1o this isolated, 10,000 foot QuanmiTy -high town two years ago DATE . After several months DATE |, she found another,

virtual community, one of _ extremists with whom she could trade messages via m and _ . Always fascinated by foreign cultures, -
_ --who had previously been married to  three CARDINAL _ men -- mounted an image of a wrbaned - on her computer as a screen-saver, She

donned a hijab. Her parents hoped the fascination was just an attempt to be noticed. "It was killing her -- she couldn't get a single person 1o come up to her,” _ said. That

changed after her conversion. "You're blond-haired, blue-eyed and now you're _ ," he said. "Everybody is going to want to know why.” On  Sept. 11, 2009 paTe _
“mok hersonto Ireland ePE , where she stayed in a mosque and then married one of her online correspondents. Late lastweek pate ,the FBI orG told the @@“ that
their daughter had been arrested. "She doesn't have the sense God gave a goose. She’s book-smart and common-sense-dumb,” said _ as reporters filed in and out of her

house. "If she'd done something dumb like get online and marry some murderer in prison, that wouldn't surprise me. She wanted someone to love her” As told by her family, _

odyssey puts an _ spin on an increasingly familiar tale -- the rootless member of modern society who becomes seduced by extremist ideology. _ ,a

Figure 5.1: NER results for a news article

to extract person names, locations, and organizations and one of the output files related to a news
article (The Associated Press, 2021) shown in Figure 5.1.

As part of this work, we train custom NER classifiers (e.g., introducing a Radicalization entity)
to highlight words/phrases related to radicalization. However, with the currently limited training
dataset, we cannot make sufficient progress to detect our custom entities. We also figured out
many other limitations; the inability to allow for a specific keyword or keyword phrases associated
with more than one indicator. Further, NER classifiers cannot maintain the contextual information
of the text as NER detects entities independently by only examining a single word or phrase.
Such shortcomings led to critical errors in the entity detection and limited NER classifiers to the

document coders.

5.3 Coreference resolution

Coreference resolution is the process of grouping mentions/expressions into entities. A key
challenge in this NLP task is that information about an entity is spread across multiple men-
tions. Therefore, deciding whether assigning a given mention to a candidate entity could require

entity-level information that should be aggregated from all mentions. Coreference resolution is

41



grandson, 6

Reporting from Leadville, Colo. — For the parents of Jamie Paulin-Ramirez {1}, the news late Saturday that Irish police {3} had released their {3} daughter {4} from custedy did little to alleviate the
question of how she {1} may have become involved with suspects in a plot to kill a Swedish cartoonist targeted by Islamic radicals.

‘When word of her {1} release reached this mountzin town, Paulin-Ramirez's stepfather {5}, George Mott, said it was "both good news and bad news

" his {5} , Christine, said still could not reach daughter {4} and feared that she {1} and her {1} Gyear-cld son, Christian, may still be involved with radical Islamists
she {1} had followed to Ireland last year.

Earlier Saturday, the had described daughter, a convert to Islam, as a lonely woman locking for acceptance were trying to explain how she {1} became linked to a number
of suspects arrested in an alleged plot to kill cartoonist Lars Vilks, whose 2007 drawing of the prophet Muhammad with the body of a dog outraged many Muslims.

Irish police have not identified Paulin-Ramirez {8} by name but said that seven people were detained, including an American. Three others were released Saturday. It's unclear whether Paulin-
Ramirez's {8} release signals excneration or if suspicions about her {1} linger.

But what is clear, according to her {1] parents {9}, is that she {1} long struggled to fit in. She {1} had a hard time making friends {10}, they {10} said, but became even more isolated when she {1}
moved from Denver to this isclated, 10,000 foot-high town twa years age.

After several months, she {1} found another, virtual community, one of Islamic extremists with whom she {1} could trade messages via Facebook and MySpace. Always fascinated by foreign cultures,
Paulin-Ramirez— who had previcusly been married to three Mexican men — mounted an image of a turbaned Arab on her {1} computer as a screen-saver.

She {1} donned a hijab. Her {1} parents {9} hoped the fascination was just an attempt to be noticed. "It was killing her {1} — she {1} couldn't get a single person to come up to her {1}"
said. That changed after her {1} conversion."You're blend-haired, blue-eyed and now you're Muslim," said. "Everybody is going to want to know why.”

On Sept. 11, 2009, Paulin-Ramirez {8} took her {1} son to Ireland, where she {1} stayed in a mosque and then married one of her {1} online correspondents. Late last week, the FBI {12} told the Motts
that their {12} daughter had been arrested.

"She doesn't have the senze God gave a goose. She [1}'s bock-smart and commen-sense-dumb,” said as reporters filed in and out of her {1} house. "If she {1}'d done something
dumb like get online and marry some murderer in prison, that wouldn't surprise me. She {1} wanted someone to love her.”

As told by her {1} family, Paulin-Ramirez's {8} odyssey puts an all-American spin on an increasingly familiar tale — the rootless member of modern society whe becomes seduced by extremist ideology.

Brian Jenkins, a terrorism expert with the Rand Corp., said the FBI {12} has investigated about 45 cases of Americans allegedly involved in terrorist activities since Sept. 11.

Figure 5.2: Coreference resolution results for a news article

an advanced approach to finding relevant entities compared to Named Entity Recognition (NER)
because it evaluates the contextual information that spreads across the given text rather than assess-
ing them independently. However, most coreference resolution schemes rely on entity mentions
pairwise scoring, which is likely to miss the global information. In this work, we utilize the Neu-
ralCoref* library built on top of the Spacy NLP pipeline. Figure 5.2 depicts the results for the same
text applied in Section 5.2. The same color interprets the same mentions in the text.

We recognize its capability of identifying the same mentions to a certain extend. However,
there are still some limitations. When there are multiple different mentions within fewer text
ranges, the accuracy of the mentions significantly goes down. Also, when similar mentions are
in a wide range of the text, there is a higher chance of missing some of the entities related to its
incapability to capture global contextual information. However, recently introduced state-of-art
NLP models like BERT produce significant improvements towards coreference resolution (Joshi,
Levy, Weld, & Zettlemoyer, 2019). In the Section 5.5, we discuss applying the BERT model for

multi-label text classification even with an imbalanced label training dataset.

“https://github.com/huggingface/neuralcoref
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5.4 Rule-based matching

Rule-based matching is an annotation method for finding specific patterns of tokens in text.
Rule-based matching is a next-level of keyword matching and still requires the manual production
of an extensive set of rules based upon key word phrases from the training dataset. SpaCy NLP
library provides a robust rule matching engine® while allowing to implement any number of rules.
The following rule example consists of 3 tokens.

[ ‘LEMMA’: ‘watch’, ‘POS’: ‘ADJ’, ‘OP’: “*’, ‘LEMMA’: ‘video’]

The ‘LEMMA’ keyword provides the lemmatization and returns the base or dictionary form of
a word. Rule-based matching enables the standardization of different tenses of verbs and plural
words. The middle token expects an adjective, and ‘OP’ key defines it optional and allows an
adjective zero or more times. Following are some of the word combinations that can capture from

this rule.

* watching jihadist videos
* watched a video

e watches terrorism related videos

Therefore, The rule-based approach addresses the linguistic variation to a certain extent. How-
ever, the rule-based methods were not viable for identifying numerous and complex linguistic
markers because of the difficulty for the researchers to scale the creation of a correspondingly

robust ruleset.

5.5 Multi label text classification

The multi-label text classification is a promising NLP approach in our particular information
extraction problem from extremist-related text documents because these texts are potentially as-
signed one or more categories or labels (Hung et al., 2019). As in the HITL process, the train-

ing corpus is obtained from the social scientists from WIJP, contains phrases, sentences, or short

Shttps://spacy.io/usage/rule-based-matching
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[ 4 ] A Virginia man who was allegedly attempting to travel to Syria to join
Islamic State and a man accused of helping him have been arrested.
JOINS_FTO 0.996 INFO_SEEK 0.070 DES_ACT 0.060

[ 7 ] .Officials also arrested 25-year-old Mahmoud Amin Mohamed Elhassan,
who they say drove Farrokh to Richmond.
PEER_IM 0.880 JOINS_FTO 0.055 DES_ACT 0.040

[ 15 ] .He later met with two other FBI informants he believed were people who
could help him join Isis.
PEER_IM 0.887 JOINS_FTO0.181 INFO_SEEK 0.046

[ 18 ] .He also allegedly said that he wanted to die a martyr but did ask if his
wife and family could eventually join him in Syria.
JOINS_FTO 0.974 DES_ACT 0.940 LIFE_CHG 0.024

[ 21 ] .He asked the opinion of one of the FBI informants of his plan to buy a
round-trip plane ticket and reserve a hotel room in Jordan, to minimize
suspicion.

STEPS_VIOL 0.925 PEER_IM 0.090 SEEK_REL_AUTH 0.062

[ 26 ] When questioned by FBI agents after he dropped Farrokh off, Elhassan
said Farrokh was traveling to California to attend a funeral and would be back
in two weeks, court documents said.

STEPS_VIOL 0.669 JOINS_FT0 0.591 CONVERT 0.099

Figure 5.3: Sample output of multi-label classification model

paragraphs, which are manually labeled with up to 3 radicalization indicators. The corpus then
undergoes standard pre-processing, which includes lemmatization and the removal of unique char-
acters and stopwords. Initially, we implemented a workflow that used Prodigy®, an text annotation
tool that supports annotating text as multi-labels to generate training data for spaCy convolutional
neural network (CNN) models for text classification. We focus on performing sentence-level clas-
sification to best aid law enforcement and intelligence analysts with the appropriate detail and
classification granularity for specific behaviors. Initially, we train models with 10 behavioral indi-
cators/labels where the multi-label classification model returns probability scores for each of the
10 indicator classes. Then, we post-process the results to obtain only 3 labels with the highest
probabilities among 10 labels beneficial for further model accuracy and robustness evaluations.
The sample output of the model is depicted in Figure 5.3.

The results files are sent to social scientists for their analysis. They thoroughly study the

results and updated them about issues in the trained model. At the same time, they identify the

®https://prodi.gy
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Original corpus Filter Reduced corpus Indicator classifier Classified sentences in reduced corpus

1. Sentence #1 Text 1. Sentence #1 Text 1. Sentence #1 PEER_IM 0.40 SEEK_REL_AUTH 0.15
2. Sentence #2 classification . ‘ classification »

3. Sentence #3 I-Senterree#3- 3T Sertterce#3-

4. Sentence #4 model 4. Sentence #4 model 4. Sentence #4 STEPS_VIOL 0.30 DES_ACT 0.10

Figure 5.4: Multi-label text classification pipeline

concerns in the training dataset and then provide us a more robust training set as part of the HITL
process. This iterative effort recognizes that our training dataset is imbalanced by labels that overfit
some of the labels during training. Moreover, we observe that model has degraded precision due
to false positives (mostly in the form of classifying sentences for radicalization indicators where
there is none present) and therefore we implement a two-phased processing pipeline as shown in
Figure 5.4.

The screening model itself needed some of its own distinct training dataset that includes all
the sentences that were manually labeled as having an indicator present and over 1000 sentences
gathered during model testing that was deemed not relevant to radicalization. To illustrate the two-
phased pipeline, Figure 5.5 shows 7 sentences of a Department of Justice public affairs statement
that announced charges on a suspected radicalized individual (DOJ Public Release, 2021).

Figure 5.5a shows the result of the indicator classification model of the sentences without ap-
plying the screening. Therefore, the model returns classifications for sentences that are not relevant
to radicalization behaviors (e.g., some statements made to make the public aware and describe the
conduct of the investigation or the prosecution process). Figure 5.5b depicts the results of the
screening model (Y’ means relevant to radicalization behaviors, and ‘N’ otherwise). The screen-
ing model removes from consideration 5 sentences an analyst or coder would not need to consider
when attributing behaviors to a person of interest and leaves only 2 sentences that provide essential
information. Therefore, the screening model improves the classification results to a certain level.
However, the imbalanced and small training dataset mitigates the performance of the classification

significanlty. Therefore, we further investigate other approaches to improve our classification tasks
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Output File
[ 1] FOR IMMEDIATE RELEASE.Friday, August 30, 2019.Individual Who Planned Attack in Queens Charged
with Attempting to Provide Material Support to ISIS.Awais Chudhary Recorded Videos and Took Photos of
the Flushing Bay Promenade And the Worlds Fair Marina in Preparation for an Attack.
STEPS_VIOL0.826 NVIOL_SUP 0.204 INFO_SEEK0.113

[ 2] A criminal complaint filed today in federal court in Brooklyn charged Awais Chudhary, 19, a
naturalized U.S. citizen born in Pakistan, with attempting to provide material support to the Islamic State
of Iraq and al-Sham (ISIS), a designated foreign terrorist organization.

NVIOL_SUP0.732 JOINS_FTO 0.605 INFO_SEEK 0.042

[3] Chudhary was arrested yesterday, and made his initial appearance this afternoon before United
States Magistrate Judge James Orenstein.
LIFE_CHG 0.519 PEER_IM0.103 INFO_SEEK 0.081

[ 4] The defendant allegedly planned to conduct a deadly attack in New York on behalf of ISIS, stated
Assistant Attorney General for National Security John C. Demers.

STEPS_VIOL0.986 DES_ACT 0.036 PEER_IM0.027

[ 5] The National Security Division, working with our partners, will remain vigilant in our efforts to
identify, disrupt, and hold accountable those who would conduct a terrorist attack on our soil.
STEPS_VIOLO0.874 NVIOL_SUP0.135 CONVERT0.041

[ 6] 1 want to thank the agents, analysts, and prosecutors who are responsible for this case and
prevented this defendant from carrying out his deadly plans.
STEPS_VIOL0.774 JOINS_FTO 0.278 DES_ACT0.124

[ 7] As alleged, Awais Chudhary planned to kill innocent civilians on behalf of ISIS and record the

Corrected Output File
[ 1] FOR IMMEDIATE RELEASE.Friday, August 30, 2019.Individual Who Planned Attack in Queens Charged
with Attempting to Provide Material Support to ISIS.Awais Chudhary Recorded Videos and Took Photos of
the Flushing Bay Promenade And the Worlds Fair Marina in Preparation for an Attack.

Y 0.999 N 4.54e-05 STEPS_VIOL0.826 NVIOL_SUP 0.204 INFO_SEEK0.113
[ 2] Aeriminal int filed today-in federal court in-Brooklyn-charged-Awais Chudhary, 19,
U-S_citizen born-in-Pakist: ith et ik terial rttothe lslamie State-of + d-al
5 7 P PP o
Sham-UStS) 4 i . +
{515} 8
N 0.999 Y 0.001
[3] Chudhary tedy y-and-made-his-initialapp thi before United Stat
N0.929 Y 0.078
[4] Thed ) Hegedly-ph -t ducta-deadly-attackinN kon-behalf of 1SIS, stated
Assistant ALt y L for-National-S yJohn-CD
N0.790 Y0.210
[ 5] The NationakSecurity-Divisi I ith " it in-vigilanti Fforts to-identif
¥ 3 3 P 7 3 ¥
disrupt-and-held th b ld-condueta-t istattaek it
N 0.696 Y0.315
[6]+ t to-thank the-agents, analysts and-pi h iblefor thi d-pi
his ek P i t-his-deadiv-pt
ying ¥y
N 0.900 Y 0.096
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(a) Output file of sample sentences scored using the multi- (b) A corrected output file from the two stage pipeline

label classification model without screening when the screening model filters for relevance, and then
returns only the classification scores for those sentences
which provide radicalization indicator information

Figure 5.5: Comparison of multi-label text classification with a screening model

and we identify pre-trained NLP models can be useful to improve the classification with their prior

knowledge.

5.5.1 Transfer learning

Transfer learning is a machine learning method where a model developed for a task is reused
as the starting point for a model on a second task. Transfer Learning differs from traditional
machine learning in that it is the use of pre-trained models that have been used for another task to
jump start the development process on a new task or problem (A Gentle Introduction to Transfer
Learning for Deep Learning, n.d.). Transfer learning has been gained a significant advancement
on image classification. Keras ’, a Python machine learning library provides many pre-trained
deep learning models that are made available alongside pre-trained weights for image classification
(Keras Applications, n.d.).

To inspect the transfer learning capability for text classification, we have used a model called

BERT (Devlin, Chang, Lee, & Toutanova, 2018), which stands for bidirectional encoder represen-

https://keras.io/
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Figure 5.6: BERT input representation

tations from transformers. BERT is designed to pre-train deep bidirectional representations from
unlabeled text by jointly conditioning on both left and right context in all layers. There are two
steps in the BERT framework: 1) pre-training and 2) fine-tuning. During pre-training, the model
is trained on unlabeled data over different pre-training tasks. For fine-tuning, the BERT model is
first initialized with the pre-trained parameters, and all of the parameters are fine-tuned using la-
beled data from the downstream tasks. Each downstream task has separate fine-tuned models, even
though they are initialized with the same pre-trained parameters. BERT advances the state of the
art for eleven NLP tasks. BERT is a generic NLP library which allows to customize the last layer
of neural network to achieve various NLP tasks. Fundamentally, BERT excels at handling what
might be described as ‘context-heavy’ language problems. BERT’s input representation depicts in

Figure 5.6.

5.5.2 BERT experiments and results

Figure 5.7 shows a training dataset we utilize for multi-label text classification that verifies
the imbalance of the data by labels. We use the Stratified kfold cross-validation technique to
address this concern, which is an extension for regular kfold cross-validation. Rather than the
splits being completely random, the ratio between the target classes is the same in each fold in
the entire dataset. In that way, we cover the total dataset as shown in Figure 5.8 and mitigate the

overfits and irregularities of the dataset. In our work, we use k=10 because many studies show that
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Figure 5.7: A multi-label dataset by labels
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k=10 provides a reasonable trade-off of low computational cost and low bias in estimating model
performance (Machine-learning Mastery, 2021). We further evaluate the classification accuracy
with different k value to find optimum k value. Therefore, we generate 10 different train-test

datasets for train 10 classification models. The results shown in the following are on average,
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Figure 5.8: K-fold cross-validation when k=5

among 10 train-test splits.

Even though traditional machine learning classification models take a significant number of
epochs to train the network, BERT can converge to the optimum model performance within a few
epochs. Figure 5.9 depicts the training/validation accuracy and training/validation loss of each

epoch and validates the model converges with the smaller number of epochs. In this experiment,
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Figure 5.9: Graphs for training BERT with radicalization dataset
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Figure 5.10: Multi-label text classification screening results.

too, we use our two stages multi-label classification as depicted in Figure 5.4. Figure 5.10 shows
the results for the screening model that describes the relevance to the radicalization context. Green
bars show the total test data set with ‘Y’ and ‘N’ labels, while blue bars interpret the correct
classification counts. Figure 5.11 depicts the results for the complete classification model with 15
labels. The green and blue bars represent the total and correctly classified counts, respectively.
Here, we consider a correct classification when only at least two labels are correctly classified
among 3 labels attached to a text segment.

Even though our training data is imbalanced and small, the transfer learning approach via the
BERT pre-trained NLP model assists in enhancing the classification accuracy to over 90%. At the
same time, social scientists identify the deficiencies in the training datasets while annotating text
segments, and we iteratively improve the robustness of the classification accuracy of the models.
We further recognize the multi-label text classification is an ideal strategy amid other NLP ap-

proaches to this particular information extraction. With this work, we assist social scientists and
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Figure 5.11: Multi-label text classification results based on each label.

coders in performing their data annotation process efficiently with more accuracy while building
a rich information network about extremists and suspicious individuals. That leads us to the next
problem of storing high-connected and dynamic datasets for long-term for further evaluations and
studies. Chapter 6 discusses the data storage and querying the data for identifying threat advance-

ments and suspicious individuals and groups.
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Chapter 6
Enhancing Investigative Graph Search with Graph

Databases

6.1 Introduction

The growth of social networking has resulted in the generation of data that can be used to
identify terrorist activities, mental health issues, and consumer behavior. Such data is dynamic
in nature whose analysis can reveal hidden or emergent behavior. Such data can be represented
as dynamic graphs (Carley et al., 2014; Klausen, Libretti, et al., 2018), and often observable in
interactions via social networks (Klausen, Marks, & Zaman, 2018; Lara-Cabrera et al., 2017).
Organizations often try to detect insider threats using performance-related and technical indicators
recorded over time (CERT Division Software Engineering Institute, 2019). Businesses track an
individual’s online purchase habits to determine the potential for future purchases (Edelman &
Singer, 2019, 2015). Identification of behaviors that precede suicide is of vital interest (Jashinsky
et al., 2014; Olson, 2011) to mental health professionals. Graph-based models that allow mining
and tracking of such behavior appears to be a promising approach.

We are particularly interested in identifying homegrown violent extremism, which is a cause of
concern in several countries (Klausen et al., 2016). A person gets radicalized through a sequence
of activities; these include the consumption of extremist ideas and propaganda through internet
sources and the association with other radicalized peer groups (King & Taylor, 2011; Klausen et
al., 2016; Klausen, Libretti, et al., 2018). Sometimes preparatory tasks and/or attacks have been
carried out as groups. It is a daunting challenge to detect how indicators are emerging among
individuals or groups in a large population.

This work addresses large-scale network mining and analytics essential to extract and track

partial and emergent profile matches of individuals and groups. An inexact graph matching tech-
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nique is presented together with results for three investigative domains: radicalization, patients,
and crime pattern detection. We discuss the computational complexities of the proposed approach.
Further, we depict the importance of graph databases as a data store while utilizing database fea-

tures like caching for investigative data analysis.

6.1.1 Datasets

Three data sets are used to validate and evaluate the proposed algorithms.

Radicalization dataset (RD) - This data, synthetically generated, mimics the behavior of
homegrown radicalized extremists (Klausen, Libretti, et al., 2018; Klausen et al., 2016). It is used
to evaluate the query performance and the scalability. The sizes of different datasets are depicted
in Table 6.5. We also show the effect of the in-memory database cache on the query performance.
A query graph is specified that represents the generic behavior profile of an extremist, criminal or
their group. The query graph represents all potential behaviors of individuals of interest, and the
score mechanism calculates the similarity between each individual or group and the query graph.

Mimic Dataset (MD) - We use MIMIC III medical dataset (Johnson et al., 2016) that is a large,
freely-available database of clinical visit records of Intensive Care Unit (ICU) patients between
2001 and 2012. The information of 1000 patients was extracted and produced 84687 nodes and
83686 edges. The algorithm was applied to find similar patterns of admitted patients in a specific
ICU with certain prescriptions.

Crime dataset (CD) - A data set that can be accessed from the Neo4j sandbox (Neo4j.com,
2020a) containing the data related to street crimes in Greater Manchester, UK. The dataset was
extracted from public sources about the prevalence, location, and type of crime (Government Dig-
ital Service UK, 2020), but it does not include any real information about persons related to the
crimes. The dataset has been enriched to include fake criminals, investigators, and timestamps
for demonstration purposes. The dataset includes 369 criminals, and consists of 61521 nodes and
105840 edges. This dataset was used to search for similar crime patterns with respect to a criminal

or a specific location.
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6.2 Description of investigative data

Social network data are inherently heterogeneous, connected, and labeled. Mining such com-
prehensive social and knowledge networks requires a wide range of analytical methods. While our
proposed method and library is applicable for a wide range of applications, here we apply it to
radicalization, patient’s ICU stays, and crime data, which are contemporary investigative domains.
All the data sets are directional and include node labels, properties, and relationship types, as il-
lustrated in Figure 6.1 which depicts the data schema for the three cases. We use only the subset
of node types in Figure 6.1b for patients data analysis and in Figure 6.1c for crime data analy-
sis. Although an expansive analysis of patients’ data may use additional types such as Drug code,
Services, and Lab items, crime data may utilize other types such as Vehicle, Object, and Phone.

When a search criterion is defined, a guery focus node is included to point to the starting node
of the search. In the radicalization and mimic data sets, the query focus is the ‘Person’ node
and ‘Patient’ node label respectively. In the crime dataset, the ‘Location’ or the ‘Person’ labels
may be used for location-based and criminal-based analysis respectively. Our procedures allow
to specifically indicate the significance of the highly important activities/indications as redflags.
The redflag value prioritizes specific activities while appending an extra weight to the similarity
measure calculation. For radicalization data, the node categorization is done on the basis of data
schema and the characterization of radicalization indicators (B. W. Hung & Jayasumana, 2016).
In the radicalization dataset, the ‘Indicator’ node holds a behavioral indicator type as a property
(‘name’). The redflag indicator types (‘RF’), ordinary indicator types (‘IND’), and other node
types are depicted in Table 6.1. In the mimic dataset, the ‘Admission’ node contains the details of
the hospital admission. In this dataset, we do not consider a redflag node and all the node types
are discussed in Table 6.2. In the crime dataset, the ‘Crime’ node holds a crime type as a property
(‘type’). The redflag crime types (‘RF’), ordinary crime types (‘IND’), and other node types are
depicted in Table 6.3.

53



Location

KNOwWS

ADMIT_PRESCRIPTION
OCCURRED_AT

PARTY_TO INVESTIGATED_BY /\ . ADMIT _ ADMIT_ICU
Person @ \-/ Patient Vv »{ ICU_Stay

(a) Radicalization data (RD) (b) Mimic data (MD)

OCCURRED_AT

INVESTIGATED_BY
Crime >

PARTY_TO

-
(¢) Crime data (CD)

Figure 6.1: Data schema of the datasets

6.3 Radicalization, mimic, and crime data schema

The schema corresponding to the radicalization data in Figure 6.1a represents an example of
the preliminary behavior of a radicalized person. ‘Person’ is an individual who connects with
others through the KNOWS relation. This dataset includes a maximum of six different behavioral
indicators. An indicator is a suspicious activity/behavior that connects with persons through EX-
HIBITS relation. A radicalized individual may have multiple Social Media Accounts (‘SM_Acc’).
Such account links are marked with HAS relationship and corresponding posts are marked with
POSTS relationship.

In the mimic data schema shown in Figure 6.1b, ‘Patient’ connects with an ‘Admission’ node
via ADMIT relationship. An admission node links to a ICU stay node via ADMIT_ICU relation-
ship. An admission node also connects to a prescription node using ADMIT _PRESCRIPTION
relationship.

In the crime data schema depicted in Figure 6.1c, ‘Person’ denotes a person such as a criminal
in this context, and connects to other nodes using different types of relations. In this work, we
indicate all person-to-person relationships using KNOWS relationship. PARTY_TO relationships

link criminals to their crimes. A crime node has a location that connects to the node with OC-
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Table 6.1: Node types in radicalization dataset (RD). ‘Indicator’ node was divided into two node types as

RF (Red flag), and IND (Indicator) based on the indicator type.

Node type Node Indicator type Description
name
QF (Query Person Initial node represents the
Focus) subject where the search
starts
RF (Red Indicator * Carried out an attack A high-risk behavior that
Flag) * Detonated a bomb needs immediate further
investigation
IND Indicator * Purchased weapons A behavior that should be
(Indicator) * Received training traced further
* Referred to radicalized materials
* Suspicious travel
SM Social Represents a social media
Media account of a Person
Account
EP Extremist Represents a post
Post containing radicalization
related content.
Table 6.2: Node types in mimic dataset (MD).
Node type Node Admission/ICU types Description
name
QF (Query Patient The initial node to start
Focus) patient anlaysis
IND Admission * Emergency Details of a patient’s
(Indicator) * Elective hospital admission
* Urgent
* Newborn
ICU_Stay ICU stay * MICU (Medical ICU) Details of ICU stay
* CCU (Coronary CU) including the duration and
* NICU (Neonatal ICU) the type of the ICU
* TSICU (Trauma surgery ICU) ...
Presciption Presciption Contains medication

related order entries
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Table 6.3: Node types in crime dataset (CD). ‘Crime’ node was divided into two node types as RF (Red

flag), and IND (Indicator) based on the crime type.

Node type Node Crime type Description

name
QF (Query Person The initial node to start
Focus) search for criminal-based

analysis

QF (Query Location

The initial node to start

Focus) search for location-based
analysis
RF (Red Crime * Possession of weapons High-risk crimes that law
flag) * Criminal damage and arson enforcement need to
* Violence and sexual offenses prioritize for taking
* Drugs actions straight away
* Burglary
IND Crime * Public order Comparatively less severe
(Indicator) * Theft from the person crimes than RF, but still
* Other theft need further investigations
* Vehicle crime
* Robbery
* Other crime
* Shoplifting
* Bicycle theft
INV Investigator Represents a

law-enforcement
personnel who conducts
the investigation

CURRED_AT relationship. A crime may also link to an investigator (generally a police officer) via

INVESTIGATED_BY relationship.

6.4 Evolution of graph databases

Graph databases are beneficial for pattern-based querying over large volumes of data that are

characteristic of our problem domain, where both the data and the relationships between the data

play a crucial role. Unlike SQL or NoSQL databases, they are designed to treat the relation-

ships between data as equally important as the data itself (Neo4j.com, 2020c). The nodes and

edges are considered as separate data structures in the database. In graph data modeling, data is
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Figure 6.2: High-level architecture of Neo4j graph database

organized as nodes, relationships, and properties. Graph databases reshape graph problems and
facilitate novel approaches. Neo4j (Neo4j.com, 2019b), the most widely used graph database,
includes basic graph traversal algorithms and allows for user-defined procedures. The developer
libraries simplify the access of graph data structures and allow for the implementation of custom
query procedures that addresses unique requirements. Generally, we represent a graph through an
adjacency matrix, but graph databases, especially Neo4j provides flexibility to think about graph
problems in an object-oriented manner. The built-in library of graph algorithms optimized for the
database (Needham & Hodler, 2019; Neo4j.com, 2019a) including those on centrality, commu-
nity detection, and pathfinding, facilitate analytic insights for investigators. Neo4;j is implemented
based on Java object-oriented programming language, and nodes and edges of a graph represent
objects through its Object Graph Mapping (OGM) model. Neo4j also supports various other lan-
guages via APIs such as python, PHP, javascript. Figure 6.2 interprets key functionalities of the
Neo4j database. It has an Object Graph Matching (OGM) Model, which matches the nodes and
edges to objects. As we mentioned, it allows reforming graph problems in an object-oriented man-
ner. Graph Algorithm Library and Graph Traversal Framework consists of basic graph algorithms
such as depth-first search and breadth-first search. Another key feature is that Neo4j facilitates

implementing custom procedures and extensions based on the user requirement.
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In this research, we used a Neo4j graph database as the data storage for heterogeneous knowl-
edge networks. We implemented an algorithm that is based on sub-graph pattern matching to fetch
profiles of interest from the graph database. The algorithm is based on sub-graph pattern matching
using a scoring mechanism. The algorithm is implemented as a set of Neo4j procedures called
PINGS (Procedures for INvestigative Graph Search) which facilitates custom queries. We are fo-
cusing on the sub-graph isomorphism problem, which is NP-hard (Asiler & Yazici, 2017). This
work focuses on the inexact sub-graph isomorphism problem for investigative pattern detection.
We search a large data graph for instances of a pre-defined query graph while allowing for inexact

matches.

6.5 Investigative search using graph databases

We discuss the terms and notations before describing the proposed algorithm.
Definition 1. Investigative graph

An investigative graph is a directed graph G = (V[L, P|, E[R]), where
* V is a finite set of nodes, with cardinality n, i.e., n = |V|
» Fisasetofedges, F CV x V, where (v,v') is an edge from v to v/
* Listhe set of labels for node types, e.g., L = { Person, Indicator, Crime, Post,l_query, ...}
* P is the set of properties/attributes associated with a node
* Ris aset of labels for edge types, e.g., R = {exhibits, knows, posts, ...}

Data graph is denoted by G = (Vg[Lg, Pal, Ec|Rg|), and a query graph is denoted by ) =

(VolLe. Pol, EqlRq))-

Definition 2. Node match
A node based on the requirement stated in () and the features of a graph database can be
matched in two ways: some nodes are matched on the basis of labels and others on the basis of

properties.
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e Label match

Nodes u € Vg and v € V; have a label match, if I'(u) = {(v) where !’ € Lg and [ € Lg.

* Property match

Nodes u € Vi and v € Vi; have a properties match, if p’(u) = p(v) where p € Py, p' € Pg.

Definition 3. Edge match
Two edges match if they both agree on the direction and relationship as stated below.

Edges e, = (u,v') € Q and e, = (v,v) € G match, if ’(e,) = r(e,) where ' € Rg, r € Rg.

We develop Neo4j procedures to implement similarity measures in order to detect individu-
als (individualSimilarity) and groups (neighborhoodSimilarity). The implicitindividualSimilarity
procedure is introduced for specific cases where the query graph is dynamic and needs frequent
changes. This procedure allows defining only a gqueryFocus node to implicitly find the respective
query graph and search for similar patterns. So, it facilitates evaluating diverse query patterns
without changing the core algorithm in the individualSimilarity procedure. In these custom Neo4j
procedures, the query graph is stored within the database with a different node label. Almost all
the inexact subgraph isomorphism problems can have the input parameters proposed in procedures.
e.g., similarity threshold is to define the inexactness of the query while query label and query focus
label specify the query graph. red flag is an optional to bias a node type as required.

Figure 6.3 shows an example query graph for the radicalization dataset. A complete match
with the query graph indicates potential radicalization. It signifies all the indicators one could
expect from a violent extremist. Querying for this pattern corresponds to searching for individuals
who have exhibited some or all of these indicators, using which we rank high-risk individuals. We
calculate similarity scores for different subgraphs in the database with respect to the query graph

and fetch matching subgraphs whose similarity scores exceed a threshold value.
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Figure 6.3: An example query graph for radicalization dataset (RD); six different behavioral indicators
(orange) are included.

6.5.1 Individual similarity measure procedure

The Neo4j procedure consists of these 4 input parameters:

individual Stmilarity(similarityThreshold,
(6.1)

redFlagMultiple, queryLabel, queryFocus Label)

 similarityThreshold — A similarity score that is normalized to (0,1) is calculated for each
user based on his activities. similarityThreshold score of the query graph is used to identify

matching subgraphs.

* redFlagMultiple — This attribute is used to highlight the highest risk activities/indicators (B. W. Hung
& Jayasumana, 2016). The redFlagMultiple (> 1) is used to multiply (weight) high-risk ac-
tivities as a weighted (multiplicative) value. The end result is a prioritization of sub graphs

by similarity score due to the presence of high-risk activities.

* queryLabel — A node in a Neo4j graph database can have multiple labels. This allows us to
identify a query graph within the database by appending another label (eg: ‘I_query’). This

allows the query graphs to be easily updated for different experiments.
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» queryFocusLabel — The node label indicates the starting point of the algorithm. In our case,
we provide the label of the person, ‘Person’. The algorithm then evaluates the similarity

measure for each person.

For example, the individualSimilarity procedure call for an inexact similarity measure can be

specified as follows. individualSimilarity(0.7, 2, ‘l_query’, ‘Person’)

Algorithm 1: individualSimilarity
inputs : () : Query label
F': Query focus (QF) label
S : Similarity threshold
R : Red-flag multiple
output: G, : Set of matched graphs
Gy 1)
C + getCon figurationList
G < getQueryGraph(Q, F)
Sy {s'| s € Vg &matchNode(F,s")}
foreach s’ € Sy do
Gm < searchSimilarGraphs(s',Gg, R, C)
Sm <— getMatchedScore(gy,)
if s, > S then
| Add gy, to Gy

[V-TE- RN B LY B S R S R

return G;;

[
=)

6.5.2 Neighborhood similarity measure procedure

Sometimes radicalized individuals work with individuals or groups with similar interests for
specific tasks. Calculating individual similarity scores for single-person subgraphs is inadequate
to detect such collectively suspicious behavior as the indicators are effectively dispersed among
the group members (B. W. Hung et al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019). We

propose a neighborhood measure in order to identify such group activities.

neighborhoodSimilarity(similarityThreshold,
(6.2)

redFlagMultiple, queryLabel, queryFocus Label)
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Algorithm 2: searchSimilarGraphs

14

inputs: s’ : QF node in Vg

@ : Query graph
R : Red-flag multiple
C' : Configuration list

output: g, : Matched graph
gm 0, D &'
foreach ¢’ € Q do

M« 0
foreach ¢’ € D), do
if matchNode(q',q', W, C, g,,,) then
Remove ¢ from D),
Rg ={rq | rq € Qr & directedEdges(q')}
foreach r, € R do
Rg ={ry | ry € Gg & directedEdges(q')}
foreach r, € R do

m =matchEdge(ry, 7y, gm)

if m /= null then

L M <—m

7DM<—M

15 return g,,;

62



The procedure uses the same input parameters as the individualSimilarity and invokes Algo-

rithms 3 and 4 to detect suspicious groups.

6.5.3 Implicit individual measure procedure

In practice, there are specific cases where query graphs need to be adaptively and dynamically
modified for complex analysis. In such cases, rather than explicitly defining a query graph via a
label (eg:‘l_query’), only a query focus node is defined and is able to implicitly find the respective
query graph and follow the same similarity measure functionality. In crime analysis, the query
graph needs to be changed frequently in both criminal-based and location-based analysis. Thus,
the implicit similarity measure is used for crime analysis. The procedure parameters are changed
so that crime patterns associated with either a criminal or a location can be searched. We do this

by defining a query focus node. The modified procedure definition appears below.

implicitIndividual Similarity(entity, identi fier, identi fierV alue,
(6.3)
relationshipToF ocus, redFlagMultiple, similarityT hreshold)

Crime pattern analysis offer more flexibility when compared to radicalization detection us-
ing canonical violent extremist patterns as it allows analysts to select or define a particular crime
pattern within the data as a query graph. The procedure searches for the existence of similar
patterns (by criminal or location) throughout the database to identify others perpetrating similar
crimes or locations that witness them. The first three inputs define the root node for analysis.
Entity represents the node label (in this dataset the Location or the Person). Identifier is the prop-
erty of the node to be recognized and identifierValue depicts the particular property value. It is
also essential to provide the relationship type to the crime node represented with the parameter
relationshipToFocus. redFlagMultiple highlights high-risk crimes based on Table 6.3. similari-
tyThreshold serves the same function as before. Criminal-based pattern detection invocation ex-

ample: implicitindividualSimilarity(‘Person’, nhs_no’, ‘444-91-2379°, ‘PARTY_TO’, 1, 0.8)
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{
"nodes": |
{
"label": "Person",
"attrs": []
b
{
"label": "Indicater",
"attrs": ["name"]
}
1
"red flag": {
b
"neighbour relationship type": "ENOWS",
"activity node type": "Indicater",
"identifier type": ""

Figure 6.4: An example configuration list (C)

Crime location-based pattern detection invocation example: implicitindividualSimilarity(‘Location’,

‘postcode’, ‘M5 3SWT’, ‘OCCURRED_AT’, 1, 0.9)

Table 6.4: Important variable descriptions of algorithm 1, 2, 3, & 4

Variable | Description

Gy A set of all matched graphs

C Configuration list

Go Query graph

Sy A set of all query focus nodes in a data graph
s A query focus node in a data graph

Im Matched graph for a given s

Sm Similarity score for a given g,,

Ny, Neighbor query focus nodes for a given s’
Nun Matched neighbor graphs for a given g,,

6.5.4 Individual measure algorithm

Algorithm 1 describes how to find the similarity measure. For better readability of pseudo code
in algorithms, Table 6.4 depicts the descriptions of essential variables. The algorithm first finds

all root user nodes (line 4). Then for each user node, it calls the searchSimilarGraphs function
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(line 6). Neo4j graph database allows adding multiple labels or properties to any node or edge. So,
we maintain a configuration list (C) shown in Fig 6.4, which is unique to a particular data schema
that includes labels and properties of nodes which need to be matched. With the key-value map
structure, the time-complexity of traversing through the C is reduced from O(l..) to O(1) where .
is the size of C. searchSimilarGraphs function calculates the similarity score while searching for
a query graph in a data graph. If the calculated similarity score is larger than or equal to a given
similarityThreshold, that data graph is added to the result set (M).

Algorithm 2 illustrates the process of retrieving similar sub-graphs based on a query focus
node s’. The traversal initiates from the nodes in the query graph (line 2) then match the data
graph’s nodes. The graph matching consists of matchNode (Definition 2) in line 5 and matchEdge
(Definition 3) in line 11 to match nodes and edges respectively. With an edge match, it signifies
that the corresponding end node also matches. Further, the metadata in the configuration list (C)
is utilized to obtain the matching criteria. The algorithm keeps a queue data structure to collect
possible matched data nodes. As explained, the traversal launches based on the query graph (line
2), which is comparatively smaller and avoids redundant traversal in the data graph. An example
execution of the individual similarity for a given query graph and a query focus node is depicted in

Figure 6.5.

6.5.5 Neighborhood measure algorithm

Algorithm 3 explains the proposed neighborhood measure. Lines 1-6 are similar to those in the
similarityMeasure algorithm and the matched graph of the primary query focus node is retrieved. In
line 7, the neighbor nodes related to the primary query focus node are fetched. Then, Algorithm 4
is called to retrieve the matched graphs of neighbors. Algorithm 4 also introduces an aggregating
schema to measure collective indicators exhibited by a person and his associates. Then it performs
the searchSimilarGraphs function (Algorithm 2) for each neighbor to get matched graphs (line 5).
Each neighbor should contribute at least one unique indicator compared to the primary query focus

node for it to be considered as a contributor to the group. If a neighbor shares an indicator with
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Figure 6.5: A sample execution of the individual similarity (IS) and the neighborhood similarity (NS). Top
level represents a node in the data graph [left] and a query graph [right]. The left-side of the chart depicts
the flow of individual similarity (IS) and the right-side depicts the flow of neighborhood similarity (NS). In
individual similarity, it invokes searchSimilarGraphs() function for ‘U;’ query focus node and discovers Io,
S My, I3, and Ps matching nodes respectively. In neighborhood similarity, searchSimilarGraphs() function
is invoked initially to fetch the IS matching graph. Then, searchNeighborNodes() function searches for all
neighbor nodes of ‘U;’. In this case, ‘Us’ and ‘U4’ query focus neighbor nodes are retrieved. Then, search-
NeighborMatchedGraphs() function is called to execute searchSimilarGraphs() function for each query
focus neighbor node while updating collective similarity score.
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the primary node, it is also considered but no value is added to the similarity measure. In this
way Algorithm 3 checks whether each neighbor could be a potential contributor to achieve a set
of indicators in the query graph. The function updateCollectives maintains collective indicators
of a group which is later matched with the query graph. The checkEligibility function checks
the neighbor’s eligibility of being a contributor to the group. Figure 6.5 illustrates an example

execution of the neighborhood similarity for a given query focus node and a query graph.

Algorithm 3: neighborhoodSimilarity
inputs : () : Query label
F': Query focus (QF) label
S : Similarity threshold
R : Red-flag multiple
output: GG : Set of matched graphs
GM — Q)
C < getCon figurationlList
G « getQueryGraph(Q, F)
Sy {s' | s € Vo &matchNode(F,s')}
foreach s’ € Sy do
Gm < searchSimilarGraphs(s’,Gg, R, C)
n, < searchNeighbor Nodes(g,,)
N, — searchNeighbor MatchGraphs(n,, S,Gg, R, C, gm)
G]y[ — Ny

o X NN N Nt R W N -

return G;;

[
=)

6.6 Computational complexity of individual and neighborhood

measure algorithms

We evaluate the time and space complexity of individual measure and neighborhood measure
for worst-case scenarios. In the analysis, we denote the number of nodes (vertices) in query graph
Q by [Vg|, number of nodes (vertices) in data graph G by [V|. We also use Df, and D, to
denote the maximum node degree in the query graph and the maximum node degree in data graph,

respectively, where ¢ denotes the node degree related to the query relationship types with the
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exception of the neighbor (person-to-person) relationships. D7, denotes the maximum neighbor
node degree in the data graph and the number of queryFocus nodes (vertices) in the data graph,

which is denoted |V;%/|.

6.6.1 Time complexity

Algorithm 4: searchNeighborMatchedGraphs
inputs : n,, : Set of Neighbor nodes
G : Query Graph
R : Red-flag multiple
C' : Configuration List
Jm : Matched Graph
S : Similarity Threshold
output: N : Set of matched graphs
1 initialC'Set < updateCollectives(Gg, gm)
2 activityCSet < ()
3 Ng + 0
4 foreach n} € n, do
gm < searchSimilarGraphs(n’;, Gg, R, C)
nodeCSet < updateCollectives(Gg, gm)
if check Eligibility(initialC Set, nodeC Set) then
L activityCSet < applyCollectives(activityCSet, nodeC Set)

NI

NG<_gm

10 if checkSimilairtyScore(activityCSet) > S then
11 L return Ng;

First, we focus on the matchNode function. Based on the matchNode definition (Definition
2), it has a label plus property match where a label and one or a few properties are considered to
be matched. Therefore, matchNode function is considered to have O(1) worst-case time complex-
ity. As explained in Subsection 6.5.4, the matchEdge function includes the matchNode to match
not only the relationship type but also the next node. The relationship type check is a onetime
check that has O(1) worst-case time complexity. Therefore, the worst-case time complexity of the
matchEdge function is O(1). As a graph database related similarity measure, the query graph also

is stored inside the database with a different node label (Q);). In Algorithm 1, the query graph is
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fetched initially. Since, the label information is implicitly available in the Neo4;j database, filtering
operation with respect to node labels can be considered as O(1) (Asiler & Yazici, 2017). Then, we
fetch all the queryFocus nodes, the worst-case time complexity of filtering all gueryFocus nodes is
taken as O(1) with the same performance in a graph database. Then, the searchSimilarityGraphs
(Algorithm 2) is invoked for each gueryFocus label. It traverses through all the query nodes and
maximally D, will take |V| number of nodes to traverse in the exact match case. The query
and data relationship type match is an iterative process that gives the worst-case time complexity
O(]DqQ x DY,). Then, we can claim the worst-case complexity of the similarity measure algorithm
(explained in Algorithm 1 and 2) is O(|V¥| x |Vp| x DE x DE).

The neighborhood measure explained in Subsection 6.5.5 searches for groups of individu-
als who collectively satisfy the query graph (). For a particular queryFocus node, it takes the
neighbor(person-to-person) nodes and executes the searchSimilarityGraphs function (Algorithm 2)
for each neighbor. Then, the array that tracks the collective exhibition of activities is updated,
which can be considered as a linear operation. Therefore, the worst-case complexity of the neigh-

borhood measure algorithm (explained in Algorithm 3 and 4) is O(|VZ | x [V | x DE, x D x D).

6.6.2 Space complexity

The query graph (Q) is also formed inside the Neo4j database with an additional node label
(eg: Query). In both similarity and neighborhood measures, the query graph is retrieved initially
with O(|Vg|) auxiliary space complexity. The configuration list (C) is also fetched but can be
considered as negligible space usage compared to the graph data storage. Then, all queryFocus
nodes in the data graphs are fetched are stored with O(|VG‘1f |) auxiliary space complexity. For the
each queryFocus node, at most |V | (in the exact match case) nodes are stored in the searchSimi-
larGraphs function call. In each call, the values of the collective array are updated but size of the ar-
ray remains a constant, which is linear, and exhibits negligible space complexity. So, we can claim

the worst-case space complexity of the similarity measure is O(|Vo|(1 + [V ])). In the neighbor-

69



Table 6.5: Characteristics of radicalization datasets

Dataset DS 1 DS 2 DS 3 DS 4

No of persons 100 1000 10000 100000
No of nodes 979 9627 96590 966572
No of edges 909 8178 78590 784053

hood measure, the matched nodes of neighbors are also stored additionally. In this case, the worst-

case space complexity of the neighborhood measure can be claimed as O(|V|(1 4 [V | x D).

6.7 Experimental evaluation

We conducted similarity measure experiments for different graph database setups for indi-
vidualSimilarity, neighborhoodSimilarity and implicitIndividualSimilarity procedures in PINGS
library. We evaluated the query performance, including in-memory database cache impact, for

different sized radicalization datasets.

6.7.1 Analysis of radicalization data

Figure 6.6a shows the results for exact pattern match (similarityThreshold=1 & redFlagMulti-
ple=1) when executed on the query graph in Figure 6.3. As we explained in Section 6.5, the query
graph is also defined inside the graph database using a distinct node label. In these custom Neo4;
procedures, the query graph is stored within the database with a different node label. Figure 6.6a
shows that users ‘U57’ (shown on the left) and ‘U36° (shown on the right) are responses to exact
matches for the query graph. This is an exact match on the prioritized indicators only. The other
indicators, such as the number of social media posts or the number of social media accounts may
differ.

Examples of inexact match results are shown in Figure 6.6b when the similarityThreshold is
0.7 and redFlagMultiple is 1. Users ‘U52’ and ‘U83° have demonstrated 5 (out of 6) indicators and
they have used social media accounts to disseminate contents indicating or aimed at radicalization.
Note that, we are able to detect look-alike suspicious behaviors which do not exactly match a given

query graph.
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(c) Neighborhood measure: Inexact match with simi-
larity threshold 0.8

Figure 6.6: Individual and neighborhood measure for Radicalization Data (RD)
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(b) Inexact (similarly threshold = 0.8) patient admission patterns with specific ICU type and a prescription

Figure 6.7: Individual measure for Mimic Data (MD)

An exact match result of neighborhoodSimilarity identifies a group that collectively exhibits
all the indicators in the query graph and marks it as suspicious for further investigation by law-
enforcement. The customized Neo4j procedure also allows investigators to find suspicious groups
that are not exact matches with the query graph by reducing the similarityThreshold. Figure 6.6¢
interprets an inexact match result (the social media details were truncated for easier visualization).
All four individuals who know each other demonstrated suspicious activities: three have indicated
‘Received training’, ‘Purchase weapons’ and ‘Suspicious travel’. It points to a group that must be

investigated.
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(a) Query graph for location (b) Exact crime patterns by location based on the query

‘OL10 2] graph

(¢) Query graph for person (d) Inexact (similarity threshold = 0.7) crime patterns by person
‘Brian’

Figure 6.8: Individual and neighborhood measure for Crime Data (CD)

6.7.2 Patient’s ICU stays data analysis

Figure 6.7a depicts a patients query graph. It consists of an ‘EMERGENCY’ admission, an
ICU stay in ‘MICU’ type, and a prescription of ‘Warfarin’. Therefore, with this query graph, we
are looking for patients admitted to the ‘EMERGENCY"’ section, then sent to the ‘MICU’, and
prescribed ‘Warfarin’. Figure 6.7b shows two of the inexact patterns (when similarity threshold
= 0.8) that patients admitted the the ‘EMERGENCY" section, then maybe stayed in ‘MICU’ and
prescribed the drug *Warfarin’ in any of the admission. The patient having ID: 711 has five hospital

admissions, and three times (out of 5 admissions), he/she was admitted to the "MICU’. The drug
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Figure 6.9: An identified drug network using neighborhood measure (CD)

"Warfarin’ was prescribed twice when was in the "MICU’ (within one admission) and five times
when was not in the "MICU’ (within one admission). Likewise, we can discuss the pattern of the
patient (id = 249) who has three hospital admissions. These queries help to analyze the side effects

of certain medications and patients’ patterns of certain diseases.

6.7.3 Crime location and criminal analysis

Figure 6.8a shows the crime pattern for a location (postcode — ‘OL10 2JL) that was retrieved
as the query graph it consists of three ‘Violence and sexual offenses’ crimes and one ‘Criminal
damage and arson’ crime. The bottom graph in Figure 6.8b shows some of the exact patterns for
other locations based on the query graph. Figure 6.8c depicts the crime pattern of a criminal called
‘Brian’, which consists of 3 drug crimes and 1 vehicle crime. In response to a query based on a
person’s identifier, it shows his crime details and presents the crime pattern via the implicitIndivid-
ualSimilarity. Figure 6.8d shows the results when the similarity threshold is reduced to 0.7. The
crime patterns of ‘Alan’, ‘Kathleen’, and ‘Diana’ are fetched as fairly similar crime patterns to that
of ‘Brian’. The database is also capable of fetching their relationship (if one exists) and identify

whether they know each other. Such querying capability is highly important to investigators: iden-
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Table 6.6: Query time of radicalization datasets without database caching. All queries are invoked for the
first time (1st run) in a database instance. ,u{ls and ,uév S denote the mean query time (ms) of Individual
Similarity (IS) and Neighborhood Similarity (NS). 055 and aév S denote the standard deviation of the query
time (ms) of Individual Similarity (IS) and Neighborhood Similarity (NS).

Dataset Similarity ,ués ,uflv S aés O‘év S
Threshold
DS_1 0.6 244.4 343.7 30.5 20.0
0.8 211.3 348.1 20.4 35.1
1 2114 348.8 26.5 349
DS_2 0.6 489.2 995.5 43.0 85.4
0.8 462.3 1020.8 219 88.9
1 473.2 905.1 66.4 52.8
DS_3 0.6 23529 5178.4 140.3 342.2
0.8 21734 5166.0 107.5 319.2
1 2191.0 5084.1 110.4 227.3
DS_4 0.6 28201.6 65958.0 2160.8 4501.1
0.8 21170.0 55797.3 863.3 2333.2
1 20886.6 49719.2 1342.5 4241.0

tifying others with similar crime patterns or those who have similar modus operandi, and identify

connections among the criminals.

Example: Detecting drug networks

We next illustrate how the neighborhood measure helps in discovering group involvement in
crimes. There are 2 charge types for drugs crimes, namely ‘Possession of drugs’ & ‘Possession of
drugs with intent to supply’. The query graph in this case contains different drug charge types and
only ‘drugs’ as the crime type. Brian’s three crimes (Figure 6.9) are drug related and charge type is
‘Possession of Drugs’. He has family relationship with Jack; Jack was charged for both ‘Possession
of drugs’ and ‘Possession of drugs with intent to supply’ and was found with ‘packaged & loose
cannabis’. Therefore, Jack may be flagged for investigation as a potential cannabis supplier for
Brian. Furthermore, Jack was caught twice with cannabis in a certain location (‘M33 SHG’) and

investigators can focus on offenders associated with that location to trace the drug network.
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Table 6.7: Query time of radicalization datasets with database caching, 2,3,4, and 5 denote the consecutive
runs of the same query. The details of the 1st run (without caching) are depicted in Table 6.6. ,uCIIS and ,uflv S
denote the mean query time (ms) of Individual Similarity (IS) and Neighborhood Similarity (NS). aés and
aév S denote the standard deviation of the query time (ms) of Individual Similarity (IS) and Neighborhood
Similarity (NS).

2 3
Dataset| Similarity M(IIS ,uévs O'és aévs ués uévs aés O'E]IVS
Thresh.
DS_1 | 0.6 55.9 124.0 12.8 15.0 41.1 101.0 4.4 22.3
0.8 474 121.9 3.2 13.7 40.4 115.7 3.8 13.7
1 50.0 123.8 5.0 15.4 44.5 107.8 7.5 15.1
DS_2 | 0.6 226.0 602.5 20.2 27.0 199.2 536.0 13.6 34.5
0.8 227.2 592.5 12.6 36.1 180.9 544.5 21.9 39.5
1 230.8 571.7 19.4 32.1 170.0 526.7 13.5 374
DS_3 | 0.6 1809.2 | 4668.9 | 132.3 306.4 1725.0 | 4397.6 | 196.0 284.9
0.8 1677.0 | 45852 | 121.3 3534 1628.2 | 44947 | 81.0 362.0
1 1687.6 | 4409.6 | 120.2 335.1 1620.3 | 42754 | 107.8 376.1
DS_4 | 0.6 28478.4 | 68780.7 | 1493.5 | 1775.4 | 28689.8 | 67533.0 | 1522.5 | 3252.5
0.8 21563.6 | 57595.3 | 542.2 1641.5 | 21475.8 | 53957.7 | 807.2 2409.4
1 20485.6 | 50618.0 | 1382.0 | 4795..0 | 20347.0 | 48364.4 | 1297.6 | 6312.0
4 5
Dataset| Similarity ués ,uf]VS aé—s O'év g ués uév N O'é.S O'év S
Thresh.
DS_1 | 0.6 29.6 113.5 4.3 23.0 26.7 78.9 2.9 10.7
0.8 25.8 111.8 4.1 19.4 22.2 80.2 0.8 13.3
1 25.2 98.3 3.6 15.8 22 80.9 2.0 16.9
DS_2 | 0.6 207.5 528.8 20.3 27.1 190.9 543.1 23.2 33.8
0.8 194.5 530.0 22.5 39.5 175.9 516.9 22.6 40.9
1 177.4 527.1 16.4 39.5 157.9 518.9 12.4 36.8
DS_3 | 0.6 1666.7 | 4403.2 | 143.1 284.9 1650.7 | 4375.6 | 127.1 306.3
0.8 15749 | 4471.8 | 754 304.6 1532.7 | 4426.0 | 81.1 379.3
1 1617.6 | 4297.6 | 104.5 368.25 | 1579.2 | 42039 | 97.3 343.5
DS_4 | 0.6 28705.6 | 67582.3 | 1245.8 | 3170.9 | 28854.0 | 67020.7 | 1589.2 | 3543.3
0.8 213954 | 54780.3 | 780.9 4687.8 | 21219.0 | 54492.0 | 902.3 1676.5
1 20385.8 | 48582.2 | 1659.2 | 6475.7 | 20848.0 | 48744.0 | 907.8 5794.8
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6.7.4 Query performance tests

The query performance experiments of the PINGS library determine the efficiency and perfor-
mance capabilities via graph databases w.r.t. the previous investigative searches (B. W. Hung et
al., 2018; B. W. Hung, Jayasumana, & Bandara, 2019). We ran query performance tests on Neo4;j
graph databases for radicalization data and also inspected the cache performance of databases by
different sizes of the datasets. The query graph shown in Figure 6.3 is utilized in all tests, which
enables the comparison among datasets. We used a machine with Intel Xeon(R) 3.30GHz CPU and
64GB RAM. We generated radicalization datasets of varying sizes using our data simulator. The
graph density is maintained in each case where averaged 3 indicators per persons. Table 6.5 shows
the radicalization datasets details. 11/ and ;)'® denote the mean query time of Individual Similar-
ity (1S) and Neighborhood Similarity (NS) respectively. aés and aév 9 denote the standard deviation
of the query time of Individual Similarity (IS) and Neighborhood Similarity (NS) respectively. We
consider three exact match (similarityThreshold - 1) and two inexact match (similarityThreshold
— 0.6 and 0.8) scenarios. Table 6.6 shows the query time without utilizing the database cache as
a procedure is executed for the first time in a database instance. Figure 6.10 depicts the mean
query time of radicalization datasets in the 1st run without making use of the database cache. neig-
borhoodSimilarity searches for all possible group combinations and hence takes more time than
individualSimilarity which just evaluates individuals. When the dataset size increases, the query
time difference between the exact and inexact matches also increases. This is expected as the num-
ber of group combinations to inspect in the neigborhoodSimilarity increases significantly with the
increase in the number of persons and their relationships.

Table 6.7 shows the mean query time with the database cache in consecutive runs (up to 5) of
the individualSimilarity and neigborhoodSimilarity. Figure 6.11 illustrates the mean query time
with the database cache over query runs for each dataset. Database caching is one of the key fea-
tures in any type of database to improve the query performance. In-memory data caching can be
one of the most effective strategies for improving the overall application performance and reducing

your database costs (Amazon Web Services (AWS), 2020). As depicted in Figure 6.10, the 1st run
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Figure 6.10: Mean query time (ms) vs. no of persons involved in a dataset (Table 6.5) for the 1Ist run

(without database cache).
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Figure 6.11: Mean query time (ms) vs. number of consecutive query runs (with the database cache) for
each dataset. The details of the datasets are shown in Table 6.5. DS_1 [upper left], DS_2 [upper right] DS_3
[bottom left], and, DS_4 [bottom right].

represents the query time without caching, when the query is requested for the first time after a

database instance has started. For the next runs, we can see a significant query performance as

many of the frequently fetched data stores in the in-memory cache. For example, inexact matching
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(similarityThreshold=0.8) for DS_1 took 211.3s without database caching (Table 6.6), while the
initial run with database caching only took 47.4s to complete the same query (Table 6.7). Over
the dataset sizes, the cache performance reduces due to the limitation of the size of the in-memory
cache. However, many databases allow users to adjust the cache size, and Neo4j too provides
flexibility to change the size of the in-memory cache which enables the maximum query optimiza-
tion (Neo4j.com, 2020b). Figure 6.11 depicts that the smallest dataset (DS_1) preformed well
with the database cache and also the standard deviation is generally reduced over database runs
(Table 6.7), indicates the stability that provided by database cache. Thus, graph databases enhance
the query capabilities and the performance of investigative searches by adding database features.

Exploration and mining of behavioral data patterns in large datasets in the form of networks
or graphs that are continually evolving is an important task in many problem domains. The data
sets are incomplete and contains massive amounts of non-related information, making querying
further complicated. We propose a solution based on graph databases and inexact pattern matching
for investigative pattern detection. Our enhanced solution also includes a novel similarity measure
for optimized node and edge matching with bidirectional query graphs. The proposed technique
facilitates retrieval of individuals and groups of interest based on the similarity to a complex query
pattern. The mechanisms developed are made available in the form of an open-source library of
routines, PINGS (Procedures for Investigative Graph Search), implemented as several custom pro-
cedures for Neo4j (Computer Network Research Laboratory (CNRL), Colorado State University,
2022g).

Synthetically generated radicalization datasets of different sizes and a real crime dataset were
imported as graph databases and used to validate and evaluate the performance of the investigative
pattern detection procedures. Results demonstrate the capabilities of the proposed technique and
the inexact similarity scoring mechanism to discover potential individuals, groups, and patterns
of interest. The impact of Neo4j database caching technique to enhance the query performance,

which is crucial in investigations that typically involve iterative querying by a human in the loop
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to narrow down the solution space, was depicted by invoking custom queries multiple times in a
database instance.

The following section discusses the further enhancements to the PINGS library that utilize the
timestamps to weight sequences of events based on their recency and repeated occurrences of the
same indicators. Such weighting and compensation mechanisms allow investigators to customize

their queries more accurately and flexibly based on the needs.

6.8 Approaches to enhance investigative graph search

In investigative domains, evaluating the relevant temporal data is time-critical to detect recent
advancements of specific trends required to take immediate actions. In the radicalization context,
some individuals and groups may be active in irregular time intervals. Therefore, the time-based
evaluation leads to prevent any threats proactively and efficiently. In the data extraction, most of
the behavioral indicators attached to a timestamp that describes the time of occurrence of particular
event. In this version, We utilize that temporal information to enhance graph search algorithms.

Furthermore, an individual may exhibit a behavioral indicator multiple times. In such cases, the
algorithm has to tailor that significance over the multiple occurrences. However, after some point,
the significance has to be saturated because we already captured the contribution of that particular
behavioral indicator, and also we look for the collective measure over different indicators based
on a given query graph. Therefore, having multiple occurrences of indicators need to be precisely

handled in investigative domains.

at — b
c

h(t,a,b,c) = %(1 ~tanh(M =0y 6.4)

gz, d)=1—e* (6.5)

This enhanced version of the PINGS library introduced two different functions to manipu-

late timestamps and multi-occurrences. The primary idea was captured from the initial work
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Figure 6.12: Functions to evaluate the recency and multi-occurrences

in (B. W. Hung, Jayasumana, & Bandara, 2019). Figure 6.12a depicts an example Sigmoid function
in Eq. 6.4, we used to weigh the timestamps. The Sigmoid function fits well in this case because
it initially maintains the highest weight to a notable time-period and exponentially reduces the
weight over time. By altering three input parameters of the Sigmoid function, we can use various
shapes that fit the different datasets and requirements. Figure 6.12b shows an example exponential
function in Eq. 6.5 that we used to capture the number of occurrences. This type of exponential
function produces the required functionality in investigative domains. When the number of oc-
currences increases, the significance (weight) of the particular indicator also exponentially rises.
However, after a certain number of occurrences, the weight saturated, which means the measure
already captures that indicator’s significance maximumly. According to the need, we can change
the input parameters of the function to obtain various shapes that differ the saturation point.

With the addition of these two functions, the input parameters of procedures have become com-
plicated. We realized that many of the parameter values are data-specific and no need to change
frequently. Therefore, we added all the parameters except the similarity threshold to the configu-
ration list. Figure 6.13 depicts a configuration file with all the elements. In funcionalParameters is

a 4-elements of array that consists of [a, b, ¢, d] input parameters in Eq. 6.4 and 6.5.
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}

"nodes": [

{

"label™: "Person",
Pattrs™: [1]
e
{
miabel™: "Indicator"™,
Pattrs™: ["name™]
}
1,
"relationships™: [

{
"fromNode™: "Person",
"toNode™: "Indicator"®™,
"gueryRelType™:"EXIBHITS",
"dataRelTypes™: ["EXIBHITS"]
}
1,
"queryLabelName™: "Query”™,
"queryFocusLabelName™: "Person™,
"indicatorLabelNames™: ["Indicator"],
"functionParameters™: [0.4, "
"timestampRelationshipTypes™: [
{
"relType™: "EXIBHITS",
"relAtrrName™: "date"
}
1,
"timestampFormat™: "mm/dd/vvvy"™,
"latestTimestamp™: "01/01/202Q",

"recentnessYearRange™:

Western Jihadism Project (WJP) graph database.
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Figure 6.13: An example configuration list in PINGS v2.0

In this version, we additionally appended the metadata for relationship types. fromNode and
toNode defines the expected label types with the direction. In some datasets, multiple relationship
types between two specific nodes need to be matched. However, a query graph defines a single
relationship type. In such cases, queryRelType denotes the relationship types in the query graph
and dataRelTypes can have all the relationship types in the data graph required to match. Like
already mentioned, the timestamp was attached as a property to a relevant relationship type. times-
tampRelationshipTypes defines all the relationship types along with the relevant property name
(relAtrrName). Timestamp format can be defined as well. latestTimestamp is the reference times-
tamp to calculate the score of a given query graph. recentnessYearRange defines the length of the
x-axis in Figure 6.12a. Therefore, the configuration files consist of all the dataset-specific details

to execute the enhanced PINGS library. Figure 6.14 depicts a configuration list utilized for the



i
"nodes*: |
L

"label®: “Persca”,

"attra®: [},

*inBxact®: true

b
{

“label®: “Indicator®,

*attrs®: [“name*],

*isExact”: false

s
{

*labal®: "Organization®,

“attra®: ["org_name"],

*isExact®: true

}
1.
"relationshipa®: [
L

"{romiode™: “Person”,

"tollode”: *Indicator”,

"queryRelType”: "EXHIBITS",

"dataRelTypes™: ["EXHIBITS"]

bs
{

*froalode™: "Person”,

"todode”: *Organization”,

*queryRelType™: "MEMMER OF*,

"dataRelTypes®: [“LIVED IN®, "RECRUITMENT FOR", “MEMSER OF", “VISITOR OF°, "EMFLOWEE OF°, "ATTENDANCE EVENT",
*OWNER _OF ", "APPEARS_IN", *SPIRITUAL LEADER OF*,"ASSOCIATE®, "SUPFORTER OF ', "FIMANCIAL LOGCISTICAL SUPPORTER OF*,
“OOCEDINATOR _OF~, "LEADER OF*, "COMMUNICATION", “FOUNDER OF°]

}
1
"neighborfielationshipa®: |
i

*fromliode®: "Person®,

"tolode™: "Peraan”,

“queryRalType*null,

“dataRelTypes”™: |“ADNT UNCLE OFr-", COUSIN OF, "VISITOR_OF®, "ASSOCTIATE OF*, "TRANSACYION®, "COLLEAGDE OF
"EMPLOYER OF*, "SPOUSE_OF", "FINANCIAL LOGISTICAL SUPPORTER OF","CODRDINATUR OF~, "CHILDHOOD FRIESD OFF,
"SOCTAL MEDTA_CONTACT™, "KIN_OF”, "TRAVEL", "HOUSEMATE_OF", "MEZTING®, "SIBLING OF", "RECROUITER OF", "IN _LAW OFT,
"FANENT OF", SPIRITUAL LEADER OF*, "SOCTAL MEDIA FOLLOWER", *TEACEER OF*,"SHASED PLOT®,"LEADER CF°,
*COMMUNTCATION" , *FRIEND OF*] - - - - '

}
1
"queryLabelName™ : "Query”,
"queryFocusiabellane™: "Parson”,
*indicatorlabelMames”: [*Indicator®],
“functiconParametors®: [0.4, 2, 0.6, 0.%],
"timestampBelationshipTypes™: |

I

*relType”: "EXEIRITS®,

"relAtrriame”: “date”
]
1.
"timestamplormat™: “s/ad/yryr”,
"latestTimestamp™: *01/01/2020"
i

Figure 6.14: An example configuration list for WJP graph database

With all these modifications to the configuration list, the input parameters in Neo4;j procedures

were simplified. In this version of the PINGS library, similarityThreshold is the only input pa-

rameter in the procedures, which is expected to change continually. Therefore, the procedures in

PINGS v2.0 were designed as follows.

individual M easure(similarityThreshold)
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neighborhood M easure(similarityT hreshold) (6.7)

6.9 Rel2Neo: Relational to Neo4j graph database conversion

With the rapid improvement of data collection technologies and social networks, highly linked,
rich-informative data is widely available. However, the graph databases have been evolved very
recently, and much of the information is still stored in relational databases. As explained in Sec-
tion 6.4 graph databases were designed to treat the relationships between data as equally important
as the data itself. Therefore, storing highly-linked data in graph databases can be significantly
beneficial for efficient data querying and analyzing various insightful data patterns. Nevertheless,
there is no appropriate tool or software to convert a relational database to a graph database to the
best of our knowledge.

Therefore, we implemented a Python library to efficiently convert a relational database to a
graph database (called ‘Rel2Neo’), which was made available as an open-source library under
GPL-3.0 License (Computer Network Research Laboratory (CNRL), Colorado State University,
2022i). Initially, we developed the library to convert the Western Jihadism Project (WJP) SQL-
based relational database into a graph database in Neo4j in order to explore the power of graph
data science in driving new radicalization insights. In the implementation, we verify the library
was written in a standard structure where applicable to any relational database for conversion in a
controllable way. The current version of the library supports the CSV file format, which is widely
available in various relational databases and graph databases. Figure 6.15 depicts for the process
for transforming the relational database to the graph database.

Initially, we import all the tables as separate CSV files. Then, we have to write a configuration
file in JSON format to describe the conversion programmatically. Figure 6.16 depicts an example
file snippet of a configuration file. The file allows the full capability to generate the required
graph structure and customizable based on the user requirement. It allows defining the nodes and

edges as needed and controlling the attributes and the datatypes of attributes. The foreign keys are
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Figure 6.15: Relational to graph database conversion (Rel2Neo) pipeline

implicitly considered to implement relationships to the graph database. The configuration file also

allows defining the direction of the relationship type.

fifila nama": "person.osv',
'file alias®: "",
"name": "Person”,
"isNede": trus,
indexes": E-'F_h—.r.‘hll'\_ idm],
"data types™: [
[*int": ["person id", "legacy id","legacy id nmm", "year first terror le contact®,
'year born",*year radicalization","year death"]},
["float": []}
1.
"skips": ["ethnicity id", "radicalization reason id"],
"“foreign keys": [
{
"id": ["country id", "ocountry id"],
"from id":["person id", "perscm 1d"],
"from table":"Person",
"to_table":"Country"®,
"data type":"int",
"name’ : ["COTNTRY OF RESIDENCE", false],
"ateets |1

Figure 6.16: An example code snippet of the configuration file for database conversion in Rel2Neo

After the implementation of the configuration file, the ‘Rel2Neo’ library is capable of generat-
ing CSV files for both nodes and relationships and the insert queries to the Neo4j graph database.
If we define indexes (attributes have unique values) in the configuration file, the library will also
generate the index insert queries in the same query file. Then the generated CSV files via the li-

brary are placed in the ‘import’ folder of the graph database. We have implemented a Python script
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to execute all the generated quires sequentially. With just one click of execution, the WJP graph
database is established. The graph schema of the WJP database is shown in Figure 12. Further,
the database conversion library can convert any relational database to a graph database in a fully

controllable way.

z
@ r > " Irielicatar

Figure 6.17: Graph schema for the Western Jihadism Project (WJP) graph database

We continued to assess the myriad of analysis and visualization opportunities in the Neo4;j
environment that would be helpful for social scientist researchers and law enforcement analysts.
We implemented a simple web application with the Leaflet library (Agafonkin, 2020) as a way to
geospatially display persons from the WJP database onto a map using their city of west residence,
hometown, and city of death. Figure 6.18 and 6.19 illustrate the screenshots of the web application
for WJP individual’s city of west residences and hometowns, respectively. The size of the circles

(colored in red) is proportional to the density of the particular location.
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Figure 6.19: Map of WJP individuals showing their hometown
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Chapter 7
A comparative study of complex data object
generation with likelihood and deep generative

approaches

7.1 Introduction

Machine learning techniques have emerged that rely on large sets of well-defined and format-
ted data for automated learning. Such techniques are widely used for applications ranging from
commerce (Lee & Shin, 2020) to computer security (Handa, Sharma, & Shukla, 2019). Essential
for these techniques are collections of data and data sets, both public and proprietary. Thus, mining
of data such as those associated with social networks, online purchases, and personal interactions
have become increasingly important. However, compilation of formatted and consistent data sets
is often not possible in fields such as social sciences, criminology, and public health. In contrast,
with conventional ML applications such as image classification and face recognition, the data sets
typically have a well-defined form with all the values (e.g., set of pixels in the image) available at
least with training data. However, our focus here is those applications where some data points are
unavailable even within smaller data sets, either because they were not measured, not known, do
not exist, or simply are not applicable. In this work, such datasets are defined as Unconventional
Data Sets (UDS).

UDS are common in domains such as social, political, and health sciences. Certain data sets
(e.g., (Klausen et al., 2020)) are collected from public information sources such as court documents
and newspapers, which contain only the information discovered by reporters or law enforcement,
but they are not guaranteed to be complete. The absence of value of a behavioral indicator for
a person, e.g., date of marriage, does not rule in or out the existence of the indicator but only

that it is not known (B. W. Hung et al., 2018; Muramudalige et al., 2019). Demographic data
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NA 25.86 | 9.44 | 56.27 NA NA

Figure 7.1: An example social, behavioral data network. Initially, each entity (blue nodes) are mapped to
star data objects. Then, the hierarchical structure are mapped based on the adjacency matrix in the right-side

sets often contain information gathered from different surveys that may contain overlapping and
non-overlapping queries resulting in inconsistencies and missing data. While datacentric research
relying on the availability of heterogeneous and complex formatted data forms the backbone of
many research domains, there are many impediments to applying such techniques in other domains
where UDS are the norm.

Further, Unconventional Data Sets (UDS) such as social, behavioral networks can also be in-
terpreted as a collection of complex data objects belonging to classes of data objects such as im-
ages, trees, and graphs. A major challenge of this representation is that the data often naturally
lie in non-Euclidean spaces (H. Wang, Marron, et al., 2007). This has given rise to several ap-
proaches for object oriented data analysis to perform statistical analysis of populations of complex
objects (H. Wang et al., 2007; Aydin et al., 2012; Sienkiewicz, Wang, et al., 2018). In social
and behavioral data, e.g., in Figure 7.1, the simplest form of the objects are star networks, which
depicts a set of activities/indicators (leaves) connects for an entity (root).

A related problem in these domains of interest to us is the need to generate synthetic data that
mimics the existing data, e.g., to meet privacy/confidentiality constraints, to increase the volume of
data or to obtain data sets with consistent records. A few instances where synthetic data sets play

a significant role are outlined next. Use of personal information is subject to severe restrictions
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related to the privacy and confidentiality of data that often prevents sharing and even publication
of results. Here, synthetic data can capture the underlying structure of data while preserving the
privacy of the sources. A second scenario is when the amount of data available is inherently limited
and/or some data fields unavailable due to collection challenges. In radicalization profile analysis,
e.g., social scientists rely on text sources such as official press releases, court documents, trusted
news sources, and verified social media accounts of extremists. The researchers read and inspect
related text documents and then manually label the behavioral indicators present (a process known
as ‘coding’). Not only is the number of potential documented cases very limited, but the cost and
effort to create appropriate records is quite high, resulting in small datasets. Furthermore, some
data fields are unavailable due to the fact that different records are gathered from different forms of
documents and different sources, resulting in UDS. A consequence of such small and UDS is that
it limits the ability to use state-of-the-art techniques such as ML (Hung et al., 2019; Gianfrancesco,
Tamang, Yazdany, & Schmajuk, 2018) for detection and profiling. Further, it drastically limits the
amount of material available to train individuals to carry out coding. There is thus a critical need
for techniques to capture and learn the data distribution from small and/or unconventional sets of
data and synthesize larger and/or specialized data sets as needed.

In this work, we make two major contributions. First is a feature mapping technique to statisti-
cally model UDS as complex data objects. Here, we focus on UDS that are small and sparse with
a considerable number of unavailable entries. The proposed feature mapping technique shows the
ability to overcome data-specific challenges with UDS such as unavailable entries thus facilitating
the use of an array of ML algorithms. We illustrate its broad applicability using UDS in radical-
ization, programmer performance, and medical records. Second contribution of this research is the
generation of synthetic data from UDS. The proposed feature mapping technique is applied with
two likelihood methods and a deep generative method for different data objects and compare their
performance. As likelihood methods, we use Gaussian and regular-vine copulas. We use an Ad-
versarial Autoencoder (AAE) (Makhzani et al., 2015) as the deep generative approach because of

its fluency in generating high-fidelity and discrete distributions (Shirazi et al., 2020). A simulation
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4.56 7.75 NA 27.85 | 15.63 NA 6.56 8.65 | 45.78 NA 23.90 NA

2343 | NA | 4245 NA NA | 34.43 NA NA | 3477 | 5493 | NA | 4565

NA | 3454|9022 | NA | 4367 | 52.88 Data Generation Techniques 66.78 | 2356 | NA |[32.77 | 87.22 | NA

U
89.94 | 76.89 | 56.41 | 88.65 | 34.58 NA X Y 56.44 | 88.59 NA 79.76 | 44.76 | 77.22

Option 1 - Copula approach

NA | 27.44 | NA | 4453 | NA | 3455 2207 | NA | 3854 [ NA NA | 4478

NA 61.55 | 12.76 NA 72.88 NA
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Encoder
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Decoder
>

12.34 | NA [ 2318 | NA | 3458 | 49.32 Option 2 - Adversarial approach

NA 4.43 NA 9.34 | 25.22 NA 6.77 3.45 NA 5.87 NA 10.32

Figure 7.2: Data generation pipeline for sparse and inconsistent key-value datasets.

and three real-world datasets verify the efficiency and robustness of each generative approach over
different data unavailable rates in UDS. We also apply the same techniques to generate hierarchical
structure of a given network where allows handling complex network topologies. The impact of
this work facilitates larger datasets for use cases in diversified domain by synthesizing UDS using
the proposed feature mapping technique. Our work further ensures some degree of privacy because

the synthesized UDS are different and novel while following the underlying actual distributions.

7.2 Data representation

In the following, we present the details of the three real UDS used for experiments and discuss

the applicability with data representation in Figure 7.1.

7.2.1 Datasets

Radicalization dataset. The Western Jihadism Database (Klausen et al., 2020) has almost all
the incidents of terrorist actions committed in western countries including timestamps and yet it
does not consist of unconfirmed or undiscovered activities that yield a sparse dataset. Data col-
lected from public sources including court documents, analyst reports, and newspapers, may be
incomplete, which leads to an unconventional dataset. In this work, we use 135 detailed pathways
of home-grown jihadists (Klausen, Libretti, et al., 2018) extracted from radicalization trajecto-
ries of 335 known American jihadists (Klausen et al., 2016) over 24 behavioral indicators. Data
representation as shown in Figure 7.1, blue nodes denote extremists, and leaf nodes depict respec-

tive behavioral indicators connected to extremists. Different colors in leaf nodes represent various
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behavioral indicator types, while node values indicate a value corresponding to the particular indi-
cator’s time of occurrence. The connections between blue nodes illustrate the relationships among
extremists.

Stack overflow dataset. Stack Overflow® is a question answering website which attains badges
to encourage user engagement and guide behaviors. We used publicly available archived dataset’
related to data science. Since this is a class of behavioral pattern data, not all the badges are gained
by each user. Therefore, the dataset is intrinsically unconventional, and we extracted 285 records
across 32 badges from the actual dataset. By mapping to the data representation in Figure 7.1,
each blue node representing a user and different badge types denotes the colored leaf nodes. The
numerical values in leaf nodes represent a value related to the badge accomplished time. Links be-
tween blue nodes indicate relationships among users characterized based on similar user attributes
(e.g., age range, profession, etc.).

Mimic ITI dataset. MIMIC III medical dataset (Johnson et al., 2016) is a large, freely available
database of clinical visit records of Intensive Care Unit (ICU) patients between 2001 and 2012. In
this research, we use SERVICES data table'? that describes services that patients were admitted
under. We extracted 500 patient records across 6 different service types. Even though there are
6 service types, patients may not take all of them, leading to an unconventional dataset. With the
given data representation in Figure 7.1, blue nodes represents the patients and leaf nodes denote
service types. Connection between blue nodes illustrate the different relationships among patients.

Figure 7.1 depicts a general snapshot of social or behavioral data (a type of UDS). Blue nodes
represent entities, e.g., persons or any other objects. Other nodes (leaf nodes) connected to entities
denote a related type or a category or a key. Different types are depicted with different colors as
shown in Figure 7.1. Leaf nodes also have a numerical value related to a given type (key) in the

data. Therefore, a leaf node consists with a key and a numerical value that enables to map the

8https://stackoverflow.com/
“https://archive.org/download/stackexchange

1Ohttps://mimic.physionet.org/mimictables/services/
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data in a leaf node as a key-value pair. However, there may be hierarchical topological structures
in the networks that connect nodes together (dashed lines in Figure 7.1) as explained in previous
data sets. In this work, we particularly interest the data in leaf nodes that consist of both key
and a numerical value. Therefore, we consider each entity independently where the simplest form
of the object is a star network and descriptively explains in Subsection 7.3. Later, we consider
hierarchical typologies and apply same data generation techniques to generate hierarchical data.
We discuss the relevant experiments and results in Subsection 7.5.1.

As aforementioned, these types of data are inherently unconventional, because each entity
does not contain all the available keys as shown in tables in Figure 7.1 for each star network. The
unavailable keys are denoted as "NA’. Therefore, mapping data to key-value pairs is not straight-
forward and need the maintain the information of availability of each key. The data modeling
comprehensively discussed in Subsection 7.3. We simulate the proposed approach in Section 7.4

and further validate through 3 real-world UDS in Subsection 7.5.

7.3 Statistical modeling

7.3.1 Complex data objects

The key-value pair (KVP) data structure is a commonplace in well-formed and complete datasets
as explained in Section 7.1. However, in many practical scenarios, the data is unconventional due
to diverse reasons that provide sparsity and inconsistency towards data modeling. In complex
object modeling, KVP data structure still beneficial to define the datasets for precise analysis.

Generally, a key-value pair can be denoted as (k, vy ), where vy, is the value of the key k. Often,
when vy, is not available, a “NA” will be assigned. Here, we introduce Jy, to indicate the availability
of the value v;. That is, 6y = 1 if vy, is available, and O if v, is not available. Then, a data point can

be denoted as (k, vy, Jx), and the ith data object can be written as

0; = {(kjavkvék’)aVk; ke ]C}v (71)
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where K is the collection of all possible keys. An example is given in the data table on the left in
Figure 7.2, the 1st data object (0;) is shown as {(k1,4.56, 1), (k2,7.75,1), (k3, NA,0), (k4,27.85,1),
(k5,15.63,1), (k6, NA,0)}.

In this paper, we are interested in the feature space of the datasets to apply the proposed feature-
mapping techniques for complex object generation. Therefore, we also define the dataset w.r.t to
the features (columns in the dataset). Let X, to be the kth column. For instance, the first column
(X1) can be expressed as {(k1,4.56, 1), (k1,23.43,1), (k1, NA,0), (k1,89.94, 1),
(k1,NA,0),(k1,12.34,1), (k1,NA,0),... }. Thus, the data table can be indicated as

X ={X,: ke[l,K]} (7.2)

where K denotes the total number of columns (the size of ). In this paper, we assume that C is
known.
Let X denote the space of all possible features for a given K. We further assume vy takes

positive values for k£ € K. The conditional distribution function of v, given J; = 1 is denoted by

Fra(:).

7.3.2 Feature-mapping technique

To model the complex object data, values that are not available need to be properly addressed.
Furthermore, for many applications in social and behavioral domains, the values (vy) are widely
spread among different value ranges that mitigates the identification of underlying distribution
precisely.

The proposed feature-mapping techniques transforms data from X to a well-structured space
Y that mitigates inconsistencies of the data and enables applying complex analytics and machine

learning techniques. Therefore, we transform a given value vy to wy where

Wy = (7.3)

0 o =0,
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and £}, is a non-decreasing function.
One choice of Fj, is

Fk(z) = o + (1 - Oék)Fk’l(Z), z Z 0

where o denotes the probability of §; = 0. Note that F(z) is the cdf of v, when replacing “NA”
by 0. Figure 7.3 shows an example of Fj(-). In general, F}, is not continuous at 0.

In practice, we introduce a data approximation technique when 0, = 0; particularly,

wy, = (7.4)

U 5k = 0,

where uy, ~ U0, oy]. That is, instead of replacing “NA" with 0, here we assign a random number
from a uniform distribution U0, ai]. Let space ) denote the collection of elements in X whose
key values satisfying (7.4).

We implement a feature mapping encoder to apply the feature mapping techniques that trans-
forms data to a structured space (X — )/). The feature mapped dataset can be denoted as Y similar
to (7.2). Figure 7.2 shows our data generation pipeline for structured data. We use either likeli-
hood (parametric) or deep-generative approach to generate data after applying feature mapping
techniques. The details of the likelihood approach and deep-generative approach are discussed in

subsections 7.3.3 and 7.3.4 respectively. Let the generated structured data denotes Y/ C ) with
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the assumption of the successful data generation where Y’ ~ Y. After the data generation, we
use a feature mapping decoder that converts data back to the actual data space () — X’) and that
particular dataset is denoted as X'.

In Subsection 7.4, we examine the performance of our proposed data generating framework.
We use various decriptive statistics to validate the similarity between actual and generated data

sets.

7.3.3 Copula approach: multivariate Gaussian and R-vine copulas

A copula is a probabilistic approach that captures the entire dependence structure of multivari-
ate distribution for given marginal distributions. Copulas have been widely used for probabilistic
data modeling and generation (Cherubini et al., 2016; Genest et al., 2009; Jammazi & Reboredo,
2016; X. Zhang & Jiang, 2019; Z. Wang et al., 2017; Zhao et al., 2019; Panamtash et al., 2020).
There are many popular choices, e.g., Univariate, Archimedean (bivariate), and multivariate copu-
las to model data distributions.

In this work, we use two multivariate copulas for our data generation, i.e., Gaussian and regular
vine (R-vine) copulas. The vine copula is known to be efficient in capturing complex dependen-
cies that cannot be coupled by a Gaussian dependence structure (Torre et al., 2019). The vine
copula has different types, and we select regular vine (R-vine) copulas, which have more choices
of decomposing dependence structures than drawable vine (D-vine) copulas and canonical vine
(C-vine) copulas (Wu et al., 2015).

Let a continuous random vector (Y7, Y5, ..., Yx) that includes all the columns of feature-
mapped object data (Y') as shown in Figure 7.2. Then, a copula (C) of (Y7, Y5, ..., Yk) is defined

as,

Cy1, Y2, .- yx) = P(Y1 < F (1), Ya < Fy (1),
(7.5)
LYy < Fel(y))

where F, ' (y;) is the inverse CDF of ith column vector.
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Multivariate Gaussian copula

Gaussian copula is constructed from a multivariate normal distribution over the space ). A

Gaussian copula for a given correlation matrix R € [—1, 1]5*X can be defined as

CR™(y) = Pr(®7 (1), ..., D7 (yx)) (7.6)

where @~ is the inverse cumulative distribution function of a standard normal, and ® is the joint
cumulative distribution function of a multivariate normal distribution with zero mean vector and

covariance matrix is same as the correlation matrix R.

R-vine (regular vine) copula

Vine copulas generally apply when data distributions are complex that unable to be modeled
with standard parametric distributions such as the multivariate Gaussian distributions, because of
the nonsymmetric or heavy tail dependencies between some variables (Czado, 2011; Z. Wang et al.,
2017). Vine copulas are a flexible class of dependence models with bivariate building blocks (Joe,
Li, & Nikoloulopoulos, 2010). A vine is a graphical representation of labeling constraints as a set
of tress in high-dimensional probability distributions. R-vine copula contains a sequence of nested
trees 1" with nodes NV and edges F. In R-vine copulas, each edge F is equivalent to a bivariate
copula. A R-vine tree on NV variables (keys in Figure 7.2) consists of connected trees 77, ... Tx_1

with nodes K; and edges F; fori = 1,..., K — 1, which satisfy the following conditions.
1. Ty hasnodes K; = 1,..., K and edges E.
2. Fort=2,..., K — 1thetree T; has nodes K; = F;_;.

3. Two edges in tree 7% are joined in tree 7} if they share a common node in tree 7;.

We restrain describing the R-vine copulas further as it is out of the scope of the paper and com-
prehensive explanations of R-vine copulas are available in Subsection 4.4.2 in (Jaworski, Durante,

Hardle, & Rychlik, 2010).
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Figure 7.4: Architecture of the adversarial autoencoder

7.3.4 Deep generative approach: adversarial autoencoder (AAE)

The initial adversarial generative networks (GANSs) (Goodfellow et al., 2014) only capture the
continuous data distributions fluently (E. Choi et al., 2017), however various GAN approaches have
been introduced for discrete data distributions recently. Adversarial Autoencoder (AAE) is one of
the leading adversarial architectures for both continuous and discrete data generation. In AAE, the
autoencoder forces a compressed knowledge representation of the actual input (either continuous
or discrete), which reconstructs the same data distribution. In the training phase, the random set of
objects in feature-mapped dataset (Y') is fed to the encoder in each iteration. In this work, the input
of the AAE is defined as y, shown in Figure 7.4. In AAE, the input y reconstructs its data distribu-
tion (denoted as py(y)) from the latent code vector z. ¢(z|y) and p(y|z) stand for the encoding and
decoding distributions respectively. ¢(z) represents the aggregated posterior distribution of hidden
code, which forms through the encoding function and the input data distribution. An aggregated
posterior distribution ¢(z) of the hidden code vector of an autoencoder for unconventional data can

be defined as
q(2) = /q(ZIy)pd(y)dy- (7.7)

Y

The basic principle of the AAE is that the autoencoder attempts to minimize the reconstruc-

tion error while the adversarial network tries to minimize the adversarial cost. Two simultaneous
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Figure 7.5: An example KDE (Kernel Density Estimation) plots of actual and generated data over several
missing data percentages (a). The light red shaded section depicts the area of the actual distribution.

phases, reconstruction phase and regularization phase occur in each mini-batch during training.
The reconstruction phase associates with the autoencoder of the network, and the network tries to
minimize the data reconstruction error, often denoted as the loss. The regularization phase attaches
to the adversarial component of the network where minimizes the adversarial cost to fool the dis-
criminator by maximally regularizing an aggregated posterior distribution ¢(z) to the prior p(z)

distribution.
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After the training, the decoder defines a deep generative model that maps the prior distribu-
tion p(z) to the data distribution py(y) and generates a dataset Y’ from the prior and decoding

distribution as depicted in Figure 7.4.
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Figure 7.6: Hellinger distance between actual and generated histograms for 4 features over missing data
percentage (). Y-axis and X-axis represent Hellinger distance and missing percentage respectively.

7.4 Simulation
We implement a Python'! based simulator to generalize and validate our proposed feature-

mapping technique for data generation using small UDS. In the simulation, we comparatively dis-

https://www.python.org/
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cuss the performance of both likelihood and deep generative approaches for UDS. For convenience,
we use the same notations in Section 7.3. We use a multivariate random Gaussian distribution for
data generation. For the generality of the value range, we apply the exponential of generated data

as follows.

v = N (%)
where 1 and Y are the given mean vector and the covariance matrix respectively. In the selection
of covariance matrix ¥, we define a matrix Cx «x Where each element (c;;) lies between 0 and 1
(cij € 10,1]) and K denotes the total number of features (keys). In this simulation, we use X = 10.
Then, the covariance matrix is denoted as 3 where ¥ = CC”.

A random uniform distribution determines the unavailable values (0 = 0) in the dataset. Let
the percentage of unavailable values in a dataset be a. The « value is changed to generate different
sets of unconventional datasets.

a € {10,20,...,70,80}

Suppose the random uniform distribution generates a value u (€ [0, 100]) for each data point, Then

the multivariate dataset can be defined as follows.

Vg U >
Vp = (7.8)

NA else

Therefore, a generated ith object from the simulator o, can be similarly written as (7.1),

0; = {(k:,vk,ék),Vk:; ke IC} (7.9)

In this simulation, we generate 100 datasets for each unavailable data percentage (o). Each
generated dataset has 100 records and it is considered to be a small dataset. As shown in Figure 7.2,

we use the feature-mapping encoder to transform data to a structured format including the proposed
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data approximation technique. In fact, we transform data in domain X to ) before applying to a
data generation technique. As aforementioned, we use two multivariate copulas (Gaussian and R-

Vine) and a deep generative network (Adversarial Autoencoder) to generate data in the simulation.

Hellinger Distance

Feature ID Feature ID Feature ID

(a) Radicalization dataset (b) Stackoverflow dataset (¢) Mimic IIT dataset

Figure 7.7: Hellinger distance between actual and generated histograms for first 6 features in the real
datasets. The other features in stackoverflow and radicalization datasets also follow the same trend.

We use Copulas!? Python library for Gaussian and R-Vine copulas for generating feature-
mapped object data. In the deep generative approach, the AAE is configured for 500 epochs with 32
mini-batch sizes in the training phase. A Keras Tensorflow codebase'? is used for the AAE
implementation. Both the autoencoder and the discriminator are constructed with MLP (Multi
Layer Perceptron) layers. In the AAE network, we configure the Adam algorithm as the optimizer
with the learning rate of 0.0002 and the exponential decay rate for the 1st moment estimate (/3;) of
0.5. Further, we use the Mean Squared Error (MSE) as the loss function.

For each dataset, we generate a dataset consisting of 100 records (similar number of actual
data records) using both copula and adversarial data generation techniques. Then, we transform
the generated data (Y”) to the original format ()) — X’). We perform various statistical evaluations
to measure the similarity between actual (X) and generated data (X').

Figure 7.5 depicts the KDE (Kernel Density Estimation) plots of actual and generated data

from all the generative approaches against different data missing percentages («). The light red

2https://pypi.org/project/copulas/

Bhttps://github.com/eriklindernoren/Keras-GAN
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shaded section depicts the area of the actual distribution that helps to identify the actual distribution
precisely. As shown in Figure 7.5, both copula and deep generative approaches almost fit into the
actual distribution. We further calculate the difference between actual and generated data using

their histograms as described in Subsection 7.4.1.

0 5 10 15 20 25 30
Key ID Key ID Key ID

(a) Radicalization dataset (b) Stackoverflow dataset (¢) Mimic III dataset

Figure 7.8: Probability of occurrences for actual and generated data in each feature. X axis represents all
the features available in the real datasets.

7.4.1 Calculate the distance between two histograms

The difference between the actual and generated data in each technique is measured using the
Hellinger distance (HD). Hellinger distance is a metric that quantifies the difference between two
probability measures and widely used in various contexts due to the less computational intensity
and has lower and upper bounds of 0 and 1, respectively (Sengar, Wang, Wijesekera, & Jajodia,
2008). We use 15 equal-sized bins to generate histograms for each dataset and then calculate the
Hellinger distance.

Let p(X) and p(Y') are two probability distributions of X and Y datasets, respectively, on a
finite sample space S where p(X) and p(Y") are with N-bins {z1; xs;...;xn} and {y1; y2;...; Uy~ |,

respectively.

H(p(X), p(V)) = %me Nl (7.10)

The HD satisfies the inequality 0 < H(p(X),p(Y)) < 1 where 0 and 1 are the lower and

upper bounds of the measure respectively. H(p(X),p(Y)) = 0 when p(X) = p(Y) and disjoint
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p(X) and p(Y") distributions represent H (p(X ), p(Y')) = 1. For each dataset, we calculate the HD
between the actual and generated histograms. Hellinger distances for 4 features (out of 10 features)
are shown in Figure 7.6.

We claim that copula approaches have smaller HDs compared to the adversarial approach. Al-
though all the Hellinger distances lie below 0.24 that implies the histograms of generated datasets
are almost similar to the actual dataset. Further, our training dataset only includes 100 records
which may insufficient to train a reliable deep-generative network. However, our feature-mapped
techniques are still able to generate prominent datasets via adversarial autoencoders (AAEs) while

overcoming all the challenges.

7.5 Computational details

We evaluate the performance of our proposed technique using three real-world datasets that
represent a diverse range of domains. All the datasets are unconventional (UDS) with unavailable
data points and small (a few hundreds of records). We have presented more details of the real-world
datasets in Section 7.2.

Like in the simulation presented in Section 7.4, we calculate the Hellinger distances (HDs)
between the histograms of actual and generated datasets. Figure 7.7a and 7.7b depicts the HDs of
first 6 features in the radicalization and stackoverflow datasets respectively. We only select a few
features to interpret because the rest of the features show the same trend too. Figure 7.7c¢ shows the
HDs of all 6 features. The HDs claim that the R-vine copula approach outperforms the Gaussian
copula and AAE approach.

We further calculate the probabilities of occurrence for all the categories in three datasets.
Figure 7.8 compares the percentages of categories in actual and generated datasets with each gen-
erative method. In fact, the probabilities of occurrences in 3 datasets claim that each generative

method can generate almost similar percentages of features
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Figure 7.9: Probability of occurrences for actual and generated data in each feature. X axis represents all
the features available in the real datasets.

7.5.1 Hierarchical data generation

We also experiment on generating the hierarchical structure of a network, which is beneficial in
manipulating complex network topologies. In this work, we consider the adjacency matrix of a net-
work with the exchangeability assumption where consider being a graphon, which is a symmetric
measurable function (Janson, 2018). However, the availability of sufficient information in a net-
work allows generating a complete hierarchical structure of the graph without the exchangeability
assumption.

We generate adjacency matrices with the same techniques used to generate complex objects,
and results are evaluated using the in-out degree distributions and the clustering coefficient of the

network.

Table 7.1: Clustering coefficient of the networks over 100 generations in each technique

Method Value
Actual 0.018
Vine-copula 0.334
Gaussian-copula | 0.084
AAE 0.024
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The average clustering coefficient of the generated networks over 100 runs are shown in Ta-
ble 7.1. Figure 7.9a and 7.9b are depicted in and out-degree distribution of a single generation,
respectively. Both evaluations (clustering coefficient and degree distributions) claim that the AAE-
based generation outperforms the copula-based approaches. That further verifies that when the
dataset’s complexity increases (especially the data dimension increases), deep-learning approaches
are more efficient and robust than likelihood approaches.

Therefore, we presented a novel feature mapping technique for UDS to statistically model such
data, a demanding issue in social, behavioral disciplines, and many other domains. The proposed
technique facilitated to apply both likelihood and deep-generative approaches make capable of
generating high-fidelity UDS. We used Gaussian and R-vine copulas as the likelihood methods
and an adversarial autoencoder as the deep-generative method for the data generation. We also
presented a comparative analysis between likelihood and deep-generative approaches for UDS
using multi-variate data simulation and three different real-world datasets.

We recognize the proposed data generation is applicable for many other research domains
where the datasets are small and incomplete due to various data collection challenges. Our ap-
proach can assist in synthesizing data while maintaining the statistical characteristics of the actual
datasets. Therefore, we apply this technique for radicalization trajectories generation that aid so-
cial scientists to expand their studies on significantly larger datasets. More details are presented
in Chapter 8. Furthermore, we apply this data generation technique with modifications to a phish-
ing detection application and video traces classification. Those details are discussed in Chapter 9

and 10, respectively.
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Chapter 8

Radicalization trajectory generation

8.1 Introduction

Recent advances in data collection techniques allow collecting complex event data which form
a heterogeneous set of events where an event (e;;) defines a time of occurrence (¢;) and a cate-
gory (c;) separately. Therefore, such multi-category events not only concern about the time of
occurrence but also the category of the event. Further, the multi-category events append extra
dimensionality to the distribution which complicates the learning using existing technologies. In
fact, multi-category events are greatly helpful to model the behavioral patterns of suspicious or
specific individuals and groups in homeland security (Campedelli, Cruickshank, & Carley, 2019;
Campedelli, Bartulovic, & Carley, 2019; B. W. Hung et al., 2018; B. W. Hung, Jayasumana, &
Bandara, 2019), potential malicious network activities in cybersecurity (Peng et al., 2017), rec-
ommendation systems in consumer analytics (Vassgy et al., 2019), and the behavioral patterns of
patients to determine certain illnesses (Islam et al., 2017; Mancini & Paganoni, 2019).

Major challenges especially in scenarios involving social analytics and privacy, are the limited
data availability and the incompleteness of data due to data collection challenges such as data
quality maintenance, data privacy, and confidentiality issues, but still a rigorous analysis is essential
to produce accurate and reliable outcomes. A number of challenges limit the collection and access
to data in many fields often resulting in small and incomplete datasets. Research and data collection
on medical conditions, suicide, etc., have e.g., to strictly abide by privacy regulations (National
Institutes of Health & Services, 2020). Scenarios involving social, political and crime behaviors
are often incomplete due to data collection challenges such as data quality maintenance, privacy
and confidentiality issues (National Institutes of Health & Services, 2020), but still a rigorous

analysis with complete data is essential to produce accurate and reliable outcomes. So, there is a
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critical need for a technique to capture and learn from the distribution, develop and apply machine
learning algorithms, etc., for a small set of data some of which may be incomplete.

We use the data generation technique proposed in Chapter 7, which is capable of generating
sparse, asynchronous, stochastic, and discrete events in continuous time based on a limited dataset.
Adversarial training has recently evolved and can provide exceptional results in many data gener-
ation applications, mainly in image, audio, and video generation, while precisely mimicking the
features of an actual dataset. In GAN architecture (Goodfellow et al., 2014), two neural networks,
generator (G) and discriminator (D) compete together. D distinguishes the real and fake samples,
and G confuses D as much as possible by convincing that generated samples come from the actual
distribution. Ultimately, the generator will be capable of generating data samples that are simi-
lar to the actual samples. The primary GAN architecture (Goodfellow et al., 2014) only engages
well for continuous and complete data distributions, and GANs have not been used for learning
the distribution of discrete variables (E. Choi et al., 2017). Later, GAN architectures for discrete
events were introduced (Makhzani et al., 2015; Yu, Zhang, Wang, & Yu, 2017) and also applied
for trajectory generation using extensive training data (Xiao et al., 2018, 2017).

Adversarial autoencoders (AAE) are fluent in capturing latent discrete or continuous distri-
butions (Makhzani et al., 2015). In this work, we use feature mapping modules that are present
in Chapter 7 for accommodating incomplete data and make AAE capable of capturing data dis-
tributions of incomplete and small datasets. The incompleteness of the data points can occur in
the following ways. The events have not been collected, or actors did not originally expose some
events due to the dynamicity of these stochastic processes, which is the case especially in social
and behavioral domains. The proposed method is capable of generating multi-category events on
a large scale by leveraging relatively sparse, incomplete, and small datasets. Therefore, we utilize

the proposed data generation technique for radicalization trajectory generation.
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8.2 Radicalization trajectories

A radicalization trajectory represents a certain set of asynchronous stochastic discrete ac-
tions/events in continuous time (Upadhyay, De, & Rodriguez, 2018; Klausen et al., 2020) that
shown in Figure 8.1. Each event binds with a behavioral indicator/category and time of the occur-

rence, representing a set of events related to an extremist.

eij = tl, CJ)

¢ 1111 1 [

y — e

Figure 8.1: A basic representation of a radicalization trajectory with a set of multi-category events, each
color represents a different category/behavioral indicator

A multi-category event in a radicalization trajectory is denoted as follows. An event ¢;; is an
event of category c; occurring at time ¢; as shown in Figure 8.1. Table 5.1 illustrate categories (i.e.,
c;) in the dataset, where these heterogeneous events exhibits complex dependencies and correla-
tions. Multi-category radicalization trajectories are described as follows. If the kth trajectory is Hy,
and its events are denoted as e - € Hy. Consider n events and m categories in the kth trajectory,

then events are characterized as €, = (1;, ¢;) where i € [1,n] and j € [1,m]. Then,
H ={el; = (ti,c;) € His k € [1, N}, (8.1

where H represents N number of multi-category radicalization trajectories.

In some problem domains, 7 (time of occurrences) or j (categories) values may change rapidly
and some categories may not be recorded frequently. More importantly, with many problems
in domains such as social and behavioral sciences, not all events (e;;) of a trajectory are known
or observable due to the limitations of information gathering process, confidentiality constraints,

unverifiability, deception, etc. A notable aspect of our work, is the use of sparse, incomplete, and
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Figure 8.2: Architecture of an AAE for multi-category radicalization trajectory generation.

multi-category data where an actor(extremist) either did not carry out activities corresponding to a
certain event categories and events or they carried them out, but such activities were not reported in
the reliable or permissible sources. To address these challenges, we use a feature mapping encoder
and decoder in Chapter 7, which are capable of capturing the sparseness and incompleteness of the
data. The proposed feature mapping techniques consist of multiple steps, including the calculation
of cumulative probabilities for each category and a data approximation technique for incomplete
data (briefly described in Algorithm 5) w.r.t to the radicalization trajectory generation. More details

of the feature mapping encoder and the decoder are discussed in Section 8.4.

8.2.1 Radicalization dataset

We evaluate the performance of our technique using 3 real-world datasets from a diverse range
of domains. The Western Jihadism Database (Klausen et al., 2020) has almost all the incidents of
terrorist actions committed in western countries including timestamps and yet it does not consist
of unconfirmed or undiscovered activities that cause an incomplete dataset. We use 135 detailed
pathways (multi-category events) of home-grown jihadists (Klausen, Libretti, et al., 2018) which
have been extracted from radicalization trajectories of 335 known American jihadists (Klausen et

al., 2016) as our real data distribution which covers over 24 behavioral indicators (categories).
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8.3 Adversarial autoencoder (AAE) for radicalization trajec-

tory generation

Figure 8.2 shows the adversarial autoencoder architecture for sparse, incomplete, and multi-
category radicalization trajectories. The actual and generated trajectories are depicted in a tree
structure where a root represents an actor of a trajectory. Square nodes stand for events, ¢; denotes
the jth category, and the value ¢; on an edge (connects an actor and an event) denotes the sth time of
occurrence. The general AAE only includes an autoencoder and a discriminator (Makhzani et al.,
2015), but our proposed architecture in Chapter 7 consists of an additional feature mapping encoder
and a decoder to capture characteristics of the sparseness and incompleteness of the data. The
feature mapping encoder transforms multi-category trajectories () to a cumulative distribution-
based representation ¢(7), which enables generating multi-category trajectories through an AAE.
The feature mapping decoder is able to rearrange the generated multi-category trajectories ¢(H')
to the actual format of multi-category trajectories (H').

The autoencoder forces a compressed knowledge representation of the original input which
reconstructs the same data distribution. Initially, the original data distribution of multi-category
trajectories py(H) is fed into the feature mapping encoder which outputs the feature-mapped data
distributions py(¢(H)). Then, the feature-mapped data is sent to the encoder where it compresses
the data to a latent code vector z. ¢(z|¢(H)) and p(¢(H)|z) stand for the encoding and decod-
ing distributions respectively. ¢(z) represents the aggregated posterior distribution of hidden code
which forms through the encoding function and the feature-mapped data distribution. An aggre-
gated posterior distribution (g(z)) of the hidden code vector of an autoencoder for sparse, incom-

plete, and multi-category trajectories can be defined as

4(z) = /qﬁ AP o ). 8.2)

The operating principle of the AAE is that the autoencoder attempts to minimize the reconstruc-

tion error while the adversarial network tries to minimize the adversarial cost. Two simultaneous
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phases, reconstruction phase and regularization phase take place in each mini batch during train-
ing. The reconstruction phase relates to the autoencoder of the network, and it minimizes the data
reconstruction error, often referred to as the loss. The regularization phase relates to the adversar-
ial component of the network, where it minimizes the adversarial cost to fool the discriminator by
maximally regularizing an aggregated posterior distribution ¢(z) to the prior p(z) distribution.
After the training process, the decoder defines a deep generative model that maps the prior
distribution p(z) to the feature-mapped data distribution py(¢(#H)) and generates data samples

¢(H') from the prior and decoding distribution. The data generation can be interpreted as

Pad(H')) = / p(O(H)|2)p(2)dz,  where p(H') ~ 6(H). 8.3)

z

The generated feature mapped data (¢(H')) by the AAE is fed into the feature mapping decoder
to transform the actual format of multi-category trajectories (#'). Further details of the feature

mapping encoder and the decoder are discussed in Section 8.4.

8.4 Feature mapping technique

The major challenge of applying the AAE framework to multi-category trajectories is that the
data representation is structured; that is, each trajectory consists of a set of events belonging to
various categories. In addition, each trajectory starts from an initial point (in the radicalization
dataset, the date of birth of an actor) and continues with exposed multi-category events at different
times. To implement the AAE framework discussed in the previous section, we propose a feature
mapping which essentially maps the complicated data into the Euclidean space. This is achieved
by a set of preprocessing steps including a data transformation for each category. The architecture
of our proposed method is shown in Figure 8.2, and its functionality is summarized in Algorithm 5.

There are two major components: a feature mapping encoder (steps 1-3) and a decoder (steps
5-6) and the data generation (step 4). In step 1, all the event times (¢;) are transformed to the

days (a;) based on the initial point of each actor and shifted to a same days range. As a result, the
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Figure 8.3: Radicalization trajectory visualization of two actors (extremists). The right-side image shows
the trajacotories after shift to a minimum point (@, .

Algorithm 5: Feature mapping & trajectory generation pipeline

Input: # (real trajectories), e;; = (t;,¢;) € H
Output: 7' (generated trajectories), e;; = (t;,¢;) € H'
Step 1 Convert timestamps to days e;; = (""" ¢.)
Step 2 Replace with percentiles e;; = (P, ¢;)
Step 3 Data approximation technique for incomplete marks
Step 4 Data generation via AAE pq(¢(H)) — pa(¢(H')) where e;; = (FP/;,¢;) € H'

i)
Step 5 Replace percentiles with actual values e;; = (a7 ¢))

Step 6 Convert days to timestamps e;; = (t;, ¢;)

shifted

updated events can be denoted as e;; = (a;

,c;). For each trajectory, the value O is assigned
to those categories that do not occur. As explained earlier, the absence of a certain category in
an trajectory instance may be due to either that category not being associated with the MTPP, or
limitations of data collection, or its presence not being recorded. The (inverse) percentile graphs
for three categories (Convert date, Trauma, and Step towards violence) in the radicalization dataset
are depicted in Figure 8.4. To measure the dissimilarity between two events in the same category,
the difference of their shifted time is sufficient. However, such time difference varies a lot across
different categories. In step 2, we propose to use the inverse percentiles instead. It helps to
overcome the effect of sparseness and incompleteness of the data to a greater extent. For instance,

shifted

the shifted time of the event ¢;; can be transformed using P;; = Fczl(az

), where F_! is the
inverse cumulative distribution function of the category c;.
The inverse percentile distributions are shown in Figure 8.4 depict that there is a significance

unavailability of events in categories. Therefore, unavailable events obtain higher percentile val-
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Figure 8.4: (Inverse) percentile graphs for categories in radicalization dataset (‘Convert date’, “Trauma’, and
‘Step towards violence’). In this example, Y-axis represents days (a;). Day 0 indicates the unavailability of
events (eg: There are 70.37%, 80.74%, and 35.55% of unavailability of events for ‘Convert date’, “Trauma’,
and ‘Step towards violence’ categories respectively).

ues which are sufficient to confuse the data distribution. In step 3, we use the data approxima-
tion technique that proposed in Chapter 7 to further mitigate the effect of the sparseness and the
incompleteness of the data by changing the percentile values only for unavailable events (where

hifted
afzfe

= 0) using a uniform distribution. P, (0) denotes the percentile value of unavailable events
in jth category. The percentile values (F;;) of unavailable events are substituted by randomly gen-
erated values (v, where v, € [0, P, (0)]) from the uniform distribution. Then, the percentile values

are changed as follows. For a percentile value of jth category at ith time occurrence,

PL] lf afh’ifted 7£ O
P = (8.4)
v, € 0, P,;(0)] otherwise

After applying the data approximation technique, the updated events can be indicated as e;; =
(P, cj). Steps 1-3 describe the sequential steps of pre-processing in the feature mapping encoder
and produces feature mapped trajectories ¢(#) as the input to the AAE (see Figure 8.2). The
feature mapped trajectories can be denoted as follows. The kth feature mapped trajectory is ¢(Hy)

and e;; € ¢(Hy), then

(M) = {ei; = (Pij,cj) € o(Hi); k € [1, N} (8.5)

where ¢(H) is N number of feature mapped trajectories.
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Figure 8.5: Conditional probability matrices for actual and generated datasets, and the difference.

In step 4, feature mapped trajectories ¢(H) are fed to the AAE and data similar to the actual
data is generated. The details of statistical methods that inspect the similarity between the datasets
and the results are presented in the Section 8.5. Let M denotes the number of trajectories ¢(H'),
that are generated by the AAE. Then, the generated trajectories can be denoted as follows.

¢(H') = {ej; = (P, ;) € o(H'); k € [1, M]} (8.6)
Then, the feature mapping decoder (see Figure 8.2) is applied to transform generated percentile
values to the actual trajectory format. In step S, a generated percentile value of an event of jth
category at ith time occurrence P} is converted to its day, based on the inverse percentile graphs in
each category £, (Figure 8.4), and reshifted to the actual days range. Then, an events is redefined
as, e;; = (a;, ¢;). In step 6, pre-defined or any distribution-based on the initial point can be utilized
to convert days to real timestamps (t;) of the events. The advantage is that, it allows selecting any
date range where provides flexibility to generate even future radicalization events based upon the
requirement of the analysis. After the conversion, a generated events (¢;;) of jth category at the
ith occurrence t; is denoted as e}; = (t;, ¢;). The kth generated trajectory is H';, and e}; € H'y, we

can define the generated trajectories (H') as

H = {ej; = (i, ¢c5) € Hlesk € [1, M]}. (8.7)
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The introduced feature mapping techniques generate trajectories similar to the actual MTPPs. In
Section 8.5, we show the similarity between generated and actual trajectories for radicalization
using different statistical measurements. Further, we show the performance and robustness of
the proposed technique compared to the baseline method (Markov-based generation), which was

applied to the same dataset in a previous work (Klausen, Libretti, et al., 2018).

8.5 Results

In our experiments, the AAE is configured for 10K epochs with 32 mini-batch sizes in the train-
ing phase. The MTPP generation runs for 100 times and yields 10K MTPPs in each run. A Keras
Tensorflow codebase!* is used for the AAE implementation. Further, experimental details are
available in Chapter 7. The typical machine learning approaches like Reinforcement Learning,
RNNs, Wasserstein GANSs require a significant amount of data to train a network. Therefore, such
techniques are not applicable to our proposed approach. As the baseline, we compare the proposed
data generation technique with a Markov chain approach which was applied to the same dataset
in (Klausen, Libretti, et al., 2018). To compare with AAE-based generated trajectories, we produce
datasets using their conditional probability diagrams of the Markov chain by running 100 times and
obtain 10K pathways in each run. Conditional probability calculation is performed after applying
the data approximation technique (step 3) described in Section 8.4. Here, the pre-processed data
¢(H) is used to calculate actual conditional probability which provides further validation on our
proposed feature mapping techniques. In the same way, generated data ¢(#') by AAE (before
enter the feature-mapping decoder) is utilized to calculate generated conditional probabilities.

Figure 8.5 depicts the conditional probability matrices for actual data (panel (a)), generated
data (panel (b)), and their difference (panel (c)) for the radicalization data using a color map. In
each matrix, a cell (x,y) denotes the conditional probability p(y|z) of category y given category
x. Here, the probability is calculated based on the events e;; = (¢;, ¢;). The probability difference

matrix highlights the accuracy and the robustness of our proposed generation method by showing

14https://github.com/eriklindernoren/Keras-GAN

116



that the real and generated conditional probabilities are almost the same for every pair of categories.
The only noticeable difference arises in Category 24 (max val = 0.35), which is due to the fact that
‘date of criminal action’ is the last event for almost all observations. The marginal distributions for
radicalization and mimic data in Figure 8.6 further corroborates the similarity of the actual and the

AAE-based generated datasets. The generated marginals are calculated based on over 100 runs.
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Figure 8.6: Marginal distribution for each category: column sum for the conditional probability matrix;
Real (green), Markov generated (orange), and AAE generated (red) data.

We further calculate the probabilities of occurrence for the radicalization categories described
in Table 5.1. Figure 8.7 compares the percentages of categories in actual and generated datasets.
The error bar shows the standard error (s.d./y/n where n = 100) of each category and proves the
robustness of the proposed multi-category MTPP generation technique.

We further compute the probability of occurrence for category pairs and triplets. The results
for highly frequent pairs and triplets are shown in Tables 8.1 and 8.2, which further affirm the
accuracy and the robustness of the data generation technique. For instance, the category pair
[2,15] appears 36 (26.66%) observations in the real dataset, and in our generated data, it appears

2689 (26.89%) out of 10,000 generated samples. Consider two events denoted by e;, ;, = (i, ¢j,)
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Figure 8.7: Bar plots for the probability of occurrence for each category based on real (green), Markov
(orange), and AAE (red) generated data. Error bars (blue) represent the standard error over 100 runs.

and e;,;, = (ti,,c;,) where 1 < 45,45 < n (n = total number of events in a trajectory) and

i1 < ig, then the count (V},;,) is incremented by 1 for the [c;,, ¢;,] pair. In other words, first-order

1J2
transitions are calculated. We compute for all the pairs and few of the results are shown in Table 8.1
where it depicts transitions as portions of total number of trajectories (N), i.e., V;, ;,/N. The same
method applies to triplets calculation in Table 8.2 where denotes three events e;, ;,, €;,;,,and e;,,,
1 < iy,i2,i3 < nand iy < iy < i3, then the count (V;,;,;,) is incremented for the [c;,, ¢j,, ¢;,]

triplet and Table 8.2 shows V;, ;,;, /N values for few triplets and further validates that second-order

transitions are almost same for real and generated data.

8.6 Radicalization data evaluation

We complete the implementation of radicalization trajectory generation technique using both

deep-learning and probabilistic approaches. The data collection of radicalization pathways is a
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Table 8.1: Pairs (First-order transitions) comparison.

’ Pair ‘ Actual ‘ AAE Generated ‘
[2,15] | 36/135(26.66%) | 2689/10000(26.89%)
[2,6] | 26/135(19.26%) | 1917/10000(19.17%)
[5,23] | 48/135(35.56%) | 3560/10000(35.6%)
[18,19] | 8/135(5.92%) 559/10000(5.59%)
[5,24] | 75/135(55.56%) | 5607/10000(56.07%)
[2,19] | 48/135(35.56%) | 3552/10000(35.52%)
[10,8] | 15/135(11.11%) | 1179/10000(11.79%)
[6,23] | 44/135(32.59%) | 3387/10000(33.87%)

Table 8.2: Triplet (Second-order transitions) comparison.

Triplet \ Actual \ AAE Generated \
[5,19,15] [ 14/135(10.37%) | 1043/10000(10.43%)
[2.4,24] | 11/135(8.14%) | 796/10000(7.96%)
[3,21,24] | 8/135(5.92%) | 567/10000(5.67%)
[10,5,24] | 11/135(8.14%) | 867/10000(8.67%)
[1,8,23] | 10/135(7.4%) | 675/10000(6.75%)
[4,15,24] | 18/135(13.33%) | 1254/10000(12.54%)
[5,158] | 9/135(6.67%) | 739/10000(7.39%)
[21,23,24] | 13/135(9.62%) | 1065/10000(10.65%)

laborious task due to privacy concerns, dynamic and disparate data sources. Such challenges lead
to having small and incomplete datasets. Researchers propose a novel synthetic data generation
technique to mimic the behavior of extremists. This method is widely applicable in other domains
as well, where the available datasets are small, sparse, or insufficient. Researchers implemented a
novel feature mapping technique to overcome the data-specific challenges. As the deep-learning
approach, researchers used an Adversarial Autoencoder, which is fluent in generating discrete
distributions. Researchers already had experience with Adversarial Autoencoder that applied to

other domains such as phishing websites detection and video traces classification.
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Figure 8.9: Probability of occurrences (order from first and order from last). Date of conversion [left],
Declaration of Allegiance [right]. Generated data is from the deep-generative based approach: Adversarial
Autoencoder. x-axis represents the order of occurrence and y-axis depicts the probability from both the
first indicator occurred (green) and from the last indicator occurred (orange). The probability based on the
generated data via Adversarial Autoencoder depicts the light green (first indicator occurred) and light orange
(from the last indicator occurred) bars. We generated plots for all the indicators for a complete evaluation.

The proposed data generation approach is beneficial to enhance the radicalization trajectory
datasets to apply the latest machine learning techniques and other analytical models. It also helps
to social science researchers to improve their coding process (manual data annotating process).

Researchers also developed a method to evaluate the similarity between the actual and generated

120



trajectories. We calculate the order of occurrences that implies the chronological position of a
particular indicator in each trajectory. The probability of order of occurrences provides insightful
comparison as shown in Figure 8.9.

Researchers further expanded the evaluation of similarity between actual and generated data.
We calculated the Euclidean distance between actual and generated plots in probability of occur-
rences for each indicator. The results are shown in Figure 8.10 and claim the Euclidean distance
is less than 0.3 (first indicator occurred), which is prominent in terms of the order of occurrences

among 20 indicators.
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Figure 8.10: Euclidean distances between actual and generated plots in probability of occurrences for each
indicator. Blue bars depict the distances from first indicator occurred and red bars show the distances from
last indicator occurred.
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Chapter 9

Phishing website generation

9.1 Introduction

Phishing attacks use social engineering and technology to steal user’s identity (Dhamija, Ty-
gar, & Hearst, 2006) and sensitive information (Singh, Sarje, & Misra, 2012). Commercial and
government sectors have seen a proliferation of these attacks in recent years. Federal Bureau of
Investigation (FBI) estimated 12.5 billion in financial losses worldwide from 78,617 reported inci-
dents between October 2013 to May 2018 (Ho et al., 2019; Federal Bureau of Investigation (FBI),
2020a). Attackers mimic legitimate electronic communications and websites and seduce legiti-
mate users into revealing their credentials. In this work, we focus on detecting phishing websites,
which is one of the common phishing attacks. Researchers have been working on phishing website
detection using diverse techniques and tools for many years. In this problem domain, supervised
machine learning (Chen & Wang, 2020) appears to be a promising technique for phishing de-
tection (Niakanlahiji et al., 2018; Sahingoz et al., 2019; Mao et al., 2019; Jain & Gupta, 2018).
However, supervised techniques require labeled data in the training phase, which is sometimes
tedious to collect and classify data. In the training phase, labels are assigned to the input data clas-
sifying them as legitimate or phishing. Then the trained model is then used to classify real-world
data (Kirchner, Heberle, & Lowe, 2015) into genuine or phishing websites.

Furthermore, supervised machine learning algorithms need a sufficiently large labeled dataset
for training classification models. The recent study shows that the existing phishing datasets have
four issues of availability, diversity, recency, and quality (Dou, Khalil, Khreishah, Al-Fugaha, &
Guizani, 2017). Therefore, we focus on the problem of low-volume phishing datasets obtained
from the real world. Collecting phishing data and labeling them is complicated and labor-intensive
(Wong, Gatt, Stamatescu, & McDonnell, 2016). Gathering data in an adversarial context such

as phishing poses unique challenges. In addition, researchers are often hesitant to share their
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datasets related to cyber-security problems due to concerns such as privacy and liability. Only
10% of researchers shared their dataset publicly for a similar security networking problem (Abt
& Baier, 2014). There are online repositories that collect the link to phishing websites like
PhishTank.com or OpenPhish.com. However, such websites only provide a list of links.
Obtaining the links, extracting the features, and converting them into a labeled dataset are complex
tasks requiring significant expertise.

With the recent advancement of algorithms, adversaries actively try to bypass phishing detec-
tion algorithms or corrupt them. For example, an attacker can obfuscate code to invalidate the
feature extraction process. Moreover, the low volume of existing phishing datasets (Dou et al.,
2017) may cause the learning classifier not to converge and the performance to be inconsistent. In
other words, the training model may be imperfect due to the absence of adequate data. In this work,
we focus on how to increase the size of datasets while preserving the characteristics of existing data
but without doing actual data collection. Such an approach is essential in phishing websites detec-
tion and any other domain when data is unavailable or when the data collection process is laborious

and infeasible.

9.2 Proposed approach and key contributions

We define the goal of the attacker (adversary). We also discuss what the attacker can access and
modify, especially with respect to the learning model, its parameters, and the dataset. We apply
the adversarial autoencoder (AAE) network that described in Chapter 7 and 8 to mimic websites
that are in-tune with the capabilities and characteristics of actual attackers. We investigate the
similarity between synthesized and phishing samples at the feature and instance level to make sure
the synthesized samples following same characteristics as real samples. This evaluates the validity
of our generated synthesized samples via AAE.

In this work, we use four publicly available datasets developed by other researchers, and we
train the learning models for each of those datasets. Our results are close to the results that have

been reported by the authors of the datasets and validate the ability of our learning model to detect
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the relation between features accurately and to discriminate phishing samples from legitimate ones.
We then test if synthesized samples can circumvent the trained model and show that many new
synthesized samples can bypass existing models. This shows that the learning models are prone to
exploratory attacks (Huang, Joseph, Nelson, Rubinstein, & Tygar, 2011).

We show our proposed synthetic generation approach is useful on multiple purposes. First, it
obviates the need for data collection where data may be unavailable or the data collection process
may be infeasible for real-world attacks. Second, adding synthesized samples leads to a more
precise classifier for phishing samples, which is a significant achievement because in many cyber-
security problems including phishing detection where data collection is a costly and tedious pro-
cess. Our proposed approach can cut down the cost and time of data collection by having a hybrid
method, including gathering a set of samples through the feature extraction process and generating
new samples with an AAE. In addition, it may not be possible for many existing datasets to in-
crease the number of samples through a data collection process due to practical difficulties like the
unavailability of source code. Our proposed approach tackles these challenges and can generate
new samples for those datasets and augment the dataset. Third, injecting these synthesized samples
into training data generates more robust classifiers resistant to data poisoning attacks.

Our key contributions are as follows:

* As we demonstrate that the existing datasets lack a sufficient volume of samples for train-
ing phishing detection algorithms, we present an AAE (Adversarial Autoencoder) model to

synthesize phishing data that mimic real phishing samples to enhance the training dataset.

* The proposed data generation method further widens opportunities in other research contexts

that suffers from the lack of data for training models or rigorous analysis.

* We show that the actual samples and synthesized samples via AAE are similar enough in
terms of two levels, i.e., feature and instance level. At the feature level, we use marginal
distribution combined by calculating Euclidean distance. At the instance level, we clustered

phishing samples and tested synthesized samples with that model.
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9.2.1 Threat model

The attacker is modeled based on attackers’ goal, knowledge, and influence in the context of
phishing detection by a machine learning algorithm (Shirazi, Bezawada, Ray, & Anderson, 2019).
Attacker’s Goal In the context of the phishing dilemma, we assume an attacker will attack the
system’s integrity by forcing the system to label a phishing instance as legitimate.

Attacker’s Knowledge We assume an attacker only knows about features of the phishing in-
stances but not the learning model parameters. This assumption is considered realistic as an at-
tacker may have access to the definition of existing datasets but not the specific implementation.
The adversary that has been modeled in (Shirazi et al., 2019) does not have any information about
other system parameters like the algorithms that have been used, dataset instances, or learning pa-
rameters. The vulnerabilities of existing learning models against adversarial sampling attacks is
shown in (Shirazi et al., 2019) However, in our current approach, we focus on synthesizing new
phishing samples to address the existing limitations of dataset generation.

Attacker’s Influence In phishing, there are mainly two types of attacks (Huang et al., 2011) : (a)
Causative Attacks and (b) Exploratory Attacks.

In Causative Attacks, the attacker influences training data and can poison the training set with
mislabeled samples to affect the training phase. The attacker is capable of poisoning a piece of
data or whole dataset depending on the accessibility.

In Exploratory Attacks, the attacker aims the system’s integrity in which the attempts are toward
bypassing the learning strategy to exploit hidden spots in the learning model. In this attack, the
attacker crafts intrusions so to avoid the classifier without direct influence. In this work, our goal

is to design a system that is resilient against exploratory attacks.
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9.3 Adversarial autoencoder (AAE) for phishing website data

generation
Adversarial Autoencoder
q(z[x) Aggregated posterior p(x|2)
distribution
X z~q(2) X'
pd(x)
Actual »| | Generated
Dataset Dataset

Samples from
prior distribution

p(2)

Classifier
fc

A

\/

l Phishing or Legitimate

Figure 9.1: The architecture of our proposed approach. It consists of an adversarial autoencoder that gener-
ates synthesized data using phishing data. The top row depicts the ordinary autoencoder that reconstructs the
data from the latent code z. The next row depicts the discriminative network that predicts whether the sam-
ples emerge from the hidden code of the autoencoder ¢(z) or the user-defined prior distribution p(z). ps(x)
denotes the data distribution. ¢(z|z) and p(x|z) denote the encoding and decoding distributions respec-
tively. After the data generation, a machine learning classifier (f.) described is used to determine whether
the synthesized samples belong to legitimate or phishing sites.

We use the adversarial autoencoder for synthesizing samples that mimic the phishing websites.
The adversarial autoencoder is capable of generating both continuous and discrete data distribu-
tions. Therefore, AAE is a perfect fit for generating discrete feature sets in phishing samples.

The architecture of the adversarial autoencoder is shown in Figure 9.1. The autoencoder derives
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a compressed knowledge representation of the original input, which reconstructs the same data

distribution.

o(z) = / 4(zl2)pa(a)dz ©.1)

@
An aggregated posterior distribution of ¢(z) on the latent code is defined with the encoding function
q(z|x) and the data distribution p,(x) as shown in Eq. 9.1 where x denotes real phishing dataset.

The AAE’s operating principle is that the autoencoder seeks to minimize the reconstruction
error while the adversarial net- work attempts to minimize the adversarial cost. Reconstruction
phase and regularization phase are two simultaneous phases that arise during training. In the
reconstruction phase, the autoencoder’s data reconstruction error is minimized, often referred to as
the loss. The regularization phase relates to the adversarial component of the network. It minimizes
the adversarial cost to fool the discriminator by maximally regu- larizing an aggregated posterior
distribution q(z) to the prior p(z) distribution.

The simultaneous training process allows the discriminative adversarial network into believing
that the samples from hidden code ¢(z) come from the prior distribution p(z) (Makhzani et al.,
2015). A normal distribution is exploited as the arbitrary previous p(z) in this work. After the
training process, the adversarial network synthesizes samples similar to the actual samples via the
prior distribution p(z).

We train generative models for each dataset because each has different sets of distinct features.
The feature values are varied in many value ranges. Thus, the values are normalized between -1
and 1 before feeding to the encoder and are denormalized after data generation from the decoder.

At the end of this step, we will have two datasets: Original Dataset, which has been used
to generate adversarial samples and a new Synthesized Dataset that consists of new synthesized
phishing samples that mimic phishing websites.

We fed the model with only phishing samples so all of the synthesized samples are phishing.
The synthesized dataset has the characteristics of phishing datasets generated by real-world attack-

ers. We combine these two datasets to feed them into a classification algorithm that can distinguish
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phishing samples from the legitimate ones. This classifier is unaware of whether the samples are
synthesized, which means generated by adversarial, or real, which means we got them from an
existing dataset. The instances are labeled as legitimate or phishing and classifier will predict them
accordingly.

The samples that have been generated by that adversarial network will be injected into our
training set with correct labels. The use of synthesized samples solves two purposes at the same
time. First, we increase the dataset size and alleviate the problem of data unavailability and data
collection. As explained, in a problem like phishing detection that is not easy to gather sufficient
phishing cases, and existing datasets suffer from a lack of enough instances. Second, it helps to

make the existing learning algorithm resilient against adversarial attacks.

9.3.1 Datasets

We use four publicly available phishing datasets on the Internet, and the details of these datasets
are given below.
Dataset 1: DS-1: Shirazi et al.(Shirazi et al., 2018) published their unbiased phishing dataset in
2018. Each instance in this dataset has eight features, and all are related to the domain name of the
websites.
Dataset 2: DS-2: Rami ef al.(Mohammad, Thabtah, & McCluskey, 2012) created this dataset in
2012 and shared it with UCI machine learning repository (Dheeru & Karra Taniskidou, 2019).
This set includes 30 features that are divided into five categories: URL based, abnormal based,
HTML-based, JavaScript based, and domain-name based features.
Dataset 3: DS-3: In 2014, Abdelhamid et al.(Abdelhamid, Ayesh, & Thabtah, 2014) shared their
dataset on UCI machine learning repository (Dheeru & Karra Taniskidou, 2019). The features
include HTML content-based features and some features that require third-party services inquiries,

such as DNS servers that perform domain-name age lookup.
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Table 9.1: Number of instances, features, and portion of legitimate and phishing websites in each dataset

Data shape (#) Instances (%)
Dataset Size Features | Legitimate Phishing
DS-1 2210 7 44.71 55.29
DS-2 11055 30 55.69 44.31
DS-3 1250 9 43.84 56.16
DS-4 10000 48 50.0 50.0

Dataset 4: DS-4: This dataset is the most recent, from the year 2018, that is publicly available and
has been created by Tan et al.(Tan, 2018) and was published on Mendeley '° dataset library. This
dataset includes 48 features, a combination of URL-based and HTML-based features.

Table 9.1 summarizes the number of instances, features, and the portion of legitimate vs. phish-

ing instances in each dataset.

9.4 Experiments and results

We demonstrate that the generated synthesized samples are similar to real phishing ones. We
investigate the similarity at two levels: feature level and instance level. At the feature level, we
need to ensure that the values assigned to the features in the synthesized samples are similar to real
instances. We have done this through marginal distributions.

To calculate marginals, the transition probabilities were determined for normalized feature
values (described in Subsection 9.3) to maintain the consistency across different ranges of values
in features. The calculated marginal distributions are shown in Figure 9.2 and Figure 9.3 that
further ensures the capability of the data generation technique. We also calculated the Euclidean
distance between the marginal probabilities of the real and synthesized phishing data. The values
are depicted in Table 9.2. The Euclidean distances are less than 0.13 across all the datasets which
is very low. The minimum Euclidean distance of the column sum is 0.027 for the DS-4 dataset and

the row sum is 0.025 for the DS-2 dataset. DS1 has the least number of features among datasets.

Shttps://data.mendeley.com/
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Figure 9.2: Marginal Distribution of X (Column sum)
We believe that is why the autoencoder slightly less performs on capturing the underlying multi-

dimensional structure and transforming to the compressed latent code in DS-1.

After we checked the similarity of synthesized samples and real phishing samples at the feature
level, we need to check the similarity at the instance level to make sure the final results of AAE are
also similar. For this purpose, we created a clustering model based on real phishing samples and
then tested on synthesized ones. We calculated what ratio of samples belongs to each cluster.

We used k-nearest neighbors (KNN) algorithm for clustering real phishing samples and used
elbow method to get the optimum numbers of clusters for each dataset. The optimum number of
clusters for DS-1, DS-3, and DS-4 is 6 clusters, and DS-2 is 8 clusters. Figure 9.4 shows the results
of this experiment.

As Figures 9.3a, 9.3b, 9.3c, and 9.3d show, the ratio of synthesized samples is similar to ratio

of real phishing samples and there is not any significant difference among them. This proves our

130



D2

A N AN A\

e

1 3 5 7 9 11131517 19 21 23 25 27 29

——Real Synthesized

(b) DS2
D4

P

~ \/F\\J’A'\/ /4./‘“-\«— =
1 4 7 1013 16 19 22 25 28 31 34 37 40 43 46
——Real Synthesized
(d) DS4

Figure 9.3: Marginal Distribution of Y (Row sum)

DS1

0.25 0.25

0.2 /o 0.2

0.15 \ 74 0.15

0.1 0.1

0.05 0.05

0 0

1 2 3 4 5 6 7
——Real Synthesized
(a) DS1
D3

0.25 0.25

0.2 0.2

0.15 / 0.15

D —— 4
0.05 0.05
0 0
1 2 3 4 5 6 7 8 9
——Real Synthesized
(c) DS3
0.6 0.6
+« 05 + 0.5
2 2
E 0.4 § 04
203 Zo3
202 202
e 0.1 e 0.1
0 0
Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster 6
Real B Synthesized
(a) DS1
0.6 0.6
» 05 + 0.5
2 2
Zoa %04
Zo03 Z o3
% 0.2 % 0.2
=01 77 <01
0 A= 0
Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster 6

Real [Synthesized

(c) DS3

=
E @@

Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster 6 Cluster 7 Cluster 8

Real @ Synthesized

(b) DS2
7
Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster 6

Real [@Synthesized

(d) DS4

Figure 9.4: Ratio of real and synthesized phishing samples in each cluster in four datasets.
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Table 9.2: Euclidean distances between real and synthesized phishing data.

Dataset Euclidean distance
X (Column | Y (Row
sum) sum)

DS-1 0.085 0.123

DS-2 0.042 0.025

DS-3 0.069 0.048

DS-4 0.027 0.050

adversarial generator can synthesized samples in the same distribution as the real ones. As we
explained in Section 9.3, injecting synthesized samples may make the learning model resilient
against exploratory attacks. To evaluate the second hypothesis, we injected 20% of synthesized
samples into the training set, retrained the model, and called it poisoned model. We then tested this
model with two types of samples: real and synthesized.

Supervised machine learning is a promising approach for phishing detection. However, suffi-
cient volumes of data regarding phishing websites are unavailable and often infeasible to obtain.
Towards this end, we demonstrated how Adversarial Autoencoders could be used to synthesize
samples that mimic real phishing websites’ data. We compared the similarity of the features and
instances of the generated data to ensure that the attacker may realistically cause the generated
data. Injecting synthesized data in the training set improved the accuracy and recall of the learn-
ing algorithms. Moreover, the learning algorithms that included some synthesized data also were
significantly more robust to exploratory attacks. In this work, we validate our proposed data gener-
ation technique is beneficial in phishing website detection and improve the detection with synthesis

samples.
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Chapter 10

Video trace generation

10.1 Introduction

Video streaming has been dominating internet traffic for many years and is projected to con-
sume up to around 80% of the global network traffic by 2022 (Cisco, 2019). Internet Service
Providers (ISPs) and mobile network operators (MNOs) have struggled to manage the ever-increasing
resource requirements for video streaming. With the recent emerging trends in Virtual Reality
(VR) and Mixed Reality (MR), interactive videos are anticipated to strain the network resources
even more than in the past decade. Unlike regular videos, interactive or 360° videos can demand
80 times more bandwidth for similar quality of experience (QoE) as conventional videos (Guan,
Zheng, Zhang, Guo, & Jiang, 2019) and extremely low latency (less than 25ms) to circumvent
motion or cyber-sickness (Liu et al., 2018).

ISPs and MNOs are adjusting to these challenges by increasing network capacity (Dimopoulos
et al., 2016), deploying higher bandwidth technologies (Sukhmani, Sadeghi, Erol-Kantarci, &
El Saddik, 2018), and operating traffic optimization techniques such as traffic shaping, balancing,
caching, etc. (Dimopoulos et al., 2016). Traditionally, ISPs have relied on Deep Packet Inspec-
tion (DPI) to identify traffic flow characteristics and effectively deploy such techniques and new
infrastructures. However, a broad adaptation of end-to-end encryption of traffic has significantly
limited the effectiveness of transparent traffic optimizations that leverage DPI (F. Li, Chung, &
Claypool, 2018). More than 75% of internet traffic is now end-to-end encrypted (Gutterman et
al., 2019), while all popular video streaming services such as YouTube, Facebook, and Netflix
only provide services over encrypted protocols like HTTPS. To this end, there has been a plethora
of research in encrypted traffic classification leveraging recent advancements in machine learning
(ML) (Y. Lietal., 2018; K. Choi et al., 2020; Dimopoulos et al., 2016; Schmitt et al., 2019). It has

been shown that it is possible to identify which video is being transferred with simple data packet

133



features such as packet size and time (Y. Li et al., 2018; K. Choi et al., 2020). However, all these
machine learning techniques require a significant amount of training data to train accurate classi-
fication models, which can go over a hundred thousands of samples (Dimopoulos et al., 2016) and
are highly subject to the purpose of the analysis.

Video streaming data collection is challenging even in controlled experimental networks due to
many restrictions. Some of them are mentioned as follows. Adaptive Bit Rate (ABR) algorithms
in video streaming impose high variance in the time series of data packet features. End-to-end
encryption mitigates third parties to easily filter specific traffic from particular service providers
without sophisticated tools. Privacy and ethical issues prevent gathering data for training with-
out proper user consent in live networks. Therefore, such difficult circumstances can result in
either longer training time or partial, incomplete training data, leading to poor performance in ML
classification.

Data synthesis using minimal raw data could be one approach to overcome these challenges
in video traffic data collection. In addition to the probabilistic approaches such as copula (Ly et
al., 2019), recent advancements in Generative Adversarial Network (GAN) based approaches have
shown outstanding performance (Goodfellow et al., 2014) due to their capability of generating
high-fidelity datasets in many contexts such as images (Karras et al., 2019), videos (Clark et al.,
2019) and computer security applications (Shirazi et al., 2020). However, ordinary GAN archi-
tectures (Goodfellow et al., 2014) are only capable of capturing the distribution of continuous and
complete data but cannot be used for learning the distribution of discrete variables in time series
data (E. Choi et al., 2017). Therefore, many derivatives of GAN architectures were proposed, such
as the Adversarial Autoencoder (AAE) (Makhzani et al., 2015) and Wasserstein GAN (Arjovsky et
al., 2017) that are fluent in capturing both continuous and discrete data distributions. Nonetheless,
neither of the above work focused on video traffic generation nor validated the performance of data
generation with video traffic patterns.

In this work, we propose VideoTrain, a data generation framework for encrypted video traf-

fic data realizing Wasserstein GAN-based data synthesis architecture with feature mapping tech-
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niques. Video traffic generation is, in fact, more challenging than time-series data generations done
in the past (Lin et al., 2019), as both temporal patterns and payload information of packets. We
propose a novel percentile-based data mapping mechanism to encounter the high percentage of
zeros in video traffic patterns. This allows us to generate different random snapshots of a single
video trace which are used to train a Wasserstein GAN. We then investigate the effectiveness of
synthetic data generation with a realistic use case—classification of 360° video traffic from nor-
mal video traffic. First, we synthesize traffic patterns for each video relying on the experimental
data we collect and then investigate the classification performance by cumulatively adding them
to the actual data. We have also developed classification models using Neural networks (NN) and
traditional ML classifiers to achieve state-of-the-art classification performances.

We leverage more than 600 experimentally collected video traces, including 360° and normal
videos from the two most popular providers YouTube (YT) and Facebook (FB). The results of
our analysis show that VideoTrain data generation can improve the accuracy of our classifiers by
5 - 15%, increasing the accuracy from ~ 85% to almost 100% when adding nearly 450% of syn-
thesized trace samples compared to the number of actual data. Given the length of video traces,
this level of data synthesis saves nearly 98% training time compared to the time that would have
taken if the data collection was to be done experimentally. We also observe that synthesized traces
can maintain the exact characteristics of the actual traces both in their Kernel Density Estimation
(KDE) and temporal domain. Moreover, the classification performance with only synthesized data
has shown almost similar performance (more than 90% accuracy) compared to original and syn-
thesized data. Our work shows the potential of developing privacy-aware data sharing mechanisms

leveraging the VideoTrain framework.

10.2 Background and motivation

In this section, we further discuss challenges related to network data collection and the back-
ground of time series data generation using generative adversarial networks (GANSs). It has been re-

ported that there is a significant lack of public data access for video and audio applications (Ahmed
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et al., 2018; D. Zhou, Yan, Fu, & Yao, 2018), especially one that involves representative samples
of real users. There are a number of challenges involved in network data traffic collection, in
particular video streaming traffic. One of the major challenges is associated with the significant
effort and time required to develop data collection tools. The end-to-end encryption and opaque
nature of traffic flows have made collecting network data passively through network middleboxes
and endpoints a challenging task. As a result, significant effort and time are required to develop
data collection tools and deploy them in real network systems. High complexity and dynamicity
in mobile networks often create discrepancies in ground truth labeling, affecting its purity (Aceto,
Ciuonzo, Montieri, & Pescapé, 2019). For example, Sheer volume of transactions and frequent
lags when logging data for prolonged periods can negatively impact the purity of datasets, par-
ticularly in large MNOs and enterprise-level networks. In addition, privacy issues bound with
network traffic prevents collecting data from users in the wild (D. Zhou et al., 2018; Aceto et al.,
2019; Ganesan, Prashant, & Jhunjhunwala, 2012; N. Zhang et al., 2018). Exposure of sensitive
information such as personal location and network usage details hinder potential customers to be
participated in the experiments. These data collections often require ethical approval, which may
require longer time to process depending on the network and country (Ganesan et al., 2012). De-
spite all the effort, poor geographical distribution of existing network infrastructure and failures in
data loggers may either lead to longer experimental time or incomplete data (Ganesan et al., 2012;
Z. Wang, Qian, Xu, Mao, & Zhang, 2011; Sherry et al., 2015).

The above facts conjecture that experimental data collection in communication networks has
many challenges to address. Despite many hurdles, recent trends in machine learning networks
such as Deep Neural Networks (DNNs) based approaches have demanded even more data for
training than traditional ML models. On the other hand, data generation could be an effective

alternative to get the required amount of data while reducing the time needed
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10.2.1 Time-series data generation via generative adversarial networks (GANs)

GANSs (Goodfellow et al., 2014) have become an alternative for data generation without exten-
sive problem specific theoretical foundation or empirical verification (Yan, 2019). Let PP, and PP,
be the actual and generated distributions respectively. Generally in GANSs, rather than estimating
the density of the actual distribution (IP,.), we can define a random variable Z with a known (noise)
distribution p,(z) and send it through a parametric function gy : Z — X that directly generates
samples following a certain distribution [Py (Arjovsky et al., 2017). To achieve the above objective,
two deep-neural networks—generator ((G) and discriminator (D)—compete together in the train-
ing phase. D distinguishes the real and fake samples from p,(z) and G confuses D as much as
possible by convincing that generated samples come from the real distribution (P,.). Ultimately, the
generator will be capable of generating data samples that are similar to real samples by mapping
its distribution (IP;) to P5. The competition between G and D is a two-player minimax game with

value function V (G, D) (Goodfellow et al., 2014):

mGin max V(D,G) = Eyep, (@)llogD(z)]+

E.p.(2)llog(1 = D(G(2)))]

(10.1)

where D(z) is the probability calculated by the discriminator that x comes from P, and G(z)
is the generator mapping from the noise distribution to [P;,. The initial GAN architecture only
engages well for continuous and complete data distributions, meaning that GANs are unable to
learn the distribution of discrete variables efficiently (E. Choi et al., 2017). Hence, diverse GAN
architecture for discrete events were later introduced (Makhzani et al., 2015; Arjovsky et al., 2017).
Wasserstein GAN (WGAN) is a reliable approach in a wide range of domains: images (Gulrajani,
Ahmed, Arjovsky, Dumoulin, & Courville, 2017) to internet traffic generation (Fathi-Kazerooni &
Rojas-Cessa, 2020). WGAN has a unique loss function to calculate the difference between actual
(PP,) and generated (IP,) data distributions compared to the ordinary GAN. It uses the Earth-Mover
(EM) distance or Wasserstein-1 as the loss function (Arjovsky et al., 2017) while GAN calculates

the loss via the standard cross-entropy (Goodfellow et al., 2014). In WGAN, the discriminator is
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called the critic. Earth-Mover (EM) distance (Wasserstein-1) can be defined as follows.

WP, P)= inf Egoyflz— 10.2
( 4) 761_[1?11%1?’5;) (z,y) Sl —yll] ( )

where P,, P, is the set of all joint distributions v(x, y), whose marginal distributions are IP, and
P,. In other words, the similarity between actual and generated data is calculated by finding the
infimum of the expected values of distances between data points from the distributions of actual
and generated data (Fathi-Kazerooni & Rojas-Cessa, 2020). Further, training of WGANs does
not require maintaining a careful balance of the D and the Gz, and also does not require a careful
design of the network architecture. The Wasserstein loss function is also capable of providing a

continuous and usable gradient compared to many other loss functions (Arjovsky et al., 2017).
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Figure 10.1: An example KDE and time series plots for a normal video trace that generated data using
WGAN implementation with a min-max normalization. The results claim that it is capable of providing a
reliable probability distribution but unable to preserve the temporal pattern.

However, the ordinary GAN implementations are unable to model the time series data with
high fidelity because of the inability to maintain short and long-term correlations within the time
series (Lin et al., 2019). To inspect this issue, we implement a WGAN with a min-max normal-

ization method, proposed in (Fathi-Kazerooni & Rojas-Cessa, 2020) for video traces generation.
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Fig. 10.1 depicts the frame sum with 0.5 bins for a normal video trace generated via the aforemen-
tioned method. While it claims that it is unable to capture the temporal effect of the video trace
(Fig. 10.1b), it still generates an almost similar probability distribution (Fig. 10.1a).

Therefore, the hybrid models composed of Recurrent Neural Networks (RNNs) and GANs
have been recently introduced to generate time series data while preserving short and long-term
temporal correlations (Lin et al., 2019). These are comparatively complex deep neural networks
that require a significant effort to train the models. However, with a simple data orientation, we
can still utilize the naive GAN architecture to generate time series data with temporal effects.
In (Brophy, Wang, & Ward, 2019), a time series trace is mapped to an image size of 64x64 pixels
and a WGAN is utilized for data generation. The proposed method works well for periodical
signals such as medical data; photoplethysmograph (PPG) and electrocardiograph (ECG).

But our problem is more complicated and deviated from the literature due to the following

reasons.

1. video traces may not have periodicals patterns (even within the same video) and contains

high fluctuations.

2. the zero temporal pattern often plays a significant role.

To address these challenges, we introduce a percentile-based data mapping technique and present

VideoTrain in the next Section.

10.3 VideoTrain architecture

Initially, we briefly describe the overall workflow of VideoTrain followed by introducing the
dataset used and the data synthesis process. After that, we explain our ML based traffic classifica-

tion process which validates the effectiveness of the data synthesis process.

10.3.1 Overall VideoTrain workflow

Fig. 10.2 shows the main components of VideoTrain: Data synthesis and Classification phase.

In the Data synthesis phase, we pre-process and synthesize new data. This dataset, further de-
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Figure 10.2: Overview of VideoTrain data generation framework.

scribed in Section 10.3.2, represents a video streaming scenario containing 360° & normal video
streaming data. Each video in the dataset is represented by a pcap trace. We extract bytes down-
loaded (bytes dl) data for non-overlapping bins for each trace. Finally, we input bytes dl time series
pattern, trace by trace into our WGAN data generation model (Section 10.3.3) to synthesize data.
For every trace we input, the model generates traces resembling the actual trace.

Classification phase combines actual and synthesized data in order to validate the synthesis
process using both traditional (i.e. SVM, XGBoost) and NN based classifiers (i.e. MLP, CNN). To
train the traditional classifiers, we generate overlapping bins of 5s with a step size of 1s for both
actual and synthesized traces followed by deriving feature summary statistics over those bins for
the bytes dI feature. For the NN based classifiers, bytes dl data is directly fed for training models.
For both classifiers, we use 70/30 train/test split. Finally, the classifiers output whether the video

traffic belongs to a 360° or normal category validating the effectiveness the data synthesis process.
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10.3.2 Datasets

Table 10.1 summarizes our dataset comprised of YouTube (YT) and Facebook (FB) 360° and
normal video traffic. The streaming videos were collected using two Android smartphones under
non-controlled bandwidth conditions during three different times of the day: morning, afternoon
and night. The videos have been streamed under many different genres such as documentary,
sports, riding etc. which are commonly found in 360° video streaming (Afzal, Chen, & Ramakr-
ishnan, 2017). We match normal videos to the same genres as well, to make the classification more
robust to the content.

Fig. 10.3 shows some randomly selected row traces up to 90s duration from different video
types which are sampled at 0.5s bins. We see noticeable differences in streaming patterns between
different platforms mainly due to the proprietary streaming protocols and applications, different

data collection devices and content of the video itself.
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Figure 10.3: Downlink streaming patterns of selected traces of different video types for 90s duration
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Table 10.1: Summary of the dataset

Platform | Content # of unique Total Trace
type videos (video ids) | traces | length (s)
YouTube 360° 50 160 120
Normal 50 160 120
Facebook | 360° 50 149 120
Normal 50 147 120

10.3.3 Data synthesis phase

The overall work flow of Data synthesis phase is shown in Fig. 10.2-top. From the input pcap
trace, we first extract the downlink traffic, followed by creating 0.5s non-overlapping bins of the
packet data considering their timestamps. Then, we calculate “Total bytes dl" feature for each bin
per trace. This process results in a time series data pattern, where each trace contains 240 bins with

corresponding total bytes dl value.

Percentile-based data mapping

Let KC denote the collection of all attributes in a dataset (a video trace) and x;, be an arbitrary
value of the k™ attribute. Fig. 10.4 depicts an example percentile graph for an attribute and ay,
denotes the percentile value when z;, = 0. In the initial step, we convert the values to its percentile

values () as follows.

Fk(ZL‘k) T > 1
z, = (10.3)

(093 T = 0
where F}(.) is the cumulative distribution of k™ attribute and z), € [ay,1]. Here, we have a
rigid threshold for zeros (ay) which makes hard to train a deep neural network efficiently. As
aforementioned, there are significant zeros temporal pattern in video traces and it is crucial to
synthesize such patterns with high fidelity. To address this challenge, we map oy, to an uniform

random distribution (u) where uy, ~ [0, ax], disperses values evenly in the given range. Then, the
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proposed data mapping can be defined as,

Fk(ﬂik) rp > 1
7 = (10.4)

U, z, = 0.

Then, x}, € [0, 1]. Further, it allows to generate different random snapshots of a single video trace
as shown in Fig. 10.5. These snapshots are used to train a WGAN. After data generation, we use

the same Eq. 10.4 to re-transform the generated percentiles (y,) of k™ attribute to actual values
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Figure 10.4: A (inverse) percentile graph for an attribute (frame sum)

10.3.4 Video traffic generation using WGAN

The details of the generator and critic structure of the WGAN are shown in Table 10.2 and 10.3,
respectively. The generator and critic models in the WGAN are multi-layer perceptron (MLP)
neural networks with three and two hidden layers, respectively, which is a comparatively simpler

network design. The proposed technique in Subsection 10.3.3 suffers from overfitting (Lawrence
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Figure 10.5: The data mapping pipeline for video traces generation

& Giles, 2000) and the dropout layers significantly reduce the issue and produce reliable results

shown in Section 10.4.1.

Table 10.2: Generator architecture

Layer Hyperparameter

Input in_shape = (latent_dim,), act_func = ’leaky_relu’

Dense h_units = 512, act_func = "leaky_relu’
Dropout drop_out_rate = 0.25

Dense h_units = 512, act_func = "leaky_relu’
Dropout drop_out_rate = 0.25

Dense h_units = 256, act_func = ’leaky_relu’
Dropout drop_out_rate = 0.25

Output | h_units = (n_rec, n_feat, n_chann), act_func = "tanh’

in_shape:input shape, h_units: number of hidden units num-
ber_of_estimators, act_func: activation function, max_depth

10.4 Results and evaluation

We first present statistical similarity of our generated data to the actual data validating WGAN
based mechanism for time series video traffic feature generation. Then, we summarise our classifi-
cation results whilst evaluating data synthesis process in different aspects. Finally, we discuss the

possibility of privacy aware data sharing using only the synthesized data.
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Table 10.3: Critic architecture

Layer Hyperparameter
Input in_shape = (n_rec, n_feat, n_chann)
Dense | h_units = 512, act_func = ’leaky_relu’
Dropout drop_out_rate = 0.25
Dense | h_units = 256, act_func = ’leaky_relu’
Dropout drop_out_rate = 0.25
Flatten -
Output shape = 1

10.4.1 Comparison of original and synthesized data
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Figure 10.6: Comparison of actual and synthesized data (Bytes dl): YT-360°

We compare the original and synthesized data based on KDE (kernel density estimation) dia-
grams and temporal distributions of bytes dl value, as shown in Fig. 10.6 and 10.7 for randomly
selected YT 360° and normal videos, respectively. These graphs show that our proposed method
is capable of maintaining the similarity of both probability and temporal distributions. We see that
minimum and maximum values of actual and synthesized data are nearly the same in KDE plots
(Fig. 10.6a and 10.7a) while the generated traces properly align with 0 value sequences and peaks

(data chunks) of the actual traces in time domain (Fig. 10.6b and 10.7b).
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Figure 10.8: Comparison of proposed method and GAN Tunnel along with actual data (Bytes dl): randomly
selected trace from YT-Normal

We compare VideoTrain with min-max normalization based WGAN data generation method,
GAN Tunnel (Fathi-Kazerooni & Rojas-Cessa, 2020), to show that, it can overcome the prob-
lem of maintaining the temporal characteristics of time series data by ordinary WGAN (cf. Sec-
tion 10.2.1). Fig. 10.8 shows the KDE and temporal distribution diagrams of a randomly selected
YT-Normal trace. It highlights that, when compared to GAN Tunnel, peaks and zero-sequences

of the trace from VideoTrain well align with the actual trace—particularly at the beginning of the
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Figure 10.9: Cosine similarity between Actual and Synthesized traces by Video ID
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Figure 10.10: Distribution of selected two actual traces from Facebook Normal category with high and low

cosine similarity
trace—where the majority of the data is downloaded (Fig. 10.8b). Also, Fig. 10.8a indicates that

the probabilistic distribution of bytes dl values of traces from VideoTrain are closer to the actual
trace distribution than the GAN-Tunnel method.

Fig. 10.9 shows the cosine similarity between the actual and corresponding synthesized traces.
Cosine similarity has been a widely used metric to evaluate the similarity between two time series
distributions (Cassisi, Montalto, Aliotta, Cannata, & Pulvirenti, 2012). Fig. 10.9a and 10.9b indi-
cate that YT 360° videos have 92.5(4-4.4)% of cosine similarity, whereas the value for YT Normal

video is around 76.2(+7.4)%. Compared to YT, we see high irregularity in FB, yet it achieves
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80.5(83.2)% for FB-360° and FB-Normal videos having standard deviation (sd) around +13(19)%
which is caused by anomaly videos (e.g. FB-360°: video ID-19,38 and FB-Normal:video ID-20,
50). We observe that these anomaly videos have completely different streaming patterns from other
videos, as shown in Fig. 10.10a and 10.10b. The mixture of high and low cosine similarities in
actual FB-Normal videos cause the WGAN model to generate unmatched traces to actual traces.
Therefore, we present an approach to generate time-series data with modifications to the pro-
posed technique in Chapter 7. In this particular work, we apply the proposed VideoTrain frame-
work for video traces generation. The results validate the effectiveness and accuracy of the time-
series generation with the capability of synthesizing a statistically similar dataset and outperforms

the existing time-series generation apparoaches.

10.5 Trace splitting algorithm
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Figure 10.11: Unexpected peaks between 5-10 MB are observed in KDE distribution (Fig. 10.11a). The
majority of these peaks appear after 20 s in temporal distribution (Fig. 10.11b)

We further extend our contribution by introducing a trace splitting algorithm for training data.
In our initial experiments, we observed high data throughput with high bursts at the beginning
of video streaming session compared to the rest of the session. We experienced that leads to low
fidelity in synthesized traces. For example, Fig. 10.11a, which shows the KDE (Kernal Density Es-

timation) diagram of a sample pair of actual and synthesized trace from D2—Netflix, has undesired
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peaks around 7.5MB. The main reason is that the actual trace transmits a high amount of data (both
in ul and dl) within the first 20-25 Seconds, and a very less amount of data after that. Therefore,
the data generation model, which tries to match the high peaks of the signal at the beginning also

tends to create unexpected peaks in the remaining part of the trace after 25 Seconds as shown in

Fig. 10.11b.
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Figure 10.12: Moving average of cumulative sum and its gradient distribution for a trace D2—YouTube and
D2-Netflix.

To address this challenge, we propose a mechanism to split the trace based on the cumulative
sum of 7ot bytes dl feature and its gradient. We use these distributions to first calculate a margin
in the temporal domain to separate the trace to potential high and low data transmission regions,
and then, feed them separately for the data synthesis. Fig. 10.12 shows the cumulative sum and its
gradient of a trace shown from Youtube (YT) and Netflix datasets. The cumulative sum distribution
of a Netflix trace (Fig. 10.12b) illustrates a significant change in the gradient after the initial data
burst and we can clearly decide the margin to split. Contrarily, an Youtube trace (Fig. 10.12a)
shows an approximately linear curve throughout the entire video duration making it is difficult to
identify a margin to split the trace.

After deciding the margin, we split the trace and train two separate WGAN networks. Then,

the synthesized traces are merged back to get the complete synthesized trace. With this approach,
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we overcome the challenge of generating video traces with high data transmission at the beginning

and generate high-fidelity video traces for classification.
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Chapter 11

Summary

11.1 Conclusion

With challenges to identifying latent and emergent behavioral patterns of individuals and groups,
homeland security, counterterrorism professionals, and other investigative authorities are actively
exploring efficient and scalable computing tools to detect violent extremists in advance. In this
work, we presented the INSPECT framework, a set of computation tools integrated to investiga-
tive pattern detection that allows flagging suspicious individual and group profiles. We discussed
the functionalities and techniques used in each component of INSPECT framework: data extraction
in-text sources, data storage, query graph formation, investigative graph search, and synthetic pro-
file generation. We further explained the generalizability and the applicability for diverse datasets
and contexts with the modularized architecture.

We integrated different NLP approaches such as named entity recognition (NER), corefer-
ence resolution, and multi-label text classification to extract information of behavioral indicators.
Additionally, several text pre-processing approaches were used to improve the accuracy of data
extraction with smaller and label-wise imbalanced training datasets. Then, we explained the ef-
fectiveness of applying a transfer learning-based, pre-trained NLP model called BERT with our
small and irregular datasets to achieve significant improvement in information extraction using
the multi-label text classification technique. We were able to achieve over 80-85% classification
accuracy using multi-label text classification with the BERT model.

We presented the details of how the extracted information from text sources can be modeled
to rich knowledge networks. Then, we discussed the importance of utilizing graph databases to
store such high-connected data to be stored, updated, and continually examined for the emer-
gence of patterns in the long term. We presented our software routines for investigative graph

search that implemented as custom stored procedures on top of graph databases. Additionally, we
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demonstrated the wide-range applicability with different datasets and the enhanced effectiveness
of observing suspicious or latent trends using our investigative graph searches. We verified that
our algorithms were sufficiently capable to provide results within an acceptable time frame against
different sizes of datasets. Additionally, the enhancements to the algorithms were presented using
the temporal details and multi-occurrences of behavioral indicators for the accurate detection of
emergent patterns. Furthermore, we implemented a novel library to convert relational databases to
graph databases at scale and efficiency, which facilitates developers and data scientists to transform
their datasets to graph databases easily.

In this work, we identified the challenges with small and sparse datasets, which are inherent
in behavioral pattern data. A generative adversarial network (GAN) based approach was imple-
mented with novel feature mapping techniques to synthesize data from small and sparse datasets
while preserving the statistical characteristics of actual datasets. We expanded our contribution
by proposing a novel feature mapping technique for sparse and incomplete datasets to model such
data, and apply both likelihood and deep-generative approaches to make it capable of generating
high-fidelity data. Gaussian and R-vine copulas were utilized as the likelihood methods and an
adversarial autoencoder was integrated as the deep-generative method for the data generation. We
also presented a comparative analysis between likelihood and deep-generative approaches using
multi-variate data simulation and three different real-world datasets. Then, we applied the pro-
posed data generation technique to synthesize radicalization trajectories using a real-world dataset
from WJP (Klausen et al., 2020), which was beneficial for social science studies. The statistical
similarity between the generated and actual data was demonstrated via diverse descriptive statis-
tics. We verified that our proposed method outperforms when the dataset is smaller and with more
attributes/features (high-dimensional).

Furthermore, we applied our GAN-based data generation approach to two other applications. In
the first application, we demonstrated how our data generation approach can be used to synthesize
samples that mimic real phishing websites’ data. We verified that the classification algorithms

included with synthesized data were also significantly more robust to exploratory phishing attacks.
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In the second application, our synthetic data generation was applied for a video traffic classification
technique. In this work, we adjusted our data generation technique to capture the temporal patterns
in time series data. Then, we proposed a WGAN based data generation technique to increase
training data as an alternative to internet traffic data collection. We validated that deep learning-
based classifiers performed better and enhanced the accuracy by 5-15% with the synthesized data.

With all of these components in INSPECT framework, we streamline investigative pattern
detection while addressing scalability and efficiency challenges. We validated each component
of INSPECT along with the human-in-the-loop (HITL) process where quantitative and qualitative
feedback was provided by social/political scientists iteratively to improve our tools and techniques.
We also made a notable contribution to discrete and sparse data generation in various contexts with

our novel generative adversarial network-based data synthesizing techniques.

11.2 Future directions

The implemented INSPECT framework further will be applied to other investigative domains
while maintaining accuracy and scalability. We also plan to implement a web application to em-
bed the framework with user-friendly interfaces that will significantly benefit social scientists and
investigators. We will further enhance the accuracy and efficacy of each component of the frame-
work. The timestamp information extraction that binds to a particular behavioral indicator will be
automated. In graph searches, we will develop multi-threaded procedures to improve the query
performance on graph databases. One of the proposed multi-threaded approaches is depicted in
Fig. 11.1. Additionally, we will study applying semi-supervised methods like node2vec to learn
feature representations for nodes that obtain more significant insights into the deeper structure of
an investigative graph.

The proposed data generation technique will be applied to other domains that require enhanc-
ing smaller datasets. We will further evaluate the impact of synthesizing data in different domains
and will experiment on how the synthesized data positively or negatively affect particular datasets

in general. Further, a quantitative analysis of privacy-preserving through our data generation ap-
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Figure 11.1: Proposed approach for multi-threaded Neo4j stored procedures, Query Focus (QS) node to be
run in parallel.

proaches will be investigated. Moreover, we will extend our work to address data anonymization

and data privacy with our data generation technique.
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Appendix A
Codebase

We implemented different algorithms, tools, and techniques throughout this dissertation to
achieve our goals and objectives in Section 3.1. We further describe the existing libraries that we

utilized and customizations made in this work.

A.1 Behavioural Indicator Extraction using NLP techniques

For behavioral indication extraction from disperate text sources, we utilized different NLP tech-
niques. We further used text pre-processing techniques to improve the model detection accuracy
with our limited datasets.

For Named entity recognition (NER), we applied the Spacy NER, which is a python-based
pre-trained NER model'¢ to extract different entities from text sources. The further details can be
found in Section 5.2. For Coreference resolution, we utilized NeuralCoref!” library, which was
built on top of the Spacy NLP pipeline. More description is available in Section 5.3.

For multi-label text classification that discussed in Section 5.5, we utilized both SpaCy '® and
BERT (Devlin et al., 2018) transfer learning model. In our experiments, we used Pytorch-based
BERT transformer ' and customized for our datasets. The codebase can be found in GitHub
repositories (Computer Network Research Laboratory (CNRL), Colorado State University, 2022c,

2022a) with all the steps.

I6https://spacy.io/api/entityrecognizer
17https://github.com/huggingface/neuralcoref
18https://spacy.io/api/textcategorizer

Yhttps://github.com/lonePatient/Bert-Multi-Label-Text-Classification
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A.2 Investigative graph search

We implemented our own algorithms on top of the Neo4j graph database as custom Neo4j
procedures (Neo4j.com, 2022; Holford, 2022) to detect suspicious individuals and groups and
described in Chapter 6. Currently, Neo4j only supports Java programming language to implement
custom procedures and our implemented algorithms were shipped as a JAR (Java ARchive) file %

1

and added to the database file system to run our procedures via Neo4j desktop 2! which is an

interactive user interface to interact with Neo4j databases.

A.2.1 PINGS

We described the details of our algorithms in Chapter 6 and the code base is publicly available
under GNU GPLv3 licence in a GitHub code repository (Computer Network Research Labora-
tory (CNRL), Colorado State University, 2022f) of Computer Networking Research Laboratory
(CNRL), Colorado State University (CSU).

A.3 Rel2Neo - Relational to graph database conversion library

With the identification of lack of tools to convert relational databases to graph databases, we
implemented a Python-based tool to convert relational data to Neo4j graph database by facilitating
the full control of the conversion to the user. The user can define the required conversion such as
nodes, relationships, attributes of nodes and relationships, the direction of a relationship, etc. All
details were discussed in Section 6.9 and the codebase is available with examples in CNRL GitHub

page (Computer Network Research Laboratory (CNRL), Colorado State University, 20221).

A.4 Synthetic data generation

We implemented different synthetic data generation schemes using generative adversarial net-

works (GAN) to various applications that suffered from a lack of data due to specific reasons.

2https://docs.oracle.com/javase/8/docs/technotes/guides/jar/jarGuide.html

2l https://neo4j.com/developer/neodj-desktop/
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The requirements of having such synthetic data generation techniques and the details of different
generative approaches were discussed in Chapters 7, 8, 9, and 10. The implemented codebase for
synthetic data generation schemes is based on the Tensorflow 2> machine learning library. We im-
plemented a complex object generation technique with the comparison of adversarial auto encoders
(AAE) and copula-based synthetic data generation. This approach is applicable in many domains
where data is sparse and discrete with our novel feature mapping technique and the details were
presented in Chapter 7. The codebase can be found in a repository (Computer Network Research
Laboratory (CNRL), Colorado State University, 2022b) of CNRL GitHub page.

We applied AAE-based synthetic data generation mechanism for radicalization trajectory gen-
eration and presented in Chapter 8. The codebase is available in a GitHub repository (Computer
Network Research Laboratory (CNRL), Colorado State University, 2022h). We also implemented
an AAE-based synthetic data generation method to improve phishing websites classification and
the details were presented in Chapter 9. The codebase can be found in a GitHub repository (Computer
Network Research Laboratory (CNRL), Colorado State University, 2022¢). We also implemented
Wasserstein-GAN (WGAN) based time-series generation mechanism for video traces to improve
the classification accuracy. All the related content was presented in Chapter 10 and the code is
available in a CNRL Github repo (Computer Network Research Laboratory (CNRL), Colorado

State University, 2022d).

2https://www.tensorflow.org
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