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Abstract

Internet-of-Things (IoT) is playing a key role in modern society by
offering enhanced functionalities and services. As IoT devices may
introduce new security risks to the network, network administra-
tors profile the behavior of IoT devices using device fingerprinting.
Device fingerprinting typically involves training a machine learn-
ing model using the network behavioral data of existing devices. If
a new device is added, the network becomes vulnerable to attacks
until the time that the machine learning model is trained and up-
dated to integrate the new device. Furthermore, if many devices are
regularly added to the network, the cost of adapting the machine
learning model can be significant. To address the challenges of
security and scalability in fingerprinting, we create a collection of
observed behaviors of IoT devices from existing devices and use
this collection to construct a fingerprint for a new device. In our
approach, we design a bi-component neural network architecture
consisting of a transformer-based behavior-extractor (BE) and a
fingerprinting interpreter. We perform a one-time training of the BE
to extract behaviors from known devices. We use the generated BE
for (a) fingerprinting existing devices and (b) adapting the existing
fingerprinting model to new device data. In our experiments on 22
diverse IoT devices, we show that our model can identify newly
introduced devices as well as known devices with a high identifica-
tion rate. Our approach improves the time to adapt a model by a
factor of 78.3x with no loss of accuracy, achieving recall over 98%.
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1 Introduction

The popularity of the Internet-of-Things (IoT) has created a plethora
of attack surfaces in home and organizational networks. This is
largely due to the weak built-in security of IoT devices. A new
generation of malware [4, 8] specifically targets IoT devices, e.g.,
like the Mirai malware that compromised over one million IoT
devices and launched several major Distributed Denial of Service
(DDoS) attacks. In light of such attacks, IoT device fingerprinting,
the process of profiling an IoT device from a particular manufacturer,
e.g., Philips® Smart LED Light Bulb, is a critical requirement for
enforcing the necessary access controls and securing the network.
State-of-the-art fingerprinting approaches [1, 2, 5-7, 9, 10, 12, 13,
16, 19-23, 25] are mostly based on supervised and semi-supervised
machine learning. These approaches use machine learning to finger-
print IoT devices. Machine learning models are trained on important
features extracted from IoT network traffic. As the IoT industry
is rapidly expanding, with new devices emerging regularly, fin-
gerprinting models must constantly adapt to evolving networks.
However, adapting an existing fingerprinting model to accommo-
date new devices is inefficient as the existing model is not reused to
create the new fingerprinting model. A major technical challenge
in model re-use is that it results in reduced performance when the
original network features are insufficient for understanding the
unknown behaviors of new IoT devices. Therefore, there is a criti-
cal need for efficient methods that provide accurate identification
while enabling the re-use of deployed fingerprinting models for
rapid adaptation to new devices.
Proposed Approach. To address the challenges of efficient and
accuracy-maintaining adaptability in IoT fingerprinting models,
we propose a two-stage fingerprinting process: (1) extraction of
network behavior patterns from unfiltered samples of traffic and (2)
identification of devices based on the extracted patterns. Intuitively
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speaking, the “behavior” of a device is a comprehension of the
traffic flows generated by the device.

To improve efficiency, our approach enables the re-use of the
parts of the model responsible for extracting behavior patterns,
which account for the majority of the training cost. We achieve
this by splitting our fingerprinting architecture into two compo-
nents. The first component is a transformer [24]-based behavior
extractor (BE), which can be re-used when the model is adapted
with no additional training. The BE is responsible for the first stage
of fingerprinting, extracting relevant behavioral patterns from IoT
traffic. The second component is a fingerprint interpreter, which is
aneural network multi-classifier responsible for identifying devices.
A model can be adapted by training a new fingerprint interpreter,
previously learned knowledge is transferred [27] to the adapted
model through the re-used BE. This is efficient because the inter-
preter has a significantly lower storage and computational cost
than the BE.

To maintain high accuracy when a model is adapted, our ap-
proach leverages a generalized training technique for the BE and a
conversational-style feature design. This allows the BE to extract
behavioral patterns from devices, even if they were not part of the
initial set of devices used to train the BE. Our BE training technique
formulates behavior extraction as a separate task from device iden-
tification by utilizing self-supervised learning. Instead of learning
the identities of the devices used for training the BE, the BE learns
to extract behaviors by considering relationships between packets.
This allows the BE to extract behavior patterns from devices, even
if they were not part of the initial set of devices used to train it. Our
feature design is restricted to features that are common across most
IoT devices to address the challenge of maintaining network fea-
ture robustness as new devices are introduced. Our features include
standard features, which encode some fundamental characteris-
tics of packets, and relative features, which capture the complex
spatio-temporal conversational view of IoT devices.

Our key contributions are as follows. (i) We describe a trans-
former based bi-component architecture for IoT device fingerprint-
ing that can efficiently adapt to the addition of new devices. (i) We
describe a conversational-style method for extracting features us-
ing the relative communication endpoints, i.e., IP addresses and
TCP/UDP port numbers, of packets in a traffic sample to train
our behavior-extractor and help understand the “conversational”
relationships between packets. (iii) We implement a variety of pro-
cedures for training the BE and evaluate their effect on the bi-
component architecture’s ability to adapt to new devices.

2 Related Work

IoT SENTINEL [17] uses binary classifiers to address the issue of
scalability; however, they do not evaluate how the performance of
their architecture is affected when new devices are introduced. De-
viceMien [18] is an LSTM-based IoT fingerprinting architecture that
employs an unsupervised approach for automatic device label as-
signment for cases where the devices of training data are unknown.
IoT-Portrait is an IoT fingerprinting architecture [26] consisting
of a transformer encoder and a softmax classifier. They propose
a knowledge-distillation approach to efficiently adapt a model to
identify unseen devices While this enables model re-use, compared
to our approach, it requires more computational resources as the
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attention layers must be updated to adapt a model. Additionally,
the accuracy of the approach used in [26] degrades as the number
of new devices increases; whereas, our approach can adapt to in-
creasingly large numbers of new devices while maintaining high
performance. ScaNeF-IoT, proposed by Alyaha et al. [3], achieves
similar performance to IoT-Portrait using an Online Stream Learn-
ing classifier. This approach can adapt a trained model for an unseen
device by adjusting the existing nodes of the model’s decision trees
using traffic samples from the new device. The drawback of this
approach is that it is susceptible to unpredictable fluctuations in
accuracy as new devices are added to the model. AutoloT [11] intro-
duces a mechanism for adapting fingerprinting models on-the-fly
by automatically assigning labels to traffic from unknown devices
using k-means clustering, then updating the classifier to identify
the new labels. However, the discovered labels may not represent
actual devices and provide little value for security policy enforce-
ment. The 30-minute window sampling is another weakness of this
approach. Our approach only requires 101 packets to fingerprint a
device, which can be captured in a few seconds.

3 Fingerprinting Features

Each input sample for our fingerprinting architecture is a sequence
of 32 packets where each packet is represented as a 27-dimensional
feature vector: 12 standard features and 15 relative features. To
maximize the coverage of our data, we use a sliding-window ap-
proach to generate input samples by creating a sample for every
sub-sequence, or window, of 32 consecutive packets in each col-
lected traffic trace. Standard features provide information about
each packet in a sequence and are primarily used as discriminative
features to distinguish between traffic from different devices. Our
standard features are extracted independency from the headers and
payloads of packets and include the following:

Subnet Src: {1 if source IP is in subnet else -1}

Subnet Dst: {1 if destination IP is in subnet else -1}
Broadcast Dst: {1 if destination IP is broadcast else -1}
TLS: {1 if packet includes TLS protocol else -1}

TCP: {1 if packet includes TCP header else -1}

UDP: {1 if packet includes UDP header else -1}

HTTP: {1 if packet uses HTTP port else -1}

Common Src: {1 if packet uses common source port else -1}
Common Dst: {1 if packet uses common dst port else -1}
Header Length: {length of transport-layer header (bytes)}
Payload Length: {length of payload (bytes)}

Payload Entropy: {information entropy of payload}

Relative features act as flow-labels for each packet, which helps eval-
uate relationships between packets to improve behavior extraction.

3.1 Relative Features

Relative features identify the endpoints of packets using 15 di-
mensional vectors, giving the model insight into the relationships
between packets in a sample. This enhances behavioral comprehen-
sion compared to the common approach of manual flow filtering,
where each model input contains packets from a single flow. Since
device behaviors may involve multi-flows and interactions between
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separate flows, flow-based filtering overlooks important relation-
ships between packets that are integral for understanding the be-
haviors. Further, to avoid overfitting, relative features represent
endpoint-identifiers using a local scale defined over finite samples
of traffic. Mapping to a local scale introduces overlap between the
sets of identifiers associated with each device in the training data,
encouraging the model to use endpoint-identifiers for behavior
extraction rather than discrimination.

The endpoint-identifiers for a packet are defined as a tuple of
four attributes: (source IP address, destination IP address, source port,
destination port). For a packet P! € T, where 7 is the traffic
trace, each attribute P;l) is mapped from a global scale to a local
scale, defined over the range of unique values for attribute j within
the subsequence 7(!) ¢ 7. 7(!) contains the 101 packets with the
closest timestamps to P () defined as:

{pO,. . paoD} ifi <50
7O = Hpl=50)  p)  ps0) if50 < i < (|77 - 50)
{pU71-100 P U7TD} ifi > (|77 - 50)

We derive local endpoint-identifiers using a mapping function
R(P(i), T(i)) — [1,101]*%, which returns a vector containing the
index of each endpoint attribute of P (1) defined over 7). The
mapping is defined as follows:

RPD,70); =|{k 1k < PP nk e my(7 )|

Where JTj(T(i)) is a relational-projection that returns the set of
unique values for attribute j in 7@,

The relative features for (%) are represented as a vector Y@ e
(~1,1)"® which is a compression of R(PWD 7)) This compres-
sion is done using an autoencoder A(x) = d(E(x)) with embed-
ding layer E : [1,101]* — (=1,1)'%, and decoder d : (-1,1)"> —
[1,101]%. After training A(x) for 2, 000 epochs, the embedding layer
is used to compress the localized endpoint-identifiers into relative
feature packets. Relative features Y@ ¢ (-1, 1)15 for P(i), with
local endpoint vector Z = R(P(i), T(i)), are obtained as follows:

4
n = Tann\ D (W2 )
J

where W(E) ¢ R4x101x15 54 (E) ¢ R4X15 are the parameters of
E. The parameters of the embedding layer are saved for extracting
relative features from new packets during fingerprinting.

4 Fingerprinting Architecture

Our fingerprinting architecture, as shown in Figure 1, consists of
two components: a behavior extractor (BE) and an interpreter. The
BE is responsible for extracting network behavior patterns from
unstructured samples of traffic, while the interpreter is responsible
for identifying devices using the extracted patterns. To create a
model for fingerprinting, we first train the BE, then we train the
interpreter separately using the outputs of the trained BE.
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Figure 1: Fingerprinting architecture.

4.1 Automatic Behavior-Extractor

The BE is a vanilla transformer encoder, as described by Vaswani et
al. [24], having 3 transformer blocks and an embedding dimension-
ality of 40. For our attention mechanism, we use scaled-dot-product
attention with 6 heads. The output of the transformer is projected
down to 15-dimensional space using a final linear layer. This en-
courages generalizability and reduces the size of the interpreter.
The transformer extracts behavioral patterns by identifying and en-
coding relationships between packets in a sample. Given an input
sample X € R3?%% the BE produces an intermediate represen-
tation Z € R3?*15 which summarizes the temporal and spatial
dependencies in the input.
BE training. We train the BE using a training procedure consisting
of one or more self-supervised learning tasks. In this work, we eval-
uate several different training procedures. Our self-supervised tasks
include anomaly-locating, denoising, and masked-autoencoding.
Training on self-supervised tasks allows the BE to learn gen-
eral behavioral patterns, allowing it to effectively extract behaviors
from new devices. For each task, we train a self-supervised model
g(x) = f(BE(x)) consisting of the BE followed by a task-specific in-
terpreter f, which is a fully-connected neural network with a single
80-dimensional hidden layer and ReLU activation. We update the
BE by back-propagating losses through the interpreter to calculate
the loss gradient with respect to the BE’s learnable parameters. The
gradient W.R.T. the BE’s parameters 6, are calculated as:

dL dL df

dOye  df dp.
where £ is the loss function for the task. See Appendix 8.1 for
details on the self-supervised tasks.

To apply a procedure, we start by initializing the learnable param-
eters of the BE and the interpreters for each of task in the procedure
using Xavier initialization [14]. We then combine the BE and the in-
terpreters to create a single model where each task has a designated
path that spans the BE and its interpreter so that the BE is shared
among all of the paths. We also assign a learning rate to each path
with an initial value of 0.005. During the procedure, we iteratively
optimize the parameters along each path by minimizing the loss
function for its associated task on the training data using Adam
optimization [15]. After each epoch, we evaluate the loss function
of each path using a validation dataset. If the validation loss for a
path does not improve for 15 epochs, we reduce its learning rate by
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a factor of 3x. If the learning rate for a path degrades below 0.0001,
we remove it from the combined model and discard the interpreter.
The procedure terminates once all paths are removed.

4.2 Fingerprint Interpreter

The interpreter in the fingerprinting model is a fully-connected
neural network multi-classifier with a single 80-dimensional hid-
den layer, ReLU activation, and a sequence-wise average pool-
ing/softmax layer. Given an intermediate representation Z € R32X15
from the BE, the interpreter produces a probability distribution
Y € [0,1]!P! over the set of devices, D. Let Y/ € R32¥IDI pe the
output of the final linear layer of the interpreter. The pooling layer
converts this to a probability distribution as follows:

e ()

T 32 Ld D] )
J Zk exp(Yj’k)

Here, Y; represents the probability that behavior-extraction Z was
generated by device D;: Y; = P(D;|Z). See Appendix 8.2 for details
on the fingerprint interpreter training.

IoT Fingerprinting. After training the BE and interpreter, we
create a pipeline model g(X) = f(BE(X)) for fingerprinting devices.
To fingerprint a sample of traffic X € R32%?7 we apply the pipelined
model to predict a probability distribution over the set of devices
Y € [0,1] IDI. y = g(X). We return the device with the highest
corresponding probability in Y.

5 Adapting to New Devices

To adapt the model, we initialize a new fingerprint interpreter
and train it to identify an updated set of devices. Let D’ = D U
DY be the updated set of devices, where D is the set of known
devices and D"¢" is the set of newly introduced devices. The new
fingerprint interpreter f'(Z) — [0, 1] ID’l has an expanded output
dimensionality of |D’|. To train f”, we collect traffic from the devices
in D"¢Y then apply the BE to the collected traffic to generate
new intermediate representations. We train f’ on the combined
intermediate representations from D and D", Finally, we replace
the current fingerprinting model with the updated pipeline: g(x) =
f’(BE(X)). Notably, for the devices in our data-set, adapting does
not require adjusting the BE, as its initial self-supervised training
enables adaptation to new devices. With this approach, due to the
smaller size and lower computational complexity of the fingerprint
interpreter, adapting a fingerprinting model is significantly more
efficient than training an equivalent static model.

6 Results

We ran our experiments using Python 3.9.18 and cuda version 11.8
on a desktop with Intel® Xeon® CPU E5-1650 v4 3.60GHz and an
NVIDIA TITAN V® GPU with 12288MiB memory. We implement
our deep-learning architecture using jax version 0.4.23 for cuda.
Jax provides functionality for automated differentiation and just-in-
time compilation using XLA. We evaluated our models using 5-fold
cross-validation with a train:validation:test ratio of 7:1:2.

In our experiments, we use a ‘static’ fingerprinting model as a
baseline for comparing the performance and efficiency of our adapt-
able model. The static model has the same size and components as
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the adaptable model; however, the BE and the fingerprint interpreter
are trained jointly in one shot for device identification. We train it
using the same optimization settings as the fingerprint interpreter
discussed in Section 4.2. We evaluate the following procedures for
training the BE component of the adaptable model:

L+M: anomaly locating and masked autoencoding
Denoiser: only denoising

L+D: anomaly locating and denoising

M+D: masked autoencoding and denoising

Mask: only masked autoencoding

Adaptation Efficiency. Here, we evaluate the efficiency of our
adaptable fingerprinting approach in terms of the time required
to adapt a model when new devices are introduced to a network
and explore how the procedure used to train a BE impacts the
adapt time. For each procedure, we measure the amount of time
required to train a new interpreter until it achieves performance
on-par with a static model. To reflect networks without access to
internal GPUs, we measure the adapting time on CPUs as well
as GPUs. In Table 1, we compare the adaptation efficiency of the
adaptable model with each procedure against the static model. In

Table 1: Adapting Time.

Adaptable Models .
Static Model
L+M | Denoiser | L+D | M+D | Mask
GPU | 384 60 67 303 391 4,698
CPU | 22,921 3,619 4,021 | 18,095 | 23,323 78,513

both environments, the adaptable model achieves a faster adapting
time than the static model for all BE-training procedures. Of the five
procedures, ‘Denoiser’ results in the fastest adapting time followed
closely by L+D. On the GPU, this model can be adapted 78.3x faster
than the static model, while on the CPU, it is 21.7X faster. The
improvement is greater on the GPU because the adaptable model
reduces the number of synchronization steps required to avoid
overflowing the GPU memory during gradient calculation.
Performance. Here, we evaluate the capability of our architecture
to adapt to new devices. In these experiments, we withhold some
devices from the dataset before training the BE, then re-introduce
them and adapt the model to identify them. The devices that are
withheld represent new devices that the model must adapt to iden-
tify and the devices that are used to train the BE represent the set
of initial devices for a model. We run many trials with different sets
of initial and new devices to thoroughly explore the performance
of our adaptable model. The goal of this exploration is to compare
how different BE-training procedures affect a model’s ability to
adapt to changing network requirements.

We evaluate our architecture with varying numbers of initial
devices to demonstrate its ability to adapt in various scenarios.
Cases with fewer initial devices demonstrate more challenging
scenarios since there are fewer examples that the BE can pull from
to learn how to extract behaviors. We evaluate our model with 4, 7,
10, 13, 16, and 19 initial devices. For each amount, we repeatedly
evaluate our model with different combinations of initial devices
until we have measured the performance for each device as an
initial device, and a new device, at least three times.
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Figure 3: Average recall results of the Denoiser adapted model vs. the static model for all devices.

In Figure 2, we compare how changing the number of initial
devices affects the performance of adaptable models with different
BE-training procedures. In all scenarios, the four adaptable models
achieve a high identification rate, above 97%, for the initial devices
as well as new devices. With all procedures, the model can reliably
identify new devices with very few initial devices for training the
BE. This shows that the BE is capable of learning general patterns
for extracting behaviors, even if it is only exposed to the specific
behaviors of a small number of initial devices during BE train-
ing. While they still achieve a high identification rate for new and
initial devices, the "Mask" and "M+D" models perform worse in
some scenarios compared to the other models. This suggests that
the masked-autoencoding task (masking) is less reliable than the
denoising task, as procedures that include masking result in less
stable performance across scenarios. Of the four, the "Denoiser”
model is the only adaptable model that consistently outperforms
the static model, both on initial and new devices. Although the
"L+D" model performs better with 7 or 10 initial devices, its per-
formance is less consistent across all scenarios. In Figure 3, we
show the performance of the fingerprinting model, trained using
the denoiser procedure, for each individual device with the most
and the least number of initial devices. We show the performance
for each device when it is included in the set of initial devices and
when it is included in the set of new devices. In both scenarios, this
fingerprinting model identifies every device at a rate that is on-par
with or better than the static model.
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7 Conclusion and Future Work

In this work, we demonstrate that our IoT fingerprinting approach
successfully addresses the problem of efficiently adapting an ex-
isting model to identify new IoT devices. By combining relative
features with standard features for analyzing network-traffic, our
architecture achieves an average base device identification rate of
98.86% for 22 unique IoT devices. With our approach, adapting
a fingerprinting model is over 78x faster when compared to the
traditional approach. We found that the adapted model achieved
an average identification rate above 98% with as many as 81% new
devices introduced after the initial training. We explore a variety
of procedures for training the behavior extractor component of
our architecture and found that the denoiser procedure was the
most reliable and effective. Future work can explore different BE
and interpreter architectures to further improve the adaptability
and performance. Additional work is necessary to understand au-
tomatic behavior extraction, since this work does not investigate
the values produced by the BE and only focuses on the quality of
the interpreter’s predictions given the BE’s output.
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8 Appendix
8.1 BE Training Tasks

In the masked-autoencoding task, we apply a binary mask to the
packet features and train the model to reconstruct the missing
values. For each input sample, we randomly generate a mask M €
{0,1}3%%27 from a binomial distribution where each value has a
60% probability of having the value 1. The output of the model
Y € R32%%7 js defined as Y = g(M © X) where © denotes element-
wise multiplication. We train the model to minimize the mean-
squared-error (MSE) loss between X and Y.

The denoising task is the same as the masked-autoencoding task;
however, instead of applying a binary mask, we add a noise vector
U € (-0.15,0.15)32%?7 sampled from a uniform distribution to
the input. The output of the model Y € R32*?7 is defined as Y =
g(X ® U) where ® denotes element-wise addition.

In anomaly-locating, we randomly insert an anomalous packet
into each window and train the model to predict its position relative
to each packet. For each input sequence X € R32%?7, we randomly
select one row a, and replace it with a random vector A € [-1,1]%.
We implement this a 3-class classification problem where, for each
packet X;, the model predicts the most likely option from the set of
classes C = {i < a,i = a,i > a}. The interpreter includes a so ftmax
operation following the final linear layer, and outputs a probabil-
ity matrix Y € [0, 1]N>32%3_ We train the model to minimize the
negative-log-likelihood loss between Y and the true labels for each
packet from C.

8.2 Interpreter Training Details

Compared to the BE, the fingerprint interpreter is lightweight and
can be trained efficiently on GPUs or CPUs. We train the interpreter
to identify devices corresponding to the intermediate representa-
tions produced by the trained BE. Throughout the entire training
process, the training and validation data only requires one forward
pass through the BE to produce intermediate representations. We
train the interpreter using Adam to minimize the negative-log-
likelihood loss between the output probabilities Y, and the true
device labels from D. We use an initial learning rate of 0.03 and
decay rate of 3x.
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