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ABSTRACT

DIRECTED ACYCLIC CONSTRAINED CONNECTIVITY:
COMPLEXITY AND APPLICATIONS

In this thesis we will explore a new problem on Graph Theory named Directed Acyclic Con-
strained Connectivity. Directed Acyclic Constrained Connectivity is a modification of (s, t)-

Connectivity where we introduce constraints that restrict edge use.

We show that Directed Acyclic Constrained Connectivity is NP-Complete. We reduce Graph
Coloring problems such as the 3-Coloring Problem to Directed Acyclic Constrained Connectivity.
We also show that Directed Acyclic Constrained Connectivity can be related to the enumeration
of Maximal Independent Sets. This means that some cases of Directed Acyclic Constrained Con-
nectivity are solvable in polynomial time using advanced algorithms for enumerating Maximal

Independent Sets.

Finally, we apply our findings to a problem in the field of Access Control and Cyber Secu-
rity. We show that the Safety Problem for the Next Generational Access Control (NGAC) Model
is NP-Complete based on our findings for Directed Acyclic Constrained Connectivity. The NGAC
Model is a new model for Access Control that is based on the Role Based Access Control (RBAC)

Model.
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Chapter 1

Introduction and Related Works

Directed Acyclic Constrained Connectivity is a new problem in Graph Theory that is a modi-
fication of the classic (s, t)—Connectivity Problem. We created this problem to serve as a graph-
theoretical view of the Safety Problem in Access Control, which we talk about more in Chapter
3. In this thesis, we will discuss our findings from a purely theoretical point of view in Chapter 2.

Then, we will discuss our findings from an Access Control point of view in Chapter 3.

In Section 1.1, we give a detailed introduction to necessary Graph Theory concepts. We first
give definitions and notations for graphs. Then, we talk about decision problems in Graph Theory

related to our work.

In Section 1.2, we will give an introduction to Computational Complexity. We will first give
definitions to various complexity classes. Then, we will discuss how a problem falls under a cer-
tain class. This section contains important preliminary knowledge for Chapter 2 when we discuss

about the complexity of Directed Acyclic Constrained Connectivity.

In Section 1.3, we will give an introduction to the Next Generation Access Control (NGAC) Model.
We will give definitions to the model and also the safety problem which we will apply our findings
from directed acylic constrained connectivity to. In Section 1.4, we will give an introduction to
the Directed Acyclic Constrained Connectivity Problem. We will give definitions and the problem

statement.

In Section 1.5, we will give related works on problems relating to directed acyclic constrained
connectivity, access control, and independent sets. We will discuss past papers and well known

results from each respective fields and how it applies to our problem.



1.1 Graph Theory

Graphs are a very important combinatorial object that shows up everywhere in our daily life.

Graphs are able to model many things such as social connections, maps, and many more.

Definition 1: Graph

A graph G = (V, E) is an ordered pair consisting of two sets V' and E. V is called the
set of Vertices. E is called the set of Edges. There are no restrictions to V' as they are just

labels to nodes in the Graph. Each element in £ contains an ordered pair of vertices, where

(a,b) € E represents an edge or a connection from a to b.

A graph can either be directed or undirected. An undirected graph can be modeled as a bidi-
rectional graph, with an edge set £ C V' x V, such that (a,b) € E = (b,a) € E. A directed
graph does not necessarily have that property. From this point onwards, we assume every graph is

undirected, unless said otherwise.

Definition 2: Paths

Given a graph G = (V, E), and a pair of vertices s,t € V. A sequence of distinct nodes

P = (v, vy, -+ ,vg) is a path from s to ¢ if and only if

Vi<k<nv €€V A (v,v41) €EFE

A graph is connected if and only if there exists a path for all possible s, ¢ pairs.

Definition 3: (s, t)—Connectivity (ST-CON) Problem

Given a graph G = (V, E) and a pair of vertices s,t € V. Is there a path between s to ¢?

ST-CON is a classic graph theory problem that falls under the P Complexity Class. Con-
strained Connectivity is a modification of the ST-CON Problem where we add constraints. The

modification will make the problem fall into a different complexity class unless P = NP.



Definition 4: Independent Set

For a given graph G = (V, E), an independent set I C V/, is a set of vertices such that

Yu,v € 1, (u,v) ¢ E

An Independent Sets is maximum if its cardinality is bigger than any other independent sets. A
maximal independent set is a type of independent set where it is not a subset of another independent
set. In simple words, an independent set is maximal when adding another vertex in the set does
not make it independent anymore. Figure 1.1 is an example of a non-maximal vs a maximal
independent set. The first independent set is not maximal since you can add "B" in there and it
will still be an independent set. The second independent set is maximal since no other vertex can

be added.

non-Maximal Maximal

Figure 1.1: Non-maximal vs Maximal Independent Set

Definition 5: Graph Coloring

Given graph G = (V, E), and a set of "colors" (). A coloring of Gisamap ¢ : V — @
such that

Vu,v € V,uv € E = p(u) # ¢(v)




Graph Coloring is a very well known problem in Combinatorics. There are many variations of
this problem such as optimal colorings (finding the minimal number of "colors" needed to color
the whole graph), enumeration of colorings (finding all possible assignments of colors), existence
of colorings (to check whether it is possible to color a graph given its structure), and more. We are

particularly interested in 3—Coloring for our work.

Figure 1.2: Example of a Proper Graph Coloring

Definition 6: 3-COL Problem

Given a graph G = (V, E), and a set of colors () such that |Q| = 3.

Does there exist a map ¢ : V' — () such that

Yo eV p(v) & {p(u) [ue N(v)}

This is a well known Constraint Satisfiability Problem (CSP) in Graph Theory. 3-COL is
also well known in complexity theory as this problem can be used as a reduction target for many
NP-Complete Problems such as 3-SAT and more. We will also reduce 3-COL to Constrained

Connectivity.



1.2 Computational Complexity

In this section, we will give a detailed introduction to computational complexity. We will give
definitions to several complexity classes and notations in this section which will be solely based

on [1].

In complexity theory, it is common practice to represent objects as bit strings. An object z €

{0, 1}* where {0, 1}* is the set of all bit strings.

Definition 7: Languages

For a decision problem, its corresponding language is the set of all objects that will return a

"Yes" to that problem.

For example, for a decision problem that asks whether an integer is even, has a language
L = {z € {0,1}* : zisaninteger divisible by 2}. A language is used to represent decision

problems in complexity theory.

Definition 8: NP Class

A language (decision problem) L C {0, 1}* is in NP if there exists a polynomial p : N — N

and a polynomial time algorithm A such that for every x € L

Ju € {0, 1}P1D st. M(z,u) =1

u 18 called a certificate for .

A certificate u is an object of polynomial length, with respect to the length of the input x, where
it serves as a "proof" that x will return a "Yes". We can think of M will as a verifier algorithm to

make sure that v does actually show x is a "Yes" answer.



Definition 9: Reductions

A language A is polynomial-time reducible to a language B, or A <, B, if there is a
polynomial-time computable function f : {0,1}* — {0, 1}* such that for every = € {0, 1}*,

reA < f(x) € B.

To build a reduction function, we must map "Yes" inputs of A to "Yes" inputs of B, and "No"
inputs of A to "No" inputs of B. We have to build a computational function that transforms an input

of A to an input of B. We also have to make sure the transformation process takes polynomial time.

Definition 10;: NP-Hard Class

A language B is NP-Hard if and only if for every language A € NP, A <, B.

It is sufficient to only reduce one (proven) NP-Hard problem, instead of having to reduce all

NP Problems, to show your problem is also NP-Hard.

Definition 11: NP-Complete

A language A is NP-Complete iff A € NP and A € NP-Hard

Definition 12: P Class

A language L C {0, 1}* is in P if there exists a polynomial time algorithm M such that if

r€ L, M(x)=1landifx ¢ L, M(z) =0.

Simply put, a problem in P can be solved in polynomial time. Unless P = NP, NP-Complete

problems cannot be solved in polynomial time.



1.3 Next Generation Access Control (NGAC) Model

An Access Control model is a mathematical object used to model the rights a user has to an
object. There are many variants of access control models, but the current widely accepted model is
known as the Harrison-Ruzzo-Ullman (HRU) Model [2]. The model that we will talk about most

is the Next Generation Access Control (NGAC) Model [3].

The NGAC Model uses graphs as its representation. Formally, an NGAC Model M consists of

an 11-tuple
M = (U UA,R,RA, Ry, Ay, Ar, ASC, P,V,COM)

where

U is a set of users,

U A is a set of user attributes,

R is a set of resources,

RA is a set of resource attributes,
* R, is a set of access rights,
» Ay is a set of assignment edges,

» Apgis a set of assignment edges

ASC' is a set of (labeled) association edges,

P is a set of (labeled) prohibition edges,

e 1V is a “universe” set of entities that can be in the model,

COM is a set of commands.



We require that the sets U, UA, R, RA and Ry, are pairwise-disjointand U UUAU RURA C V.
The set UUU AU RU RA forms the vertex set of the digraph G representing the state of the model.
The access rights 12, are used as labels for edges in ASC' and P, and the sets Ay, Ar, ASC and
P form edges of G. We define GG piece-by-piece as follows.

The sets Ay and Ap correspond to unlabeled, directed edges in G on the vertex sets U U U A

and R U RA such that

Ay C(UxUA)U(UAXxUA)

Ar C (RA x R) U (RA x RA).

It is standard (e.g. [4]) to assume that the subgraphs of G given by (UUU A, Ay ) and (RURA, Ag)
are acyclic and to refer to them as the user DAG and the resource DAG respectively. The set ASC
is a set of labeled edges satisfying ASC C UA x RA x Ry, where we think of a = (ua, rsa,r) as
an edge in GG from the user attribute ua to the resource attribute rsa labeled with the access right
r. The prohibition edges P satisfy P C UA x RA x R, and are also thought of as labeled edges
of G in the same way.

The universe set V' represents the collection of all possible users, user attributes, resources, and
resource attributes that may be added to the state of the model. That is, we can think of V" as a

“reservoir” of vertices that do not yet exist in G but that may be added by commands. We restrict

Ry and V' to be finite.

Definition 13: Commands

A command is a state-changing function that can create or destroy edges and nodes in the

model given some conditions regarding the existing model.




Each command would have a format of
command (X, Xo, ..., X})
if cond; and cond, and - - - and cond,,, then
op1

Oop2

Opn,
end if

end command

where X, ..., X}, are the formal parameters of the command, cond; is a condition and op; is one
of the primitive operations detailed in Table 1.1. Each primitive operation consists of a single
addition or deletion of an element of the sets U, UA, R, RA, Ay, Ar, ASC, and P. Thus, there

are 16 primitive operations.

Table 1.1: List of Primitive Operations

Operation Conditions Action

create user u ugUNueV U UU{u}
create user attr. ua ua UANua €V UA— UAU {ua}
create res. rs rsg RArseV R— RU{rs}
create res. attr. rsa rsa ¢ RANrsa €V RA— RAU {rsa}

create user assign. au  au € Ay Nau € (U xUA)U(UAxUA) Ay — Ay U{au}
create res. assign. ar  ar ¢ Ag ANar € (RAXx R)U(RAx RA) Arw— ApU{ar}

create assoc. a a g ASCNacUA X RAX Ry ASC — ASC U {a}
create prohib. p pEPApeUAX RAXR,y, P— PU{p}
destroy user u uelU U~ U\{u}
destroy user attr. ua ua € UA UAw— UA\ {ua}
destroy res. s rs € R R— R\ {rs}
destroy res. attr. rsa rsa € RA RA +— RA\ {rsa}
destroy user assign. au au € Ay Ay — Ay \ {au}
destroy res. assign. ar  ar € Ag Ar — Ag\{ar}
destroy assoc. a aec ASC ASC — ASC\ {a}
destroy prohib. p peP P— P\{p}




There are multiple assumptions we have to make, to make the problem simpler.

1. All commands are mono-operational, which means only one action can be done at a time

(ie.n=1).
2. All edges and nodes must have a destroy function that is non-conditional.
3. Conditions must be in form "if objects are NOT assigned to attributes".

4. Conditions only exist to enforce Mutual Exclusiveness, which implies conditions only ap-

pearing in edge creating commands.

Figure 1.3 is an example of an NGAC Model, without the command set. In this example,
we have that Bob is able write on Contracts. We also have that Alice is not allowed to write on

Contracts.

User DAG Resource DAG

Users User Attribute Resource Resources

Attribute
Bob R d R @
\\ \\\\\ {Write} __ _ /

Figure 1.3: An Example of an NGAC Model
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Definition 14: Access

Given a state digraph, we define for each r € Ry, the access relation to be binary relation
—" (formally, a subset of U x R) such that u —" rs if and only if there exists a path in the

state digraph from u to rs that goes through an association edge labeled with r.

Definition 15: Leak Safety

Given an NGAC Model with initial state G, user u, a resource s, and a right . The model

is (u, rs, r)-leak-unsafe iff after going a sequence of commands of length & € N such that

Non-Access((u, s, 1), Go) A Access((u, s, ), Gy)

With the leak safety defined above, we can now define the safety problem.

Definition 16: Safety Problem

Given an NGAC Model, and a set of commands, are all possible tuples (u,rs,7) € U X R X

Ry safe from leaks?

Definition 17: Seperation of Duty

Separation of Duty (SOD) are sets of constraints, represented by pairs of attributes, that does

not allow a user to be given rights to both attributes in the each pair [5].

For example, a person cannot be a student and a faculty at the same time.

SOD constraints can be defined explicitly, or they can be extracted from the conditional statements
in the commands. A command can come with conditional statements, specifically conditions that
does not allow giving rights to an attribute if a user already has rights to another attribute. For

example, a command could look like : if not a student, then user can be a faculty. Semantics aside,

this is exactly an example of an implicit SOD constraint.

11




For this problem, we will assume that all SOD constraints are associated with a conditional com-
mand, and the other way around. From this, we can see that most of the complexity in this problem

comes from the command set.

Another convenient way to define the SOD constraints is through a constraint graph. The ver-
tex set of the constraint graph is the set of all edges in the NGAC model graph. The edges in the
constraint are the set of pairs of edges in the NGAC graph that are constrained by SOD. Since each
edge in the NGAC graph is an assignment of attribute, then the SOD constraints just makes sure

that the assignments is not to both attributes in the SOD constraints.

Separation of Duty is the bridge that connects the safety problem into directed acyclic constrained
connectivity problem. Without SOD, the safety problem is simply a regular path-finding problem.
The constraint that does not allow pairs of edges, which are pairs of assignments, to exist at the

same time is what makes both problems complex.

1.4 Directed Acyclic Constrained Connectivity Problem

Directed Acyclic Constrained connectivity is a modification of the classic ST-CON problem.
We will introduce some constraints which will turn this problem into a subgraph search and path-

finding problem. First, we will define the constraints, which are represented by a graph.

Definition 18: Constraint Graphs

Given a Directed Acylic Graph G = (V, E), we define C' = (E(G), E'), where E' C (7(%),

to be our constraint graph such that

(e1,e9) € E' <= e, and ey cannot exist at the same time

12



Unless £’ = (), G always violates this constraint. The only possible valid graphs must be sub-

graphs of GG. However, not all subgraphs are valid.

Definition 19: Family of Valid Graphs

Gc is a family of valid graphs under a Constraint graph C' if and only if each graph in G¢

follows the Constraint graph C'. In other words,

Go={T=(V,E) | E'C EandVe,es € E', e; £ e3inC'}

Definition 20: Directed Acyclic Constrained Connectivity Problem Statement

Given a Directed Acyclic Graph G = (V, E), a source vertex s € V, a target vertex t € V/,

and a constraint graph C. Does there exist a graph I' € G¢ such that there is a path from s

totinI'?

As said before, DACC is a modification of the classic STCON Problem. Instead of simply
finding an s—t path in a given graph, we have to find a subgraph that does not violate the constraints
given that connects s and ¢. In fact, if £(C'), which are the constraints, is empty, then DACC is
exactly the same as STCON. Since the constraints are represented through a graph, this problem

becomes naturally combinatorial. We will prove later that it is connected to Independent Sets.

13



1.5 Related Works

This paper [6] talks about a problem similar to directed acyclic constrained connectivity. In-
stead of having the constraints be on edges not allowed to exist at the same time, they constrained
nodes to not be on the same path from s to ¢. Both problems are trying to find a path with con-
straints. Our algorithm to solve directed acyclic constrained connectivity searches through sub-
graphs that connects s and ¢ instead of looking through all (s,t) paths that satisfies their con-
straints. Our proof of NP-Completeness is inspired by this paper’s proof. They reduced 3-SAT
to their problem, and we reduced 3-COL to directed acyclic constrained connectivity. We were

inspired by their sequential assignment method for the reduction.

These papers [2, 7] define the complexity of the safety problem for the predecessor model of the
NGAC Model called the Harrison-Ruzzo-Ullman (HRU) Model. Instead of using a graph to model
access rights like the NGAC Model, the HRU Model uses a matrix with users as rows and objects
as columns. Each cell lists what rights a user has to an object. The results for thr HRU Model are
that the safety problem (for the mono-operational case) is NP-Complete. In this thesis, we show

that is also true for the NGAC Model.

The Moon and Moser theorem [8] is an old and popular result in extremal combinatorics. They
gave an upper bound for the number of maximal cliques in a graph, which we will incorporate as
an upper bound for directed acyclic constrained connectivity problem also. The papers [9—-11] are
a critical part to our algorithm for solving constrained connectivity. They show that enumerating
maximal cliques or maximal independent sets can be done with an output sensitive algorithm with
a polynomial time delay. Output sensitive means that runtime of the algorithm depends on the size
of the set we are trying to enumerate. A polynomial time delay is the computation time needed
in the algorithm per one element in the output set. Therefore, the runtime for an output sensitive
algorithm with a polynomial time delay is the size of the output times the polynomial time delay.

This means that there are some cases where the algorithm is polynomial time. Enumerating in-

14



dependent sets dominates the running time of our algorithm to solve directed acyclic constrained

connectivity.
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Chapter 2

Directed Acyclic Constrained Connectivity Problem

In this chapter, we will determine which complexity class Directed AcyclicConstrained Con-
nectivity fall under. We will show that Directed Acyclic Constrained Connectivity is NP-Complete.
We will also show some relations of famous graph theory problems to Directed Acyclic Con-
strained Connectivity. We will then show our state-of-the-art algorithms for Directed Acyclic

Constrained Connectivity.

2.1 Computational Complexity

We will first prove that Directed Acyclic Constrained Connectivity is in NP. To prove that a prob-

lem is in NP, we must show that

1. There exists a certificate of polynomial length with respect to the input length.

2. The certificate is verifiable in polynomial time.

For inputs of the problem that returns a Yes, a certificate is proof that those input will actually
return a Yes. For example, we can think about the Independent Sets Problem : Given a graph
G = (V, E) and a natural number %, does there exist an independent set of size k in G? Say we
have a graph I" and k£ = 2, that will return a Yes to this problem. Then, the certificate for this
input would be the independent set of size 2 of I'. The verification process will make sure that the

certificate is a valid independent set of I', which one can easily do in quadratic time.

16



For Directed Acyclic Constrained Connectivity, our certificate will be a subgraph of G, let I' be

the certificate. Then, we will have to verify that

1. The certificate is an actual subgraph of G.
2. The certificate does not violate the constraints.
3. The certificate contains a path from s to ?.

Finally, we also have to ensure that the verification process runs in polynomial time.

Algorithm 1 Subgraph Verification

1: procedure VERIFY-SUBGRAPH(I' = (V' E'), G = (V, E))
7

3 for e € E' do

4 if e ¢ F then

5: return False

6 end if

7 end for

8:

0: return True

10: end procedure

Lemma 1. Algorithm 1 verifies that I' is a subgraph of G.

Proof. Assuming that the input is not of malicious type, to check if I is a subgraph of G, we just
have to make sure that the edge set of I' is a subset of the edge set of G. A simple for loop check

that all elements in F/(I) is also in F(G) will take care of that. O

17



Algorithm 2 Constraint Verification

1: procedure VERIFY-CONSTRAINT(I', C)
7

3 for e, ey € (E(QF)) do

4 if (e1,e2) € E(C) then

5: return False

6 end if

7 end for

8:

0: return True

10: end procedure

Lemma 2. Algorithm 2 verifies that I' does not violate C.

Proof. Let G = (V, E) be our graph, I" be a subgraph of G verified through Algorithm 1, and C'
be our constraint graph.

The constraints requires that pairs of edges connected in C', cannot exist at the same time. There-
fore, if all pairs of edges of I is not in £(C'), this does not violate the constraint.

The for loop iterates through all possible pairs of edges of I'. If at some point the loop fails, that

E(T)

means there must exist a pair of edges (ej, e3) € ( 5

) that violates the constraints of C' that tells
us that e; and e, cannot exist at the same time. Then, we can directly return False since there exists
one pair of edges that violates the constraints already.

If the loop succeeds, that means no pairs of edges violates the constraints, which means that I" does

not violate C'. [
Lemma 3. We can verify that I has an s — ¢ path.

Proof. Let G = (V, E) be our graph, I" be a subgraph of G, that does not violate C, verified
through Algorithm 1 and 2, and s, € V.

Since I' is unweighted, we can simply use breadth first search [12] to find a path from s to¢. [

18



Lemma 4. The certificate verification process is done in polynomial time.

Proof. Algorithm 1 is a simple for loop that runs | E'(I")| time. For an n—vertex graph, the number

of edges is at most O(n?), thus algorithm 1 runs in O(n?) time.

Algorithm 2 is also a simple for loop that runs (‘E (21“)\) time. As said before |E| < O(n?), thus
(°0*) = O(n*). So, algorithm 2 runs in O(n*) time.
The final step of our verification process uses BFS. BES is known to have a runtime of O(|V'|+|E|)

[12]. Thus, this step can be done in O(n?) time.

Finally, the total runtime of the verification process takes O(n?) time. O

Theorem 5. DIRECTED ACYCLIC CONSTRAINED CONNECTIVITY € NP

Proof. Let I be the certificate for an input GG, C, s, t.

Through Algorithms 1, 2, and BFS, we can verify that I' is a valid certificate. The runtime of the
combined algorithms will be O(n*) which means that it is verifiable in polynomial time.

Thus since for every input, there exists a polynomial time verifiable certificate, Directed Acyclic

Constrained Connectivity is in NP. [

19



B
A
C
Certificate
B
A
G

Figure 2.1: An Example of a Certificate for a Given Input

Figure 2.1 is a simple example of finding a certificate for a given input. We are given a graph G,
which is a P5 graph, and a constraint graph C' which disallows the simultaneous existence of the
edge AB and AC, a source node A, and a target node C'. The certificate for this input will be the
graph ({A, B,C},{(A,C)}). The certificate is a subgraph which does not violate the constraints

from C', and has a path from A to C.

20



Now, we want to show that Directed Acyclic Constrained Connectivity is in NP-Hard. To prove

that a problem is NP-Hard, we need the following steps

1. Pick a (proven) NP-Hard Problem.

2. Construct a function that maps inputs of the known NP-Hard problem, named A, to the
inputs of your problem, named B, such for all a € inputs of A, a returns "Yes" in problem A

if and only if f(a) return "Yes" in problem B.

3. Prove that the construction runs in polynomial time.

This process is called reduction. If successful, we can say that the known NP-Hard Problem is

polynomial-time reducible to your problem [1].

The known NP-Hard Problem that we will pick is the 3-Coloring Problem [13]. We will show
that 3-COL is polynomial-time reducible to Directed Acyclic Constrained Connectivity through a
series of construction algorithms. We will first explain what the algorithm is doing, and then show

that it satisfies step 2.
Let G = (V,E) be a graph, Q = {R, G, B} be the set of Colors. We need to find a graph T,

a constraint graph C', a source node s, and a target node ¢ to feed into our problem. We will first

explain how to construct I for a given G.
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Algorithm 3 Graph Construction

procedure CONSTRUCT-GRAPH(V)
I ({s,t} UV A(s, V1)})

I:

2

3

4 for i € [n| do

5: for ¢ € {R,G, B} do
6 V(D) < V) U {g:}

7 (D) « E() U{(Vi )}
8

9

: if 7 < n then
10; E(L) + E(T) U{(g:, Vir1)}
11: else
12: ET) «+ ET)U{(g,t)}
13: end if
14:
15: end for
16: end for
17:
18: return [’

19: end procedure

Given a graph G with a vertex set 1/, we can construct I" using Algorithm 3. First, let V
be ordered in any arbitrary way. Then, we want to construct a fully connected 1,3,1,3,--- ;1,3
"network" with 2n layers. At each even layer 2i for i € [0, n — 1], which will be the single vertexed
layer, label the vertex as V. At each of the odd layer 2k + 1 for k& € [0, n — 1], label each vertex
with a color plus the index £, only to make sure each color vertices are distinct per layer. Create
a new vertex S and connect to Vj. Create a new vertex 7' and connect the last layer consisting of

R,,G,, B, to it. Make sure that the edges are directed. Figure 2.2 is an example of I'.
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Figure 2.2: An Example of '
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Now, we want to construct a constraint graph C' when given a graph G. To find C', we must have a
vertex set and an edge set. Since the vertex set is simply the set of edges of G, then we do not need
to do anything more for the vertex set. To find the edge set, we need to rely on the structure of G
and constraints of coloring. We will break up the constraints into two parts for easy intuition.

Before we construct the constraints, we will first explain the intuition on why this specific set of
constraint will work. For every vertex, it’s connected by its respective choice edges to three colors.
For the first part of the constraints, we want to make sure that only one of the three choice edges
must exist at a time. Once each vertex has picked an edge (as they are not allowed to pick more
than one), that edge can be thought of as an assignment for that vertex to that color. We can call
this set of constraints as single assignment constraint set. The name implies that the constraints
will make sure that each vertex can only pick at most one color.

Now, we want to make the second part of the constraints. Once a vertex at iteration ¢ picks a
color, we must make sure that any vertex onwards that is a neighbor of the ¢:—th vertex does not
pick the same color. We can replicate this by using a similar method from before. Let u be the
1—th vertex. An edge (or assignment) from u to a color, cannot exist at the same time as an edge
connecting any of u’s neighbors to the same color. We will have to do this for all vertices, and
all possible colors (three only). We can call this set of constraints as coloring constraint set. The
name implies that the constraints will make sure that a vertex and its neighbors cannot pick the
same color.

One can think of this process as sequential assignment. We start with the first vertex and pick
a color. Once the first vertex picked a color, the first constraint makes sure that it will be the one
and only color picked, and the second constraint makes sure that none of its neighbors picked the
same color in the future when it is their turn. Notice that if the current vertex has zero choices of
edge to pick, that means that it is constrained by its past neighbors. In graph coloring terms, lack
of choice edge is equivalent to lack of colors to choose from since its neighbors have already used

it.
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Part 1: Single Assignment Constraint Set.

For the first constraint set, we have to make sure that every set of choice edges are pairwise con-
strained to exist at the same time. This will ensure that only one choice edge can exist at a time.
From a constraint graph point of view, this will result in a triangle between of each cluster of choice

edges. For a vertex at iteration ¢, the set would look like the following

{((vi, Ry), (v, By)), ((vi, Ri), (vi, Gi)), (i, By), (vi, Gi)) }

Remember that each edge / pair of edges means that the pair cannot exist at the same time. Then,
we have to do this for every vertex. Visually, this will lead to having a constraint graph with unions

of disjoint triangles, and some singleton nodes.
Part 2: Coloring Constraint Set.

For the second constraint set, we have to make sure that a vertex does not pick a same color as
a neighbor. We will do that by pairing up every choice edge from a vertex w to a color ¢, with from
all of u's neighbors to c¢. We also have to do this for all possible c. Say we have a vertex v;, that is

only connected to vy, then the set would look like

U {((Uiv Ri)v (Uk>Rk))v ((Ui>Bi)> (Ukak))> ((Ui? Gi)> (Ukak»}

vEEN (v;)

It is clear that this set heavily relies on the neighborhood structure of the graph. We have to do this
process for each vertex, each color, and all neighbors of the current vertex. This constraint will
ensure that a commitment of assignment from a vertex to a color forbids its neighbors to pick the

same color.
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Algorithm 4 Single Assignment Constraint Construction

procedure CONSTRUCT-ASSIGNMENT-CONSTRAINT(V)
Cl <— {}
Q<+ {R,G, B}

for ¢, cy € (g) do

1:

2

3

4.

5: forv e V do
6

7 Cl %CIU{((chl)a(i%CQ))}
8

9

end for
end for
10:
11: return C}

12: end procedure

Algorithm 5 Coloring Constraint Construction

procedure CONSTRUCT-COLORING-CONSTRAINT(G)
CQ < {}
Q@+ {R,G,B}

I:

2

3

4:

5: forv € V(G) do
6 for v € N(v) do
7

8

9

for c € () do
Co = CoU{((v,0), (u,0))}
: end for
10: end for
11: end for
12:
13: return C,

14: end procedure
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Finally the edge set will be the union of the single assignment constraint set and the coloring

constraint set. Now that we have the vertex set and the edge set, we can say that

C = (E(G), C, U Cy)

Finally, we can fix s = S and t = T where S, T € V(T')

We have now finished with constructing I', C', s,t. To be exact, we can create a new algorithm

named f combining algorithms 3 - 5 with parameter GG. Then,

f:G—=TxCxsxt

is the function we needed in step 2 of the NP-Hard proof process. Now, we will show that
when f(G) is fed to Directed Acyclic Constrained Connectivity will return true if and only if

G is 3—Colorable.

Lemma 6. GG is 3—Colorable if and only if f(G) return "Yes" in Directed Acyclic Constrained

Connectivity.

Proof. LetG = (V, E).

Part 1: GG is 3—Colorable implies f(G) returns "Yes" in DACC.

Assume G is 3—Colorable, and let ¢ : V' — { R, G, B} be one of the valid color maps of G.
LetT',C,s,t = f(G).

We can do the same sequential assignment process we did earlier. In order, let each vertex pick
the color based on ¢, then through the constraints delete the edges of I'. The deleted edges per
vertex at iteration ¢ will be all i—th choice edges besides ¢(v;) and the ¢(v;) choice edge for all its

neighbors.
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At iteration ¢, the vertex must have at least one choice edge since, as stated before, zero choice
edge means that it is constrained by its neighbors to not have any choice of color. However, since

¢ is a valid color map, this can never happen.

Once every vertex has picked its colors, every layer going from a vertex to the three color op-
tions must only be connected by one choice edge. Since every vertex has a choice edge, all layers
are connected, therefore there exists a path from s to ¢. Therefore, there exists a subgraph of I'
that does not violate C', obtained through sequential assignment, that has a path from s to ¢. Thus,

f(G) returns a "Yes" in DACC.

Part 2: f(G) returns "Yes" in DACC implies G is 3—Colorable.
We will be using proof by contrapositive for this part.

Assume G is not 3—Colorable. We need to show that f(G) will return "No" in DACC.

If G is not 3—Colorable, then there does not exist any valid color maps. Therefore, if we do
the sequential assignment, any choice of color will lead to at least one vertex to have zero choice
edges when it’s their turn to pick. This would mean that at some point, a vertex cannot reach the
next layer due to lack of choice edges. Thus, I' will be split into two, one component consists
everything left of the vertex, and everything right of its color options. This would mean that there

is now no path from s to ¢.

Since every possible assignment will always lead to having zero choice edges at some point, f(G)

will always return "No" in DACC.

Therefore, f is a valid reduction map. 0
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Figure 2.3: 3-COL to DACC Reduction Example

Lemma 7. Construction of I' and C' can be done in polynomial time.

Proof. As said previously, the construction combines algorithms 3 - 5. Since all the operation in
algorithm 3 - 5 takes constant time, then the runtime is solely based on the nested loops. Algorithm
3 will run in O(n) time. Algorithm 4 will run in O(n) time. For algorithm 5, the second loop has
a maximum iteration of n — 1 since a vertex can have at most that amount of neighbors, thus the

runtime for is O(n?).

Therefore, the total runtime for the construction is O(n?). O

This concludes step 3 of our reduction process. We have now shown that a construction of a
reduction map exists and such construction takes polynomial time. Figure 2.3 is a great example

of how the reduction construction and process works.
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Now that we have finished all three steps, we can prove that Directed Acyclic Constrained Con-

nectivity is NP-Hard.
Theorem 8. DIRECTED ACYCLIC CONSTRAINED CONNECTIVITY € NP-Hard

Proof. Let G = (V, E) be the graph we are trying to color.
Let
f:G—=>TxCxsxt

be the reduction mapping function proven in Lemma 6.
Through f, and Lemma 6 and 7, we know that 3-COL is polynomial-time reducible to Directed
Acyclic Constrained Connectivity in O(n?) time. Since 3-COL is a known NP-Hard Problem,

we can conclude that Directed Acyclic Constrained Connectivity is in NP-Hard. [

3-COL is a well known and very interesting problem both in Graph Theory and also Complex-
ity theory due to its relation with 3-SAT. Since we are able to reduce 3-COL to Directed Acyclic
Constrained Connectivity, this would mean that any progress made in our problem, is also progress

for 3-COL. That would make our problem very important and interesting to work on.

Theorem 9. DIRECTED ACYCLIC CONSTRAINED CONNECTIVITY € NP-Complete.

Proof. Through theorems 5 and 8, we know that Directed Acyclic Constrained Connectivity is in

NP and NP-Hard. Thus, constrained connectivity is in NP-Complete. [l

Directed Acyclic Constrained connectivity now joins a prestigious class of problems. NP-Complete
problems are known to have no efficient algorithms, unless P = NP. As said previously, any
progress made on this problem will help the field of Computer Science and Mathematics as a

whole.
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2.2 Independent Sets

In this section, we will discuss how Directed Acyclic Constrained Connectivity is related to inde-
pendent sets. We will also discuss known results from independent sets that will impact Directed

Acyclic Constrained Connectivity too.

Lemma 10. For a given graph G = (V, ), and a constraint graph C' = (E(G), E’), there exists a

bijection from Z(C') to G, where Z(C') is the set of all independent sets of C.

Proof. Let G = (V, E),C = (E, F),Gc be the family of valid graphs of G under C, and Z(C') be

the set of all independent sets of C'.

Recall that if a pair of edges e;,e; € FE are connected in C, they are not allowed to exist at
the same time. Thus, if we were to build a valid graph, starting from an empty edge set, we are
only allowed to pick one of the two edges. An independent set in C' is a set of edges (in () that is
not connected in C'. That would mean that all independent sets in C', when put as the edge set of

the graph we are trying to build, does not violate any constraints.

Let I € Z(C), and f : Z(C') — G¢ such that f(I) = (F,I). From the above reasoning, we
know that f(I) € Gc.

Let i,j € Z(C) be distinct independent sets of C'. Since ¢ and j are distinct, that means there
must exist at least one edge, without loss of generality, that is in f(¢) but not in f(j). This means
that f(7) # f(j). Thus, by contrapositive, we have that f(i) = f(j) = i = j, which is the

definition of f being injective.
Let I' € Go. We want to show that E(I') € Z(C) to prove that an inverse exists. Since all

pairs of edges ey, e5 € E(I') cannot be connected in C, then it follows the definition of an inde-

pendent set in C'. Thus, E(I") € Z(C'), which means f is surjective.
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Thus, f is bijective. O

Since we are trying to find a path, adding as many edges as we can does not hurt us. Therefore,

if the independent set is not maximal, it does not hurt to put more edges (of G) in the set.

Definition 21: Family of Maximal Valid Graphs

Ge C Ge is a set of valid subgraphs of G under C' such that for a subgraph I" € Ge, E(l)is

a maximal independent set of C'.

It is easy to see that every graph in G¢ \ G is a subgraph of at least one graph in G Therefore,

we do not need to worry that a possible answer is left out by removing "non-maximal" subgraphs.
Lemma 11. |G| < O(1.44™) where m = |E(G)|.

Proof. From lemma 10, we know that # MIS of C = |G|
Moon and Moser [8] proved that for any k-vertex graph, the maximizer of the number of MIS, is a

disjoint union of triangles. Specifically, we have

#MIS < O(1.44%)

Since |V (C)| = |E(G)| = m, then

Go| = # MIS of C < O(1.44™)

Through this connection, we can solve this problem by searching through all possible maximal
independent sets of C, which equivalently searches through all possible maximal valid graphs, and

check if there is one with a path from s to ¢.
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2.2.1 Enumeration

In this section, we will discuss about enumerating all possible maximal independent sets of a
graph. It is well known that a clique in a graph G = (V, F)) is an independent set in the complement
graph G’ = (V, (%)) \ E). To find the set of all maximal independent sets is equivalent to finding

the set of all maximal cliques in the complement graph.

The current best algorithm to enumerate all maximal cliques in a graph is an output sensitive
algorithm [9, 11]. It has a polynomial time delay of O(M (n)) where M (n) is the time needed to

2:372) time

multiply two n X n matrix. The current best matrix multiplication algorithm takes O(n
[14]. Therefore, to enumarete all maximal cliques in a graph takes time O(n?3™ - C(G)) where

C(G) is the number of maximal cliques of G.

Since the algorithm depends on the structure of the graph, it is also important to note that there are
some class of graphs with a polynomial number of maximal cliques. A class that is useful in our
application to access control are graphs with high minimum degree. Specifically, each vertex can

only be disconnected to a constant number of vertices.
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2.3 Algorithm

In this section, we give the state-of-the-art algorithm to solve Directed Acyclic Constrained
Connectivity. Using our connection to independent sets and enumeration techniques, we can iterate
through all maximal valid subgraphs of GG and check if there is at least one that has a path from s

to t.

Algorithm 6 Directed Acyclic Constrained Connectivity Solver
1: procedure SOLVE-CC(G = (V, E),C, s, 1)
2 i <— Enumerate-MIS(C)
3 for [ € pndo

4: L'« (V1)

5: P < BFS(T, s,t)

6

7

8

9

if P # None then
return True
end if
end for
10: return False
11: end procedure

The algorithm to enumerate all MIS in line 2, is the same algorithm explained in the previous
section. We will use BFS for path finding in line 5 as the graph is unweighted. The algorithm itself

is pretty simple to comprehend. The runtime of this algorithm will be

O((|E(C))**-C(C)+C(C)-([VI+E(I)) < O((n*)**™:C(C)+C(C)-(n+n?)) = O(n*™-C(C))

Since BFS on a n—vertex graph takes at most O(n?) the polynomial factor from the matrix mul-
tiplication in MIS enumeration is a dominating factor. As explained in previous sections, the
runtime clearly depends on the structure of the graph. There are some cases where C(C) is poly-

nomial bounded, and also some cases where it is exponential.

A standard brute force algorithm would have to pick which edge, per each constraint, to ex-
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ist, then check whether the current subgraph connects s and ¢. This algorithm will take time

O(n? - 2PN < O <n2 : 2"4) which is a very huge gap from our algorithm.
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Chapter 3

Application to Access Control

In this chapter, we will discuss how we can apply constrained connectivity to a well-known
problem in access control. We will first define the safety problem on access control. Finally, we

will show that we can apply our results for access control.

3.1 Computational Complexity
In this section, we will prove that the safety problem is co-NP-Complete. We will first give a

formal definition of the safety problem in set theoretic language.

Definition 22: Formal Safety Problem Statement

Given an NGAC Model
M = (U, UA,R,RA, Ry, Ay, Ar, ASC, P,V,COM)

We define a relation on U x R with respect to a right r € I, such that 5 rsif and only
if there exists a path from u to rs that goes through an association edge labeled r. Each
command in COM can create or destroy nodes and edges in the graph which will directly
impact the relation. We denote % as the relation defined above after applying the sequence

of commands S.

Is it true that for all rights » € Ry, and all sequences of commands S € COM™
for m € N that

SCh
S
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Lemma 12. For a Directed Acyclic Constrained Connectivity input G, C| s, t, a set of commands

can be created based off ', such that any sequence of commands can create any graph in G¢.
Proof. For each binary constraint (ej, ) € F(C'), we can create two commands in the form of
1. if e; does not exist, then can create e
2. if ey does not exist, then can create e,

Then, we can create a command set COM which are all destroy commands of nodes and edges,
and the two commands above per binary constraint. This will make sure that only one of the two
exists. Any valid sequence of commands, meaning none are rejected by the conditions, will mean
that it follows the constraints. Therefore, since the command set is created such that it enforced

the binary constraints, all valid sequences of command will lead to a valid subgraph. U

Now, we can start building the reduction from constrained connectivity to the safety problem. Let
U= {u},UA = V(G),R = {rs},RA = {rsa}, Ay = {(u,s)},Ar = {(rsa,rs)}, As =
{(t,rsa), P =0, Ry = {r}, and COM be the command set built from above.

rs

Figure 3.1: A Reduction from DACC to the Safety Problem
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Figure 3.1 is how the model would look. Gy is the graph G with an empty edge set. Notice that
(u,75) ¢ < since there is no path from u to rs. Since all sequence of command will lead to a valid
subgraph of GG, then if s and ¢ can be connected by a valid subgraph, there musts exist a sequence
S such that the model will have a path from s to ¢. Since s and ¢ are connnected, it is easy to see

that u and rs are connected, which means that (u, rs) € %

If we think about the co-Safety Problem, which simply asks does there exist a right and a sequence
of command such that % ¢ = (a Yes in the safety problem is a No in the co-Safety Problem and
vice versa), then we can reduce DACC to it. If DACC returns a Yes, then there must exist a valid
subgraph such that s and ¢ are connected. Therefore, there must exist a sequence of commands
to make said subgraph. Which means that the co-Safety problem will return a Yes too. If DACC
returns No, then there is no sequence of command to make up a new relation, which means the

co-Safety Problem will return No too. Therefore, the co-Safety problem is NP-Hard.

It’s also easy to see that the co-safety problem is NP. The certificate will be a right and a se-
quence of command, and it is easy to verify in polynomial time that the new relation is not a subset
of the original relation. Therefore, the co-safety problem is NP-Complete. Which means that the

safety problem is co-NP-Complete.
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3.2 Solving the Safety Problem

In this section, we will discuss how to solve the safety problem using our algorithm to solve
Directed Acyclic Constrained Connectivity. We will show the steps needed to transform an input

for the safety problem to an input to constrained connectivity.

Let M = (U,UA, R, RA, Ry, Ay, Ar, ASC, P,V,COM) be an input to the safety problem SP

and that M satisfies our assumptions.

Let N be the length of the input M in a natural binary encoding. We will construct an input
(I, C, s,t) for DACC in time polynomial in N, and use algorithm 6 to solve DACC for (I', C, s, t)

in order to solve the safety problem for M.

Step 1 (Constructing I') :

We let I' be the supergraph of M, meaning that I is the result of starting with the initial state
digraph of M and executing, for all valid inputs, all possible commands in COM whose primitive
operation is one of the form “create ...”, without checking the condition(s) in the command. Since
we assume that COM is finite, and V' and hence the vertex set of I' is also finite, and we know
that the number of edges of I is bounded by polynomial in |V'| and | R, |, it takes time polynomial
in the size of the input M (which includes COM, Ry and V') to construct I'. We also have the

property that G; C I' where (5, is the state digraph at any given time ¢.

Step 2 (Constructing C') :
We construct a constraint graph C' for the supergraph I which enforces the conditions of the create
commands in the model M. The goal is to do this in such a way that valid subgraphs of I' corre-

spond to possible state digraphs GG; of the model M.

We initialize an empty constraint graph C' = (E(T"), ). By assumptions 3 and 4, each edge cre-

39



ation command has one parameter X corresponding to an edge of I' and must have a conditional
of the form

e == X and cond; and cond, and - - - and cond,,,,

where each cond, is of the form e; ¢ G, for some potential edge (elementof V' x V or V x V x
R,). We may assume that e; € I', else the command can never execute and we may remove it.

Then for each such command ¢ with this structure we add the edges

{ee; i€ M}

to C. This will make sure that in a valid subgraph I'" C T, if e exists in I then the edges in the

conditions of ¢ must not exist.
Lemma 13. Valid Subgraphs of I' corresponds to reachable states of GY.

Proof. Let M = (U,UA, R, RA, Ry, Ay, Ar, ASC, P,V,COM) and G, be the initial state of M.

Let I' and C be the graphs constructed from step 1 and 2.

Let I be a valid subgraph of I'. First, we want to show that [ is a reachable state from Gj.

First, we delete every vertices and edges that are in GG but not in IV. By assumption 2, we al-

ways have an unconditional destroy command, so we can destroy these vertices and edges.

Now, we need to add every vertices and edges that are in [ but not in G. Since C'is constructed
in a way to enforce mutual exclusiveness constraints, and I is a valid subgraph, there should not
be any mutual exclusiveness constraints violated in I'. Therefore, we can add these vertices and

edges without having to worry about violating mutual exclusiveness.

Therefore, we can say that [ is reachable from G|,.
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Next, we want to show that any reachable state of M, present or future, GGy, is a valid subgraph
of I'. Suppose after running an arbitrary command sequence, we arrive at a state (G;. Again, by
construction of C, following the mutual exclusiveness constraints is equivalent to following the
constraints from C'. Since G, is a state that we have reached from G, there must not be any mu-
tual exclusive constraint violation in (G;. Therefore, we can say that G; does not violate C' too.

Finally, we can say that G, is a valid subgraph of T". [

Step 3 (Testing for Access Paths) :
Now that we have constructed I and C', we want to loop over all possible access paths and check
that, for each path that does not exist in the Gy, there is no sequence of commands S' that results in

the access path existing.

First, we fix a tuple (u,7s,r) € U x R x Ry. Then, if u /" rs, we run. Let I'" be the subgraph of
I" obtained from I' by deleting all association edges not labeled with r and run Algorithm 6 with
input (I'", C, u, rs). If the answer is “Yes”, then there must exist a sequence of commands S such

that u —% 7s, which means we can return “No” for the safety problem with input M.

If all queries DACC(I'", C, u,rs) in the loop above tuple return “No”, then M is safe and we

return “Yes” in the safety problem.

3.2.1 Running Time

Constructing ' takes time at most

O(ICOM| - [V[* - |Ry|)

as the bulk of the construction occurs in a loop over each possible labeled edge of state the digraph

in the model, where we check for a create command for that edge and add it to I'.
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Constructing C' takes time at most
O(|COM| - Mumax - |O* - [Ry)),

where My < O(|V|?|Ry]) is the maximum number of conditions in any command in COM

Testing for access paths takes time at most
OF|Ry| - O(V*) - M(|V[?) - n(C)

because we execute for each tuple (u, rs,7) € V xV x Ry, Algorithm 6 with the input (I'", C, u, rs).

This I has at most |V| vertices and |V'|? edges, and hence ;(C) < 1.45/V°

Therefore the total runtime is at most
poly(|M]) - 1.45"/‘2,

where | M| is the size of the input M and |V/| is the size of the set V' of possible objects.
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