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ABSTRACT

Modern large language models (LLMs), such as ChatGPT, have
demonstrated impressive capabilities for coding tasks, including
writing and reasoning about code. They improve upon previous
neural network models of code, such as code2seq or seq2seq, that
already demonstrated competitive results when performing tasks
such as code summarization and identifying code vulnerabilities.
However, these previous code models were shown vulnerable to
adversarial examples, i.e., small syntactic perturbations designed to
“fool” the models. In this paper, we first aim to study the transferabil-
ity of adversarial examples, generated through white-box attacks on
smaller code models, to LLMs. We also propose a new attack using an
LLM to generate the perturbations. Further, we propose novel cost-
effective techniques to defend LLMs against such adversaries via
prompting, without incurring the cost of retraining. These prompt-
based defenses involve modifying the prompt to include additional
information, such as examples of adversarially perturbed code and
explicit instructions for reversing adversarial perturbations. Our
preliminary experiments show the effectiveness of the attacks and
the proposed defenses on popular LLMs such as GPT-3.5 and GPT-4.
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1 INTRODUCTION

Modern large language models (LLMs), such as ChatGPT!, have
fundamentally changed the landscape of computational tasks. These
LLMs, characterized by their ability to understand and generate
human-like text across a wide range of topics, have demonstrated re-
markable capabilities in coding tasks. They performroles like writing
code [6,9,18, 20] and reasoning about its functionality [23,35],and in
doing so, they go beyond the capabilities of existing neural network
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models that have already shown promise in tasks such as code sum-
marization [2-4] and identifying code vulnerabilities [1, 10, 24, 33].

While these LLMs offer clear advancements, they also inherit
vulnerabilities from their predecessors. One notable weakness is
susceptibility to adversarial examples, a form of machine learning at-
tack that has been well-documented in previous research [12, 32, 38].
Adversarial examples consist of subtly altered inputs designed to
mislead machine learning models without changing the underly-
ing meaning of the data. In code-related tasks, these could involve
the insertion of dead code via false conditions or the addition of
inconsequential print statements, both of which are aimed at lead-
ing the model astray [1, 11, 30, 36]. As a first step in our work, we
evaluate LLMs’ resilience, or lack thereof, to adversarial manipula-
tions—particularly those attacks that have proven effective against
smaller, specialized code models and are, therefore, cheap to compute.
To the best of our knowledge, such a study has not been done before.
Through experiments, we find that adversarial examples obtained
with a state-of-the-art attack technique for a smaller code model
(seq2seq [30, 31]) are indeed transferable to multiple LLMs (GPT-3.5
and GPT-4 from OpenAl [22], Claude-Instant-1 and Claude-2 from
Anthropic [5] ), weakening their performance.

We also propose a novel meta-attack strategy that first provides
an LLM with a code snippet with a misleading summarization and
then asks the LLM to insert dead code accordingly. We take the code
snippet with the dead code inserted this way as the adversarial ex-
ample. Our experiments show that this attack could be much more
effective than a transfer attack on some models.

While these results may not be surprising, as it is known that ad-
versarial perturbations can transfer between models [13], and LLMs
are already known to have many weaknesses such as the tendency
to hallucinate [16] and vulnerability to jailbreaking [29, 39], there
is a scarcity of effective defense techniques for LLMs.

Defenses against adversarial examples typically involve re-training
the model [21] in an adversary-aware manner, which would be pro-
hibitively expensive for LLMs. In fact, due to the black-box nature
of proprietary LLMs, we may not even have access to the model
weights to be able to re-train the model.

Instead, we propose novel self-defense strategies that leverage
LLMs’s own advanced capabilities of performing in-context learn-
ing [8] and understanding human instructions as well as code. The
self-defense strategies involve modifying a manually crafted prompt
to include additional information, such as examples of adversarially
perturbed code and explicit instructions for reversing adversarial
perturbations.

We also propose meta-prompting for leveraging the LLMs them-
selves to generate the self-defense prompts. The performance of
LLMs can be very sensitive to the prompts used but, at the moment,
the prompt design is an empirical process lacking sound principles.
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We meta-prompt an LLM with examples of perturbed and corre-
sponding unperturbed snippets and ask the model to synthesize a
prompt that can be used to unperturb the code using an LLM. Our
experiments show that self-defense prompts generated via meta-
prompting can be much more effective than the prompts that are
manually crafted, paving the way to more robust defensive solutions
for LLMs in code-related applications. Furthermore, we believe that
leveraging LLMs for self-defense through prompting can apply to
other reasoning tasks that go beyond coding.

We summarize our contributions as follows: (1) We study the
transferability of code attacks from small models to commercial and
open-source LLMs. (2) We propose a meta-attack against LLMs for
coding tasks. (3) We propose prompt-based defenses against code
attacks. (4) We propose meta-prompting for LLM self-defense.

2 ATTACKS AND DEFENSES
2.1 Transfer Attacks

In order to assess the transferability of attacks from smaller mod-
els to LLMs on coding tasks, we used a state-of-the-art white-box
attack [30] to generate adversarial code perturbations based on a
small seq2seq model trained for code summarization task. Attack
techniques such as [1, 11, 30, 36] generate adversarial programs by
solving constrained combinatorial optimization problems over a
model’s parameters. The optimization problems are solved using
white-box algorithms that perform a gradient-based search for adver-
sarial examples. Unlike vision models, the inputs to code models are
comprised of discrete tokens, and the calculated gradients need to be
suitably discretized before being applied to update the inputs. We con-
sider the same perturbations as in [30], namely, the inclusion of “dead
code” through false conditions, the addition of inconsequential print
statements, renaming local variables, function parameters and object
fields, and replacing boolean literals with equivalent expressions.

2.2 Meta-Attacks

We also propose a new attack method which uses the LLM to gen-
erate an attack by itself. The attack proceeds as follows. Given an
input code snippet and its correct summarization, we first ask the
LLM to generate an antonym for the correct summarization. Next,
we randomly insert a print ([Mask]) statement into the function code
and rename the function using the opposite function summarization
which was generated in the first step. Then, we ask the LLM to re-
place the “[Mask]” with a possible answer. The prompt looks like
below:

"Given
a Python function, generate a possible answer to replace [MASK]:
def [antonym of the correct summarization](parameters):
Function body with print[MASK] statements"

Finally, we remove the function name from code and ask LLMs
to generate the correct summarization according to the input code.

2.3 Prompt-based Defenses for LLMs

The motivation for our proposed defenses is that LLMs have shown
remarkable capability to understand natural language instructions
and to perform in-context learning [8]. These capabilities, combined
with their ability to understand code, can be leveraged to design
prompts that instruct the model to reverse the semantics-preserving
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code perturbations that an adversary might apply before summa-
rizing the code. For our prompt-based defenses, we assume that the
capabilities of the adversary (i.e., the kinds of semantics-preserving
perturbations they can apply) are known and also that we have ac-
cess to some adversarially perturbed code samples along with their
correct function names. These are standard assumptions made by
the machine learning community when designing defenses against
adversarial examples.

We experiment with two different approaches: defense via few-
shot examples (FSD) and defense via inverse transformation (InvD).
In both cases, we design a prompt with defensive capabilities. Later,
in Section 2.4, we present an approach that we refer to as meta-
prompting where we ask the LLM itself to generate a prompt that can
help defend adversarial examples. Quite remarkably, it turns out that
the LLM-generated defensive prompt can outperform the manually-
generated prompts. However, in the rest of this section, we describe
the two types of defensive prompts that we manually designed to
improve the model’s robustness to adversarial code perturbations.

2.3.1 Defense via Few-Shot Examples (FSD). We experimented with
few-shot learning as a defense mechanism. Specifically, in addition
to the randomly chosen examples that represent unperturbed code
snippets and the corresponding function names, we also incorpo-
rated the same amount of randomly chosen adversarial examples
(i.e., perturbed code snippets) with the correct function names as
few-shot examples in the model prompt.

Our hypothesis for this approach is that exposing the model to
adversarial examples during few-shot learning can enhance its re-
silience against such inputs, allowing it to better generalize and
correctly classify perturbed data.

2.3.2  Defense via Inverse Transformation (InvD). We also experi-
mented with a novel self-defense technique via prompting that we
propose here, which is both cost-effective and broadly applicable.
This strategy leverages the inherent capabilities of LLMs to under-
stand instructions and prompts the LLMs to revert perturbations
that may be present in the code snippet.

Specifically, our InvD defense is implemented using the following
prompt through the role user:

"Choose one word from the provided dictionary
to summarize the given piece of code. Remove the if false statement
and the print statement in the code before the summarization. "

We also tried to customize the prompt to revert other perturba-
tions by asking, for example, to rename variables to canonical forms,
but the prompt shown here performed the best.

2.4 Meta-Prompting:

LLM-Generated Defense Prompts

The effectiveness of our prompt-based defenses hinges on the quality
of the prompts used to instruct the LLMs to neutralize known ad-
versarial attacks. Leveraging the generative capabilities of LLMs we
experimented with a technique that we call meta-prompting, i.e., we
instructed an LLM, namely GPT-4, to generate the prompt defense
by itself. As it turns out, the LLM generated prompts seem much
more effective than the manually engineered prompts in defending
against adversarial attacks.
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Meta-prompting is achieved by feeding the model higher-level
instructions or templates, along with examples of both original (un-
perturbed) and perturbed code. The LLM, utilizing these inputs,
generates effective prompts tailored to the specific nature of the
perturbations and the desired outcome. We experimented with two
techniques.

24.1 Example-Based Meta-Prompting (EBMP):. This technique in-
volves providing the LLM with a couple of examples of original and
corresponding perturbed code, without any explicit insight into the
nature of the perturbations. The LLM is instructed to analyze these
examples and generate prompts that could effectively guide the in-
verse transformation process. This method relies on the LLM’s own
capabilities to deduce the necessary transformations. The generated
prompt is as follows:

"Given a perturbed
version of a code snippet, your task is to convert it back to its
original, clean, and functional form by removing any extraneous and
unnecessary lines or elements. Make sure the output is syntactically
correct and maintains the original logic and structure of the code.”

2.4.2  Perturbation-Aware Meta-Prompting (PAMP):. The second
technique assumes some knowledge about the possible perturba-
tions. This allows the LLM to create a specialized prompt that is more
aligned with the specific code transformations employed by an ad-
versary. This method is anticipated to be more effective but requires
prior knowledge or assumptions about the attacker’s perturbations.
The generated prompt is as follows:

"Restore the perturbed code to its original form. Remove added print
statements, eliminate dead code, correct replaced literals, and restore
renamed variables, parameters, and fields to their original names.
Ensurethe output is syntactically correct and retains the original logic."

These LLM-generated prompts are incorporated into our prompt-
based defense via inverse transformation (Section 2.3.2), as the fol-
lowing prompt:

"Choose one word from the provided dictionary to summarize the
given piece of code. Before summarization, {LLM-generated prompt}.”

where {LLM-generated prompt] is substituted by the prompt gen-
erated via meta-prompting.

Note that the LLM-generated prompts include additional instruc-
tions to revert more perturbations that were not included in the
manually crafted prompt either by design or due to inadvertent
omission. Furthermore, the last sentences in both the prompts in-
structing that the output should be syntactically correct and retain
the originallogic of the code are, in hindsight, useful instructions that
should have been included in the manually crafted prompt as well.

3 EXPERIMENTS

We report on our experiments that aim to answer the following re-
search questions: RQ1: Do code attacks transfer from a small model
to LLMs? RQ2: Do the manually-engineered prompt defenses suc-
ceed against attacks? RQ3: Is meta-prompting effective? RQ4: Does
the meta attack work? Do defenses succeed against the meta attacks?

Dataset, Models, and Notations. We used the Python dataset
from Srikant etal. [30] and generated adversarial perturbations using
the white-box attack from Srikant et al. [30]. Although the dataset
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Table 1: Transferability of attacks across different models.

Model (M) AcconS ASR
(Correct(S)/IS]) ~ (Wrong(S$8)/ISpm)
seq2seq 100 44.76
GPT-3.5 60.7 29.49
GPT-4 67 21.04
Claude-Instant-1 474 25.11
Claude-2 59.6 22.99
CodeLlama 9 53.33

contains 150K programs, we randomly sampled 1000 examples from
this set for our experiments; this is due to the significant computa-
tional resources required to run experiments with state-of-the-art
LLMs.

Following Srikant et al. [30], we use the small code model (with
48M parameters) trained on the code summarization task that has
a seq2seq [31] architecture to generate the attacks. We evaluate
the attacks on proprietary and open-source LLMs, including GPT-
3.5 (gpt-3.5-turbo-0613) and GPT-4 (gpt-4-0613) from Ope-
nAlI [22], Claude-Instant-1 (claude-instant-1) and Claude-2
(claude-2) from Anthropic [5], and CodeLlama (Codellama-7B
-Instruct) [28] from Meta. These models are amongst the top en-
tries on a public leaderboard? that tracks the performance of LLMs
on multiple tasks.

For notation, we use S to denote the set of 1000 clean inputs that
are correctly classified by the baseline seq2seq model. We use Sy to
denote the subset of S that each model M correctly classifies. When
M=seq2seq, Sp;=S. We compute Sy in this way to allow for a fair
comparison among the models, as Srikant et al. [30] apply adversarial
code perturbations only to the data that is classified correctly by the
model. We use S]‘\l/‘li” to denote the set of adversarial inputs obtained
by applying the perturbations on inputs in Sys; note that the sizes of
Sy and Sj“‘/f” are the same, i.e., [Spr| = |Sj‘<f”|. For some dataset X, we
use notations Correct(X) and Wrong(X) to denote the number of
instances in X for which the output of a model is correctly classified
or misclassified, where the model is implicit from the context.

RQ1: Do code attacks transfer from a small model to LLMs?
Table 1 reports the accuracy of the models on the unperturbed sam-
plesinSand the attack success rate (ASR) [30] measured on perturbed
samples obtained by attacking the seq2seq model in Sps. ASR is de-
fined as the ratio of perturbed inputs that are misclassified to those
whose original, unperturbed versions were correctly classified. S, as
discussed, is the dataset with clean inputs that are correctly classified
by the seq2seq model. Therefore, the accuracy of the seq2seq model
on S is 100%. However, the overall accuracy of this seq2seq model
on the entire dataset of Python programs is quite low, around 25%.

The results indicate that the adversarial perturbations indeed
transfer, with highest ASR on CodeLlama (53%) and lowest ASR
on GPT-4 (21%). In our experiments, CodeLlama underperforms
compared to other models. This is primarily due to its tendency to
generate lengthy explanations of the input code snippet rather than
succinctly summarizing it with a single keyword according to the
instructions provided in the prompt. Therefore, in the rest of the
paper, the results for CodeLlama need to be taken with a grain of
salt, as it was not well-suited for the code summarization task.

RQ2: Do the manually-engineered prompt defenses suc-
ceed against attacks? Table 2 reports our results for evaluating
the two prompt-based defenses, FSD (via Few-Shot Examples) and
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Table 2: Effectiveness of the defenses across different models.

Model (M) FSDAcconSy FSDASR InvDAcconSy InvDASR
GPT-3.5 93.57 30.15 92.59 24.71
GPT-4 91.94 14.63 91.79 16.57
Claude-

Instant-1 90.51 9.70 79.75 19.20
Claude-2 86.58 10.91 82.38 20.97
CodeLlama 74.44 66.67 50 74.44

Table 3: Evaluating InvD defense with meta-prompting.

EBMP + InvD PAMP + InvD
Model(M) AcconSyr  ASR  AcconSy  ASR
GPT-3.5 89.71 10.48 94.3 6.07
GPT-4 95.4 4.3 94.96 3.86

InvD (via Inverse Transformation). FSD Acc on Sys and InvD Acc
on Sy denote the percentage of clean inputs (out of Sy for each
model M) that remain correctly labeled after the application of the
respective defense (calculated as (Correct(Syr)/|Sp])- The ASR is
calculated as (Wrong(S]‘ff”) /1Spm|- The results indicate that accuracy
remains high, so the defenses do not unintentionally lead the model
into misclassifying many clean inputs. The results also indicate that
the defenses are generally effective, reducing the ASR for the mod-
els with the exception of FSD on GPT-3.5, where the ASR slightly
increases; the defenses are not effective on CodeLlama.

RQ3: Is meta-prompting effective? Table 3 shows the results
for evaluating the integration of the two novel prompts, generated via
Example-Based Meta-Prompting (EBMP) and Perturbation-Aware
Meta-Prompting (PAMP), with the InvD method. Acc on Sy is
calculated as (Correct(Spr)/|Sm|) while the ASR is calculated as
(Wrong(S%“)/|5M|). Due to resource constraints, we were only
able to evaluate GPT-3.5 and GPT-4. Further evaluation with the
other LLMs is left for future work. The results indicate that the
LLM-generated defense prompts do not affect the accuracy of clean
samples too much. Further, there is a significant reduction in ASR,
indicating the effectiveness of LLM-generated prompts in defending
against adversarial perturbations, with the best case observed on
GPT-4 (ASR 3.86%).

It is intriguing that the LLM-generated prompts are more effec-
tive than the manually crafted prompts at defending the model. The
LLM-generated prompts are almost identical to the manual prompts
except for some additional instructions, in particular, the instruc-
tion to ensure that the output is syntactically correct and retains
the original logic that appears in both EBMP and PAMP generated
prompts. We hypothesize that the effectiveness of meta-prompting is
an instance of the surprising capability of LLMs to generate prompts
that are more effective than the ones crafted by humans, which was
observed before on other tasks [25, 37].

RQ4: Does the meta attack work? Are defenses successful
against the meta attacks? Table 4 reports the ASR for the meta
attacks without defense and with InvD, EMBP, PAMP, and FSD. Due
to resource constraints, we only evaluate GPT-3.5 and GPT-4. We
consider two variants of the meta attack; the number of print state-
ments that the attack is allowed to insert is either one or five. The
results show that, unsurprisingly, when we allow five insertions,
the ASR is always higher than when we attack only once. Without
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Table 4: Evaluating effectiveness of meta-attack. All columns
report ASR on Sy calculated as (Wrong(SXf”)/|SM|. (1) and
(5) refer to the attack hyperparameter, i.e., the number of
inserted print statements.

Model (M) NoDefense InvD EMBP PAMP  FSD
GPT-3.5 (1) 40.69 36.90 27.35 33.94 31.14
GPT-4(1) 18.66 11.79 12.84 12.99 14.93
GPT-3.5 (5) 50.91 41.68 38.88 40.69 43.33
GPT-4 (5) 21.94 12.69 17.91 22.24 8.81

any defense, GPT-4 performance is better than GPT-3.5, which has
a much lower ASR (18.66%) than GPT-3.5 (40.69%).

The results also indicate that all the defenses reduce the ASR in
general, where InvD performs better on GPT4 and EMBP has a better
performance on GPT-3.5. It is interesting to see the same type of
defense having different effects on GPT-4 and GPT-3.5. This may be
caused by the different understanding abilities of GPT-4 and GPT-3.5.

4 RELATED WORK

For code models trained on classification tasks, several works study
vulnerability to adversarial examples [1, 11,30, 36]. However, there is
a scarcity of previous works that study the vulnerability of the much
larger LLMs used in code classification tasks to the same adversarial
perturbations. Recent work [34] applies natural, non-adversarial per-
turbations to input prompts —both code and textual descriptions—
for measuring the robustness of LLMs on coding tasks. Another
recent work [15] studies black-box attacks on code translation. In
future work, we also plan to study attacks for code generation tasks
using white-box techniques.

Classical defense approaches involve adversarial training, i.e.,
training using perturbed inputs [7, 19, 21, 26]. Such defenses remain
challenging, as they often reduce model accuracy. To perform adver-
sarial training for LLMs, one can explore fine-tuning the pre-trained
large models, as allowed by current APIs. However adversarial train-
ing for LLMs is likely very expensive and of limited effect. Recently,
defenses based on either filtering the inputs or outputs of LLMs have
been proposed, but these approaches are geared towards defend-
ing the models against jailbreaking attacks [14, 17, 27]. We instead
propose cost-effective self-defense prompting techniques.

5 CONCLUSION

In this paper we have shown that adversarial examples obtained with
a smaller code model are transferable to modern LLMs; moreover
LLMs are vulnerable to newly proposed meta-attacks. We further
evaluated novel prompt-based self-defenses, that do not require re-
training the LLMs, and showed their effectiveness. All the attack
and defense strategies are generalizable to various coding tasks,
such as code vulnerability detection or code generation, not only
code summarization. As future work, we plan to investigate more
powerful attacks and defenses through techniques that frame the
search for finding the optimal attack or self-defense prompts as an
optimization problem solved either via gradient-based search over
LLM parameters or via techniques suitable for black-box LLMs but
requiring multiple calls to the LLM.
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