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ABSTRACT

TRUST BASED ACCESS CONTROL AND ITS ADMINISTRATION FOR SMART IOT
DEVICES

In today’s interconnected world, the security of Internet of Things (IoT) devices is paramount,
given the types of smart devices ranging from household appliances to industrial machinery. The
continuous, long-term operation of IoT networks increases vulnerability to attacks, and the limited
capabilities of IoT devices render standard security measures less effective. Traditional crypto-
graphic methods used for establishing trust through identification and authentication face chal-
lenges in 10T contexts due to their computational demands and scalability concerns. Additionally,
administration for these intricate networks can become extensive, and the presence of malicious
or unskilled human operators can further increase security risks. To combat these issues, adopting
a ”Zero Trust - Never Trust, Always Verify” strategy is vital in IoT environments. Our approach
involves creating an access control model based on device trust, which continuously evaluates
the trustworthiness of connected devices and dynamically modifies their access rights according
to their trust levels. This enables adaptive and fine-grained access control in IoT settings. Fur-
thermore, we propose a trust-based administrative framework that enables configuration policy,
enhancing security and administration efficiency in IoT networks. Similarly to the access control
model, this approach will continuously monitor the operator behavior and adjust their operational

privileges based on their actions.
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Chapter 1

Introduction

1.1 Motivation

The Internet of Things (IoT) devices have become a common feature in both home and orga-
nizational networks, offering a diverse array of services. According to the Statista survey [1], the
number of connected devices to the IoT will be more than 50 billion by 2024 and 75 billion by
2025. Most 10T devices are designed for plug-and-play functionality, allowing any user to easily
integrate them into existing networks. However, insecure or improperly configured IoT devices
pose substantial security risks, as evidenced by their history of being vulnerable to attacks [2].

Even though access control models are well researched in computer science, their applica-
tion in the Internet of Things (IoT) presents multiple challenges. Traditional security and access
control techniques often prove inadequate in the diverse IoT ecosystem due to the wide variety
of devices and their respective protocols. For example, traditional Public Key Infrastructure (PKI)
based access control techniques are too computationally expensive for most [oT devices. Similarly,
Role-Based Access Control (RBAC) systems can become difficult to manage by large-scale 1oT
networks. Moreover, the administration of these systems is often complex and labor-intensive, re-
quiring substantial resources to oversee and maintain security. Therefore, a major challenge within
the 10T ecosystem is to develop a fine-grained access control and administration model that can

effectively address these issues.

1.2 Limitations of Prior Work

Prior solutions have one or both of the following limitations:

* Traditional Access control models have various shortcomings when applied to IoT networks.
As a result most of the IoT frameworks enforce coarse-grained access control policies [3].

For instance, Nest Thermostat] grants access to all the capabilities of a smart device or to



none. On top of this, existing access control models for [oT ecosystem differ widely due to
the nature of devices, protocols, interfaces, etc, lacking a unified model which can provide

dynamic access control irrespective of system structure and device type.

* Research into administrative models is still in an early stage, given the recent wave of dig-
italization. This is particularly true for IoT systems, where the complexity and novelty of
the ecosystem make studies even difficult. Although well-established access control mod-
els are being adapted into administrative frameworks, these adaptations often overlook the
specific needs of IoT systems. While there has been some research on the administration
of Role-Based Access Control (RBAC) in IoT, other access control models remain largely
unexplored. This gap highlights a critical need for further exploration into how these models

can be effectively administered within the unique context of IoT environments.

In our work, we attempt to address the identified shortcomings of the previous work and provide a

fine-grained access control model and its administration.

1.3 Overview of Proposed Approach

In this work we outline a trust model and trust based access control- TrustBAC model. The
trust model has multiple components which continuously monitor devices to evaluate their charac-
teristics. These quantifiable characteristics determine the reliability of the device. The TrustBAC
model dynamically adjust authorizations based on this trustworthiness of devices. Trust values are
continuously updated based on devices’s current actions. Moreover, when access control using the
TrustBAC model, a cost trade-off is considered. We discuss the cost of consequences and cost of
effectuating permissions and outline the formal definition cost model on a set of accesses. We fur-
ther implement a software suite which is based on this TrustBAC model. This micro-service based
software system emulates all the components from TrustBAC. This tool enforces dynamic access
control when deployed in an [oT network. Finally we propose a administration framework for

the TrustBAC model. This administration model is based on the same notion of trustworthiness.



System operators are allowed to configure system policies depending on their trust level. This trust

level is assessed from several admin attributes such as designation, type, audit trail, etc.

1.4 Key Contributions

Our key contributions can be summarized as:

We outline a trust based access control (TrustBAC) model where trust is computed from

quantifiable characteristics. This trust is used to enforce dynamic fine-grained access control.
* We have developed a software system which simulates the TrustBAC model.

* We introduce the notion of trade off in terms of cost of consequence and cost of effectuating

access permissions in the context of the TrustBAC model.

* We propose a trust based administration model. This model possess the similar intuitions as
the TrustBAC model and enables configuration policy, enhancing security and administration

efficiency in IoT networks.

1.5 Thesis Organization

In chapter 2, we discuss multiple related works categorized by access control and administra-
tion. Chapter 3 contains a few key technical backgrounds such as the device fingerprinting process
and trust indicators in detail. In chapter 4 we outline the trust based access control(TrustBAC)

model. In chapter 5, we describe the administration in TrustBAC.



Chapter 2
Related Work

We discuss several related works in two sections. In the first section, we detail research works

on access control and in the second section we describe administration of access control models.

2.1 Access Control

In traditional scenario, cryptographic mechanisms are used to ensure security in devices. The
OCEF Security Specification for the IoT ecosystem [4], states that if a device is authenticated while
onboarding can be trusted throughout the session. This might not be true in general, a device
can get malicious any time after the onboarding process. Moreover, IoT devices have limited
computational capabilities. Cryptographic techniques are computationally expensive, making it
almost impossible to implement them in IoT devices. On top of this, public key certificates are
expensive to buy and manufacturers often choose not to buy them. Considering all these factors,
we can say that cryptographic techniques are not an option to ensure security in loT ecosystem.

By approximately the 1990s, with the development of the Internet and the increasing large-
scale applications of information systems in enterprises, the traditional models of access control
(DAC, MAC, and its extension models) encountered difficulties addressing complex application
layer access requirements. To solve this role-based Access Control (RBAC) was first introduced
by Ferraiolo et al. in [5], [6] to address the limitations of the discretionary access control model
(DAC). Sandhu et al. [7] present four reference models that offer a systematic method to under-
stand the RBAC model. Their framework distinguishes between the administration of RBAC and
its application in controlling access, and categorizes how RBAC is implemented across different
systems. Subsequent modifications led to the proposal of the NIST standard for RBAC in [8].
This standard outlines an RBAC reference model that defines the scope of features included in
the standard and introduces terminologies to aid in specification. It further details the system and

administrative functional specifications, which define the functional requirements for administra-



tive operations and system-level functionalities. RBAC is a well-adopted access control model in
enterprise settings [9].

Attribute-Based Access Control (ABAC) has recently gained significant attention due to its
flexibility [10], [11], [12], [13], [14]. Moreover, it has proven to have the ability to represent
different access control models [12], as well as application in Internet of Things domains(IoT) [15].

Bezawada et al. [16] describe the implementation of Attribute-Based Access Control (ABAC)
for home Internet of Things (I0T) environments to address specific security challenges caused by
the heterogeneous nature and dynamic interactions of IoT devices. It discusses the applicability
of the NIST Next Generation Access Control (NGAC) specification for defining and enforcing
ABAC. The authors provided a comprehensive framework that includes device-type agnostic poli-
cies, the management of attributes, and the enforcement architecture necessary for maintaining
security in dynamically changing home 10T settings, thereby enhancing the overall security pos-
ture without compromising the operational efficiency and usability of IoT networks.

There has been a great deal of research that uses trust as a tool of access control. Ray et al [17]
proposed a significant advancement in role-based access control (RBAC) systems, particularly for
open and decentralized environments. Traditional RBAC models often struggle in dynamic con-
texts where user identities and roles cannot be predetermined. TrustBAC addresses these limita-
tions by integrating trust levels into the RBAC framework, thereby extending the model to evaluate
access based on trust metrics rather than static role assignments. The model considers three trust
factors, user’s past behavior, knowledge about the user and recommendation provided by others
about the user. This collectively improves the robustness of access control decisions. This ap-
proach allows for dynamic assignment of trust levels to roles, which are then linked to specific
permissions.

Dimitrakos et al [18] offers a policy language and architecture for authorization mechanism in
consumer JoT settings by incorporating trust-level evaluations. This model integrates Attribute-
Based Access Control (ABAC) with a Trust-Level-Evaluation Engine (TLEE). This enables dy-

namic adjustments of trust assessments and continuous policy re-evaluation based on mutable at-



tributes and environmental changes. This approach provides adaptability and responsiveness to
varying trust conditions, strengthening security in highly dynamic IoT environments. However, it
introduces challenges related to the complexity of real-time trust management and potential pri-
vacy concerns due to continuous data monitoring. This may lead to performance bottlenecks and
increased data protection risks.

Mahalle et al. [19] introduce a novel framework to manage trust within the dynamic decen-
tralized 10T environment. The authors propose the Fuzzy Trust-Based Access Control (FTBAC)
model. This model utilizes fuzzy logic to quantify and manage trust among IoT devices based on
three key parameters: Experience, Knowledge, and Recommendation. The model addresses the
challenge of traditional access control systems that fail to accommodate the unpredictable nature
of IoT device interactions. FTBAC scheme simulation results show that it can be used to calculate
fuzzy trust values for any number of devices which makes it more suitable for scalable IoT. How-
ever, the reliance on fuzzy logic may introduce difficulties in implementation and might require
fine-tuning to balance between responsiveness and computational overhead effectively.

Ray et al. [20] formulate a trust model designed for the Internet of Things (IoT), which is crucial
for implementing fine-grained access control in dynamic environments. The authors propose a trust
framework that is not based on reputation. This model uses measurable properties of IoT devices
to establish trust levels. The trust model works by calculating a trust score for each device based
on a set of predefined indicators/properties and the trust history. This score decides the access
permissions granted to a device, ensuring that only devices that meet a certain trust threshold can
interact with sensitive or critical components of the system. By focusing on measurable behaviors
and characteristics, the model aims to provide a more robust and adaptable security framework

suitable for the dynamic nature of IoT environments.

2.2 Administration of Access Control

In RBAC, the administration of the user role, the permission role and the assignment of the role

role is a critical and challenging task. This is often referred as administrative RBAC or ARBAC.



The assignment and revocation of user roles, role permissions, and other related tasks are managed
by the RBAC administration. Many approaches have been proposed for ARBAC [21], [22], [23],
[24], [25]. In URA97 [21], user-role assignment is determined based on prerequisite roles of the
target user. Similarly, in URA99 [22], it is determined based on the current membership of the
target users in the mobile and / or immobile roles. Uni-ARBAC [25] model for administering user-
role and permission-role relations by combining many of the existing administrative principles and
novel concepts. Uni-ARBAC assigns tasks to roles and aggregates permissions into tasks rather
than granting separate permissions. For administrative purposes, Uni-ARBAC decouples users and
tasks from roles following the decoupling principle of ARBACO02 [26]. However, it also introduces
administrative overhead and complexity, as it requires continuous monitoring and adjustment of
roles and permissions based on evolving organizational policies and responsibilities.

AARBAC [27] provide a method for incorporating attribute-based controls into Administrative
RBAC (ARBAC) to increase its versatility. Their work focuses on the management of permission-
and user-role assignments in RBAC systems, which are often handled through explicit role-driven
techniques. In order to design more dynamic access control policies, two proposed models—AURA
(Attribute-Based User-Role Assignment) and ARPA (Attribute-Based Permission-Role Assign-
ment)—use permissions and the attributes of entities, such as normal and administrator users.
Compared to conventional ARBAC approaches, which rely on preset property sets, this attribute-

centric approach enables a more granular administration of permissions and user responsibilities.



Chapter 3

Technical Background

In this chapter we discuss the technical knowledge required to understand the following chap-
ters. We discuss two key elements for trust based frameworks : device unique identification and

trust indicators among other elements and intuitions that operate within the model.

3.1 Device Unique Identification

Numerous security issues can be solved by properly identifying and authenticating devices,
allowing administrators to effectively monitor and apply the right access controls to each device.
Strong identification requires each device to have a unique and unforgeable identity linked to it.
Fingerprinting can link a device to its natural behavior within the network. A malicious device
differs from this set behavior patten. For example, a malicious device may scan the network to
acquire information about other devices. However, fingerprinting IoT devices is challenging due
to the robust variety of devices, protocols, and interfaces.

However, 10T device fingerprinting research is still in developing stage as the IoT industry is
still blooming. General device fingerprinting explored in [28], [29], [30] describes several tech-
niques ranging from packet header features to physical features such as clock-skews. The tech-
niques of finger printing on wireless devices have been addressed in [31], [32], [33], [34], [35].
These studies investigated how different implementations of a common protocol such as SIP
can help identify device types among similar devices. However, given the vast array of pro-
tocols used by IoT devices, conducting such detailed analysis for each protocol. Fingerprint-
ing of devices based on physical layer characteristics has been extensively studied, as indicated
by [36], [37], [38], [39], [40]. These studies primarily analyze the physical attributes of general
wireless devices to establish unique fingerprints. However, the effectiveness and applicability of

these techniques for IoT devices remain uncertain and are currently an open area of research.



Radhakrishnan et al. [38] outlines a method for identifying device types such as smartphones,
laptops, and tablet PCs, based on the inter-arrival times of packets to pinpoint features specific
to applications like Skype. However, the lower traffic generation of most IoT devices means that
collecting such data would be both time-consuming and labor-intensive.

Miettinen et al. [41] introduce IoT Sentinel, a framework designed to detect device fingerprints
and improve the security of IoT networks. This framework utilizes supervised machine learn-
ing techniques to fingerprint devices at the time of their initial network registration. This method
leverages packet header characteristics to pinpoint specific device types. A notable drawback of
this approach is its vulnerability to packet spoofing, as packet headers can be easily altered. Sim-
ilarly, Siby et al. present IoTScanner [42], a system designed to passively monitor network traffic
at the link layer, analyzing it through the use of frame header data within specified observation
windows. The primary focus of this architecture is to identify distinct devices and their activi-
ties based on the patterns of traffic observed during these windows. However, a limitation of this
method is that two devices of the same type might be mistakenly identified as different types due
to variations in the traffic they generate within the observation period.

IoTSense developed by Bezawada et al. [43] , which is specifically aimed at monitoring the
active state of devices, analyzing their behavior on the network using similar machine learning
approaches. While IoTSense is effective at recognizing devices of known types, it struggles with
identifying new, unfamiliar device types that connect to the network. It often incorrectly classifies
these unknown devices as one of the device types it has previously learned.

A more recent works by Maxwel et al. [44] leverages a sliding-window packet analysis and
synthetic data generation using Adversarial Autoencoders (AAE) to enhance device-type finger-
printing from small datasets. This approach addresses the challenges of accurately identifying 1oT
devices with limited data by applying machine learning to short network trace samples. The tech-
nique improves data coverage and fingerprint accuracy through the strategic use of synthetic data

to supplement training datasets. Furthermore, the model incorporates distributed deep learning,



enabling collaborative training across multiple organizations without direct data exchange, thus
preserving data confidentiality.

For our work, we adopt the fingerprinting process described in Ray et al. [20]. They utilized
behavioral fingerprinting to uniquely identify IoT devices based on network traffic patterns, with-
out relying on expensive cryptographic methods. They proposed an unsupervised learning model
based exclusively on network traffic. This fingerprinting is done when a device is bootstrapped
on the network. The learning model looks into 4 types of common messages: DNS Query, DNS
Response, SSLCert, Client Hello. The effectiveness of this model is assessed using measures
of probability and confidence associated with each device identification. For trust based access
control, uniquely identifying a device is mandatory. Moreover, in trust level computation, how
strongly we can identify a device plays a crucial factor. Our intuition is that the degree of trust
associated with a device is dependent on how confidently we can identify a device. For this rea-
son, we incorporate the confidence parameter from the device fingerprinting process in trust level

computations. Further details on this are elaborated in the subsequent section 4.2.

3.2 Trust Indicators

A trust indicator is defined as some measurable characteristic of an entity, in our case devices
and human operators, which can significantly influence the trust level of that entity. They can be

of two types:

* Internal Trust Indicator:
An internal trust indicator is property that is intrinsic to the entity or property of that entity

that emerges from within the IoT ecosystem.

* External Trust Indicator:
Similarly, an external trust indicator is property that is extrinsic to the entity or property of

that entity that emerges from within the IoT ecosystem.
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Trust indicators need to be defined and classified according to the system’s specifications and
functionality. We provide a list of several device trust indicators in the following, organized by
their functionality rather than their significance. This list is curated from [20], [45] and [46].
System designers have the flexibility to determine the relative importance of these categories and
the elements within the categories.

Trust indicators are scored on a point basis, evaluated, for example, on a Likert scale. When
a trust indicator positively contributes to, enhances, affects, or supports the security of the IoT
system, a positive point is assigned. If it negatively impacts the system, a negative point is as-
signed. The trust indicators listed here are not all-inclusive; they have been identified through an
preliminary analysis of the smart home IoT environment and distributed cable systems. For other
systems, or even variations of similar systems, system architects should conduct tailored studies to
find specific trust indicators relevant to their needs. A comprehensive explanation of the identified

indicators is detailed below:

* Device Category: An evaluation decision is made based on what impact a compromise of a
device in that category would have on the system. Device subcategories may include without

limitations:

1. End-point networking: Examples include IoT hubs, switches, routers, Wi-Fi access

points, etc.

2. Infrastructure networking: CMTS, routers and switches, servers for network opera-

tions, etc.
3. Productivity: Examples include tablets, smartphones, smart printers, etc.
4. Entertainment: Examples include smart TV, speakers, music systems, media hubs etc.

5. Physical safety and security: Examples include motion detectors, security cameras, fire

alarms, smoke detector, doorbell etc.

6. Home comfort and convenience: Examples include thermostat, bulb, electric switch

etc.
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7. Utility: Examples include refrigerator, washer, dryer etc.

8. Medical and health care devices: Examples include smart watches, wearable health

monitors, automated insulin pumps, etc.

9. Voice assistants and controllers: Examples include devices such as Echo show, Google

Home etc.

* Device capability: The device capability is an important indicator owing to the fact that the
higher the device’s computational capabilities the more damage can probably be done by
exploiting the devices. The device capability may be measured with respect to:

1. Processor type, e.g., micro-controller, general purpose, etc.
2. Available RAM
3. Storage capability
* Device certification: Device certification is done through a trusted CA and is not expired.

Evaluation depends on the trust put in the CA. Any time a new certificate is issued, it will

trigger re-evaluation of trust indicators and trust value.

* Network connection type: This indicator may consider if a device is wired or wireless, and

the wireless type such as Wi-Fi, Bluetooth, Zigbee, etc.

 Physical location of device: This may consider whether the device is:

1. Unprotected access: No physical barrier to physically accessing the device.
2. Partially protected: Limited physical barrier to device access.
3. Highly protected: inside a confined area and access limited to authorized personnel.

For example, devices inside houses are only accessible to homeowners.

* Vulnerability density: The notion of vulnerability density presents the number of vul-

nerabilities contained in the device firm-ware. The vulnerability density can be annotated

12



as

.
V, = —
179

Where, S represents the software size, V' represents the number of total vulnerabilities in the
device software. The list of vulnerabilities can be sourced from well known vulnerability

databases such as NVD/CVE.
* Connection requirement: Factors considered are:

1. Device to device
2. Device to cloud
3. Application to cloud

4. Application to device, etc.
* Connection security: This indicator may consider:

1. Authenticated connection (Y/N)
2. Encrypted connection (Y/N)
3. Encryption type (e.g., TLS, DTLS, etc.)

4. Encryption strength

* Device manufacturer reputation Manufacturer reputation can be an important indicator
for trustworthiness. This notion of trust of a manufacturer may be derived from their public
image, business dealings or years of experience. In real world, IoT devices from more rep-
utable manufacturer tend to get purchased more than manufacturer having poor reputation or
than a new manufacturer in market. For example, consumers will prefer the same [oT device
from established brands like Amazon/Apple/Google over one from some "ABC" company.
However, since this is largely based on public perception, it is important to approach such

views with caution.
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* Connection behavior: This indicator may consider one or two of the following factors about

3.3

the connection:

1. Device-initiated or outside-initiated

2. Average frequency of connection with outside
3. Average duration of connection

4. Average bandwidth consumed

5. Packet length deviation (expected vs observed)

6. Frame rate for traffic

Definitions and Parameters

Key definitions and parameters is curated from related previous works [20], [45] and [46] as

these notions are also valid for our work.

* Access type-based trust:

Access type-based trust is represented by the expression CM; = Dj, indicating that the
trustor C'M; trusts the trustee D, for a specific access type c. This model tailors trust ac-
cording to the particular actions D; is permitted to perform on C'M;’s resources, which are
defined by the access type. Trust levels are dynamically adjusted based on the context of

each access request, ensuring that trust is granted precisely.

Degree of trust:

The degree of trust refers to the specific level to which a trustor C'M; trusts a trustee D);.
The degree of trust is evaluated periodically or on a trust trigger event. It can be represented
by the expression: V;(CM; = D;) € [0,1]. Here V; is the degree or level of trust that the
trustor has on the trustee for the access type c calculated at time ¢. A value 0 means that the
trustor has no trust on the trustee. This may happen when there is a lack of information to
calculate the trust level or the trust evaluation process returned 0. On the other hand, a value

1 means the trust evaluator completely trusts the entity.

14



* Trust history:
The trust management system corresponding to a trustor maintains a historical record of trust
values for the trustees with whom it has previously interacted. Additionally, this history con-
tains a log of the trust indicator values that contributed to the trust levels over time. The trust
history is important for monitoring the evolution of a device’s trustworthiness and plays a
significant role in assessing its current trustworthiness. Utilizing trust history to determine
present trust levels serves two primary purposes: (a) In cases where trust indicators cannot
be directly assessed due to various constraints, the trust history provides a basis for a reason-
able evaluation of trustworthiness. (b) The trust history helps prevent sudden and arbitrary
changes in the trust status of a device, ensuring that a device that was previously trusted does

not become distrusted overnight.

* Trust trigger:
A trust trigger is defined as an event that causes a change in the value of a trust indicator.
Not every trust indicator is linked to a trigger; some indicators may be affected by multiple

triggers or share a common trigger with others.

* Trust indicator vector:
Every device is linked to an ordered set of size m consisting of trust indicators p; =
k1, k2, ..., kj, ..., kn)]. Each trust indicator k; has a value |k;|. The Device Monitoring
System can evaluate these indicators; however, the measurement of some trust indicators is
probabilistic and comes with a certain degree of confidence, whereas others can be measured

with precision.
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Chapter 4

Trust Based Access Control

In this chapter we discuss the trust-based access control model TrustBAC. Conventional access
control models such as role-based access control are often inadequate for dynamic IoT networks as
the identity of devices is not known in advance. In addition, the limited capabilities of IoT devices
make it impossible to implement strong perimeter-centric security controls and defenses in 10T
networks. Hence, adopting a ”Zero Trust - Never Trust, Always Verify” [47] strategy is vital in
IoT environments. TrustBAC is such an access control model which continuously evaluates the
trustworthiness of connected devices and dynamically modifies their access rights according to
their trust levels. We outline the trust framework architecture that uses quantifiable properties of
IoT devices to calculate device trust level, and the access control model that uses the underlying
trust model. This chapter builds on ideas presented in [20], significantly enhanced by our original

contributions.

4.1 Trust Model Architecture

We describe in this section the trust model adapted from the work [20] which can determine the
trust value of IoT devices based on their quantifiable characteristics. The trust model continuously
monitors for events that can change trust value, and on such an event calculates the degree to which
a connected device can be trusted by measuring different properties, also known as trust indicators.
The trust model at any given time enforces fine-grained access control relevant to that trust value.

The prerequisite for this trust model is that we identify each device uniquely based on device
behavior estimated via network traffic features. This unforgeable identity associated with each
device is used to manage their respective current trust value, trust history, and evaluated indicator
parameters.

The key components of this model are:

16
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Figure 4.1: Trust Model Architecture.

* Trust Monitoring System:
This component monitors trust triggers, evaluates trust indicator values and updates the Trust

Management System. Another responsibility of the monitoring system is to identify any

connecting device.

* Trust Management System(TMS):

Trust Management System(TMS) is responsible for managing the trust indicators, evaluates

trust level. TMS also resolves any trust query made to it.

* Trust Based Access Control System(ACS):
This component is where the TrustBAC model employed and implemented. This system can
return a set of accesses on a particular resource based on a given trust value of the device.

We will discuss this component in detail in a later section 4.3.
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* Access Decision Point(ADP): This component compares the allowed set of accesses with

submitted request and allows the access or a set of accesses.

The Trust Monitoring System identifies a device when it connects to the network via suitable
fingerprinting process and generates a unique id bound to each device. This system continuously
monitors the devices in the system to enforce that only a known device exists in the system. In
addition, it communicates the information from the identified device to the Trust Management
System and evaluates the indicator values for the calculation of the trust level. These steps are
marked with 0’ in Fig. 4.1. When an [oT device makes an access request (arrow marked by “1”)
to the Access Decision Point, this component requests Trust Management System for the current
trust value (arrow marked by °2’). In response the Trust Management System gets the device’s
latest trust indicators from the Monitoring System (arrow marked by “3”). The calculated trust
value is then sent to the trust-based access control system (arrow marked with ’4’) and returns a
set of allowable accesses (arrow marked by ’5”) based on the trust value and access policy. Finally,
the Access Decision Point decides to allow or deny access (arrow marked with ’6”). This decision
is recorded in the Trust Management System (arrow marked by “7”) to use it in further trust value

computation.

4.2 Trust Evaluation Engine

In this section we describe the different factors and elements in play for trust value calculation.

* Trust History Score:
The trust history score h; at current time ¢,, is calculated from the trust value V; _, that was
computed at time ¢, ;. Let the time difference be, At = t,,- t,,_;. Then, the trust history

score at time ¢, is represented by h; = is given by

((VtTL71—1)At>
ht = ‘/t X e 2

n—1
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Here k£ > 1, is a small integer referring to the rate of change of trust level and is system

policy specific.

Trust Indicator Confidence Level:

The trust monitoring system continuously tracks the indicator values. Despite efforts to
accurately measure trust indicators, there remains a degree of uncertainty regarding the pre-
cision of these values. The confidence in trust indicator value is a measure or percentage of
accuracy of a given trust indicator value. To address these concerns, we have implemented
a belief system based on subjective logic [48]. This system enables the adjustment of trust

indicator values according to the perceived beliefs about the accuracy of the measurements.

Trust indicator
—_ Confidence level
UHCE?aInt"f fb=_75d=_04, u=21)
=085
0 0
1 . 1
Disbelief 0 [0.79] Belief

Figure 4.2: Trust Indicator Confidence Level Computation.

Each time a trust indicator k; is assessed, the assertion "the measurement is accurate” is
subjectively evaluated by linking it four values: (i) a belief b, € [0, 1] that the proposition is
true, (ii) a belief d;, € [0, 1] that the proposition is false, (iii) a belief uy, € [0, 1] representing
uncertainty about the truth or falsity of the proposition, and (iv) an a priori probability a;; €
[0, 1] concerning the truth of the proposition when no specific belief is held. Given the
binary nature of this state space, ay; is set to 0.5, in line with the principles of subjective
logic outlined in [48]. The relationship between b;, d; and w; is such that b; + d; + u; =

1. From these values, the confidence level of a measured trust indicator is calculated as o;
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= b; + a;u;. It is assumed that as a trust indicator is evaluated, the corresponding values of
belief, disbelief, and uncertainty are also provided. Fig. 4.2 illustrates an example of how

confidence in a trust indicator value is computed.

Trust Indicator Score:
Each trust indicator is associated with an weight/importance. Trust indicator importance

vector, P, = [p1, P2, - - -, Dj, - - - , Pm| Where p; annotates the importance of trust indicator k;.

Trust indicator score, denoted by Py, € [0, 1] at time ¢,, is computed as a weighted average
over the trust indicator vector values using the trust indicator importance vector, along with

the corresponding confidence value.

The normalized trust indicator single value function can be defined as,

fi(k;) = (L> x 20

Hlan ’l{]| m

where |k;| is the absolute value of k;, m is the total number of indicators. The next step is to

sum these values together.

Finally, the trust indicator score is calculated as,
1
Paev = aj = — fi(k;)o;p; mﬁx{fj(’fj)Oij}

Trust Value at current time:

The degree or level of trust that a trustor C'M; has on the trustee D; at the current time ¢,, is

expressed by the equaltion:

V;‘/n<CM1 :C> Dj) = C’dev[@Pdev + ﬂht]
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Here o, [ are weights assigned to current trust indicator score Py, and history score h;.
These weight values are system specific. In our work we add another factor the the calcula-
tion of trust, that is the indentity confidence Cy.,. The weighted sum is multipied by Cjey.
The trust model assumes that all devices are uniquely identifiable. The device fingerprint-
ing method outlined in [20] provides probability and confidence as evaluation metric for an
identified device. No fingerprinting model can ensure a probability or confidence level of

100%. Consequently, this parameter is further included into the trust level computations.

4.3 Trust Based Access Control(TrustBAC) Model

The trust model is employed in the TrustBAC model to maintain fine-grained access control
in IoT networks. Unlike other access control models, this model incorporates trade-off factors in
terms of cost: cost of effectuating permission and cost of consequences. This model provides a
way to express access control policies with trade-off factors.

The key elements of this model are devices, permissions, access types, resources. Each device
is linked to a trust history and a set of trust indicators to compute the trust level. The access control
policy associates each access or set of accesses to a resource with a specific range of trust values
that a device must meet to gain access to that resource. When a device requests access, it may
be granted through one or more sets of permissions, each corresponding to different resources.
Additionally, each permission is associated with both the cost of consequence and the cost of
effectuation, which are part of the access control policy. When a device requests access to a

resource, the TrustBAC model evaluates three factors:
1. Whether the device trust value is >= trust level needed for access?
2. What is the cost of consequences and cost of effectuating for a set of permission?

3. The set of permissions that effectuates the access request and at the same time minimizes the

costs. To allow this, partial access can be allowed instead of complete denial.

21



TRUST_ o .| DEVICE 7 o TRUST_ " ol ACCESS_
INDICATORS S VALUES TYPE
K]
L
TRUST s cimrh S
o= SESSION
HISTORY A1 Ay ees An
'y
i COST_OF_
” _ PERMlSSiONS CONSEQUENCES
TRUST_ ac(A;) + BC(4;) il
i i Fy
TRIGGERS our | ¢ | actions
ces
L w
— " L
COST OF_ z
EFFECTUATING [ CONSEQUENCES
_ PERMISSION

Figure 4.3: Trust Based Access Control Model.

Fig. 4.3 summarizes the trust based access control model, outlining the model elements and
their interaction. Whenever a device makes an access request on a resource, its corresponding indi-
cators and history are pulled to calculate the trust value. This trust value is then used to determine
the allowable access set in particular to that resource according to the access control policy. For
this set, the cost factors are defined further. Finally, a set of access is chosen such that it enables
the request and minimizes the cost. The cost optimization function is described in the following

section in detail.

4.4 Cost Function for the TrustBAC Model

The TrustBAC model considers trade off in terms of cost actors. There are two types of cost
associated with allowing access: the cost of consequence and the cost of effectuating permissions.
An access decision is made such as the cost is minimized. In this section, we outline the cost func-
tion that minimized both types of costs. Before further explaining the cost function, we describe

some key concepts as follows:

* Consequence: A consequence is the resulting system state when a permission is applied.
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* Cost of effectuating permission: The cost of effectuating a permission is represented by a
real number from a discrete set of non-negative real numbers. This unit less cost amount
is incurred by the system when it enables the permission. The total cost of effectuating the

permission set is determined by a summation of cost for each permission.

* Cost of consequence: When a permission is effectuated, it triggers a change in the system’s
state, known as the consequence. This updated state may improve, degrade, or maintain the
previous level of security. Regardless of the outcome, this transition incurs a cost associated
with the new state. The cost of consequence, denoted by a real number from a finite, discrete
set of non-negative real numbers that quantify this cost. This cost is unit less, providing a

standardized measure of impact.

Algorithm 1 contains the formal definition of the cost function. The goal of this function is
to define a set of access permissions that, when granted, will not exhaust the limited resources of
the system when they are effectuated, and to keep the impact of consequences at a manageable
level, ensuring that the system can sustain its operations effectively. Hence, the function has a
minimizing constraint such that the weighted summation of both costs is minimized. The cost
of consequence should be lower than the system threshold of impact. Beyond this threshold, the
system will not be able to recover after negative impact. Similarly, the cost of effectuating depends

on system resources. A threshold on resources maintains this.

4.5 TrustBAC Model Implementation

This section describes the implementation of the trust Based Access Control model through
a software suite. Our primary contribution to the TrustBAC model is this software suite. This
microservice-based software system simulates different components from the model and enforces
dynamic access control when deployed in an [oT network. The development of this tool is currently

in progress.
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Algorithm 1 Formal Definition of the Cost Function ()

e Let A= {A;, As,..., A, } be the set of allowed accesses based on trust value.
» Let C'C be the total cost of consequences for A.
* Let C'P be the total cost of permissions for A.

* The objective is to minimize the total cost, cf(«C'C + SCP | A), which is a weighted sum
of C'C' and C'P, subject to resource constraints on C'P and a maximum threshold on C'C'.

Minimize: cf(aCC + CP | A)
Subject to:
9(CP) < C,
th(CC) < Cs,
Where:

* cf(CC,CP | A) is the function representing the total cost that needs to be minimized,
dependent on both the cost of consequence and the cost of permission.

* g(CP) is the resource constraint function for the cost of permission, where ' is the max-
imum allowable resource limit for C'P.

* th(CC) is the maximum limit threshold for the cost of consequence, where C is the
maximum allowable impact limit for C'C.

* « and [ are system-specific weights assigned to the types of costs.
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4.5.1 Technological Stack

The software suit is built with Spring Boot and MariaDB for the backend and React for the
frontend. Spring Boot is a highly popular framework currently which simplifies the development
of new applications through its convention over configuration approach. MariaDB includes perfor-
mance enhancements in query optimization, indexing, and caching and new features that are not
found in MySQL. For the frontend, React is a popular JavaScript library known for its component-
based architecture and efficient updates using a virtual DOM.

Additional technologies are used for optimized and faster services. Redis Based caching helps
to prevent reduces databases load for frequent queries, and to improve API latency. A message

Queuing tool, RabbitMQ is used to push the updated state to other services and databases for

JN\OHODB

asynchronous processing.

Figure 4.4: Technological Stack.

4.5.2 Microservices

Microservice design architecture is followed for the development. Each microservice simulates

one component from the trust framework. The microservices are listed below:

e TMS:

The Trust Management System is responsible for monitoring the indicators and trust values.
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It has an immutable database to store all the trust related data. This component also imple-
ments the evaluation engine form the indicators. Moreover, all history analysis is done here

to check any anomaly.

* ACS:
This service mirrors the trust based access control system. All access policies are established

here. The cost function is applied on the initial access set.

* ADP:
This service receives the access request from IoT device and respectively calls TMS and
ACS to handle the request. It gets the trust value from TMS. Then determines the possible
access set from ACS by passing that trust value. Finally, ADP decides on a access set and

allows it. ADP is responsible for pushing the access history to TMS for future evaluation.

The microservices communicates using RESTful (Representational State Transfer) APIs. These
endpoints allow services to communicate over HTTP, exchanging data in formats like JSON (JavaScript

Object Notation).

4.5.3 Security Measures

Multiple security and privacy preserving measures are taken within the software system. For

example, data encryption, JWT (JSON Web Token) authentication, OAuth2 token.

» Data Encryption:
All the stored data in databases are encrypted and hashed to enforce that none can read and

alter the data. Communication among microservices is also preserved using this technique.

* JWT Authentication:
JWT authentication is a great way to ensure that any previous requests are not copied and
relayed again. This token contains an expire time, signature, headers, and other components

which help efficiently transmitting secure information.
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Figure 4.5: Security Features.
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Chapter 5

Administration in TrustBAC

In this section, we present our administrative model for trust-based access control(TrustBAC).
TrustBAC provides a fine-grained access control for [oT devices depending on how trust values of
the devices are changing over time. However, like other access control systems, TrustBAC system
is not static changes in access control state are inevitable. With the introduction of new resources
in the system, new trust-based configurations need to be implemented. On top of this, existing
configurations might change depending on system requirements and nature. Finally, there may
be a need for prompt removal of malicious devices. These tasks demand the approval of human

operators/admins, highlighting the need for trust-based administration.

5.1 Parameters and Definitions

In this subsection we detail all elements behind the formalism and intuition of the administra-

tive model. We define the different elements as follows.

* Admin and Admin Category:
Administrators are human operators authorized to carry out specific administrative tasks
such as approval, rejection, and configuration updates. They can be classified into different
types based on their roles and system needs. For instance, a system might designate root
administrators (Ar), general administrators (A), or other specialized categories tailored to

meet particular system requirements.

* Admin Operations:
These operations, executable by an administrator, are required to handling configuration
requests. For example, an admin has the authority to approve or reject mappings between

trust values and access set policies.

28



* Admin Indicators:
Similar to device trust indicators, administrators are associated with their own measurable
characteristics. We have identified several indicators specific to an admin, though the list
provided here is not exhaustive. Additional and different indicators may be defined based on

system requirements.

1. Admin designation
2. Operational aptitude

3. Incorrect action ratio

¢ Admin trust value:
Admins are associated with a trust value calculated from their indicator value. This trust

value can be calculated using the trust model discussed in previous chapter.

5.2 Break Glass: Handling Exception in TrustBAC

Break-glass administration refers to an emergency access protocol that allows for temporary
elevation of access rights in critical situations, bypassing standard security procedures. This pro-
tocol is typically used to grant immediate, unrestricted access to systems or authority in the event
of a failure, ensuring that necessary actions can be taken swiftly to resolve the situation. The use
of break-glass procedures is closely monitored and audited to prevent abuse and ensure that such
extraordinary access is used only when necessary.

For this system, general admins who will have traditional authentication methods to get into
the system. This an event of system failure this authentication process may fail. Also to perform
certain admin operations, they need access to configuration from database or other components.
This might also be impossible when the system is critical. This is where we will use break glass
administration.

We will incorporate a highly privileged admin role for this purpose. We will designate this

admin as root. This root admin will be created from the configurations when the system is started.
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This will be associated with multiple configurations at the application level. An example of con-

figurations can be, but not limited to:

Enable break glass

Root credentials

* Time constraint for operations

* MFA

Audit Period

Refresh credentials and reboot period

5.3 Break Glass Administration in TrustBAC

In an emergency, the root admin will be activated through designated channels. The designated
root admin must authenticate using their credentials, depending on whether the system currently
allows that. Following authentication, the trust level of the root admin is verified to ensure it meets
or exceeds a specified threshold. Once these criteria are satisfied, the root admin is activated,
initiating a timer for the tasks they are set to undertake. Typically, each component has a single
root admin. If a root admin is already active, no additional admins are allowed in the system.

Formalized description of the steps involved are provided below:

Authentication

* Let S be the system state that indicates if break glass is currently allowed (S = 1 for allowed,

S = 0 for not allowed).

* Define a function Auth(c) where ¢ represents the credentials. This function returns t rue if

the authentication is successful, and false otherwise.
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5.3.1 Verification Process

» Let V(c, S) be the verification process that encompasses Auth(c) and the system state S.
This function returns true if both the authentication is successful and the system state allows

for the necessary authentication method.

Trust Level Check

* Let T be the trust level of the designated root admin. Define a threshold value 6 for the trust

level.

* The trust level check can be represented as 7" > 6. This condition must be true for the break

glass process to continue.

Activation and Set Time Constraint

* Let R represent the activation of the root admin, where R = 1 indicates active, and R = 0

indicates inactive.

* Define R as a function combining the verification process and trust level check: R =

f(V,T > 0), where f returns 1 (active) if both conditions are true, and 0 otherwise.

* Upon activation (R = 1), a timer constraint 7 is started to track the duration of root admin

operations. The root admin will have a certain time limit to perform the operations.

Summary of the Process

» Activation Request: A

Authentication Verification: V (¢, S) = Auth(c) A (S = 1)

Trust Level Check: T > 6

Root Admin Activation & Timer: R = f(V,T > 6), where f activates R and starts 7
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5.4 Administrative TrustBAC Architecture

we provide a high-level overview of the framework with the components involved and their
corresponding interactions. Fig. 5.1 shows such framework architecture. The framework consists
of the trust management system which has two components - the trust model and trust evaluation
engine, the Trust Based Authorization System, the Monitoring System that monitors admin actions
and attributes, and the Configuration Administration Point which determines whether an admin
can perform operations on certain configurations. The interactions between these components are
indicated by directed and labeled arrows in Figure 1. The number against a label represents the

ordering of interactions in an administrative decision.

1.No Config Config
P Approved Repository
: Trust Indicators loT
: Device
4.isValid p— Y
: . onfig
H : Confi Trust Value
- . ‘Confllg . < & Validation |
1.Config Request Administration Point Engine
Trust
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: ogin 3.isAuthorized Management
: System
: | Admin |
é > Admin <
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: i Engine
: v Auth History
Monitoring
s

................... - System

Admin attributes, action history

Figure 5.1: Administrative TrustBAC Architecture.
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When a configuration request is received by the Config Administration Point (arrow labeled
’17), the admin intervention is required. When an admin logs into the system (arrow labeled “27),
he can see the existing pending request list. From there, the admin can perform specific operations
(approve/reject/suspend) for a single configuration. The monitoring system continuously monitors
admin attributes and action history, and pushes these values to the Trust Management system for
trust level calculation. At the time of an admin operation, two checks are done. First, the admin
authorization verification request is sent to the Admin Authorization Engine (arrow labeled ’3’).
The Admin Authorization Engine checks the requests for the trust level from TMS and checks it
against a threshold trust value. The second check is performed for the integrity of the configuration
request (arrow marked ’4’). For example, in the case of an IoT device approve/suspend, the device
trust values are checked against a threshold value. Another example of validation is to verify
whether the trust value of the device with the access set mapping is complete and disjoint. Upon
successful validation, the admin is approved to perform the respective operation. The Monitoring

System logs all this information for auditing and future trust level calculation.

5.5 Example of Administrative TrustBAC

We present few general cases where administrative TrustBAC is applied. These cases and their

steps may vary on the basis of systems and their requirements.

5.5.1 Case 1: Device Registration

When a device is first onboarded to the system, an administrative decision is made on whether
to allow it further in the system or not. This is crucial for sensitive systems such as a nuclear power
plant where random devices are not allowed to connect to the network. The trust monitoring system
investigates the initial indicators of the device along with manufacturing information. We assume
that the system is in normal state and that no emergency event is occurring that might activate
break glass protocols. A general admin can approve the request to register a device on the network.

According to the administrative TrustBAC model, two validations are done. First the model will
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check whether the admin is authorized to perform this adminitrative task. The admin must have
trust value above a system-specified threshold to approve/deny a new device. The second validation
will verify whether the deivce’s initial trust level satisfies a system threshold. Depending on system
requirements, this step may include investigating manufacturer information, trust indicators, etc.
Finally, the admin can approve or deny the device to connect to the network. These decisions are
recorded in the system for auditing purposes, and can be a factor in calculating the level of admin

trust.

5.5.2 Case 2: Trust-to-Access Configuration

The access control system contains a mapping of trust level to access permissions for each
system resource. This mapping to trust level ranges is strictly system-specific and thoroughly done
by human operators in general. Moreover, they should be incorporated in the system after verifica-
tions done by administrators. For this example we assume that the system is in normal state. The
admin’s trust level is verified first. After that both the system and admin can investigate the trust
level to permissions mapping configurations. The admin can validate whether the configuration
is satisfying system requirements. Further the mappings have to be complete and disjoint. After
these conditions are met, the admin may approve (deny) the mapping configurations. This decision

is also recorded in the systems.

5.5.3 Case 3: Trust Indicators Registration

Trust indicators are system specific. For any particular [oT system, they have to be identified,
and their weights have to be determined. This job this generally done by administrators. Autho-
rized admin can check whether a trust indicator is appropriate for the system, assign it weight, and

finally approve/disapprove it to be incorporated in the system.

5.5.4 Case 4: Suspending Malicious Device

A device may get malicious at any moment. Then it is the responsibility of administrator’s

to further examine and suspend the malicious device. For this case we assume that the system
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is in an emergency state and break glass protocols are activated. As a result, the root admin is
currently logged into the system and no other admin is allowed to login or perform any task. As
root administrators are verified when they log into the system, no further verifications will be made
for any administrative task they are to perform. In this case, the root admin will investigate the
nalicious device: device’s current and past trust values, trust indicator values, and take a decision
on whether to suspend the device or not based on his findings. Depending on system functionality,

the root administrator may perform additional tasks to bring the system back to secure state.
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Chapter 6

Conclusion and Future Work

In this work we provide a trust based robust IoT ecosystem. The trust framework continuously
monitors the trust indicators of the devices to compute the trust level. Furthermore the trust based
access control(TrustBAC) model controls access employing that trust level, considering trade-offs
in terms of cost of consequence and cost of effectuating permissions. Finally, we propose a trust-
based administrative model based on the same intuition of trust level, respective to administrators.

There are few directions that are still to be explored in this research work. For the administrative
TrustBAC to work efficiently, we have to list administrator attributes extensively. Similar to device
indicators, they are system specific. We have to curate the list of admin attributes for a variety
of IoT spaces. At the same time, we also need to identify additional device indicators. Both
device indicators and admin attributes are crucial for our model’s improved performance. We plan
to complete developing the software tool for TrustBAC and administrative TrustBAC. Then we
can run experiments using this tool in both industry and home settings. This will help us look
into performance issues in the tool, and finally investigate IoT systems where this tool is more

applicable.
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Appendix A

Microservice

In software engineering, a microservice architecture is an architectural pattern that arranges
an application as a collection of loosely coupled, fine-grained services, communicating through
lightweight protocols. One of its goals is that teams can develop and deploy their services inde-
pendently of others. This is achieved by reducing several dependencies in the code base, allowing
developers to evolve their services with limited restrictions from users and to hide additional com-
plexity from users [49]. As a consequence, organizations are able to develop software with fast
growth and size, as well as use off-the-shelf services more easily. Communication requirements
are reduced. These benefits come at a cost to maintaining the decoupling. So, a microservice
architecture can be a good choice only if the application is too complex to manage as a monolith.
Interfaces should be carefully designed and treated as a public API. One technique that is used is
having multiple interfaces on the same service, or multiple versions of the same service, so as to

not disrupt existing users of the code.
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Appendix B
JSON Web Token

JSON Web Token is a proposed Internet standard for creating data with optional signature
and/or optional encryption whose payload holds JSON that asserts some number of claims. The
tokens are signed either using a private secret or a public/private key. For example, a server could
generate a token that has the claim "logged in as administrator" and provide that to a client. The
client could then use that token to prove that it is logged in as admin. The tokens can be signed
by one party’s private key (usually the server’s) so that any party can subsequently verify whether
the token is legitimate. If the other party, by some suitable and trustworthy means, is in possession
of the corresponding public key, they too are able to verify the token’s legitimacy. The tokens
are designed to be compact [50], URL-safe [51] and usable, especially in a web-browser single-
sign-on (SSO) context. JWT claims can typically be used to pass identity of authenticated users
between an identity provider and a service provider, or any other type of claims as required by
business processes [52]. JWT relies on other JSON-based standards: JSON Web Signature and

JSON Web Encryption.
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