
THESIS

A MODEL-BASED RISK AND RELIABILITY ASSESSMENT OF A SECOND-LIFE EV

BATTERY ENERGY STORAGE SYSTEM

Submitted by

Hector Miguel Hernandez Ramirez

Department of Systems Engineering

In partial fulfillment of the requirements

For the Degree of Master of Science

Colorado State University

Fort Collins, Colorado

Spring 2026

Master’s Committee:

Advisor: Vincent P. Paglioni

Jason Quinn

Indrajit Ray



Copyright by Hector Miguel Hernandez Ramirez 2026

All Rights Reserved



ABSTRACT

A MODEL-BASED RISK AND RELIABILITY ASSESSMENT OF A SECOND-LIFE EV

BATTERY ENERGY STORAGE SYSTEM

Lithium-ion batteries are widely used in energy storage applications because they are flexible,

efficient, and scalable. However, as the electric vehicle market continues to grow, many batter-

ies reach the end of their vehicle service life, raising concerns about significant waste generation.

Some procedures allow these batteries to be repurposed for second-life applications. One viable

approach is reusing these batteries in energy storage systems to provide a more sustainable solu-

tion. However, ensuring that these second-life systems operate safely is essential to prevent risks to

people and the environment. To ensure operational integrity, diverse risk assessment frameworks

can be employed to identify vulnerabilities and evaluate system reliability. Therefore, identifying

the components that are most vulnerable to failure is essential for mitigating risks in these systems.

This work presents a multi-stage analytical framework that unifies risk and reliability analyses

within a model-based systems engineering (MBSE) architecture to identify and assess potential

system risks. This project presents the procedure used to apply these methodologies and describes

how the process evolved from manual qualitative assessments to an automated, model-based ap-

proach. Using this framework, the analysis suggests that the most significant risks reside in the

auxiliary systems that maintain optimal operating conditions. Therefore, prioritizing the reliabil-

ity and monitoring of these components is essential for the safe and sustainable deployment of

second-life battery energy storage systems.
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Chapter 1

Introduction

Energy security and affordability have become central priorities across the world, yet nations

are pursuing different strategies to achieve these goals [5]. Many fuel-importing countries increas-

ingly rely on renewable energy sources (e.g., wind and solar) and efficiency improvements, while

others continue to emphasize securing adequate supplies of traditional fuels. Energy now lies at the

center of global economic and geopolitical discussions, as long-standing risks to fuel supply (e.g.,

foreign policies, supply chain logistics, etc.) are compounded by emerging constraints on critical

minerals. At the same time, the electricity sector, which is essential to modern economies, faces

growing vulnerabilities from cyber threats, operational challenges, and extreme weather events [5].

Despite rapid progress in clean energy deployment, fossil fuels continue to dominate global

electricity generation. In May 2024, approximately 55% of net electricity generation capacity

in the United States was derived from coal, petroleum, and natural gas [6]. Meanwhile, energy

systems are undergoing rapid transformation. Renewables achieved record deployment for the

23rd consecutive year in 2024, while consumption of oil, natural gas, coal, and nuclear energy

also reached historic highs [5]. These trends coincide with a sharp rise in energy demand driven

by economic growth and the expansion of energy-intensive technologies, such as artificial intelli-

gence [7]. Addressing these challenges requires energy systems that not only deliver sufficient and

reliable power to meet escalating demand, but also align with the broader objective of transitioning

to sustainable and environmentally friendly economies.

In this global context, novel energy systems continue to draw the attention of researchers and

industry professionals. These novel technologies are a promising means to solving some of the

challenges associated with extant energy sources, but are also associated with their own novel

risks. This thesis aims to smooth the transition to new energy systems by developing a robust risk

assessment methodology that is applicable even to early-stage designs.
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1.1 Motivation

The variability of renewable energy sources such as wind and solar presents a significant chal-

lenge to achieving reliable and scalable energy systems [8]. Because these resources generate elec-

tricity only under favorable weather conditions, they are insufficient on their own to consistently

support large-scale electrical grids and are limited in their effectiveness for off-grid applications.

Moreover, addressing both short-term and seasonal variability requires the availability of flexible

resources that can respond to fluctuations in supply on weekly, monthly, and seasonal timescales.

One effective solution is to combine renewable generation with Battery Energy Storage Systems

(BESS) [9]. By storing excess energy during periods of low demand and releasing it during peak

demand (or in order to close gaps in generation), these systems allow for effective energy storage

and control, helping to reduce intermittency and unpredictability. BESSs enhance energy resilience

by providing backup power during grid disruptions, alleviating grid stress, and reducing the need

for costly infrastructure upgrades [9].

Lithium-ion (Li-ion) batteries are among the most widely used technologies for energy storage

due to their versatility and scalability [10]. However, the rapid growth of the Electric Vehicle (EV)

market has raised concerns about the relatively short lifespan of Li-ion batteries in vehicles. The

average Li-ion battery in EV applications has a lifespan of 10-15 years, and are no longer consid-

ered suitable for EV use when their state of health falls to 70% (equivalent to a 30% reduction in

capacity) [11]. The large-scale retirement of EV batteries poses a significant challenge to environ-

mental protection and resource recovery, since these batteries are usually replaced well before the

end of their usable life, resulting in substantial battery waste [12]. To mitigate this issue, second-

life applications have been developed, re-purposing retired EV batteries for use in complex energy

storage systems [10].

This approach extends battery life and supports climate change mitigation efforts. However,

second-life Li-ion batteries also present certain risks that must be carefully managed to ensure

safety and reliability, particularly in critical energy storage applications. While the recondition-

ing process can restore some performance characteristics, it cannot fully reverse the structural and

2



chemical degradation that occurs during the battery’s initial use [10]. This degradation can lead

to increased impedance, lithium consumption, reduced conductivity, and electrical shorts in the

anode-electrolyte interface, especially at low temperatures [2]. Additionally, corrosion can accel-

erate self-discharge, further compromising battery performance [13].

BESSs present an opportunity to use second life batteries to provide reliable and clean power.

However, installations that incorporate physical and chemical safety mechanisms, along with

control-based algorithms, have been associated with various operational risks, including prema-

ture shutdowns, fires, and system damage that can lead to cascading failures [14]. Such incidents

are often caused by short circuits resulting from overloading, overheating, or mechanical abuse.

Regardless of the specific application, unplanned shutdowns pose significant threats, ranging from

loss of power to critical infrastructure and grid instability to damage to other generation equip-

ment. The potential failure modes and degraded operation in second-life applications, underscore

the need for rigorous safety protocols and reliable management systems to mitigate risks to human

health and the environment [12].

Because BESS installations involve complex interactions among hardware components, control

algorithms, and operating conditions, component-level reliability approaches (e.g., establishing the

reliability of specific components) is not sufficient to ensure system safety [15]. A systems-level

approach to risk and reliability assessment is necessary to properly understand and manage poten-

tial vulnerabilities. Reliability engineering and risk analysis offer structured methods to identify,

evaluate, and reduce failure mechanisms that may lead to hazardous events [16]. These meth-

ods support the prevention, mitigation, response, and recovery from system failures, helping to

maintain overall system integrity.

Such approaches are especially important for second-life battery applications, where degraded

performance and cascading failures are more likely to result in events that can compromise public

safety, worker health, and the environment.

3



1.2 Technical Gaps in Risk Assessment for BESS Applications

Despite the availability of established methodologies that help improve system robustness,

many current approaches remain fragmented or component-focused and cannot fully capture the

complex interactions and cascading effects inherent to complex systems [17] (not only BESS in-

stallations). A systems-level risk assessment can help prevent or mitigate losses arising from

system vulnerabilities that may be insufficiently identified or evaluated [16]. Such assessments

consider both technical and environmental threats, including risks from intentional actions as well

as unintentional events such as natural disasters, operational errors, and component failures. These

limitations highlight critical gaps in existing risk assessment practices when used in isolation, un-

derscoring the need for more integrated, systems-level frameworks that provide a complete view

of the entire system.

Addressing the complexity involved in identifying and preventing risks associated with com-

plex systems requires comprehensive systems-level risk assessments. Combining various risk anal-

ysis and reliability tools offers significant advantages by enabling a more thorough and systematic

approach to uncovering, assessing, and prioritizing potential failure modes.

The first methodology used here was Failure Mode and Effects Analysis (FMEA), which is

normally applied to conduct early-stage risk assessments. This approach offers several benefits

throughout product development, allowing the identification and resolution of potential risks be-

fore they escalate into costly problems [18], and facilitating the development of countermeasures

to mitigate potential failures. The analysis is complemented by the use of an online tool, the Re-

liability Online Automated Databook System (ROADS), which provides data on the types and

probabilities of component failures and their corresponding failure modes. This combined ap-

proach supports risk assessment focused on the most critical system components, identified based

on the severity of their failure.

While FMEA is a valuable tool for providing qualitative insights into system design and op-

eration, it also has inherent limitations due to its relatively simplified nature [16]. In particular,

FMEA by itself offers limited probabilistic representation of system reliability, and the quality

4



of its analyses can vary widely depending on the level of effort invested. Additionally, because

FMEA evaluates one failure mode at a time, it can become repetitive and time-consuming [16] for

systems with numerous components.

This single-failure focus restricts its effectiveness in analyzing systems where multiple failures

may occur simultaneously or where significant redundancy and diversity are present. To address

these limitations and strengthen early-stage risk assessment beyond purely qualitative analysis,

FMEA was complemented by Fault Tree Analysis (FTA) and Bayesian Network (BN) modeling

to support more effective risk management strategies.

FTA and BNs share conceptual similarities, as both represent causal relationships and support

reasoning about system behavior. The combined FTA–BN with FMEA approach enables struc-

tured scenario analysis and quantitative evaluation of failure likelihoods, resulting in more robust

predictions of factors influencing system-level failures [19].

A failure mode can be viewed as an abstract representation of system failure, whereas faults

represent the underlying causal events leading to that failure [20]. FTA is a top-down, deductive

failure analysis method in which an undesired system state is analyzed using Boolean logic to com-

bine contributing lower-level events [20]. In this context, when faults and failures are examined at

a consistent level of granularity, faults may be interpreted as collections of causes associated with a

specific hazard. By constructing cause-and-effect logical diagrams, FTA enables the systematic ex-

ploration of relationships among faults across different system layers, using failure effect informa-

tion derived from FMEA. At the same time, integrating FMEA with BNs provides a probabilistic

framework for mitigating system-specific risks and enhancing risk management effectiveness [21].

BNs are used to analyze the most critical failure causes among the high-priority items iden-

tified through FMEA [22], enabling the modeling of failure propagation throughout the system

and offering deeper insight into potential cascading effects. By incorporating BN-based inference,

the impact and interdependencies of individual failure causes can be evaluated, allowing the iden-

tification of those that exert the greatest influence on overall system behavior. As a result, the
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likelihood and severity of system-wide damage due to interacting failure modes and causes can be

significantly reduced.

Building on the complementary strengths of FTA and BNs, their integration enhances risk anal-

ysis by combining logical fault modeling with probabilistic reasoning under uncertainty. When

further combined with FMEA, this integrated FMEA–FTA–BN framework supports a more com-

prehensive evaluation of mechanical and electronic failure scenarios by linking systematic failure

identification from FMEA with causal modeling in FTA and probabilistic inference in Bayesian

Networks. This combined approach enhances insight into critical failure mechanisms, captures

failure interactions and uncertainties, and ultimately strengthens decision-making for overall sys-

tem safety and reliability.

Reliability analysis are essential for guiding system design, operation, and maintenance deci-

sions [23]. However, increasing system complexity has driven the need for more automated and

integrated reliability analysis methods. There are several challenges associated with current ap-

proaches to creating, applying, and managing large volumes of information for critical systems,

which are often labor-intensive and increasingly complex, to the point where automation becomes

necessary [23]. Traditional approaches rely heavily on textual reports, large data tables, special-

ized analyses, and informal communication, which can be ambiguous, inconsistent, and difficult

to maintain as system designs evolve [24].

Model-Based Systems Engineering (MBSE) addresses many of these challenges by improving

the organization and consistency of design information. MBSE can help manage system complex-

ity by maintaining and synchronizing all information about the system in a consistent and complete

way [23]. Although some tools support reliability analysis, external tools are sometimes required

to complement the work done in MBSE software. The development of critical systems requires

closer integration between design, safety, and reliability activities, as these processes occur con-

currently and directly influence design decisions [24].

This work thus combines FMEA, FTs and BNs within an MBSE environment to create a novel,

feasible, and robust risk assessment approach that is applicable across the system life-cycle. Cru-
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cially, this approach allows for easy scalability through the incorporation of an MBSE architecture,

allowing models to easily grow and flex with the system design. The use of FMEA supports early-

stage risk insights without the need for detailed system data, while FTs and BNs facilitate more a

robust quantitative understanding of risk.

1.3 Impact

One of the initial impacts of this research was the identification of specific failure modes and

root causes associated with both new and reconditioned lithium-ion batteries for second-life ap-

plications, through a detailed examination of their operating principles, degradation mechanisms,

and performance limitations. By analyzing these degradation mechanisms and their underlying

causes, this work provides a clearer understanding of how they contribute to power fade and ca-

pacity fade. Furthermore, this research clarifies the distinctions between these phenomena and

identifies the principal factors influencing battery behavior and reliability when reused in energy

storage systems.

Another key impact of this research was the identification of potential failure modes and causes

within second-life BESS components, along with the assessment of the risks associated with these

failure modes. By employing a catalog of component failures and integrating it into the well-known

FMEA methodology, this approach enables an easier calculation of failure rate parameters and the

ranking of issues based on their severity, likelihood, and detectability, ensuring that safety-critical

components receive appropriate attention.

This work also simplifies the process of tracking failures and understanding failure propaga-

tion within a complex systems. By modeling dependencies and interactions among system compo-

nents, the proposed approach helps determine whether an individual failure could trigger cascading

failures elsewhere in the system. This is particularly important for BESS applications, where in-

teractions between electrical, thermal, and control subsystems can amplify the consequences of

different faults.
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Another important contribution of this research is the creation of an automated process that

connects MSOSA (Magic Systems of Systems Architect) reliability tool outputs with the GeNIe

Python library to automatically build Bayesian Networks. When using tools such as FMEA and

FTA in MSOSA, there was no straightforward way to perform detailed probabilistic analysis using

Bayesian Networks. This research developed a method to extract the basic, intermediate, and top

events, along with their associated probabilities, from Fault Tree Analysis conducted in MSOSA,

and automatically generate Bayesian Network models in a software to visualize these Networks.

1.4 Thesis Organization

This work describes the methodologies, findings, and solutions involved in assessing the re-

liability of second-life EV battery systems. Chapter 2 introduces the BESS and establishes the

theoretical framework for Li-ion batteries, including their functionality and the various degrada-

tion mechanisms that affect second-life applications. Building on this technical foundation, the

chapter then reviews the risk analysis methods used to evaluate the system, highlighting how their

specific features guide the overall assessment.

Next, Chapter 3 describes the steps carried out to complete this work. First, it explains how

each of the methodologies used complements the others, detailing how the data were initially

collected and processed throughout the study. This chapter outlines the sequence of steps followed

to perform each methodology and the transition from one analysis tool to the next, explaining

the role of each tool within the overall framework. It provides a clear overview of the analytical

process, allowing the reader to understand both the rationale behind the chosen approach and how

the different techniques were integrated to support the final results. Chapter 4 presents the results

obtained in this work. The results are organized according to the different stages of the project,

showing how each stage progressed and contributed to the overall outcomes.

Finally, Chapter 5 presents the higher-level insights derived from the results. This chapter an-

alyzes the implications of the findings, discusses their limitations. Chapter 6 concludes this work

by summarizing the main contributions of the study, highlighting its practical and theoretical im-
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portance, and outlining recommendations for future research. It identifies potential improvements

to the proposed framework and suggests directions for further development.
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Chapter 2

Background

Many technologies used today to produce clean (low or zero-emission) electrical power can

operate only during specific periods of time during the day. This is the case for solar and wind

energy, which rely on environmental conditions to produce electricity [25]. These systems exhibit

variability in power generation due to their intermittent nature and are typically used to comple-

ment load demand by supplying energy when environmental conditions are favorable. While they

contribute to grid stability through auxiliary services such as frequency and voltage regulation [26],

their variable nature can cause problems for applications requiring continuous power. However,

this can be mitigated by allowing excess energy that is not consumed immediately, to be stored for

later use.

This requires dedicated energy storage systems, such as Battery Energy Storage Systems (BESS).

These systems can improve energy resilience by providing backup power during grid disruptions

and can reduce the need for costly infrastructure upgrades [27]. Due to their complex design, they

incorporate both physical and chemical mechanisms associated with different operational risks

(e.g., system damage leading to cascading effects such as premature shutdowns or fires), often

triggered by short circuits resulting from overloading, overheating, or mechanical stress [14].

BESS offer a variety of essential grid services, including peak demand reduction, load balanc-

ing, frequency stabilization, and emergency backup power during outages [27]. However, the rapid

expansion of renewable energy generation has placed increased pressure on existing transmission

networks, which often cannot expand quickly enough to accommodate new capacity. This mis-

match can cause congestion in regions where energy demand is high but transmission capability

is limited. In such areas, integrating BESS can be challenging because the charging process itself

increases grid load. Therefore, proactive identification and mitigation of associated operational

risks are required to support safe and reliable BESS planning and operation.
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2.1 Battery Energy Storage Systems

A BESS is a technology-focused system that stores electricity and delivers it when needed

[28]. It operates similarly to a large-scale rechargeable battery, capturing surplus energy during

periods of low demand and discharging it as consumption increases. BESS installations range

from small residential units to large utility-scale systems. In power systems with a high penetration

of variable renewable energy sources, BESS support grid stability by "flattening" the variability.

When combined with advanced control strategies, BESS provides essential grid services including

frequency regulation, voltage support, and power smoothing, thereby enabling reliable operation

of modern power networks [29]. Within smart grid architectures, BESS are increasingly integrated

with real-time, two-way communication and interoperable control systems to improve coordination

between loads and distributed generation, particularly solar photovoltaic (PV) resources. At the

core of these systems are electrochemical batteries, with lithium-ion technology being the most

widely adopted due to its high performance and scalability.

2.1.1 Lithium Ion Batteries

Lithium-ion batteries (LIBs)serve as the primary power source for modern electric vehicles and

are also widely used in devices that require an energy storage component capable of delivering high

power. This rechargeable technology offers a higher energy density than most other commercially

available batteries. Each battery is composed of multiple individual units known as cells, which

are connected through conductive surfaces that enable the flow of electric current [30].

Like other types of batteries, LIBs contain two electrodes: a positive electrode (cathode) and a

negative electrode (anode). The cathode is typically made of highly purified lithium metal oxide,

while the anode is generally composed of graphite, a form of carbon with a layered structure

that facilitates efficient charge storage and energy transfer [30]. Each of these electrodes contains

particles of active material (the material that allows ions to move between the anode and cathode)

and a carbon-doped polymer binder, whose main role is to maintain physical contact between the

active material particles and ensure good adhesion to the current collector [31].
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Another important component is the Separator. In Li-ion batteries, this element transports ions

between the cathode and anode while keeping the positive and negative terminals physically sep-

arated. The separator is typically a porous membrane (permeable to Li ions) that enables ionic

conduction between the terminals while preventing electrical short circuits. Figure 2.1 illustrates

the main components of a Li-ion battery and provides a simplified overview of how the electro-

chemical process enables the storage and release of electrical energy.

Figure 2.1: General view of Li-ion Batteries

2.1.2 Li-ion Batteries Degradation Mechanisms

Numerous studies have examined specific aspects of individual battery components, and several

issues can lead to cell failure in LIBs. These failures may result from operating conditions, physical

damage, or defects in cell design, materials, or manufacturing processes [32]. Over time, Li-ion

batteries also deteriorate due to repeated charge and discharge cycles, which gradually reduces
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their ability to retain energy, and thus their utility for many applications. Additionally, operating

a cell at excessively high charge or discharge rates (high C-rates) can accelerate degradation and

trigger other failure mechanisms. The physical consequences of these degradation mechanisms

can be classified into three main modes [2]:

• Loss of Lithium Inventory (LLI) occurs when lithium ions are no longer available to move

between the positive and negative electrodes during charging and discharging. The main

reason is that some lithium becomes trapped or consumed by unwanted side reactions, such

as the growth of surface films (like the solid electrolyte interphase, or SEI), lithium plating,

or material decomposition.

• Loss of Active Material of the Negative Electrode (LAMNE) occurs when parts of the NE

(anode) can no longer store lithium effectively. The main causes include cracking of elec-

trode particles, loss of electrical contact within the material, or the formation of resistive

surface layers that block lithium from entering active sites.

• Loss of active material of the Positive Electrode (LAMPE) is the degradation of the PE (cath-

ode), where some of the active material becomes unable to participate in lithium insertion

and extraction. This can occur due to structural damage within the material, cracking of

particles, or a loss of electrical connection.

These degradation modes are closely linked to a variety of underlying degradation mechanisms,

each triggered by different causes such as temperature, current load, and/or mechanical stress. As

illustrated in Figure 2.2, the combination of these causes can initiate and progressively aggravate

degradation mechanisms, contributing to the degradation modes that result in two principal out-

comes (failures): capacity fade and power fade.
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Figure 2.2: Degradation mechanisms and associated degradation modes with causes and effects adapted

from [2]

2.1.3 Describing degradation Mechanisms

The two main failure effects experienced by Li-ion batteries are the inability to effectively store

energy and the inability to deliver energy. Capacity fade refers to the reduction in the amount of

charge the battery can store, which mainly occurs due to three factors: solid–electrolyte interphase

(SEI) growth, mechanical damage, and changes in the positive electrode [33]. Power fade, on

the other hand, represents the decline in the battery’s ability to deliver energy efficiently. This

phenomenon is primarily associated with an increase in internal impedance as the cell ages, often

caused by repeated cycling. Factors such as resistive film formation, loss of electrical contact,

and structural degradation within the electrodes contribute to higher resistance, which limits the

flow of current and reduces the battery’s instantaneous power output [34, 35]. To provide a clearer

understanding of these relationships, the different degradation mechanisms shown in Figure 2.2

are described below.
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Interface Degradation Mechanisms

The first degradation mechanism is the formation of the solid–electrolyte interphase (SEI), also

known as the passivation layer. This layer is produced when the electrolyte reacts with the nega-

tive electrode during charging, forming a thin protective film on its surface [35]. The SEI acts as a

protective barrier that allows lithium-ion transport while preventing further direct contact between

the electrolyte and the electrode. It is one of the most important components in LIBs because it

strongly influences battery performance, including capacity degradation, safety, calendar life, and

cycle life [36]. However, the SEI layer is not completely stable and can degrade under certain

operating conditions, such as elevated temperatures and continuous cycling, leading to SEI de-

composition [37]. This degradation mechanism occurs when the SEI reacts with the electrolyte,

causing continual growth and reformation of the layer. This repeated decomposition and regener-

ation consumes lithium ions and electrolyte, increases internal resistance, and ultimately degrades

battery performance.

Although capacity loss in LIBs is often directly linked to side reactions at the negative elec-

trode, it can also result indirectly from processes occurring at the positive electrode, particularly

electrolyte decomposition [38]. The electrolyte in LIBs is not completely stable when the battery

operates at high voltages. Under these conditions, it can break down through chemical reactions

with both electrodes. At the negative electrode, the electrolyte reacts with lithium ions and elec-

trons, producing compounds that form or modify the SEI. At the positive electrode, the electrolyte

can also decompose, forming resistive surface films and other unwanted products, especially at

elevated temperatures [38].

Another degradation mode is Structural Disordering. Battery materials are made of crystal

structures, which are highly organized arrangements of atoms where lithium-ions can stay, move

around, and react. The performance of a battery depends heavily on how well organized these

crystal structures are [39]. When the crystal is well ordered, lithium can move easily, enabling

repeated charge and discharge cycles. Many cathode materials used today work well because they

have highly ordered structures. In these materials, lithium ions and transition-metal (TM) ions
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each have their own well-defined positions within the crystal structure, and this separation enables

fast and stable lithium diffusion [39].

However, when lithium is removed during charging, the material passes through metastable

states, which are states that are not thermodynamically stable. In these states, the structure becomes

stressed. Because of this instability, the material often undergoes structural disordering [39]. This

means the original atomic arrangement breaks down due to TM ions migrating into the lithium

layers, the structure changing into a different form, or oxygen being released at high voltage.

These changes disrupt the pathways that lithium ions use to move. Once this disorder sets in,

lithium can no longer move freely, causing the material to lose capacity and reducing battery life.

Preventing this disordering has been a major challenge in battery research, and tremendous efforts

have been dedicated to understanding and inhibiting it [39].

Figure 2.3: Example of Degradation mechanisms in Anode
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Chemical Degradation Mechanisms

Lithium plating, also called dendrite formation, is another degradation process (similar to SEI

growth) that occurs at the negative electrode of a lithium-ion battery. Lithium plating happens when

the movement of lithium ions from the electrolyte into the graphite, where they normally intercalate

between the graphite layers, slows down or becomes blocked. Instead of entering the graphite,

lithium ions are forced to deposit on the surface as metallic lithium resulting in the consumption

of active lithium, reduction of battery capacity, and formation of structures called dendrites, which

may cause short circuits [40].

Lithium plating becomes more likely under several conditions [41]:

• Low temperatures: Lithium ions cannot move into the graphite quickly. As a result, they pile

up on the surface as metal.

• Fast charging: Charging the battery too quickly raises the anode potential and creates condi-

tions that favor plating.

• Fully lithiated graphite surface: When the graphite is already full of lithium, new ions cannot

intercalate and instead plate on the surface.

• Design issues: Low anode-to-cathode ratio, manufacturing defects, or clogged pores can

also increase the risk of creating this degradation mode.

Research indicates that lithium plating can happen in two distinct phases when a battery is

charged at low temperatures. The first phase begins soon after charging starts at –20°C, while the

second phase takes place later in the charging process. Lithium that accumulates on the surface

of the negative electrode during low-temperature charging can move back into the graphite once

the battery is warmed to room temperature. However, this diffusion does not occur at –20°C. This

suggests that the slow movement of lithium within the graphite at low temperatures is the main

factor that limits how quickly lithium-ion cells can be safely charged in cold conditions [42].

Corrosion of the current collector is another chemical degradation mechanism that can affect

lithium-ion battery performance and safety. This process occurs in both aluminum and copper
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current collectors [43], which are commonly used in battery electrodes. Corrosion is a spontaneous

reaction between the metal and its environment, and it can be accelerated by the harsh chemical

conditions inside a battery [44]. Aluminum, typically used as the current collector for the positive

electrode, is particularly vulnerable to corrosion due to the high operating voltages of the cathode

[44]. Copper, which is commonly used on the negative side, is more prone to corrosion when the

battery is exposed to moisture contamination or when lithium comes into direct contact with the

copper surface [43]. In both cases, reactions between the metal and the electrolyte can produce

unwanted byproducts and weaken the metal structure.

This degradation mechanism can also contribute to self-discharge. When aluminum is coated

with active cathode material, metal dissolution can occur alongside reduction reactions at the elec-

trode surface, allowing internal currents to flow even when the battery is not in use. Over time,

this reduces available energy and accelerates aging. In addition, corrosion can weaken the me-

chanical connection between the current collector, electrode coating, and external tabs, increasing

electrical resistance and, in severe cases, leading to venting or safety failures [44]. Like other

degradation mechanisms, current collector corrosion is influenced by the battery’s operating con-

ditions and materials. High voltage, electrolyte impurities, and long-term exposure to reactive

environments increase corrosion rates. Although surface treatments and protective coatings are

commonly used to improve corrosion resistance, degradation of the current collector remains an

important contributor to capacity loss, increased resistance, and reduced battery safety over the

cell’s lifetime [43, 44].
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Figure 2.4: Example of Degradation mechanisms in Cathode

Electrode Degradation Mechanisms

While lithium plating and current collector corrosion represent chemical failure mechanisms,

the loss of electrical contact results from mechanical degradation of the electrode’s internal struc-

ture. Loss of contact can occur at the interface between the active material and the current collector

or within the active material itself, either between active particles or between particles and the con-

ductive additive [45].

Mechanical degradation of the internal electrode structure is mainly caused by diffusion-induced

stress (DIS). As lithium moves in and out of the electrode during charging and discharging, the ma-

terial repeatedly expands and contracts. The current collector limits this movement, which creates

mechanical stress at the interface and can lead to cracking or separation [45]. In addition, electro-

chemical reactions can slow lithium diffusion, reducing stress and making it easier for the active

layer to detach from the current collector. These effects become worse under high current con-
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ditions, such as fast charging or high-power discharge, because rapid volume changes increase

fatigue at material interfaces [46] [47].

Operating at low state of charge or low cell voltage, which induce strong contractions in the

electrode structure, also contributes to damage as the electrical connections fatigue and gradually

break [47].As a result, some regions of the active material lose electrical contact and become

inactive. The stress is often unevenly distributed, causing mechanical strain that negatively impacts

cycle aging, especially in cells with curved geometries, where bending stresses vary with the state

of charge [47].

Repeated mechanical stress during electrochemical cycling in LIBs can also generate particle

cracking. The movement of lithium ions into and out of the electrode causes repeated expansion

and contraction of the material [40]. For example, graphite particles expand during lithiation

and contract during delithiation [48]. These cycles generate concentration gradients within the

particles, leading to diffusion-induced stress and initiating micro-fracturing of the particles [40].

Particle cracking becomes more severe under high current loads and in electrodes composed of

larger particles, where lithium concentration gradients are more pronounced.

As cycling continues and the battery approaches end of life, micro-cracks can propagate and

lead to complete particle fracture [40]. This damage is often observed near the separator, where

local reaction current densities are higher during operation. Improper current loading and aggres-

sive cycling conditions further accelerate this electromechanical degradation. The formation of

cracks exposes fresh particle surfaces to the electrolyte, which promotes rapid growth of SEI. SEI

formation on these newly exposed surfaces occurs faster than on pre-existing surfaces, increasing

irreversible lithium consumption. In addition, particle cracking disrupts electrical pathways within

the electrode, increasing resistance and contributing to capacity fade. The combined effects of

mechanical fracture, accelerated SEI growth, and enhanced side reactions such as lithium plating

significantly reduce battery performance and lifetime [40].

Degradation mechanisms specific to the positive electrode are not completely understood, but

they are known to include irreversible structural phase changes [40]. Metals like Manganese (Mn)
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and Nickel (Ni), commonly found in the cathode, can gradually dissolve into the electrolyte. Once

dissolved, these metal ions can travel through the electrolyte and deposit on the negative electrode

in a manner similar to lithium plating [49]. When Mn and Ni accumulate on the graphite surface,

they interfere with normal electrode reactions and promote excessive growth of SEI accelerating

capacity fade.

This so-called transition metal dissolution becomes more severe at high state of charge, ele-

vated temperatures, and long storage times [49]. As the process continues, the cathode gradually

loses active material, while the electrolyte and electrode surfaces accumulate decomposition prod-

ucts. These changes also contribute to self-discharge and further electrolyte breakdown, creating a

feedback loop that accelerates battery aging. Overall, transition metal dissolution interacts closely

with other degradation mechanisms [40] to contribute to battery failure through multiple pathways.

Like particle cracking leads to the loss of active material and structural damage within the elec-

trode. Similar to SEI growth and lithium plating, it consumes active lithium and degrades electrode

interfaces [49].

Structural Degradation Mechanisms

The binder in LIBs can also decompose due to chemical or electrochemical breakdown of the

polymer material under harsh operating conditions, such as high temperature, overpotential, or

prolonged cycling [50]. Reactions induced by elevated temperature or high cell voltage, as well as

the mechanical stresses generated during repeated charge–discharge cycles, can further degrade the

binder. This degradation affects directly the integrity of the electrode and its cycle life, resulting in

increased impedance and capacity fading [51].

In addition to binder decomposition, the structural stability of the graphite anode can also be

compromised through exfoliation processes. Graphite exfoliation can be described as an elec-

trochemical process occurring in exfoliation-sensitive graphite particles, caused by differences in

voltage and current across the electrode densities during lithium insertion [52]. It can be suppressed

when the local current density attributed to exfoliation exceeds a threshold, either by reducing the
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amount of exfoliation-prone graphite or by increasing the total current density, resulting in more

stable, passivated graphite behavior.

Second-life EV Battery Degradation

Lithium-ion batteries begin to degrade as soon as they are first used. Although reconditioning

can restore some performance through testing, balancing the cells, and replacing damaged parts,

cannot completely reverse the internal aging of the battery. Second-life batteries are still affected

by their previous usage, and reconditioning does not fully restore them to their original condition.

Some types of damage, such as microscopic cracks inside the battery or corrosion of parts, remain

even after reconditioning. These hidden issues can worsen over time, hastening capacity loss,

especially when the operating context changes, such as deploying EV batteries in stationary energy

storage systems. Additionally, resistance within the battery is often uneven, causing some areas to

heat up more than others.

Although second-life batteries experience similar aging processes as new batteries, their prior

use and reconditioning influence how these processes affect them. The principal degradation mech-

anisms for second-life LIBs identified in this research are described below.

• SEI Layer Growth: The protective layer inside the battery keeps getting thicker over time,

making it harder for the battery to work efficiently and reducing the amount of lithium that

can move around inside [2].

• Lithium Plating and Dendrite Formation: Some lithium can form unwanted deposits during

fast charging in the battery’s first life. These remaining deposits can promote further accu-

mulation during the battery’s second life, raising the risk of short circuits, especially under

cold temperatures or high-power demands [41].

• Particle cracking: Stress from temperature changes in the first life can cause tiny cracks in

the battery’s internal materials. These cracks can grow over time, even with gentler use,

leading to loss of active material and allowing harmful substances inside [10].
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• Corrosion of Current Collectors: Degradation of the positive current collector increases con-

tact resistance and can lead to electrolyte contamination. This accelerates self-discharge

rates, a critical concern for stationary storage where energy retention over time is paramount

[13].

Understanding these degradation processes is essential for accurately assessing battery health

and performance over time. This knowledge is also critical for determining the optimal point at

which a battery should be retired from its first-life application in electric vehicles, thereby ensur-

ing its safe and efficient transition into a second-life use [10], where it can continue to deliver

functional and economic value.

2.1.4 Second Life Lithium Ion Batteries

The high market cost of new LIBs, combined with the rapid growth of the EV market, limits

their widespread adoption for new applications. Batteries from EVs typically have a lifespan rang-

ing from 5 to 15 years, during which they can experience a capacity reduction of up to 20% [12].

Although around 80% of their capacity remains, safety, performance, and regulatory concerns

prevent their continued use in vehicles. This limitation has prompted the exploration of new op-

portunities, such as second-life applications for EV batteries. A second-life battery refers to the

re-manufacturing, re-purposing, and reuse of batteries once they reach the end of their primary ser-

vice life [53]. By extending their operational lifespan, these second-life applications add economic

value to batteries while promoting the principles of the circular economy and sustainability [12].

To enable these second-life applications, retired EV batteries must first go through a recondi-

tioning process that prepares them for reuse. This process involves a series of specialized treat-

ments, as described in [10] and [12]. It begins with the dismantling of battery packs, during which

some components are recycled or repurposed for other uses. The EV battery packs are then visu-

ally and electrically inspected, and sorted according to their specifications (e.g., battery chemistry,

voltage range, energy capacity, state of health, remaining useful life, etc.) [12]. Next, the packs

are disassembled into modules, which are subsequently reassembled to form new battery products.
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In addition, the usage history is analyzed, and further tests are performed or inferred using model-

based methods to estimate the remaining lifetime of the batteries. Batteries with similar first-life

cycling profiles and health statuses are clustered to ensure consistency in performance. Based on

parameters such as power capability, energy capacity, service life, and depth of discharge (DOD),

suitable stationary applications for these reconditioned batteries are then identified [12]. Figure

2.5 summarizes the steps described.

Figure 2.5: Second-life Li-ion Reconditioning Process

Despite the challenges associated with reconditioned batteries, battery energy storage systems

(BESS) represent a significant opportunity for their utilization. These systems can play an im-

portant role in power grids, emergency power supplies, telecommunications [12, 54], and other

stationary applications. When integrated into low-voltage (LV) networks, BESS can participate

in peak shaving and help prevent excess energy from renewable sources from flowing into the

transmission system. Combining BESS with second-life batteries can reduce the global environ-

mental footprint while providing cost-effective energy storage alternatives [55]. Ongoing research

and development efforts aim to enhance the performance and reliability of BESS that incorporate
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second-life LIBs. Current studies focus on understanding and mitigating degradation mechanisms,

optimizing clustering algorithms for efficient battery pairing, and developing advanced thermal

management systems to ensure safe and stable operation.

2.1.5 Additional BESS Components and Subsystems

Energy storage allows power-generation sources to operate at optimal efficiency by absorbing

demand fluctuations. Different grid applications require storage systems of vastly different sizes,

ranging from seasonal storage that holds energy for months to fast-response systems that stabilize

the grid for only minutes [56]. Because these systems must perform reliably across diverse time

and power scales, effective management is essential to ensure safe and optimal operation. In

addition to this, other components are required to support system functionality and reliability,

including control units, interface hardware, thermal regulation mechanisms, sensing devices, and

power-conversion equipment [26]. Together, these subsystems enable a Battery Energy Storage

System (BESS) to monitor its internal state, maintain safe operating conditions, manage energy

flow efficiently, and interact seamlessly with the electrical grid.

• Battery Management System (BMS) Controller: This is a component used to control how the

storage system operates [56]. By incorporating advanced physics-based models, it enables

significantly more reliable and efficient operation of the storage system. Since BESS rely on

this component to continuously monitor and ensure the safe, optimal performance of each

battery pack, and because battery packs degrade over time through cycling, with degradation

intensified by factors such as aggressive charging protocols, elevated temperatures (both

ambient and operating), overcharging or undercharging, advanced BMS can be employed to

mitigate degradation mechanisms, enhance overall system performance, and do more than

merely manage battery packs to meet immediate power demands [56].

• Battery Interface Box (BIB): Hardware protection and control device used to interface a

high-voltage lithium-ion battery bank with the rest of the electrical system, such as a DC

bus, load, or charger [57]. Its primary function is to safely connect or disconnect a battery
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or battery bank in order to protect the batteries from improper use and unsafe operating con-

ditions. The BIB communicates with each battery’s BMS to verify battery availability and

ensure operation within specified limits. By continuously monitoring all connected batteries,

the BIB can detect alarms or communication losses reported by the BMS. If one or more bat-

teries indicate a fault or become unavailable on the bus, the BIB automatically disconnects

the affected battery bank from the DC bus to prevent damage or hazardous conditions. The

BIB is intended for use in applications such as off-grid power systems, marine and industrial

power supplies, and renewable energy storage systems, but it is not suitable for medical or

aviation applications [57].

• Cooling systems are a critical component of BESS designed to dissipate heat generated dur-

ing battery operation [58]. Many BESS utilize liquid-cooling systems to maintain batteries

within an optimal thermal window, a critical factor for maximizing performance and service

life [59]. By providing a closed-loop environment, these systems ensure battery compart-

ments remain cool, clean, and dry, effectively isolating sensitive cells from external stressors

like solar radiation and extreme ambient temperatures. This specialized thermal manage-

ment is normally used in outdoor installations, where uncontrolled thermal stress can lead to

accelerated degradation, reduced capacity, and system malfunction [59].

• Sensors: These components are used continuously to monitor key operational and envi-

ronmental conditions. Sensors measure parameters such as temperature, humidity, and the

presence of off-gassing, among others, providing critical data needed to optimize system

performance and prevent failures [60]. Lithium-ion batteries are particularly sensitive to

temperature, making precise thermal monitoring essential for maintaining optimal operating

conditions. As previously mentioned, elevated temperatures can accelerate battery degrada-

tion and increase the risk of thermal runaway, a hazardous chain reaction in which damaged

or defective cells rapidly overheat, releasing flammable gases and potentially leading to fires

or explosions [61]. Advanced sensor technologies, including off-gas detectors, are capable

of identifying electrolyte vapors emitted by batteries in the early stages preceding thermal
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runaway. Early detection allows corrective actions, such as reducing charge rates or stopping

operation, to be taken before a critical failure occurs. By enabling continuous environmental

monitoring, early fault detection, and data-driven system optimization, sensors are essential

for improving design efficiency and ensuring the safe, reliable, and long-term operation of

BESS [60].

• AC-DC Converters / Inverters: AC–DC converters enable the integration of renewable en-

ergy sources, batteries, and the electrical grid. Many renewable energy technologies gen-

erate electricity in direct current (DC) form, which is also the form required for battery

storage [62], while most electrical grids and end-use equipment operate using alternating

current (AC). AC–DC converters and inverters allow electricity to be efficiently converted

between these two forms so that energy produced by Renewables can be stored in batteries

and later delivered to loads or fed back into the grid. BESS can be configured using either

AC-coupled or DC-coupled architectures, depending on how renewable generation, storage,

and grid connections are arranged [62–64]. Advances in power electronics and inverter tech-

nology have improved the performance and availability of both configurations. Because each

energy conversion step introduces additional complexity and potential losses, AC–DC con-

verters in BESS are designed to maximize efficiency and reliability in order to reduce overall

system costs and ensure dependable operation [63, 64].
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Figure 2.6: Block Definition Diagram of Second-Life BESS General Structure

2.2 Risk Analysis Methods

Although the risks associated with BESS are well known and mitigation strategies are widely

implemented in grid-scale systems, established and standardized risk management schemes and

models remain less mature compared to those in industries such as chemical processing, aviation,

nuclear power, and petroleum [29]. Since 2018, multiple incidents involving battery storage facility

fires and explosions have been reported annually, resulting in injuries and significant financial

losses due to asset damage and operational downtime [29]. While BESS deployments include

a range of physical, chemical, and control-based protection mechanisms, they continue to face

notable operational risks. These risks may present as unplanned outages, thermal events, fires,

or equipment failures that can propagate into wider system disturbances. In many cases, such

incidents are initiated by short circuits arising from overload conditions, elevated temperatures, or

mechanical damage [14].
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To understand and manage risks related to BESS as well as other types of systems, a variety of

reliability assessment techniques are available. Each method offers distinct strengths for evaluating

system performance and helping to uphold the integrity of engineered systems. These methods help

explain how system component configurations influence overall behavior and support logic based

modeling of complex interactions. Collectively, they inform strategies to prevent failures, mitigate

their impacts, support effective response, and enhance system recovery [16].

Compared to standard series parallel configurations, reliability analysis of complex systems

is more challenging. This increased complexity arises from uncertainties in how component fail-

ures propagate through the system and result in cascading effects, since the performance of one

component often depends on the operating state of others. These dependencies, together with mul-

tiple possible failure modes, require the use of more than one risk analysis method, as no single

approach can fully capture system behavior. By combining different reliability analysis method-

ologies, it becomes possible to estimate risk likelihood more accurately, identify critical failure

points, and reduce modeling assumptions that may overlook important interactions between com-

ponents. The following subsections will discuss each of the different reliability analyses used

in this work, how they were applied, and how each of these approaches also improves coverage

across different system levels, supports both qualitative and quantitative evaluations, and explain

how these approaches improve coverage across different system levels and inform more effective

system design and operational strategies.

2.2.1 Failure Modes and Effects Analysis (FMEA)

Failure modes and effects analysis (FMEA), which in this work served as the first step in

system reliability assessment, is commonly used for early-stage risk assessments. FMEA is a

well-defined and structured method that offers several advantages throughout product development

by enabling the identification of potential failure modes and their effects before they evolve into

costly issues [18]. The semi-quantitative approach of FMEA (or FMECA, failure modes, effects
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and criticality analysis) allow analysts to identify system risks with minimal data, and the method

itself is easily adaptable to changing system designs.

This structured approach facilitates the development of countermeasures to mitigate or prevent

failures and is typically carried out through a formal process involving a multidisciplinary team. In

practice, FMEA can be applied at various stages of system development, from conceptual design to

implementation and operation, and may be conducted at different levels of abstraction, including

system functions, subsystems, and individual components.

The analysis assumes the occurrence of a failure and subsequently evaluates its potential effects

and underlying causes, with the objective of reducing the likelihood of occurrence or recurrence.

While FMEA is an essential tool in many system design and reliability engineering processes, it

remains a simplified technique and provides limited insight into the probabilistic characterization

of overall system reliability [16]. Figure 2.7 describes the flow process of the FMEA that was

followed in this work.

FMEA has been widely adopted in a range of domains, including renewable energy systems,

aerospace engineering, automotive manufacturing, and medical devices. The core elements of

FMEA include:

• Failure Mode – A potential way in which a component, subsystem, or system may fail to

perform or deliver its intended function.

• Effect of Failure – The impact of the failure mode on the intended function

• Cause of Failure – The factors within the design process that might allow the failure to

occur, typically expressed in terms of variables that can be corrected or controlled.

• Severity – The degree to which the failure impacts system functionality.

• Occurrence – The likelihood of the failure occurring.

• Detection – The ability to detect the failure before it affects the system
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Figure 2.7: FMEA flow process in this work.

When performing a system reliability analysis, several aspects must be considered, including

the reliability of individual components, the physical configuration of the system and its com-

ponents, and the failure modes of the items under consideration [16]. Establishing the system’s

functional configuration effectively partitions it into specific units and assemblies, building the

causal logic of the system. This hierarchical approach enables each component to be mapped to

its parent subsystem, the individual items within those subsystems to be defined, and the specific

functions performed by each component to be clearly identified.

Once the system elements have been defined and represented, the next step is to systemati-

cally identify the critical failure modes for each component and evaluate their effects on both the

immediate system functions and the overall mission objectives. A given failure mode may arise

from multiple underlying causes; therefore, each failure mode and its associated cause(s) must be

explicitly identified and documented [16].
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Modern FMEA software tools typically provide libraries containing predefined components

and corresponding failure modes. This improves the quantitative strength of the overall risk as-

sessment and facilitates the identification of the most critical system components based on the

severity and impact of their failures, without requiring significant data collection from the early-

stage system itself. The identification of failure modes and their associated causes, the effects

of each failure mode on item operation are analyzed and documented [16]. This information is

structured into three levels to track failure effects across the system:

• Local Effects: Describe the immediate consequences of a failure mode on the operation and

function of the specific item or component under analysis.

• Next Higher Level Effects: Capture the impact of a failure mode as it propagates from the

affected item to its parent subsystem or assembly.

• End Effects: Represent the ultimate consequences of a failure mode on the overall system

operation, mission objectives, and system status.

Local effects describe the immediate impact of a postulated failure mode on the function and

performance of the specific item under consideration. In some cases, no additional local effects

can be identified beyond the failure mode itself; however, the influence of the failure on the item’s

output, including any secondary consequences, is documented when applicable. As failures propa-

gate beyond the item level, their consequences manifest at higher levels, influencing the operation

and functionality of the parent subsystem and, ultimately, the overall system [16]. The analysis

of end effects captures this propagation, recognizing that system-level impacts may arise from the

interaction or combination of multiple failure modes occurring across different components.

Once the failure modes and their respective effects have been established, the analysis shifts

to identifying operational safeguards and quantifying the overall risk [16]. This process begins

by identifying failure detection methods, which are elements within the system designed to pre-

vent failures or to detect them before they propagate (e.g., alarms, diagnostic tests, and system

processes that limit failure propagation). Once these controls are identified, the risk associated
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with each failure mode is evaluated as the convolution of consequence severity and the probability

of occurrence. There are multiple ways to develop the probability, from linguistic judgments to

data-driven assessments of the true failure probability.

While FMEA is a valuable tool for gaining qualitative insights into system design and opera-

tion, it is an approach that focuses on individual component failures. As a result, it often fails to

account for complex scenarios in which multiple, independent faults must occur simultaneously to

trigger a system-level failure [16]. Additionally, the depth and accuracy of the analysis are highly

sensitive to the resources and effort allocated. Since the process requires evaluating each failure

mode in isolation, it can become excessively repetitive and labor-intensive for systems with a high

density of components.

To address these gaps, FTA can be employed to identify the precise logical, physical, or

interaction-based root causes of specific events [65]. Unlike the linear nature of FMEA, FTA maps

the causal logic of complex systems and provides the quantitative specificity needed to calculate

overall system failure probability.

2.2.2 Fault Tree Analysis (FTA)

Fault Tree Analysis (FTA) is a well-established method for evaluating system reliability by

graphically representing how component failures and environmental conditions can combine to

cause a system-level failure [65]. This methodology includes both qualitative analysis, which

identifies the minimal cut sets" representing critical failure combinations, and quantitative analysis,

using Boolean algebra to determine the system failure probability and identify critical components.

The FTA analysis begins with a top event and works backward (deductively) to identify its root

causes. Fault trees break down events to explain why a failure occurs and how its probability is

determined. By decomposing the top event into intermediate and basic events, fault trees clarify

the mechanisms leading to failure and how the overall probability is constructed from contributing

events. One of the primary advantages of FTA is its ability to quantitatively evaluate the probability

of the top event using Boolean logic, while maintaining a graphical structure that is relatively easy
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to read and interpret. That is, the failure events identified in the FMEA can be more rigorously

assessed for probability by using the system structure established in FTA. The following describes

the event elements of a fault tree:

• Top Event: The final undesired outcome being analyzed, representing the system-level fail-

ure of interest (e.g., complete loss of system or system unavailability, etc).

• Intermediate Event: An event that links lower-level causes to higher-level failures to pro-

vide logical structure to the fault tree.

• Basic Event: The most fundamental identified failure causes that cannot (or will not) be

further developed.

• External Event: An event originating outside the system boundary that is assumed to occur

under normal conditions.

• Undeveloped Event: An event that is not expanded further due to limited impact on the

analysis.

Another important element to consider is the logic itself, which is specified through Boolean

logic gates. These are the operators that define the logical relationships between events within the

fault tree. These gates determine how input events combine to produce an output event.

• AND gate: The output occurs if and only if every input event takes place

• OR gate: The output occurs when one or more of the input events take place.

• NOR gate (NOT OR): The output occurs when only one of the input events occurs.

• NAND gate (NOT AND): The output occurs when at least one input event does not occur

• XOR gate (Exclusive OR): The output occurs when only one of the input event occurs.
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Combining FMEA and FTA creates a synergistic approach that overcomes the individual lim-

itations of each method, resulting in a more robust and comprehensive analysis. FMEA identifies

where errors occur and their effects on the system, while FTA offers a more rigorous, top-down

investigation into the root causes of undesired top events. This integration enhances error detec-

tion beyond what either method can achieve alone, providing a clearer and more complete risk

assessment [66]. Although FTA details failure causes, it often lacks a mechanism to evaluate risk

severity, which is a gap that FMEA fills by assessing criticality and risk levels. Additionally, this

combined approach offers structural clarity by transparently linking error modes with system-level

failures, a necessary feature for developing the subsequent parts of this project. Despite their rel-

ative advantages, neither method is particularly suited to tracking changes as the system evolves

over time, or to communicating risk effectively among multiple stakeholders. Model-based sys-

tems engineering can be used to better incorporate these approaches into the rest of the systems

engineering pipeline.

2.3 Model Based Systems Engineering (MBSE)

Systems architecture aims to maintain a complete view of a project so that the main objec-

tives are not overshadowed by detailed technical issues or isolated subsystems [67]. The growing

complexity of modern systems requires more rigorous and structured engineering methodologies.

Models and simulations provide a means to represent and analyze system behavior prior to physi-

cal development, offering a clear and consistent design framework for those responsible for imple-

mentation, testing, deployment, and long-term evolution. By enabling the early identification of

limitations and incompatibilities, these activities reduce the risk of costly redesigns and schedule

delays, particularly during the operational phase [68].

Systems Engineering is commonly defined as the process of transforming customer needs

into effective and affordable solutions, and it has traditionally relied on a document-based ap-

proach [69]. Throughout the system life cycle, numerous documents are produced by different

stakeholders to record decisions and engineering outcomes. However, this document-centered
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method is often inefficient, costly, and difficult to maintain, as information is repeatedly updated

across multiple files and formats, increasing the risk of inconsistencies and errors. These limita-

tions have driven the increasing adoption of Model-Based Systems Engineering (MBSE), where a

centralized model replaces scattered documentation and serves as the foundation of the engineering

process, providing a clear, consistent, and shared definition of the system [69].

The MBSE methodology is the formalized application of modeling to support system require-

ments, design, analysis, verification, and validation activities, beginning in the conceptual design

phase and continuing throughout system development and later life-cycle stages. By leveraging

system models as the primary means of capturing and managing system information, MBSE en-

hances the ability to represent, analyze, share, and maintain product specifications in a consistent

and structured manner [68]. MBSE improves product quality by providing precise and unambigu-

ous system models that can be evaluated for consistency, correctness, and completeness. The use

of standardized modeling practices and abstraction mechanisms also promotes knowledge capture

and reuse, leading to reduced development cycle time and lower maintenance costs [68].

Figure 2.8: Document Centric SE vs MBSE adopted from [3]
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2.3.1 System Modeling Language (SysML)

Although conceptual model development does not require the use of specific modeling lan-

guage or software tool, a widely adopted practice is to apply the Unified Modeling Language

(UML), a standardized method for describing system designs that originated in the software en-

gineering community, or its systems engineering counterpart, the Systems Modeling Language

(SysML). UML is a well-established industry standard that offers a consistent notation for describ-

ing system elements, their interactions, and their behavior through a set of structured diagrams [70].

SysML is a multipurpose modeling language for systems engineering that provides a standardized

yet customizable toolkit for mapping interactions among hardware, software, and human elements,

enabling engineers to model complex systems that integrate technology, personnel, and physical

infrastructure [4].

The balance between structure and adaptability, along with the wide variety of available di-

agram types, makes these languages well suited for modeling system-of-systems architectures,

operational contexts, and system behavior [70]. Their ability to present information from multiple

dimensions allows stakeholders to focus on the specific perspectives most relevant to their roles,

while still ensuring that all views remain consistent with one another. SysML has emerged as

an important modeling language for systems engineering because it supports core systems engi-

neering activities, including requirements management, structural and functional modeling, and

multiple forms of allocation, while also enabling basic testing and preliminary trade studies during

the specification and design phases [4, 67]. By applying object-oriented methodologies, SysML

ensures that architectural principles are consistently maintained throughout the design process.

Figure 2.9 presents a general overview of the diagrams that constitute SysML.
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Figure 2.9: SysML Diagrams General Overview adopted from [4]

The SysML framework includes different diagrams, as shown in Figure 2.9. The following

section provides a brief description of each diagram and highlights its relationship to corresponding

UML representations [4, 68]:

• Package diagram: Similar to UML, this diagram illustrates the organization of the model

through packages that group related model elements. This structure supports model naviga-

tion and promotes model re-usability, an effective access and change management.

• Requirement diagram: A SysML specific addition (not found in UML) that bridges the

gap between text-based requirements and the system model. It establishes direct traceability

between requirements, design components, and verification test cases.

• Behavior diagrams: Represent how a system functions over time in response to various

inputs. They integrate critical aspects such as concurrency, execution logic, and state infor-

mation to provide a comprehensive view of both system timing and operational behavior.

These diagrams include Activity, Sequence, State Machine, and Use Case diagrams.

• Activity diagram: Adapted from UML, this diagram describes system behavior by mod-

eling the transformation of how inputs are converted into outputs through a coordinated

sequence of actions triggered by specific control conditions.
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• Sequence diagram: Same as UML sequence diagram, this diagram focuses on interaction,

illustrating system behavior as an ordered sequence of message exchanges between systems

or system components.

• State machine diagram: Describes the behavior of a system element by modeling its tran-

sitions between defined states in response to events. Consistent with the UML state machine

diagram, this diagram tracks how an entity transitions between different states in response to

specific events, including those that occur during state entry and exit events.

• Use case diagram: Represents system functionality from the perspective of external entities,

known as actors. It provides a description of how users or external entities interact with the

system to achieve specific goals. This diagram is used in the same way as the UML use case

diagram.

• Parametric diagram: This diagram type is unique in SysML to model system constraints

for analytical purposes. These constraints often involve mass properties, reliability, and

performance. Additionally, SysML supports integration with specialized engineering models

to facilitate automated analysis.

• Structure diagram: Adapted from the UML, Structure diagram illustrates the relationships

and interfaces between Parts within a Block. These diagrams include both Block Definition

and Internal Block diagrams.

• Block definition diagram: It serves as the primary tool for defining system hierarchy, clas-

sifications, and structural characteristics using blocks. Blocks are introduced as the primary

structural elements and are used to describe their properties, relationships, and composition.

This diagram is a modification of the UML class diagram.

• Internal block diagram: Illustrates the internal structure of a system by showing how the

parts of a block are interconnected through ports and connectors. This diagram is a modifi-

cation of UML composite structure diagram.
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2.3.2 Reliability Analysis using MBSE

As systems integrate new and advanced technology, it is important to integrate these elements

early in the design phase to maintain consistency, efficiency, and overall performance. Reliability

Engineers need to move beyond document-based approaches and work directly within an MBSE

environment. This allows failure risk assessments to be part of the design and development pro-

cess, rather than being performed only as retrospective checks, and ensures these activities add

value throughout the design, development, and operational phases of the system life cycle [71].

To support this approach, a standardized UML profile for safety and reliability has been applied

in MBSE, which allows for incorporating external risk/reliability analysis tools, and ensures trace-

ability to model elements such as requirements, design components, parametric models, test cases,

and test results [24].

The Risk Analysis and Assessment Modeling Language (RAAML) specification introduces ex-

tensions to SysML that support safety and reliability analysis, providing the capabilities needed for

tools that use a model-based approach while still allowing traditional representations (e.g., trees, ta-

bles, etc.). This specification supports a wide range of analysis methods, including Failure Modes,

Effects, and Criticality Analysis (FMECA), Limited Life Analysis (LLA), Fault Tree Analysis

(FTA), maintainability and availability analysis, and Probabilistic Risk Assessment (PRA). These

techniques are supported by international standards, including IEC 61025 for FTA and IEC 60812

for FMEA and FMECA, which help ensure consistency and broad applicability within the model-

ing profile. The specification also enables direct connections to the SysML system model, allowing

analyses to be integrated with and traced back to relevant model elements [24, 72]. When FMEA

is implemented within an MBSE environment using SysML, failure information can be directly

tied to system models, making the analysis more consistent and easier to review. Modeling FMEA

elements allows failure modes, effects, and associated system components to be traced to systems,

subsystems, and requirements, improving visibility and accountability [1, 73].

Integrating FTAs within an MBSE framework can substantially improve system architecture

by offering greater insight into potential failure paths and required protective measures. Through
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simulation-based analysis, the probabilities of various failure events can be estimated, allowing

designers to better understand and prioritize risk drivers. By associating requirement value prop-

erties with the calculated probabilities of intermediate and top-level fault tree events, engineers

can evaluate whether system requirements are satisfied and identify opportunities to improve the

allocation and management of failure probabilities [1].

FMEA and FTA safety analyses enable the identification of early design flaws, safety-critical

functions, and associated elements at a qualitative level during the conceptual design phase of a

complex technical system. However, both approaches are limited in their ability to capture intri-

cate interactions and interdependencies among system components, as they typically assume that

failures occur independently and are characterized by static probabilities [74]. This limitation be-

comes more pronounced when they are implemented within an MBSE environment, where system

behavior is inherently interconnected and influenced by complex dependencies. These challenges

are particularly significant when identifying functional independence and when failure data are

incomplete, creating difficulties in parameterizing and updating the model.

BNs are well-suited for representing uncertainty and modeling dependencies between compo-

nents, thereby improving the accuracy and adaptability of risk assessments. They also support

probabilistic inference and allow system risk to be updated as new information becomes avail-

able [74]. By integrating traditional reliability analysis with BN, a more robust risk assessment

framework can be achieved, providing a better-structured decomposition of failure pathways while

capturing complex dependencies and evolving system behavior.

2.4 Bayesian Networks (BN)

FMEA and FTA are widely used industry standards for reliability assessment, but they have

limitations when applied to complex systems with uncertainty. Although their results are valuable

because they reflect expert knowledge and historical data, they are typically static and have dif-

ficulty representing multi-state variables or changing relationships between failures. When used

together, however, FMEA and FTA can provide a strong foundational knowledge base. By translat-
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ing the qualitative insights from FMEA and the logical structure of FTA into Bayesian Networks,

a more robust system-level diagnosis approach can be developed. Unlike traditional methods, BNs

are well suited to handling uncertainty and failure dependencies, allowing static expert knowledge

to be transformed into a dynamic probabilistic framework that supports real-time diagnosis [75].

Bayesian networks are a subclass of probabilistic graphical models (PGMs) that represent

structured knowledge about a system [76]. Rather than treating failures as isolated events, BNs

function as causal frameworks that illustrate how various internal and external risk-influencing

factors, such as human error, environmental conditions, or external interference, interact and even-

tually propagate into system failures. In the field of risk and safety engineering, these models are

valued for their capability to formally compute the joint probability distribution over all system

variables. This enables analysts to move beyond deterministic, rule-based reasoning and instead

perform quantitative inference on system behavior, accounting for the combined and evolving in-

fluence of multiple interdependent causal factors on failure outcomes [21].
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Figure 2.10: Example of BN model using GeNIe Software

BNs use directed acyclic graphs to represent the relationships among variables in a system [77].

In these graphs, each node represents a variable, and the arrows between nodes indicate direct

causal dependencies; The "acyclic" requirement means that feedback loops are not allowed, one of

the drawbacks of BN modeling. The strength of the causal relationships is quantified through con-

ditional probability values. This structure allows the joint probability distribution of the system to

be decomposed into a product of local conditional probabilities. The joint probability is calculated

based on the network structure, expressed in Equation 2.1.

43



p(x) =
n∏

j=1

p(xj ∩ aj) =
n∏

j=1

p(xj|aj) · p(aj) , (2.1)

where x represents the random vector that includes all variables x1, x2, x3 and x4 and aj

denotes the set of parent nodes for variable xj . For the model shown in Figure 2.10, the complete

joint probability distribution of the variables is obtained by multiplying the conditional probability

of each variable given its parents, and is formulated as shown in Equation 2.2:

p(x1, ..., x4) = p(x1)p(x2)p(x3|x1)p(x4|x1, x2), (2.2)

Dependencies among variables are described using the definition of sets of parents and children

[77]. For example Figure 2.10 the set {x1, x2} contains the parent of x4, while the set of {x3, x4}

contains the children of x1. This structural model also makes possible to analyze the effects of

interventions on the system. An intervention consists of fixing the value of a variable and observing

how this change affects the rest of the network [77].

When a variable is set to a specific value, the links from its parent variables are effectively

ignored during the probability calculation, because the variable’s value is no longer determined

by its usual causal influences. Continuing with the example of Figure 2.10 if the variable x2 is

fixed to a particular state (e.g., x2 = 1) its parent x1 is effectively removed in the calculation

when computing the joint probability distribution. This allows the joint PDF to be evaluated under

specific assumptions about the system.

A primary challenge in implementing BNs is the assessment of conditional probabilities for

every node. Each variable requires a Conditional Probability Table (CPT) defining its probabil-

ity across all possible combinations (for example 1 or 0) of its parents states. The size of these

tables increases combinatorially as the number of parent nodes increases, resulting in substantial

complexity for large-scale systems.

To overcome these challenges, modern development environments enable the rapid creation of

graphical decision models and simplified causal representations. These tools are especially useful
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for strategic planning problems that are too complex to be handled intuitively. By automating much

of the model-building process, these software tools eliminate the need for manually constructing

large sets of equations. As a result, they act as an important intermediate step by reducing initial

development time and providing a structured foundation that can later be refined into fully specified

quantitative systems [78].
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Chapter 3

Methodology

Reliability analysis of complex systems often requires multiple complementary methods, as

individual methodologies may possess inherent weaknesses when applied in isolation. For this rea-

son, many studies combine FMEA, FTA, and BNs to take advantage of their respective strengths.

Modern engineering systems and subsystems are highly interconnected, so a fault in one compo-

nent can quickly propagate through the entire system. FMEA identifies potential failure modes and

their causes, FTA offers a structured logical path of system failures, and BNs provide a system-

level diagnostic approach that explicitly handles uncertainty. Together, this combined framework

enables a more comprehensive analysis of failure dependencies and mitigation strategies, which

is crucial for understanding and managing the complex causal relationships present in large-scale

systems.

Combining FMEA, FTA and BNs for risk analysis provides an effective way to manage the

complexity of modern system risks and their interdependencies. Integrating these analyses within

a model-based environment simplifies the development and review process, allowing engineers to

address questions directly through the system model rather than relying on separate documents.

The results support informed updates to the system architecture by guiding corrective actions and

highlighting critical failure probabilities. As the system evolves in response, the changes are easily

propagated through the linked FMEA, FTA and BN models. This integrated approach offers a

unified view of system reliability, promotes consistency, reuse, and traceability across analyses,

and helps ensure the system remains robust and adaptable as the design evolves [1].

This section explains the methodology used in this work, detailing how the data were initially

collected and how they were processed throughout the study. It outlines the sequence of steps

followed to transition from one analysis tool to the next, explaining the role of each tool within

the overall framework. The objective of this section is to provide a clear overview of the analytical
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process, allowing the reader to understand both the rationale behind the chosen approach and how

the different techniques were integrated to support the final results.

3.1 FMEA

3.1.1 System Definition and Data Collection

Prior to conducting the FMEA and beginning the data collection process, it was first neces-

sary to define the system to be analyzed. To properly define the system, it was divided into block

diagrams in order to identify the unit and assembly (subsystem) levels. Based on this decomposi-

tion, a Functional Block Diagram (FBD) was developed to establish a clear understanding of the

system’s physical architecture.

Figure 3.1: Functional Block Diagram of SV 360 BESS

During the development of the FBD, each major subsystem was identified, including the battery

packs, high-voltage direct current (HV-DC) and alternating current (HV-AC) systems, communi-

cations/instrumentation & controls, cooling, logic management, and physical infrastructure. The

major subsystems formed the unit level, with a unique identifier 1-7, and the components within
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each subsystem were assigned unique assembly-level identifiers. This hierarchy became a struc-

tured foundation for understanding the functions performed by individual components and their

roles within the overall system. Table 3.1 describes the main individual components whose coor-

dinated operation is required for proper system functionality. The system logic was defined from

information provided by an unnamed industry collaborator.

Table 3.1: System Hierarchical approach: Subsystems to Components

Unit Level Assembly Level Subsystem Component

1 1.1 Battery pack Battery pack

1.2 Battery pack Lithium Battery

2 2.1 HV-DC system DC Bus

2.2 HV-DC system DC Switch

2.3 HV-DC system DC Wiring

3 3.1 HV-AC system Aux AC Power

3.2 HV-AC system Main Breaker

3.3 HV-AC system AC Wiring

4 4.1 Communication Fire sensor - Hydrogen

4.2 Communication Fire sensor - Smoke

4.3 Communication Fire Panel

4.4 Communication Wired Communications

4.5 Communication Antenna

4.6 Communication Sensor - Temperature

4.7 Communication Sensor - Humidity

4.8 Communication Sensor - Water Intrusion

4.9 Communication HVIL

5 5.1 Cooling system Fan

5.2 Cooling system Chiller

6 6.1 Management BMS Controller

6.2 Management BIB

7 7.1 Structure Battery Cabinet

7.2 Structure Electronic Cabinet

Developing the FBD at the beginning of the process provided a detailed understanding of the

system and its components. This structured representation helped identify the key elements that

make up the system and clarified their relationships within the overall architecture. As a result,

it facilitated the initial development and implementation of the FMEA worksheets, which are de-

scribed in the next section.
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3.1.2 FMEA Analysis

Once the system was decomposed into subsystems (units) and components (assemblies), the

FMEA proceeded with the identification of component failure modes. Due to the limited existing

knowledge the initial research started with understanding the operation of lithium-ion batteries,

their degradation mechanisms, and the associated challenges involved in repurposing Li-ion bat-

teries for second-life applications, as described in Section 2.1.2. This process provided most of the

failure modes assigned to the battery pack and cell components.

To document these findings, a structured FMEA worksheet was developed. Each identified

failure mode was represented by a single row, with columns organized to capture critical data

points, including potential causes, local and system-level effects, and the quantitative parameters

required to calculate the risks associated with each component.

For the remaining mechanical and electrical components, several sources could be used to

obtain the necessary information, including standardized failure rate databases, manufacturer tech-

nical documentation, relevant standards and guidelines, maintenance records, and prior experience

with the system or similar systems.

In this study, the Reliability Online Automated Databook System (ROADS) database was se-

lected as the primary source. Using the observed failure modes identified in ROADS produced a

more robust set of failure modes than the subjective ideation processes common in FMEA. ROADS

database also simplified the estimation of several parameters required for calculating the failure

mode rate. The identified components were listed in a "Failure Rate Source," which documents

the components referenced from the failure catalog lists. If a component was not directly found

in the catalog, an analogous component with equivalent functionality was selected, and its failure

data were utilized for the FMEA.

A key component of this evaluation was estimating the likelihood that a specific failure mode

will occur within a system component. This likelihood is commonly estimated using the Failure

Mode Rate (λ), also known as the Failure Mode Criticality Number (Cm). This parameter rep-

resents the expected occurrence rate of a given failure mode and provides a quantitative basis for
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assessing its contribution to the overall system risk. λ is normally calculated using the following

equation:

λ = αβtλp (3.1)

Where:

• λp = the failure rate for all failure modes of a specific component.

• α (Failure Mode Ratio) = the fraction of component failures corresponding to the failure

mode (the probability that the item fails in the identified failure mode). In the absence of

data, it is often assumed that all identified failure modes are equally likely. Thus, for n failure

modes, α = 1/n.

• β (Failure Effect Probability) = the conditional probability that the failure effect with the

specified criticality classification will occur, given that the failure mode occurs.

• t (Operation time) = the operating time in hours or the number of operating cycles.

The ROADS failure mode catalog provided the data required to determine α, providing the

probability of specific failure modes occurring in a component. Meanwhile, λp was obtained by

dividing the number of failed units reported in the catalog by the total number of tested hours (typ-

ically 1,000,000 hours). For this study, both the Failure Effect Probability and the Operation Time

were assumed to be equal to 1 (i.e., the failure effect is certain), with β interpreted as the actual loss

of the unit and t as a normalized operational duration. Once the value of λ was determined, it was

used to classify each potential failure mode of an element into qualitative categories (e.g., Low,

Medium–Low, Medium–High, and High) based on the probability of occurrence and the severity

of its consequences.

Each failure mode was evaluated for its worst potential consequence, and a corresponding

severity classification category was assigned based on criteria defined in [79], which quantifies

50



the extent to which these failure effects degrade system functionality. Multiple classifications of

severity are possible, but this work used the following definitions:

• Catastrophic: A failure which can cause death or system loss

• Critical: A failure which can cause severe injury, major property damage, or major system

damage which will result in mission loss

• Marginal: A failure which may cause minor injury, minor property damage, or minor sys-

tems damage which will result in delay/loss of availability or mission degradation.

• Minor: A failure not serious enough to cause injury, property damage, or system damage

but which will result in unscheduled maintenance/repair.

The next step was to determine the overall risk level of failure of the component, which was

accomplished by comparing the assigned severity class with corresponding failure rate value (λ).

The chain of effects described in the Failure Effects section was used to establish the severity class,

with the end effects serving as the basis for assigning the final severity rating in this column. The

combination of the Severity Class and the Failure Mode Rate resulted in the evaluation of the risk

level of failure for each component within the system, categorized as 1 for high, 2 for medium-

high, 3 for medium-low, and 4 for low risk. Figure 3.2 illustrates the risk level matrix used to

assess the failure risk of each component within the system.
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Figure 3.2: FMEA Risk Matrix Level

The final step was to calculate the failure probability using the exponential distribution. This

distribution is a standard selection for modeling the time-to-failure of non-repairable components,

particularly when aging effects are not the primary focus of the initial analysis [16]. Given the

assumption of a constant λ the probability that a specific component fails within a normalized

operational duration t was calculated using the CDF of the exponential distribution. The CDF of

the exponential distribution was applied using the following equation:

F (t) = 1− e−λt (3.2)

This model assumes a constant failure rate, consistent with the λ values previously extracted

from the component failure catalog. The resulting probability provided the quantitative input nec-

essary to populate the leaf nodes of a Fault Tree or the conditional probability tables within a

Bayesian Network, allowing to continue to the next stage of this analysis.
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3.2 MBSE Environment Implementation

3.2.1 FMEA in MBSE

Methods for system risk and failure identification, analysis, and planning are supported by a

variety of tools. However, as noted in [80], there are several challenges with the application of

these tools to real systems. These include the fact that the analyses can be labor-intensive and

time-consuming, leading to increased costs and, in some cases, reduced motivation among the

teams involved. Additionally, certain failure scenarios may be overlooked, or the identification of

issues may appear subjective or arbitrary. The results are often highly dependent on the experience,

skills, and background of the analysis team, and the overall process may not always be perceived as

fully systematic in capturing all potential system failure risks. This study minimized these issues

by using the ROADS database to identify component failure modes and structuring the FMEA and

FTA within the MBSE model.

However, before conducting these analyses, it is necessary to first establish the system archi-

tecture. This process involves creating a structured framework that defines multiple architectural

levels [1]. For this work, architecture development for the MBSE model began by integrating

system documentation along with the requirements (Table 3.2) and translating them into an FBD

to establish the structural logic of the system. Based on this functional representation, a BDD

(Figure 2.6) along with an IBD (Figure 4.6) were created in order to illustrate the general system

structure, the system elements and their interconnections.

Some MBSE software tools enable the performance of reliability analyses directly on system

models. To conduct the reliability analysis within the MSOSA framework, the Cameo Safety

and Reliability Analyzer, ISO 26262, and Cameo Simulation Toolkit plugins were installed in the

MSOSA Software. These tools enable the generation of FMEA tables and FTA diagrams among

other safety analysis directly within the MBSE environment, leveraging SysML and RAAML spec-

ifications. To support effective model organization, multiple package diagrams were developed,

beginning with a dedicated system structure package that includes blocks representing the sys-
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Table 3.2: SV 360 System Requirements

High Level Re-

quirement

# Low Level Re-

quirement

Comment

1 - System

Architecture

Requirements

1.1 Batteries 8 batteries

1.2 BIB 8 MANA BIBs

1.3 Controller 1 Controller

1.4 HVDB 1 DC Bussing Solutions

1.5 Inverters DC output

1.6 Chiller Liquid circulation sized up to 8 packs

1.7 DC Switch External DC Switch rated to 400 A

1.8 Fire Detection Fire Detection

1.9 Circulation

Fans

Circulation Fans - 240 VAC.

2 - High Level

Electrical

System

Requirements

2.1 Voltage Rating 300 - 400 VDC

2.2 Current Rating C/4 continuous from battery (4 hr charge rate)

2.3 Capacity 480 kWh per rack (correlates to 8 battery packs)

2.4 Aux Power 480 VAC, three phase

3 - High Level

Mechanical

System

Requirements

3.1 Approximate

Dimensions

Whole system below 9.5 preferred. Max allowable

width of 8.5 feet.

3.2 Footprint Small as possible

3.3 Access Front doors (2 or 3), removable panels, rear door

for equipment rack, No walk in accessibility

3.4 Installation front load to install 8 packs

3.5 Structural De-

sign

Designed for ability and compliance to ship bat-

tery packs already installed in enclosure.

3.6 Certification

(Designed to)

IP 54/NEMA 3R, NFPA 69 and NFPA 855, Fire

and installation standards for ESS, UL9540 UN

38.3 and UN 3481 shipping subsection.

3.7 Environmental

Controls

Racking of Batteries (20 - 45 deg C). Equipment

Rack (-20 - 60 deg C)

4 - High Level

Software System

Requirements

4.1 BMS Single enclosure level BMS to control all battery

interface boxes and monitor all sensors throughout

the enclosure.

4.2 Control Wireless or Ethernet connection

tem, subsystems, and components, along with a requirements package to enable the conversion of

unstructured system documentation into a well-organized system representation.

Once the system architecture was established and organized within the MBSE environment, the

next step involved integrating the FMEA information directly into the model. Causes of Failure

are hereafter referred to as CF, Failure Modes as FM, Local Effects of Failure as LEF, and Final
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Effects of Failure as FEF. To incorporate these elements, a dedicated Reliability Analysis package

diagram was first developed, which incorporated the CF, FM, LEF, and FEF, and severity for each

component. Failure modes were assigned to blocks, part properties, requirements, operations, and

activities within the model [1], and the corresponding CF associated with the blocks representing

individual system components were defined and allocated within the FMEA table. Figure 3.3

presents an FMEA table implemented in an MBSE environment for an offshore wind farm system

using the Magic Systems of Systems Architect (MSOSA) software to illustrate an example for this

approach.

Figure 3.3: Example of an FMEA table in MBSE

To link all levels of the system architecture within the FMEA analysis in an MBSE environ-

ment, a set of linking rules, summarized in Table 3.3, was developed in accordance with the pro-

cedure established by [1]. These rules, combined with the inherent bottom-up logic of FMEA,

were followed to create the FMEA table from the system diagrams. First, the component level was
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Rule # Source Element (Lower Level) Target Element (Higher Level)

1 Subsystem Local Effect of Failure System Failure Mode

2 Subsystem Final Effect of Failure System Local Effect of Failure

3 Subsystem Failure Mode System Cause of Failure

4 Component Local Effect of Failure Subsystem Failure Mode

5 Component Final Effect of Failure Subsystem Local Effect of Failure

6 Component Failure Mode Subsystem Cause of Failure

Table 3.3: Rules for linking system architecture level in FMEA analysis adapted from [1]

linked to the subsystem level by mapping each component cause of failure to the corresponding

failure mode at the subsystem level (CF-FM). Second, the local effect of failure at the component

level was linked to the failure mode at the subsystem level (LEF–FM). And finally, the final effect

of failure at the component level was linked, through decomposition, to the local effect of failure

at the subsystem level (FEF–LEF).

These relationships enable the systematic linkage of the different FMEA levels to the system

architecture, improving traceability across the model and making it easier to identify which ele-

ments are affected when updates are introduced, whether to requirements, functions, components,

or other aspects of the system. Furthermore, this structured logic facilitates the integration of

FMEA with FTA within the MBSE framework, providing a natural transition to the next section.

3.2.2 FTA in MBSE

FTA diagrams were built on the UML Composite Structure Diagrams. To create the system

FTAs, a package element was created within the Reliability Analysis package to store both the FTA

diagrams and the associated events (basic, intermediate, and top). As a top-down methodology, the

analysis originates with the top event; in this work, the top events were defined to represent the

total failure of each subsystem in the second-life BESS. Top events were further decomposed into

intermediate events, corresponding to the total failures of components within the subsystems. The

intermediate events were then decomposed as logical functions of component-level basic events.

Thus, the basic events directly map to the causes of failure for each component as defined through

the FMEA, and logically build up the system-level failures.
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The use of UML Composite Structure Diagrams allows the specification of probabilities for

basic events. Accordingly, once the FTAs were created, the next step was to assign failure proba-

bilities to each basic event based on the exponential distribution values obtained during the FMEA

analysis. Using the Cameo Simulation Toolkit, the probabilities of intermediate and top events are

automatically computed when the FTA simulation is executed. Fault trees can be analyzed directly

in their original form or instantiated to support multiple simulation runs. Figure 3.4 presents an ex-

ample of a Fault Tree Analysis without assigned probabilities for the battery pack failure structure

within the MBSE environment.

Figure 3.4: FTA example in MSOSA

When creating an MBSE model Dependency Matrices are used to represent dependencies

between different elements in the model (e.g. UML relationships, SysML relationships, tags,

etc) [81]. This tool is useful for visualizing and analyzing relationships within complex systems
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in a compact and structured way. The RelevantTo relationship, as defined in the Risk Analysis and

Assessment Modeling Language (RAAML), is used to link situations to system model elements in

order to establish context and relevance for the situation [82]. FTA diagrams and the system model

elements can be can interconnected with the help of these relationships.

In this model, dependency matrices are used to extend the relationships between FMEA and

FTA by linking FTA basic events with corresponding causes of failures. Through this mapping,

the FMEA inherits quantitative and probabilistic information derived from the FTA, such as fail-

ure likelihoods. The traceability enabled by the RelevantTo relationships ensures that updates in

the FTA, such as changes in probability distributions, are automatically reflected in the associ-

ated FMEA elements, maintaining consistency between analytical risk models and failure analysis

elements.

By identifying which system components or functions are impacted by a given failure event

represented in the FTA, these relationships allow failures events to be explicitly tied to the ele-

ments they degrade or threaten, providing a bridge between behavioral risk models and the system

architecture.

3.3 BN Analysis

As stated earlier in this section, the FTA structure can be mapped directly onto a BN. This

transition allows uncertainty to be addressed through probabilistic reasoning and enhances the

model’s capability to capture complex dependencies that exceed the limitations of a traditional

fault tree structure. Additionally, it supports automatic probability updating and provides a more

compact representation of system failure behavior.

Several software programs provide tools for creating Bayesian networks for risk modeling. In

this work, GeNIe Modeler was used. GeNIe Modeler is a graphical user interface that serves as a

visual interface for the SMILE Engine (Structural Modeling, Inference, and Learning Engine), a

C++ library designed for probabilistic reasoning and decision-making [78]. Within this software,
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the elements required to build a BN, such as different types of nodes, arcs to connect them, and

other modeling components can be created, as shown in Figure2.10.

Although the tool is designed to enable model development in a less time-consuming manner,

building the models manually can still be labor-intensive and time-consuming when creating new

networks. To mitigate these challenges, this work developed a Python-based automation script

to facilitate the transfer of FTA models from the MBSE environment into the Bayesian network

framework. This approach establishes a structured method for translating FTA models into a BN-

compatible format through the use of dependency matrices and general table diagrams, combined

with a Bayes Fusion Python wrapper that allows its functionality to be easily integrated, thereby

automating the bridge between the MBSE environment and the BN framework, significantly re-

ducing manual effort and improving integration between these software platforms.

Dependency matrices were used to represent the structural relationships defined in the FTA

model. To use this tool in a way that clearly displays the elements composing the FTA diagram,

specific criteria had to be established. This table configuration required defining a RowElementType,

then selecting the ColumnElementTypes, and specifying the Dependencycriteria, which rep-

resents how these elements are related. In this case, the dependency criterion was defined through

connectors.

Three distinct dependency matrices were created, each capturing a specific level of the fault

tree structure:

• Basic Event Matrix - Maps basic events to their respective logic gates. Basic events were as-

signed to the RowElementType, while logic gates were assigned to the ColumnElementTypes.

• Intermediate Event Matrix - Maps intermediate events to the gates associated with both ba-

sic events and top events. In this matrix, logic gates were placed in the RowElementType,

and intermediate events were placed in the ColumnElementTypes.
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• Top Event Matrix - Maps top-level failure events to their primary governing gates, fol-

lowing the same logic as the intermediate event matrix. Logic gates were placed in the

RowElementType, and top events were placed in the ColumnElementTypes.

The general table within the MBSE environment was used to extract the probabilities associated

with each event and integrate them into the BN during node creation. The MSOSA software

enables the automatic calculation of intermediate and top event probabilities when running the

FTA interface simulation. During the simulation, these probability values can be obtained through

instances, which are used for configuration purposes to extract the probability values assigned to

value properties.

By instructing the software to export the instances to a specified location, they are automatically

generated with the relevant information. To use the data from the instances in a general table

(similar to dependency matrices), it is necessary to define the ElementType, which in this case is

Instance Specification, and specify the Scope as Instances. Once selected, all elements contained

within the instances are displayed in the table. Then the data must be filtered to display only the

events and their associated information. Finally the table can then be exported for subsequent

processing and use.

All tables were exported as tabular data in .csv format from the MBSE environment. The

pandas library was then used to pre-process and adapt the data, producing a cleaner table for each

case. This step was necessary to facilitate the use of the information from each table in creating

the BN model.

The Python wrapper provides extensive documentation and tutorials that facilitate the devel-

opment of scripts for network construction. To begin the script, it was necessary to import the

pysmile module, which contains the different commands for creating networks. It is important to

note that a valid license is required to use this module.

With the tables prepared and the license installed, the next step was to construct an adjacency

dictionary to capture the parent–child relationships using the information from the dependency

matrices between events at different levels of the fault tree. When the tables are exported and
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cleaned, the symbol <> (automatically generated during export) is used to indicate that an event

is connected to a specific logic gate. Based on this notation, adjacency dictionaries were generated

for basic, intermediate, and top events by identifying shared gates across rows and columns. These

dictionaries encode the structural dependencies of the FTA and were subsequently used to create

the corresponding BN nodes and define their hierarchical relationships among all events.

To create the nodes, a bottom-up approach was used, beginning with the basic events. The

unique identifier for each event was extracted from the index of the corresponding dependency

matrix to initialize a new node. While the SMILE library supports various node types [83] depend-

ing on the required analysis, this work used the Conditional Probability Table (CPT) nodes. These

CPT nodes allow for the definition of discrete states, enabling the integration of multi-state events

and specific probability distributions.

For each Basic Event, two distinct outcomes were defined "Failure" and "Success". Where the

"Failure" state represents the prior probability of a component malfunction, the "Success" state

represents the probability of normal operation, calculated as the complement:

p(Success) = 1− p(Failure), (3.3)

During the instantiation process, the model dynamically populates these tables by cross-referencing

the node identifiers with a dedicated probability dataset stored in the .csv file ensuring that each

node in the BN accurately reflects the failure data of each event. Once this was completed, the

nodes for the intermediate events were created following a similar logic, establishing the structural

dependencies to allow the identification of which basic nodes are related to which intermediate

nodes. To better organize the network, sub-models were created to group and store the basic

events associated with the corresponding intermediate event.

After the lower-level components were created, each Top Event was added and connected to

its corresponding Intermediate Events based on the relationships defined earlier in the dependency

matrices. These connections were represented by linking the elements together using arcs between

nodes in a way that preserved the structure of the original fault tree. These links show how one
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event can influence another. In simple terms, they allow the model to track how failures in smaller

components can contribute to larger system failures, following the logic defined in the fault tree.

In addition, a final manual step is required to implement the logic of the FTA within the BN

for the child nodes. For an OR gate, the CPT is configured such that the child node results in a

“Failure” state (P = 1.0) if any of its parent nodes are in a “Failure” state. Conversely, the child

node achieves a “Success” state (P = 1.0) only if all parent nodes are functioning correctly. In

the case of an AND gate, the child node reaches a “Failure” state only if all contributing parent

nodes fail simultaneously; if even one parent remains in a “Success” state, the child node remains

in “Success”. The corresponding logic should be updated in case any other type of gate is used in

the model.

Once the network structure was completed, the model was exported and reviewed in the GeNIe

software. This step involved checking that each node correctly represented failure and success

conditions, and that the probability values matched those from the original data. Reviewing the

model in a graphical interface helped confirm that the network was built correctly and was ready

for further analysis.
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Chapter 4

Results

This chapter presents the results of the risk and reliability assessment derived from the method-

ologies described in Section 3. This section includes visualizations of the FMEA tables, the system

architecture developed using the MBSE model, including its components, interconnections, and

relevant system information, and the data used to run the models, as well as the diagrams, data

structures and scripts used to complete this work.

4.1 FMEA Results

The first results of this work were the FMEA tables developed to describe the failure modes of

batteries and the Second Life BESS in an FMEA format. These tables were first created in excel

using the format described in [16]. Figure 4.1, Figure 4.2 and Figures 4.3 present the information

from Section 2.1.2 in the FMEA format within the Cameo MSOSA environment. These figures

are created from the MBSE system model.
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Figure 4.1: Li-ion Battery FMEA - Lithium Degradation Modes and Effects
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Figure 4.2: Li-ion Battery FMEA - Cathode and Anode Degradation Modes and Effects. Part 1
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Figure 4.3: Li-ion Battery FMEA - Cathode and Anode Degradation Modes and Effects. Part 2

Due to the number of components in a system such as the BESS, it was decided to display

only the subset of components contributing to the highest risks, as shown in Figure 4.4. Although

the BESS uses second-life batteries, the highest risks are associated with critical components that

support system operation and maintain optimal conditions. These components have more than

one high-risk failure mode identified. Therefore, attention should be paid to the safety-critical

components responsible for these functions.

The complete set of FMEA tables can be found in Appendix A.
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Figure 4.4: FMEA results showing the highest-risk components

4.2 MBSE Models

This section describes the MBSE models developed using the MSOSA tool, illustrating the

system’s structure, behavior, and interactions. These diagrams provide a visualization of the sys-

tem architecture, including its components, subsystems, and interconnections. Additionally, this

section includes the results of the reliability analysis, such as FMEA tables and FTA diagrams,

along with the corresponding tables and matrices used in the subsequent stages of the project.

4.2.1 SV 360 General Structure MBSE Model

This first part illustrates the system’s physical architecture using BDD and IBD diagrams. Fig-

ure 4.5 shows the overall physical architecture of the system, including all subsystems and com-

ponents, while Figure 4.6 presents the internal physical architecture, highlighting the interconnec-

tions between components and subsystems. In addition, the SV 360 requirements, as described in
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Table 3.2, were also incorporated into the model using Requirements Diagram and summarized

with Requirements Table in the MBSE model (Figure 4.7).

Figure 4.5: BDD of SV 360 BESS with all Subsystems and Components
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Figure 4.6: IBD of SV 360 BESS with all Subsystems and Components
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Figure 4.7: SV 360 Systems Requirements

4.2.2 Example of FMEA table results in MBSE

This section shows the FMEA tables for the Battery Pack subsystem, including components,

failure effects, and the calculated severity levels for each item. The information in these tables
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is derived from the FMEA results presented in the first part of this chapter. The FMEA tables

containing information on the other subsystems can be found in the Appendix A.

Figure 4.8: SV 360 FMEA MBSE Table for Battery Pack System

4.2.3 Example of FTA diagram in MBSE

This section illustrates the Fault Tree Analysis Diagram for the Cooling Subsystem. The basic

events are shown with their respective assigned failure probabilities, derived from the calculated

values of the exponential distribution. As depicted in the figure, each of the intermediate and top

events currently has a probability of zero. These are value properties that will be updated once the

model is executed and later stored in an instance. The FTA diagrams with information on the other

subsystems can be found in the Appendix B.
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Figure 4.9: SV 360 MBSE Cooling System FTA

4.2.4 Relationship Tables MBSE

This section presents the dependency matrix that illustrate the connections between intermedi-

ate events and model elements. Although the nature of these tables results in a condensed visual

format here, the high-resolution output generated by the MSOSA software when saving images

allows users to zoom in and clearly examine individual cells and event labels without any loss of

clarity. Figures 4.10 illustrates the dependency matrix that maps intermediate events to their cor-
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responding logic gates. The dependency matrices and relationship tables generated from this work

can be found in Appendix C.

Figure 4.10: Dependency Matrix for Intermediate FTA Events

4.2.5 MBSE-BN Integration

A critical novelty of this work is the fusion of MBSE and Bayesian Networks, including the

development of a Python script that automatically creates Bayesian Networks from MBSE models.

This section presents the resulting BN, illustrated in Figure 4.11, once the elements are connected

and properly incorporated. The scripts developed to perform the automation can be found in Ap-

pendix D.
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Figure 4.11: SV 360 Bayesian Network with all events

4.3 BN Assessment

igure 4.12 illustrates the probability distribution of events within the SV-360 network. The

BN models the top event, defined as the failure of the SV-360 system, as a function of its sub-

system failures. The blue-outlined nodes represent submodels containing basic events. These are

linked via arcs to intermediate nodes which, as detailed in Chapter 3, utilize CPTs to define Failure

and Success states. This structure recreates the logic of the Fault Tree Analysis (FTA) from Sec-

tion 4.2.3 while providing a framework that can be easily updated with non-linear dependencies or

new data as the system design matures.
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Figure 4.12: SV 360 Bayesian Network with all events - Bar chart
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Chapter 5

Discussion

This research not only demonstrated the risk and reliability characteristics of a specific BESS

implementation, it also developed a novel approach to the application of risk analysis through

MBSE and connected approaches.

5.1 Results Discussion

As previously mentioned, even though the BESS uses second-life batteries, the FMEA results

indicate that the components with the highest risk are those responsible for ensuring proper op-

eration and maintaining suitable environmental conditions. Particular attention should be given

to safety-critical components such as chillers, the BMS controller, and various sensors. These

components were found to exhibit multiple high-risk failure modes. Therefore, it is necessary to

implement effective detection methods to help reduce overall failure risks.

Detection and mitigation strategies aimed at preventing these failures or reducing their like-

lihood should be further investigated. These results do not imply that battery packs require less

attention, as they remain among the elements with the highest risk of failure, only that non-battery

components should not be assumed reliable or lower priority. FMEA results are largely confirmed

by the subsequent FTA and BN analyses, which provide additional detail on the causal relation-

ships between component-level and system-level failures.

Building on the FMEA, the FTA models show how failures can spread through the system. OR

gates are used to represent a structure in which the system fails if any individual component fails.

This creates a single-point-of-failure condition, which provides a sensitive baseline for identify-

ing the system’s most vulnerable elements. Under this logic, the Communications and Cooling

subsystems appear as the main contributors to system unreliability, although for different reasons.

In the Communications System, the risk is primarily related to system complexity. Although

most components have low failure probabilities, the large number of components means that these
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probabilities accumulate and increase the likelihood of subsystem failure. This effect is further

influenced by the relatively higher failure probability of the smoke sensor. In contrast, the risk

in the Cooling System is mainly driven by the chiller. Although the chiller has a relatively high

probability of failure, the overall subsystem risk is less influenced by the accumulation of compo-

nent failures because the subsystem contains fewer components. As identified in the FMEA, both

the smoke sensor and the chiller have relatively high risk profiles and therefore represent critical

components whose failure modes can significantly affect overall system reliability.

The vulnerabilities identified in both the FMEA and the FTA can also be observed in BNs.

Converting a Fault Tree into a BN involves creating conditional probability distributions that rep-

resent the logic of the OR gates. Initially, the network is still binary, meaning that a component

either works or fails. However, BNs allow analysis in both directions - both prognostic and diag-

nostic. This means that if the system is set to a failed state, the model can trace back to estimate

which components are most likely responsible. Other scenarios can also be handled by moving be-

yond simple yes/no states, making it possible to represent partial failures or degraded performance

rather than just total system failure. The BN can also handle more complex logical relationships

than fault trees, including multi-dependent components. With additional design detail and oper-

ational data from the system, the BN becomes a significantly more attractive option for risk and

reliability analysis.

5.2 Process and Approach Discussion

Developing the Functional Block Diagram (FBD) of the subsystems and component elements

prior to conducting any analysis or modeling helped achieve a better understanding of the Second-

Life BESS. By visualizing the system architecture early in the process, the FBD enabled a struc-

tured decomposition of functionality, interfaces, and dependencies across components, providing

clarity on how system element interactions influence overall system behavior. As a result, the mod-

eling process became more efficient and targeted, helping to prevent possible misinterpretations of

failure pathways and enabling the identification of critical elements essential to system operation.
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Although the information on degradation mechanisms is summarized in the background sec-

tion, some of them remain difficult to interpret due to the highly interconnected nature of the pro-

cesses. By integrating these mechanisms into an FMEA table, the study organized these complex

processes into a structured format that links each failure mode to its primary affected component.

Furthermore, this approach helped organize the data, improved the overall understanding of the

table’s structure, and served as an essential first step for the broader system-wide analysis using

FMEA tables.

The use of FMEA in this work allowed for the identification of potential failure modes for

a Second life Battery Energy Storage System, the assessment of the risks associated with these

failure modes, the ranking of issues in terms of importance, and the identification of some of the

detection methods within the system to address the most serious concerns.

Combining FMEA with tools like ROADS enables the identification and use of the probabili-

ties that a component could fail via a specific mode and cause, facilitating the acquisition of some

parameters required to calculate the Failure Mode Rate. Using the observed failure modes iden-

tified in this database produced a more robust set of failure modes than the subjective approaches

commonly used in FMEA.

Implementing an MBSE model significantly enhanced the ability to capture, analyze, and man-

age system information in a structured and centralized way. One of the key benefits of this approach

was that all relevant system knowledge, including supporting documentation, system structure, and

safety and reliability analyses (FMEA and FTA) were integrated within a single digital environ-

ment. This reduced the need to rely on multiple external tools and improved traceability of different

types of elements within the system. In addition, implementing an MBSE model facilitated a more

automated and integrated reliability assessment approach, enabling more consistent analysis and

better management of complex system interactions as the model evolved.

With the use of MSOSA Software calculated failure probabilities were automatically captured

and saved, which reduces manual work and saves time. These results are stored in model-linked

packages, allowing the probabilities for basic, intermediate, and top events to be preserved for
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future use. This means the outputs are not just one-time results, but reusable data that can support

the next stages of the project.

Using dependency matrices helped organize and visualize the connections between the system

design and the safety analyses in a clear and compact way. Beyond just showing relationships these

matrices serve as a critical validation layer allowing for the rapid identification of redundant traces

or unnecessary data that remained after design changes. This is not directly seen in the results,

but this made it possible to remove unused or disconnected elements and keep the model well-

structured. By doing this, the matrices helped maintain consistency between the safety analysis

and the system architecture.

The MSOSA software had the capability to export FMEA and FTA data into standard formats.

This was important for the next stage of the project because it allowed the data to be used in external

reliability tools and automated reporting processes. By moving information from the model into

an external data workflow, the project was able to support more advanced analyses. This helped

ensure that the safety data remained up to date and could continue evolving along with changes in

the system design.

As explained in Section 3.3, the script automatically creates nodes for basic, intermediate,

and top events and connects them based on the relationships defined in the input data that can

be opened in GeNIe to visually display the generated network. While the script correctly builds

the mathematical structure and relationships between events, it does not automatically arrange the

network for visualization. Because of this, the network needs to be manually organized to achieve

the clear hierarchical layout shown in Figure 4.11. In addition, it is required to manually define

the specific connections that lead to the complete system failure “SV 360 Failure” top event so the

network fully represents how faults propagate through the system.

5.3 Limitations

The main challenge of this analysis was the limited access to system data. Because the models

were constructed using a small set of documents and without direct collaboration from the design
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team, some assumptions had to be made about how the system works, effectively treating some

subsystems as a “black box." This led to focusing mostly on individual components at the be-

ginning of the analysis rather than focusing on the system as a whole. Comparative research on

similar BESS systems was also used to help address some of the lack of design details, and certain

assumptions had to be made such as the physical interconnections between components or failure

mode effects. These assumptions made it possible to create a working SysML model and FTA

framework. However, because the exact documentation was not available, the current models do

not represent the exact system architecture and should not be considered an exact digital copy of

the system.

The last identified limitation was the lack of information about internal safety and recovery

features. Without knowing the details of the system’s diagnostics, such as the control logic that

responds to faults or triggers automatic shutdowns, the FTA and BN models cannot fully capture

the system’s true resilience. As a result, the failure probabilities reported here should be seen as

worst-case scenarios, since they do not include the potential effects of these active safety measures.

5.4 Broader Impacts

As mentioned throughout this work, both standard FMEA and FTA analyses often fail to ac-

count for the inherent uncertainties in failure data, which can lead to misleading reliability esti-

mates that do not meet the demands of modern, complex systems. By automating the translation

of FTA diagrams into Bayesian Networks within an MBSE environment and incorporating failure

information captured in FMEA, the gap between static design documentation and dynamic system

behavior can be bridged.

This integration allows detailed component level insights from FMEA and FTA to inform the

probabilistic structure in a more realistic way, enabling Bayesian updates that reflect uncertainties

quickly and consistently as new information becomes available. As systems grow in complexity,

manual translation becomes both a bottleneck and a source of error. An automated tool set ensures
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that reliability analyses remain structurally aligned with current system operations, providing a

scalable approach to maintaining accurate and up to date system reliability assessments over time.

Another broader impact of this work is its potential use in high-consequence domains such

as nuclear energy. Previous studies have shown that Bayesian Networks are useful for modeling

cause-and-effect relationships and estimating accident probabilities in nuclear safety analysis [84].

Having a tool that combines BNs with traditional reliability methods such as FMEA and FTA

in an MBSE environment, contributes to a more comprehensive and robust framework for risk

assessment in systems with very strict safety requirements. In these industries, certification and

safety processes often depend on extensive documentation. MBSE models can also help modern-

ize these processes by replacing large document sets with a centralized digital model, making it

easier to manage data gaps and missing information. This work lays the foundation for developing

more robust risk and reliability assessments within MBSE, which helps promote its use for critical

applications.

Small organizations, which often lack the resources for extensive manual reliability assess-

ments, can particularly benefit from this work. By providing automated and reusable analysis

methods that are integrated with existing tools, this framework makes rigorous risk management

more accessible. It also makes it easier to identify which parts of the system and which analyses

need to be updated as requirements change, helping maintain consistency throughout the system

life cycle and enabling system design improvements over time.

Finally, an important long-term impact of this research is that it creates a framework that can

be expanded to support other reliability and safety analyses in the future. This work demonstrates

a practical workflow that connects the MBSE environment to other modeling paradigms using

Python-based tools and then brings the results back into the MBSE model. This approach can serve

as a guide for integrating other analysis software as well, such as physics-based simulations and

probabilistic models. The two-way exchange of information ensures that the system model remains

the main and most reliable source of information, while external tools can still be used to run more
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advanced analyses. As a result, this framework makes it easier to add other reliability methods in

the future and supports a more connected and comprehensive engineering design process.
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Chapter 6

Conclusions

This project involved a reliability analysis of a Second Life Battery Energy Storage System,

combining various assessment tools. First, extensive research was conducted on lithium ion batter-

ies to understand their operation and the degradation mechanisms that can affect these components.

The information gathered was used to create the initial FMEA table that summarizes the main ef-

fects on battery components. These tables focused solely on the causes of each failure mode, as

well as the resulting failure effects, without including any quantitative analysis. This approach

helped summarize the available information and supported the initial use of the FMEA tool.

The next step was to create a Functional Block Diagram to identify the subsystems and main

components of the Second Life BESS. This provided a clear understanding of the system’s physical

architecture, enabling the FMEA to proceed. With the system elements identified, the FMEA

was performed using a catalog of failures from various components and integrating it into this

well known methodology. Incorporating ROADS into the analysis facilitated the identification of

failure modes and causes for each component, allowing their potential effects to be determined.

Furthermore, the ROADS database simplified the estimation of several parameters required to

calculate the failure mode rate, which represents the likelihood of a specific failure mode occurring

within a system component.

Each failure mode was evaluated for its worst potential consequence, and a corresponding

severity classification category was assigned to determine the overall risk level of failure for each

component within the system. With this information, it was possible to identify and summarize the

components that present the highest risks to the system, revealing that those with the highest risk

are primarily responsible for ensuring proper operation and maintaining suitable environmental

conditions.

Compared to FMEA developed in Excel, using FMEA tables integrated within an MBSE en-

vironment improves both data accuracy and reporting efficiency. Instead of managing safety in-
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formation manually, the data was better organized within model-linked folders specific to each

CF, FM, LFE, or FEF for every subsystem, which remain connected to the system design. This

allows the FMEA tables to be updated automatically as the design evolves. As shown in the results

from Section A, the large number of elements involved can make manual organization difficult and

error-prone. Adapting this approach to an MBSE framework reduced this risk by keeping all in-

formation in a centralized and structured environment. As a result, reporting became more reliable

and provided a clearer understanding of how individual failures affect the overall system.

To address the labor-intensive and time-consuming nature of traditional reliability methods, the

study was transitioned into aa Model Based Systems Engineering environment. Using an MBSE

software in this case MSOSA helped simplify the analysis by bringing different tools together in

one place. The process started by defining the system architecture using the information from the

FBD and once the architecture was established, the FMEA tables were created and linked directly

to the different levels of the system within the model. This integrated approach made it much easier

to develop the Fault Tree Analysis diagrams. Since the failure causes were already defined in the

FMEA, these elements could be used to build the logical relationships that show how failures at

the component level can lead to larger system level failures. By using the automated calculation

features for FTA in MSOSA, failure probabilities were stored in model-linked packages saving the

probability data for basic, intermediate, and top events and remain accessible for future reuse.

Since FMEA and FTA cannot fully measure uncertainty, Bayesian Networks were added to the

study to improve the analysis. However, building Bayesian Networks by hand takes a significant

amount of time and can be difficult to keep updated as the system model changes. To address this,

an automated process was developed using GeNIe’s Python wrapper and relationship tables from

MSOSA. This process extracted the system connections directly from the MBSE model into an

external data workflow that could support Bayesian probability analysis.

The Python scripts cleaned the exported data by removing unnecessary information and ex-

tracting probability values from the generated tables. After the data was prepared, the script cre-

ated and displayed the Bayesian Network for the Second Life BESS. With only minor manual
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adjustments, the resulting network provides a high-fidelity tool for evaluating system risks under

uncertain conditions. This approach provides a first step toward better understanding how failures

in specific components and external factors can spread through the system. It opens the door to a

more detailed view of failure probabilities and their root causes.

6.1 Future Work

There are several next steps that can be taken to continue improving this work. The first relates

to the implementation of FMEA within MBSE. If we compare the FMEA tables created in Excel

with those generated in MSOSA, a key difference can be observed. While Excel allows for manual,

multi-variable data entry, the tables currently produced in MSOSA primarily capture failure modes

and severity levels at the component level. Numerical values such as specific probabilities (λp, α,

λ) or other types of quantitative information cannot be integrated into MSOSA tables with the

same flexibility as in a spreadsheet because the software treats these entries as model properties

rather than simple text cells.

This limitation exists because MBSE prioritizes data traceability over manual entry. In a

spreadsheet, a number is simply a static value. In MSOSA, however, a numerical value must

be tied to a specific element attribute or to a requirement defined within the system architecture.

future work should focus on developing custom stereotypes or tagged values within the model

to store these type of parameters directly at the component level to address this limitation. This

would allow quantitative reliability data to remain traceable while improving the usability of the

FMEA tables and enabling a more seamless integration between qualitative failure descriptions

and quantitative risk assessments.

This project focused on identifying failure modes only for Block elements. A valuable next

step for future work would be to expand this analysis to include Part Properties, Requirements,

Operations, and Activity Diagrams. Moving the FMEA from physical structure to system behavior

helps provide a deeper understanding of where the system may be vulnerable. By linking failure

modes to specific operations or activities, the model can show how failures might occur during real
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system use. This helps ensure that safety goals are still met even when certain requirements are not

fully satisfied. In the end, this detailed approach allows both Fault Trees and Bayesian Networks

to be adjusted using data that reflects real operating conditions, helping transform the model from

a static representation into a more practical predictive tool.

As illustrated in Section 4.2.3 the current diagrams utilize OR gates exclusively. While this

logic provided a helpful starting point for learning how to use the modeling software and its capa-

bilities, it provides a simplified view of how failures happen in the system. An important next step

is to improve these FTAs by adding more advanced logic gates that better represent the complex

relationships within a Second-Life BESS. By connecting these gates to real system operations, the

model can show situations where failure only happens if both primary and backup safety layers

fail at the same time. Adding this more realistic logic will improve the conditional probability

tables used in the Bayesian Networks, allowing the FTA to move beyond a basic diagnostic tool

and become a more accurate representation of how the BESS performs in real-world conditions.

Another important goal for future development is to fully automate the creation of Bayesian

Networks from FTA diagrams in order to remove all manual work that is currently required. At

the moment, the structure of the generated networks must be adjusted by hand to make them

easy to read. By using PySmile’s automatic layout features, the scripts could be improved to

organize the nodes on their own and avoid overlaps. In addition, the model should move beyond

using only standard Conditional Probability Tables. Adding different types of nodes, such as

deterministic nodes for system logic or equation nodes for continuous variables, would allow the

Bayesian Network to better represent how the BESS behaves in real conditions, making the MBSE

to BN process easier to scale and apply to larger systems.

Finally, it is necessary to review all the results obtained with the system designers in order to

receive feedback and ensure that the work being done is meaningful and aligned with the system’s

needs. In addition, making full use of the MBSE tool should remain an important focus for future

work. Beyond the methods used in this study, the model can become much more powerful by

connecting it with other software tools, since these platforms offer different capabilities. By linking
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the system architecture to tools that simulate power electronics or monitor thermal behavior in real

time, it becomes possible to run combined simulations. This approach would transform the model

from a descriptive framework into a dynamic representation that supports system optimization and

helps predict important data that comply with the needs for the Second-Life BESS.
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Appendix A

Additional FMEA Figures

This section shows the FMEA tables including all components, failure effects, and severity

levels. The information of this tables is derived from the FMEA results from the first part of this

chapter.

Figure A.1: SV 360 FMEA MBSE Table for Communications System
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Figure A.2: SV 360 FMEA MBSE Table for Control or Management System

Figure A.3: SV 360 FMEA MBSE Table for Cooling System
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Figure A.4: SV 360 FMEA MBSE Table for HV-DC System

Figure A.5: SV 360 FMEA MBSE Table for LV-AC System
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Appendix B

Additional FTA Figures

This section illustrates the Fault Tree Diagrams for the rest of the subsystems in the Second

Life BESS. The basic events are shown with their respective assigned failure probabilities, derived

from the calculated values of the exponential distribution. As depicted in the figure, each of the

intermediate and top events currently has a probability of zero. These are value properties that are

updated once the model is executed and later stored in an instance.

Figure B.1: SV 360 MBSE Battery Pack System FTA
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Figure B.2: SV 360 MBSE Communications System FTA
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Figure B.3: SV 360 MBSE Control/Management System FTA
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Figure B.4: SV 360 MBSE HV-DC System FTA
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Figure B.5: SV 360 MBSE LV-AC System FTA
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Figure B.6: SV 360 MBSE SV 360 System FTA
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Figure B.7: SV 360 MBSE Fire Event FTA

97



Appendix C

Additional Relationship Tables

This section presents the traceability matrices and relationship tables that illustrate the con-

nections between model elements. Figure C.1 provides an example of how a dependency matrix

can be used to visualize the relationships between FMEA and FTA elements. Figure C.2 presents

the resulting general table, which includes the events and their respective failure probabilities. Al-

though the nature of these tables results in a condensed visual format here, the high-resolution

output generated by the MSOSA software when saving images allows users to zoom in and clearly

examine individual cells and event labels without any loss of clarity. Figure C.3 illustrates the

dependency matrix that maps basic events to their corresponding logic gates. Figure C.4 provide

the dependency matrix for intermediate and top events, respectively.

Figure C.1: Example of Relationship table between FMEA and FTA elements
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Figure C.2: General Table with all FTA Events MBSE
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Figure C.3: Dependency Matrix for Basic FTA Events
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Figure C.4: Dependency Matrix for Top FTA Events
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Appendix D

Scripts

A critical novelty of this work is the fusion of MBSE and Bayesian Networks, and within that

the development of a python script that automatically creates Bayesian Networks from the MBSE

models. This section presents the Python scripts used to automate the construction of Bayesian

Networks from the MBSE models directly. Figure D.1 shows the script used to clean the depen-

dency matrices and the general table by removing unnecessary information. Figures D.2, D.3,

and D.4 show the different parts of the script that use the cleaned tables and the logic explained in

Section 3.3 to automatically create the BN in the GeNIe software. Figure 4.11 shared the resultant

BN once the elements were accommodated.

Figure D.1: Script to Clean Tables from MBSE
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Figure D.2: Script to convert FTA table into BN Part 1
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Figure D.3: Script to convert FTA table into BN Part 2
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Figure D.4: Script to convert FTA table into BN Part 3
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Appendix E

Networks

This section presents a more detailed view of the networks generated in GeNIe software. Due

to the large number of nodes in the Network Base, only selected examples are shown. Figure 4.12

illustrates the overall distribution of events within the SV-360 network using a bar chart representa-

tion. Figure E.1 shows the basic events within their corresponding submodels. Figure E.2 presents

the CPT of a basic event node with the corresponding assigned failures and success probabilities.

Figure E.3 displays the CPT of an intermediate event node of an intermediate event, showing how

multiple parent failure modes contribute to the probability of the intermediate event. Finally, Fig-

ure E.4 shows the CPT of the top event, illustrating how higher-level failures combine to determine

the probability of the Top event Failure.

Figure E.1: Submodels with assigned basic events
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Figure E.2: GeNIe Basic Event Definition

Figure E.3: GeNIe Intermediate Event Definition
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Figure E.4: GeNIe Top Event Definition
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