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Abstract

The intent of our research is the development of the CAPTCHA system and improve the

accessibility and usability of the CAPTCHA system. Accessibility is one of the two vital

components of a CAPTCHA system. In the current research, we aim to develop a highly

accessible CAPTCHA with great usability for all users and try to create a new security

code (CAPTCHA) which is both image “and” audio based having a relationship model

between them. The system should allow the human user to access the desired website

while hindering the attack machine from intruding with undesired access to the resources.

Every user regardless of their abilities and skills deserves the right to have access to the

web data content with much ease and minimal hindrances while still making it impossible

for the computers and robots to solve, signi�es a good CAPTCHA system. It's the Friendly

Security code CAPTCHA system that can make this happen to realize the goal of achieving

enormous accessibility with a secured anti-bot design.

Thus, we continue our research efforts to build, test and compare the Friendly Security

code CAPTCHA with the existing CAPTCHAs based on Text and Image. We will evaluate

the �nal results to establish the methodology of the Friendly Security code CAPTCHA and

prove its ease in enhancing the accessibility of the CAPTCHA system.
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Chapter 1

INTRODUCTION

1.1 Problem to Solve

In this thesis, we would like to create a new security code (CAPTCHA) which is both

image ”and” audio based, and allows the human user to access the desired website while

hindering the attack machine from intruding with undesired access to the resources. We

will compare the newly developed CAPTCHA (Friendly Security Code) with the existing

CAPTCHA. We will obtain the IRB approval for collecting the data for the human subject

study, followed by the evaluation and comparative analysis of the developed CAPTCHA

with the open source existing CAPTCHA.

The thesis has two phases as mentioned below: In phase one, we will develop a new

Friendly Security code (CAPTCHA). In phase two, we evaluate and analyze the newly

developed CAPTCHA with an existing open source available CAPTCHA for a qualitative

and analytical comparison.



1.2 Signi�cance of the Research

As emphasized in the earlier sections, accessibility is one of the two vital components

of a CAPTCHA system and in the current research, we aim to develop a highly accessible

CAPTCHA with great usability for regular and differently abled users. Every user regard-

less of their abilities and skills deserves the right to have access to the web data content

with much ease and minimal hindrances while still making it impossible for the computers

and robots to solve, signi�es a good CAPTCHA system. It's the Friendly Security code

CAPTCHA system that makes this happen to realize the goal of achieving enormous ac-

cessibility with a secured anti-bot design. Thus, companies these days are driving their

research in enhancing and augmenting greater usability for optimizing customer satisfac-

tion while at the same time diversifying the access to large user community including the

differently abled users.

1.2.1 Research Question

We will address the below research concerns in the current thesis:

Is the newly developed Friendly Security Code CAPTCHA, more accessible than text

and audio CAPTCHA?

Can human users solve the Friendly Security Code CAPTCHA with greater ease as

compared to the existing CAPTCHA?

1.2.2 Hypothesis

Our hypothesis relies on the following two beliefs:
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1. A human user can answer and pass the Friendly Security Code with greater ease as

compared to the existing CAPTCHA based on text and image. Based on our IRB

approved study, the results are coherent with our hypothesis and it turned out to be

true.

2. Regular users encounter fewer errors while using the Friendly Security Code as com-

pared to the existing CAPTCHA based on text and image. Based on our IRB ap-

proved study, the results are coherent with our hypothesis and it turned out to be

true.

1.3 Motivation

These days, websites take utmost care of their data that as the travel and event ticket

sites, etc. or other crucial information like the web-based email, message boards to as-

sure appropriate service to relevant customers without exposing their con�dential content

to automated web robots. Though CAPTCHA serves the purpose of authenticating secure

access to the human users, website access is affected by an extensive amount of accessibil-

ity issues that do not allow some users to access all information presented [26]. Google's

reCAPTCHA gives the following two options that can help enhance usability: requesting

a new set of unique letters if the existing set is illegible and the second choice to play an

audio where these letters are spelled out [22]. Often, it is observed that regardless of how

many times we refresh, we receive always a new set of equally illegible letters. A consider-

able amount of web applications and websites face accessibility issues as they are not well

suited for some people taking into account their type of disability. Thus, it's incumbent to
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develop a Friendly Security Code which has high accessibility with greater ease for users

while securing critical web information from the automated computers and robots.

1.4 Data Collection and Testing Method

With the exploration and perceived accuracy of both qualitative and quantitative re-

search in the human and social sciences, the mixed research method which employs the

mixture of both quantitative and qualitative methodologies is widely acknowledged. This

popularity relates to the fact that mixed methods research methodology continues to estab-

lish and utilize the strengths and advantages of both qualitative and quantitative research.

As the issues addressed by social and health science researchers are complex, the use of

either the qualitative or quantitative approaches by itself are insuf�cient to resolve this

complexity. The interdisciplinary research serves and contributes to the creation of teams

of individuals with diverse scienti�c interests and approaches. Lately, there seems to be

more insight that can be accomplished by the combination of both quantitative and qual-

itative methods than using either one of them by itself. Their combined use provides an

expanded understanding of research problems [8].

Researchers adhering to qualitative methodology are therefore encouraged to orga-

nize their observations, to utilize their sampling techniques and to process quanti�able

methods for enciphering complex data sets. It is usually observed that “With the absence

of survey data, the researcher can only make reasonable approximations about his �eld of

ignorance as an effort to reduce bias” [40]. Survey research can also contribute to better

con�dence in the authenticity of the results. Conversely, researchers with quantitative inter-
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ests are encouraged to publicize “the potentialities and impacts of social observation” [30].

While among other assets, �eld methods can contribute to survey analysis on the validation

of results, statistical relationship interpretation and the explanation of puzzled �ndings [36].

Thus, informants can be utilized during quantitative research [3] and “holistic interpreta-

tion” of context variables is usually used to throw light on this quantitative data [10]. Very

implicitly, the correct selection of a research site is predominantly an extensive function of

quality data as is the process of designing and testing a survey instrument [24].

1.4.1 Test Methodology

The current research relies on and makes use of the mixed method of data collection

and research processes that combines both qualitative and quantitative data.

1.4.1.1 Quantitative Method

The Quantitative data collection and evaluation methods rely on random sampling

collection and structured data processing instruments that use diverse experiences into pre-

set response categories. They yield results that can be substantially summarized, compared

and generalized. This criterion was used for measuring the feasibility, error occurrence,

and the overall time needed for the accomplishment of each task.

Quantitative research deals with testing hypotheses prepared and derived from theory

and which can be used to estimate the size of an interesting phenomenon. Based on the

research question, participants can be randomly assigned to various treatments. Based

on the feasibility, the data is collected on the participant and situational characteristics to

statistically analyze their in�uence on the dependent, or outcome variable. If the intent is
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to generalize from the research participants to a larger population, probabilistic sampling

is employed to the selected participants.

Typical quantitative data gathering strategies include the following:

� Experiments and clinical tests

� Observing and recording already de�ned events (for example, the counting of the number

of patients who are waiting in an emergency room at given time of the day).

� Retrieving important data from the management information systems.

� Administering and conducting surveys with closed-ended type questions (for example,

conducting face-to-face, telephone interviews, and questionnaires).

Questionnaires can be of Paper-Pencil or Web-based type. Paper pencil-questionnaires

are distributed to a large number of people, and the respondents can be truthful while re-

sponding to them but they have disadvantages of the fact that majority of these users who

receive questionnaires for evaluation doesn't return them and those who do have no repre-

sentation of the originally selected sample.

Web-based questionnaires are a new and inevitably growing methodology and use

Internet-based research. This works by receiving an e-mail in which you are directed to

click on a website address that takes you to a secure and safe web-site to �ll the given

questionnaire. This type of research is regarded to be often quicker, less detailed. The

reason being the participant doesn't need to provide a lot of his personal details and doesn't

need to write a lot to give his opinion except making some clicks. Some disadvantages of

this method include the exclusion of people who do not have a computer or are unable to

access a computer. In our research, we adopted the Web-based questionnaires as part of the

Quantitative data collection method.

6



1.4.1.2 Qualitative Method

Qualitative data collection method play a vital role in impacting the study through

relevant information helpful to decipher the processes of the observed results and assess the

behavioral reaction of people's perceptions. Furthermore, these methods can be very useful

in improving the worthiness of survey-based quantitative procedures by helping generate

hypothetical evaluation studies; augmenting the design of survey based questionnaires and

explicating or clarifying the quantitative research studies [15].

These methods were usually characterized by the below attributes:

� They are incline towards open-ended nature with less structured protocols (i.e., researchers

have the independence to modify the data collection strategy by re�ning, adding or

removing techniques and informants).

� They rely extensively on interactive interviews; respondents can be interviewed multiple

times to track on a particular issue, explicate concepts or validate the reliability and

accuracy of data.

� They employ triangulation technique to enhance the credibility of the �ndings (researchers

make use of diverse data collection methods to con�rm the authenticity and consis-

tency of their results).

� Usually, their observations are not generic to any particular population, rather each case

study generates a vital evidence that can be used to draw general patterns for diverse

studies of the similar issue.
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Data collection in a qualitative study involves great insight and quality time in recording

any potentially useful data thoroughly, accurately and systematically and later evaluating,

interpreting the results in an accurate method.

Thus, the current research uses the mixed method of data collection and analysis

that combines both quantitative and qualitative data for better credibility and accuracy of

results.

1.4.2 Instruments

Instruments are used through every corner of the world and in every domain indus-

try for testing a product prototype during its development and production. Humans were

considered as the best samples to validate the accessibility and usability of a CAPTCHA

system. The main objective of a good CAPTCHA is to make the website content secure

while at the same time ease the human interaction and curb the intrusion of the robots.

1.4.2.1 Amazon's Mechanical Turk (AMT)

Amazon's Mechanical Turk (AMT) is a novel, open online marketplace for getting

work done by others. AMT is a fast growing website that contributes the required elements

to conduct the research. It has an integrated participant system with a large pool of par-

ticipants and a streamlined process of design study and data collection methods [2]. AMT

augments a large, diverse users of over 100,000 from around 100 countries who partici-

pate and accomplish many thousands of tasks everyday [29]. AMT is a fast popularizing

online marketplace from Amazon where requesters can �nd workers to solve Human In-

telligence Tasks (HITs) [39]. Amazon Mechanical Turk began in 2005 with the service to

8



“crowdsource” labor intensive cumbersome tasks and has evolved now as a good source of

experimental research subjects [13]. AMT is designed to resolve problems that are tough

for a computer to solve but relatively easy for humans. Functionally, the AMT service

was started as a nice approach to crowd-sourcing problems and has been extensively used

currently to gather annotated data on diverse tasks, including classi�cation of images and

hindering of porn for websites. Individuals register as “requesters” (who create the ques-

tionnaire) or “workers” (who were paid for completing the task). People usually post any

particular task that can be solved using a computer (like the surveys, writing, experiments,

etc.) using simple technical templates, and the workers were connected to an external on-

line survey tool (like the SurveyMonkey). AMT participants from over 50 different coun-

tries and all 50 U.S. states work to take the questionnaire. The gender percentage splits

were similar and comparable for the standard Internet users (57% female) and AMT (55%

female) sample users [16]. [16].

AMT channels the requestors and the workers in a systematic method that when the

creator post the questionnaire, the workers access the website and �nd a list of tasks sortable

per the criteria with the size of the reward included and the maximum time assigned for the

completion of a questionnaire. Users can see the brief description of the task and can pre-

view it before accepting and proceeding to work on them. Tasks are usually simple enough

to solve them in only a few minutes as such the tagging of an image, audio transcriptions

and completing the survey. Relatively complicated tasks were divided into series of smaller

easy questionnaires that can check and validate workers' HITs [28]. Once they completes

the job, the requester pays him for his time and efforts and these rewards are usually as

9



low as $0.01 while seldom exceeding $1. When translated into an hourly wage method,

workers show interest with the willingness to work for around $1.40 an hour [18].

Though AMT is widely popular for carrying out human participation analysis, its

distributing labeling work exposes the requester to quality risks. Verifying the quality of

every submitted answer by the worker is considerably expensive and nulli�es the many

advantages of crowdsourcing. The time and cost involved in verifying the accuracy of the

given answers are at par comparable to the efforts and cost that may incur while completing

the task itself [21]. The commonly used solution for this challenge is to rely and emphasize

on the redundancy and repeated labeling. The same task is assigned to and solved by

multiple workers and later using the rules of majority voting, it is feasible to identify the

correct answers. This solution of using redundancy helps not just in �nding the correct

answers for each assigned task but also measures the labeling quality of the workers and

the solution methods that are proposed based on an expectation maximization algorithm [9].

Current research rely on AMT for channeling requesters and providing easy access

to human intelligence as it is the best-suited service to conduct the task of solving captchas,

which eases the human interaction and hinders automated robot's intrusion.

1.4.2.2 Tasks

We aim at accomplishing the task of answering the question, how good are Humans at

Solving CAPTCHAs. Using AMT, we gauged and evaluated the human response to a larger

Scale for establishing the comparison between the CAPTCHA based on Text, Friendly

security code CAPTCHA and the existing CAPTCHA based on Images.

10



1.4.2.3 Questionnaire

In the current research, we came up with a variety of questionnaire for receiving

human users responses in answering which is the most usable and accessible CAPTCHA

for diversi�ed users including users with disabilities for evaluation and comparison be-

tween the CAPTCHA based on Text, Friendly security code CAPTCHA and the existing

CAPTCHA based on Images.

1.4.3 Human Subject Samples

It was commonly observed that people from poor and developing countries usually

be willing to work and provide efforts for very low wages as workers in the AMT. How-

ever, until recently, Amazon.com started paying out cash to the workers who had a bank

account details in the U.S., with others were paid with through an Amazon.com gift cards.

This was discouraging for workers from non-US countries as the past demographic stud-

ies found that 70 – 80% of AMT workers were from the USA and that Mechanical Turk

workers were a close representation of the U.S. Internet users. However, it was found that

recently the worker's population on Mechanical Turk has evolved signi�cantly, with an

enormous proportion of Indian subjects studied in recent experiments, thereby creating the

need for the latest survey of the workers [20]. AMT tries to include people from different

demographics of the world for the research results to be accurate, re�ecting the diversity

of the human behavior throughout the world originating from various cultures, intelligence

and language skills.
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1.4.4 Institutional Review Board Overview

Though scienti�c research has yielded outstanding social bene�ts, it even generated

some ethical concerning questions. On the day of July 12, 1974, the National Research Act

founded the Institutional Review Boards to monitor and review behavioral and biomedical

research that involve human subject studies. In March of 1983, the existing Federal regu-

lations that detail the preliminary Health and Human Services Policy for protecting human

research subjects was adopted and later updated on August 19, 1991 [4].

Institutional Review Boards (IRBs) are a type of organizational boards formed by

the federal government to ensure protection of the welfare rights of the involved human

subjects in research. IRB is responsible for reviewing, observing and approving studies in

both clinical, medical and organism response involving people. The IRB review intends to

review and tracks the research studies engaging human subjects, to ensure ethical standards

being practiced during the process for the protection and care of human subjects. All the

research activities should be in compliance with the pertinent regulations (like the federal,

state and local).

The IRB then approves it based on the determination and identi�cation that the below

requirements had been ful�lled:

� Risks to human subjects are minimized and mitigated by using standard procedures that

are consistent with healthy research design and doesn't put the samples at stake.

� Risks to the mentioned subjects are reasonable about anticipated bene�ts from the study

that can impart signi�cant knowledge expected from the result.

� The consideration and selection of subjects are equitable.
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� The prospective subject or his legally authorized representative should give consent for

the willingness to contribute.

� Where ever possible, the research study should make relevant provision for monitoring

and review the data collected to assure the safety of subjects.

The above IRB's assessment of risks and the anticipated bene�ts expected from the

study which involves a series of steps were detailed in the guide book of IRB [1].

1.4.4.1 Institutional Review Board Approval

The IRB approval and the outlined process is designed with the intention and prin-

ciples in mind to protect the welfare rights of the research subjects. The IRB has the sole

authority to approve, suggest necessary modi�cations to secure approval, or disapprove the

research study. This group review of the Board serves a vital role in the care and protection

of the welfare rights of people under research subjects.

In the current research, we set the methodology of conducting the research survey,

distributing the questionnaire to human users, receiving their responses through the AMT

and submitted the �nal results for the IRB approval.

We received the IRB approval dated: 03/04/2016 with the following details:

IRB PROTOCOL NO.: 16-136.

Protocol Title: Friendly Security Code-Based Image and Audio.

Principal Investigator: Khalid Alharbi.

Faculty Advisor if Applicable: Sudhanshu Semwal.

Application: New Application.

Type of Review: Exempt 4.
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Risk Level: No more than Minimal Risk.

Renewal Review Level (If changed from original approval) if Applicable: N/A No

Change.

This Protocol involves a Vulnerable Population: N/A (No Vulnerable Population).

The IRB approval endorses and authenticates the ethical standards and quality pro-

cedures followed while conducting the human participation study in our current research.
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Chapter 2

BACKGROUND

Web Services contribute as useful applications available on the Internet. These Web

Services include free e-mail accounts, discussion board, blogs, chats and on-line booking,

etc. There remains an impinging issue on how to protect and avoid massive and automated

access to these web sources by malicious robots and spyware. These robots can access

and jeopardize highly crucial data if adequate security measures are not taken to stop their

intrusion. Our motivation is to develop a security system which will curb and restricts this

intrusive access by the spyware, automated robots, and bots.

2.1 Literature Review

The CAPTCHA (Completely Automated Public Turing Test to Tell Computers and

Humans Apart) is a program extensively used by the web services that can distinguish the

human user from the attacking machines like robots and restrict the unintended, automated

access by generating the grade test [41]. CAPTCHA was typically used for the online

services where authenticated access is the primary concern. The unique and important



feature of CAPTCHA is its design to be easily read and solved by humans while remaining

impossible for the automated robots to solve. CAPTCHAs are used to guard access with

additional security to web resources and therefore, prevent automated bots from abusing

and corrupting the web content. It serves as a guarding system that works as a tool to check

web Bots from exploiting and intruding online services on the Internet that includes free

email providers, wikis, blogs, etc. Different web services these days like the Google, Yahoo

and the Bing, etc. use CAPTCHA to differentiate and categorize an authenticated user from

malicious software. CAPTCHAs are also currently used primarily in the websites which

provide access to sensitive and crucial data, such as the bank and credit card accounts.

CAPTCHA creates a mechanism which helps users protect themselves from spam and

password decryption by taking a simple test. CAPTCHA test was usually based on open

problems of Arti�cial Intelligence like recognizing distorted text embedded in images or

identifying a visual image [41]. These open questions should be dif�cult for computers to

solve but can be easily solved by a human.

The security component of a CAPTCHA determines its strength and ability to resist

malicious attacks. While at the same time, a good CAPTCHA system protecting a web

application should also be user-friendly and transparent, aiming to minimize the added in-

tellectual effort of a casual user interacting with the application [14]. ]. Lately, it's been

observed that the use of the CAPTCHA content on many websites, sometimes provokes

accessibility barriers that prevent Web content access to people with disabilities. Thus,

the users with disabilities or diverse abilities are �nding it dif�cult to access the Web and

CAPTCHA system [26]. To deal with these accessibility barriers, most users with disabil-

ities have to be helped by other people. We feel that it is important to create an accessible
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Web which can enhance access and provide equal access opportunity to the people with

diverse abilities. It's very surprising that there has been a little study of the usability as-

pects of CAPTCHA. A W3CWorking Group report indicated that the regular CAPTCHAs

can create a serious accessibility concern to “users with disabilities like the blind, low vi-

sion people or someone with a learning disability like dyslexia”, and they discussed the

potential alternatives for human veri�cations in the websites [25]. The W3C in Web Con-

tent Accessibility Guidelines (WCAG) 2.0 recommended that “other alternative methods

of CAPTCHA that uses output modes for various types of sensory perception need to be

considered to accommodate different disabilities” [34]. However, the W3C didn't discuss

the viable methods to improve the usability of CAPTCHAs. The only work concentrated

on addressing the usability aspect of CAPTCHA design known to us [6] ascertained that a

good CAPTCHA needs to be “human-friendly”, and it analyzed the impact of several text

distortion techniques available on the usability aspect of a CAPTCHA system developed

by Microsoft. Studies were conducted discussing the criteria for evaluating the accessi-

bility of CAPTCHAs like the distortion, content, and the presentation for text-based and

audio based CAPTCHAs [43]. Colors are also used in CAPTCHAs to enhance their acces-

sibility relying on the fact that colors facilitate recognition and make CAPTCHA images

compatible with the website page color so they can look less intrusive [11].

Therefore, an ”accessible” CAPTCHA should be a mechanism that curtails the ac-

cess of robots but not the access of a human user regardless of his language, knowledge,

intellectuality or whether the user has any kind of disability that hinders his interaction with

Web content.

An accessible CAPTCHA system must satisfy the following three characters [19] :
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� A Human can recognize the contents and get connected with ease.

� Prevent robots to pass the web access or to protect against them in the processing cost

(e.g. time) due to continuous attack.

� It should generate with greater ease and comfort.

The important and fundamental purpose of our thesis is to protect the website against

attack machines (automated robot, bots, etc.). Thus, security is a vital component in build-

ing a CAPTCHA. However, another vital area of a proposed CAPTCHA system is the

accessibility, which will be the focused area and the major topic in my thesis.

2.2 Types of CAPTCHA

Recently, different types of CAPTCHA systems has been developed and explored.

All of the research results can be sub-divided into four categories:

� Text-based.

� Image-based.

� Audio-based.

This categorization is based on the type methodology used within the CAPTCHA

mechanism. For example, the user when trying to access a website has to answer a distorted

text or identify an image. The user is expected to �nd and replicate the exact pattern for

solving the text-based CAPTCHA. If image based CAPTCHA, the user should �gure out

the correct details of the image which truly matches with the image. I will discuss the

following three widespread types of CAPTCHA in the sections below:
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2.2.1 CAPTCHA Based on Text

Text-based CAPTCHA is highly intuitive to users, making easy for them to use with-

out learning or training. These Captchas are well known these days as the identi�cation

of noisy, degraded and distorted text with a cluttered background is something that hu-

mans can perform with greater ease as compared to Bots [38]. The popularity of these

CAPTCHAs lies in the fact that they offer many advantages [7], as being easy for user's

throughout the world, having minimum localization issues concerning the characters used

and of great potential to provide better security. These are widely implemented in many

famous websites like the Yahoo, Hotmail, Gmail, YouTube, and PayPal.

Gimpy is one of the many CAPTCHAs that were based on reading the distorted

text. It utilizes the human ability to read extremely distorted and corrupted text with least

dif�culty which the automated computer programs can't do with ease. The gimpy principle

is based on choosing a random number of words from the dictionary and displays them in

a corrupted and distorted form of an image. It then queries the user to type them as shown.

While human users can type the shown letters with relative ease, bots simply can't do the

same. Figure 2.1 shows an example of Gimpy [43].

The text based captcha can identify the character and digit through Optical character

recognition (OCR) technique [31]. In this kind of CAPTCHA, the user has to type charac-

ters and letters as in the distorted picture to access sensitive data or a registration form by

Optical Character Recognition.

ReCAPTHCA, a character labeling based CAPTCHA is a free service that helps to

digitize books, newspapers and old time radio shows. It is a user-dialogue system originally
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Figure 2.1: GIMPY User Interface.

developed by Luis von Ahn, Ben Maurer, Colin McMillen, David Abraham and Manuel

Blum at Carnegie Mellon University and later acquired by Google in September 2009. The

intent behind reCAPTHCA is to channel the effort spent solving CAPTCHAs online into

”reading” books. On an average, 200 million CAPTCHAs are solved by humans around

the world every day, spending roughly 10 seconds of human time for each CAPTCHA [27].

ReCAPTCHA improves the process of digitizing books by sending words that cannot

be read by computers to the Web in the form of CAPTCHAs for humans to decipher. More

precisely, words hard to read by OCR is placed on an image and used as a CAPTCHA.

Each new word which can't be read properly by the OCR is shown to the user in pair with

another word whose answer is known. The user then reads and enters both the words. If

they solve the one with known answer, the system considers their answer to be correct for

the new word. The system then shows this new image to some other people to establish

greater con�dence, if the original answer was entered correctly. Figure 2.2 demonstrate

reCAPTCHA example.
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Figure 2.2: reCAPTCHA.

2.2.2 CAPTCHA Based on Image

Although text-based CAPTCHA is widely used on account of its ease of access on

the internet with less discomfort to the user, but these Visual OCR based text CAPTCHAs

are more vulnerable as there are a lot of correlation algorithms available over the Internet,

which can easily break these CAPTCHAs [37]. Distortion might help to make text-based

CAPTCHAs highly secured, but they introduce substantial discomfort to the user in deci-

phering them. To resolve this issue a new picture based or image based or graphics based

Visual non-OCR CAPTCHA was introduced. This image based CAPTCHA comes with

its own advantages as the fact that any malicious program cannot carry out segmentation

using edge detection and thresholding or random guessing and matching of shapes. So far,

the image-based CAPTCHAs based on non-OCR are safe to use as they employ natural

ability of the person's eye to identify the picture. In these, the users are asked to guess

the images that have some similarity and the user is required to identify the picture. These

CAPTCHAs based on an image has many styles depending on the pattern of their dis-

play. While some of them offer high security, yet accessibility is the law. One of them is

the Image-Based CAPTCHA Generation System, which is invented using a considerable
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amount of pseudo-randomness [42]. Image based CAPTCHAs incorporate, the concept

of Sequencing in Picture CAPTCHA (SPC). SPC generation can be classi�ed into inher-

ent and non-inherent sequencing techniques. The former sequencing does not rely on tags

while the latter relies on. These CAPTCHA's comprise of object pictures, each of which

may be accompanied by a Tag. The user is questioned to determine the logical sequence

of the displayed object images based on the Tags. Inherent sequencing uses the generation

scheme in which objects are used and non-inherent sequencing displays explicit Tags for

determining the sequencing [32]. These SPCs comes with two levels of security measures

with the �rst one being the recognition of objects in images and the second one identi�es

their logical sequence [37].

J. Elson et al. formally introduced Asirra (Animal Species Image Recognition for

Restricting Access), a cat or dog labeling based CAPTCHA design [23].They presented

Asirra CAPTCHA mechanism, which asks the users to recognize images that depict cats

over 12 images [12] , as shown in Figure 2.3 below.

The beauty of Asirra lies on its prudent methodology of using the database from

Pet�nder.com. The vital asset of Assira is its extensive database of images, which they

achieved by collaborating with Pet�nder, who provided them with over three million pic-

tures of cats and dogs. But however gigantic, these set could be it would still be static

and all these objects in the database can be labeled in time. This turned out to be an issue

with image-based CAPTCHAs that the image database is always static, and the Asirra may

suddenly lose its security with the database compromised. For example, an attacker may

cheap labor to classify all three million images. Also, a typical Asirra CAPTCHA requires
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Figure 2.3: Asirra.

more screen space than a traditional text-based CAPTCHA and are not accessible to those

with visual impairments.

2.2.3 CAPTCHA Based on Audio

Visual non-OCR Image based CAPTCHAs make some users encounter the prob-

lem of image identi�cation who suffer low vision or an account of blurring of pictures.

An alternate solution to the Visual non-OCR CAPTCHAs is the non-Visual Audio-based

CAPTCHAs. The audio-based CAPTCHAs rely on the sound-based systems. This CAPTCHA

was developed for visually impaired users and contains downloadable audio clips. Here, the

user �rst listens and then submits the spoken word [31]. The �rst sound based system name
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ECO was introduced by Nancy Chan, a student from the City University of Hong Kong.

The audio-based CAPTCHAs relies on the distinctive ability between computer machines

and humans in recognizing spoken language. These CAPTCHAs chooses a sequence of

digits and words randomly from the database and restructures them into sound clips and

distorts them. The distorted sound clip is subsequently shown to the user to submit the

correct answer. The user needs to enter the same words as spoken in the audio clip [44].

An example of an audio-based CAPTCHA is presented in Figure 2.4 below.

Figure 2.4: Audio ReCaptcha
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Chapter 3

METHODOLOGY

This Chapter describes and establishes the advantages of the Friendly Security Code

CAPTCHA as compared to the CAPTCHA based on Text and the existing CAPTCHA

based on Image with its better usability and accessibility. We will explicate in detail, the

design composition, and the human participation research for each task as we presented to

the user participants in the AMT.

3.1 Implementation

Currently across U.S.-based workers on the AMT, females (64.85%) are more pre-

dominant than males (35.15%). This overabundance of females is relatively consistent for

most of the research subjects conducted through the Internet and usually hint that women

having easy access to computers these days (either at home or work) or the gender differ-

ences have an impact on the motivation. It is noted, though that many workers also par-

ticipate to Mechanical Turk for nonmonetary purposes, such as entertainment with 40.7%

users and others for “killing time” with 32.3% users. While 69.6% of the U.S. AMT work-



ers reported that they believe Mechanical Turk is a healthy and fruitful way to enjoy their

free time rather than watching TV [5] [17].

The implementation procedure presented to the AMT participants doesn't require a

big investment on the user to undertake the test except the preliminary access to an in-

ternet connection, a Computer, mouse, keyboard with the speaker system to access the

desired website and participate in the questionnaire to review the Friendly Security Code

CAPTCHA. This minimum set of requirements is accessible and available to demographic

users across the globe with greater ease.

3.1.1 Survey

In our current research study, we uploaded the desired questionnaire, and the Friendly

Security Code CAPTCHA designed methodology in the AMT. An overall of 54 human user

workers participated with a diversi�ed background. They were encouraged to complete the

presented questionnaire with due diligence and participation after obtaining their consent

to furnish the following demographic information while conducting the survey:

� Age Group.

� Gender.

� Race/Ethnicity.

� Education.

The following is the information obtained below at the end of the survey.
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3.1.1.1 Age Group

AMT Workers who actively participated in our survey were spread from the age

group of 18 years to 64 years old. They represented people of various intellectual levels

from the population within the USA and throughout the global population of Internet users.

We observed that the major percentage (42.59%) of the workers were in the age group

of “25-34” years old which bolster and re�ects the accuracy of our survey results as humans

are known to work and perform arguably at the apex of their intellectuality and capability

in the age group of “25-34.”

The next higher percentage (24.07%) of the workers were in the age group of “35-44”

years old, followed by the users in the age group of “45-54” with a percentage of (16.67%).

The overall intellectual maturity of the users in the survey turned out to be on the positive

side with the majority of them in the age group of “25-54”.

Below is the Figure 3.1 representing the number of participants and the respective

age group for quick understanding of the worker's intellectual maturity.
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Figure 3.1: The Number of Percentage of Age.
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3.1.1.2 Gender

In our research survey, an overall of 54 workers participated with the majority of

the workers being males 34 in number, with a dominating percentage of 62.96% while the

female participation, 20 in number was 37.04%. There was a healthy ratio of males to

females in answering the questionnaire and re�ected the greater accuracy of the �ndings

from the research survey.
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Figure 3.2: The Number of Percentage of Gender.
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3.1.1.3 Race/Ethnicity

In our research survey, of the overall 54 workers participated the race, ethnicity, and

background for many of them were “American Whites” with a major percent of 70.37%.

The next major nationals were the Latino (11.11%), followed by the African Americans

(9.26%).

There was a resemblance of diverse users from different nationalities in the survey

participation.

Below is the Figure 3.3 representing the number of participants and their respec-

tive race and ethnical background for a quick understanding of the worker's cultural and

language skills.
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Figure 3.3: The Number of Percentage of Race/Ethnicity.
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3.1.1.4 Education

In our research survey, of the overall 54 workers participated 50% of them were Col-

lege graduates and higher level educated, followed by 35.19% of undergraduate College

going students or Associate degree level participants. These numbers reinforce and aug-

ments the �delity of the current research survey with a majority of the participants (85.19%)

being college level and more educated.
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Figure 3.4: The Number of Percentage of Education.
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3.1.2 Friendly Security Code CAPTCHA Design

In the below section, we proceed to discuss the design methodology of our Friendly

Security Code CAPTCHA and the different models we proposed for enhancing and im-

proving the usability and accessibility of the CAPTCHA systems.

Our Friendly Security Code CAPTCHA system consists of �ve different models with

the intent of encapsulating and focusing on the relationship criteria which proves to be com-

paratively simple, accessible yet very powerful in preventing undesired access by robots to

the website contents.

The following are the different models that we will be detailing for the Friendly

Security Code CAPTCHA system:

1. The Friendly Security Code CAPTCHA's First Model:

The �rst model of our Friendly Security Code CAPTCHA system relies on the sim-

ple, yet very ef�cient relationship between the sound of the Horse and the saddle

used to ride the horse.

The human user after listening to the sound of the Horse neighing need to select the

visual image of the Saddle from the four pictures appearing on the screen to testify the

correct answer. This relationship model between Audio and Image of our Friendly

Security Code CAPTCHA system overpowers the disadvantages of the dif�cult and

cumbersome solving of the Text CAPTCHAs.

As shown in the below Figure 3.5, the user selects the image 3 (Saddle) for getting ac-

cess to the website content and thereby preventing undesired access to the automated

robots.
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Figure 3.5: The Friendly Security Code CAPTCHA's Frist Model.
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2. The Friendly Security Code CAPTCHA's Second Model:

The second model of our Friendly Security Code CAPTCHA system relies on the

simple yet very ef�cient relationship between the sound of the Thunder and the Cloud

image which are the sign alarms for the onset of thunders.

The human user after listening to the sound of the Thunder need to select the visual

image of the Cloud from the four pictures appearing on the screen to select the correct

answer. This relationship model of our Friendly Security Code CAPTCHA system

again helps in overpowering the disadvantages of the dif�cult solving of the Text

CAPTCHAs.

As shown in the below Figure 3.6, the user selects the image 2 (Cloud) for getting ac-

cess to the website content and thereby preventing undesired access to the automated

robots.

37



Figure 3.6: The Friendly Security Code CAPTCHA's Second Model.
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3. The Friendly Security Code CAPTCHA's Third Model:

The third model of our Friendly Security Code CAPTCHA system relies on the sim-

ple yet very ef�cient relationship between the sound of the birds chirping and the

Cage image which are the used to keep the pet birds in homes.

The human user after listening to the sound of the chirping of the birds need to select

the visual image of the Cage from the four pictures appearing on the screen to select

the correct answer.

This relationship model of our Friendly Security Code CAPTCHA system again

helps in overpowering the disadvantages of the tough solving of the Text CAPTCHAs.

As shown in the below Figure 3.7, the user selects the image 1 (Cage) for getting ac-

cess to the website content and thereby preventing undesired access to the automated

robots.
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Figure 3.7: The Friendly Security Code CAPTCHA's Third Model.
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4. The Friendly Security Code CAPTCHA the Fourth Model:

The fourth model of our Friendly Security Code CAPTCHA system relies on the

simple yet very ef�cient relationship between the sound of the dog barking and the

Pet food image which are the a clear sign of dog's food.

The human user after listening to the sound of the barking dog need to select the

visual image of the Pet Food from the four pictures appearing on the screen to select

the correct answer.

This relationship model of our Friendly Security Code CAPTCHA system again

helps in overpowering the disadvantages of the tough solving of the Text CAPTCHAs.
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Figure 3.8: The Friendly Security Code CAPTCHA's Fourth Model.
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5. The Friendly Security Code CAPTCHA the Fifth Model:

The �fth and the last model of our Friendly Security Code CAPTCHA system relies

on the simple yet very ef�cient relationship between the sound of the car ignition

starting and the Wheel image which are an obvious part of a car.

The human user after listening to the sound of the car ignition starting need to select

the visual image of the Wheel from the 4 images appearing on the screen to testify

the correct answer.

As shown in the below Figure 3.9, the user selects the image 4 (Wheel) for getting ac-

cess to the website content and thereby preventing undesired access to the automated

robots.
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Figure 3.9: The Friendly Security Code CAPTCHA's Fifth Model.

44



3.1.3 CAPTCHA Based Text Design

In our current research of comparing the Friendly Security Code CAPTCHA process

methodology with other CAPTCHAs in the AMT and encouraging the human users to

answer the questionnaire after walking through the different models of the CAPTCHAs,

we ask the user to pass the Text-based CAPTCHA, Friendly Security Code CAPTCHA

and the Image-based CAPTCHA.

Under the Text-based CAPTCHA, the user is shown a distorted image of a text letters

and prompted to enter the correct characters of the word with its alphabets and numeric.

As shown below Figure 3.10, the user enters the characters of the word displayed and

hit the submit button.

The AMT workers were given with �ve such sub-tasks of answering the words shown

and then answer a �nal questionnaire on their opinion on the dif�culty level of the tasks.

We can see in the next section of results discussion that the majority of the AMT

workers found the text-based CAPTCHA words to be dif�cult to solve, which counteracts

the de�nition of a good CAPTCHA system to make the task easy for the human users to

complete.
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Figure 3.10: CAPTCHA Based Text Design.
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3.1.4 CAPTCHA Based Image Design

In our current research, one of the other CAPTCHAs in the AMT that we are compar-

ing is the Image-based CAPTCHA. In this task, the user is shown an image with a distorted

emotion and a drop down list of the possible emotions to select from them. The user needs

to pick the correct matching emotion from the drop down menu and submit his answer.

As shown below Figure 3.11, the user selects the correct matching emotion from the

drop down menu for the given image and hit the Next Subtask button.

The AMT workers were given with �ve such sub-tasks of identifying the different

emotions displayed in the picture and then selecting the correct matching emotion from the

drop down menu for the given one.

The following lists of emotions were used for the users to identify the matching

image:

� Fear.

� Anger.

� Joy.

� Love.

� Surprise.

� Sadness.
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Figure 3.11: CAPTCHA Based Image Design.
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We can see in the next section of results discussion that many of the AMT workers

found the Image-based CAPTCHA to be comparably dif�cult to solve than our Friendly

Security Code CAPTCHA system.

49



Chapter 4

DISCUSSION

4.1 Discussion of the Results

In this section, we continue to discuss the �nal results of our research study through

the AMT with human user's participation and their judgment for the Friendly Security Code

CAPTCHA as compared to the CAPTCHA based on Text and the existing CAPTCHA

based on Image. We try to present and discuss the experimental results of this study in the

context of usability and we will use the statistical analysis to analyze the results.

Usability is one of the core issues in CAPTCHAs design and Human-computer in-

teractions. There are various de�nitions, most notably in ISO 9241–11.

It is referred to as “the maximum extent of product usage by speci�ed users to achieve

particular goals with consistent effectiveness, ef�ciency and satisfaction when given in a

speci�ed context of use.” The key terms in this de�nition of usability are:

Effectiveness: Can the user achieve their goals with accuracy?

Ef�ciency: Can this be achieved with minimal resources: time, physical, and mental

effort?



Satisfaction: Do users feel comfortable or happy in doing this?

For many years, user satisfaction has been signi�cantly ignored, but more recently

affective issues such as motivation, trust, enjoyment, and engagement have become in-

creasingly important. The concept of usability is quite gaining attention with broad per-

spective [35]. At the lowest level, there is the visual layout of information and controls on

a screen or a physical appliance and their immediate behavior. At a higher level, one also

has to take into account the whole social and organizational context: the people who use the

designed system, their beliefs and values, the purpose and constraints of the design [33].

4.1.1 Quantitative Method

Quantitative data collection method is generally used for measuring the feasibility,

error occurrence and the time needed for completing each assigned task under discussion.

Below are the tabular columns with details of the error rate when the AMT work-

ers were assigned the task of completing the �ve sub-tasks of the Text-based CAPTCHA.

It is noted that out of the overall 270 tasks, the error rate with the incorrect ones were

predominantly high with 63.70% for the Text-based CAPTCHA responses by the human

users.

Number of tasks Percentage
Incorrect 172 63.70%
Correct 98 36.30%
Total 270 100%

Table 4.1: Error rate of CAPTCHA based Text.

Below are the tabular columns with details of the error rate when the AMT work-

ers were assigned the task of completing the �ve sub-tasks of the Friendly Security Code
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CAPTCHA. It is noted that out of the overall 270 assignments, there was a spectacular suc-

cess rate of 98.89% with the error rate and the incorrect ones being only a meager amount

of 1.11% for the Friendly Security Code CAPTCHA responses by the human users.

Number of tasks Percentage
Incorrect 3 1.11%
Correct 267 98.89%
Total 270 100%

Table 4.2: Error rate of Friendly Security Code CAPTCHA.

Lastly, below are the tabular columns with details of the error rate when the AMT

workers were assigned the task of completing the �ve sub-tasks of the Image-based CAPTCHA.

It is noted that out of the overall 270 assignments, there was the considerable success rate

of 76.30% though lesser than the Friendly Security Code CAPTCHA success rate with

the error rate and the incorrect tasks standing at 23.70% for the Image-based CAPTCHA

responses by the human users.

Number of tasks Percentage
Incorrect 64 23.70%
Correct 206 76.30%
Total 270 100%

Table 4.3: Error rate of CAPTCHA based Image.

With the prior section details of the Gender, Age, Education, Race of the AMT work-

ers, the design methodologies of all the CAPTCHAs in discussion and the error rates sta-

tistical percentages we now proceed to compare the usability features including the effec-

tiveness, ef�ciency, and the user satisfaction for all the CAPTCHAs.
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4.1.2 Effectiveness

In this section, we will measure the effectiveness of CAPTCHA Based Text, Friendly

Security Code CAPTCHA and CAPTCHA Based Image. As mentioned from the prior

sections, for the Text-based CAPTCHA the participant was asked to type distorted text

between 9 to 10 characters and digits and we measured the total number of errors the users

encountered for this CAPTCHA. For Friendly Security Code CAPTCHA, the participant

was asked to choose the picture that is related to sound clip based on our relationship

model. There were four pictures of which one corresponds to the correct relation with

the clip played. We measured the total number of incorrect errors encountered by all the

AMT participants. Lastly, for the third one, the CAPTCHA based on Image, we asked the

participants to select the appropriate word from the menu drop down list matching to the

picture with emotion. We measured the total number of incorrect errors encountered by all

the AMT participants for this CAPTCHA.

The research question answered in this section is that “Is the newly developed Friendly

Security Code, more accessible than text and image CAPTCHA?”

Yes, based on the above statistics we can con�rm that the Friendly Security code

CAPTCHA is more user-friendly with great access while generating lowest number of

error percentages by the AMT workers in solving the CAPTCHA.

Thus, our research hypothesis proves to be correct that a human user can answer

the Friendly Security Code CAPTCHA with greater ease as compared to the existing

CAPTCHA based text and image.
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In �gures below, it's shown that the correct answers and the success rate percentage

for the Friendly Security Code CAPTCHA are highest as compared to the CAPTCHA

based on Image and CAPTCHA based on Text.
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Figure 4.1: The Number of tasks of CAPTCHA Based Text.
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Figure 4.2: The Number of tasks of Friendly Security Code CAPTCHA.
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Figure 4.3: The Number of tasks of CAPTCHA Based Image.
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In �gures below, it's shown that the correct answers and the success rate percentage

for the Friendly Security Code CAPTCHA are highest as compared to the CAPTCHA

based on Image and CAPTCHA based on Text.
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4.1.3 Ef�ciency

In this section of our current research, we continue to evaluate the second important

feature of usability i.e. Ef�ciency. It determines how best we can generate the output with

fewer input resources. The inputs can be the time and efforts that the user may spend to

pass through the CAPTCHA and get access to the website content.

We will evaluate the ef�ciency of CAPTCHA Based Text, Friendly Security Code

CAPTCHA and CAPTCHA Based Image. As mentioned from the prior sections, for the

Text-based CAPTCHA the participant was asked to type distorted text between 9 to 10

characters and digits and we measured the total time the AMT workers spent in deciphering

and typing the correct words for all the �ve sub-tasks of the CAPTCHA based text.

For Friendly Security Code CAPTCHA, the participant was asked to choose the pic-

ture that is related to sound clip based on our relationship model. There were four pictures

of which one corresponds to the correct relation with the clip played. We measured the

total time the AMT workers spent in listening to the clip and then choosing the appropriate

picture.

Lastly, for the third one, the CAPTCHA based on Image, we asked the participants to

select the matching word from the menu drop down list related to the picture with emotion.

We measured the total time the AMT workers spent in understanding the distorted image

and then choosing the correct word that matches the picture from the drop down menu list

for this CAPTCHA.

The research question answered in this section is that “Is the newly developed Friendly

Security Code, more accessible than text and image CAPTCHA?”
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Yes, based on the above statistics we can con�rm that the Friendly Security code

CAPTCHA is more usable with high accessibility while turning out to be the fastest one

taking least amount of time by the AMT workers in solving the CAPTCHA.

Thus, our research hypothesis proves to be correct that a human user can answer

the Friendly Security Code CAPTCHA with greater ease as compared to the existing

CAPTCHA based text and image.

We sub-divided our ef�ciency study in three phases. In phase one, we evaluated all

the three types of CAPTCHAs under discussion (CAPTCHA based Text, Friendly Security

Code CAPTCHA, and CAPTCHA based Image) to see if there's any difference between

them. In phase two, we compared the Friendly Security Code CAPTCHA and CAPTCHA

based Text to check which one's faster of them. In the last one, we did it between the

Friendly Security Code CAPTCHA and CAPTCHA based Image to check which one is

faster.

To begin with �rst one, we performed the ANOVA test to see is there's any difference

between the groups. The results were signi�cant in the difference between the groups with

p< 0.001. This result was positive and encouraging for the continuation of the statistical

process.

In phase two, we used the t-test with two independent non-parametric samples. The

null hypothesis H0 is rejected and with the signi�cance level of� = 0.05, the Friendly

Security Code CAPTCHA was as fast as or slower than the CAPTCHA based text. In

addition to it from the �gure below, it's evident that the experimental result supports our

hypothesis as true which mentioned that a human user can answer and pass our Friendly

Security Code with greater ease as compared to the existing CAPTCHA based text.
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A t-test with two independent samples non-parametric in the one tail shows that the

friendly security code CAPTCHA takes (M = 5.06, SD = 4.06) and is signi�cantly faster

than CAPTCHA based text (M = 17.49, SD = 13.15) with p< 0.001. Finally, this statistical

result signi�es that the p-value is smaller than the signi�cance level of� = 0.05.
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Figure 4.4: Average CAPTCHA Based Text typing time versus Friendly Security Code
CAPTCHA choosing time.
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In phase three, we used the t-test with two independent non-parametric samples. The

null hypothesis H0 is rejected and with the signi�cance level of� = 0.05, the Friendly

Security Code CAPTCHA was as fast as or slower than the CAPTCHA based text. In

addition to it from the �gure below, it's evident that the experimental result supports our

hypothesis as true which mentioned that a human user can answer and pass our Friendly

Security Code with greater ease as compared to the existing CAPTCHA based Image.

A t-test with two independent samples non-parametric in the one tail shows that the

friendly security code CAPTCHA takes (M = 5.06, SD = 4.06) and is comparably faster

than CAPTCHA based Image (M = 6.33, SD = 3.27) with p< 0.001. Finally, this statistical

result signi�es that the p-value is smaller than the signi�cance level of� = 0.05.

4.1.4 Satisfaction

In the current research study, during the comparison of the three CAPTCHAs under

discussion, the AMT participant workers were given a questionnaire to choose how easy

was it in solving the �ve sub-tasks for the CAPTCHA based Text, Friendly Security Code

CAPTCHA and the CAPTCHA based Image systems. The user satisfaction of participants

was recorded for all the three types of CAPTCHAs:

For the CAPTCHA based Text, the �rst task in the AMT survey, the AMT workers

were asked to choose from the different options if the Task 1 was “Easy”?
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Figure 4.5: Questionnaire Percentage of CAPTCHA based text.
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The above chart would capture the percentage of user answers with their agreement to

the questionnaire “if the Task 1 was easy to Solve”. As seen from above, for the CAPTCHA

based text around 18.52% of the AMT users chose that the CAPTCHA based text is not a

better CAPTCHA to solve it with ease. This signi�cant percentage of disagreement re�ects

its complex nature and negates the usability and accessibility of the CAPTCHA based text.

For the Friendly Security Code CAPTCHA, the second task in the AMT survey, the

AMT workers were asked the same questionnaire to choose from the different options if

the Task 2 was “Easy”?
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Figure 4.6: Questionnaire Percentage of Friendly Security Code CAPTCHA.
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The above chart would capture the percentage of user answers with their agreement

to the questionnaire “if the Task 2 was easy to Solve”. As seen from above, for the Friendly

Security Code CAPTCHA around 98.15% of the AMT users chose that they strongly

agree/Agree with 0% of the AMT users reporting its disagreement on the ease conveys

that the Friendly Security Code CAPTCHA is indeed a better CAPTCHA to solve it with

greater ease. This magni�cent percentage of user agreement re�ects its simplicity for the

Humans yet impossible for the automated robots to access the web contents.

Thus, the Friendly Security Code CAPTCHA system enjoys extensive user commu-

nity agreement for its usability and accessibility as compared to the existing CAPTCHAs

based on text and Images.

Lastly, for the CAPTCHA based on Image, the third task in the AMT survey, the

AMT workers were asked the same questionnaire to choose from the different options if

the Task 3 was “Easy”?
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Figure 4.7: Questionnaire Percentage of CAPTCHA based Image.
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The above picture would capture the percentage of user answers with their agreement

to the questionnaire “if the Task three was easy to Solve”. As seen from above, for the

CAPTCHA based Image around 14.81% of the AMT users chose that the CAPTCHA based

Image is not a good CAPTCHA to solve with greater ease. This considerable percentage of

disagreement re�ects its complex nature for some of the user community and negates the

usability and accessibility of the CAPTCHA based on Image.

In addition to the above results, we conducted statistical studies for gauging user sat-

isfaction. In phase one, we compared all the three types of CAPTCHAs under discussion

(CAPTCHA based Text, Friendly Security Code CAPTCHA, and CAPTCHA based Im-

age) to see if there's any difference between them. In phase two, we compared the Friendly

Security Code CAPTCHA and CAPTCHA based Text to �gure out the better of them. In

phase three, we compared the Friendly Security Code CAPTCHA and CAPTCHA based

Image to gauge which one is faster.

To begin with phase one, we performed the ANOVA test to see is there's any dif-

ference between the groups. The results were signi�cant in the difference between the

groups with p< 0.001. This result was positive and encouraging for the continuation of

the statistical process.

In phase two, we used the Mann-Whitney t-test with two independent non-parametric

samples. The null hypothesis H0 was rejected and with the signi�cance level of� =

0.05, the Friendly Security Code CAPTCHA is much easier to use as compared to the

CAPTCHA based text.

A Mann-Whitney t-test with two independent samples non-parametric in a one tail,

shows that the friendly security code CAPTCHA has a Median of 5 and is signi�cantly
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easier than CAPTCHA based text which has a Median of 4 with p< 0.001. Finally, this

statistical result signi�es that the p-value is smaller than the signi�cance level of� = 0.05.

In phase three, we used the Mann-Whitney t-test with two independent non-parametric

samples. The null hypothesis H0 was rejected and with the signi�cance level of� = 0.05,

the Friendly Security Code CAPTCHA was at ease as compared to the CAPTCHA based

image.

A Mann-Whitney t-test with two independent samples non-parametric in a one tail,

shows that the friendly security code CAPTCHA test results generates a Median of 5 and

is comparably easy than the CAPTCHA based Image with a Median of 4 and p< 0.001.

Finally, this statistical result signi�es that the p-value is smaller than the signi�cance level

of � = 0.05.
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Chapter 5

CONCLUSION AND FUTURE WORK

5.1 Conclusion of the Research Work

We started our research with the hypothetical assumption that a human user can an-

swer and pass the Friendly Security Code with greater ease as compared to the existing

CAPTCHA based on text and image.

Also, we wanted to investigate if the regular users encounter fewer errors while us-

ing the Friendly Security Code as compared to the existing CAPTCHA based on text and

image.

We proceeded with developing the methodology for the Friendly Security Code CAPTCHA

based on the relationship model of audio and image-based CAPTCHA combinations. We

made use of the Amazon's Mechanical Turk (AMT), which is a getting popular as a rel-

atively new website containing the important elements needed to conduct the survey re-

search. It has a smart compensation system for paying the participants integrated in it

with the participants in huge numbers and a streamlined re�ned process design, partici-



pant recruitment and data collection. AMT helped with conducting and passing a web-

based questionnaire to the participants in collecting the quantitative data collection and for

carrying out further analysis results for comparison between the CAPTCHA based Text,

Friendly Security Code CAPTCHA and the CAPTCHA based Image systems. There was

a diverse participation of a total number of 54 participants covering different age groups,

genders, ethnic and educational backgrounds which augmented in gauging and convincing

the genuineness and authenticity of the data collected. The results of the data collected

were measured and including the error rates statistical percentages comparing the �ve sub-

models of the Friendly Security Code CAPTCHA with the corresponding �ve sub-tasks of

the CAPTCHA based on text and image, and gathering the �nal opinion of the participants

on the ease in solving the three CAPTCHAs under discussion.

Finally, we continued our current research study to compare the usability features in-

cluding the effectiveness, ef�ciency, and the user satisfaction for all the CAPTCHAs. After

performing the relevant statistical calculations for measuring the effectiveness, ef�ciency

and the user satisfaction for all the CAPTCHAs, it was found that the Friendly Security

code CAPTCHA is more accessible with highest success rate and lowest error rate as com-

pared to the current CPATCHAs based on Image and Text. It also enjoys great user com-

munity agreement for its usability and accessibility as compared to the other CPATCHAs.

Thus, we would like to conclude our current research study with the conclusion that

based on the above test and results from the study; the Friendly Security code CAPTCHA

is better with high usability and accessibility compared to the existing CAPTCHAs.
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5.2 Future Research Work

We can work to improve the security level of the Friendly Security code CAPTCHA

while enhancing further its usability and accessibility.

We can work to extend the usability and accessibility of the Friendly Security code

CAPTCHA to the blind users.

We can work to improve the Friendly Security code CAPTCHA focusing on the

Cultural considerations as an important factor in future.
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Appendix A

THE EXPERIMENT & DATA

In this chapter we will display the the experiment and the data, which is obtained

through this website www.khalid.us.

A.1 The User Interface

In this section we will display the informed consent, survey, and one example for

each three kinds CAPTCHAs.



Figure A.1: Informed Consent.
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Figure A.2: Survey.
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A.1.1 CAPTCHA Based Text

In this section we will display the one example of �ve CAPTCHA based text and

their questionnaire.
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Figure A.3: CAPTCHA Based Text Design.

78



Figure A.4: Questionnaire Task 1.
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A.1.2 Friendly Security Code CAPTCHA

In this section we will display the one example of �ve friendly security code CAPTCHA

and their questionnaire.
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Figure A.5: The Friendly Security Code CAPTCHA's Frist Model.

81



Figure A.6: Questionnaire Task 2.
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A.1.3 CAPTCHA Based Image

In this section we will display the one example of �ve CAPTCHA based image and

their questionnaire.
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Figure A.7: CAPTCHA Based Image Design.
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Figure A.8: Questionnaire Task 3.
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A.2 The Data

In this section we will display the timing data, errors rate, and questionnaire re-

sponses for each three kinds CAPTCHAs.

A.2.1 Timing Data

A.2.1.1 CAPTCHA Based Text

In this section we will display the timing data of �ve CAPTCHA based text in mil-

liseconds.
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Figure A.9: The CAPTCHA based Text Response Time 1.
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Figure A.10: The CAPTCHA based Text Response Time 2.
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A.2.1.2 Friendly Security Code CAPTCHA

In this section we will display the timing data of �ve friendly security code CAPTCHA

in milliseconds .
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Figure A.11: The Friendly Security Code CAPTCHA Response Time 1.
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Figure A.12: The Friendly Security Code CAPTCHA Response Time 2.
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A.2.1.3 CAPTCHA Based Image

In this section we will display the timing data of �ve CAPTCHA based Image in

milliseconds .
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Figure A.13: The CAPTCHA based Image Response Time 1.
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Figure A.14: The CAPTCHA based Image Response Time 2.
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A.2.2 Errors Rate

A.2.2.1 CAPTCHA Based Text

In this section we will display the error rate of �ve CAPTCHA based text.
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Figure A.15: The CAPTCHA based Text Error Rate 1.
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Figure A.16: The CAPTCHA based Text Error Rate 2.
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A.2.2.2 Friendly Security Code CAPTCHA

In this section we will display the error rate of �ve friendly security code CAPTCHA

.

98



Figure A.17: The Friendly Security Code CAPTCHA Error Rate 1.
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Figure A.18: The Friendly Security Code CAPTCHA Error Rate 2.
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A.2.2.3 CAPTCHA Based Image

In this section we will display the error rate of �ve CAPTCHA based image.
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Figure A.19: The CAPTCHA based Image Error Rate 1.
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Figure A.20: The CAPTCHA based Image Error Rate 2.
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A.2.3 Questionnaire Data

In this section we will display the questionnaire responses data for each three kinds

CAPTCHAs.
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Figure A.21: The Questionnaires of CAPTCHA based Text, Friendly Security Code
CAPTCHA, and CAPTCHA based Image 1.
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Figure A.22: The Questionnaires of CAPTCHA based Text, Friendly Security Code
CAPTCHA, and CAPTCHA based Image 2.
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